
Printed by Jouve, 75001 PARIS (FR)

Europäisches Patentamt

European Patent Office

Office européen des brevets

(19)

E
P

0 
64

5 
91

2
A

3
*EP000645912A3*
(11) EP 0 645 912 A3

(12) EUROPEAN PATENT APPLICATION

(88) Date of publication A3:
12.01.2005 Bulletin 2005/02

(43) Date of publication A2:
29.03.1995 Bulletin 1995/13

(21) Application number: 94480052.3

(22) Date of filing: 21.06.1994

(51) Int Cl.7: H04L 12/24, H04L 29/06,
H04L 9/32

(84) Designated Contracting States:
DE FR GB

(30) Priority: 25.08.1993 US 112007

(71) Applicant: International Business Machines
Corporation
Armonk, N.Y. 10504 (US)

(72) Inventors:
• Augustine, Kurt Ernest

Rochester, MN 55902 (US)

• Neeley, James Edward Sr
Chapel Hill, NC 27514 (US)

• Strole, Norman Clark
Raleigh, NC 27612 (US)

(74) Representative: de Pena, Alain et al
Compagnie IBM France
Département de la Propriété Intellectuelle
06610 La Gaude (FR)

(54) Communication network access method and system

(57) A network management frame contains a clear
text (unencrypted) management command field and a
security field. The management frame is sent to a data
communications network by an authorized managing
entity (manager) (13). The management frame is ad-
dressed to a managing agent (agent) (14,15). The se-
curity field includes two sub fields. The first sub field is
a clear text time stamp. The second sub field includes
this same time stamp value concatenated with a check-
sum that is calculated by the manager for the specific
clear text management command contained within the
management frame. The concatenated value is then en-
crypted under a secret cryptographic key that is shared
by the manager and the agent. The agent receives the
management frame, calculates a checksum of the clear
text management command, and appends this check-
sum to the clear text time stamp as contained in the re-
ceived management frame. This value is then encrypted
using the shared cryptographic code. If the result match-
es the second sub field of the received management
command, integrity of the received management com-
mand is assured. Next, the clear text value of time stamp
contained within the received management command
is checked against a common clock within the agent. If
the value of this time stamp falls within a predetermined
time window, the authenticity of the received manage-
ment command has been verified.
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