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(57) A network management frame contains a clear
text (unencrypted) management command field and a
security field. The management frame is sent to a data
communications network by an authorized managing
entity (manager) (13). The management frame is ad-
dressed to a managing agent (agent) (14,15). The se-
curity field includes two sub fields. The first sub field is
a clear text time stamp. The second sub field includes
this same time stamp value concatenated with a check-
sum that is calculated by the manager for the specific
clear text management command contained within the
management frame. The concatenated value is then en-
crypted under a secret cryptographic key that is shared
by the manager and the agent. The agent receives the
management frame, calculates a checksum of the clear
text management command, and appends this check-
sum to the clear text time stamp as contained in the re-
ceived management frame. This value is then encrypted
using the shared cryptographic code. If the result match-
es the second sub field of the received management
command, integrity of the received management com-
mand is assured. Next, the clear text value of time stamp
contained within the received management command
is checked against a common clock within the agent. If
the value of this time stamp falls within a predetermined
time window, the authenticity of the received manage-
ment command has been verified.
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