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(54) Identification signal checking apparatus and methods

(57)  An identification signal checking apparatus in-
cludes an apparatus (1) to be detected having a first
wireless transmitting and receiving unit (4) , a first signal
processing unit (3) and a first memory unit (5) for storing
an identification signal. A detecting apparatus (10) has
a second wireless transmitting and receiving unit (11),
a second signal processing unit (12), a second memory
unit (13) for storing an identification signal, and a ran-
dom number generating unit (14). When the detecting
apparatus (10) receives a response request signal from

FlG. 7

the apparatus (1) to be detected, the detecting appara-
tus (10) transmits a random number signal obtained
from the random number generating unit (14). When re-
ceiving the random number signal, the apparatus (1) to
be detected encrypts the identification signal stored in
the first memory unit (5) by using the random number
signal and transmits the encrypted identification signal
to the detecting apparatus (10). The detecting appara-
tus (10) decrypts the encrypted identification signal and
checks whether or not it coincides with the identification
signal stored in the second memory unit (13).
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Description

The present invention relates to identification signal checking apparatus and methods, such as those suitable for
use in a keyless entry system.

A keyless entry system has been proposed. In this keyless entry system, infrared rays or radio waves are used to
transmit an identification signal from a key apparatus side to a lock apparatus side for the locking or the unlocking
thereof.

Such keyless entry system employs a one-way communication in which the key apparatus side constantly transmits
the same identification signal. Therefore, when this communication is intercepted, the identification signal may disad-
vantageously be stolen easily.

Particularly when the identification signal is transmitted by using the infrared rays, it is possible to copy the iden-
tification signal easily by a so-called learning remote controller, which has already been developed into a social problem.

Moreover, since in the above keyless entry system it is possible to detect a specific identification signal by using
each of various identification signals to detect whether or not the identification signal coincides with the specific iden-
tification signal, there is the critical disadvantage in security.

Therefore, a keyless entry system has been proposed in which a portable apparatus (key apparatus) transmits an
encryption value to a main apparatus (lock apparatus) and the main apparatus determines whether or not an encryption
value which it obtains by itself by calculation of a value signal coincides with the received encryption value (see Jap-
anese laid-open patent publication No. 7-269196 and Japanese laid-open patent publication No. 7-274258).

In such proposed keyless entry system, since the main apparatus determines whether or not the encryption value
which it obtains by itself by calculation of the value signal coincides with the received encryption value, the security is
improved.

However, in the previously proposed keyless entry system with a satisfactory security, since the main apparatus
determines whether or not the encryption value which it obtains by itself by calculation of the value signal coincides
with the received encryption value, except when the portable apparatus (key apparatus) and the main apparatus (lock
apparatus) are manufactured, it is impossible that, after the portable apparatus and the main apparatus are manufac-
tured, a specific identification signal is registered in both of the key apparatus and the main apparatus by transmitting
the same specific identification signal from the portable apparatus to the main apparatus.

Therefore, in such system, when the portable apparatus (key apparatus) and the main apparatus (lock apparatus)
are manufactured, the same specific identification signal is registered in both of them. Therefore, it is necessary to
manage both of the portable apparatus (key apparatus) and the main apparatus (lock apparatus) as a pair of objects
to be managed until the lock apparatus is finally built in a door, for example. This necessity leads to the disadvantage
in effective management and in physical distribution.

In view of such aspects, it is therefore an aim of the present invention to improve the security with a comparatively
simple arrangement and to make it unnecessary to manage the key apparatus (apparatus to be detected) and the lock
apparatus (detecting apparatus) as a pair of separate items to be managed.

According to an aspect of the present invention, an identification signal checking apparatus includes an apparatus
to be detected having a first wireless transmitting and receiving unit, a first signal processing unit and a first memory
unit for storing an identification signal and includes a detecting apparatus having a second wireless transmitting and
receiving unit, a second signal processing unit, a second memory unit for storing an identification signal, and a com-
munication permission signal generating means. When the detecting apparatus receives a response request signal
fromthe apparatus to be detected, the detecting apparatus transmits a random number signal obtained from the random
number generating unit. When receiving the random number signal, the apparatus to be detected encrypts said iden-
tification signal stored in the first memory unit by using the random number signal and transmits the encrypted identi-
fication signal to the detecting apparatus. The detecting apparatus decrypts the encrypted identification signal and
checks whether or not the decrypted identification signal coincides with the identification signal stored in the second
memory unit.

According to the present invention, the detecting (lock apparatus) transmits the random number signal and the
apparatus to be detected (key apparatus) encrypts the identification signal by using the random number signal and
transmits it to the detecting apparatus. Therefore, since the identification signal transmitted from the apparatus to be
detected to the detecting apparatus is the encrypted signal obtained by encryption employing the random number
signal and hence is always an unique signal, the security is improved.

According to the present invention, since the detecting apparatus decrypts the encrypted identification signal, even
if the apparatus to be detected and the detecting apparatus are separately manufactured and distributed on the market,
when the detecting apparatus is built in a door or the like, the detecting apparatus (lock apparatus) decrypts the en-
crypted signal transmitted from the apparatus to be detected (key apparatus) to obtain the specific identification signal.
If the identification signal obtained by decryption is registered in the detecting apparatus, then it is possible to register
the same identification signal in both of the apparatus to be detected (key apparatus) and the detecting apparatus (lock
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apparatus) .
The invention will now be described by way of example with reference to the accompanying drawings, throughout
which like parts are referred to by like references, and in which:

FIG. 1 is a block diagram showing an arrangement of an identification signal checking apparatus according to a
first embodiment of the present invention;

FIG. 2 is a flowchart used to explain an operation of the identification signal checking apparatus according to the
first embodiment of the present invention;

FIGS. 3A to 3D are timing charts used to explain communication between a key apparatus and a lock apparatus
according to the first embodiment of the present invention;

FIG. 4 is a block diagram showing an arrangement of an identification signal checking apparatus according to a
second embodiment of the present invention;

FIG. 5 is a flowchart used to explain an operation of the identification signal checking apparatus according to the
second embodiment of the present invention;

FIG. 6 is a block diagram showing an arrangement of an identification signal checking apparatus according to a
third embodiment of the present invention; and

FIG. 7 is a flowchart used to explain an operation of the identification signal checking apparatus according to the
third embodiment of the present invention.

An identification signal checking apparatus and an identification signal checking method according to a first em-
bodiment of the present invention will be described with reference to the accompanying drawings. In this embodiment,
the identification signal checking apparatus and method are applied to a keyless entry system for opening and closing
a door.

As shown in FIG. 1, a portable key apparatus 1 (an apparatus to be detected) has a switch unit 2 for issuing
commands to open and close a door, a signal processing circuit unit 3, an infrared-ray transmitting and receiving unit
4 for communicating with a lock apparatus 10 described later on, and a memory unit 5 for storing a specific (own)
identification signal ID.

The signal processing circuit unit 3 is formed of a microcomputer. When the switch unit 2 issues a commend to
open or close the door by operating a switch thereof, the signal processing circuit unit 3 generates a response request
signal including a lock/unlock command signal and supplies this response request signal to the infrared-ray transmitting
and receiving unit 4. The infrared-ray transmitting and receiving unit 4 transmits the response request signal to the
lock apparatus 10.

When the key apparatus 1 receives a random number signal X formed of 24 bits, for example, from the lock
apparatus 10, the signal processing circuit unit 3 encrypts a specific identification signal ID of 24 bits, for example,
stored in the memory unit 5 to convert it into a code signal of 24 bits, for example, in accordance with a predetermined
function 1(X, ID) by using the 24-bit random number signal X, for example. Then, the signal processing circuit unit 3
transmits the encrypted signal f(X, ID) to the lock apparatus 10.

This function (X, ID) is defined as shown below, for example, such that if respective corresponding bits of the
random number signal X and the identification signal ID have the same value of "1" or "0", then the value of a corre-
sponding bit in the function (X, ID) is set to "1" and if the respective corresponding bits have the values different from
each other, then the value thereof in the function (X, ID) is set to "0".
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The infrared-ray transmitting and receiving unit 4 according to this embodiment is arranged so as to carry out
communication in accordance with a known base band system. The base band system permits high-speed communi-
cation at a lower consumed power and simplifies a circuit arrangement as compared with other modulation systems
such as an amplitude shift keying (ASK), a frequency shift keying (FSK) or the like.

The lock apparatus 10 is provided at a predetermined position in association with the door. The lock apparatus 10
has an infrared-ray transmitting and receiving unit 11 for communicating with the key apparatus 1, a signal processing
circuit unit 12, a memory unit 13 for storing a specific (own) identification signal ID, a random number generating unit
14 for generating the random number signal X, and a drive unit 15 for controlling a door locking or unlocking operation
based on a command signal from the signal processing circuit unit 12.

A binary counter for processing 24 bits, for example, is employed as the random number generating unit 14. This
24-bit binary counter carries out a count operation in accordance with a predetermined clock signal regardless of the
communication. When the lock apparatus 10 receives the response request signal from the key apparatus 1, the op-
eration of the 24-bit binary counter is stopped and then a count value of the binary counter at this time is read, thereby
the 24-bit random number signal X, for example, being obtained.

The signal processing circuit unit 12 is formed of a microcomputer. When the lock apparatus 10 receives the
response request signal from the key apparatus 1, the signal processing circuit unit 12 transmits the random number
signal X generated by the random number generating unit 14 from the lock apparatus 10 to the key apparatus 1.

When the lock apparatus 10 receives from the key apparatus 1 the encrypted signal f(X, ID) obtained by encrypting
the identification signal ID with the random number signal X, the signal processing circuit unit 12 decrypts the received
encrypted signal (X, ID) in accordance with a predetermined function f-1{f(x, ID), X} by using the previously transmitted
24-bit random number signal X, for example, and checks whether or not the identification signal ID obtained by this
decryption coincides with the specific (own) identification signal ID previously stored (registered) in the memory unit 13.

As a result of the check processing, if the decrypted identification signal ID coincides with the identification signal
ID previously stored (registered), then the signal processing circuit unit 12 supplies a locking/unlocking command signal
based on a door opening/closing command included in the response request signal to the drive unit 15. Then, under
the operation of the drive unit 15, the door is opened or closed.

The infrared-ray transmitting and receiving unit 11 according to this embodiment is arranged similarly to the above-
mentioned infrared-ray transmitting and receiving unit 4, and arranged so as to carry out communication in accordance
with the known base band system. In FIG. 1, batteries 6 and 16 are used for energizing the key apparatus 1 and the
lock apparatus 10, respectively.

An operation of the keyless entry system for opening and closing a door according to this embodiment will be
described with reference to FIG. 2 which is a flowchart therefor and with reference to FIGS. 3A to 3D which are timing
charts therefor. In this embodiment, it is assumed that the same specific (own) identification signals ID, e.g., the iden-
tification signals ID formed of codes of 24 bits, for example, are previously registered (stored) in the memory units 5
and 13.

In step S1 of the flowchart shown in FIG. 2, the switch unit 2 of the key apparatus 1 is operated and the switch
thereof is set in its on-state, thereby a command to open or close a door being issued. In step S2, as shown in FIG.
3A, for example, the key apparatus 1 transmits the response request signal including the door opening/closing com-
mand signal to the lock apparatus 10 for a period of 100 ms. Then, the processing proceeds to step S3.

In step S3, the lock apparatus 10 receives the response request signal as shown in FIG. 3D. Then, the processing
proceeds to step S4, wherein the lock apparatus 10 obtains the 24-bit random number signal X, for example, generated
by the random number generating unit 14. In step S5, as shown in FIG. 3C, the lock apparatus 10 transmits the random
number signal X to the key apparatus 1 for a period of 30 ms. Then, the processing proceeds to step S6.

In step S6, the key apparatus 1 receives the random number signal X as shown in FIG. 3B. Then, the processing
proceeds to step S7, wherein the key apparatus 1 encrypts the specific (own) identification signal ID registered in the
memory unit 5 to convert it into the 24-bit code signal, in accordance with the predetermined function (X, ID) by using
the 24-bit random number signal X, for example, and obtains the encrypted signal f(X, ID). Then, the processing pro-
ceeds to step S8, wherein the key apparatus 1 transmits the encrypted signal f(X, ID) to the lock apparatus 10 during
the period of 30 ms, for example, as shown in FIG. 3A. Then, the processing proceeds to step S9.

In step S9, the lock apparatus 10 receives the encrypted signal (X, ID) as shown in FIG. 3D. Then, the processing
proceeds to step S10, wherein the lock apparatus 10 decrypts the received encrypted signal f(X, ID) in accordance
with the predetermined function f1{f(x, ID), X} by using the previously transmitted random number signal X. Then, the
processing proceeds to step S11, wherein the lock apparatus 10 checks whether or not the decrypted identification
signal ID coincides with the specific (own) identification signal ID previously registered in the memory unit 13. In step
S12, as a result of the check processing, if the decrypted identification signal ID coincides with the specific (own)
identification signal ID previously registered (stored) in the memory unit 13, then, in accordance with the door opening
or closing command signal of the response request signal, the signal processing circuit unit 12 supplies the unlocking
or locking command signal to the drive unit 15 for carrying out the unlocking or locking operation of the door. Then,
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under the control of the drive unit 15, the door is opened or closed.

According to this embodiment, every time when the operation of opening or closing the door is attempted, the lock
apparatus 10 generates the random number signal X and the key apparatus 1 encrypts the identification signal ID by
using the random number signal X and transmits the encrypted signal (X, ID) to the lock apparatus 10. Therefore,
since the signals transmitted in this both-way communication are constantly different from each other, even if these
communication signals are intercepted, the specific (own) identification signal ID is prevented from being stolen.

According to this embodiment, even if the operation of opening or closing the door is attempted any times, the
possibility that the code signals coincide with each other by accident is constant, e.g., the possibility is constantly about
one over 16.7 million in a case of the 24-bit code signal. Therefore, it is advantageously possible to realize the extremely
high security with ease.

Since the lock apparatus 10 decrypts the encrypted identification signal f(X, ID), even if the key apparatus 1 and
the lock apparatus 10 are separately manufactured and distributed on a market, when the lock apparatus 10 is built in
a door or the like, the lock apparatus 10 decrypts the encrypted signal (X, ID) transmitted from the key apparatus 1
to obtain the specific (own) identification signal ID. Therefore, if the identification signal ID obtained by decryption is
registered in the memory unit 13 of the lock apparatus 10, then it is possible to register the same identification signal
ID in both of the key apparatus 1 and the lock apparatus 10.

Therefore, according to the first embodiment, it is not necessary to manage both of the key apparatus 1 and the
lock apparatus 10 as a pair of the objects to be managed, which leads to the advantages in effective management and
physical distribution.

An identification signal checking apparatus according to a second embodiment of the present invention will be
described with reference to FIGS. 4 and 5. In FIG. 4, parts corresponding to those in FIG. 1 are marked with the same
reference numerals and hence need not be described.

In the second embodiment, a nonvolatile memory unit 5 of a key apparatus 1 stores a plurality of, e.g., sixteen
identification signals 1Dy, ID,, ..., IDyg.

When a key apparatus 1 receives a random number signal X of 24 bits, for example, from a lock apparatus 10, a
signal processing circuit unit 3 of the key apparatus 1 determines which of random number signals X;, Xo, ..., Xig &
random number signal formed of lower 4 bits of the 24 bits of the received random number signal X is, and, if the lower
4-bit random number signal is a random number signal X, selects one of sixteen identification signals 1D, ID,, ...,
ID4¢ stored in the memory unit 5, e.g., the identification signal ID, in response to the random number signal X;.

In this embodiment, as shown in Table 2, the random number signals X;, X,..., Xg formed of the lower 4 bits of
the above 24-bit random number signal X respectively correspond to sixteen identification signals IDy, ID,, ..., ID4g
stored in the memory unit 5.

Table 2
lower 4-bit random number | identification signal | encrypted signal
X, = 0000 D, (X, ID4)
X5 = 0001 D, (X, 1Dy)
Xy = 1111 IDyg f(X, ID1g)
In this second embodiment, each of the sixteen identification signals IDy, ID,, ..., ID4g stored in the memory unit

5 is formed of 24 bits, for example.

In this second embodiment, the signal processing circuit unit 3 encrypts one of the identification signals IDy, ID,, ...,
ID,¢ selected as shown in Table 2 in response to the received one of the lower 4-bit random number signal X4, Xo, ...,
X4 of the random number signal X by using the received random number signal X, and obtains one of the encrypted
signals (X, ID¢), f(X, IDy), ..., f(X, ID4g) shown in Table 2. The key apparatus 1 transmits the obtained one of the
encrypted signals f(X, ID;), f(X, IDy), ..., f(X, ID4g) to the lock apparatus 10.

The same identification signals, e.g., the sixteen identification signals ID, ID,, ..., ID4g stored in the memory unit
5 of the key apparatus 1 are also stored in the memory unit 13 of the lock apparatus 10 shown in FIG. 4.

The signal processing circuit unit 12 of the lock apparatus 10 stores the 24-bit random number signal X, for example,
generated by the random number generating unit 14 and transmitted therefrom in response to the response request
signal from the key apparatus 1, and selects one of, for example, the sixteen identification signals IDy, ID,, ..., ID¢g
stored in the memory unit 13 similarly to the key apparatus 1 in response to the selected one of the lower 4-bit random
number signals Xy, X,, ..., Xyg of the random number signal X.

In this case, the identification signal selected by the key apparatus 1 in response to one of the lower 4-bit random
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number signal X;, Xy, ..., Xy Of the random number signal X is set the same as the identification signal selected by
the lock apparatus 10 in response to the same one of the lower 4-bit random number signal Xy, X,, ..., X;g of the
random number signal X.

When the lock apparatus 10 receives from the key apparatus 1 one of the encrypted signals f(X, ID¢), f(X, IDy), ...,
f(X, ID,¢) Obtained by encrypting the selected one of the identification signals ID,, 1D, ..., ID4g, €.9., the encrypted
signal f(X, ID1) by using the random number signal X, the signal processing circuit unit 12 decrypts the encrypted
signals f(X, ID4) in accordance with a predetermined function f1{f(X, ID4), X} by using the identification signal ID,
selected in response to the random number signal X, for example, selected from the lower 4-bit random number
signals Xy, Xs,..., X4 Of the random number signal X, and checks whether or not the identification signal ID; obtained
by the decryption coincides with the one of the identification signals D4, IDs,..., ID;g previously selected in response
tothe lower 4-bit random number signals X;, X5, ..., X;¢ Of the random number signal X, e.g., the identification signal 1D;.

Other parts and units of the identification signal checking apparatus according to the second embodiment shown
in FIG. 4 are arranged similarly to those of the identification signal checking apparatus according to the first embodiment
shown in FIG. 1.

An operation of the keyless entry system for opening and closing a door according to the second embodiment
shown in FIG. 4 will be described with reference to FIG. 5 which is a flowchart therefor. In this second embodiment, it
is assumed that the same sixteen identification signals 1Dy, ID,, ..., ID4g formed of codes of 24 bits, for example, are
previously stored (registered) in both of the memory units 5 and 13.

In step S21 of the flowchart shown in FIG. 5, the switch unit 2 of the key apparatus 1 is operated, thereby a
command to open or close a door being issued. In step S22, as shown in FIG. 3A, for example, the key apparatus 1
transmits the response request signal including the door opening/closing command signal to the lock apparatus 10 for
a period of 100 ms. Then the processing proceeds to step S23.

In step S23, the lock apparatus 10 receives the response request signal as shown in FIG. 3D. Then, the processing
proceeds to step S24, wherein the lock apparatus 10 obtains the 24-bit random number signal X, for example, generated
by the random number generating unit 14. In step S25, as shown in FIG. 3C, the lock apparatus 10 transmits the
random number signal X to the key apparatus 1 for the period of 30 ms, for example. Then, the processing proceeds

o step S26.
In step S26, the key apparatus 1 receives the random number signal X as shown in FIG. 3B. Then, the processing
proceeds to step 827, wherein the key apparatus 1 selects one of the sixteen identification signals IDy, IDs, ..., ID4g

registered in the memory unit 5, e.g., the identification signal ID, in response to one of the lower 4-bit random number
signals Xq, X,, ..., X4 Of the random number signal X. Then, the processing proceeds to step S28.

In step S28, the key apparatus 1 encrypts the selected identification signal ID; to convert it into the 24-bit code
signal, in accordance with a predetermined function (X, 1D;) by using the 24-bit random number signal X, for example,
and then obtains the encrypted signal f(X, ID,). Then, the processing proceeds to step S29, wherein the key apparatus
1 transmits the encrypted signal f(X, ID,) to the lock apparatus 10 during the period of 30 ms, for example, as shown
in FIG. 3A. Then, the processing proceeds to step S30.

In step S30, the lock apparatus 10 receives the encrypted signal f(X, ID;) as shown in FIG. 3D. Then, the processing
proceeds to step S31, wherein the lock apparatus 10 decrypts the received encrypted signal f(X, ID4) in accordance
with a predetermined function #-1{f(X, ID4), X} by using the previously transmitted random number signal X. Then, the
processing proceeds to step S32.

In step S32, the lock apparatus 10 checks whether or not the decrypted identification signal ID, coincides with the
one of the sixteen identification signals 1D,, ID,, ..., ID,4 registered in the memory unit 13, e.g., the identification signal
ID, selected in response to the selected one of the lower 4-bit random number signals X;, X, ..., Xqg of the random
number signal X. In step S33, as a result of the check processing, if the decrypted identification signal ID; coincides
with the selected identification signal ID;, then, in accordance with the door opening or closing command signal of the
response request signal, the signal processing circuit unit 12 supplies the unlocking or locking command signal to the
drive unit 15 for carrying out the unlocking or locking operation of the door. Under the control of the drive unit 15, the
door is opened or closed.

Since the identification signal checking apparatus according to the second embodiment shown in FIG. 4 is arranged
as described above, it can easily be understood that it is possible to achieve the same effect as that of the identification
signal checking apparatus according to the embodiment shown in FIG. 1. According to the second embodiment shown
in FIG. 4, since one of the sixteen identification signals ID4, IDs, ..., ID4g is selected in response to one of the lower
4-bit random number signals X1, X5, ..., X4 of the random number signal X, it is advantageously possible to improve
the security further.

The identification signal checking apparatus according to a third embodiment of the present invention will be de-
scribed with reference to FIGS. 6 and 7. In FIG. 6, parts and units corresponding to those in FIG. 1 are marked with
the same reference numerals and hence need not to be described in detail.

Inthe third embodiment shown in FIG. 6, a nonvolatile memory unit 5 of a portable key apparatus 1 stores a specific
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(own) identification signal ID and a plurality of, e.g., sixteen functions fy, f5,..., f16.

When the key apparatus 1 receives a random number signal X of 24 bits, for example, from a lock apparatus 10,
a signal processing circuit unit 3 of the key apparatus 1 determines which of random number signals X;, Xs,..., Xqg &
random number signal formed of lower 4 bits of the 24 bits of the received random number signal X is, and, if the lower
4-bit random number signal is a random number signal X,, for example, selects one of sixteen functions f,, f5,..., Fyg
stored in a memory unit 5, e.g., the function f; in response to the random number signal X;.

In this third embodiment, as shown in Table 3, the random number signals X;, Xo,..., X;g formed of the lower 4 bits
of the above 24-bit random number signal X respectively correspond to the sixteen functions fy, f5,..., F44 stored in the
memory unit 5.

Table 3
lower 4-bit function encrypted signa
random number P gnal
Xl = 0000 fl fl(X, ID)
Xz = 0001 fz fz(x, ID)
X16 = 1111 f16 fls(x, ID)

In this third embodiment, the identification signal ID stored in the memory unit 5 is formed of 24 bits, for example.

In this embodiment, the signal processing circuit unit 3 encrypts the identification signal ID by using the received
random number signal X and one of the functions f,, f5, ..., f;5 selected in response to one of the lower 4-bit random
number signal Xy, X5, ..., X;g Of the random number signal X, and obtains one of the encrypted signals f, (X, ID), f5(X,
ID),..., f15(X, ID) shown in Table 3. The key apparatus 1 transmits the obtained one of the encrypted signals f;(X, ID),
fo(X, ID), ..., 116(X, ID) to the lock apparatus 10.

The same identification signal and the same plurality of, e.g., sixteen functions fy, f,,..., f;¢ stored in the memory
unit 5 of the key apparatus 1 are also stored in the memory unit 13 of the lock apparatus 10 shown in FIG. 6.

The signal processing circuit unit 12 of the lock apparatus 10 stores the 24-bit random number signal X, for example,
generated by the random number generating unit 14 and transmitted therefrom in response to the response request
signal from the key apparatus 1, and selects one of, for example, the sixteen functions fy, f,, ..., f;5 stored in the memory
unit 13 similarly to the key apparatus 1 in response to the received one of the lower 4-bit random number signals X,
Xo, ..., Xqg Of the random number signal X.

In this case, one of the functions fy, f5,..., f5 Selected by the key apparatus 1 in response to one of the lower 4-bit
random number signal Xy, X, ..., X4g of the random number signal X is set the same as one of the functions f;, f5,...,
f1s selected by the lock apparatus 10 in response to one of the lower 4-bit random number signals X,, X,,..., X;g of
the random number signal X.

When the lock apparatus 10 receives from the key apparatus 1 one of the encrypted signals f;(X, ID), fo(X, ID, ...,
f16(X, ID) obtained by encrypting the identification signal ID by using the selected one of the functions f;, f,,..., f;5 and
the random number signal X, e.g., the encrypted signal f;(X, ID), the signal processing circuit unit 12 decrypts the
encrypted signals f1(X, ID) in accordance with a predetermined function f;-1{f, (X, ID), X} by using the previously trans-
mitted 24-bit random number signal X and the function f,; selected in response to one of the lower 4-bit random number
signals Xy, X5, ..., X4 Of the random number signal X, e.g., selected in response to the random number signal X;, and
checks whether or not the identification signal ID obtained by the decryption coincides with the identification signal ID
previously registered in the memory unit 13.

Other parts of the identification signal checking apparatus according to the third embodiment shown in FIG. 6 are
arranged similarly to those of the identification signal checking apparatus according to the first embodiment shown in
FIG. 1.

An operation of the keyless entry system for opening and closing a door according to the third embodiment shown
in FIG. 6 will be described with reference to FIG. 7 which is a flowchart therefor. In this third embodiment, it is assumed
that the identification signal and the sixteen functions f;, f,, ..., f15 are previously registered (stored) in both of the
memory units 5 and 13.
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In step S41 of the flowchart shown in FIG. 7, the switch unit 2 of the key apparatus 1 is operated, thereby a
command to open or close a door being issued. In step S42, as shown in FIG. 3A, for example, the key apparatus 1
transmits the response request signal including the door opening/closing command signal to the lock apparatus 10 for
a period of 100 ms. Then, the processing proceeds to step S43.

In step S43, the lock apparatus 10 receives the response request signal as shown in FIG. 3D. Then, the processing
proceeds to step S44, wherein the lock apparatus 10 obtains the 24-bit random number signal X, for example, generated
by the random number generating unit 14. In step S45, as shown in FIG. 3C, the lock apparatus 10 transmits the
random number signal X to the key apparatus 1 for a period of 30 ms, for example. Then, the processing proceeds to
step S46.

In step S46, the key apparatus 1 receives the random number signal X as shown in FIG. 3B. Then, the processing
proceeds 1o step S47, wherein the key apparatus 1 selects one of the sixteen functions fy, f,,..., f;g registered in the
memory unit 5, e.g., the function f; in response to one of the lower 4-bit random number signals X;, X5, ..., X;g of the
random number signal X. Then, the processing proceeds to step S48.

In step S48, the key apparatus 1 encrypts the identification signal ID to convert it into the 24-bit code signal, by
using the selected function 1 and the 24-bit random number signal X, for example, and then obtains the encrypted
signal f;(X, ID). Then, the processing proceeds to step S49, wherein the key apparatus 1 transmits the encrypted signal
f1(X, ID) 1o the lock apparatus 10 during the period of 30 ms, for example, as shown in FIG. 3A. Then, the processing
proceeds to step S50.

In step S50, the lock apparatus 10 receives the encrypted signal f; (X, ID) as shown in FIG. 3D. Then, the processing
proceeds to step S51, wherein the lock apparatus 10 decrypts the received encrypted signal f; (X, ID) in accordance
with a predetermined function f;-1{f;(X, ID), X} by using the previously transmitted random number signal X and the
corresponding one of the random number signals X;, Xo, ..., Xy of the random number signal X. Then, the processing
proceeds to step S52.

In step S52, the lock apparatus 10 checks whether or not the decrypted identification signal ID coincides with the
identification signal ID registered in the memory unit 13. In step S53, as a result of the check processing, if the decrypted
identification signal ID coincides with the identification signal ID registered in the memory unit 13, then, in accordance
with the door opening or closing command signal of the response request signal, the signal processing circuit unit 12
supplies the unlocking or locking command signal to the drive unit 15 for carrying out the unlocking or locking operation
of the door. Under the control of the drive unit 15, the door is opened or closed .

Since the identification signal checking apparatus according to the third embodiment shown in FIG. 6 is arranged
as described above, it can easily be understood that it is possible to achieve the same effect as that of the identification
signal checking apparatus according to the first embodiment shown in FIG. 1. According to the third embodiment shown
in FIG. 6, since one of the sixteen functions fy, f,..., f15 is selected in response to one of the lower 4-bit random number
signals X;, X,, ...,X;g Of the random number signal X, it is advantageously possible to improve the security further.

While in the first to third embodiments the communication between the key apparatus 1 and the lock apparatus
10 is carried out in accordance with the base band system by using the infrared rays, the communication may be
carried out in accordance with some other modulation systems such as the ASK, the FSK or the like by using the
infrared rays. It is needless to say that the communication may be carried out by using a radio wave or a supersonic
wave instead of the infrared rays.

It is not necessary that each of the random number signal, the identification signal and the encrypted signal is
formed of 24 bits. It is sufficient to determine the number of bits thereof in response to a required degree of the security.

While in the first to third embodiments the response request signal includes the locking or unlocking command
signal, the locking or unlocking command signal may be added to the above encrypted signal or may be transmitted
individually.

In the above embodiments, the number of the identification signals ID4, ID,, ..., ID4g or the functions fy, f5,..., f1g
is set to 16, it is not necessary to set the number to 16, and hence the number may be set to any value depending
upon a desired degree of security.

While in the above embodiments one of the identification signals I1Dy, ID,, ..., D44 or one of the functions f;, f5, ...,
f1g is selected in response to one of the lower 4-bit random number signals Xy, X, ..., Xy of the random number signal
X, it is not necessary to use the lower 4 bits of the random number signal X and one of the identification signals |D;,
ID,, ..., ID4g Or one of the functions fy, f,...,f;g May be selected by using any bits of the random number signal X.

According to the first to third embodiments of the present invention, the detecting apparatus (lock apparatus)
transmits the random number signal, and the apparatus to be detected (key apparatus) encrypts the identification
signal by using the random number signal and transmits the encrypted identification signal to the detecting apparatus
(lock apparatus). Therefore, since the identification signal transmitted from the apparatus to be detected (key appara-
tus) to the detecting apparatus (lock apparatus) is the encrypted signal obtained by encryption using the random number
signal and hence is always a unique signal, the security is advantageously improved.

According to the embodiments of the present invention, since it is not necessary to manage the apparatus to be
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detected (key apparatus) and the detecting apparatus (lock apparatus) as a pair of items or objects to be managed,
this leads to advantages in effective management and physical distribution.

Having described preferred embodiments of the present invention with reference to the accompanying drawings,

it is to be understood that the present invention is not limited to the above-mentioned embodiments and that various
changes and modifications can be effected therein by one skilled in the art without departing from the scope of the
present invention as defined in the appended claims.

Claims

1.

An identification signal checking apparatus comprising:

an apparatus to be detected having a first wireless transmitting and receiving unit, a first signal processing
unit and a first memory unit for storing an identification signal; and

a detecting apparatus having a second wireless transmitting and receiving unit, a second signal processing
unit, a second memory unit for storing an identification signal, and a random number generating unit, wherein
when said detecting apparatus receives a response request signal from said apparatus to be detected, said
detecting apparatus transmits a random number signal obtained from said random number generating unit,
when receiving said random number signal, said apparatus to be detected encrypts said identification signal
stored in said first memory unit by using said random number signal and transmits said encrypted identification
signal to said detecting apparatus, and said detecting apparatus decrypts said encrypted identification signal
and checks whether or not said decrypted identification signal coincides with the identification signal stored
in said second memory unit.

An identification signal checking apparatus according to claim 1, wherein in accordance with a predetermined
function, said identification signal is encrypted by using said random number signal.

An identification signal checking apparatus according to claim 2, wherein said identification signal is composed of
plurality of identification signals each corresponding to plurality of random number signals, said identification sig-
nals being stored in both of said first memory unit and said second memory unit and said identification signals are
encrypted by corresponding random number signals, respectively.

An identification signal checking apparatus according to claim 2, wherein said function is composed of plurality of
functions each corresponding to plurality of random number signals, and a function is used for encryption in re-
sponse to the corresponding random number signal.

An identification signal checking apparatus according to claim 1, wherein said first and second wireless transmitting
and receiving units are respectively infrared-ray transmitting and receiving units.

An identification signal checking method of an identification signal checking apparatus having an apparatus to be
detected having a first wireless transmitting and receiving unit, a first signal processing unit and a first memory
unit for storing an identification signal, and a detecting apparatus having a second wireless transmitting and re-
ceiving unit, a second signal processing unit, a second memory unit for storing an identification signal, and a
random number generating unit, comprising the steps of:

transmitting a response request signal from said apparatus to be detected,;

transmitting, when said detecting apparatus receives said response request signal from said apparatus to be
detected, a random number signal obtained from said random number generating unit from said detecting
apparatus;

encrypting, when said apparatus to be detected receives said random number signal, said identification signal
stored in said first memory unit of said apparatus to be detected by using said random number signal;
transmitting said encrypted identification signal from said apparatus to be detected to said detecting apparatus;
and

decrypting said encrypted identification signal by said detecting apparatus to check whether or not said de-
crypted identification signal coincides with the identification signal stored in said second memory unit.

7. Anidentification signal checkingmethod according to claim 6, wherein in accordance with a predetermined function,

said identification signal is encrypted by using said random number signal.

10
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An identification signal checking method according to claim 7, wherein said identification signal is composed of
plurality of identification signals each corresponding to plurality of random number signals, said identification sig-
nals being stored in both of said first memory unit and said second memory unit and said identification signals are
encrypted by corresponding random number signals, respectively.

An identification signal checking method according to claim 7, wherein said function is composed of plurality of
functions each corresponding to plurality of random number signals, and a function is used for encryption in re-
sponse to the corresponding random number signal.

An identification signal checking method according to claim 6, wherein said first and second wireless transmitting
and receiving units are respectively infrared-ray transmitting and receiving units.

An identification signal checking apparatus according to claim 1, wherein said apparatus to be detected is a key
apparatus, said detecting apparatus is a lock apparatus, said lock apparatus is provided with a locking means and/
or an unlocking means, said lock apparatus controls said locking means and/or said unlocking means based on
a check output indicative of whether or not said decrypted identification signal coincides with the identification
signal stored in said second memory unit.

An identification signal checking method according to claim 6, wherein said apparatus to be detected is a key
apparatus, said detecting apparatus is a lock apparatus, said lock apparatus is provided.with a locking means and/
or an unlocking means, said lock apparatus controls said locking means and/or said unlocking means based on
a check output indicative of whether or not said decrypted identification signal coincides with the identification
signal stored in said second memory unit.

11



EP 0 807 733 A2

0l

@ﬁ)/fl

}un suiledsuay

laquny wopuey

an
31un
AJOUIBH

~—¢l

A19331Bg

v

Y

auiyoo|u
A\w_._v_{m_;w_ el
31Up 8A1Q

Sl

)

1n241)
8U1Ss8204(
|eugis |4

HUN

31up
SU1A]898Y
pue

U131 1WSuURY |
Aey-pdJelu|

¢l

)

L1

an |
$1uf
£ J0lIB Ai811eg
N 1N
e SLITE TN Y B
SUI11IWSues | auissesolg [ 11
Aey-pdJesu| |4 |BUSIS Yo11MS

/ ] !

14 £

[ "9/4

12



EP 0 807 733 A2

AN U300 |UN/3U1X207

. 4
Q1 _[eus’s UOI3e01|1Lapl Paiols UiIm
1S~  Sep1oulod (| |BUSis UOILedl[Ijuapl
Pa}dA4d8p J0u 1O JayIayh 3osy)

7y
Q| |BUSIS UOI1EDI[13U8D]

~ UIe3qo o J(E -
018 Ul Im | mu@w_m uvﬁm%hm@_m %%S_mm
A

@1°X)4 [eusis | (@1°X)4 |eu3ls
65" ™ perdious #_Q-ww 8A1828Y pa1dAious 11q-p7 jiusuei] [~ 83
+
al“x)4 |eusis
pa1dA1ous pmn-vmvoymgmcmu ~"/S
7y
X |Budis BUSIS Jaqunu
GS ™ 18qunu wopues }iwsued] > xswucmp m>_momm ~9S
*
BUSIS Jaqunu
pS 1 wopue. m_m-vm.mymgm:mo
*
|BUSIS 1S8nbaJ |BUSIS }S8nba.l ZS
€S ™ 9SUO0dS8. 91993y < 9su0dsaJ }lwsued | it
*
(950 9,/UddO) 1S
81B}S-UO S1I Ul yolims 185 |~

9p1S sniededdy X007 9p!1S sniededdy AsYy N .Q\K

13



EP 0 807 733 A2

supe

X |BU3IS
laquny wopuey

v

:O:
i —. ”

:O:

supg

| @r°x)+:a1 1eusis
UO13}eDI1411Udp| pa1dA4oud

113 —‘2

suoo!

—I :O:

) 7 —;_

|eusIS 1sanbay
asuodsay

NO/MS

(MO 8A130Y)
UO13da08Y

(Y3IH 9A130Y)
UOISSIWSUR. |

(07 8A1310Y)
uo131dadsy

(YBIH BA13OY)
uo|ISsSIwsuel |

ac 914

JE I/

g 914

Ve 914

14



EP 0 807 733 A2

0l

}1un suiyessusn| [oigp---“2qyfiq)
VI~ Jaquny wopuey 11un Asoway [ €L
@_\/
£191}eg
4 Y
Hun 31U
g ) YTl B
11un 8Alag 3U1SS82044 Sul13}wsued |
m jeusis ARY-paied U]
Gl
o R

T

v

q

§ 9

m_.Q_...,NQ_.FQ_ m
piun Adows | e o000

110 1IN

Ruih1o30; vy | | fosal)
SU11] IWSUB 3U1S$920.4 11U
>mm-nm;m;+c+ |Bug1g Yoi M9

J

1

J

€

v 914

15



EP 0 807 733 A2

2ES T P _uwu_\%;mwn 30U 40 J8yisy
A

EESTN ﬁ 3U1320)| ::\mc_v_oﬁ

R Y

y_
9

ool

BUZIS LOIIBOT1TI08D]
c_mp 1 usp

U3 1M _mmw_m vam>me_ wwa-

1ES ™~

ar CIES ! S
0ES ™~ nmpa>_ocmAWﬂk-ww+m»_mumm|~A||||||. pe1dAIOUD m_m_vawﬁﬁmmmbw ~"6¢S

*
X [EUETS TSqINU MopueT SUTsn 7g 1]
|BUSIS UOT}BO1}11UBPI Pa3oa|as 1dALoU]
5 |
X JEUSIS T3GUNI WOpLE] wO S
p Jomo| ‘01 esuodsal Ul 9lq|*-
S|BUSIS LIOI1BD1413UaPI JO 8UO yum_mm
7y
BUS1S BUSIS Joquny
S¢S ™ Jaqunu wopue. w_&m:mgh ¥ xswvcm_ m>_momm ~"9¢S
X eSS Jequnu
A wopued }1G-yZ eleJsusy
|eus _m+ 1SonbeJ BUBIS 350MDoJ S
€25 7 8SU0dSAJ 8A 828} R 55U0GS 51 1IwSURd |
A
Ammo_u\:maow LS
9313S-U0 S}i Ul yolims 3ag [~

8p1S snieJeddy %207

9p!§ snieJeddy sy

~" 8¢S

I | SV

16



0l _

) w

EP 0 807 733 A2

17

QI -2 X)X T T
pl~J11un suiiessusy an gl
13quny wopuey }1UN AJOWY c
m—\/ 9yt 2y L) mm
A1a13eg @an
piun Adowsh | eio11eg
A 4 A 4 F
| HuUN - by 314 11up 1
LT D -1 0 I DN o Lot B
3U155800.4 wc_ﬁ_smcm: 8U1}}Iwsuedy 3U1SS8204( ol YN
|BU3IS Aey-paJe. U] —> Aey-psae.yu] 4 |eUSIS :wt;m
| Z
m_m :m v\ mR

9 914




EP 0 807 733 A2

NI

~BUTY00| UN/3U1}00]

o_

AN

7 y

BUSTS UOTJEJI}11UBpPI Palols

SOp 121102 mw mmwwm mo_ mu_y
paidAJ w Fo: 10 Lmsaoc )

omm

1GS ™~

Yyi!

_mcm\\ HOT3EDTI TSP
ey

_mmwmm vmwammwcwv WVLW w

09

T |eusis
umya>_ocmﬁm_ ! N+m»_momM|~Anlxa|||

T mﬂﬂﬂma
pa1dA4ous m_m_vaw_&mcmgh 6¥S

A

X |eUs1s Joqunu

wopue4 pue L} uoiloun) palds|ss 3Ulsn
q g} jeugis udljealjijuspi 3dA1duU3

)

X [BUSIS Jaqunu Wopuel 0 S}iq
Iomo| 03 ssuodsat Ul 9Ly .:~Nx
SUOI3oUN} }JO BUO 10985

_x VAN

SrS—~—

X |Eusis
4aqunu wopues Tiuwsued |

)

P

X |EUSIS Joqunu
WOpLE. 9A1823Y

~ %S

vrsS

x [BUSIS Joqunu
WopueJ }1Q- vN 81eJ8Usn

EvS "™

_m:w_m 1Senba.
asU0dSaJ 9A1828Y

JAN

9pIS snjededdy Y007

|eus S }SanbaJ
asuodsall jlwsued |

A

Ammo_U\cmaow
81B}S-UO S}I Ul Y2} IMS 385

LS

8pIS Snieleddy A8

8¥S

/

914

18



	bibliography
	description
	claims
	drawings

