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Description

Field of the Invention

The present invention relates, in general, to docu-
ment identification. More specifically, the present inven-
tion relates to an apparatus and method for
discriminating among a plurality of document types
such as currency bills of different denominations and/or
from different countries and authenticating the genuine-
ness of the same.

Background of the Invention

Machines that are currently available for simultane-
ous scanning and counting of documents such as paper
currency are relatively complex and costly, and rela-
tively large in size. The complexity of such machines
can also lead to excessive service and maintenance
requirements. These drawbacks have inhibited more
widespread use of such machines, particularly in banks
and other financial institutions where space is limited in
areas where the machines are most needed, such as
teller areas. The above drawbacks are particularly diffi-
cult to overcome in machines which offer much-needed
features such as the ability to scan bills regardless of
their orientation relative to the machine or to each other,
and the ability to authenticate genuineness and/or
denomination of the bills.

A variety of techniques and apparatus have been
used to satisfy the requirements of automated currency
handling systems. At the lower end of sophistication in
this area of technology are systems capable of handling
only a specific type of currency, such as a specific dollar
denomination, while rejecting all other currency types.
At the upper end are complex systems which are capa-
ble of identifying and discriminating among and auto-
matically counting multiple currency denominations.

Currency discrimination systems typically employ
either magnetic sensing or optical sensing for discrimi-
nating among different currency denominations. Mag-
netic sensing is based on detecting the presence or
absence of magnetic ink in portions of the printed indi-
cia on the currency by using magnetic sensors, usually
ferrite core-based sensors, and using the detected
magnetic signals, after undergoing analog or digital
processing, as the basis for currency discrimination. A
variety of currency characteristics can be measured
using magnetic sensing. These include detection of pat-
terns of changes in magnetic flux, patterns of vertical
grid lines in the portrait area of bills, the presence of a
security thread, total amount of magnetizable material
of a bill, patterns from sensing the strength of magnetic
fields along a bill, and other patterns and counts from
scanning different portions of the bill such as the area in
which the denomination is written out.

The more commonly used optical sensing tech-
niques, on the other hand, are based on detecting and
analyzing variations in light reflectance or transmissivity
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characteristics occurring when a currency bill is illumi-
nated and scanned by a strip of focused light. The sub-
sequent currency discrimination is based on the
comparison of sensed optical characteristics with
prestored parameters for different currency denomina-
tions, while accounting for adequate tolerances reflect-
ing differences among individual bills of a given
denomination. A variety of currency characteristics can
be measured using optical sensing. These include
detection of a bill's density, color, length and thickness,
the presence of a security thread and holes, and other
patterns of reflectance and transmission. Color detec-
tion techniques may employ color filters, colored lamps,
and/or dichroic beamsplitters.

In addition to magnetic and optical sensing, other
techniques of detecting characteristic information of
currency include electrical conductivity sensing, capac-
itive sensing (such as for watermarks, security threads,
thickness, and various dielectric properties) and
mechanical sensing (such as for size, limpness, and
thickness).

A major obstacle in implementing automated cur-
rency discrimination systems is obtaining an optimum
compromise between the criteria used to adequately
define the characteristic pattern for a particular currency
denomination, the time required to analyze test data
and compare it to predefined parameters in order to
identify the currency bill under scrutiny, and the rate at
which successive currency bills may be mechanically
fed through and scanned. Even with the use of micro-
processors for processing the test data resulting from
the scanning of a bill, a finite amount of time is required
for acquiring samples and for the process of comparing
the test data to stored parameters to identify the denom-
ination of the bill.

Some of the currency scanning systems today scan
for two or more characteristics of bills to discriminate
among various denominations or to authenticate their
genuineness. However, these systems do not efficiently
utilize the information which is obtained. Rather, these
systems generally conduct comparison based on the
two or more characteristics independently of each other.
As a result, the time required to make these compari-
sons is increased which in turn can reduce the operat-
ing speed of the entire scanning system.

Recent currency discriminating systems rely on
comparisons between a scanned pattern obtained from
a subject bill and sets of stored master patterns for the
various denominations among which the system is
designed to discriminate. As a result, the master pat-
terns which are stored play an important role in a dis-
crimination system's ability to discriminate among bills
of various denominations as well as between genuine
bills and counterfeit bills. These master patterns have
been generated by scanning bills of various denomina-
tions known to be genuine and storing the resulting pat-
terns. However, a pattern generated by scanning a
genuine bill of a given denomination can vary depend-
ing upon a number of factors such as the condition of
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the bill, e.g., whether it is a crisp bill in new condition or
a worn, flimsy bill, as well as year in which the bill was
printed, e.g., before or after security threads were incor-
porated into bills of some denominations. Likewise, it
has been found that bills which have experienced a high
degree of usage may shrink, resulting in a reduction of
the dimensions of such bills. Such shrinkage may like-
wise result in variations in scanning patterns. As a
result, if, for example, a $20 master pattern is generated
by scanning a crisp, genuine $20 bill, the discrimination
system may reject an unacceptable number of genuine
but worn $20 bills. Likewise, if a $20 master pattern is
generated using a very worn, genuine $20 bill, the dis-
crimination system may reject an unacceptable number
of genuine but crisp $20 bills.

It has been found that scanning U.S. bills of differ-
ent denominations along a central portion thereof pro-
vides scanning patterns sufficiently divergent to enable
accurate discrimination between different denomina-
tions. Such a discrimination device is disclosed in U.S.
Pat. No. 5,295,196. However, currencies of other coun-
tries can differ from U.S. currency and from each other
in a number of ways. For example, while all denomina-
tions of U.S. currencies are the same size, in many
other countries currencies vary in size by denomination.
Furthermore, there is a wide variety of bill sizes among
different countries. In addition to size, the color of cur-
rency can vary by country and by denomination. Like-
wise, many other characteristics may vary between bills
from different countries and of different denominations.

As a result of the wide variety of currencies used
throughout the world, a discrimination system designed
to handle bills of one country generally can not handle
bills from another country. Likewise, the method of dis-
criminating bills of different denominations of one coun-
try may not be appropriate for use in discriminating bills
of different denominations of another country. For exam-
ple, scanning for a given characteristic pattern along a
certain portion of bills of one country, such as optical
reflectance about the central portion of U.S. bills, may
not provide optimal discrimination properties for bills of
another country, such as German marks.

Furthermore, there is a distinct need for an identifi-
cation system which is capable of accepting bills of a
number of currency systems, that is, a system capable
of accepting a number of bill-types. For example, a bank
in Europe may need to process on a regular basis
French, British, German, Dutch, etc. currency, each
having a number of different denomination values.

Some of the optical scanning systems available
today employ two optical scanheads disposed on oppo-
site sides of a bill transport path. One of the optical
scanheads scans one surface (e.g., green surface) of a
currency bill to obtain a first set of reflectance data sam-
ples, while the other optical scanhead scans the oppo-
site surface (e.g., black surface) of the currency bill to
obtain a second set of reflectance data samples. These
two sets of data samples are then processed and com-
pared to stored characteristic patterns corresponding to
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the green surfaces of currency bills of different denomi-
nations. If degree of correlation between either set of
data samples and any of the stored characteristic pat-
terns is greater than a predetermined threshold, then
the denomination of the bill is positively identified.

A drawback of the foregoing technique for scanning
both surfaces of a currency bill is that it is time-consum-
ing to process and compare both sets of data samples
for the scanned bill to the stored characteristic patterns.
The set of data samples corresponding to the black sur-
face of the scanned bill are processed and compared to
the stored characteristic patterns even though no match
should be found. As previously stated, the stored char-
acteristic patterns correspond to the green surfaces of
currency bills of different denominations.

Another drawback of the foregoing scanning tech-
nique is that the set of data samples corresponding to
the black surface of the scanned bill occasionally leads
to false positive identification of a scanned bill. The rea-
son for this false positive identification is that if a
scanned bill is slightly shifted in the lateral direction rel-
ative to the bill transport path, the set of data samples
corresponding to the black surface of the scanned bill
may sufficiently correlate with one of the stored charac-
teristic patterns to cause a false positive identification of
the bill. The degree of correlation between the set of
"black” data samples and the stored "green” character-
istic patterns should, of course, not be greater than the
predetermined threshold for positively identifying the
denomination of the bill.

Furthermore, in currency discriminating systems
that rely on comparisons between a scanned pattern
obtained from a subject bill and sets of stored master
patterns, the ability of a system to accurately line up the
scanned patterns to the master patterns to which they
are being compared is important to the ability of a dis-
crimination system to discriminate among bills of vari-
ous denominations as well as between genuine bills
and counterfeit bills without rejecting an unacceptable
number of genuine bills. However, the ability of a system
to line up scanned and master patterns is often ham-
pered by the improper initiation of the scanning process
which results in the generation of scanned patterns. If
the generation of scanned patterns is initiated too early
or too late, the resulting pattern will not correlate well
with the master pattern associated with the identity of
the currency; and as a result, a genuine bill may be
rejected. There are a number of reasons why a discrim-
ination system may initiate the generation of a scanned
pattern too early or too late, for example, stray marks on
a bill, the bleeding through of printed indicia from one
bill in a stack onto an adjacent bill, the misdetection of
the beginning of the area of the printed indicia which is
desired to be scanned, and the reliance on the detection
of the edge of a bill as the trigger for the scanning proc-
ess coupled with the variance, from bill to bill, of the
location of printed indicia relative to the edge of a bill.
Therefore, there is a need to overcome the problems
associated with correlating scanned and master pat-
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terns.

In some currency discriminators bills are trans-
ported, one at a time, passed a discriminating unit. As
the bills pass the discriminating unit, the denomination
of each bill is determined and a running total of each
particular currency denomination and/or of the total
value of the bills that are processed is maintained. A
number of discriminating techniques may be employed
by the discriminating unit including optical or magnetic
scanning of bills. A plurality of output bins are provided
and the discriminator includes means for sorting bills
into the plurality of bins. For example, a discriminator
may be designed to recognize a number of different
denominations of U.S. bills and comprise an equal
number of output bins, one associated with each
denomination. These discriminators also include a
reject bin for receiving all bills which cannot be identified
by the discriminating unit. These bills may later be
examined by an operator and then either re-fed through
the discriminator or set aside as unacceptable.

Depending on the design of a discriminator, bills
may be transported and scanned either along their long
dimension or their narrow dimension. For a discrimina-
tor that transport bills in their narrow dimension, it is
possible that a given bill may be oriented either face up
or face down and either top edge first ("forward" direc-
tion) or top edge last ("reverse” direction). For discrimi-
nators that transport bills in their long dimension, it is
possible that a given bill may be oriented either face up
or face down and either left edge first ("forward" direc-
tion) or left edge last ("reverse” direction). The manner
in which a bill must be oriented as it passes a discrimi-
nating unit depends on the characteristics of the dis-
criminator. Some discriminators are capable of
identifying the denomination of a bill only if it is fed with
a precise orientation, e.g., face up and top edge first.
Other discriminators are capable of identifying bills pro-
vided they are "faced” (i.e., fed with a predetermined
face orientation, that is all face up or all face down). For
example, such a discriminator may be able to identify a
bill fed face up regardless of whether the top edge is fed
first or last. Other discriminators are capable of identify-
ing the denomination fed with any orientation. However,
whether a given discriminator can discriminate between
bills fed with different orientations depends on the dis-
criminating method used. For example, a discriminator
that discriminates bills based on patterns of transmitted
light may be able to identify the denomination of a for-
ward fed bill regardless of whether the bill is fed face up
or face down, but the same discriminator would not be
able to discriminate between a bill fed face up and a bill
fed face down.

Currently, discriminators are known which discrimi-
nate and/or sort by denomination when bills are prop-
erly faced. In such systems, all reverse-faced bills are
not identified and are routed to a reject receptacle. Also
discriminators are known which discriminate and/or sort
between all bills facing up and all bills facing down. For
example, in a multi-output pocket system, all face up
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bills, regardless of denomination, may be routed to a
first pocket and all face down bills, regardless of denom-
ination, may be routed to a second pocket. Further-
more, there is currently known discriminators designed
to accept a stack of faced bills and flag the detection of
a reverse-faced bill, thus allowing the reverse-faced bill
to be removed from the stack. However, there remains a
need for a discriminator that can detect and flag the
presence of a bill oriented with an incorrect for-
ward/reverse orientation and a discriminator that can
sort between forward-oriented bills and reverse-ori-
ented bills.

Furthermore, for a number of reasons, a discrimi-
nating unit may be unable to determine the denomina-
tion of a bill. These reasons include a bill being
excessively soiled, worn, or faded, a bill being torn or
folded, a bill being oriented in a manner that the discrim-
inating unit cannot handle, and the discriminating unit
having poor discriminating performance. Furthermore,
the discriminating unit and/or a separate authenticating
unit may determine that a bill is not genuine. In current
discriminators, such unidentified or non-genuine bills
are deposited in a reject receptacle.

A characteristic of the above described discrimina-
tors is that the value of any rejected unidentified bills is
not added to the running total of the aggregate value of
the stack of bills nor do the counters keeping track of the
number of each currency denomination reflect the
rejected unidentified bills. While this is desirable with
respect to bills which are positively identified as being
fake, it may be undesirable with respect to bills which
were not identified for other reasons even though they
are genuine bills. While the bills in a reject receptacle
may be re-fed through the discriminator, the operator
must then add the totals from the first batch and the sec-
ond batch together. Such a procedure can be inefficient
in some situations. Also, if a bill was rejected the first
time because it was, for example, excessively soiled or
too worn, then it is likely that the bill will remain uniden-
tified by the discriminating unit even if re-fed.

A problem with the above described situations
where the totals and/or counts do not reflect all the gen-
uine bills in a stack is that an operator must then count
all the unidentified genuine bills by hand and add such
bills to separately generated totals. As a result the
chance for human error increases and operating effi-
ciency decreases. Take for example a bank setting
where a customer hands a teller a stack of currency to
be deposited. The teller places the stack of bills in a dis-
criminator, the display on the discriminator indicates
that a total of $730 has been identified. However, four-
teen genuine bills remain unidentified. As a result, the
teller must count these fourteen bills by hand or re-fed
through the discriminator and then add their total to the
$730 total. An error could result from the teller mis-
counting the unidentified bills, the teller forgetting to add
the two totals together, or the teller overlooking the uni-
dentified bills entirely and only recording a deposit of
$730. Moreover, even if the teller makes no mistakes,
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the efficiency of the teller is reduced by having to man-
ually calculate additional totals. The decrease in effi-
ciency is further aggravated where detailed records
must be maintained about the specific number of each
denomination processed during each transaction.

Therefore, there is a need for a currency discrimina-
tor which is capable of conveniently and efficiently
accommodating genuine bills that, for whatever reason,
remain unidentified after passing through the discrimi-
nating unit of a discriminator.

A number of methods have been developed for
authenticating the genuineness of security documents.
These methods include sensing magnetic, optical, con-
ductive, and other characteristics of documents under
test. In general, it has been found that no single authen-
tication test is capable of detecting all types of counter-
feit documents while at the same time not rejecting any
genuine documents. Therefore, more than one test may
be employed whereby a first test is used to detect cer-
tain types of counterfeits and additional tests are used
to detect other types of counterfeits.

It has been known that the illumination of certain
substances with ultraviolet light causes the substances
to fluoresce, that is, to emit visible light. Some docu-
ments employ fluorescent materials as a security fea-
ture to inhibit counterfeiting. Typically, these fluorescent
security features comprise a marking which is visibly
revealed when the document is illuminated with ultravi-
olet light. Previous methods have been developed to
authenticate such documents by sensing the fluores-
cent light emitted by a document illuminated by ultravio-
let light and comparing the sensed fluorescent light to
the fluorescent light emitted by genuine documents.

Conversely, some documents, such as United
States currency, are manufactured from special paper
designed not to fluoresce under ultraviolet light. Previ-
ously known authenticating methods for such docu-
ments have sensed for the emission of fluorescent light
under ultraviolet illumination and have rejected as coun-
terfeit those documents emitting fluorescent light.

However, it has been found that the presently
known ultraviolet authentication methods do not detect
all types of counterfeits. For example, while many coun-
terfeit United States bills do emit fluorescent light under
ultraviolet illumination, some counterfeit United States
bills do not.

Summary Of The Invention

It is an object of the present invention to provide an
improved method and apparatus for identifying docu-
ments.

It is an object of the present invention to provide an
improved method and apparatus for identifying, authen-
ticating, and counting currency bills comprising a plural-
ity of currency denominations.

It is an object of the present invention to provide an
improved method and apparatus for discriminating
among documents of different types including currency
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documents of different denominations.

It is an object of the present invention to provide an
improved method and apparatus for discriminating
among currency bills comprising a plurality of currency
denominations.

It is another object of this invention to provide an
improved method and apparatus of the above kind
which is capable of efficiently discriminating among,
authenticating, and counting bills of several currency
denominations at a high speed and with a high degree
of accuracy.

It is another object of this invention to provide an
improved method and apparatus of the above kind
which is capable of efficiently discriminating currencies
from a number of different countries.

It is another object of this invention to provide a cur-
rency evaluation device able to discriminate among dif-
ferent denominations of bills from two or more currency
systems.

It is another object of this invention to provide a cur-
rency evaluation device able to discriminate among dif-
ferent denominations of both Canadian and German
bills.

It is an object of the present invention to provide an
improved method and apparatus for authenticating doc-
uments including currency documents by illuminating a
document with ultraviolet light.

It is another object of the present invention to pro-
vide an improved method and apparatus for authenticat-
ing documents which improves the ability of a system to
accurately reject improper documents while reducing
the likelihood of rejecting genuine documents.

Other objects and advantages of the invention will
become apparent upon reading the following detailed
description in conjunction with the accompanying draw-
ings.

According to a preferred embodiment of the present
invention, a document to be authenticated is illuminated
with ultraviolet light and the amount of ultraviolet light
which is reflected off the document is measured. Based
on the amount of ultraviolet light which is detected, the
document is either authenticated or rejected. In the
case of documents being authenticated relative to
United States currency, a bill is rejected if a high level of
reflected ultraviolet light is not detected.

In another preferred embodiment, the above objec-
tives are achieved by illuminating a document with ultra-
violet light and measuring both the amount of reflected
ultraviolet light and the amount of emitted visible light.
Based on the amount of ultraviolet light detected and
the amount of visible light detected, a document is
either authenticated or rejected. In the case of docu-
ments being authenticated relative to United States cur-
rency, a bill is rejected if either a high level of reflected
ultraviolet light is not detected or even a low level of vis-
ible light is detected.

As explained above, it is known that some counter-
feit United States bills fluoresce, or emit visible light,
when illuminated by ultraviolet light. As genuine United
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States currency does not fluoresce, the emission of vis-
ible light has been employed as a means of detecting
counterfeit United States currency. However, it has been
found that not all counterfeit United States bills fluo-
resce; and hence, such counterfeits will not be detected
by the above described fluorescence test.

It has been found that genuine United States cur-
rency reflects a high level of ultraviolet light when illumi-
nated by an ultraviolet light source. It has also been
found that some counterfeit United States bills do not
reflect a high level of ultraviolet light. Such counterfeit
bills may or may not also fluoresce under ultraviolet
light. The present invention employs an authentication
test wherein the amount of reflected ultraviolet light is
measured and a bill is rejected if it does not reflect a
high amount of uliraviolet light. By employing such a
test, counterfeit United States bills which do not reflect a
high level of ultraviolet light may be properly rejected.

While not all counterfeit United States bills fail to
reflect a high level of ultraviolet light and hence not all
counterfeit United States bills will be detected using this
test, the present invention provides an additional means
for detecting counterfeit bills which might otherwise go
undetected. Furthermore, the likelihood of a counterfeit
United States bill going undetected may be further
reduced by employing an alternative embodiment of the
present invention wherein both the amount of reflected
ultraviolet light and the amount of emitted visible light
are measured. In such a system, a bill is rejected as
counterfeit if either it fails to reflect a high level of ultravi-
olet light or it fluoresces.

The above described embodiments may be
adapted to authenticate currencies from other countries
and other types of documents such as food stamps and
checks. For instance some genuine documents may be
designed to reflect ultraviolet light only in certain loca-
tions and/or in a predetermined pattern. An alternative
embodiment of the present invention may be designed
to accept documents which exhibit similar characteris-
tics while rejecting those which do not. Likewise, an
alternative embodiment of the present invention may be
employed to authenticate documents based on both
their characteristics with respect to reflected ultraviolet
light and their characteristics with respect to fluorescent
emissions, e.g., detecting the amount, location, and/or
pattern of fluorescent emissions.

Brief Description Of The Drawings

FIG. 1ais a side view of a preferred embodiment of
a document authenticating system according to the
present invention;

FIG. 1b is a top view of the preferred embodiment of
FIG. 1a along the direction 1b;

FIG. 1c is a top view of the preferred embodiment of
FIG. 1a along the direction 1¢; and

FIG. 2 is a functional block diagram illustrating a
preferred embodiment of a document authenticat-
ing system according to the present invention.
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Detailed Description Of The Preferred Embodi-
ments

While the invention is susceptible to various modifi-
cations and alternative forms, specific embodiments
thereof have been shown by way of example in the
drawings and will herein be described in detail. It should
be understood, however, that it is not intended to limit
the invention to the particular forms disclosed, but on
the contrary, the intention is to cover all modifications,
equivalents, and alternatives falling within the spirit and
scope of the invention as defined by the appended
claims.

According to a preferred embodiment of the present
invention, a currency discrimination system adapted to
U.S. currency is described in connection with FIGs. 1
and 2. Furthermore, while the preferred embodiment
below entail the scanning of currency bills, the system
of the present invention is applicable to other docu-
ments as well. For example, the system of the present
invention may be employed in conjunction with stock
certificates, bonds, and postage and food stamps.

Referring now to FIGs. 1a to 1c, there is shown a
side view of a preferred embodiment of a document
authenticating system according to the present inven-
tion, a top view of the preferred embodiment of FIG. 1a
along the direction 1b, and a top view of the preferred
embodiment of FIG. 1a along the direction 1c, respec-
tively. An ultraviolet ("UV") light source 2102 illuminates
a document 2104. Depending upon the characteristics
of the document, ultraviolet light may be reflected off the
document and/or fluorescent light may be emitted from
the document. A detection system 2106 is positioned so
as to receive any light reflected or emitted toward it but
not to receive any UV light directly from the light source
2102. The detection system 2106 comprises a UV sen-
sor 2108, a fluorescence sensor 2110, filters, and a
plastic housing. The light source 2102 and the detection
system 2106 are both mounted to a printed circuit board
2112. The document 2104 is transported in the direction
indicated by arrow A by a transport system (not shown).
The document is transported over a transport plate
2114 which has a rectangular opening 2116 in it to per-
mit passage of light to and from the document. In a pre-
ferred embodiment of the present invention, the
rectangular opening 2116 is 1.375 inches (3.493 cm) by
0.375 inches (0.953 cm). To minimize dust accumula-
tion onto the light source 2102 and the detection system
2106 and to prevent document jams, the opening 2116
is covered with a transparent UV transmitting acrylic
window 2118. To further reduce dust accumulation, the
UV light source 2102 and the detection system 2106 are
completely enclosed within a housing (not shown) com-
prising the transport plate 2114.

Referring now to FIG. 2, there is shown a functional
block diagram illustrating a preferred embodiment of a
document authenticating system according to the
present invention. FIG. 2 shows an UV sensor 2202, a
fluorescence sensor 2204, and filters 2206, 2208 of a



1 EP 0 807 904 A2 12

detection system such as the detection system 2106 of
FIG. 1. Light from the document passes through the fil-
ters 2206, 2208 before striking the sensors 2202, 2204,
respectively. An ultraviolet filter 2206 filters out visible
light and permits UV light to be transmitted and hence to
strike UV sensor 2202. Similarly, a visible light filter
2208 filters out UV light and permits visible light to be
transmitted and hence to strike fluorescence sensor
2204. Accordingly, UV light, which has a wavelength
below 400 nm, is prevented from striking the fluores-
cence sensor 2204 and visible light, which has a wave-
length greater than 400 nm, is prevented from striking
the UV sensor 2202. In a preferred embodiment the UV
filter 2206 transmits light having a wavelength between
about 260 nm and about 380 nm and has a peak trans-
mittance at 360 nm. In a preferred embodiment, the vis-
ible light filter 2208 is a blue filter and preferably
transmits light having a wavelength between about 415
nm and about 620 nm and has a peak transmittance at
450 nm. The above preferred blue filter comprises a
combination of a blue component filter and a yellow
component filter. The blue component filter transmits
light having a wavelength between about 320 nm and
about 620 nm and has a peak transmittance at 450 nm.
The yellow component filter transmits light having a
wavelength between about 415 nm and about 2800 nm.
Examples of suitable filters are UG1 (UV filter), BG23
(blue bandpass filter), and GG420 (yellow longpass fil-
ter), all manufactured by Schott. In a preferred embodi-
ment the filters are about 8 mm in diameter and about
1.5 mm thick.

The UV sensor 2202 outputs an analog signal pro-
portional to the amount of light incident thereon and this
signal is amplified by amplifier 2210 and fed to a micro-
controller 2212. Similarly, the fluorescence sensor 2204
outputs an analog signal proportional to the amount of
light incident thereon and this signal is amplified by
amplifier 2214 and fed to a microcontroller 2212. Ana-
log-to-digital converters 2216 within the microcontroller
2212 convert the signals from the amplifiers 2210, 2214
to digital and these digital signals are processed by the
software of the microcontroller 2212. The UV sensor
2202 may be, for example, an ultraviolet enhanced pho-
todiode sensitive to light having a wavelength of about
360 nm and the fluorescence sensor 2204 may be a
blue enhanced photodiode sensitive to light having a
wavelength of about 450 nm. Such photodiodes are
available from, for example, Advanced Photonix, Inc.,
Massachusetts. The microcontroller 2212 may be, for
example, a Motorola 68HC16.

The exact characteristics of the sensors 2202, 2204
and the filters 2206, 2208 including the wavelength
transmittance ranges of the above filters are not as crit-
ical to the present invention as the prevention of the flu-
orescence sensor from generating an output signal in
response to ultraviolet light and the ultraviolet sensor
from generating an output signal in response to visible
light. For example, instead of, or in addition to, filters, a
authentication system according to the present inven-
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tion may employ an uliraviolet sensor which is not
responsive to light having a wavelength longer than 400
nm and/or a fluorescence sensor which is not respon-
sive to light having a wavelength shorter than 400 nm.

Calibration potentiometers 2218, 2220 permit the
gains of amplifiers 2210, 2214 to be adjusted to appro-
priate levels. Calibration may be performed by position-
ing a piece of white fluorescent paper on the transport
plate 2114 so that it completely covers the rectangular
opening 2116 of FIG. 1. The potentiometers 2218, 2220
may then be adjusted so that the output of the amplifiers
2210, 2214 is 5 volts.

The implementation of the preferred embodiment of
a document authenticating system according to the
present invention as illustrated in FIG. 2 with respect to
the authentication of U.S. currency will now be
described. As discussed above, it has been determined
that genuine United States currency reflects a high level
of ultraviolet light and does not fluoresce under ultravio-
let illumination. It has also been determined that under
ultraviolet illumination counterfeit United States cur-
rency exhibits one of the four sets of characteristics
listed below:

1) Reflects a low level of ultraviolet light and fluo-
resces;

2) Reflects a low level of ultraviolet light and does
not fluoresce;

3) Reflects a high level of ultraviolet light and fluo-
resces;

4) Reflects a high level of ultraviolet light and does
not fluoresce.

Counterfeit bills in categories (1) and (2) may be
detected by a currency authenticator employing an
ultraviolet light reflection test according to a preferred
embodiment of the present invention. Counterfeit bills in
category (3) may be detected by a currency authentica-
tor employing both an ultraviolet reflection test and a flu-
orescence test according to another preferred
embodiment of the present invention. Only counterfeits
in category (4) are not detected by the authenticating
methods of the present invention.

According to a preferred embodiment of the present
invention, fluorescence is determined by any signal that
is above the noise floor. Thus, the amplified fluorescent
sensor signal 2222 will be approximately 0 volts for gen-
uine U.S. currency and will vary between approximately
0 and 5 volts for counterfeit bills depending upon their
fluorescent characteristics. Accordingly, an authenticat-
ing system according to a preferred embodiment of the
present invention will reject bills when signal 2222
exceeds approximately 0 volts.

According to a preferred embodiment of the present
invention, a high level of reflected UV light ("high UV") is
indicated when the amplified UV senor signal 2224 is
above a predetermined threshold. The high/low UV
threshold is a function of lamp intensity and reflectance.
Lamp intensity can degrade by as much as 50% over
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the life of the lamp and can be further attenuated by
dust accumulation on the lamp and the sensors. The
problem of dust accumulation is mitigated by enclosing
the lamp and sensors in a housing as discussed above.
An authenticating system according to a preferred
embodiment of the present invention tracks the intensity
of the UV light source and readjusts the high/low thresh-
old accordingly. The degradation of the UV light source
may be compensated for by periodically feeding a gen-
uine bill into the system, sampling the output of the UV
sensor, and adjusting the threshold accordingly. Alter-
natively, degradation may be compensated for by peri-
odically sampling the output of the UV sensor when no
bill is present in the rectangular opening 2116 of the
transport plate 2114. It is noted that a certain amount of
UV light is always reflected off the acrylic window 2118.
By periodically sampling the output of the UV sensor
when no bill is present, the system can compensate for
light source degradation. Furthermore, such sampling
could also be used to indicate to the operator of the sys-
tem when the ultraviolet light source has burned out or
otherwise requires replacement. This may be accom-
plished, for example, by means of a display reading or
an illuminated light emitting diode ("LED"). The ampli-
fied ultraviolet sensor signal 2224 will initially vary
between 1.0 and 5.0 volts depending upon the UV
reflectance characteristics of the document being
scanned and will slowly drift downward as the light
source degrades. In an alternative preferred embodi-
ment to a preferred embodiment wherein the threshold
level is adjusted as the light source degrades, the sam-
pling of the UV sensor output may be used to adjust the
gain of the amplifier 2210 thereby maintaining the out-
put of the amplifier 2210 at its initial levels.

It has been found that the voltage ratio between
counterfeit and genuine U.S. bills varies from a discern-
able 2-to-1 ratio to a non-discernable ratio. According to
a preferred embodiment of the present invention a 2-to-
1 ratio is used to discriminate between genuine and
counterfeit bills. For example, if a genuine U.S. bill gen-
erates an amplified UV output sensor signal 2224 of 4.0
volts, documents generating an amplified UV output
sensor signal 2224 of 2.0 volts or less will be rejected as
counterfeit. As described above, this threshold of 2.0
volts may either be lowered as the light source
degrades or the gain of the amplifier 2210 may be
adjusted so that 2.0 volts remains an appropriate
threshold value.

According to a preferred embodiment of the present
invention, the determination of whether the level of UV
reflected off a document is high or low is made by sam-
pling the output of the UV sensor at a number of inter-
vals, averaging the readings, and comparing the
average level with the predetermined high/low thresh-
old. Alternatively, a comparison may be made by meas-
uring the amount of UV light reflected at a number of
locations on the bill and comparing these measure-
ments with those obtained from genuine bills. Alterna-
tively, the output of one or more UV sensors may be
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processed to generate one or more patterns of reflected
UV light and these patterns may be compared to the
patterns generated by genuine bills. Such a pattern
generation and comparison technique may be per-
formed by modifying an optical pattern technique such
as that disclosed in United States Pat. No. 5,295,196
incorporated herein by reference in ifs entirety or in
United States patent application Serial No. 08/287,882
filed August 9, 1994 for a "Method and Apparatus for
Document Identification,” incorporated herein by refer-
ence in its entirety.

In a similar manner, the presence of fluorescence
may be performed by sampling the output of the fluores-
cence sensor at a number of intervals. However, in a
preferred embodiment, a bill is rejected as counterfeit
U.S. currency if any of the sampled outputs rise above
the noise floor. However, the alternative methods dis-
cussed above with respect to processing the signal or
signals of a UV sensor or sensors may also be
employed, especially with respect to currencies of other
countries or other types of documents which may
employ as security features certain locations or patterns
of fluorescent materials.

A currency authenticating system according to the
present invention may be provided with means, such as
a display, to indicate to the operator the reasons why a
document has been rejected, e.g., messages such as
"UV FAILURE" or "FLUORESCENCE FAILURE." A cur-
rency authenticating system according to the present
invention may also permit the operator to selectively
choose to activate or deactivate either the UV reflection
test or the fluorescence test or both. A currency authen-
ticating system according to the present invention may
also be provided with means for adjusting the sensitivi-
ties of the UV reflection and/or fluorescence test, for
example, by adjusting the respective thresholds. For
example, in the case of U.S. currency, a system accord-
ing to the present invention may permit the high/low
threshold to be adjusted, for example, either in absolute
voltage terms or in genuine/suspect ratio terms.

Claims

1. A method of authenticating documents comprising
the steps of:

illuminating a document with ultraviolet light;
detecting ultraviolet light reflected by said doc-
ument; and

determining the authenticity of said document
based upon a comparison of the ultraviolet light
reflected from said document with the ultravio-
let light reflected from a genuine document illu-
minated with ultraviolet light.

2. The method claim 1 wherein the authenticity of said
document is determined relative to genuine cur-
rency.
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The method of claim 2 wherein the authenticity of
said document is determined relative to genuine
United States currency.

The method according to any of claims 1 - 3
wherein a negative determination of authenticity is
made regarding said document if a relatively high
amount of ultraviolet light is not reflected from said
document.

The method according to any of claims 1 - 4
wherein a negative determination of authenticity is
made regarding said document if an amount of
ultraviolet light detected by said step of detecting
ultraviolet light reflected from said document does
not exceed a predetermined threshold.

The method of according to any of claims 1- 5 fur-
ther comprising the step of detecting visible light
emitted from said document and wherein said step
of determining the authenticity of said document is
additionally based upon a comparison of the visible
light emitted from said document with the visible
light emitted from a genuine document illuminated
with ultraviolet light.

The method of claim 6 wherein a positive determi-
nation of authenticity is made regarding said docu-
ment only if a relatively high amount of ultraviolet
light is reflected from said document and virtually
no amount of visible light is emitted from said docu-
ment.

The method according to any of claims 6- 7 wherein
a positive determination of authenticity is made
regarding said document only if an amount of ultra-
violet light reflected from said document exceeds a
first predetermined threshold and an amount of vis-
ible light emitted from said document is below a
second predetermined threshold.

A device for authenticating documents comprising:

an ultraviolet light source for illuminating a doc-
ument to be tested;

an ultraviolet light detector for generating an
output signal responsive to ultraviolet light
reflected by said document; and

a signal processor for receiving said ultraviolet
detector output signal and determining the
authenticity of said document based upon said
output signal.

The device of claim 9 wherein said ultraviolet light
detector comprises a photodetector and an ultravi-
olet filter wherein light from said bill passes through
said ultraviolet filter before striking said photodetec-
tor.
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13.

14.

15.

16.
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18.
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The device of claim 9 or claim 10 wherein the
authenticity of said document is determined relative
to genuine currency.

The device of claim 11 wherein the authenticity of
said document is determined relative to genuine
United States currency.

The device according to any of claims 9-12 wherein
a negative determination of authenticity is made
regarding said document if a relatively high amount
of ultraviolet light is not reflected from said docu-
ment.

The device according to any of claims 9-13 wherein
a negative determination of authenticity is made
regarding said document if an amount of ultraviolet
light reflected from said document does not exceed
a predetermined threshold.

The device according to any of claims 9-14 further
comprising a visible light detector for generating an
output signal responsive to visible light emitted by
said document upon illumination of said document
by said ultraviolet light source and wherein said sig-
nal processor receives said visible detector output
signal and determines the authenticity of said doc-
ument based additionally upon said visible detector
output signal.

The device of claim 15 wherein a positive determi-
nation of authenticity is made regarding said docu-
ment only if a relatively high amount of ultraviolet
light is reflected from said document and virtually
no amount of visible light is emitted from said docu-
ment.

The device according to any of claims 15-16
wherein a negative determination of authenticity is
made regarding said document if either (1) less
than a first predetermined amount of reflected ultra-
violet light is detected from said document or (2)
more than a second predetermined amount of visi-
ble light is detected from said document.

A system for authenticating documents comprising:

an ultraviolet light source for illuminating a doc-
ument to be tested;

a reflected ultraviolet light testing apparatus
comprising

an ultraviolet light detector for generating
an output signal responsive to ultraviolet
light reflected by said document; and

a signal processor for receiving said ultra-
violet detector output signal and determin-
ing the authenticity of said document
based upon said output signal; and
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means for selectively activating said reflected
ultraviolet light testing apparatus.

19. The system of claim 18 further comprising:
a visible light testing apparatus comprising

a visible light detector for generating an
output signal responsive to visible light
emitted by said document in response to
said document being illuminated with ultra-
violet light; and

a signal processor for receiving said visible
light detector output signal and determin-
ing the authenticity of said document
based upon said visible light detector out-
put signal; and

means for selectively activating said visible
light testing apparatus.
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