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(57) A security system utilising a key-mounted
transponder achieves fast and accurate charging of the
transponder by using a frequency search and acquisi-
tion phase which attempts partial charging pulses at a
plurality of spaced frequencies. After a successful par-

Charging a transponder in a security system

tial charging, a frequency calibration signal is received
from the transponder which provides a reference in the
transceiver for producing a pulse for fully charging the
transponder. Frequency search and acquisition allows
robust system operation while using low cost and low
tolerance parts.
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Description

The presentinvention relates in general to a method
and apparatus for charging a transponder in a security
system, and more specifically, to the search and acqui-
sition of the transponder charging frequency in order to
reduce the cost of manufacturing a security system and
increasing the amount of charge accumulated by the
transponder.

A transponder is a device which receives energy
from a coincident energy field, stores energy within the
transponder, and emits a response signal after being
charged. Atransceiver generates the energy field when-
ever a control module determines that a transponder is
located in nearby proximity. In an automotive security
system, for example, a transponder embedded in the
head of an ignition key is interrogated by a transceiver
in response to insertion of a key into an ignition lock cyl-
inder.

In order to sufficiently charge the transponder to
permit successful transmission of its stored security
code information, it is necessary that the charging field
correctly match the resonant frequency of the trans-
ponder. A mismatch in frequency results in inadequate
accumulation of energy by the transponder. In order to
ensure an adequate transfer of energy, prior art devices
have used techniques to control the frequency of the
transponder and the transceiver, such as using quartz
crystal oscillators and trimmed resonant networks. Use
of these techniques increases the cost of the security
system.

In addition, the resonant frequency of a transponder
circuit varies according to environmental conditions
such as temperature and humidity. Furthermore, struc-
tures nearby the transponder and transceiver can mod-
ify the resonant frequency. For these reasons, there
may be a loss of efficiency in charging the transponder.
Compensating for the inefficiency by using a higher
strength charging field is undesirable due to additional
cost of components and the potential interference
caused if the higher strength transmission inadvertently
charges another transponder on a second key on the
same keychain (any signal transmitted from any other
transponders would interfere with the transmission of
the first transponder). An important performance meas-
ure for a vehicle security system is the amount of time
required to verify the validity of an authorised key and
transponder. The operation should be fast enough so
that no delays are noticed by the user. Thus, charging
efficiency should be optimised to reduce the amount of
time required for fully charging the transponder.

A frequency mismatch between the charging field
and the resonant frequency of the transponder not only
increases the charging time, but it also limits the total
charge that can be accumulated in the transponder. In
order to maximise the total charge acquired by the trans-
ponder and thereby increase reliability of the transpond-
er operation, the transceiver must reduce or eliminate
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any frequency mismatch.

The present invention has the advantages that a
transponder is quickly and accurately charged with high
efficiency while using low cost components not requiring
an accurate frequency reference or trimming.

The present invention uses frequency search and
acquisition techniques to quickly identify transceiver
settings which most efficiently will charge the transpond-
er. The security system operates adaptively to provide
fast operation using a low cost system.

In one aspect, the invention provides a method for
adaptively energising a transponder using a charging
electromagnetic field created by a transceiver in a se-
curity system. A partial charging electromagnetic field is
transmitted in a manner providing a plurality of spaced
frequency components so that one of the spaced fre-
quency components energises the transponder by an
amount causing it to produce a partial transmission,
thereby providing a calibration signal for identifying a
frequency upon which said transponder will be transmit-
ting. The spaced frequency components are substan-
tially evenly spaced according to a spacing interval be-
tween a minimum frequency and a maximum frequency,
the spacing interval being less than or equal to a receiv-
ing bandwidth of the transponder. Energy is stored in
the transponder from the partial charging electromag-
netic field. The transponder detects when the partial
charging electromagnetic field ends. A partial transmis-
sion is transmitted from the transponder including the
frequency calibration signal. The frequency calibration
signal is received by the transceiver. Then, a full charg-
ing electromagnetic field is transmitted substantially lim-
ited to a single frequency component which is deter-
mined in response to the frequency calibration signal.
The transponder stores energy from the full charging
electromagnetic field and transmits a full transmission
including a security code.

The invention will now be described, by way of ex-
ample, with reference to the accompanying drawings,
in which:

Figure 1 is a system level diagram showing a vehi-
cle security system;

Figure 2 is a power spectrum plot showing the re-
lationship between the transponder resonant fre-
quency and a charging frequency;

Figure 3 illustrates a frequency hop sequence for
partial charging of the transponder according to the
present invention;

Figure 4 is a flow chart showing a preferred embod-
iment of the present invention;

Figure 5 is a timing diagram showing signals
present during operation of the present invention.
Figure 6 is a block diagram showing a preferred em-
bodiment of a transceiver according to the present
invention;

Figure 7 is a block diagram showing an alternative
embodiment for producing partial charging signals



3 EP 0 874 439 A2 4

in the present invention;

Figure 8 is a power spectrum showing charging sig-
nals produced according to yet another alternative
embodiment of the present invention; and

Figure 9 is a block diagram showing circuitry to pro-
vide the power spectrum of Figure 8;

Referring to Figure 1, a passive anti-theft system is
generally indicated at 10. The passive anti-theft system
includes an ignition key 12 having a transponder 14 em-
bedded in the head of the key. A transceiver 16 is con-
nected to an antenna coil 18 which is installed at the end
of a key-lock cylinder 20. Transceiver 16 is connected
to an anti-theft control module 22 which is also connect-
ed to an electronic engine controller through a wiring
harness in the vehicle.

Transponder 14 does not include a battery but is
instead powered from a charging electromagnetic field
produced by antenna coil 18. Transponder 14 includes
an antenna for picking up the charging field and an en-
ergy storage circuit for accumulating sufficient charge
to operate its own transmitter and control circuits. After
creating the charging field, transceiver 16 enters a re-
ceive mode for receiving a security code transmitted by
transponder 14. The received signal is decoded in con-
trol module 22 and compared with the codes which are
authorised for the particular vehicle which are stored in
control module 22. If a correct security code is received
then a validation signal is sent to the electronic engine
controller to allow engine operation.

Figure 2 shows the relationship between a charge
frequency spectrum 24 and a transponder receive spec-
trum 26. Through use of expensive components, the two
frequency spectra can be accurately controlled to rea-
sonably assure overlap such that the transponder can
be adequately charged by the charging field at the
charging frequency. However, frequency shifts inevita-
bly result due to environmental conditions. Thus, exces-
sive energy may need to be provided in the charging
field in order to insure an adequate charge when the
transponder bandwidth and the charging frequency do
not coincide precisely. Furthermore, it would be desira-
ble to avoid the expensive components required by
close frequency control by using an adaptive charging
system which only needs to rely on an assumption that
the transponder resonant frequency lies between a pre-
determined minimum frequency and predetermined
maximum frequency (to place limits on the search for
the actual frequency). In particular, the charging fre-
quency is modified within these limits until the resonant
frequency of the transponder is located.

Inthe present invention, adaptive charging frequen-
cy search and acquisition uses a search phase wherein
only a partial charging field is produced, i.e., a reduced
charge energy (as determined by the length of the
charging pulse) is reduced to the point where the trans-
ponder will have sufficient energy to begin its transmis-
sion cycle provided that the charging frequency being
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attempted is within a predetermined spacing from the
transponder's resonant frequency. The charging fre-
quency is adaptively modified until it falls within the re-
ceiving bandwidth of the transponder and a detectable
transmission cycle is produced by the transponder.

Figure 3 shows a preferred method for locating the
transponder resonant frequency herein referred to as a
frequency hop sequence. The frequency hop sequence
includes a plurality of spaced frequency components
between the predetermined minimum and predeter-
mined maximum frequencies of the transponder. The
spaced frequency components are substantially evenly
spaced accordingtoa spacing interval which is less than
or equal to the receiving bandwidth of the transponder.
The spacing interval is referred to herein as A. A first
frequency component 28 of the frequency hop se-
quence is transmitted at a frequency midway between
the minimum and maximum frequencies since that is the
most likely resonant frequency for the transponder. A
brief partial charging pulse is produced followed by a
brief listening interval wherein the transceiver attempts
to receive a calibration signal from the transponder. If
no calibration signal is received then the frequency hop
sequence continues with new frequencies following a
hop sequence which alternates above and below first
frequency component 28. Thus, a second partial charg-
ing pulse is produced at a spaced frequency component
30 having a centre frequency N-A, wherein N is the first
frequency. The next frequency hop component is at fre-
quency N+A. The sequence continues to alternate with
frequencies at N-2A, N+2A, N-3A, and N+3A. In the ex-
ample of Figure 3, bandwidth 26 of the transponder lies
in a position such that spaced frequency component 30
will provide sufficient energy to the transponder during
the partial charging pulse for the transponder to produce
afrequency calibration signal. The frequency calibration
signal is detected by the transceiver and is measured to
determine the frequency to be used for a full charging
of the transponder.

Figure 4 shows a preferred method of the present
invention. A passive anti-theft interrogation sequence
starts in step 31 when a key is inserted into the key lock
cylinder, tripping a mechanical switch and sending a sig-
nal to the anti-theft control module that a key has been
inserted. The anti-theft control module signals the trans-
ceiver to interrogate the transponder in the key. In step
32, the transceiver initialises its transmit frequency to
frequency N for the frequency search and acquisition
procedure. The transceiver turns on the charging field
for a length of time to produce a partial charge of the
transponder (e.g., 15 milliseconds) in step 33. In step
34, the transceiver attempts to receive a frequency cal-
ibration signal from the transponder by listening for a
received signal during a listening interval (e.g., 1.5 mS).
The frequency calibration signal is typically comprised
of a preamble in the transponder transmission during
which the transponder transmits at its resonant frequen-

cy.
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In step 35, the transceiver detects whether a cali-
bration signal was received. If no calibration signal is
found, then a check is made in step 36 to determine
whether the last frequency in the frequency hop se-
quence has been transmitted. If not, then the frequency
is incremented to the next hop frequency in step 37 and
the new frequency is used to turn on the charging field
for a partial charge in step 33. If the last frequency in
the hop sequence has been transmitted, then an error
code is sent to the anti-theft control module in step 38
and the procedure ends at step 39.

If a calibration signal is found in step 35, then the
transmit frequency of the transceiver is set according to
the calibration signal. As part of its receive function and
in order to accurately decode frequency-shift keying
modulated signals from the transponder, the transceiver
measures the frequency of the transponder transmis-
sion. This measured frequency is used in step 40 to
adapt the transceiver transmission to most closely
match the transponder centre frequency. Depending on
the resolution of the transceiver, the transmit frequency
may be set at one of the frequencies in the frequency
hop sequence or to a frequency between frequencies in
the frequency hop sequence in order to maximise trans-
ponder charging efficiency. Once the transmit frequency
is set, the transceiver turns on a full charging field for a
full charge in step 41 (e.g., a charge pulse duration of
30-50 mS). The transponder stores its full charge and
becomes fully operational in step 42. The transponder
detects when the charge pulse ends and enters a trans-
mit mode. The transponder may transmit a fixed code
in the case of a "read only" transponder (in which case,
steps 43 and 44 would be skipped). In the preferred em-
bodiment, however, a "read/write" transponder is pro-
grammed to accept data in the transmission from the
transceiver, execute a predetermined secret algorithm
to manipulate data, and transmit a security code respon-
sive to data from the transceiver. This type of security
system is referred to as a challenge-response system.
These systems provide additional security since the
code transmitted by the transponder varies depending
upon the received data thereby preventing easy copying
of the security code from a transponder transmission.

In step 43, the transceiver transmits a pulse-width
modulated (PWM) challenge code comprised of a digital
data string encoded in respective pulse widths from the
transceiver. In step 44, the transponder receives the dig-
ital code and manipulates it according to its stored pro-
cedure to produce a security code. The transponder
transmits the security code in step 45 using frequency-
shift keying modulation.

In step 46, the security code transmitted by the
transponder is compared by the anti-theft control mod-
ule with the security code which it derived by using the
same stored secret algorithm. If the security code is val-
id, then the anti-theft control module sends a "PATS key
valid" signal to the electronic engine control and the
method ends at step 39. If the security code is invalid,
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then the anti-theft control module sends a "PATS key
invalid" signal to the electronic engine control in step 48
and the method ends in step 39.

Figure 5 shows some signal waveforms present
during operation of the present invention. A signal NOT
Tx is a transmission control signal which is provided
from the anti-theft control module to the transceiver.
When this inverted signal is low, the transceiver trans-
mits at its set frequency. At afirst negative transition 50,
the transceiver initiates its frequency search and acqui-
sition process. The transceiver transmit signal shown as
TxA is the signal envelop for afirst partial charging pulse
51 having a frequency f;, a second partial charging
pulse 52 having a frequency f,, and a final partial charg-
ing pulse 53 at a frequency f,. The final pulsing charging
pulse 53 may be any one of the first through the last of
the frequency hop sequence as described above. Atthe
end of partial charging pulse 53, the transponder trans-
mits its preamble at 54, thereby indicating that the prop-
er partial charging frequency has been located. Upon
detecting the transponder calibration frequency signal,
the transceiver outputs a diagnostic code 55 that in-
forms the anti-theft control module that the resonant fre-
quency of the transponder has been acquired. After
sending this diagnostic code, the transceiver begins
transmitting a full charging pulse 56 with a frequency f,
determined in accordance with the frequency of the fre-
quency calibration signal as discussed above. Upon re-
ceiving the diagnostic code 55, the anti-theft control
module begins measuring the full charging time for
pulse 56 and switches the state of the NOT Tx signal at
57 when the full charging time expires. Thereafter, the
anti-theft control module toggles the value of NOT Tx to
form the pulse width modulated code of the challenge
signal to be transmitted to the transponder. Thus, the
NOT Tx signal includes pulse-width modulated signals
60 thereby producing transmission of a PWM code from
the transceiver indicated at 61. The transponder may
begin a transmission cycle after each PWM signal as
shown at 64, but these do not interfere with the detection
of the PWM signal. Additional charging of the transpond-
er may also be performed as shown at 58 and 59 by
continuing transmission by the transceiver.

Following transmission of the PWM code, the trans-
ponder calculates the correct response to the challenge
code. For example, the PWM code may provide a digital
number which is operated upon within the transponder
according to a predetermined mathematical formula to
produce a unique security code. This security code is
transmitted by the transponder via an FSK signal 62. As
this FSK signal is received by the transceiver, it is con-
verted into a digital code which is transmitted from the
transceiver output to the anti-theft control module as a
series of digital bytes 63.

Figure 6 shows transceiver circuitry according to a
preferred embodiment. A ceramic resonator 65 and an
oscillator 66 produce a reference frequency signal
which is coupled to the input of a programmable divider
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67. The output of programmable divider 67 is connected
to one input of a coil driver 68. The outputs of coil driver
68 are connected to an antenna tank circuit which in-
cludes the antenna coil surrounding the key-lock cylin-
der.

The transmit signal Tx from the anti-theft control
module is connected to the input of a control logic block
70. Control logic 70 controls the operation of a frequency
hop sequencer 71 and toggles a single-pull, double-
throw switch 72 for inputting either the output of frequen-
¢y hop sequencer 71 or a frequency register 73 to the
input of programmable divider 67.

An RF input from the antenna tank circuit is con-
nected to the input of a receiver amplifier 74. Amplifier
74 provides high gain and performs a limiter function to
recover the square-wave signal transmitted by the
transponder. The output of amplifier 74 is connected to
one input of an FSK decoder 75. During the frequency
search and acquisition phase, FSK decoder 75 outputs
a signal to be stored in frequency register 73 corre-
sponding to the frequency calibration signal sent by the
transponder. During normal receive operation, FSK de-
coder 75 provides decoded FSK information including
the security code to the anti-theft control module. In ad-
dition, FSK decoder 75 provides other coded signals to
the control module as determined by control logic block
70, such as an error code or the diagnostic code indi-
cating capture of the transponder resonant frequency.

Figure 7 shows an alternative embodiment wherein
the transponder resonant frequency can be determined
in a shorter time by transmitting the plurality of spaced
frequency components simultaneously. The reference
frequency signal from the oscillator is coupled to the in-
put of dividers 80, 81, 82, and additional dividers that
are not shown. Each divider produces a respective fre-
quency component at frequency f;, {5, f5, and soon. The
multiple output frequency components are summed in
a summing amplifier 83 which includes a feedback re-
sistor 84. The output of the summing amplifier is coupled
to the coil driver which produces all the frequencies si-
multaneously and ensures a partial charging of the
transponder in a minimum time. Although the circuit of
Figure 7 can provide any desired spacing of compo-
nents, the plurality of spaced frequency components are
preferably equally spaced as in Figure 3 and are equal
in magnitude as in Figure 3. An uneven frequency spac-
ing could be used in the event that the transponder nat-
ural frequencies were known to follow certain statistical
distributions, for example.

Rather than simultaneously transmitting all the fre-
quency components at once, the frequency compo-
nents could be put into groups with sequential transmis-
sion of the groups (the frequency components of each
group being transmitted simultaneously).

Figures 8 and 9 show an alternative embodiment
for producing simultaneous transmission of the spaced
frequency components wherein the magnitudes of the
spaced frequency components correspond to an envel-
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op characterised by a Bessel function. Such a partial
charging spectrum can be produced by frequency mod-
ulating a triangle wave as shown in Figure 9. A triangle
wave 85 from a signal generator (not shown) is input to
a frequency modulator 86. The frequency modulated
output is connected to the input of coil driver 87 for pro-
ducing the spaced frequency components of Figure 8.

Claims

1. A method for adaptively energising a transponder
using a charging electromagnetic field created by a
transceiver in a security system, said method com-
prising the steps of:

transmitting a partial charging electromagnetic
field in a manner providing a plurality of spaced
frequency components so that one of said
spaced frequency components energises said
transponder by an amount causingitto produce
a partial transmission, thereby providing a cal-
ibration signal for identifying a frequency upon
which said transponder will be transmitting,
said spaced frequency components being
spaced between a minimum frequency and a
maximum frequency;

storing energy in said transponder from said
partial charging electromagnetic field;
detecting within said transponder the ending of
said partial charging electromagnetic field;
transmitting a partial transmission from said
transponder including a frequency calibration
signal,

receiving said frequency calibration signal in
said transceiver,;

transmitting a full charging electromagnetic
field substantially limited to a single frequency
component, said single frequency component
determined in response to said frequency cali-
bration signal;

storing energy in said transponder from said full
charging electromagnetic field; and
transmitting a full transmission from said trans-
ponder including a security code.

2. A method as claimed in claim 1, wherein said
spaced frequency components are substantially
evenly spaced according to a spacing interval, said
spacing interval being less than or equal to a receiv-
ing bandwidth of said transponder.

3. A method as claimed in claim 1, wherein said plu-
rality of spaced frequency components are trans-
mitted sequentially or simultaneously.

4. A method as claimed in claim 3, wherein said trans-
ceiver attempts to receive said frequency calibra-
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tion signal after each sequential transmission of a
respective spaced frequency component, and
wherein further transmissions of said spaced fre-
quency components are terminated once said fre-
quency calibration signal is received.

A method as claimed in claim 3, wherein a frequen-
cy of sequentially transmitted frequency compo-
nents follows a predetermined hop sequence com-
mencing with a centre frequency substantially mid-
way between said minimum frequency and said
maximum frequency.

A method as claimed in claim 5, wherein said hop
sequence alternates above and below said centre
frequency in successive transmissions.

A method as claimed in claim 1, wherein said fre-
quency calibration signal is comprised of a begin-
ning portion of a programmed response message
of said transponder using frequency-shift keying
modulation, said beginning portion consisting of a
transmission at a resonant frequency at which said
transponder charges and corresponding to one
modulation frequency of said frequency-shift keying
modulation.

A method as claimed in claim 1, wherein said single
frequency component used for said full charging
electromagnetic field is selected as a closest trans-
mittable frequency of said transceiver to the fre-
quency of said frequency calibration signal.

A method as claimed in claim 1, further comprising
the steps, following said storing of energy in said
transponder from said full charging electromagnetic
field, of:

transmitting a pulse-width modulated code
from said transceiver to said transponder; and
determining said security code in said trans-
ponder by manipulating said pulse-width mod-
ulated code according to a predetermined pro-
cedure stored in said transponder.

Transceiver apparatus for adaptively charging a
transponder using a charging electromagnetic field
created by said transceiver apparatus in a security
system, said transceiver apparatus comprising:

atransceiver antenna for exchanging transmis-
sions with said transponder when said trans-
ponder is located in the vicinity of said trans-
ceiver,

an oscillator (66) producing a reference fre-
quency signal,

a programmable divider (67) coupled to said
oscillator (66) for selectably dividing said refer-
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ence frequency signal to produce selected fre-
quency signals;

afrequency hop sequencer (71) coupledto said
programmable divider (67) for commanding
said programmable divider to produce said se-
lected frequency signals according to a fre-
quency hop sequence during a partial charging
of said transponder;

a frequency-sensitive decoder (75) coupled to
said transceiver antenna for receiving a charg-
ing frequency calibration signal from said trans-
ponder after partial charging thereof, said fre-
quency-sensitive decoder identifying a specific
frequency of said charging frequency calibra-
tion signal; and

a natural frequency register (73) coupled to
said frequency-sensitive decoder (75) and said
programmable divider (67), said natural fre-
quency register (73) causing said programma-
ble divider (67) to produce a charging signal
corresponding to said specific frequency during
a full charging of said transponder.
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