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(54)  Improved  billing  scheme  for  a  telecommunications  network 

(57)  A  billing  scheme  for  a  telecommunications  net- 
work  is  described  in  which  a  billing  record  for  a  call 
including  at  least  a  plurality  of  data  bytes  is  generated  in 
a  switch  (10),  each  billing  record  is  duplicated,  and 
check  information  is  generated  from  each  data  byte  of  a 
billing  record  and  associated  with  each  said  data  byte  to 
form  a  protected  billing  record.  Each  protected  billing 
record  of  a  duplicated  pair  is  transmitted  via  two  inde- 
pendent  transmission  lines  to  processing  means  (40, 
50)  in  which  the  associated  check  information  is  gener- 
ated  byte-for  byte  from  each  received  billing  record  and  /   

'  
the  generated  check  information  is  compared  byte-for-  1° 
byte  with  the  transmitted  check  information  in  parity  I 
checking  circuits  (60,  61).  If  for  any  one  byte  of  a  billing 
record,  the  generated  check  information  does  not  agree 
with  the  received  check  information,  that  billing  record  is 
discarded.  If  there  is  no  inconsistency  between  the 
received  and  generated  check  information  for  both  bill- 
ing  records  of  a  duplicated  pair,  the  two  billing  records  of 
the  pair  are  compared  bit-for-bit  in  a  comparator  (70).  If 
any  difference  is  found  between  the  billing  records  of 
the  pair,  both  billing  records  are  discarded.  Otherwise 
the  received  billing  records  are  stored  in  non-volatile 
memory  (75). 
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Description 

The  present  invention  relates  to  a  telecommunica- 
tions  network  and  a  node  for  use  in  the  network  and,  in 
particular,  to  a  scheme  for  transmitting  recoreds  with  s 
improved  reliability,  as  well  as  a  methods  of  operating 
such  a  network  and  such  a  node.  The  present  invention 
is  particularly  suitable  for  a  billing  scheme  in  a  telecom- 
munications  network. 

10 
Technical  Background 

When  providing  a  telecommunications  network  it  is 
usually  necessary  to  bill  the  user's  depending  upon  their 
use  of  the  network,  e.g.  depending  upon  the  time  of  the  is 
calls  and  their  destination  and  sometimes  depending  on 
the  quality  of  the  service,  the  time  of  day  of  the  call  or 
the  paths  used  through  the  network.  To  bill  users  incor- 
rectly  is  not  only  embarrassing  but  also  reduces  the 
user  trust  in  the  system  and  may  even  lead  to  users  tak-  20 
ing  legal  action  against  the  network  operator.  The  Bell- 
core,  USA  specification  TR-TSY-00508  (1987)  requires 
that  less  than  eleven  in  one  hundred  thousand  calls  are 
not  billed  and  less  than  three  calls  in  one  million  are 
incorrectly  billed.  25 

General  methods  of  providing  error  detection  on 
digital  telecommunication  systems  are  known,  for 
instance  the  attachment  of  a  parity  bit  or  bits  to  each 
transmitted  word  of  data.  After  transmission  of  such 
words  over  a  telecommunication  network  the  parity  30 
information  for  each  word  can  be  recalculated  and  com- 
pared  with  the  transmitted  parity  information.  If  these 
two  do  not  agree,  then  it  can  be  assumed  that  there  has 
been  a  error  caused  by  the  transmission  either  in  the 
parity  information  or  in  the  word.  However,  if  the  con-  35 
tents  of  a  data  word  are  consistent  with  the  parity  infor- 
mation,  there  is  no  guarantee  that  the  transmission  has 
been  free  of  errors  as  a  double  error  may  have  been 
caused  which  leaves  that  parity  information  consistent 
with  the  modified  data  word.  40 

Several  methods  are  known  for  improving  the  relia- 
bility  of  transmitted  data,  for  instance  "loop  or  echo 
checking"  in  which  the  received  data  word  is  sent  back 
to  the  transmitter  and  the  original  data  word  is  com- 
pared  with  the  word  transmitted  over  the  forward  and  45 
reverse  transmission  lines.  Forward  error  correction 
makes  use  of  more  complex  check  codes  in  which  the 
number  of  check  bits  can  be  as  long  as  the  data  word 
transmitted  and  there  are  diminishing  returns  in  having 
such  long  error  checking  ad  correction  additions  to  a  so 
data  word.  Still  another  method  is  described  in  US-4 
953  197  in  which  two  signals  are  received  from  two 
antennae  in  parallel,  quality  data  and  parity  information 
are  checked  for  each  data  word  received  from  the  two 
antennae  and  the  best  selected.  In  such  a  system,  if  an  55 
error  is  detected  in  one  word  of  the  two,  it  cannot  be 
determined  which  of  the  two  words  is  actually  the  cor- 
rect  one.  US-5  268  909,  US-5  406  563  and  US-5  406 

563  all  describe  methods  of  routing  signals  synchro- 
nously  and  in  parallel  and  checking  not  only  the  parity 
for  each  received  data  word  but  also  comparing  the  con- 
tents  of  the  same  word  received  via  the  two  routes 
through  the  network.  In  particular,  with  these  known 
systems,  the  parallely  received  data  words  are  com- 
pared  bit-for-bit  in  a  single  comparator  after  a  parity 
check  has  been  performed.  The  transmission  of  the 
words  from  the  parity  checker  to  the  comparator  can 
introduce  further  transmission  errors  thus  falsifying  the 
results  of  the  comparison.  Such  schemes  have  been 
devised  for  transmission  of  user  messages  in  which  it  is 
necessary  to  transmit  some  data  even  if  it  is  not  perfect 
rather  than  transmit  gaps  in  the  messages.  Further, 
these  methods  have  been  devised  for  real  time  synchro- 
nous  transmission,  and  even  storing  on  a  disc  is  not 
acceptable  because  of  the  access  time  to  the  informa- 
tion  on  the  disc.  These  conventional  schemes  are  unre- 
lated  to  the  present  invention  and  are  unsuitable  for 
billing  operations. 

DE-A-37  16  549  describes  a  circuit  for  telecommu- 
nication  networks  including  memory  means  wherein  the 
main  memory  is  duplicated  and  the  parity  check  bit  for 
each  byte  stored  in  the  main  memory  is  stored  in  a  sep- 
arate  third  memory.  As  an  alternative,  the  parity  bits  for 
the  respective  memory  entries  may  be  stored  in  a  part 
of  the  main  memories.  If  two  bytes  are  read  out  of  the 
main  memories  and  one  of  them  is  not  consistent  with 
the  parity  bit  read  out  of  the  third  memory,  this  record  is 
not  accepted.  If  the  bytes  are  bit-for-bit  identical  but  they 
both  are  not  consistent  with  the  parity  read  from  the 
third  memory,  it  is  assumed  that  the  byte  is  correct  and 
the  stored  parity  bit  is  incorrect.  This  system  has  the 
disadvantage  that  three  memories  are  required.  In  the 
alternative  in  which  the  parity  bits  are  stored  in  the  main 
memory,  an  error  in  read  bytes  is  determined  by  a  bit- 
for-bit  comparison.  If  a  difference  between  two  bytes  is 
detected,  the  respective  parity  bits  can  be  used  to  deter- 
mine  which  one  of  the  two  bytes  read  out  of  the  main 
memories  is  probably  correct.  If  no  difference  is 
detected  between  the  bytes,  the  bytes  are  considered  to 
be  correct  independent  of  the  associated  parity  bits. 

US  Patent  No.  5,590,181  describes  a  call-process- 
ing  system  with  a  matrix  switch  and  a  network  control 
processor  for  controlling  the  switch  and  which  can  gen- 
erate  billing  records.  The  known  system  includes  the 
use  of  more  than  one  memory  to  store  billing  records  for 
security  purposes. 

It  is  an  object  of  the  present  invention  to  provide  a 
telecommunications  network,  a  method  of  operating 
such  a  network  and  a  processor  for  carrying  out  the 
method  in  which  the  transmission  of  records  is  carried 
out  more  reliably. 

Summary  of  the  Invention 

The  present  invention  provides  methods  of  operat- 
ing  telecommunication  networks  in  accordance  with 
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claims  1  and  2,  telecommunication  systems  in  accord- 
ance  with  claims  4  and  5,  methods  of  operating  nodes 
of  a  telecommunications  network  in  accordance  with 
claims  7  and  8  and  nodes  for  use  in  a  telecommunica- 
tions  network  in  accordance  with  claims  1  0  and  1  1  . 

The  present  invention  provides  a  secure  way  of 
transmitting  data,  in  particular  the  transmission  of  billing 
records  from  a  switch  to  an  application  platform.  The 
scheme  includes  duplicating  each  record,  including 
check  information  such  as  parity  bits  in  each  record 
before  transmission  to  an  external  processor  on  the 
application  platform,  examining  the  check  information 
on  arrival  at  the  processor,  rejecting  each  record  which 
contains  a  check  information  error  and  also  rejecting 
records  which  do  not  contain  check  information  errors 
but  which  are  not  identical.  Preferably  the  pair  of 
records  is  sent  at  slightly  different  times  to  avoid  electro- 
magnetic  interference. 

As  an  alternative,  the  bytes  in  a  record  which  are 
not  consistent  with  their  check  information  can  be 
flagged  as  erroneous  and  corrected  records  may  be 
constructed  from  bytes  which  are  free  of  check  informa- 
tion  errors  using  both  records  of  a  pair.  In  accordance 
with  the  present  invention  the  record  may  be  a  billing 
record  and  the  record  nmay  be  sent  between  a  switch 
and  an  external  processsor. 

The  present  invention  may  provide  the  advantage 
of  a  transmission  scheme  which  is  highly  reliable  at 
rejecting  transmission  errors  but  is  simple  to  implement. 

In  particular,  the  present  invention  may  provide  a 
more  reliable  record  transmission  scheme,  including 
more  reliable  transmission  of  billing  records. 

The  dependent  claims  define  further  embodiments 
of  the  present  invention. 

The  present  invention,  its  embodiments  and  advan- 
tages  will  now  be  described  with  reference  to  the  follow- 
ing  drawings. 

Brief  Description  of  the  Drawings 

Fig.  1  shows  a  schematic  representation  of  a  con- 
ventional  carrier  switch. 
Fig.  2  shows  a  schematic  representation  of  a  CD  R 
in  accordance  with  the  present  invention. 
Fig.  3  shows  a  schematic  representation  of  a  carrier 
switch  in  accordance  with  a  first  embodiment  of  the 
present  invention. 
Fig.  4  shows  a  schematic  flow  diagram  of  the  selec- 
tion  procedure  for  CDR's  in  accordance  with  the 
present  invention. 
Fig.  5  shows  a  schematic  representation  of  a  carrier 
switch  in  accordance  with  the  present  invention. 
Fig.  6  shows  a  logic  table  for  selection  of  CDR  tick- 
ets  in  accordance  with  the  first  and  third  embodi- 
ments  of  the  present  invention. 

Description  of  the  illustrative  embodiments 

The  present  invention  will  be  described  with  refer- 
ence  to  certain  embodiments  and  with  reference  to  cer- 

5  tain  drawings  but  the  invention  is  not  limited  thereto  but 
only  by  the  claims.  The  drawings  are  non-limiting  sche- 
matic  representations.  The  present  invention  will  be 
described  with  reference  to  a  carrier  switch  which  could 
be  a  service  switching  point  (SSP),  and  in  particular  to 

10  carrier  switch  used  as  a  point  of  presence  POP  but  the 
invention  is  not  limited  thereto.  Generally,  the  switch  of 
the  present  invention  may  be  used  as  a  node  in  a 
switching  network.  Further,  the  present  invention  will  be 
described  with  reference  to  a  billing  scheme  but  the 

15  invention  is  not  limited  thereto.  The  present  invention 
may  find  advanatageous  use  in  any  part  of  a  transmis- 
sion  network  where  records  must  be  transmitted  and 
processed.  In  accordance  with  the  present  invention  a 
record  is  any  identifiable  group  of  data  which  should  be 

20  transmitted  and  which  records  an  event.  A  record  is 
generally  stored  at  least  temporarily. 

In  accordance  with  the  present  invention  a  carrier 
switch  may  operate  as  a  point  of  presence  (POP),  i.e. 
an  interface  between  a  telecommunication  network  and 

25  other  networks  such  as  customers  premises  equipment, 
a  private  branch  exchange,  a  public  switched  telephone 
network,  an  international  gateway  or  a  mobile  phone 
network.  End  users  may  be  connected  to  the  POP 
directly  or  by  a  leased  line.  Signaling  between  the  POP 

30  and  the  switches  in  the  various  networks  may  be  carried 
out  using  protocols  for  analog  trunks,  integrated  serv- 
ices  digital  networks  (ISDN),  channel  associated  signal- 
ing  (CAS),  signaling  system  number  7  (SS7)  or  similar. 
Further,  the  POP  must  route  services  to  and  from  the 

35  networks  and  therefore  must  operate  as  a  switch. 
Finally,  the  POP  must  carry  out  certain  administrative 
tasks  such  as  administrating  its  own  hardware  and  soft- 
ware  as  well  as  billing,  system  management  and  net- 
work  management.  In  order  to  provide  seamless 

40  integration  into  public  networks  a  POP  must,  in  particu- 
lar,  provide  accurate  information  necessary  for  billing  of 
calls. 

Fig.  1  is  a  schematic  representation  of  a  carrier 
switch  1  such  as  the  MultiMedia  Carrier  Switch  (MMCS) 

45  supplied  by  Northern  Telecom,  Canada  as  an  interface 
between  telephone  networks  4,  7  and  a  local  private  tel- 
ephone  network  5.  A  core  switch  2  is  linked  to  an  appli- 
cation  platform  8  which  includes  an  external  processor 
3  for  billing  records.  The  application  platform  8  may  also 

so  contain  other  processors  18  for  other  applications.  The 
core  switch  2  is  responsible  for  establishing  connections 
between  an  end  customer  terminating  device  6  in  the 
local  network  5  and  a  subscriber  in  a  remote  network  4. 
To  do  this  it  must  manage  all  states  of  the  call  including 

55  initiation  of  the  call  as  well  as  responding  to  the  diversity 
of  events  which  can  affect  call  progress.  The  routing  of 
the  call  is  via  a  telecommunication  backbone  or  network 
7.  The  core  switch  2  is  typically  a  computer-controlled, 

3 
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digital  switching  device  and  is  equipped  with  suitable 
central  processing  units  such  as  68040  supplied  by 
Motorola  Inc.,  USA  to  provide  system  control  and  stor- 
age  of  data  and  application  computer  programs  for  the 
switch  2.  In  particular,  the  core  switch  2  issues  a  Call  5 
Detail  Recording  (CDR)  ticket  for  each  call  that  requires 
accounting,  in  particular  if  this  call  must  be  billed  to  an 
end  customer  6  via  the  billing  system  9  of  the  network. 
A  CDR  may  conform  to  the  Universal  BellCore  Auto- 
matic  Message  Accounting  format  or  similar.  The  CDR  w 
ticket  is  transmitted  over  a  link  19  such  as  an  RS232C 
serial  link,  to  a  CDR  application  running  on  the  external 
processor  3  in  the  application  platform  8.  Suitable  hard- 
ware  may  be  a  personal  computer  including  a  Pentium 
processor  from  Intel  Corp.,  USA  having  random  access  75 
memory  which  has  error  correction  code  and  non-vola- 
tile  memory  such  as  a  hard  disc  or  tape.  The  processor 
may  run  as  a  UNIX  computer.  For  receipt  and  transmis- 
sion  of  data  to  and  from  the  core  switch  2,  the  applica- 
tion  platform  8  may  include  a  serial  connection.  For  20 
communication  between  processor  3  and  other  proces- 
sors  on  the  platform  an  Ethernet  LAN  connection  may 
be  provided. 

Errors  may  occur  during  transmission  of  a  CDR 
ticket  from  the  core  switch  to  the  application  platform  8.  25 
Parity  checking  on  each  byte  transmitted  allows  for 
detection  of  single  errors.  For  instance,  a  conventional 
core  switch  2  may  add  a  single  parity  checking  bit  for 
each  7  bits  of  information  to  form  bytes  of  8  bits  total. 
The  parity  bit  is  typically  a  binary  "1"  or  "0"  depending  30 
upon  whether  the  sum  of  all  the  bits  in  the  byte  result  in 
an  even  or  odd  number,  respectively.  The  data  record  of 
a  CDR  may  include  300  bytes.  If  two,  four,  six  etc.  bits  in 
a  byte  are  incorrectly  transmitted,  a  simple  parity  check 
will  not  always  register  an  error.  A  complete  CDR  is  con-  35 
sidered  erroneous  by  the  accounting  program  running 
on  the  external  processor  3  as  soon  as  a  parity  error 
has  been  detected.  One  possibility  of  providing  very 
accurate  transmission  of  CDR's  would  be  to  retransmit 
erroneous  CDR's  from  core  switch  2  but  this  would  40 
involve  the  disadvantage  of  requiring  the  storing  all 
CDR's  at  the  core  switch,  providing  some  means  for 
retransmitting  erroneous  tickets  and  a  means  for 
acknowledging  correct  receipt  at  the  application  plat- 
form  8  and  deletion  of  the  stored  CDR  at  the  core  switch  45 
2  on  receipt  of  the  acknowledgment.  If  retransmission  of 
an  erroneous  CDR  ticket  is  no  carried  out,  there  is  no 
way  of  correcting  the  error  and  the  only  option  is  to 
throw  away  the  received  ticket  leading  to  loss  of  revenue 
for  the  entity  normally  charging  for  the  call.  On  the  other  so 
hand,  if  a  double  bit  error  has  occurred,  the  simple  par- 
ity  check  mentioned  above  does  not  detect  the  error  and 
the  incorrect  amount  may  be  billed  which  is  particularly 
troublesome  when  this  results  in  the  final  customer 
being  overcharged.  Further,  if  the  external  processor  3  55 
fails,  the  system  has  no  method  of  storing  the  CDR's. 

In  accordance  with  the  conventional  carrier  switch 
of  Fig.  1  using  a  single  RS232C  link  19,  and  having  a 

single  parity  bit  in  each  8  bit  byte  of  the  data  of  a  CDR, 
the  data  being  300  octets  on  average  in  length  and  the 
error  rate  on  an  RS232C  link  is  10"7,  then  about  one  in 
3700  CDR  tickets  are  erroneous  and  are  discarded.  The 
number  of  CDR's  resulting  in  wrong  billing  is  one  in  9.2 
x  109. 

On  way  of  improving  the  transmission  security 
would  be  to  use  a  complex  error  correcting  code.  The 
disadvantage  of  such  codes  is  that  they  may  require  as 
many  bits  as  the  message  to  be  protected  if  accurate 
error  correction  is  to  be  carried  out.  In  addition  such 
schemes  require  complex  circuits  or  routines  to  deter- 
mine  the  correction. 

A  typical  CDR  in  accordance  with  all  the  embodi- 
ments  of  the  present  invention  is  shown  schematically  in 
Fig.  2.  The  CDR  or  "ticket"  is  a  frame  11  including  a 
series  of  fields  12  to  17.  At  the  beginning  of  the  frame 
1  1  ,  a  start  field  1  2  is  provided  which  includes  a  particu- 
lar  sequence  of  binary  values  which  signifies  the  start  of 
a  frame.  The  next  field  is  a  sequence  field  1  3  which  indi- 
cates  the  sequence  number  of  the  frame.  This  field  is 
optional  as  the  time  sequence  of  frames  sent  out  from 
the  core  switch  can  be  used  to  track  the  CDR's.  The 
sequence  field  1  3  may  be  7  bytes  of  each  7  bits  with  one 
parity  bit.  The  following  fields  14  to  16  include  data  relat- 
ing  to  the  call  such  as  subscriber  numbers,  start  and 
stop  times,  billing  rates,  etc.  Each  data  field  14  to  16 
may  include  one  byte  or  several  bytes.  Each  byte  of 
fields  1  4  to  1  6  may  include  7  data  bits  and  one  parity  bit. 
Finally,  the  end  of  the  frame  1  1  is  marked  by  a  stop  field 
17. 

A  first  embodiment  of  the  present  invention  is 
shown  schematically  in  Fig.  3.  Instead  of  sending  only 
one  CDR,  each  CDR  parity  protected  ticket  is  dupli- 
cated  in  core  switch  10.  The  core  switch  10  transmits 
each  pair  of  CDR  tickets  over  independent  links  20,  30 
to  two  external  processors  40,  50  each  running  a  CDR 
application.  Each  processor  40,  50  may  include  the 
hardware  as  described  for  the  application  platform  8 
described  with  reference  to  Fig.  1  .  The  data  links  20,  30 
may  be  RS232C  serial  links.  As  two  independent  links 
20,  30  are  used,  the  chance  of  the  same  errors  occur- 
ring  on  both  links  20,  30  in  both  identical  CDR's  is 
unlikely.  Further,  in  accordance  with  the  present  inven- 
tion  it  is  preferred  if  the  two  identical  CDR's  are  sent  at 
slightly  different  times  (asynchronous  transmission) 
because  the  chance  of  a  common  disturbance,  e.g. 
switching  pulses  or  other  electromagnetic  disturbances, 
causing  the  same  error  in  both  CDR's  is  further 
reduced.  Each  CDR  record  is  provided  with  parity  check 
bits  before  transmission  from  core  switch  1  0  to  proces- 
sors  40,  50  by  means  of  a  parity  generation  circuit  (not 
shown).  For  instance,  each  byte  of  a  CDR  may  include 
7  data  bits  and  one  parity  bit  determined  by  whether  the 
sum  of  the  7  bits  of  a  byte  are  even  or  odd.  In  accord- 
ance  with  the  present  invention  more  complex  parity 
checking  systems  and  error  coding  may  be  used  to  pro- 
tect  the  CDR.  For  instance,  not  only  byte-wise  parity  bits 

4 
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may  be  provided  but  also  frame  parity  bits. 
In  accordance  with  the  first  embodiment  of  the 

present  invention,  a  first  serial  bit  stream  including  the 
CDR  tickets  from  the  core  switch  1  0  is  received  by  proc- 
essor  40  via  link  20  and  the  start  field  12  is  determined 
for  each  frame  1  1  .  First  and  second  processors  40,  50 
include  parity  checking  circuits  60,  61  ,  respectively.  First 
processor  40  also  includes  a  comparator  70  connected 
to  both  parity  checking  circuits  60,  61  via  secure  con- 
nection  devices  22  and  23  respectively.  A  suitable 
secure  connection  may  be  an  Ethernet  LAN.  The  parity 
checking  circuit  60  carries  out  a  parity  check  on  each 
received  byte  of  the  bit  stream.  If  a  parity  error  is 
detected  in  at  least  one  byte,  parity  checking  circuit  60 
discards  the  complete  respective  CDR  ticket.  Similarly, 
a  second  serial  bit  stream  including  the  same  CDR  tick- 
ets  is  received  by  the  parity  checking  circuit  61  of  exter- 
nal  processor  50  via  link  30.  Parity  checking  circuit  61 
carries  out  a  parity  check  on  each  received  byte  and  if  a 
parity  error  is  detected,  the  complete  respective  CDR 
ticket  is  discarded.  Any  parity  error  free  CDR  tickets  are 
sent  from  the  parity  checking  circuits  60,  61  to  the  com- 
parator  70  in  which  each  accepted  error-free  CDR  ticket 
from  parity  checking  circuit  60  is  compared  bit-for-bit 
with  the  other  error-free  CDR  ticket  of  the  same  pair 
which  has  arrived  from  the  parity  checker  61  .  The  CDR 
tickets  of  the  same  pair  may  be  identified  even  if  sent  at 
different  times  by  comparison  of  the  sequence  numbers 
in  fields  13  of  the  two  records. 

If  a  particular  CDR  ticket  is  missing  (i.e.  one  of  the 
pair  was  discarded  during  the  parity  checking  stage)  the 
CDR  of  this  transaction  which  arrives  at  comparator  70 
(i.e.  has  passed  the  parity  check)  is  accepted  and  is 
stored  on  non-volatile  memory  75  in  processor  40,  e.g. 
hard  disc  or  tape.  For  each  case  that  two  CDR  records 
reach  comparator  70  (i.e.  each  has  passed  the  parity 
check  stage),  the  two  CDR  records  are  compared  in 
comparator  70,  bit-by-bit.  If  there  is  a  difference 
between  these  two  CDR  tickets,  both  CDR  tickets  are 
discarded  but  a  record  of  the  failure  is  stored  on  non- 
volatile  memory  75  of  processor  40,  e.g.  tape  or  hard 
disc.  If  the  comparator  70  detects  no  difference  between 
the  two  CDR's,  it  is  assumed  that  both  CDR's  are  cor- 
rect  and  one  of  the  CDR  tickets  is  stored  in  the  non-vol- 
atile  memory  75  of  external  processor  40,  e.g.  on  tape 
or  hard  disc.  The  CDR  selection  logic  table  of  the  com- 
bined  effect  of  the  parity  checkers  60,  61  and  compara- 
tor  70  of  external  processors  40,  50  is  shown  in  Fig.  6. 

In  accordance  with  the  first  embodiment  of  the 
present  invention  if  one  parity  checking  circuit  60,  61 
reports  that  there  is  a  parity  error  in  one  of  the  bytes  of 
a  CDR  ticket  the  complete  CDR  is  discarded.  The  other 
CDR  ticket  of  the  pair  may  be  accepted  from  the  other 
parity  checking  circuit  61,  60  if  this  reports  no  parity 
error.  It  is  very  unlikely  that  both  CDR's  of  a  pair  are 
erroneous.  Assuming  that  links  22  and  23  are  RS232C 
links  having  an  error  rate  of  10"7  and  the  data  of  a  CDR 
is  typically  300  octets  long  and  each  octet  includes  one 

parity  bit,  the  error  rate  caused  by  transmission  errors  in 
stored  CDR's  in  accordance  with  the  first  embodiment  is 
about  one  erroneous  CDR  ticket  in  13.7  x  106.  The 
number  of  stored  CDR's  which  result  in  incorrect  billing 

5  is  one  in  3.4  x  1012.  This  is  a  significant  improvement 
over  the  conventional  switch  and  meets  the  require- 
ments  of  the  BellCore  specification  mentioned  above. 

In  accordance  with  the  first  embodiment,  if  one  of 
the  parity  checking  circuits  60,  61  fails,  the  other  parity 

10  checking  circuit  61  ,  60  is  used  and  the  comparator  70 
sends  every  CDR  which  passes  the  functioning  parity 
checking  circuit  61  ,  60  to  non-volatile  storage  75.  Sur- 
veillance  programs  running  on  processors  40,  50  can 
check  the  functioning  of  parity  check  circuits  60,  61  reg- 

15  ularly  and  isolate  one  of  the  circuits  60,  61  if  it  is  found 
to  be  defective. 

The  method  of  the  first  embodiment  is  now 
described  with  help  of  the  flow  diagram  in  Fig.  4.  At  the 
end  of  a  call,  a  billing  record  (CDR)  is  generated  by  the 

20  core  switch  10  in  step  110.  In  step  120  the  complete 
CDR  is  duplicated  and  transmitted  to  the  ports  of  the 
switch  10.  In  steps  130A  and  130B,  each  CDR  is  pro- 
vided  with  parity  bits  from  a  parity  generator  and  each 
CDR  is  transmitted  to  the  respective  processor  40,  50  at 

25  slightly  different  times  (asynchronously).  In  each  proc- 
essor  40,  50  the  parity  of  each  byte  of  the  CDR  is 
checked  and  in  steps  140A  and  140B  the  CDR's  with  an 
error  are  discarded.  In  step  150  it  is  determined  if  only 
one  CDR  is  delivered  to  the  comparator  70.  If  yes,  this 

30  CDR  is  stored.  If  both  CDR's  of  a  pair  arrive  at  compa- 
rator  70,  each  CDR  is  compared  bit-for-bit.  In  step  160, 
if  both  CDR's  agree  one  is  stored,  if  not  they  are  both 
discarded. 

In  a  second  embodiment  of  the  present  invention, 
35  the  complete  CDR  is  not  discarded  immediately  (steps 

140A  and  140B  in  Fig.  4)  when  a  parity  error  is  detected 
in  one  byte  thereof.  Instead,  the  respective  parity 
checker  60,  61  writes  a  sequence  of  binary  values  into 
the  relevant  byte  which  flags  this  byte  as  erroneous  and 

40  passes  the  modified  CDR  to  the  comparator  70.  If  com- 
parator  70  receives  the  two  CDR's  of  a  pair  and  they 
both  have  the  same  byte  flagged  as  erroneous,  the 
CDR's  are  discarded  immediately.  However,  if  for  exam- 
ple,  the  first  CDR  of  a  pair  from  parity  checker  60  has 

45  byte  14  flagged  as  erroneous  and  the  second  CDR  of 
the  pair  from  parity  checker  61  has  no  erroneously 
flagged  bytes,  the  second  CDR  is  stored  and  the  first  is 
discarded.  If  the  first  CDR  of  a  pair  from  parity  checker 
60  has  field  14flagged  as  erroneous  and  the  other  CDR 

so  from  parity  checker  61  of  the  same  pair  has  the  byte  of 
field  1  5  flagged  as  erroneous,  comparator  70  compares 
the  two  CDR's  bit-for  bit.  If  all  other  fields  16  are  the 
same  in  the  two  CDR's,  comparator  70  writes  the  byte 
from  field  15  of  the  first  CDR  into  field  15  of  the  second 

55  CDR  and  the  corrected  CDR  is  then  stored  on  non-vol- 
atile  memory  75.  Additionally  or  alternatively,  byte  14  of 
the  second  CDR  may  be  written  into  field  14  of  the  first 
CDR  and  both  corrected  CDR's  stored  in  non-volatile 

5 
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memory  75.  By  this  method  some  repair  of  faulty  CDR's 
can  be  carried  out. 

A  third  embodiment  of  the  present  invention  will  be 
described  with  reference  to  Fig.  5  in  which  the  same  ref- 
erence  numbers  refer  to  the  same  components  as  in  the 
first  and  second  embodiments.  In  accordance  with  the 
third  embodiment,  external  processor  50  also  includes  a 
comparator  circuit  71  which  is  connected  via  lines  31 
and  32  to  parity  checking  circuits  60  and  61  respec- 
tively.  In  accordance  with  the  third  embodiment  of  the 
present  invention,  redundancy  is  provided  in  both  the 
parity  checking  circuits  60,  61  and  the  comparators  70, 
71. 

In  accordance  with  the  third  embodiment,  the  core 
switch  10  generates  a  copy  of  each  CDR  ticket  and  pro- 
vides  each  CDR  record  with  parity  bit  information  as 
described  for  the  first  embodiment.  The  two  identical 
CDR  tickets  are  transmitted  via  separate  and  independ- 
ent  links  20,  30  to  parity  checking  circuits  60,  61  respec- 
tively  as  for  the  previous  embodiments.  Preferably,  the 
two  CDR's  are  sent  at  slightly  different  times,  i.e.  asyn- 
chronously.  If  a  parity  error  is  determined  in  a  CDR  by 
one  of  the  parity  checking  circuits  60,  61  in  processors, 
40,  50  the  relevant  CDR  ticket  is  discarded.  All  CDR 
tickets  which  have  no  parity  error  from  parity  checking 
circuits  60,  61  are  transmitted  to  both  comparators  70, 
71  via  secure  transmission  devices  31  and  32,  respec- 
tively.  In  each  comparator  70,  71  each  pair  of  CDR  tick- 
ets  are  compared  bit-for-bit.  The  CDR  tickets  of  one  pair 
may  be  identified  by  comparison  of  the  sequence  num- 
bers  in  fields  13  of  the  two  records,  even  if  the  records 
are  sent  at  different  times.  If  a  difference  is  detected 
between  the  CDR's,  both  CDR  tickets  of  the  pair  are  dis- 
carded.  If  a  single  CDR  ticket  arrives  at  comparator  70 
or  71  (i.e.  it  has  passed  the  parity  check  but  the  other 
one  of  the  pair  did  not),  the  CDR  is  stored  in  non-volatile 
memory  75  or  76.  If  no  error  is  determined  in  the  bit-for 
bit  comparison,  both  CDR's  are  stored  in  non-volatile 
memory  75,  76.  The  combined  effect  of  the  external 
processors  40,  50  is  to  operate  to  the  logic  table  of  Fig. 
6  as  for  the  first  embodiment. 

In  case  of  one  of  the  parity  checking  circuits  60,  61 
being  defective,  the  other  circuit  61  ,  60  is  used  for  parity 
checking.  The  comparators  70,  71  send  any  CDR  ticket 
which  has  passed  the  working  parity  checking  circuit  61  , 
60  to  non-volatile  storage.  The  difference  between  the 
first  and  third  embodiment  occurs  when  one  of  the  com- 
parators  70,  71  is  defect.  If  one  of  the  comparators  70, 
71  is  defect,  the  other  comparator  71  ,  70  is  used  for  the 
comparison  test.  If  one  of  the  external  processors  40, 
50  is  defect,  the  other  processor  50,  40  is  used.  By 
means  of  the  redundant  parity  checking  circuits  60,  61  , 
redundant  comparators  70,  71  and  redundant  proces- 
sors  40,  50,  a  CDR  ticket  billing  scheme  is  provided  in 
accordance  with  the  present  invention  which  has 
increased  security  and  allows  billing  to  continue  despite 
component  failures. 

A  fourth  embodiment  of  the  present  invention  will 

be  described  with  reference  to  Fig.  5.  Parity  checking 
circuits  60,  61  each  receive  CDR's  from  lines  20,  30  and 
carry  out  a  parity  check  on  each  CDR  ticket.  If  one  or 
more  bytes  of  a  CDR  are  found  to  be  erroneous,  the  rel- 

5  evant  bytes  are  over-written  with  an  identifier  which  indi- 
cates  that  the  byte  is  erroneous.  Each  comparator  70, 
71  receives  all  the  CDR  tickets  from  the  parity  checking 
circuits  60,  61  .  If  the  same  byte  is  flagged  as  erroneous 
in  each  CDR  of  a  pair,  both  CDR's  are  rejected.  If  the 

10  first  one  of  the  CDR's  of  a  pair  contains  no  error  flags 
and  the  other  CDR  of  a  pair  does  contain  such  a  flag, 
the  first  CDR  is  sent  to  non-volatile  storage  75  or  76  and 
the  second  CDR  is  discarded.  If  both  CDR's  of  a  pair 
contain  flagged  bytes,  but  none  of  the  same  bytes  are 

15  flagged  in  the  two  records,  then  each  such  pair  of  CDR 
tickets  is  compared  bit-for-bit  in  comparators  70,  71  .  In 
order  to  construct  corrected  CDR's,  comparators  70,  71 
over-write  the  flagged  bytes  of  the  one  CDR  with  the 
bytes  having  a  correct  parity  bit  from  the  other  CDR  as 

20  described  for  the  second  embodiment.  Each  compara- 
tor  sends  one  corrected  CDR  to  non-volatile  storage  75, 
76. 

The  embodiments  of  the  invention  have  been 
described  with  reference  to  parity  checkers  60,  61  and  a 

25  comparator  70,  71  but  these  need  not  be  hard-wired  cir- 
cuits.  In  accordance  with  the  present  invention,  all  the 
functions  of  the  parity  checking  circuits  60,  61  and  com- 
parators  70,  71  can  performed  by  appropriate  software 
programs  running  on  processors  40,  50.  Further,  any 

30  differences  in  arrival  times  of  the  CDR's  at  the  parity 
checking  circuits  60,  61  or  the  comparators  70,  71  can 
be  compensated  for  by  temporary  buffering  of  the  earli- 
est  CDR. 

In  the  above,  the  present  invention  has  been 
35  described  with  reference  to  8-bit  bytes  but  the  invention 

is  not  limited  thereto.  The  byte  length  may  be  freely  cho- 
sen  in  accordance  with  the  present  invention,  e.g.  4,  8, 
16,  32,  64  bits  in  length  or  similar.  Further,  the  invention 
has  been  described  with  reference  to  a  single  parity  bit 

40  to  protect  each  byte,  however,  the  present  invention 
includes  also  the  use  of  a  plurality  of  parity  bits  per  byte 
to  protect  the  data  of  a  CDR.  The  present  invention  also 
includes  the  use  of  parity  bits  associated  with  groupings 
of  data  which  are  larger  than  bytes  such  as  frame  parity 

45  bits. 
As  is  apparent  from  the  the  foregoing,  the  present 

invention  is  susceptible  of  being  embodied  with  various 
alterations  and  modifications  which  may  differ  particu- 
larly  from  those  that  have  been  described  in  the  preced- 

50  ing  specification  with  particular  reference  to  the 
drawings.  It  should  be  understood  that  all  such  modifi- 
cations  as  reasonable  and  properly,  within  the  scope 
and  contribution  of  the  present  invention  to  the  art  are  to 
be  embodied  within  the  scope  of  the  accompanying 

55  claims. 
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Claims 

1.  A  method  of  operating  a  telecommunications  net- 
work  including  at  least  one  switch  means  for  routing 
calls  and  a  processing  means,  comprising  the  steps  s 
of: 

generating  a  record  for  a  call  including  at  least 
a  plurality  of  data  bytes; 

10 
duplicating  each  record, 

generating  check  information  from  each  data 
byte  of  a  record  and  associating  it  with  each 
said  data  byte  to  form  a  protected  record;  is 

transmitting  each  protected  record  of  a  dupli- 
cated  pair  respectively  via  two  independent 
transmission  lines  to  said  processing  means; 

20 
generating  the  associated  check  information 
byte-for-byte  from  each  received  record  and 
comparing  byte-for-byte  the  generated  check 
information  with  the  transmitted  check  informa- 
tion;  25 

if  for  any  one  byte  of  a  record  the  generated 
check  information  does  not  agree  with  the 
received  check  information,  discarding  that 
record;  30 

if  there  is  no  inconsistency  between  the 
received  and  generated  check  information  for 
both  records  of  a  duplicated  pair,  comparing 
bit-for-bit  the  two  records  of  the  pair;  35 

if  any  difference  is  found  between  the  records 
of  the  pair,  discarding  both  records;  and 

otherwise  storing  the  received  records.  40 

2.  A  method  of  operating  a  telecommunications  net- 
work  including  at  least  one  switch  means  for  routing 
calls  and  a  processing  means,  comprising  the  steps 
of:  45 

generating  a  record  for  a  call  including  at  least 
a  plurality  of  data  bytes; 

duplicating  each  record;  so 

generating  check  information  from  each  data 
byte  of  a  record  and  associating  it  with  each 
said  data  byte  to  form  a  protected  record; 

55 
transmitting  each  protected  record  of  a  dupli- 
cated  pair  respectively  via  two  independent 
transmission  lines  to  said  processing  means; 

generating  the  associated  check  information 
byte-for  byte  from  each  received  record  and 
comparing  byte-for-byte  the  generated  check 
information  with  the  transmitted  check  informa- 
tion; 

if  for  any  one  byte  of  a  record  the  generated 
check  information  does  not  agree  with  the 
received  check  information,  overwriting  that 
byte  with  a  predetermined  sequence  of  bits; 

comparing  bit-for-bit  the  two  records  of  the  pair; 

if  both  records  of  the  pair  have  the  same  byte 
overwritten  with  the  predetermined  sequence, 
discarding  both  records; 

if  one  record  of  a  pair  has  at  least  one  byte 
overwritten  with  the  predetermined  sequence 
but  the  other  record  has  no  such  byte,  discard- 
ing  the  one  record;  and 

otherwise  storing  the  received  records. 

3.  The  method  according  to  claim  2,  wherein  the  stor- 
ing  step  includes:  when  both  records  of  a  pair 
include  at  least  one  byte  overwritten  with  the  prede- 
termined  sequence  but  neither  record  has  the  same 
byte  overwritten  with  the  predetermined  sequence 
and  all  remaining  bytes  of  each  record  are  identical 
as  determined  by  the  bit-for  bit  comparison,  forming 
a  record  from  the  bytes  of  either  record  which  are 
consistent  with  their  check  information. 

4.  A  telecommunications  system  including  at  least 
one  switch  means  for  routing  calls  and  a  processing 
means,  comprising: 

means  for  generating  a  record  for  a  call  includ- 
ing  at  least  a  plurality  of  data  bytes; 

means  for  duplicating  each  record 

means  for  generating  check  information  from 
each  data  byte  of  a  record  and  associating  it 
with  each  said  data  byte  to  form  a  protected 
record; 

means  for  transmitting  each  protected  record 
of  a  duplicated  pair  respectively  via  two  inde- 
pendent  transmission  lines  to  said  processing 
means; 

means  for  generating  the  associated  check 
information  byte-for  byte  from  each  received 
record  and  for  comparing  byte-for-byte  the  gen- 
erated  check  information  with  the  transmitted 
check  information; 
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means  for  discarding  a  record  if  for  any  one 
byte  of  that  record  the  generated  check  infor- 
mation  does  not  agree  with  the  received  check 
information; 

5 
means  for  comparing  bit-for-bit  two  records  of  a 
duplicated  pair  if  there  is  no  inconsistency 
between  the  received  and  generated  check 
information  for  both  records  of  the  duplicated 
pair;  10 

means  for  discarding  both  records  if  any  differ- 
ence  is  found  between  the  records  of  the  pair; 
and 

15 
means  for  storing  the  received  records  not  dis- 
carded. 

5.  A  telecommunications  system  including  at  least 
one  switch  means  for  routing  calls  and  a  processing  20 
means,  comprising: 

means  for  generating  a  record  for  a  call  includ- 
ing  at  least  a  plurality  of  data  bytes; 

25 
means  for  duplicating  each  record; 

means  for  generating  check  information  from 
each  data  byte  of  a  record  and  for  associating  it 
with  each  said  data  byte  to  form  a  protected  30 
record; 

means  for  transmitting  each  protected  record 
of  a  duplicated  pair  respectively  via  two  inde- 
pendent  transmission  lines  to  said  processing  35 
means; 

means  for  generating  the  associated  check 
information  byte-for  byte  from  each  received 
record  and  for  comparing  byte-for-byte  the  gen-  40 
erated  check  information  with  the  transmitted 
check  information; 

means  for  overwriting  a  byte  of  a  record  with  a 
predetermined  sequence  of  bits  if  for  that  byte  45 
the  generated  check  information  does  not 
agree  with  the  received  check  information; 

means  for  comparing  bit-for-bit  the  two  records 
of  a  pair;  so 

means  for  discarding  both  records  if  both 
records  of  the  pair  have  the  same  byte  over- 
written  with  the  predetermined  sequence; 

55 
discarding  one  record  of  a  pair  if  the  one  record 
of  a  pair  has  at  least  one  byte  overwritten  with 
the  predetermined  sequence  but  the  other 
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record  has  no  such  byte;  and 

means  for  storing  the  received  records  which 
have  not  been  discarded. 

6.  The  system  according  to  claim  5,  wherein  the 
means  for  storing  includes:  means  for  forming  a 
record  from  the  bytes  of  either  record  which  are 
consistent  with  their  check  information  when  both 
records  of  a  pair  include  at  least  one  byte  overwrit- 
ten  with  the  predetermined  sequence  but  neither 
record  has  the  same  byte  overwritten  with  the  pre- 
determined  sequence  and  all  remaining  bytes  of 
each  record  are  identical  as  determined  by  the  bit- 
for-bit  comparison. 

7.  A  method  of  operating  a  node  associated  with  a  tel- 
ecommunications  network,  said  node  including  at 
least  one  switch  means  for  routing  calls  and  a 
processing  means,  comprising  the  steps  of: 

generating  a  record  for  a  call  including  at  least 
a  plurality  of  data  bytes; 

duplicating  each  record 

generating  check  information  from  each  data 
byte  of  a  record  and  associating  it  with  each 
said  data  byte  to  form  a  protected  record; 

transmitting  each  protected  record  of  a  dupli- 
cated  pair  respectively  via  two  independent 
transmission  lines  to  said  processing  means; 

generating  the  associated  check  information 
byte-for  byte  from  each  received  record  and 
comparing  byte-for-byte  the  generated  check 
information  with  the  transmitted  check  informa- 
tion; 

if  for  any  one  byte  of  a  record  the  generated 
check  information  does  not  agree  with  the 
received  check  information,  discarding  that 
record; 

if  there  is  no  inconsistency  between  the 
received  and  generated  check  information  for 
both  records  of  a  duplicated  pair,  comparing 
bit-for-bit  the  two  records  of  the  pair; 

if  any  difference  is  found  between  the  records 
of  the  pair,  discarding  both  records;  and 

otherwise  storing  the  received  records. 

8.  A  method  of  operating  a  node  associated  with  a  tel- 
ecommunications  network,  said  node  including  at 
least  one  switch  means  for  routing  calls  and  a 
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processing  means,  comprising  the  steps  of: 

generating  a  record  for  a  call  including  at  least 
a  plurality  of  data  bytes; 

5 
duplicating  each  record; 

generating  check  information  from  each  data 
byte  of  a  record  and  associating  it  with  each 
said  data  byte  to  form  a  protected  record;  10 

transmitting  each  protected  record  of  a  dupli- 
cated  pair  respectively  via  two  independent 
transmission  lines  to  said  processing  means; 

15 
generating  the  associated  check  information 
byte-for  byte  from  each  received  record  and 
comparing  byte-for-byte  the  generated  check 
information  with  the  transmitted  check  informa- 
tion;  20 

if  for  any  one  byte  of  a  record  the  generated 
check  information  does  not  agree  with  the 
received  check  information,  overwriting  that 
byte  with  a  predetermined  sequence  of  bits;  25 

comparing  bit-for-bit  the  two  records  of  the  pair; 

if  both  records  of  the  pair  have  the  same  byte 
overwritten  with  the  predetermined  sequence,  30 
discarding  both  records; 

if  one  record  of  a  pair  has  at  least  one  byte 
overwritten  with  the  predetermined  sequence 
but  the  other  record  has  no  such  byte,  discard-  35 
ing  the  one  record;  and 

otherwise  storing  the  received  records. 

9.  The  method  according  to  claim  8,  wherein  the  stor-  40 
ing  step  includes: 

when  both  records  of  a  pair  include  at  least  one 
byte  overwritten  with  the  predetermined 
sequence  but  neither  record  has  the  same  byte  45 
overwritten  with  the  predetermined  sequence 
and  all  remaining  bytes  of  each  record  are 
identical  as  determined  by  the  bit-for-bit  com- 
parison,  forming  a  record  from  the  bytes  of 
either  record  which  are  consistent  with  their  50 
check  information. 

10.  A  node  for  use  in  a  telecommunications  network, 
said  node  including  at  least  one  switch  means  for 
routing  calls  and  a  processing  means,  comprising:  55 

means  for  generating  a  record  for  a  call  includ- 
ing  at  least  a  plurality  of  data  bytes; 
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means  for  duplicating  each  record; 

means  for  generating  check  information  from 
each  data  byte  of  a  record  and  associating  it 
with  each  said  data  byte  to  form  a  protected 
record; 

means  for  transmitting  each  protected  record 
of  a  duplicated  pair  respectively  via  two  inde- 
pendent  transmission  lines  to  said  processing 
means; 

means  for  generating  the  associated  check 
information  byte-for  byte  from  each  received 
record  and  for  comparing  byte-for-byte  the  gen- 
erated  check  information  with  the  transmitted 
check  information; 

means  for  discarding  a  record  if  for  any  one 
byte  of  that  record  the  generated  check  infor- 
mation  does  not  agree  with  the  received  check 
information; 

means  for  comparing  bit-for-bit  two  records  of  a 
duplicated  pair  if  there  is  no  inconsistency 
between  the  received  and  generated  check 
information  for  both  records  of  the  duplicated 
pair; 

means  for  discarding  both  records  if  any  differ- 
ence  is  found  between  the  records  of  the  pair; 
and 

means  for  storing  the  received  records  not  dis- 
carded. 

11.  A  node  for  use  in  a  telecommunications  network, 
said  node  including  at  least  one  switch  means  for 
routing  calls  and  a  processing  means,  comprising: 

means  for  generating  a  record  for  a  call  includ- 
ing  at  least  a  plurality  of  data  bytes; 

means  for  duplicating  each  record; 

means  for  generating  check  information  from 
each  data  byte  of  a  record  and  for  associating  it 
with  each  said  data  byte  to  form  a  protected 
record; 

means  for  transmitting  each  protected  record 
of  a  duplicated  pair  respectively  via  two  inde- 
pendent  transmission  lines  to  said  processing 
means; 

means  for  generating  the  associated  check 
information  byte-for  byte  from  each  received 
record  and  for  comparing  byte-for-byte  the  gen- 
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erated  check  information  with  the  transmitted 
check  information; 

means  for  overwriting  a  byte  of  a  record  with  a 
predetermined  sequence  of  bits  if  for  that  byte  s 
the  generated  check  information  does  not 
agree  with  the  received  check  information; 

means  for  comparing  bit-for-bit  the  two  records 
of  a  pair;  w 

means  for  discarding  both  records  if  both 
records  of  the  pair  have  the  same  byte  over- 
written  with  the  predetermined  sequence; 

discarding  one  record  of  a  pair  if  the  one  record 
of  a  pair  has  at  least  one  byte  overwritten  with 
the  predetermined  sequence  but  the  other 
record  has  no  such  byte;  and 

means  for  storing  the  received  records  which 
have  not  been  discarded. 

1  2.  The  node  according  to  claim  1  1  ,  wherein  the  means 
for  storing  includes:  means  for  forming  a  record  25 
from  the  bytes  of  either  record  which  are  consistent 
with  their  check  information  when  both  records  of  a 
pair  include  at  least  one  byte  overwritten  with  the 
predetermined  sequence  but  neither  record  has  the 
same  byte  overwritten  with  the  predetermined  30 
sequence  and  all  remaining  bytes  of  each  record 
are  identical  as  determined  by  the  bit-for-bit  com- 
parison. 

13.  A  system  or  node  in  accordance  with  any  of  the  35 
claims  4,  5,  6,  10,  1  1  or  12  in  which  the  means  for 
tranmitting  tranmits  each  protected  record  of  a  pair 
asychronously  with  respect  to  the  other  record  of 
the  pair. 

40 
14.  A  method  in  accordance  with  any  of  claims  1  ,  2,  3, 

7,  8  or  9,  in  which  each  protected  record  of  a  pair  is 
transmitted  asynchronously  with  respect  to  the 
other  of  the  pair. 

50 

55 
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