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Description

[0001] The present invention relates to an IC card
processing apparatus for receiving transaction informa-
tion such as a PIN (Personal Identification Number),
which needs to be kept secret.

[0002] In general, an IC card processing apparatus
determines whether or not an IC card loaded in the ap-
paratus is effective for transaction, and determines
whether or not the operator who is a customer is a real
possessor of the IC card or makes the IC card determine
whether or not the operator is the registered possessor
of the IC card. At this time, the processing apparatus
requests the operator to input PIN information by use
of, e.g., a display device at an early stage of the trans-
action.

[0003] The structure and operation of a conventional
IC card processing apparatus will be explained with ref-
erence to FIG. 9 which is a system block diagram.
[0004] Referring to FIG. 9, an IC card processing ap-
paratus 1 comprises a control section 2 comprising a
CPU, a system address bus 3, a system data bus 4, both
connected to the control section 2, a program ROM 6,
a general purpose RAM 7, an IC card interface 8, a key-
board interface 9, and a keyboard 10 connected to the
keyboard interface 9. The IC card interface 8 allows an
IC card 11 to be removably connected to the IC card
interface 8.

[0005] When a transaction is to be performed by use
of the IC card processing apparatus 1, the operator first
designates a desired kind of transaction on the key-
board 10, for example. As a result, a display section 5
displays an instruction thereon which requests the op-
erator to load an IC card 11 into the processing appara-
tus 1. When the IC card 11 is loaded thereinto, its contact
is brought into contact with a contact of the IC card in-
terface 8, and electric power is supplied from the
processing apparatus 1 to the IC card 11. Then, the dis-
play section 5 displays an instruction which requests the
operator to input PIN information.

[0006] PIN information consisting of, e.g., four figures
is transmitted to the control section 2 through the key-
board interface 9 and the system bus 4, when it is input
from the keyboard 10 by the operator. When receiving
the PIN information, the control section 2 produces a
PIN collation command including the PIN information,
and transmits the PIN collation command to the IC card
11 through the system data bus 4 and IC card interface
8.

[0007] Inthe IC card 11, the transmitted PIN informa-
tion is compared with PIN information registered in ad-
vance in the IC card 11. Then, when the transmitted PIN
information is identical to the registered PIN information,
the fact is transmitted to the control section 2. As a re-
sult, the control section 2 determines that the operator
is a real possessor of the IC card 11.

[0008] However, in the above conventional IC card
processing apparatus 1, PIN information which is trans-
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action information to be kept secret is transmitted as key
input information from the keyboard 10 to the control
section 2 through the keyboard interface 9 and the sys-
tem data bus 4. The data structure of the key input in-
formation is simple, and the timing at which the informa-
tion passes through the system data bus 4 is also sim-
ple. Thus, it is considerably easy to wrongfully obtain
the PIN information when it is transmitted through the
system data bus 4, since the connection position of the
system data bus 4 can be easily known from the spec-
ification of the processing apparatus 1.

[0009] Moreover, itis relatively easy to obtain the PIN
information from the PIN collation command also, which
is transmitted from the control section 2 to the IC card
11. This is because the structure of the PIN information
in the PIN collation command is fixed, and the represen-
tation of the PIN information is also fixed. In addition,
the kinds of IC cards which can be processed are limited
since the representation of the PIN information in the
PIN collation command is fixed.

[0010] EP 0 763 791 A1 discloses an apparatus ac-
cording to the preamble of claim 1. US 5 365 045 dis-
closes an IC card processing apparatus including a dis-
play, a keyboard, an IC card reader/writer, a printer and
a disk drive, each connected to a controller. EP 0 284
351 A1 discloses a security device for IC cards serving
as a safe preventing unauthorized physical access to
the IC card, wherein no data transfer with the IC card is
possible and a keyboard is provided for inputting a pin
authorizing the physical access to the IC card.

[0011] In view of the foregoing, the object of the
present invention is to provide an IC card processing
apparatus having a structure in which secretinformation
such as PIN information cannot easily be stolen, and a
larger number of kinds of IC cards ca be processed.
[0012] This object is achieved by an apparatus ac-
cording to claim 1.

[0013] Further developments of the invention are giv-
en in the dependent claims.

[0014] By virtue of the above structure, in the present
invention, transaction information such as PIN informa-
tion is transmitted from the keyboard to the control sec-
tion without passing through the system data bus. In ad-
dition, PIN information included in a collation command
to be transmitted from the control section to the IC card
is transmitted thereto after the structure or representa-
tion of the PIN information is changed or rearranged in
accordance with the kind of the IC card. Due to the
above features, a larger number of kinds of IC cards can
be processed, and the PIN information is more reliably
prevented from being stolen even when the collation
command is transmitted through the system data bus.
[0015] This summary of the invention does not nec-
essarily describe all necessary features so that the in-
vention may also be a sub-combination of these de-
scribed features.

[0016] The invention can be more fully under stood
from the following detailed description when taken in
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conjunction with the accompanying drawings, in which:

FIG. 1is a block diagram of the structure of a system
according to the first embodiment of the present in-
vention.

FIG. 2 is a block diagram of the structure of a system
according to the second embodiment of the present
invention.

FIG. 3 is a circuit diagram of the structure of a key
input section.

FIGS. 4A, 4B and 4C are views for illustrating the
transmission and structure of information which is
transmitted between a control section and an IC
card.

FIG. 5 is a flowchart of the operation performed in
the case of selecting a desired representation as a
representation of PIN information included in a PIN
collation command to be transmitted to the IC card.
FIGS. 6A to 6C are views for showing examples of
representations of PIN information in PIN collation
commands.

FIGS. 7A to 7F are views for showing examples of
structures of PIN information in PIN collation com-
mands.

FIG. 8 is a flowchart of the operation performed in
the case of selecting a desired structure as a struc-
ture of PIN information included in a PIN collation
command to be transmitted to the IC card.

FIG. 9 is a block diagram of a conventional IC card
system.

[0017] The embodiments of the present invention will
be explained with reference to the accompanying draw-
ings.

[0018] FIG. 1isablockdiagramofan IC card process-
ing apparatus 21 according to the first embodiment of
the presentinvention. The IC card processing apparatus
21 comprises; a control section 22 comprising a CPU;
a system address bus 23 connected to the control sec-
tion 22; a system data bus 24 connected to the control
section 22; a liquid crystal display section 25; a program
ROM 26; a general purpose RAM 27; and an IC card
interface 28, the liquid crystal display section 25; the
program ROM 26, the general purpose RAM 27, and the
IC card interface 28 being connected to the system ad-
dress buses 23 and 24; a keyboard interface 29 con-
nected to general purpose ports P of the control section
22 by an input bus 32 specific to the keyboard interface
29, not by the system data bus 24; and a keyboard 30
connected to the keyboard interface 29. The IC card in-
terface 28 has a contact for allowing an IC card 31 to be
removably connected to the IC card processing appa-
ratus. In the first embodiment, the control section 22 is
constituted by a CPU; however, needless to say, it may
be constituted by a control board having general pur-
pose ports, instead of the CPU. The IC card 31 has a
program ROM 31A storing an operation program of the
IC card 31, and besides an RAM and a CPU for use in
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control, both not shown. The specific input bus 32 may
be a serial or parallel structure.

[0019] Furthermore, the CPU of the control section 22
of the first embodiment is designed to control the oper-
ation of the entire apparatus 21. The operation program
of the CPU is stored in the program ROM 26, and vari-
ous data for use in transaction is input to and read out
from the general purpose RAM 27 by use of the IC card
31 in accordance with the control of the CPU.

[0020] In the case where the operator who is a cus-
tomer makes a transaction with the IC card processing
apparatus 21, he or she first designates a desired trans-
action by a designation key (not shown), for example.
The display section 25 displays an instruction for re-
questing the operator to load the IC card 31. According-
ly, the operator inserts his or her IC card 31 into the IC
card processing apparatus 21. In response to insertion
of the IC card 31, electric power is supplied from the IC
card processing apparatus 21 to the contact of the IC
card 31 through the IC card interface 28, thereby acti-
vating the IC card 31.

[0021] In this state, the display section 25 displays an
instruction for requesting the operator to input his or her
PIN (Personal Identification Number). When he or she
inputs his or her PIN by use of the keyboard 30, the PIN
is transmitted as PIN information from the keyboard in-
terface 29 to the general purpose ports P of the CPU
(control section 22) through the specific input bus 32; it
is not transmitted through the data bus 24.

[0022] Itis not seen by the outsider what purpose the
general purpose ports P of the CPU are used for, since
an ordinary CPU has a plurality of general purpose ports
P which can be applied to various uses. Nor is it seen
from the package of the keyboard interface 29 that the
keyboard interface 29 is a keyboard interface. There-
fore, it is impossible to steal PIN information which is
transmitted to the CPU of the control section 22 from the
keyboard interface 29.

[0023] Also, it is considerably difficult to steal PIN in-
formation which is transmitted from the keyboard 30 to
keyboard interface 29. This is because the keyboard 30
has wirings provided in a matrix manner.

[0024] The keyboard interface 29 is connected to the
general purpose ports P of the CPU by the specific bus
32. However, any type of bus may be used as the bus
32, except the system data bus 24. In addition, data oth-
er than PIN information may also be transmitted by use
of the bus 32 as long as it does not interfere with input
of PIN information from the keyboard 30.

[0025] When receiving PIN information, the control
section 22 produces a PIN collation command, and
transmits the PIN collation command to the IC card 31
through the system data bus 32 and the IC card interface
28.

[0026] In addition, in both the first and second embod-
iments, the format of the PIN collation command may
by changed in order to prevent the PIN information from
being stolen when the PIN information collation com-
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mand is transmitted through the system data bus 24.
This will be explained in detail later.

[0027] The IC card 31 of the first embodiment com-
pares transmitted PIN information with PIN information
registered in advance in the IC card 31, and then, in-
forms the control section 22 that the transmitted PIN in-
formation is identical to the registered PIN information,
if so. Accordingly, the control section 22 determines that
the operator is a legitimate possessor of the IC card 31,
and then performs a predetermined transaction opera-
tion with the operator.

[0028] In the first embodiment, unlike the convention-
al processing apparatus, input PIN information is trans-
mitted from the keyboard interface 29 to the general pur-
pose ports P of the CPU of the control section 22 through
the specific bus 32; it is not transmitted through the sys-
tem data bus 24. The positions of the general purpose
ports P is hardly known since in general, the specifica-
tion of the CPU does not describe the ports P as ports
for receiving information input by use of keys. Further-
more, the bus 32 is provided independently of the sys-
tem data bus 24. Therefore, the PIN information is hard
to detect even if it is known on the system data bus 24
that data for requesting input of the PIN information is
transmitted to the display section 25. This is because
the PIN information input in response to the request of
the data does not pass through the system data bus 24.
[0029] According to the above explanation, an in-
struction for requesting the operator to input PIN infor-
mation is given by use of the display section 25. How-
ever, needless to say, it may be given by use of voice,
light or the like.

[0030] FIGS. 2 and 3 are block diagrams for showing
the second embodiment of the present invention. In the
first embodiment shown in FIG. 1, a key input signal in-
put from the keyboard 30 is supplied from the keyboard
interface 29 to the CPU of the control section 22 through
the specific bus 32. On the other hand, in the second
embodiment shown in FIGS. 2 and 3, a key matrix pro-
vided in the keyboard 43, which serves as a PIN input
section for inputting PIN information, uses a specific in-
put/output port section 42A provided in advance in a
CPU constituting a control section 42.

[0031] Inthe second embodiment, as shown in FIGS.
2 and 3, the input/output port section 42A comprises four
input ports P00 to P03 and four output ports P04 to P07.
The input ports P00 to P03 are respectively connected
to row lines x1 to x4 constituting an input port section
43A for use in inputting PIN or the like. The output ports
P04 to PO7 are respectively connected to column lines
y1to y4 constituting an output port section 43B. Number
keys "1", "2","3" ... "8", "9", "0" and function keys such
as an "OK" key for use in confirmation, an "NO" key for
use in cancel, and movement keys (indicating move-
ment directions by use of upward, downward, leftward
and rightward arrows) are arranged in a matrix manner
at the intersections of the lines x1 to x4 and lines y1 to
y4.
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[0032] As shown in FIG. 3, all key sections respec-
tively corresponding to the keys are normal open type
of switches. When a desired key is pushed, its key sec-
tion enters a closed state, connecting an associated one
of the row lines x1 to x4 and an associated one of the
column lines y1 to y4. The CPU of the control section
42 scans the input ports P00 to P03 and the output ports
P04 to P07, detecting which one of the keys is pushed.
[0033] To be more specific, when one of the output
ports P04 to P07 is set at "0", and the others are set at
"1", the pushed key can be specified by detecting one
of the input ports P00 to P03 which is set at "0". For
example, it is detected that the "1" key is pushed, in the
case where "0" is output to the output port P04, "1" is
output to the output ports P05 to P07, and it is detected
that only the input port P00 is set at "0", and the other
input ports, i.e., the input ports P01 to P03 are set at "1".
[0034] Inthe case where the key input section has the
above structure, the keyboard interface 29 shown in
FIG. 1 can be omitted. Furthermore, no specific bus is
needed to be provided between the key input section 43
and the CPU of the control section 42, since the key in-
put section comprises a key matrix by using the input/
output ports P00 to P07 provided in advance in the CPU
of the control section 42. By virtue of this feature, it is
more difficult to steal the PIN information input by use
of the keys than in the first embodiment.

[0035] Furthermore, in the second embodiment, the
same structural elements will be denoted by the same
reference numerals as in the first embodiment, and the
detailed explanations therefor will be omitted.

[0036] With respect to the first and second embodi-
ments, the above explanations refer to the structures
designed to prevent PIN information from being stolen
when the PIN information is transmitted from the key-
board to the CPU. Therefore, the following explanation
will be given of how the PIN information is prevented
from being stolen when the PIN collation command is
transmitted from the CPU to the IC card 31, i.e., it passes
through the system data bus 24.

[0037] In the first and second embodiments, in the
case where the PIN collation command is sent from the
CPU to the IC card 31, the structure or representation
of the PIN information included in the command is
changed to make the PIN information hard to read out.
In both those embodiments, the same operation is per-
formed when the PIN collation command is transmitted
through the system data bus 24. Therefore, the following
explanation will be given with reference to the first em-
bodiment only.

[0038] Referring to FIG. 1, when the CPU of the con-
trol section 22 receives PIN information input by the op-
erator through the specific bus 32, IC card PIN collation
instruction information, i.e., a PIN collation command,
which is produced in such a manner as to include the
PIN information, is transmitted through the system data
bus 24.

[0039] The PIN collation command is received by the
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IC card interface 28, and then supplied to the IC card
31 as instruction information, as shown in FIG. 4A.
When receiving the instruction information, the IC card
31, as mentioned above, fetches the PIN information
from the instruction information, and checks whether or
not the PIN information is identical to the PIN information
registered in advance in the IC card 31. The IC card 31,
as shown in FIG. 4A, sends answer information repre-
senting a result of checking to the IC card interface 28,
and then the answer information is sent to the CPU of
the control section 22 through the system data bus 24.
[0040] FIG. 4B shows an example of the structure of
instruction information produced as a PIN collation com-
mand. The instruction information comprises a PIN col-
lation instruction code 51, length information 52, a PIN
information portion 53, and an information confirmation
code 54, which are arranged in that order. The length
information 52 is information representing the informa-
tion amount of the entire PIN information portion 53 in
the number of bytes. Therefore, when receiving the in-
struction information, the IC card 31 fetches the PIN in-
formation portion 53 from the instruction information by
referring to the length information 52, and collates the
PIN information portion 53 with the PIN information reg-
istered in advance in the IC card 31.

[0041] Onthe other hand, the answer information sent
from the IC card 31 has a structure shown in FIG. 4C,
and comprises a PIN collation answer code 55, length
information 56, an instruction execution result code 57,
and information confirmation code 58, which are ar-
ranged in that order.

[0042] With reference to FIGS. 5 and 6, the following
explanation will be given for a method of changing the
representation of the PIN information portion 53 includ-
ed in the PIN collation command shown in FIG. 4B in
accordance with the kind of an IC card inserted.
[0043] Before the "start" specified in the flowchart of
FIG. 5, the IC card 31 to be processed is inserted into
the IC card interface 28, and a reset signal necessary
for the operation of the IC card 31 is supplied thereto,
thereby to obtain an initial answer-to-reset signal from
the IC card 31. Then, the operation is shifted to step S1
shown in FIG. 5, and information, e.g., a program ver-
sion is obtained as information representing the kind of
the IC card 31. The program version is contained in the
IC card 31, and means a program version of a ROM 31A
storing an operation program of the IC card 31. When
the initial answer-to-reset signal is sent from the IC card
31 to the CPU of the control section 22 through the sys-
tem data bus 24, the CPU checks the program version
of the IC card 31 on the basis of the initial answer-to-
reset signal, and regards the program version as infor-
mation representing the kind of the IC card 31.

[0044] The CPU of the control section 22 has a
number of information indicating representations one of
which is to be applied to the PIN information portion of
the PIN collation command, and is selected in accord-
ance with, e.g., the contents of the program version of
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the IC card 31. In step S2, as shown in FIG. 5, one of
the representations is selected as a representation of
PIN information to be sent to the IC card 31 in accord-
ance with version information.

[0045] As the above representations, an ASCII repre-
sentation, a binary representation, a pack representa-
tion, and an unpack representation are provided. One
of those representations is selected in accordance with
the program version.

[0046] In step S3, a display section 25 displays, e.g.,
characters which requests the operator to input his or
her PIN. In step S4, the PIN information obtained from
the keyboard interface 29 via the specific bus 32 is mod-
ified in accordance with the selected representation,
thereby producing instruction information as a PIN col-
lation command to be transmitted to the IC card 31.
[0047] In step S5, the produced instruction informa-
tion is sent from the CPU of the control section 22 to the
IC card 31 through the system data bus 24, and is sub-
jected to PIN collation in the IC card 31. In step S6, in-
formation representing a result of collation is sent as an-
swer information from the IC card 31 to the CPU of the
control section 22. In step S7, the CPU checks an in-
struction execution result code in the answer informa-
tion, and then, for example, information indicating that
the operation is normally ended (normal end) or it is ab-
normally ended (abnormal end) is displayed on a display
section 25 based on a result of checking.

[0048] When the operation is normally ended, it
means that it is determined that the PIN input by the op-
erator is identical to the PIN stored in the IC card 31,
and thus the operator is a legitimate possessor of the
IC card 31. Thereafter, a transaction designated by the
operator is performed. In contrast, when the operation
is abnormally ended, various cases are considerable.
For example, when the input PIN is not identical to the
stored PIN, a message requesting the operator to re-
input his or her PIN is displayed. In another case, a mes-
sage is displayed which indicates that the transaction is
impossible due to occurrence of abnormality in the IC
card. Consequently, the IC card is ejected from the in-
terface 28.

[0049] FIGS. 6A, 6B and 6C show examples of the
structures of PIN collation commands which use the AS-
CllI representation, the binary representation, and the
pack representation, respectively.

[0050] FIG. 6A shows a PIN collation command pro-
duced according to the ASCII representation. The PIN
collation command contains information of four figures
as PIN information, which are obtained, for example
from the "1" key, the "2" key, the "3" key and the "4" key
of the keyboard 30, respectively. Therefore, a length in-
formation portion 62 is represented by length informa-
tion of 1 byte "04h". PIN information portions 63, 64, 65
and 66 are respectively represented by information of 1
byte "31h", "32h", "33h" and "34h" of the ASCII repre-
sentation. The "h" indicates that the data is hexadeci-
mally represented.
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[0051] As shown in FIG. 6B, when the binary repre-
sentation is selected, the length information of a length
information portion 72, as well as that of the length in-
formation portion 62, is "04". However, PIN information
portions 73, 74, 75 and 76 are respectively represented
by "01h", "02h", "03h" and "04" of hexadecimal binary
representation.

[0052] When the pack representation is selected as
shown in FIG. 6C, the length information of a length in-
formation portion 82 is "02h" which is half that of each
of the above length information portions 62 and 72. PIN
information portions 83 and 84 are represented by "12h"
and "34h" of the pack representation, respectively,
which are obtained by packing "1" and "2" and packing
"3" and "4".

[0053] For example, when an IC card newly inserted
in the IC card interface 28 differs from that of the previ-
ously inserted IC card regarding the program version
and the representation of the PIN information portion, a
PIN collation command is produced in accordance with
the representation selected in step S2 shown in FIG. 5,
and PIN collation processing is executed in the same
manner as in the previously inserted IC card.

[0054] The above explanation and FIGS. 5, 6A, 6B
and 6C refer to the case where a desired representation
is selected as a representation of PIN information from
among the ASCII representation, the binary represen-
tation, the pack representation, and the unpack repre-
sentation.

[0055] However, after the desired representation is
selected, the order may be changed in which PIN infor-
mation portions of PIN information produced in accord-
ance with the selected representation are arranged. In
this case, the PIN information is more reliably prevented
from being stolen when being sent through the system
data bus 24.

[0056] FIGS. 7Ato7F show examples of various mod-
ifications of the structure of the PIN collation command.
[0057] More specifically, FIG. 7A shows a PIN colla-
tion command obtained by selecting the forward struc-
ture after the ASCII representation is selected as in the
PIN collation command shown in FIG. 6A. Therefore,
the PIN collation command shown in FIG. 7A is the
same as that shown in FIG. 6A in structure.

[0058] FIG. 7B shows a PIN collation command ob-
tained by selecting the reverse structure after the binary
representation is selected. In the PIN collation com-
mand, PIN information portions 63, 64, 65 and 66 are
represented by "04h", "03h", "02h" and "01h", respec-
tively.

[0059] FIGS. 7C to 7F respectively show four PIN col-
lation command pieces each obtained by selecting the
1 byte structure, which are necessary for transmission
of PIN information of 4 bytes of ASCII representation.
[0060] FIG. 7C shows the structure of the first PIN col-
lation command piece indicating the first one of four fig-
ures constituting PIN. The first PIN collation command
piece consists of a PIN collation instruction code 61,
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length information 62 represented by "01h", a PIN infor-
mation portion 63 represented by "31h" which is the first
one of 4 bytes of the PIN information, and an information
confirmation code 67. The second PIN collation com-
mand piece, as shown in FIG. 7D, has a PIN information
portion 64 which is the second information portion of the
command piece from left, and which is represented by
"32h" which is the second one of the 4 bytes of the PIN
information. The third PIN collation command piece, as
shown FIG. 7E, has a PIN information portion 65 which
is the third information portion of the command piece
from left, and which is represented by "33h" which is the
third one of the 4 bytes of the PIN information. The fourth
PIN collation command piece, as shown in FIG. 7F, has
a PIN information portion 66 which is the fourth informa-
tion portion of the command piece from left, and which
is represented by "34h" which is the fourth one of the 4
bytes of the PIN information.

[0061] FIG. 8 is a flowchart of the operation of the IC
card processing apparatus which includes a step of se-
lecting the structure of a PIN collation command in the
above manner, and illustrates steps which are carried
out after reception of an initial answer-to-reset signal
from the IC card 31 as in the flowchart of FIG. 5.
[0062] More specifically, after reception of the initial
answer-to-reset signal from the IC card 31, the opera-
tion is shifted to step S11 which is the first step, and in-
formation of a program version is obtained as informa-
tion representing the kind of the IC card 31, as shown
in FIG. 8.

[0063] The CPU of the control section 22 has infor-
mation representing structures one of which is to be ap-
plied to the PIN information portions of a PIN collation
command, and selects one of the structure in step S12
in accordance with the program version.

[0064] As shown in FIGS. 7A to 7F, the forward struc-
ture, the reverse structure, the 1 byte structure, and the
like are provided, and one of them is selected as a struc-
ture of the PIN information portions.

[0065] Thereafter, in step S13, for example, the dis-
play section 25 displays characters which request the
operator to input his or her PIN. In step S14, the PIN
information obtained from the keyboard interface 29
through the specific bus 32 is modified in accordance
with the representation of the selected structure, there-
by producing instruction information as a PIN collation
command to be sent to the IC card 31. In step S15, the
produced instruction information is sent from the control
section 22 to the IC card 31, and its PIN is collated with
the PIN registered in the IC card 31. In step S16, infor-
mation representing a result of collation is sent to the
control section 22 as answer information. In step S17,
the control section 22 checks an instruction execution
result code included in the answer information, and
then, for example, the display section 25 displays a nor-
mal end or an abnormal end.

[0066] As explained in detail above, the IC card
processing apparatus of the present invention has a
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structure which has the following features and advan-
tages:

[0067] Transaction information such as PIN informa-
tion which needs to be kept secret is sent from a key-
board to a control section such as a CPU without pass-
ing through a system data bus, thus reliably preventing
the information from being stolen. Moreover, the struc-
ture or representation of PIN information to be proc-
essed by an IC card can be selected, as a result of which
the PIN information can be kept secret more reliably.
Thus, the information is prevented from being stolen
even when a collation command including the secret in-
formation is sent to the IC card through the system data
bus. In addition, a larger number of kinds of IC cards
can be processed.

Claims
1. IC card processing apparatus, comprising

a control section (22) for processing IC card in-
formation,

a system bus (24) connected to said control
section,

an IC card interface (28) to which an IC card
(31) is to be removably connected, said IC card
interface being connected to said system bus,
and

information inputting means (29, 30; 43) for in-
putting information to said control section,

a data bus (32), provided separately from said
system bus and connected to said information
inputting means and said control section,
through which the information input by said in-
formation inputting means is transmitted to said
control section, or

specific input/output ports (43A, 43B) of said
control section, which are connected to said in-
formation inputting means, for receiving the in-
formation input by said information inputting
means,

the control section further comprising produc-
ing means (22) for producing a PIN collation
command on the basis of a PIN information in-
put by said information inputting means, trans-
mitting means (24) for transmitting the PIN col-
lation command to said IC card through said
system bus and said IC card interface, and
means (22) for arranging data constituting the
PIN information in a predetermined data format
on the basis of information representing a kind
of the IC card, the information being the pro-
gram version of the IC card (31).

2. The IC card processing apparatus according to
claim 1, characterized in that said data bus (32) is
provided and said information inputting means (29,
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30) includes a keyboard (30) and a keyboard inter-
face (29) provided between said keyboard and said
control section.

3. The IC card processing apparatus according to
claim 1, characterized in that said specific input/
output ports (43A, 43B) are provided and said infor-
mation inputting means comprises a key matrix cir-
cuit (43) having a plurality of key switches, and
means (X1 to X4, Y1 to Y4) for connecting said key
matrix circuit and said input/output ports.

4. The IC card processing apparatus according to one

of claims 1 to 3, characterized in that the appara-
tus further comprises operation instructing means
(25), connected to said control section by said sys-
tem bus, for giving an instruction for an input oper-
ation of transaction information including PIN, when
a transaction is performed by use of said IC card.

5. The IC card processing apparatus according to
claim 4, characterized in that said operation in-
structing means (25) is a display device (25) for giv-
ing an instruction for an operation including input of
the PIN, by use of one of an image and characters,
when the transaction is performed.

6. TheIC card processing apparatus according to one
of claims 1 to 5, characterized in that said arrang-
ing means (22) includes means (22) for converting
the PIN information into PIN data represented ac-
cording to a predetermined representation selected
in accordance with the program version of the IC
card.

Patentanspriiche

1. IC-Kartenverarbeitungsvorrichtung mit

einem Steuerabschnitt (22) zur Verarbeitung
von |C-Karteninformation,

einem Systembus (24), der mit dem Steuer-
abschnitt verbunden ist,

einer |IC-Kartenschnittstelle (28) mit der eine
IC-Karte (31) entfembar zu verbinden ist, wobei die
IC-Kartenschnittstelle mit dem Systembus verbun-
den ist, und

einem Informationseingabemittel (29, 30; 43)
zur Eingabe von Information in den Steuerab-
schnitt,

einem Datenbus (32), der separat von dem
Systembus bereitgestellt und mit dem Informations-
eingabemittel und dem Steuerabschnitt verbunden
ist, Uber den die von dem Informationseingabemit-
tel eingegebene Information an den Steuerab-
schnitt Gbertragen wird, oder

an bestimmte Eingabe-/Ausgabe-Anschlisse
(43A, 43B) des Steuerabschnitts, die mit dem Infor-
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mationseingabemittel verbunden sind, um von dem
Informationseingabemittel eingegebene Informati-
on zu empfangen, wobei

der Steuerabschnitt ferner ein Erzeugungs-
mittel (22) aufweist zum Erzeugen eines PIN-Ver-
gleichsbefehls basierend auf einer von dem Infor-
mationseingabemittel eingegebene PIN-Informati-
on, ein Ubertragungsmittel (24) zum Ubertragen
des PIN-Vergleichsbefehls an die IC-Karte Uber
den Systembus und die IC-Kartenschnittstelle, und
ein Mittel (22) zum Anordnen von Daten, die die
PIN-Information bilden, in einem vorbestimmten
Datenformat basierend auf einer Information, die ei-
ne Art der IC-Karte reprasentiert, wobei die Infor-
mation die Programmversion der IC-Karte (31) ist.

IC-Kartenverarbeitungsvorrichtung nach Anspruch
1, dadurch gekennzeichnet, dass der Datenbus
(32) bereitgestelltist, und das Informationseingabe-
mittel (29, 30) eine Tastatur (30) und eine Tastatur-
schnittstelle (29), die zwischen der Tastatur und
dem Steuerabschnitt gebildet ist, aufweist.

IC-Kartenverarbeitungsvorrichtung nach Anspruch
1, dadurch gekennzeichnet, dass die spezifi-
schen Eingabe-/Ausgabe-Anschliusse (43A, 43B)
gebildet sind, und das Informationseingabemittel
eine Tastenmatrixschaltung (43) enthalt, die eine
Mehrzahl von Tastenschaltern aufweist, und ein
Mittel (X1 bis X4, Y1 bis Y4), um die Tastenmatrix-
schaltung und die Eingabe-/Ausgabe-Anschlisse
zu verbinden.

IC-Kartenverarbeitungsvorrichtung nach einem der
Anspriiche 1 bis 3, dadurch gekennzeichnet,
dass die Vorrichtung ferner ein Operationsanwei-
sungsmittel (25) aufweist, welches mit dem Steuer-
abschnitt durch den Systembus verbunden ist, um
eine Anweisung fiir eine Eingabeoperation von
Transaktionsinformation, einschlieRlich der PIN, zu
liefern, wenn eine Transaktion durch Verwendung
der IC-Karte durchgefiihrt wird.

IC-Kartenverarbeitungsvorrichtung nach Anspruch
4, dadurch gekennzeichnet, dass das Operati-
onsanweisungsmittel (25) eine Anzeigevorrichtung
(25) ist, um eine Anweisung fiir eine Operation zu
geben, einschliellich der Eingabe der PIN, durch
Verwendung eines Bildes und/oder von Zeichen,
wenn die Transaktion durchgefihrt wird.

IC-Kartenverarbeitungsvorrichtung nach einem der
Anspriche 1 bis 5, dadurch gekennzeichnet,
dass das Anordnungsmittel (22) ein Mittel (22) auf-
weist zur Umwandlung der PIN-Information in
PIN-Daten, die gemal einer vorbestimmten Dar-
stellung dargestellt sind, die gemaR der Programm-
version der IC-Karte ausgewahlt ist.
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Revendications

1.

Appareil de traitement de carte de circuit intégré,
comprenant :

une section de commande (22) sevant a traiter
des informations de la carte de circuit intégre,
un bus systéme (24) connecté a ladite section
de commande,

une interface (28) de carte de circuit intégré, a
laquelle une carte de circuit intégré (31) est
connectée de fagon amovible, ladite interface
de carte de circuit intégré étant connectée audit
bus systéme, et

un moyen (29, 30 ; 43) d'entrée d'informations
servant a introduire des informations dans la-
dite section de commande,

comprenant également :

un bus de données (32), prévu séparément du-
dit bus systéme et connecté audit moyen d'en-
trée d'informations et a ladite section de com-
mande, par l'intermédiaire duquel les informa-
tions introduites par ledit moyen d'entrée d'in-
formations sont transmises a ladite section de
commande, ou bien

des acceés d'entrée/sortie spécifiques (43A,
43B) de ladite section de commande, qui sont
connectés audit moyen d'entrée d'informa-
tions, afin de recevoir les informations introdui-
tes par ledit moyen d'entrée d'informations,

la section de commande comprenant en outre
un moyen de production (22) servant a produire
une instruction de collationnement de PIN, a
savoir numeéro d'identification personnel, sur la
base d'une information de PIN introduite par le-
dit moyen d'entrée d'informations, un moyen de
transmission (24) servant a transmettre l'ins-
truction de collationnement de PIN a ladite car-
te de circuit intégré par l'intermédiaire dudit bus
systéeme et de ladite interface de carte de circuit
intégré, et un moyen (22) servant a ranger des
données constituant I'information de PIN sui-
vant un format de données prédéterminé sur la
base d'informations représentant le type de la
carte de circuit intégré, les informations étant
la version de programme de la carte de circuit
intégré (31).

Appareil de traitement de carte de circuit intégré se-
lon la revendication 1, caractérisé en ce que ledit
bus de données (32) est prévu et ledit moyen d'en-
trée d'informations (29, 30) comporte un clavier (30)
et une interface (29) de clavier placée entre ledit
clavier et ladite section de commande.

Appareil de traitement de carte de circuit intégré se-
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lon la revendication 1, caractérisé en ce que les-
dits acces d'entrée/sortie spécifiques (43A, 43B)
sont prévus et ledit moyen d'entrée d'informations
comprend un circuit de matrice de touches ayant
une pluralité de commutateurs de touches, et un
moyen (X1 a X4, Y1 a Y4) servant a connecter ledit
circuit de matrice de touches et lesdits accés d'en-
trée/sortie.

Appareil de traitement de carte de circuit intégre se-
lon I'une quelconque des revendications 1 a 3, ca-
ractérisé en ce que l'appareil comprend en outre
un moyen (25) de production d'instruction de fonc-
tionnement, connecté a ladite section de comman-
de par ledit bus systéme, et servant a donner une
instruction relative a une opération d'entrée d'infor-
mations de transaction comportant un PIN, lor-
qu'une transaction est effectuée au moyen de ladite
carte de circuit intégré.

Appareil de traitement de carte de circuit intégré se-
lon la revendication 4, caractérisé en ce que ledit
moyen produisant une instruction de fonctionne-
ment (25) est un dispositif d'affichage (25) servant
a donner une instruction relative a une opération
comportant I'entrée du PIN, au moyen d'une image
ou au moyen de caractéres, lorsque la transaction
est effectuée.

Appareil de traitement de carte de circuit intégre se-
lon I'une quelconque des revendications 1 a 5, ca-
ractérisé en ce que ledit moyen de rangement (22)
comporte un moyen (22) servant a convertir l'infor-
mation de PIN en données de PIN représentées en
fonction d'une représentation prédéterminée sélec-
tionnée en fonction de la version de programme de
la carte de circuit intégré.
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