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EP 0 924 902 B9
Description

[0001] This invention relates to bandwidth control over a telecommunications network. In particular, the invention
relates to bandwidth control for controlling communication flow on a connection to a network station, for example for
controlling TCP/IP traffic on an Internet connection.

[0002] Conceptually, the Internet provides three sets of services. At the lowest level, a connectionless delivery system
provides a foundation on which everything rests. At the next level, a reliable transport service provides a high level
platform. At the third level, application services are provided which rely on the reliable transport service.

[0003] A fundamental Internet service consists of an unreliable, best-effort, connectionless, packet delivery system.
The service is described as being "unreliable” because delivery is not guaranteed. A packet may be lost, duplicated, or
delivered out of order, but the Internet will not detect such conditions, nor will it inform the sender or receiver. The service
is described as being "connectionless" because each packet is treated independently from all others. A sequence of
packets sent from one machine to another may travel over different paths, or some may be lost while others are delivered.
The service may be described as "best-effort" because the Internet aims to deliver packets.

[0004] The protocol that defines the unreliable, connectionless, delivery mechanism is called the "Internet Protocol",
and is usually referred to by ist initials IP. IP defines the formal specificafion of data formats, including a basic unit of
data transfer and the exact format of all data passing across the Internet. IP also includes rules which specify how
packets should be processed and how errors should be handled In particular, IP embodies the idea of unreliable delivery
and packet routing.

[0005] Above the IP layer of the Internet protocol structure one service which is provided is a reliable transport service
which is typically called the "reliable stream transport service", defined by the Transmission Control Protocol (TCP). The
combination of the TCP protocol and the underlying Internet protocol (IP) is often referred to as TCP/IP.

[0006] The reliable stream delivery service provided by the TCP can be contrasted with the unreliable datagram
protocol (UDP) which is also provided over the Internet. The UDP provides an unreliable delivery service because
delivery is not guaranteed. For example, packets may be lost or destroyed when transmission errors interfere with data,
when network hardware fails, or when networks become too heavily loaded to accommodate the load presented.
[0007] The TCP on the other hand has a complex structure providing delivery by means of a stream of bits, divided
into eight-bit bytes. The TCP specifies the format of the data and acknowledgements that two computers are to exchange
to achieve reliable transfer, as well as the procedure to ensure that data arrives correctly.

[0008] Further details of aspects of the Internet and TCP/IP protocols may be found, for example, in the following US
patents: 5,293,379; 5,307,347; 5,307,413, 5,309,437; 5,351,237; and 5,535,199.

[0009] As mentioned above, given that the underlying Internet protocol is unreliable, TCP transmissions operate in
accordance with a technique known as positive acknowledgement with retransmission. The technique requires a recipient
to communicate with the source, sending back an acknowledgement message every time it receives data. The sender
keeps a record of each packet that it sends and waits for an acknowledgement before sending the next packet. The
sender also starts a timer when it sends its packet and retransmits a packet if the timer expires before the acknowledge-
ment arrives.

[0010] The period between the transmission of a message and the receipt of an acknowledgement (say Al) is termed
the Round-Trip-Time (RTT). The RTT varies over time depending upon many factors such as, for example, network
loading (e.g., delays at intermediate nodes in the system) and loading on the receiver. An important factor in determining
the RTT is the available bandwidth. Thus, where multiple clients have access to a common server, for example, in order
to balance the quality of service between clients, it is desirable to control the bandwidth allocated to the individual clients.
[0011] Abandwidth control mechanism has been proposed which is based on the measurement ofthe RTT experienced
on a given connection and the advertised TCP window size of the receiver which is to be found in the WINDOW field of
a TCP header. The RTT can be defined as the time between sending a byte with a particular sequence number and
receiving an acknowledgment that covers that sequence number.

[0012] With such an arrangement, the maximum amount of bandwidth that has been used by a particular connection
since an arbitrary time t(i-1) depends on the value of both parameters according to the expression known as the "Band-
width-Delay Product":

Used Bandwidth since t(i-1) bps = Receiver Window Size since t(i-1)/ RTT(S) (1.

[0013] This expression presents a direct way of modifying the bandwidth usage of a particular flow. In other words, if
we know the RTT of the flow, we can act on the Window Size value to get the desired bandwidth.

[0014] However, the computation described above has limitations. Firstly, there is the problem of determining the
value of the RTT with sufficient precision. The computation of the RTT is not an easy task as it requires arrival of packets
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in both directions between two stations to be taken into account. Also, the RTT is not the same for every packet (e.g.,
a TCP acknowledgment may acknowledge the reception of various packets). Moreover, an average (non-instantaneous)
calculation must be adopted. Further information on the so-called bandwidth delay product can be found in, for example,
TCP/IP illustrated, Volume 1: The Protocols W. Richard Stevens Addison-Wesley, October 1995.

[0015] Although TCP is provided over the Internet, it is in fact an independent general purpose protocol which can
also be used with other delivery systems. TCP makes very few assumptions regarding the underlying network, and it
can also be used over a single network like Ethernet, as well as over a complex Internet, or Intranet. Indeed, although
particularimplementations of the invention are described in the context of the TCP/IP traffic over the Internet, the invention
is not limited thereto.

[0016] Accordingly the present invention seeks to provide a solution to bandwidth control without the disadvantages
of the approach described above.

[0017] EP-A-0458033 describes a method and apparatus for dynamically adjusting the window size in a session
between a sender and a receiver over a link of a packet transmission network. Also described is a method of sharing
pacing credits among a number of sessions during which packets are to be transmitted over a packet transmission
network.

SUMMARY OF THE INVENTION

[0018] Particular and preferred aspects of the invention are set out in the accompanying independent and dependent
claims.

[0019] In accordance with an aspect of the invention, there is provided a computer implemented method of controlling
network bandwidth by dynamically determining a current window size for a destination buffer as a bandwidth control
parameter for a communication flow. The method comprises:

a) determining a first window size for the destination buffer at a first time; and
b) determining a current window size at a second time as a function of the first window size, a desired bandwidth
value and a bandwidth used between the first time and the second time.

[0020] Thus, a method according to the invention provides a solution to the problem of achieving a desired bandwidth
for a particular connection, without the problems associated with RTT calculations as described in the introduction. An
embodiment of the invention enables a "desired bandwidth" limit to be assigned to a specific connection, for example a
TCP connection, and for the adaptive determination of a window size for a communication flow without needing to
perform absolute RTT calculations. In other words, whereas the approach described in the introduction involves the
control of bandwidth in response to calculation of an absolute RTT value, an embodiment of the present invention
employs a relative, or differential, approach providing successive recalculation of a current window size value based on
a prior widow size value.

[0021] In accordance with another aspect of the invention, there is provided a bandwidth control mechanism for
controlling network bandwidth by dynamically determining a current window size for a destination buffer as a bandwidth
control parameter for a communication flow, the mechanism comprising means for determining a first window size for
said destination buffer at a first time and for determining a current window size as a function of a first window size, a
desired bandwidth value and a bandwidth used between the first time and a second time.

[0022] In accordance with an embodiment of the invention, there is provided a bandwidth control mechanism for a
telecommunications network station. The bandwidth control mechanism is configured to be operable to define a current
window size for a destination buffer as a bandwidth control parameter for a communication flow. The bandwidth control
mechanism is configured to be responsive to a window size determined for the destination buffer at a prior time, a desired
bandwidth value and a bandwidth used between the prior time and a current time for determining the current window size.
[0023] An embodiment of a bandwidth control mechanism according to the invention takes account of the realisation
that bandwidth control can be achieved without the calculation of an absolute RTT value, but rather on the basis of a
relative, or differential calculation of current window size based on a prior calculation of window size.

[0024] Surprisingly, the relative computational approach of an embodiment of the invention enables more accurate
control of bandwidth for a connection than would be possible with an absolute computation of an RTT value. Typically,
absolute RTT calculation can only be achieved with low precision. As the RTT error margin is high, the bandwidth error
margin is also high. In an embodiment of the invention, the error margin in bandwidth computation can be reduced
dramatically by the use of the adaptive (delta) approach (i.e. a relative or differential approach) rather than an approach
based on absolute calculation of RTT values.

[0025] As an embodiment of the invention provides bandwidth control without any direct computation of RTT values,
further advantages result. Firstly, the "error margin" is not accumulative. Also, whereas direct RTT computation requires
two-way control (packet sending plus acknowledgment reception), which is time consuming and makes high memory
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demands, the computations in an embodiment of the invention may be based on a one way control (e.g., the detection
of TCP acknowledgments).

[0026] The bandwidth control mechanism can be provided as a software bandwidth control mechanism on a carrier
medium (e.g. a computer readable storage medium such as an optical or magnetic disk or tape, solid state storage, etc.,
or telecommunications medium such as a telephone line, a wireless connection, etc., or indeed any other suitable carrier
medium).

[0027] The bandwidth control mechanism can also be implemented as a quality of service unit for a telecommunications
network or network station.

[0028] The invention also provides a telecommunications network station comprising a bandwidth controller.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] Exemplary embodiments of the present invention will be described hereinafter, by way of example only, with
reference to the accompanying drawings in which like reference signs relate to like elements and in which:

Figure 1 is a schematic representation of a telecommunications environment including a plurality of stations inter-
connected via a network;

Figure 2 is a schematic representation of one possible implementation of a station;

Figure 3 is a schematic representation of another possible implementation of a station;

Figure 4 is a schematic representation of a datagram format for use on the network;

Figure 5 is a schematic representation of a segment format for use on the network;

Figure 6 illustrates the transmission of packets and acknowledgements over the network;

Figure 7 illustrates the variation of a round trip time over time;

Figure 8 is a flow diagram representing the operation of one embodiment of the invention;

Figure 9is a schematic block diagram of a bandwidth control mechanism according to an embodiment of the invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0030] Particular embodiments of the invention will now be described which employ an adaptive TCP window size
calculation method in the context of an Internet application. However, it will be appreciated that the invention is not
limited thereto, and that the invention finds application to any communications network application where available
bandwidth is a function of round trip time factors, and vice versa.

[0031] Figure 1 of the accompanying drawings is a schematic representation of an instance of a computer network
where a number of stations 10 communicate via a network 12. The network could be a local area network (LAN) or wide
area network (WAN), and intra- or Inter-network. Each of the stations 10 could be formed by a single computer or by a
network of computers, for example a LAN or WAN. Also, although only four stations 10 are shown, it will be appreciated
that a typical computer network includes many more stations arranged in a complex interconnection structure. The
interconnection structure could be at one logical level, or could employ at least in part a hierarchical structure. The
individual stations 10 can make variable demands on the system, both relative to each other and over time. In a typical
situation, a relatively smaller number of the stations 10 will form server stations and a relatively larger number of the
stations 10 will form client stations. Some may act as both client and server stations in different aspects of their operation.
[0032] Figure 2 of the accompanying drawings is a schematic representation of a possible configuration for a computer
system which could form one of the stations 10. These stations can be implemented using any appropriate technology.
However, as illustrated in Figure 2, the station 10 is implemented by a server computer 20 comprising a system unit 22,
optionally with a display 38, keyboard 40 and other input devices 42. It should be noted that the station 10 need not
include a keyboard, display, etc. Figure 2A of the accompanying drawings is a schematic block representation of aspects
of the contents of the system unit 22. As illustrated in Figure 2A, the system unit includes a processor 28, memory 30,
disk drives 24 and 26, and a communications adaptor 32 for connection to one or more telecommunications lines 34 for
connection to the telecommunications network 12. As illustrated in Figure 2A, the components of the system unit are
connected via a bus arrangement 36. It will be appreciated that Figures 2/2A are a general schematic representation of
one possible configuration for a server computer for forming a router or sender or destination station, and that many
alternative configurations could be provided.

[0033] Figure 3 illustrates another example of a possible implementation of one of the stations 10. In this case, the
station 10 forms a quality of service (QoS) controller 37 for a local area network 38, to which a plurality of computers 39
are connected. The quality of service controller 37 controls local area network access to and/or from the external network
12 and can also control other access and service functions within the local area network.

[0034] Particular embodiments of the invention described hereinafter relate to bandwidth control in a TCP/IP Internet
environment, although, as mentioned above, it should be understood that the invention is not limited thereto.
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[0035] As mentioned above, the basic unit of data transfer over the Internet is termed an "Internet datagram", or
alternative "IP datagram", or simply "datagram". A datagram comprises header and data areas, and source and desti-
nation addresses. There is no fixed size for a datagram. Bearing this in mind, and also the physical constraints of the
underlying hardware services on which the Internet is based, it is necessary to divide the datagram into portions called
"fragments".

[0036] Figure 4 illustrates the format of an Internet datagram. The same format is used for a fragment of a datagram.
[0037] The 4 bit version field (VERS) specifies the IP protocol version and is used to ensure that all of the nodes along
the path of the datagram agree on the format.

[0038] The LEN field gives the datagram header length measured in 32 bit words. The TOTAL LENGTH field gives
the length of the IP datagram measured in octets including the length of the header and data.

[0039] The SERVICE TYPE field contains handling details for the datagram.

[0040] Three fields in the datagram header, IDENT, FLAGS, and FRAGMENT OFFSET, control fragmentation and
reassembly of datagrams. The field IDENT contains a unique identifier that identifies the datagram.

[0041] In the FLAGS field, a first bit specifies whether the datagram may be fragmented, and a second bit indicates
whether this is the last fragment in the datagram. The FRAGMENT OFFSET field specifies the offset of this fragment
in the original datagram, measured in units of 8 octets, starting at offset zero.

[0042] As each fragment has the same basic header format as a complete datagram, the combination of the FLAGS
and FRAGMENT OFFSET fields are used to indicate that the headers relate to fragments, and to indicate the position
of the fragment within the original datagram. The FRAGMENT OFFSET field identifies the position within the datagram,
and the second of the FLAGS bits mentioned above (which is sometimes called the MORE FRAGMENTS flag) is used
to indicate whether there are any more fragments in the datagram, or conversely that the fragment concerned is the last
fragment of the datagram.

[0043] The field PROTO is a form of type field. The HEADER CHECK SUM figure ensures integrity of header values.
[0044] SOURCE IP ADDRESS and DESTINATION IP ADDRESS contain 32 bit Internet addresses of the datagram’s
sender and intended recipient. The OPTIONS field and the PADDING field are optional in the datagram. The field labelled
DATA represents the beginning of the data field.

[0045] Figure 5 represents the format of a segment used to communicate between two nodes under the TCP. Each
segment s divided into two parts, a header followed by data. The header comprises SOURCE PORT and DESTINATION
PORT fields containing the TCP PORT numbers that identify the application programs at the end of the connection. The
SEQUENCE NO. identifies the position in the sender’s byte stream of the data in the segment. The ACKNOWLEDGE-
MENT NO. field identifies the position of the highest byte that the source has received. The SEQUENCE NO. refers to
the stream flowing in the same direction as the segment, while the ACKNOWLEDGEMENT NO. refers to the stream
flowing in the opposite direction. The OFF field contains an integer that specifies the offset of the data portion of the
segment. This is needed because the OPTIONS field varies in length. The field RES is reserved for future use. Segments
can be used to carry an acknowledgement or data or requests to establish or close a connection. The CODE field is
used to determine the purpose and content of the segment. The WINDOW field specifies the buffer size that the destination
is willing to accept every time it sends a segment. The CHECK SUM field includes a TCP header check sum. The
URGENT POINTER field is used for identifying urgent data.

[0046] The OPTIONS field is used to communicate information with the destination. For example, the OPTIONS field
can be used to specify a maximum segment size. The DATA indication represents the start of the data field of the segment.
[0047] Asthe TCP sends data and variable length segments, acknowledgements necessarily refer to a position in the
stream, and not to packets or segments. Each acknowledgement specifies one greater than the highest byte position
that has been received. Accordingly, acknowledgements specify the number of the next byte that the receiver expects
to receive.

[0048] Figure 6 is a schematic representation of the transmission and reception of packets and acknowledgements.
The left hand side of Figure 6 represents events at a sender side 50, the right hand side represents events at a receiver
side 52 and the middle portion represents network messages passing between the sender and the receiver.

[0049] At 54, the sender 50 (eg, a client station 10) sends a packet P1 to a receiver 52 (eg, a server station 10) via
the network and starts a timer for message P1. When the receiver 52 receives, 56, the packet P1; the receiver then
sends, 58, an acknowledgement A1. When the acknowledgement A1 is received, 60, at the sender 50, the sender can
cancel the timer and send 62, the next packet P2 to the receiver 52 setting a timer for the message P2. When the receiver
52 receives, 64, the packet P2, it sends 66, a second acknowledgment A2, to the sender 50. Once again the sender
can cancel the timer. The process then continues with the transmission of further packets on receipt of the second
acknowledgement A2.

[0050] Figure 7 illustrates a variationin Round-Trip-Time over time. As the value of the RTT changes only very gradually
over time t, the RTT values at two close timings t(i-1) and t(i) are substantially the same.

[0051] Thus, if the "Used bandwidth" of flow over a connection in two samples, close enough to each other, say at
times t(i-1) and {(i), is considered, then the following assumption can be made:
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RTT((G-1)) = RTT(G)" 4 | @)

[0052] This assumption is quite reasonable, because the RTT does not vary significantly under normal circumstances
as represented in Figure 7. If this assumption is made, then one can compute the "window size since t(i)" needed in
order to get a "desired bandwidth since t(i)" according to the value of the old "window size since t(i-1)" and the "actual
used bandwidth since t(i-1)". Thus:

WSt(i) = WSt(i-1) * DUBL(i) / AUBi(-1), (3)
where:
WSH(i) = Window Size since {(i)
WSH(i-1) = Window Size since t(i-1)
DUBL(i) = Desired Used Bandwidth since t(i))

AUBLt(i-1) = Actual Used Bandwidth since {(i-1)

[0053] These computations can all be made without knowing the real value of RTT. It is to be noted that this takes
account of the fact that RTT typically evolves gradually between two "close enough" samples at time t(i-1) and t(i) and
is not based on an absolute value of RTT at t(i-1) and t(i). The technique employed by an embodiment of the invention
thus provides the solution of a one-variable function (the RTT as a function of time) whose absolute values are not
precisely known, by using its derivative. This is possible because the derivative of the function is very small and approx-
imates to zero.

[0054] Apart from the error margin improvement, another advantage resides in the fact that all computations needed
can be done in one traffic flow direction: in the particularly described embodiment the acknowledgment direction.
[0055] Figure 8 is a schematic flow diagram of the operation of the bandwidth control mechanism for real time com-
putation in an adaptive manner of the window size for a desired bandwidth for every flow for which bandwidth is to be
controlled.

[0056] Instep S1, at each sample time {(i) a record is made of the mostly recently received transmission unit identifier
(e.g., an acknowledgement number). This record is kept at least until the subsequent sample time (t+1).

[0057] In step S2, the Used Bandwidth since t(i-1) is computed from the difference between both the transmission
unit identifier for the current time t(i) and a record of that identifier for the previous sample time t(i-1). Where the trans-
mission unit identifiers are, for example, acknowledgement numbers allocated in sequence for successive acknowledge-
ments, the difference t(i) minus t(i-1) directly gives a number of a result representative of a number of bytes that have
been acknowledged between both times. Under TCP/IP, the difference actually gives the number of bytes directly, as
under this protocol the difference between two successive acknowledgement numbers is the number of bytes transmitted
therebetween.

[0058] The computation of the used bandwidth between t(i-1) and t(i) can be effected as:

AUBL(i-1) = (ANt(i) - ANt(i-1)) / (t(i) - t(i-D)), )]

where:

AUBL(i-1) = Actual Used Bandwidth since t(i-1)
ANL(i) = Acknowledgement Number at time t(i)
ANL(i-1) = Acknowledgement Number at time t(i-1)
t(i) = time t(i)

t(i-1) = time t(i-1)

[0059] In step S3, the "Window Size at t(i)" (WSt(i)) computation (equation 3) can be performed as:
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WSt(i) = WSt(i-1) * DUBt(i) / AUBt(i-1), ’ : 3)

[0060] The "Desired Used Bandwidth at t(i)" (DUBLt(i)) and "Window Size at t(i-1)" (WSt(i-1)), are known values. In
particular, the Desired Used Bandwidth at t(i) is the bandwidth for the flow concerned which it is desired to achieve and
Window Size at t(i-1) is known from the previous pass through step S3.

[0061] In step S4, the Window Size at {(i) value can be set in the WINDOW SIZE field of an outgoing message or
messages (see for example Figure 5). The Window Size value is then used in a conventional manner to indicate the
amount of information which the recipient is able to receive at its input buffer at the current time. This value will change
with time depending on dynamic factors associated with the connection which will determine the actually bandwidth until
a subsequent time at which the window size is recalculated as described above.

[0062] After a new sample delay (step S5) control passes back to step S1.

[0063] Thus it can be seen that the method as represented in Figure 8 enables control of network bandwidth for a
connection by dynamically determining a current window size for a destination buffer as a bandwidth control parameter
for a communication flow. The method includes steps of determining a first window size for the destination buffer at a
first time on a first pass of the method steps S1-S5. Then on a second pass of steps S1-S5 at a second time, the method
includes determining a current window size at the second time as a function of the first window size, a desired bandwidth
value and a bandwidth used between the first time and the second time. The steps illustrated in Figure 8 are repeated
at successive timings to provide adaptive bandwidth control.

[0064] The used bandwidth is determined from a first transmission unit in a first direction at the first time and a second
transmission unit in the same direction at the second time, where the transmission unit can be a network message
packet, or a network acknowledgement packet. The used bandwidth is determined from a difference between transmis-
sion unit numbers at the first and second times.

[0065] In the particularly described embodiment the transmission unit number is a TCP packet sequence number.
[0066] Thefirstand second times can be determined inresponse to a clock, or alternatively, in response to the detecting
the reception of respective network messages in a given direction over a connection, or to respective acknowledgements,
or indeed to any other stimulus as appropriate.

[0067] The method can be implemented by software operating on a computer or in a quality of service unit at or as a
station 10. The software con be stored as a sequence of instructions in a memory of the computer (e.g. a memory of a
station as shown in Figure 2) or on a transportable data carrier for use with such a computer. It could also be implemented,
at least in part, by appropriate hardware logic, for example in the form of one or more Application Specific Integrated
Circuits (ASICs).

[0068] Figure 9 is a schematic representation of the functional components of an example of a bandwidth control
mechanism according to an embodiment of the invention. This mechanism can also be implemented by software for
controlling the operation of programmable computer hardware, or at least in part by special purpose hardware.

[0069] As shown in Figure 9, a controller 80 of the bandwidth controller causes a first transmission unit number (e.g.
an acknowledgement number - see Figure 5) to be extracted from a transmission unit (e.g. a TCP segment) and stored
in a first register 82 along with record of the time of first the transmission unit (if required) and/or the recording of the
first transmission unit number.

[0070] The controller 80 also causes second transmission unit number (e.g. an acknowledgement number - see Figure
5) to be extracted from a subsequent transmission unit (e.g. a TCP segment) and stored in a second register 84 along
with record of the time of the second transmission unit (if required) and/or the recording of the second transmission unit
number.

[0071] The controller 80 then causes a processor 86 to determine a used bandwidth value by computing the amount
of data transmitted between the first and second times (e.g., for successive TCP segments, the number of bytes trans-
mitted by subtracting the first acknowledgement number from the second acknowledgement number). If the computation
is performed at regular intervals, it is not necessary to record the times of the transmission units or the recording of the
transmission unit numbers. However, if the computation is not performed at regular intervals, the times could be used
to determine a bandwidth used per unit time.

[0072] The controller then causes a processor 88 to determine a current window size in accordance with equation (4)
above on the basis of the used bandwidth value output from the processor 86, the desired bandwidth value from a
desired bandwidth register (DBR) 90 and a prior window size value from a window size register (WSR) 92 determined
at the timing of the first time. The resulting current window size value can be output from the processor 88 to message
generation logic (MGL) 94. The computed current window size then replaces the value in the window size register 92.
The message generation logic 94 can be conventional and uses the computed current window size value for the WINDOW
field of a TCP segment.

[0073] Thedesired bandwidthvalue inthe register 90 can predetermined for a particular connection, or can be computed
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dynamically by any appropriate technique for controlling the distribution of bandwidth between different connections.
The initial window size can be chosen substantially at random. As the method is an adaptive one, the window size will
rapidly approach the optimum after a low number of iterations.

[0074] Preferably the controller causes the registers 82 and 84 to be operated in atandem manner, so that the registers
alternatively contain the current and previously recorded values.

[0075] Although separate processors 86 and 88 are shown in Figure 9 for ease of explanation, these can be imple-
mented as a single processor or processing logic.

[0076] In a preferred embodiment, the bandwidth control mechanism can form part of a server and can be responsive
to receipt of messages at the server to extract acknowledgement numbers from received messages. The server can
then control the bandwidth available over one or more connections.

[0077] Although, for reasons of explanation, a bandwidth control mechanism for a single connection has been de-
scribed, bandwidth control can be effected in the same manner for a plurality of different connections, for example
between a server and a plurality of clients. Algorithms can be employed to determine the distribution of desired bandwidth
between the different connections in accordance with any suitable parameters such as bandwidth priorities, bandwidth
paid for, and so on.

[0078] The bandwidth control mechanism can be provided as a software bandwidth control mechanism on a carrier
medium (e.g. a computer readable storage medium such as an optical or magnetic disk or tape, solid state storage, etc.,
or telecommunications medium such as a telephone line, a wireless connection, etc., or indeed any other suitable carrier
medium).

[0079] It will be appreciated that although particular embodiments of the invention have been described, many mod-
ifications/additions and/or substitutions may be made with in the scope of the present invention.

Claims

1. A computer implemented method of controlling network bandwidth by dynamically determining a current window
size for a destination buffer as a bandwidth control parameter for a communication flow; said method comprising:

a) determining a first window size for said destination buffer at a first time;
b) determining a current window size at a second time as a function of said first window size, a desired bandwidth
value and a bandwidth used between said first time and said second time.

2. A method according to Claim 1, wherein step (b) comprises:

determining said used bandwidth from a first transmission unit in a first direction at said first time and a second
transmission unit in the same direction at said second time.

3. A method according to Claim 2, wherein said first transmission unit is a network message.
4. A method according to Claim 2, wherein said second transmission unit is a network acknowledgement.
5. A method according to any preceding claim, wherein step (b) comprises:

determining said used bandwidth from a difference between transmission unit identifiers at said first and second
times.

6. A method according to Claim 5, wherein said transmission unit identifier is a TCP sequence number.

7. A method according to any preceding claim, wherein said first time is determined as a timing of a first transmission
unitin afirst direction and a second time is determined as a timing of a second transmission unit in the same direction.

8. A method according to any preceding claim; wherein said current window size is computed as a delta function of
the form:

WSt(i) = WSt(i-1) * DUBt(i) / AUBt(i-1),
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where:

WSt(i) = Window Size since {(i)

WSt(i-1) = Window Size since t(i-1)

DUBL(i) = Desired Used Bandwidth since t(i))
AUB((i-1) = Actual Used Bandwidth since t(i-1)

A bandwidth control mechanism for controlling network bandwidth by dynamically determining a current window
size for a destination buffer as a bandwidth control parameter for a communication flow, said mechanism comprising
means for determining a first window size for said destination buffer at a first time and for determining a current
window size as a function of said first window size, a desired bandwidth value and a bandwidth used between said
first time and a second time.

A bandwidth control mechanism according to Claim 9 for a telecommunications network station, said bandwidth
control mechanism being configured to be operable to define a current window size for a destination buffer as a
bandwidth control parameter for a communication flow, wherein said bandwidth control mechanism is configured
to be responsive to a window size determined for said destination buffer at the first time, a desired bandwidth value
and a bandwidth used between the first time and the second time to determine said current window size.

A bandwidth control mechanism according to Claim 9 or Claim 10, wherein said bandwidth control mechanism is
configured to be operable to determine said used bandwidth from a first transmission unit in a first direction at the
first time and a second transmission unit in the same direction at the second time.

A bandwidth control mechanism according to Claim 11, wherein said first transmission unit is a network message.

A bandwidth control mechanism according to Claim 12, wherein said second transmission unit is a network acknowl-
edgement.

A bandwidth control mechanism according to any one of claims 9 to 13, wherein said bandwidth control mechanism
is configured to be operable to determine said used bandwidth from a difference between transmission unit identifiers
at the first and second times.

A bandwidth control mechanism according to Claim 14, wherein said transmission unit identifier is a TCP sequence
number.

A bandwidth control mechanism according to any one of Claims 9 to 15, wherein said bandwidth control mechanism
is configured to be operable to determine the first time as a timing of a first transmission unit in a first direction and
the second time is determined as a timing of a second transmission unit in the same direction.

Abandwidth control mechanism according to any one of Claims 9to 16, comprising window size storage, transmission
unit identifier storage, and a processing logic configured to be responsive to a transmission unit identifier in said
transmission unit number storage and to a second transmission unit identifier to determine a used bandwidth value
and to be responsive to said used bandwidth value, a first window [deletion(s)] size in said window size storage
and a desired bandwidth for a communications flow to determine a current window size for said communications flow.

A bandwidth control mechanism according to any of Claims 9 to 17, configured as software on a carrier medium,
said bandwidth control mechanism being configured to be operable within a telecommunications network station to
define the current window size for the destination buffer as a bandwidth control parameter for a communication flow,
wherein said bandwidth control mechanism is configured to be responsive to the first window size determined for
said destination buffer at the first time, the desired bandwidth value and the bandwidth used between said first time
and the second time to determine said current window size.

A quality of service unit for a telecommunications network station, said quality of service unit comprising a bandwidth
control mechanism according to any one of Claims 9 to 18.

A telecommunications network station comprising a bandwidth control mechanism according to any one of Claims
91to 18.
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Revendications

10.

Procédé mis en oeuvre par ordinateur pour commander la largeur de bande d’'un réseau en déterminant de fagon
dynamique une taille de fenétre actuelle pour un tampon de destination sous la forme d’'un paramétre de commande
de largeur de bande pour un flux de communications ; ledit procédé comprenant les étapes consistant a :

a) déterminer une premiére taille de fenétre pour ledit tampon de destination en un premier temps ;

b) déterminer une taille de fenétre actuelle en un deuxiéme temps en fonction de ladite premiére taille de fenétre,
d’une valeur de largeur de bande désirée et d’'une largeur de bande utilisée entre ledit premier temps et ledit
deuxiéme temps.

Procédé selon la revendication 1, dans lequel I'étape (b) comprend :

la détermination de ladite largeur de bande utilisée a partir d'une premiére unité de transmission dans une
premiére direction audit premier temps et d’'une deuxieme unité de transmission dans la méme direction audit
deuxiéme temps.

Procédé selon la revendication 2, dans lequel ladite premiére unité de transmission est un message de réseau.

Procédé selon la revendication 2, dans lequel ladite deuxieme unité de transmission est une reconnaissance de
réseau.

Procédé selon I'une quelconque des revendications précédentes, dans lequel I'étape (b) comprend :

la détermination de ladite largeur de bande utilisée a partir d'une différence entre des identificateurs d’unité de
transmission auxdits premier et deuxiéme temps.

Procédé selon la revendication 5, dans lequel ledit identificateur d’unité de transmission est un numéro de séquence
de TCP (Transmission Control Protocol ou protocole de commande de transmission).

Procédé selon 'une quelconque des revendications précédentes, dans lequel ledit premier temps est déterminé
comme étant un minutage d’'une premiére unité de transmission dans une premiére direction, et un deuxiéme temps
est déterminé comme étant un minutage d’'une deuxiéme unité de transmission dans la méme direction.

Procédé selon I'une quelconque des revendications précédentes, dans lequel ladite taille de fenétre actuelle est
calculée comme étant une fonction delta ayant la forme suivante :

WSt (i) = WSt(i-1)*DUBt (i) /JAUBt (i-1),
ou:

WSLt(i) = taille de fenétre a partir de t(i)

WSt(i-1) = taille de fenétre a partir de t(i-1)

DUBL(i) = largeur de bande utilisée désirée a partir de t (i)
AUBL(i-1) = largeur de bande utilisée réelle a partir de t (i-1) .

Mécanisme de commande de largeur de bande pour commander la largeur de bande d’un réseau en déterminant
de fagon dynamique une taille de fenétre actuelle pour un tampon de destination sous la forme d’'un paramétre de
commande de largeur de bande pour un flux de communications, ledit mécanisme comprenant des moyens pour
déterminer une premiére taille de fenétre pour ledit tampon de destination en un premier temps et pour déterminer
une taille de fenétre actuelle en fonction de ladite premiére taille de fenétre, d’'une valeur de largeur de bande désirée
et d’'une largeur de bande utilisée entre ledit premier temps et un deuxiéme temps.

Mécanisme de commande de largeur de bande selon la revendication 9 pour une station de réseau de télécommu-

nications, ledit mécanisme de commande de largeur de bande étant configuré de fagon a pouvoir fonctionner de
fagon a définir une taille de fenétre actuelle pour un tampon de destination sous la forme d’un paramétre de commande

10
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de largeur de bande pour un flux de communications, dans lequel ledit mécanisme de commande de largeur de
bande est configuré de fagon a réagir a une taille de fenétre déterminée pour ledit tampon de destination au premier
temps, a une valeur de largeur de bande désirée et a une largeur de bande utilisée entre le premier temps et le
deuxieme temps, de fagon a déterminer ladite taille de fenétre actuelle.

Mécanisme de commande de largeur de bande selon la revendication 9 ou la revendication 10, dans lequel ledit
mécanisme de commande de largeur de bande est configuré de fagon a pouvoir fonctionner de fagon a déterminer
ladite largeur de bande utilisée a partir d’'une premiére unité de transmission dans une premiére direction au premier
temps et d’'une deuxiéme unité de transmission dans la méme direction au deuxiéme temps.

Mécanisme de commande de largeur de bande selon la revendication 11, dans lequel ladite premiere unité de
transmission est un message de réseau.

Mécanisme de commande de largeur de bande selon la revendication 12, dans lequel ladite deuxiéme unité de
transmission est une reconnaissance de réseau.

Mécanisme de commande de largeur de bande selon I'une quelconque des revendications 9 a 13, dans lequel ledit
mécanisme de commande de largeur de bande est configuré de fagon a pouvoir fonctionner de fagon a déterminer
ladite largeur de bande utilisée a partir d’une différence entre des identificateurs d’unité de transmission aux premier
et deuxiéme temps.

Mécanisme de commande de largeur de bande selon la revendication 14, dans lequel ledit identificateur d’unité de
transmission est un numéro de séquence de TCP (Transmission Control Protocol ou protocole de commande de
transmission).

Mécanisme de commande de largeur de bande selon 'une quelconque des revendications 9 a 15, dans lequel ledit
mécanisme de commande de largeur de bande est configuré de fagon a pouvoir fonctionner de fagon a déterminer
le premier temps comme étant un minutage d’'une premiére unité de transmission dans une premiére direction, et
le deuxiéme temps est déterminé comme étant un minutage d’'une deuxiéme unité de transmission dans la méme
direction.

Mécanisme de commande de largeur de bande selon 'une quelconque des revendications 9 a 16, comprenant une
mémoire de tailles de fenétre, une mémoire d’identificateurs d’unité de transmission, et une logique de traitement
configurée de fagon a réagir a un identificateur d’'unité de transmission dans ladite mémoire de numéros d’unité de
transmission et a un deuxiéme identificateur d’unité de transmission de fagon a déterminer une valeur de largeur
de bande utilisée, et de fagcon a réagir a ladite valeur de largeur de bande utilisée, a une premiére taille de fenétre
dans ladite mémoire de tailles de fenétre et a une largeur de bande désirée pour un flux de communications, de
fagon a déterminer une taille de fenétre actuelle pour ledit flux de communications.

Mécanisme de commande de largeur de bande selon I'une quelconque des revendications 9 a 17, configuré sous
la forme d’un logiciel sur un milieu de support, ledit mécanisme de commande de largeur de bande étant configuré
de fagon a pouvoir fonctionner a l'intérieur d’'une station de réseau de télécommunications de fagon a définir la taille
de fenétre actuelle pour le tampon de destination sous la forme d’'un paramétre de commande de largeur de bande
pour un flux de communications, dans lequel ledit mécanisme de commande de largeur de bande est configuré de
facon a réagir a la premiére taille de fenétre déterminée pour ledit tampon de destination au premier temps, a la
valeur de largeur de bande désirée et a la largeur de bande utilisée entre ledit premier temps et le deuxiéme temps,
de fagon a déterminer ladite taille de fenétre actuelle.

Unité de qualité de service pour une station de réseau de télécommunications, ladite unité de qualité de service
comprenant un mécanisme de commande de largeur de bande selon I'une quelconque des revendications 9 a 18.

Station de réseau de télécommunications comprenant un mécanisme de commande de largeur de bande selon
I'une quelconque des revendications 9 a 18.

Patentanspriiche

1.

Computerimplementiertes Verfahren zum Steuern der Netzwerkbandbreite durch das dynamische Bestimmen einer

11
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gegenwartigen Fenstergrofie fir einen Zielpuffer als einen bandbreiten Steuerparameter fir einen Kommunikati-
onsfluR, wobei das Verfahren aufweist:

a) Bestimmen einer ersten Fenstergrofe fiir den Zielpuffer zu einem ersten Zeitpunkt,

b) Bestimmen einer gegenwartigen Fenstergrof’e zu einem zweiten Zeitpunkt als eine Funktion der ersten
FenstergréRRe, einem gewiinschten Bandbreitenwert und einer Bandbreite, die zwischen dem ersten Zeitpunkt
und dem zweiten Zeitpunkt verwendet wurde.

Verfahren nach Anspruch 1, wobei Schritt (b) aufweist:

Bestimmen der verwendeten Bandbreite von einer ersten Ubertragungseinheit in einer ersten Richtung zu dem
ersten Zeitpunkt und einer zweiten Ubertragungseinheit in derselben Richtung zum zweiten Zeitpunkt.

Verfahren nach Anspruch 2, wobei die erste Ubertragungseinheit eine Netzwerknachricht ist.
Verfahren nach Anspruch 2, bei dem die zweite Ubertragungseinheit eine Netzwerkbestatigung ist.
Verfahren nach einem der vorherigen Anspriiche, bei dem Schritt (b) aufweist:

Bestimmen der verwendeten Bandbreite aus einer Differenz zwischen Ubertragungseinheitsidentifizierern an
dem ersten und zweiten Zeitpunkt.

Verfahren nach Anspruch 5, bei dem der Ubertragungseinheitsidentifizierer eine TCP-Sequenzzahl ist.

Verfahren nach einem der vorherigen Anspruche, bei dem der erste Zeitpunkt bestimmt wird als der Zeitpunkt einer
ersten Ubertragungseinheit in einer ersten Richtung und ein zweiter Zeitpunkt bestimmt wird als ein Zeitpunkt einer
zweiten Ubertragungseinheit in derselben Richtung.

Verfahren nach einem der vorherigen Anspriiche, bei dem die gegenwartige Fenstergréf3e berechnet wird als eine
Deltafunktion mit der Formel

WSt(i) = WSt(i-1)*"DUBL(i)/AUBL(i-1),

wobei:

WSHt(i) = Fenstergrole seit t(i)

WSt(i-1) = FenstergréRle seit t(i-1)

DUBL(i) = gewlinschte verwendete Bandbreite seit t(i)
AUB((i-1) = tatsachlich verwendete Bandbreite seit t(i-1)

Bandbreitensteuermechanismus fiir das Steuern der Netzwerkbandbreite durch dynamisches Bestimmen einer
gegenwartigen FenstergroR3e fiir einen Zielpuffer als ein Bandbreitensteuerparameter fir einen Kommunikationsflu3,
wobei der Mechanismus eine Einrichtung fiir das Bestimmen einer ersten FenstergrofRe fur den Zielpuffer zu einem
ersten Zeitpunkt und fiir das Bestimmen einer gegenwartigen FenstergrofRe als eine Funktion der ersten Fenster-
groRe, einem gewlinschten Bandbreitenwert und einer zwischen dem ersten Zeitpunkt und einem zweiten Zeitpunkt
verwendeten Bandbreite aufweist.

Brandbreitensteuermechanismus nach Anspruch 9, fiir eine Telekommunikationsnetzwerkstation, wobei der Band-
breitensteuermechanismus konfiguriert ist, um betrieben zu werden, um eine gegenwartige FenstergréRe fir einen
Zielpuffer als ein Bandbreitensteuerparameter fir einen Kommunikationsfluf® festzulegen, wobei der Bandbreiten-
steuermechanismus konfiguriert ist, so da er auf die an dem ersten Zeitpunkt fiir den Zielpuffer bestimmte Fen-
stergrofe, einen gewlinschten Bandbreitenwert und eine zwischen dem ersten Zeitpunkt und dem zweiten Zeitpunkt
verwendete Bandbreite reagiert, um die gegenwartige FenstergrdRe zu bestimmen.

Bandbreitensteuermechanismus nach Anspruch 9 oder Anspruch 10, wobei der Bandbreitensteuermechanismus
konfiguriert ist, so daR er betrieben werden kann, um die von einer ersten Ubertragungseinheit in einer ersten
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Richtung wéhrend des ersten Zeitpunkts und einer zweiten Ubertragungseinheit in derselben Richtung zu dem
zweiten Zeitpunkt verwendeten Bandbreite zu bestimmen.

Bandbreitensteuermechanismus nach Anspruch 11, wobei die erste Ubertragungseinheit eine Netzwerknachricht ist.

Bandbreitensteuermechanismus nach Anspruch 12, wobei die zweite Ubertragungseinheit eine Netzwerkbestéti-
gung ist.

Bandbreitensteuermechanismus nach einem der Anspriiche 9 bis 13, wobei der Bandbreitensteuermechanismus
konfiguriert ist, so dal er in der Lage ist, die verwendete Bandbreite aus einem Unterschied zwischen den Uber-
tragungseinheitsidentifizierern zum ersten und zweiten Zeitpunkt zu bestimmen.

Bandbreitensteuermechanismus nach Anspruch 14, wobei der Ubertragungseinheitsidentifizierer eine TCP-Se-
quenzzahl ist.

Bandbreitensteuermechanismus nach einem der Anspriiche 9 bis 15, wobei der Bandbreitensteuermechanismus
konfiguriert ist, so daR er in der Lage ist, den ersten Zeitpunkt als eine Zeit einer ersten Ubertragungseinheit in eine
erste Richtung zu bestimmen und der zweite Zeitpunkt bestimmt wird als eine Zeit einer zweiten Ubertragungseinheit
in derselben Richtung.

Bandbreitensteuermechanismus nach einem der Anspriiche 9 bis 16, der einen FenstergréRenspeicher,
Ubertragungseinheitsidentifiziererspeicher und eine Verarbeitungslogik aufweist, die konfiguriert ist, so dal sie auf
einen Ubertragungseinheitsidentifizierer in dem Ubertragungseinheitsnummernspeicher und auf einen zweiten
Ubertragungseinheitsidentifizierer reagiert, um einen verwendeten Bandbreitenwert zu bestimmen, und auf den
verwendeten Bandbreitenwert, eine erste Fenstergrofie in dem Fenstergrof3enspeicher und eine gewlinschte Band-
breite fiir einen Kommunikationsfluf® reagiert, um eine gegenwartige Fenstergrofe fiir den Kommunikationsfluf3 zu
bestimmen.

Bandbreitensteuermechanismus nach einem der Anspriiche 9 bis 17, der als Software auf einem Tragermedium
konfiguriert ist, wobei der Bandbreitensteuermechanismus konfiguriert ist, um innerhalb einer Telekommunikations-
netzwerkstation betrieben zu werden, um die gegenwartige FenstergréRe fiir den Zielpuffer als ein Bandbreiten-
steuerparameter fir einen KommunikationsfluR festzulegen, wobei der Bandbreitensteuermechanismus konfiguriert
ist, so daf} er auf die erste FenstergrofRe, die fir den Zielpuffer an dem ersten Zeitpunkt bestimmt wurde, den
gewtunschten Bandbreitenwert und die zwischen dem ersten Zeitpunkt und dem zweiten Zeitpunkt verwendete
Bandbreite reagiert, um die gegenwartige Fenstergréf3e zu bestimmen.

Besonderheit der Serviceeinheit flir eine Telekommunikationsnetzwerkstation, wobei die Besonderheit der Service-
einheit einen Bandbreitensteuermechanismus nach einem der Anspriiche 9 bis 18 aufweist.

Telekommunikationsnetzwerkstation, die einen Bandbreitensteuermechanismus nach einem der Anspriiche 9 bis
18 aufweist.
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