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(54)  A  bar  code  reader  and  a  security  tag  disabling  device  in  combination 

(57)  A  system  comprising  a  code  reader  (3)  and  a 
security  tag  disabling  device  (5)  in  combination.  The 
system  further  comprises  a  controller  (2)  which  is  adapt- 
ed  to  interface  with  code  data  processing  means  (1  )  and 
which  operates  to  ensure  that  the  security  tag  disabling 

device  (5)  is  not  enabled  to  disable  a  security  tag  unless 
a  code  is  read  by  the  code  reader  (3)  which  is  associated 
with  a  security  tag  and  to  ensure  that  data  read  by  the 
code  reader  (3)  is  not  output  to  the  code  data  processing 
means  (1)  if  the  security  tag  is  not  disabled  by  the  se- 
curity  tag  disabling  device  (5). 
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Description 

[0001]  The  present  invention  relates  to  a  security  sys- 
tem  and  more  specifically  to  a  security  system  having 
particular,  but  not  exclusive  application  in  the  retail  in- 
dustry.  More  specifically  the  present  invention  relates  to 
a  security  system  comprising  a  bar  code  reader  and  a 
security  tag  disabling  device  in  combination.  This  spec- 
ification  refers  throughout  to  "bar  codes"  and  "bar  code 
readers".  However,  it  will  be  understood  by  the  skilled 
reader  that  other  forms  of  article  identification  may  be 
used  and  that  the  reader  used  will  be  appropriate  to  this. 
[0002]  Bar  code  reading  systems  are  widely  used 
throughout  the  retail  industry.  Items  for  sale  are  marked 
with  a  bar  code  which  typically  contains  a  code  identify- 
ing  the  product  itself  and  its  price.  At  the  sales  check- 
out  the  bar  code  is  read  by  a  bar  code  reader  and  the 
information  contained  therein  is  processed.  Bar  code 
reading  systems  greatly  increase  efficiency  within  a  re- 
tail  outlet  by  speeding  up  each  customer's  progress 
through  the  sales  check-out,  reducing  transaction  errors 
and  providing  information  to  facilitate  stock  control. 
[0003]  Security  tag  systems  are  also  widely  used 
throughout  the  retail  industry.  Each  item  for  sale,  or 
more  usually  the  high  loss  items,  carries  a  security  tag 
which  can  be  detected  by  stand  alone  tag  detectors 
placed  across  the  store  exit  points.  When  an  item  is  val- 
idly  purchased  the  security  tag  is  either  disabled  or  re- 
moved  from  the  purchase  item  at  the  point  of  sale.  If  it 
is  not  an  alarm  device  is  triggered  as  the  tag  is  carried 
past  the  tag  detectors. 
[0004]  Basically,  there  are  two  types  of  security  tag, 
these  being  the  "soft  tag"  and  the  "hard  tag".  Both  com- 
prise  a  tuned  circuit  that  resonates  when  passed 
through  an  electromagnetic  field,  thus  facilitating  detec- 
tion.  The  principle  difference  between  the  two  is  that  the 
"soft  tag"  is  effectively  destroyed  by  subjecting  it  to  a 
high  voltage  RF  pulse  using  a  tag  disabling  device  po- 
sitioned  at  the  point  of  sale,  whereas  the  "hard  tag"  is 
removed  from  the  purchase  item  at  the  point  of  sale  to 
be  used  again  on  another  item.  Usually  the  hard  tag  is 
only  removable  from  the  purchase  item  using  specialist 
equipment.  This  acts  as  a  further  deterrent  to  theft  in 
that  if  the  item  is  stolen  with  the  hard  tag  still  in  place  its 
subsequent  removal  without  the  specialist  equipment 
usually  results  in  the  destruction  or  mutilation  of  the 
product. 
[0005]  Although  both  bar  code  reading  systems  and 
security  tag  systems  are  well  known  and  widely  used 
they  have,  hitherto,  always  been  operated  totally  inde- 
pendently  of  one  another.  In  certain  circumstances  this 
can  mean  that  the  effectiveness  of  both  systems  may 
not  be  total.  A  problem  commonly  experienced  by  retail- 
ers  now  is  that  of  so-called  "sweethearting".  In  this  the 
check-out  operator  favours  an  associate  purporting  to 
be  a  genuine  customer  by  passing  certain  items,  usually 
expensive  ones,  through  the  point  of  sale  without  allow- 
ing  them  to  be  read  by  the  bar  code  reader.  All  the  se- 

curity  tags  are,  of  course,  removed  or  disabled  at  the 
point  of  sale  and  the  associate  is  then  able  to  leave  the 
store  with  all  the  items,  having  only  paid  for  a  few  of 
them. 

5  [0006]  A  further  problem  which  can  arise  is  that  the 
security  tag  is  not  actually  disabled  or  removed  by  the 
check-out  operator.  When  this  occurs  the  customer  will 
attempt  to  exit  the  store  with  a  legitimately  purchased 
product  still  bearing  a  live  tag  and  the  store/customer 

10  conflict  which  may  ensue  as  a  result  is  inevitably  em- 
barrassing  to  both  parties. 
[0007]  It  is  an  object  ofthe  present  invention  to  provide 
a  system  comprising  a  bar  code  reader  and  a  security 
tag  disabling  device  in  combination  which  operates  to 

is  obviate  or  at  least  substantially  mitigate  the  problems 
referred  to  hereinabove  which  are  encountered  with  in- 
dependently  operated  bar  code  reading  systems  and 
security  tag  systems. 
[0008]  According  to  the  present  invention  there  is  pro- 

20  vided  a  system  comprising  a  code  reader  and  a  security 
tag  disabling  device  in  combination,  characterised  in 
that  the  system  further  comprises  a  controller  which  is 
adapted  to  interface  with  code  data  processing  means 
and  which  operates  to  enable  the  security  tag  disabling 

25  device  when  a  code  is  read  by  the  code  reader  which  is 
associated  with  a  security  tag  and  to  output  data  read 
by  the  code  reader  to  the  data  processing  means  when 
the  security  tag  has  been  disabled  by  the  security  tag 
disabling  device. 

30  [0009]  Conveniently,  the  code  takes  the  form  of  a  bar 
code  and  the  code  reader  that  of  a  bar  code  reader.  The 
bar  code  itself  may  contain  information  signifying  the 
presence  of  a  security  tag  on  the  item  with  which  it  is 
used.  Alternatively,  the  system  may  comprise  a  look-up 

35  chart  of  bar  codes  and  the  presence  or  absence  of  a 
security  tag  may  be  input  to  the  look-up  table  against 
each  bar  code,  as  required.  In  this  way  the  presence  of 
a  tag  can  be  verified  by  checking  the  bar  code  read  by 
the  bar  code  reader  against  the  bar  code  stored  in  the 

40  look-up  table.  The  look-up  chart  may  be  periodically  up- 
dated  from  time  to  time  to  take  account  of  changes  in 
security  tag  practice. 
[0010]  It  is  known  to  use  different  types  of  security 
tags  for  different  types  of  item  and  the  system  is  preter- 

ms  ably  able  to  differentiate  between  different  types.  Where 
the  security  tag  is  comprised  of  a  tuned  circuit  different 
types  of  tag  may  have  different  Q  factor  and  the  system 
differentiates  between  them  by  measuring  the  Q  factor. 
Typically,  there  are  two  types  of  tag,  the  so-called  "soft- 

50  tag"  which  has  a  low  Q  factor  and  the  so-called  "hard 
tag"  which  has  a  high  Q  factor.  The  Q  factor  of  a  security 
tag  is  conveniently  measured  by  passing  it  through  an 
electromagnetic  field  associated  with  the  security  tag 
de-activation  device  and  measuring  the  amplitude  at 

55  which  it  resonates. 
[0011]  Each  security  tag  is  verified  as  being  appropri- 
ate  to  the  item  with  which  it  is  associated  by  checking 
the  bar  code  of  that  item  either  directly  or  in  the  look-up 
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table. 
[0012]  Where  the  security  tag  is  comprised  of  a  tuned 
circuit  the  security  tag  disabling  device  may  operate  to 
disable  it  by  emitting  a  high  voltage  R.F.  pulse.  Where 
the  security  tag  cannot  be  disabled  in  this  way,  the  se- 
curity  tag  disabling  device  may  operate  to  disable  it  me- 
chanically.  This  will  typically  be  the  case  for  security  tags 
which  are  required  to  be  re-used  repeatedly. 
[0013]  When  the  system  according  to  the  present  in- 
vention  is  used  in  a  retail  environment  the  code  data 
processing  means  typically  takes  the  form  of  a  cash  reg- 
ister  and  a  store  controller.  However,  the  system  of  the 
present  invention  is  not  restricted  to  use  in  retail  envi- 
ronments.  It  may  also  be  employed  in  stock  control  ap- 
plications.  In  these  no  money  changes  hands  when  a 
stock  item  is  taken  but  some  form  of  code  data  process- 
ing  means  is  still  required  to  log  the  stock  items  taken 
and  those  still  remaining  in  store. 
[0014]  In  use,  in  a  retail  environment  a  purchase  item 
is  taken  to  a  sales  check-out  where  it  is  presented  to  the 
code  reader  and  to  the  security  tag  disabling  device.  Al- 
though  the  code  reader  and  the  security  tag  disabling 
device  may  be  separate  from  each  other,  the  security 
tag  disabling  device  is  conveniently  incorporated  with 
the  code  reader. 
[0015]  The  code  on  the  purchase  item  is  read  by  the 
code  reader  and  the  code  data  is  held  over  in  the  con- 
troller.  Once  the  controller  has  the  purchase  item  code, 
the  controller  will  determine  whether  or  not  the  product 
is  tagged.  This  information  is  obtained  either  directly 
from  the  bar  code  itself  or  by  checking  the  bar  code 
against  a  look-up  table  held  in  memory.  If  the  product  is 
determined  to  be  one  carrying  a  security  tag  which  must 
be  disabled  the  controller  will  enable  the  security  tag  dis- 
abling  device.  Once  the  security  tag  is  successfully  dis- 
abled  the  controller  outputs  the  bar  code  data  to  the 
cash  register  and  the  purchase  of  that  purchase  item  is 
completed.  For  convenience  this  maybe  indicated  to  the 
check-out  operator  and  the  customer  by  audible  and/or 
visual  indicator  means.  If,  however,  during  the  operation 
described  above  the  controller  determines  via  the  secu- 
rity  tag  disabling  device  that  the  security  tag  has  not 
been  disabled  a  warning  is  given  by  audible  and/or  vis- 
ual  indicator  means.,  and  the  bar  code  is  held  over  by 
the  controller  until  appropriate  action  has  been  taken. 
[0016]  If  the  controller  determines  that  the  product  is 
not  intended  to  have  a  security  tag  fitted,  but  one  is  de- 
tected  the  further  processing  of  the  transaction  can  be 
dealt  with  according  to  a  set  of  pre-defined  rules.  For 
example,  the  operator  may  be  warned  and  further 
processing  of  the  transaction  may  be  halted  until  the  dis- 
crepancy  has  been  resolved.  Alternatively,  the  system 
may  be  operated  to  allow  the  security  tag  to  be  disabled, 
but  a  record  of  the  transaction  may  be  made  in  a  trans- 
action  log.  This  has  the  benefit  of  avoiding  hold-ups  at 
the  check  out,  whilst  allowing  for  multiple  discrepancies 
associated  with  a  particular  check-out  or  check-out  op- 
erator  to  be  identified  from  the  transaction  log. 

[0017]  With  the  system  according  to  the  present  in- 
vention  it  should  not  be  possible  for  an  item  to  be  sold 
without  its  security  tag  being  disabled.  Nor  should  it  be 
possible  for  any  person  to  illegally  or  inadvertently  dis- 

5  able  a  security  tag  without  this  being  detected  by  the 
controller 
[001  8]  Since  in  many  stores  bar  code  readers  and  se- 
curity  tag  disabling  devices  are  already  in  use  the  con- 
troller  is  intended  to  interface  with  the  very  minimum  of 

10  changes  to  the  retail  system.  No  changes  to  store  ap- 
plication  software  are  expected  to  be  needed,  only  small 
cabling  changes  to  connect  the  reader,  disabling  device 
and  cash  register  up  to  the  controller. 
[0019]  Conveniently,  the  controller  is  able  to  support 

is  the  major  interface  types  and  protocols  used  between 
bar  code  readers  and  cash  register  systems.  Currently 
the  four  main  types  being  RS232,  Parallel,  OCIA,  (Op- 
tically  coupled  interface  adapter)  and  RS485.  Due  to  this 
flexibility  the  controller  is  not  limited  to  a  particular  article 

20  identification  system  such  as  barcode  scanning,  but  lim- 
ited  merely  by  any  future  interface  changes.  Similarly 
regarding  the  security  tag  system  the  controller  is  not 
limited  to  any  particular  type  of  tagging  system. 
[0020]  Conveniently,  the  controller  has  the  ability  to 

25  carry  out  interface  and  protocol  conversion  should  this 
be  found  useful  for  a  customer  to,  say,  allow  a  scanner 
with  RS232  communications  to  be  used  in  conjunction 
with  a  cash  register  supporting  only  RS485.  This  feature 
would  apply  when  a  selected  type  of  reader  cannot  sup- 

so  port  a  cash  register  interface  type  or  even  a  certain  fea- 
ture  required  to  suit  the  store  environment. 
[0021]  An  embodiment  of  the  present  invention  will 
now  be  described,  by  way  of  example,  with  reference  to 
the  accompanying  drawing  which  shows  a  general 

35  schematic  view  of  a  cash  register  connected  to  a  system 
in  accordance  with  the  present  invention; 
[0022]  Referring  to  the  drawing  there  is  shown  a  cash 
register  1  which  is  connected  via  a  suitable  interface  to 
a  system  according  to  the  present  invention.  The  system 

40  comprises  a  controller  device  2  to  which  is  connected  a 
flat  bed  bar  code  reader  3  and  a  security  tag  disabling 
device  5  in  the  form  of  an  RF  de-activation  coil  which  for 
explanatory  purposes  is  shown  encircling  the  bar  code 
reader.  The  RF  de-activation  coil  is  connected  to  power 

45  supply  unit  4.  Both  the  bar  code  reader  3  and  the  secu- 
rity  tag  disabling  device  5  are  of  conventional  design. 
The  controller  2  comprises  a  key  switch  6  and  two  push 
switches  1  1  which  enable  the  controller  2  to  be  operated 
by  the  check-out  operator  or  supervisor  as  necessary. 

so  [0023]  The  controller  2  is  connected  to  a  server  unit 
9  via  a  network  7.  The  server  unit  9  and  associated  net- 
work  7  perform  two  roles.  One  is  to  manage  the  opera- 
tion  of  a  number  of  controllers,  each  connected  to  a  re- 
spective  branch  of  the  network  7.  The  other  is  to  provide 

55  report  printing  and  transaction  data.  As  regards  control- 
ling  management  the  server  can  operate  in  two  ways.  It 
can  be  the  source  of  all  the  security  tagging  information 
and  can  interact  with  the  controllers  in  a  real  time  envi- 
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ronment  or  alternatively  it  can  hold  data  or  tagging  in- 
formation  which  is  down  loaded  to  each  controller  at  the 
beginning  of  each  day.  With  this  mode  of  operation  de- 
lays  in  transactions  are  kept  to  a  minimum  as  the  con- 
trollers  only  have  to  advise  the  server  of  the  results  of  a 
transaction,  and  this  can  be  performed  at  leisure. 
[0024]  In  use,  the  controller  2  operates  so  as  to  en- 
sure  that  when  an  article  carrying  a  bar  code  is  placed 
in  front  of  the  bar  code  reader  3  the  bar  code  is  read. 
Once  read  the  bar  code  is  held  over  in  the  controller  2. 
The  system  is  able  to  check  whether  the  article  should 
carry  a  security  tag  from  information  contained  within 
the  bar  code  or  by  checking  the  bar  code  against  a  look- 
up  table  stored  in  memory.  The  system  is  also  able  to 
detect  the  presence  of  a  security  tag  within  the  field  of 
the  R.F.  deactivation  coil  where  the  security  tag  is  of  the 
type  which  comprises  a  tuned  circuit  because  the  tuned 
circuit  resonates  at  a  set  frequency  which  is  then  detect- 
ed.  Having  established  that  a  security  tag  is  present 
which  requires  to  be  disabled  the  power  supply  4  is  op- 
erated  to  send  an  R.F.  pulse  of  sufficient  strength  and 
duration  through  the  coil  5  as  to  "blow"  the  security  tag. 
The  system  is  able  to  check  whether  the  security  tag 
has  been  successfully  disabled  by  re-checking  to  see 
whether  the  tuned  circuit  still  resonates  at  the  set  fre- 
quency.  When  the  controller  2  determines  that  the  se- 
curity  tag  has  been  disabled  it  transfers  the  bar  code 
data  held  over  to  the  cash  register  1  and  the  transaction 
is  completed. 
[0025]  If  the  security  tag  is  a  "rogue"  tag  which  is  not 
disabled  by  the  R.F.  pulse  or  a  tag  is  detected  when 
there  should  be  none,  this  is  determined  by  the  control- 
ler  2  which  is  then  able  to  continue  processing  the  trans- 
action  according  to  a  predefined  set  of  rules.  These 
rules  may  require  that  the  transaction  is  halted  until  ac- 
tion  is  taken  by  the  operator  or  others  to  correct  the  sit- 
uation.  Alternatively,  the  system  may  allow  the  transac- 
tion  to  be  completed  but  with  a  note  of  the  apparent  dis- 
crepancy  being  made  in  a  transaction  log. 
[0026]  The  controller  2  may  give  visual  and/or  audible 
warnings  of  "rogue"  tags  in  the  detection  field  of  the  se- 
curity  tag  disabling  device.  However,  the  visual  warn- 
ings  are  only  indicated  by  coloured  lights  for  more  user 
friendly  environments,  and  where  far  more  detailed  in- 
formation  is  required,  a  remote  control  option  8  is  avail- 
able.  The  remote  control  unit  8  overrides  the  switches 
on  the  controller  2  and  takes  operator  control  directly. 
This  is  a  smaller  unit,  and  the  intention  is  to  install  this 
within  easy  reach  of  the  operator  and  locate  the  control- 
ler  and  all  of  its  associated  wiring  away  from  view.  The 
remote  unit  features  controlling  switches  and  an  audio 
output,  and  also  has  a  much  more  sophisticated  display. 
[0027]  The  system  is  also  able  to  advise  the  operator 
of  the  presence  of  non-detectable  security  tags  which 
must  be  mechanically  removed  from  the  item.  The  pres- 
ence  of  these  is  indicated  in  the  bar  code  for  that  item 
or  in  the  look-up  table  and  a  visual  or  audible  warning 
of  their  presence  is  given  to  the  operator. 

[0028]  The  system  of  the  present  invention  has  been 
described  with  reference  to  security  tags  of  the  type 
which  are  detected  and  disabled  electronically,  e.g.,  by 
using  an  R.F.  signal,  but  is  not  limited  thereto.  The  sys- 

5  tern  may  also  be  used  tags  which  are  detected  and  dis- 
abled  using  mechanical  means.  In  this  regard,  the  sys- 
tem  can  be  used  with  tags  which  have  to  be  removed 
from  the  item  or  mechanically  broken  using  a  dedicated 
mechanical  device. 

10  [0029]  The  other  main  feature  of  the  system  is  its  total 
flexibility.  The  intention  is  that  the  controller  and  remote 
control  unit  are  both  re-programmable.  This  can  be 
achieved  by  one  of  two  means,  either  through  the  com- 
munication  port  which  connects  to  the  bar  code  scanner, 

is  or  by  transferring  the  programs  from  the  server  to  a  con- 
troller  via  the  network.  In  both  cases  both  controller  and 
remote  unit  programs  can  be  updated.  Such  a  system 
allows  updates  to  be  carried  out  by  either  a  service  en- 
gineer  or  by  means  of  a  supplied  computer  disc  which 

20  the  store  supervisor  would  install  in  the  server. 

Claims 

25  1.  A  system  comprising  a  code  reader  and  a  security 
tag  disabling  device  in  combination,  characterised 
in  that  the  system  further  comprises  a  controller 
which  is  adapted  to  interface  with  code  data 
processing  means  and  which  operates  to  enable 

30  the  security  tag  disabling  device  when  a  code  is 
read  by  the  code  reader  which  is  associated  with  a 
security  tag  and  to  output  data  read  by  the  code 
reader  to  the  data  processing  means  when  the  se- 
curity  tag  has  been  disabled  by  the  security  tag  dis- 

ss  abling  device. 

2.  A  system  according  to  Claim  1  ,  characterised  in  that 
the  code  takes  the  form  of  a  bar  code  and  the  code 
reader  that  of  a  bar  code  reader. 

40 
3.  A  system  according  to  Claim  1  or  2,  characterised 

in  that  code  contains  information  signifying  the 
presence  of  a  security  tag  on  the  item  with  which  it 
is  used. 

45 
4.  A  system  according  to  Claim  1  or  2,  characterised 

in  that  a  look-up  table  is  provided  in  memory  which 
indicates  for  each  code  the  presence  or  absence  of 
a  security  tag. 

50 
5.  A  system  according  to  any  preceding  Claim,  char- 

acterised  in  that  the  system  further  comprises 
means  for  detecting  the  presence  of  a  security  tag. 

55  6.  A  system  according  to  Claim  5,  characterised  in  that 
the  security  tag  detecting  means  is  able  to  detect 
the  resonant  frequency  of  a  tuned  circuit. 
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7.  A  system  according  to  Claim  5  or  6,  characterised 
in  that  the  security  tag  detecting  means  is  able  to 
differentiate  between  different  types  of  security  tag. 

8.  A  system  according  to  Claim  6  and  7,  characterised  s 
in  that  the  security  tag  detecting  means  is  able  to 
determine  the  Q  factor  of  a  tuned  circuit. 

9.  A  system  according  to  any  preceeding  Claim,  char- 
acterised  in  that  the  security  tag  disabling  means  10 
operates  electronically  to  disable  security  tags. 

10.  A  system  according  to  Claim  9,  characterised  in  that 
the  security  tag  generates  an  R.F.  pulse  to  disable 
security  tags.  15 

11.  A  system  according  to  any  of  Claims  1  to  9,  char- 
acterised  in  that  the  security  tag  disabling  means 
operates  mechanically  to  disable  security  tags. 

20 
12.  A  system  according  to  any  preceding  Claim,  where- 

in,  the  controller  is  able  to  support  the  major  inter- 
face  types  and  protocols  used  between  bar  code 
readers  and  cash  register  systems. 

25 
13.  A  system  according  to  Claim  12,  wherein  the  proto- 

col  used  is  one  of  RS232,  Parallel,  OCIA,  (Optically 
coupled  interface  adapter)  and  RS485. 

14.  A  system  according  to  Claim  12  or  13,  wherein  the  30 
controller  is  able  to  carry  out  interface  and  protocol 
conversion. 
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