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Description
MICROFICHE APPENDIX

[0001] A portion of the disclosure of this patent docu-
ment contains material which is subject to copyright pro-
tection. The copyright owner has no objection to the fac-
simile reproduction by anyone of the patent document
or the patent disclosure, as it appears in the Patent and
Trademark Office patent file or records, but otherwise
reserves all copyright rights whatsoever.

BACKGROUND OF THE INVENTION

[0002] This application claims priority from provisional
patent application 60/040,876, filed March 21, 1997.
This application is a continuation-in-part of 08/766.274,
filed December 13, 1996.

[0003] This invention relates to transmission of infor-
mation between multiple digital devices on a network.
More particularly, this invention relates to a method and
apparatus for monitoring and analysis of network traffic
using a distributed remote traffic monitoring (DRMON)
technology.

[0004] Related technology is discussed in co-as-
signed co-pending U.S. patent applications serial nos.
08/506,533, entitted METHOD AND APPARATUS FOR
ASYNCHRONOUS PPP AND SYNCHRONOUS PPP
CONVERSION, filed 7/25/95; and 08/542,157, entitled
METHOD AND APPARATUS FOR TRANSPARENT IN-
TERMEDIATE SYSTEMBASED FILTERING ONALAN
OF MULTICAST PACKETS, filed October 12, 1995 and
incorporated herein by reference to the extent neces-
sary to understand the invention.

[0005] Roberts, E., "RMON Adapters Shed Light on
LANS", Data Communications, vol. 25, no. 6, 1 May
1996, page 43-44 discloses a method for distributed col-
lection of network statistics.

[0006] Larsen, A.K., "Mastering Distributed Domains
via the Web", Data Communications, vol. 25, no.7, 21
May 1996, pages 36,38 discloses a distributed manage-
ment system in which network mangers can gather sta-
tistics from anywhere on the World Wide Web using any
PC or laptop with a Web browser.

[0007] "Network Management Filters Down to the
Desktop", Data Communications, vol. 20, no. 13, 21
September 1991, pages 39, 40, 42 discloses software
that lets management systems monitor LAN stations di-
rectly.

[0008] Jander, M. "Midlevel Managers Ease SNMP
Information Overload", Data Communications, vol. 22,
no. 17, 21 November 1993, pages 53,54,56,58 disclos-
es software used to sift through the information gathered
by SNMP agents, selectively forwarding only what the
management console needs to know.

[0009] Jander, M., "Lightening the Load on Manage-
ment Stations", Data Communications, vol. 23, no. 9, 1
June 1994, pages 45-46 discloses a distributed man-

10

15

20

25

30

35

40

45

50

55

agement system in which each server gathers configu-
ration information about equipment and connections in
its domain and processes all management data on the
spot.

[0010] Stallings, W., "Patching the Cracks in SNMP",
BYTE, vol. 21, no. 8, 1 August 1996, pages 55-56 dis-
closes using SNMP to remotely configure an agent to
include new management Information Base (MIB) ob-
ject.

[0011] European Patent Application No. EP-A-0 726
664 discloses network analyzers that analyze in real
time the data packets as they progress or flow from port
to port through a network.

Networking Devices Standards

[0012] This specification presumes familiarity with the
general concepts, protocols, and devices currently used
in LAN networking applications and in WAN internet-
working applications. These standards are publicly
available and discussed in more detail in the above ref-
erenced and other co-assigned patent applications.
[0013] This specification also presumes some famili-
arity with the specific network and operating system
components discussed briefly in the following para-
graphs, such as the simple network management pro-
tocol (SNMP) for management of LAN and WAN net-
works, and the RMON MIBs defined for remote network
monitoring and management.

General Network Topology

[0014] Fig. 1illustrates a local area network (LAN) 40
of a type that might be used today in a moderate sized
enterprise as an example of a network in which the
present invention may be deployed. LANs are arrange-
ments of various hardware and software elements that
operate together to allow a number of digital devices to
exchange data within the LAN and also may include in-
ternet connections to external wide area networks
(WANSs) such as WANs 42 and 44. Typical modern LANs
such as 40 are comprised of one to many LAN interme-
diate systems such as 60-63 that are responsible for da-
ta transmission throughout the LAN and a number of
end systems (ESs) such as ESs 50a-d, 51a-c, and 52a-
g, that represent the end user equipment. The ESs may
be familiar end-user data processing equipment such
as personal computers, workstations, and printers and
additionally may be digital devices such as digital tele-
phones or real-time video displays. Different types of
ESs can operate together on the same LAN. In one type
of LAN, LAN intermediate systems 60-63 are referred
to as bridges or switches or hubs and WAN ISs 64 and
66 are referred to as routers, however many different
LAN configurations are possible, and the invention is not
limited in application to the network shown in Fig. 1.
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Packets

[0015] In a LAN such as 40, data is generally trans-
mitted between ESs as independent packets, with each
packet containing a header having at least a destination
address specifying an ultimate destination and general-
ly also having a source address and other transmission
information such as transmission priority. Packets are
generally formatted according to a particular protocol
and contain a protocol identifier of that protocol. Packets
may be encased in other packets. Fig. 2 illustrates a
packet.

Layers

[0016] Modern communication standards, such as
the TCP/IP Suite and the IEEE 802 standards, organize
the tasks necessary for data communication into /ayers.
At different layers, data is viewed and organized differ-
ently, different protocols are followed, different packets
are defined and different physical devices and software
modules handle the data traffic. Fig. 3 illustrates one ex-
ample of a layered network standard having a number
of layers, which we will refer to herein as: the Physical
Layer, the Data Link Layer, the Routing Layer, the Trans-
port Layer, the Session Layer, the Presentation Layer
and the Application Layer. These layers correspond
roughly to the layers as defined within the TCP/IP Suite.
(The 802 standard and other standards have different
organizational structures for the layers.)

[0017] Generally, when an ES is communicating over
a network using a layered protocol, a different software
module may be running on the ES at each of the different
layers in order to handle network functions at that layer.
Examples of software modules existing within an ES at
different layers are shown in Fig. 3.

Drivers and Adapters

[0018] Each of the ISs and ESs in Fig. 1 includes one
or more adapters and a set of drivers. An adaptor gen-
erally includes circuitry and connectors for communica-
tion over a segment and translates data from the digital
form used by the computer circuitry in the IS or ES into
a form that may be transmitted over the segment, which
may be electrical signals, optical signals, radio waves,
etc. A driver is a set of instructions resident on a device
that allows the device to accomplish various tasks as
defined by different network protocols. Drivers are gen-
erally software programs stored on the ISs or ESs in a
manner that allows the drivers to be modified without
modifying the IS or ES hardware.

NIC Driver
[0019] The lowest layer adaptor software operating in

one type of network ES is generally referred to as a NIC
(Network Interface Card) driver. A NIC driver is layer 2
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software designed to be tightly coupled to and integrat-
ed with the adaptor hardware at the adaptor interface
(layer 1) and is also designed to provide a standardized
interface between layer 2 and 3. Ideally, NIC drivers are
small and are designed so that even in an ES with a
large amount of installed network software, new adaptor
hardware can be substituted with a new NIC driver, and
all other ES software can continue to access the network
without modification.

[0020] NIC drivers communicate through one of sev-
eral available NIC driver interfaces to higher layer net-
work protocols. Examples of NIC driver interface spec-
ifications are NDIS (Network Driver Interface Specifica-
tion developed by Microsoft and 3Com) and ODI (Open
Data-Link Interface developed by Apple Computer and
Novell).

[0021] Generally, when an ES is booting up and be-
gins building its stack of network protocol software, the
NIC driver loads first and tends to be more robust than
other network software modules because of its limited
functions and because it is tightly designed to work with
a particular hardware adaptor.

Management and Monitoring of Individual ESs in a
Network Environment

[0022] A network such as that shown in Fig. 1 is gen-
erally managed and monitored within an enterprise by
a central Information Services department (ISD), which
is responsible for handling all the interconnections and
devices shown. The same ISD is generally responsible
for managing the applications and system components
on each of the individual ESs in the network.

[0023] Many prior art systems have been proposed to
allow an IS staff person to manage and partially monitor
network infrastructure remotely over a network. Such
systems include IBM's NetView, HP's OpenView or
Novell's Network Management System (NMS). Howev-
er, these systems generally rely on a full network proto-
col stack to be correctly running effectively on the re-
mote ES in order to accomplish any remote file manage-
ment operations.

Simple Network Management Protocol (SNMP)

[0024] A common protocol used for managing net-
work infrastructure over the network is the Simple Net-
work Management Protocol (SNMP). SNMP is a layer 7
network and system management protocol that handles
network and system management functions and can be
implemented as a driver (or SNMP agent) interfacing
through UDP or some other layer 4 protocol. Prior art
SNMP installations largely were not placed in ESs be-
cause SNMP did not handle ES management or moni-
toring functions and because SNMP agents are proces-
sor and memory intensive.

[0025] SNMP is designed to provide a simple but pow-
erful cross platform protocol for communicating complex
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data structures important to network infrastructure man-
agement. However, its power and platform-independent
design makes it computationally intensive to implement,
and for that reason it has limited applications in end sys-
tem management or monitoring. It is primarily used in
network infrastructure management, such as manage-
ment of network routers and bridges.

[0026] SNMP is designed to support the exchange of
Management Information Base (MIB) objects through
use of two simple verbs, get and sef. MIB objects can
be control structures, such as aretry counterin an adap-
tor. Get can get the current value of the MIB and set can
change it. While the SNMP protocol is simple, the MIB
definitions can be difficult to implement because MIB ids
use complex data structures which create cross-plat-
form complexities. SNMP has to translate these com-
plex MIB definitions into ASN.1 which is a cross-platform
language.

[0027] EvenifinstalledinanES, an SNMP agent can-
not be used to manage or diagnose an ES or update
system components where the UDP protocol stack is
not working properly, which will often be the case when
the network connection is failing. When working, SNMP
provides a protocol interface for higher layer prior art
management applications.

[0028] SNMP is described in detail in a number of
standard reference works. The wide adoption of SNMP
throughout the networking industry has made compati-
bility with SNMP an important aspect of new manage-
ment and monitoring tools.

Prior Art RMON Overview

[0029] Prior art Remote Monitoring (RMON) technol-
ogy is a set of software and hardware specifications de-
signed to facilitate the monitoring and reporting of data
traffic statistics in a local area network (LAN) or wide
area network (WAN). RMON was originally defined by
the IETF (Internet Engineering Task Force) in 1991.
RMON defined an independent network probe, which
was generally implemented as a separate CPU-based
system residing on the monitored network. Software
running on the probe and associated machines provided
the various functions described by the defining IETF
RFC documents, RFC-1271, RFC-1513 and RFC-1757.
[0030] According to the original standards, a special
application program, sometimes referred to as an
RMON Manager, controlled the operation of the probe
and collected the statistics and data captured by the
probe. In order to track network traffic and perform com-
mands issued to it by the RMON Manager, a prior art
probe operated in a promiscuous mode, where it read
every packet transmitted on network segments to which
it was connected. The probe performed analyses or
stored packets as requested by the RMON Manager.

[0031] Prior art RMON builds upon the earlier Simple
Network Management Protocol (SNMP) technology
while offering four advantages over SNMP agent-based
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solutions:

(1) RMON provides autonomous Network Manage-
ment/Monitoring, unlike SNMP which required pe-
riodic polling of ESs. RMON stand-alone probes are
constantly on duty and only require communication
with a management application when a user wishes
to access information kept at the probe.

(2) RMON's alarm capability and user-programma-
ble event triggers furnish a user with asynchronous
notification of network events without polling ESs.
This reduces the network bandwidth used and al-
lows across-WAN links without concern for perform-
ance costs.

(3) RMON automatically tracks network traffic vol-
ume and errors for each ES MAC address seen on
a segment and maintains a Host Matrix table of
MAC address pairs that have exchanged packets
and the traffic volume and errors associated with
those address pairs.

(4) RMON permits the collection and maintenance
of historical network performance metrics thereby
facilitating trend analysis and proactive perform-
ance monitoring.

(5) RMON includes fairly sophisticated packet filter
and capture capabilities which allowed a user to col-
lect important network packet exchanges and ana-
lyze them at the management console.

[0032] The new capabilities of RMON were quickly
appreciated and RMON probes soon became the pre-
ferred choice for remote monitoring. It has become com-
mon place for ISs, particularly hubs and switch/bridges
to embed RMON probe functions.

RMON2

[0033] Shortly after adoption of RMON, users wanted
more managementinformation than the layer 2 statistics
RMON provided. In particular, network managers want-
ed to track higher layer protocols and the sessions
based upon those protocols to learn which applications
were using which protocols at what expense in available
network bandwidth. Therefore, a new version of RMON,
RMON2 was developed to provide more advanced ca-
pabilities. RMON2 provides network header layer (layer
3) through application layer (layer 7) monitoring for a
number of commonly used protocols and applications,
including the Internet protocol suite (IP and UDP) and
Internet applications (FTP, Telnet, TCP and SNMP).

Limitations of IS-based (Hub-Based/Switch-Based
RMON

[0034] A traditional stand-alone RMON probe, con-
nected to a switch like any other host device, only sees
network traffic flowing on the segments to which itis con-
nected, greatly limiting its usefulness in modern, more
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complicated network topologies. One solution is to place
the RMON probe within the switch itself and have it mon-
itor all ports simultaneously. However, this requires con-
siderable processing capability in order to handle the
large bandwidth made possible by modern switching ar-
chitectures.

[0035] Inaconventional 10Mb Ethernet or 4/16Mb To-
ken Ring environment, a stand-alone RMON probe on
a single network segment could usually be implemented
on a 486-class processor. However, where multiple net-
work interfaces must be monitored or where network
bandwidths are higher, (such as with 100Base-T LANs
or switching hubs/ATM), it is considerably more costly
to build a probe with sufficient processing power to cap-
ture all, or even most, of the network packets being ex-
changed. Independent laboratory tests show that
RMON products claiming to keep up with higher band-
width network traffic generally cannot, in fact, keep up
with all data flow during peak network rates. The situa-
tion worsens considerably when attempting to do
RMONZ2 analysis of network packets in high bandwidth
environments. Processing power required can be easily
five times greater than needed to simply capture pack-
ets, and data storage requirements can easily increase
ten fold.

[0036] Use of filtering switches and hubs (discussed
in the above referenced patent applications) in networks
further limits the usefulness of probes because, unlike
repeaters, not all the packets appear at every output port
of the switch. This makes the use of external stand-
alone probes infeasible unless the switch vendor has
provided a monitor port (sometimes called a copy port)
where all packets are repeated to the external RMON
probe. However, this approach decreases data traffic
performance in the switch, and does nothing to reduce
the processing overhead required of the probe.

[0037] In general, what is needed is an efficient and
workable mechanism for the distributed collection of
performance statistics in a communication system.
Within the specific environment just described, w what
is needed is an RMON technology whereby RMON func-
tionality can be implemented in a LAN/WAN without un-
duly harming network performance and not requiring ad-
ditional expensive network hardware to support. Ideally,
this technology would be compatible with standard
RMON and RMONZ2 technology so it could operate ef-
fectively with existing network management software.
[0038] For purposes of clarity, the present discussion
refers to network devices and concepts in terms of spe-
cific examples. However, the method and apparatus of
the present invention may operate with a wide variety of
types of network devices including networks and com-
munication systems dramatically different from the spe-
cific examples illustrated in Fig. 1 and described below.
It should be understood that while the invention is de-
scribed in terms of a computer network, the invention
has applications in a variety of communication systems,
such as advanced cable television systems, advanced
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telephone networks, ATM, or any other communication
system that would benefit from distributed performance
monitoring and centralized collection and compilation.
It is therefore not intended that invention be limited, ex-
cept as indicated by the appended claims. It is intended
that the word "network" as used in the specification and
claims be read to cover any communication system un-
less the context requires otherwise and likewise "end
system" and "node" be read to encompass any suitable
end system (telephone, television) on any such commu-
nication system or to encompass distributed points in
the network intermediate of an end systems. It is also
intended that the word "packet" as used in the specifi-
cation and claims be read to cover any unit of transmit-
ted data, whether an ethernet packet, a cell, or any other
data unit transmitted on a network unless the context
requires otherwise.

SUMMARY OF THE INVENTION

[0039] The present invention relates to methods ac-
cording to claims 1 and 21, and corresponding bridge
apparatus and network according to claims 31 and 34
for distributed remote network monitor (dRMON) in a
LAN. According to an embodiment of the invention, dR-
MON agents, which are software or software plus hard-
ware components, are placed within each (or a subset)
of the ESs such as 50a-c, 51a-c, and 521-g, connected
to the LAN or within server machines. These agents im-
plement prior art RMON functional groups but only cap-
ture and analyze packets that their native ES sends or
receives, or in some embodiments captures packets
thatthe ES communicates with an ES that does not have
an dRMON agents installed; as a result, the processing
requirements of the dRMON agents are kept well within
the range of the ES (or host) CPU's capabilities and gen-
erally do not result in a noticeable loss of performance.
[0040] Accordingto the invention, on a periodic basis,
initiated by a polling packet from the collector in one em-
bodiment, the dRMON agents forward their statistics
and/or captured packets to a dRMON collector (referred
to as a proxy in some of the previously referenced ap-
plications because it can act as a proxy for, or mimic,
the behavior of a prior art dRMON probe), existing
somewhere on the WAN/LAN. The collector combines
received agent data thereby creating at the collector the
view that a prior-art stand-alone RMON probe would
have if all the ESs were on the same LAN segment with
the probe. According to the invention, the collector may
be a stand-alone device connected to the LAN, such as
61b or 65a, or may be implemented within a switch in
the LAN such as 62 or within a server, such as 64.

[0041] According to one embodiment of the invention,
a dRMON collector can mimic the SNMP responses of
a prior art non-distributed RMON probe so that existing
network management or monitoring software can inter-
act with the collector as though the collector were a prior
art probe. Therefore prior art network management soft-
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ware need not be aware of the existence of the dRMON
agents.

[0042] According to a further embodiment, multicast
domains are handled specially. In a default mode, ESs
in the same multicast domain are treated by a collector
as though they are on one LAN segment. This approach
allows other vendor's RMON network management ap-
plications to interact with the collector as though it were
a prior art probe; however, when used with enhanced
dRMON Managers, a user is provided the ability to com-
bine ports and hosts in order to create Virtual LAN
(VLAN) definitions which would cause the monitoring
function to behave as though all selected hosts were on
the same LAN segment being served by the same
RMON probe. A dRMON collector in this embodiment
could create and maintain several such views with each
appearing as one interface to conventional RMON Man-
agement applications.

[0043] According to a further embodiment, agent
proxies are provided to be placed in IS systems such as
bridges to handle the dRMON agent functions for ESs
that do not have agents. These proxies can be used in
environments where some ESs are running operating
systems for which dRMON agents are not yet available.
According to the invention, using a proxy agentin an IS
for just some of the ESs can allow that IS to collect just
those statistics needed for agent-less ESs and therefore
does not overburden the IS processing capabilities.
[0044] There are several key advantages to various
embodiments of the invention when compared to other
solutions, among these advantages are scalability, af-
fordability, true end-to-end response time monitoring,
redundancy, visibility into client node, distributed archi-
tecture, and web support.

[0045] Because each agent is analyzing only its own
directed traffic, or possibly its own traffic and the traffic
of a limited number of other ESs, dRMON can handle
extremely high bandwidth environments with relative
ease. Compared to stand-alone probes, dRMON s
more affordable as a remote monitoring tool, particularly
in switched environments. Very inexpensive PC tech-
nology can be used to host the Collector software re-
sulting in low equipment costs.

[0046] RMONZ2, for all its power, still does not afford
the network manager one of the most asked for features,
that being continual response time monitoring. RMON2
applications can only do this if packet capture is used to
forward the protocol streams to the management sta-
tion, at a price in network utilization and performance.
dRMON Agents routinely perform this analysis and for-
ward the results (not the entire packets) to the Collector.
[0047] The fact that dJRMON agents in the ESs them-
selves are collecting the data additionally creates a
more precise view of the LAN since any LAN's charac-
teristics vary based upon where in the wire a node is
connected; furthermore, because of their cost, probes
are often located close to the backbone where fewer
probes can see more of the traffic. This approach pre-
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vents the network manager from spotting infrastructure
problems and delays occurring between the probe's lo-
cation and the desktop. Only dRMON can perform true,
accurate, end-to-end response time analysis.

[0048] Since data collection is done by the managed
nodes and RMON Collectors can substitute for each
other, there is no single point-of-failure and dRMON
therefore inherently provides monitoring redundancy. In
the case of monolithic probes or management add-in
cards, unless multiple probes are deployed on each
LAN segment, a probe's failure can be disastrous when
attempting remote monitoring.

[0049] Because the dRMON agent software of the in-
vention resides in ESs, it can capitalize upon native op-
erating system interface mechanisms (for example OS
APIs such as Microsoft's WIN32) to gather information
about the ES that could never be ascertained from the
wire via packet capture and analysis. Examples of the
kinds of information available: (1) Network protocol
stack configurations and NIC configurations including
problematic situations; (2) Application information such
as what protocols an application is bound to, the appli-
cation's manufacturer, version, file date and time, DLLs
used and their versions, etc.; (3) ES system information
such as memory, CPU, disk space, current resource uti-
lizations, etc.; and (4) System performance metrics.
[0050] The invention will be further understood upon
review of the following detailed description in conjunc-
tion with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0051]

FIG. 1 is a diagram of a local area network of one
type in which the invention may be effectively em-
ployed.

FIG. 2 is a diagram of a packet.

FIG. 3 is a diagram showing a layered network pro-
tocol.

FIG. 4 is a diagram of a particular embodiment of
an agent according to the invention and other com-
ponents upon which it depends.

FIG. 5is a more detailed diagram of a particular em-
bodiment of an agent according to the invention and
other components upon which it depends.

FIG. 6 is a block diagram of an embodiment of a
dRMON Collector according to the invention.

FIG. 7 is a more detailed internal view a of an em-
bodiment of a dRMON Collector according to the
invention.

FIG. 8 is a diagram illustrating hierarchical collec-
tors according to an embodiment of the invention.
FIG. 9 is a flow chart illustrating a security mecha-
nism according to an embodiment of the invention.
FIG. 10 shows a particular embodiment of a simpli-
fied file that may be used to communicate network
statistics data to a remote terminal.
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FIG. 11 is a diagram of a computer system as an
example of a system used to deploy the invention.

DESCRIPTION OF SPECIFIC EMBODIMENTS

[0052] Fig. 1is ablock diagram illustrating the deploy-
ment of the invention in an example network according
to a specific embodiment of the invention. The invention
includes two types of primary components, the agents
that reside in ESs and the collector or collectors that col-
lect and compile the network statistics and interacts with
network management applications (such as an applica-
tion running on console 54) to provide a management/
monitoring picture to the network.

dRMON agent

[0053] In one embodiment, the dRMON agent is im-
plemented in the C programming language. The agent
executable code is launched each time an ES is started
or rebooted and the agent may be tightly bound to ES
adaptor driver software. Because the dRMON agent has
no visible ES user interface, the ES user is unaware of
the agent's presence, and can do nothing with regards
to reconfiguring the ES that would inadvertently disable
the agent.

[0054] Fig. 4 shows one particular embodiment of an
agent and other components upon which it depends. An
NDIS DeskTop Agent type module (DTA) is used to bind
to the network adapter driver, thus establishing a source
of directed packets to analyze as well as a means to
communicate with the dRMON collector via the network.
Multiple NIC bindings may be supported by the agent
and may allow the agent to monitoring traffic on different
segments having different layer 1 protocols.

[0055] Among the importantfunctions that can be per-
formed by agents according to various embodiments of
the invention are: (1) receiving and responding to mes-
sages from the collector and configuring its operation to
conform to collector instructions; (2) performing RMON
analysis and compiling statistics regarding network traf-
fic for forwarding to the collector; (3) performing packet
capture at the agent for forwarding packet streams to
the collector, and (4) providing a mechanism for receiv-
ing and executing downloadable modules.

[0056] Fig. 5 provides an exploded view of the dR-
MON Agent's internal components. Central to the
agent's functionality is RMON Engine 110. This module
takes the packet stream received from the network via
the DTA and subjects it to RMON analyses as config-
ured via the collector. Data structures and tables are
built and maintained within the section labeled RMON
Data Structures 112 in order to accomplish and store
the results of this RMON analysis. The agent compares
packets to filters in effect that have been set by the col-
lector and, upon a match, an eventis generated for anal-
ysis and/or the packet is retained and added to a capture
channel. The invention may include support for Down-

10

15

20

25

30

35

40

45

50

55

Loadable-Modules (DLMs) through DLM manager 111.
This allows the user to download executables such as
diagnostics from the RMON management console that
can perform system analysis, network analysis or both.
dRMON data structures 114 are used to store informa-
tion necessary for agent-to-collector functioning accord-
ing to the invention, such as, in one embodiment, a list
at the agent of the layer 2 (MAC) addresses of all other
ES that include functioning dRMON agents.

[0057] The dRMON Interface Module 115 is intended
to isolate the Agent core from ES platform and network
protocol dependencies to maximize the portability of the
agent executable code and therefore to facilitate the
porting of the agent software to other operating system
(OS) platforms.

[0058] Below dRMON Interface Module 115 are the
lower layer components used to communicate with the
dRMON collector, the DTA and the operating system.
dRMON protocol box 116 is where the dRMON protocol
and DTA interfaces are realized. While dRMON protocol
is used for communication with the Collector, many re-
quests coming from the Collector, such as requests to
set filtering or packet capture parameters, are essential-
ly SNMP protocol data units (i.e. PDUs or packets) en-
capsulated in dRMON protocol; hence, the presence of
the SNMP interface and decoder module 118, which de-
codes the necessary subset of SNMP.

[0059] In an alternate embodiment, the invention
could use a different (possibly routable) protocol instead
of dRMON protocol for Agent-to-Collector exchanges.
The dRMON Interface Module provides for this by iso-
lating the protocol details from the Agent's core.

dRMON collector

[0060] The dRMON Collector receives RMON analy-
sis and capture data from the agents and sorts, collates,
and aggregates that information into a cohesive data-
base that recreates the view a prior art RMON probe
would have if the ESs were all on the same LAN seg-
ment with the prior art probe. The collector can then
makes this information available to management appli-
cations, either using SNMP and the MIB-Il and RMON
MIBs or optionally, to WEB browsers via HTTP or other
web interface language. Different instances of the Col-
lector, like the Agent, can be developed to support a
number of different operating systems.

[0061] Any SNMP operation on the network which
would affect the configuration or operation of a stand-
alone RMON probe is captured by the collector and for-
warded, as appropriate, to the agents so that the agents
can modify their behavior accordingly. An example
would be an SNMP packet setting filter definitions for
which packets flowing on the network are captured for
later analysis. Such a packet would be received by the
collector and then passed along to dRMON agents
which would each individually compare received pack-
ets to the filter definitions.
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[0062] While the invention may be most easily de-
scribed as a network having a single collector, because
the actual data gathering and monitoring is being per-
formed at the managed ESs, it is possible to have an-
other collector on the LAN/WAN assume the data col-
lection duties of a defective or off-line collector. It is also
possible to have multiple collectors on a LAN, in which
case in this embodiment an identifier is used so that an
agent communicates with only one collector. In one em-
bodiment, this identifier also acts as a security password
as described below.

[0063] Fig. 6 is a block diagram of an embodiment of
a dRMON Collector according to the invention. Like the
Agent, the Collector loads automatically when the sys-
tem starts and depends upon the same DTA services to
exchange dRMON protocol traffic with its Agents. The
DTA is also used as a packet interface to allow the Col-
lector to monitor its own directed traffic as well as the
broadcast and multicast traffic flowing within its sphere
of management. To prevent duplication of statistics, only
the Collector maintains RMON information on broadcast
and multicast traffic.

[0064] Since, in one embodiment, the Collector must
communicate with RMON Manager applications using
SNMP, a full set of SNMP interfaces and services 142
exists in the Collector which is not found in the dRMON
Agent. In the Windows95(TM) and WindowsNT(TM) en-
vironments, Microsoft(TM) offers an extensible SNMP
agent. This agent provides the UDP/IP protocol stack,
PDU parser and basic MIB-Il support, but allows a user-
provided extension to register MIB objects that are to be
maintained by the user-provided extension. When the
extensible agent receives an SNMP PDU referencing
one or more of the user-registered objects, it passes the
request to a user-provided callback function for process-
ing. In one embodiment, a collector according to the in-
vention registers the full RMON MIB with the Extensible
Agent. In embedded applications (e.g., switches), the
Microsoft Extensible Agent may be replaced with cus-
tomized SNMP services.

[0065] Fig. 7 gives a more detailed internal view of the
Collector executable. Again, the architecture is very
similar to that of the dRMON Agent and may use a third-
party RMON2 engine as RMON2 engine 140. The
SNMP Services component 142 provides the RMON ex-
tensions that are registered with the Microsoft Extensi-
ble SNMP Agent. The dRMON Mapper 144 performs
the task of mapping between RMON MIB objects and
their internal representations contained within the mod-
ule labeled RMON Data Structures 146.

[0066] The Integrator 148 merges RMON statistics,
tables and capture streams coming from the remote dR-
MON agents with the equivalent output from the Collec-
tor's analysis of its own directed traffic combined with
the broadcast and multicast traffic present at its inter-
face. The final result is an integrated view of all of the
monitored traffic just like one would get from a conven-
tional RMON probe.
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[0067] The other lower-layer components such as the
dRMON Interface Module 150 provide the same plat-
formisolation function that they do for the dRMON Agent
thus permitting the other modules to be implemented in
a way which maximizes their portability.

Protocol for communications between adaptor and
collector

[0068] According to an embodiment of the invention,
a protocol is defined for communications between a col-
lector and its agents. The specific details of the protocol
are not necessary for an understanding of the invention,
and the protocol may be a prior art network manage-
ment protocol, such as SNMP or a subset of standards-
based SNMP.

[0069] However, the inventionis also able to work with
a simple and more efficient protocol for specifically com-
municating certain kinds of network management infor-
mation and this represents a preferred embodiment. A
preferred protocol would encompass both an applica-
tion level protocol that handles MIB objects and a net-
working protocol that is powerful for the particular pur-
poses for which it was designed. A preferred protocol
does not require and is not susceptible to configuration
by an ES user, so that it is not as easily inadvertently
disabled by a user as many other network protocols are.
A preferred protocol would bind more directly to a NIC
driver so that the protocol will load and be functional
even if other network protocol stacks do not load or are
not operating properly. A preferred protocol will gener-
ally require no acknowledgement by default, but will in-
clude the ability to establish acknowledgements for re-
liability and also to include encryption features for secu-
rity.

[0070] A preferred protocol may be restricted to com-
munication between intermediate system collectors and
end system agents, an area where users do not other-
wise need to interface. The collector, in one embodi-
ment, is designed to interface with other network man-
agement software through a standards based protocol,
like SNMP, to facilitate interoperability with network
management software.

[0071] A preferred protocol will result in lower network
traffic, be very reliable and require a small installation
on the end-systems. A preferred protocol will be de-
signed with an awareness of the reliability of modern
network infrastructures realizing that many prior art pro-
tocols are designed with the assumption that network
traffic will be very unreliable and that packets will often
get dropped or lost after they are transmitted. In modern
networks, in fact, packets rarely get dropped once they
are sent by the transmitter. A preferred protocol, there-
fore, eliminates much of the acknowledgement and re-
dundant traffic generated by other network protocols
that unnecessary for reliable network operation.
[0072] For the purposes of this description of the in-
vention, we will refer to the protocol by which dRMON
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collectors and agents communicate over the network as
the dRMON protocol. Unless the context otherwise re-
quires, the dRMON protocol should be understood to
represent any possible protocol between collectors and
agents for the exchange of management/monitoring in-
formation, generally in the form of MIBs, including prior
art SNMP-type protocols or including a preferred spe-
cialized protocol as just described.

Collector and Agent Functions

[0073] From the perspective of the user, the primary
functions of the agents and the collector are to collec-
tively implement the monitoring, management, and
packet capture capabilities defined from RMON2,
SNMP, and related networking standards with enhance-
ments resulting from the distributed nature of the inven-
tion as herein described. As these primary functions are
described in publicly available standards and docu-
ments and are well-know to practitioners in the art, de-
tails of the network statistics gathering, packet capture,
or standards-based configuration of those function are
not described here. What follows is a description of the
functions according to the invention that allows the in-
vention to perform network monitoring, in a distributed
fashion.

[0074] Some collector functions will now be de-
scribed. In addition to performing RMON2 analysis on
its own directed traffic as well as all multicast and broad-
cast traffic, the Collector performs several other func-
tions pertain to the management or configuration of its
remote agents. dRMON embodiments may be designed
to interoperate with a variety of RMON Management ap-
plications and all major SNMP Management Platforms
(e.g., HP OpenView) that support the original RMON
MIBs. Doing so requires only that the collector be pro-
grammed to communicate with the particular manage-
ment application and that filtering functions required by
the management application be translatable by the col-
lector to directives to the agent.

Agent Discovery by Collector

[0075] The collector is responsible for automatically
discovering all of the dRMON Agents within its manage-
ment sphere. According to one specific embodiment, a
special multicast discovery frame is used to solicit iden-
tifying responses from the agents. Each agent sets a
different response delay so as not to flood the Collector
with discovery responses when a discovery request is
broadcast. In one embodiment, this delay is set by each
agent based on a random number. In other embodi-
ments, as described below, response delay is based on
some characteristic attached to each specific ES, such
as MAC address. Discovery requests are repeated pe-
riodically to detect nodes which have been added or
powered-up since the last discovery operation.
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Time Synchronization and Polling

[0076] To facilitate proper time-based ordering of cap-
tured packets at the Collector and to ensure that statis-
tics are placed into the proper time period buckets, sta-
tistics and packets coming from the Agents to the col-
lector are time-stamped by the agents. In order to ac-
complish this time-stamp, each agent maintains a clock,
derived from its system clock. To be meaningful, the
clocks in each Agent must be kept fairly close to those
of its peers and their Collector, although precise align-
ment is generally not possible and is not required by the
invention.

[0077] In order to keep agent time-stamps aligned,
the Collector sends out a time synchronization message
periodically. These messages may also be used to trig-
ger the return of statistics from the Agents. As elsewhere
described herein, each Agent sets a random delay in-
terval before sending its data to prevent flooding the col-
lector.

[0078] In a specific embodiment, agents and Collec-
tors keep time in 100-nanosecond increments, each in-
dividual agent and collector ultimately deriving its count
from the CPU clock of its own host. The Collector in-
cludes in each poll, sent out every 5 seconds, its current
uptime counter which is the number of 100-nanosecond
increments that have occurred since the collector was
started. Agents compare this value with their own count,
computed from their own system clock, and compute
any corrections that need to be made to account for var-
iations in system hardware at each node. Agents use
their own corrected counters to provide a relative time
stamp on the statistics and captured packets that they
return. In a specific embodiment, the agent and collector
counters are each roll-over counters.

[0079] In one embodiment, average latencies in the
path between the agent and the collector are ignored,
because in most real-world local area networks, the
transmission delay will be effectively zero. Other em-
bodiments are possible where the agents compute av-
erage latencies and adjust their time-stamps according-
ly.

[0080] During packet capture, the collector time-sorts
captured packets returned to it to ensure that protocol
exchanges are ordered correctly in the capture chan-
nels. The timestamps added by the agents will normally
be sufficient to do this, but at times, because of correc-
tions made at the agents, some captured packets may
get returned with nearly identical time-stamps. In that
case, the collector uses some protocol interpretation
(such as sequence numbers, or request/response indi-
cations) to correctly order the captured packets.

Agent Management by Collector

[0081] Agent Management can be roughly divided in-
to two areas: agent configuration and RMON configura-
tion.
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[0082] Agent configuration refers to such issues as
how much memory/storage for the agent to reserve for
RMON data space, version management, etc. These
actions are not defined in prior art RMON and are ac-

complished using dRMON protocol management
frames.
[0083] RMON configuration consists of filter settings,

historical sampling intervals and other RMON MIB-de-
fined user-settable options as well as the newly accept-
ed Aspen MIB for standards-based probe configuration.
dRMON protocol frames are used to carry these ex-
changes but within them are SNMP-formatted PDUs
carrying the actual management information.

Optimization of Network Traffic by Agents and
Collectors

[0084] Network traffic between agents and Collector
is designed to be "finite", i.e., in as many cases as pos-
sible, agents and collectors communicate using a mini-
mum number of packets. The following steps are taken
by embodiments of the invention to help optimize and
minimize network traffic between the collector and the
agent:

1. For discovery, reporting of statistics, and time
synchronization, the collector generates a multicast
poll to which each of the agents replies. If a multi-
cast pollis dropped at any agent, no retransmission
or acknowledgement is attempted. This is possible
because according to embodiments of the inven-
tion, traffic information reported by the agents to the
collector is in the form of cumulative counters; if a
report packet from an agent is dropped or is missed
by the collector, a subsequent report packet from
the agent will correct the statistics at the Collector.
2. Conversation traffic information sent by the
agents is time-filtered, i.e., only the conversation
entries that were updated since the last retrieval by
this collector are sent by the agent.

3. Traffic information sent by the agents to the Col-
lector in the response is complete within one pack-
et; noresponse depends on the availability or arrival
of a second packet from the agent, so responses
can be processed immediately. Even if certain re-
sponse packets get lost, impact to overall accuracy
of collector statistics is minimal.

4. Agents generate a statistics response packet on-
ly in response to a request by a collector. In general,
there is no other traffic generated by agents unless
specifically requested by the collector in a multicast
packet.

Distribution of Packet-Capture among dRMON agents

[0085] According to embodiments of the invention,
the agent and collector can also perform capture of spe-
cific packet streams, as defined by RMON for stand
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alone RMON probes. To accomplish packet-capture, an
RMON-management application sets up the proper fil-
ters, channel and buffer control parameters at the Col-
lector, as described in standard RMON MIBs, and as
would be done in a standard RMON probe. All new filter
definitions, channel definitions, and buffer control defi-
nitions are then forwarded by the collector to all dRMON
Agents using multicast packets, as soon as these defi-
nitions are set up at the Collector. In addition, the col-
lector may communicate existing definitions periodically
to all dRMON agents.

[0086] Based on these definitions, dRMON agents
capture packets and forward them to the collector. Each
dRMON agent captured packets only in non-multicast
conversations in which it is an active member. If the con-
versation is with a non-agent ES, then the agent node
is responsible for the capture. If the conversation is with
another dRMON agent, then in one embodiment to
maintain the time order of captured packets (i.e., the re-
sponse is after the request, etc.), only one of the two
agents in a conversation captures the packets and is
responsible for sending these packets to the Collector.
In one embodiment, if both sides of a conversation con-
tain an active agent, a simple comparison of MAC Ad-
dresses is made and a MAC Address which is lexico-
graphically bigger becomes responsible for capture.
Other rules for determining priority for packet capture
are possible. In general, if only one side of a conversa-
tion has an active agent, that side captures packets for
both sides.

[0087] In some embodiments, in some situations,
both sides of a conversation will be reporting captured
packets. Where necessary, the periodic synchronizing
timebase messages from the Collector are used to keep
the dRMON Agent's packet timestamps in close align-
ment and protocol analysis is used by the Collector, as
needed, to supplement the use of the timestamps in rec-
reating correct time order of the captured packets.
[0088] In one embodiment, captured packets within a
poll-interval are grouped and sent to the Collector on the
subsequent multicast request. This frees up memory
and system resources at the agent for more packet-cap-
tures ahead.

[0089] In one embodiment, the invention does not
protect against loss of captured packets once those
packets are transmitted from an ES. If, for some reason,
a packet cannot be received at a node, the captured
packets it contains will be lost. However, other elements
of the invention as described herein, reduce the dangers
that a collector will not receive a packet once it has been
transmitted by a node. In an alternative embodiment, an
acknowledgement based protocol connection is estab-
lished when captured packets are to be transmitted.

Coverage of End-Systems without dJRMON agents and
Duplicate Data Filtering

[0090] According to one embodiment of the invention,
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provisions are made for ESs with dRMON agents in-
stalled to gather statistics or capture packets pertaining
to other ES which do not have active dRMON agents.
In this way, the invention may be effectively employed
in a network even where all ES are not equipped with
dRMON agents. In this embodiment, the collector and
agents work together to eliminate duplicate statistics in-
formation reported to the collector by various agents and
to reduce unnecessary network traffic overhead. To
avoid both of these problems, according to this embod-
iment, the collector maintains a list of identifiers of ESs
with active dRMON agents. In one embodiment, this list
consists of the MAC (layer 2) addresses of the ESs with
agents. This list is communicated to every dRMON
agent controlled by the collector piece-by-piece, with a
certain number (N) of ES indications notified to all
agents in each multicast request. Agents capture and
use this information to reduce unnecessary traffic as de-
scribed herein. The information may be contained within
the agent ES in any type of table structure and in one
embodiment the information is stored in a binary tree
table in order to facilitate quick look-up at the agent of
received ES addresses to determine whether or not this
agent will capture that received traffic.

[0091] Agents and the collector follow certain rules to
reduce network traffic overhead. In general, agents re-
port statistics regarding only conversations that are (1)
directed (i.e. not multicast), and are (2) to them (i.e. re-
ceived (Rx) traffic). For transmitted traffic, the agent re-
ports statistics for directed traffic only when the receiv-
ing ES does not have an active dRMON agent according
to the reporting agent's list. Other rules are possible that
eliminate duplicate reporting.

[0092] In cases where for some reason an agent in-
correctly reports transmitted traffic to another active
agent, the collector can eliminate duplicate reports by
giving higher priority to reports from the agent at which
the traffic was received.

[0093] Therefore, if agents A and B both report traffic
between them, a collector will use part of the traffic in-
formation from A in which traffic is directed to A and part
of the traffic information from B in which traffic is directed
to B. Another example, in which A is an agent ES and
Z is not, conversation between them will be reported by
A only, and there is no duplication to be avoided.
[0094] According to specific embodiments of the in-
vention, a number of other strategies may be used to
prevent transmitting duplicate data to the collector or,
when duplicate data is transmitted, to prevent that du-
plicated data from being counted twice at the collector.
These strategies can vary based on whether the data is
captured packet data streams forwarded to the collector
or is RMON statistics only sent from the agent to the
collector.

[0095] Furthermore, to prevent duplication of multi-
cast and broadcast statistics, in one embodiment only
the Collector itself tracks multicast and broadcast pack-
ets and ES agent tracking is disabled for those packets.
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Agents do not report any traffic statistics based on
broadcasts. Currently, multicast traffic is also handled
by Collector only. In some alternative embodiments, it
may be desirable to have agents participate in reporting
of multicast traffic.

Preventing Flooding of Collector

[0096] According to embodiments of the invention,
the collector sends out a multicast request to all its
agents every polling interval. If all the agents respond
to this request immediately, or with a similar delay, there
is a chance of flooding the Collector with more packets
than it can receive and process. The collector in turn
may have to drop some packets depending on the buff-
er-resources available. To avoid that, each agent uses
a delay algorithm, which calculates amount of time to
wait before sending the response. Ideally, this delay al-
gorithm is such to spread responses from the agents as
evenly as possible over a poll response period so that
the collector can more easily handle all response pack-
ets. In one embodiment, an agent derives a delay value
from its unique MAC address of the ES to distribute re-
sponse packets across the desired response time. In
another embodiment, an agent uses a random number
generator, seeded with the unique MAC address of the
ES, to distribute response packets across the desired
response time. In other embodiments, agents seed a
random number generator with two numbers, one based
on a changing value such as a system clock. This redis-
tributes responses from ESs during each response time.
Other response distribution algorithms are possible that
distribute agent responses, including deterministic algo-
rithms based on the number of agents responding to a
given collector.

Aging out of Agents and Collector

[0097] Agents age-out collectors when the agent no
longer receives any multicast requests for a prolonged
period. When an agent ages out all collectors, the agent
can free up the ES resources no longer needed, and
also it no longer needs to process every single packet
because there is no one to whom it can send packet
statistics. Only the dRMON protocol packets need to be
processed by dormant agents in order to check for the
presence of a new or reawakened collector on the net-
work.

[0098] The collector also times-out an agent if it does
not receive a response to a series of multicast polls for
a prolonged period. In addition to freeing up resources
in the collector that are no longer needed, this informa-
tion (i.e., that this particular ES is no longer a dRMON
agent) is communicated to other agents. Other agents
can then start reporting for this new non-agent, as ex-
plained elsewhere in the application.

[0099] According to one embodiment, there is very lit-
tle memory requirement (less than 10K bytes) for the
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agent until it sees a collector packet, at which time the
RMON engine is initialized and a number of buffers are
allocated.

Compatibility and Interoperability

[0100] According to the present invention, collectors
and agents may be designed to operate effectively with
a number of different network interface cards (NICs) and
NOS architectures and a number of different manage-
ment applications. The separability of the agent and col-
lectors allow the management system according to the
invention to be adapted to different operating environ-
ments while localizing the interoperability design issues
to the module (agent or collector) necessary for inter-
face with that system.

Specific Adapter/Network Operating System (NOS)
Support by Agent

[0101] The first release of one specific embodiment
of the invention includes support for NDIS 3.X which en-
compasses Windows for Workgroups 3.11, Windows 95
and Windows NT 3.51 or later. Novell's Client 32 will be
supported in these same environments via the NDIS 3
wrapper which will still be present. Any vendor's NIC
which offers an NDIS 3.X compliant driver can and will
be supported, although NIC drivers designed for use
with the invention may be enhanced to provide addition-
al features.

[0102] All Microsoft-defined Physical Media Manage-
ment OIDs (object 1.D.) will be implemented including
those categorized as optional. This allows dRMON
agents to detect all media-based error events when run-
ning on adapters and drivers designed for use with dR-
MON.

Transmit Callback

[0103] A special Transmit Callback from the dRMON
Agent is supported in drivers designed for use with the
invention. This transmit callback allows outbound traffic
from the host to be monitored by dRMON without the
performance penalty resulting from putting the adapter
in promiscuous mode, as is currently required in many
prior art drivers in order to see transmit traffic. In some
current network operating systems there is no way for
a higher layer protocol (such as the dRMON agent) to
signal to the driver that it wants to see copies of data
that is being transmitted on the network.

[0104] According to embodiments of the invention,
the dRMON agent performs a set operation against the
NIC driver using the transmit callback OID, indicating a
32-bit pointer to the dRMON agent's call-back routine.
If that operation succeeds, then the dRMON agent
knows that the NIC driver includes code to support the
transmit callback. The agent then can instruct the NIC
driver, using set operations, to set NIC driver filters to
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monitor directed transmit traffic. If the callback set op-
eration fails, then the agent sets the adaptor filters to
promiscuous mode, in which case the adaptor reads all
packets that appear on the wire, including packets it
transmits, and those packets are available to higher lay-
er protocols.

[0105] This alternative aspect of the invention is nec-
essary because in Microsoft's original NDIS architec-
ture, an adaptor NIC driver communicating through the
NDIS wrapper does not have the ability to pass trans-
mitted packets back up to a different higher layer proto-
col than the protocol that originated the packets. There-
fore, inapriorart NDIS NIC, the agent cannot get access
to packets transmitted by other higher layer protocol.
[0106] The NDIS wrapper does, however, give a driv-
er the ability to hold a packet in buffer memory until the
driver has determined from the adaptor card that the
packet has been copied to the card and sent. According
to this aspect of the invention, a driver takes advantage
of this mechanism to communicate directly with an dR-
MON agent DTA TDI that a transmitted packet in the
buffer and can wait until the TDI has read and analyzed
the packet before signalling to the NDIS wrapper that
processing on the packet is complete.

Security

[0107] Communication between a dRMON agent and
Collector is secure. Before either an agent or a Collector
is installed, the user sets a password that one collector
and all agents with which it is communicating use to en-
crypt all messages between them. The password is sep-
arately encrypted by each agent and by the collector and
an embedded key is stored in each image (executable)
file of the dRMON Agents and the Collector. According
to the invention, the agent and the collector each use a
slightly different algorithm that produce different embed-
ded keys from the password, though the two algorithms
are guaranteed to always be able to reproduce the same
password at when they are run. This mechanism is em-
ployed so that a "hacker" can not simply do a compari-
son of a dRMON collector and agent executable files in
order to derive the embedded key. The invention pro-
tects against a hacker from simply diffing the executable
files to locate the password and then inserting that in a
"rogue"” Collector executable.

[0108] Insome types of networks, those configured to
be one large LAN, several collectors may be deployed
to handle all the agents in the LAN and each collector
will collect statistics from one group of ESs on the LAN.
Communication between the ES and its collector is con-
trolled by the shared password because agents will not
correctly be able to decode and will simply ignore poll
packets that do not use the password set for themselves
and their collector.

[0109] In one embodiment, the dRMON agents have
two passwords, one a dRMON-and-auto-update pass-
word, the other an auto-update-only password (also re-
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ferred to as a back door key). Both of these are stored
within the dRMON agent in an intermediate, encrypted
form.

[0110] Atruntime, the dRMON agent and the Collec-
tor, using slightly different algorithms, calculate a final
password key from their stored intermediate password.
This derived value will be the same at both ends (both
the collector and the agent) and will be kept in run-time
memory only and never stored anywhere the user might
hack. This Collector's calculated key is carried in the Au-
thentication field (also 16 bytes long) of the dRMON pro-
tocol Common Header. Once the key is placed on the
network, some type of network encrypting, such as
MD?5, is used to protect the security of the packets on
the network.

[0111] If the Collector's final calculated key does not
match either of the dRMON agents' keys (normal or
backdoor keys), the dRMON agents will reject its re-
quest. If this key matches the back-door-key, then auto-
update will be allowed. If this key matches with dRMON
agent's key, then auto-update as well as other dRMON
information is provided to it. Fig. 9 provides a flow chart
of one embodiment of a security feature according to
the invention.

[0112] In one embodiment, once an agent has vali-
dated a collector it stores an indication for an address
of the collector and does not have to validate subse-
quent packets received from the collector.

[0113] Other embodiments are possible that use se-
curity features provided by the network operation sys-
tem and that therefore do not require a user to set a
password. In such embodiments, a different, but possi-
bly related mechanism may be used to allow multiple
collectors to be heard by only a subset of agents.
[0114] Thus, the invention provides a number of alter-
native security measures that together provide secure
communication between agents and collectors.

Efficient reporting of dRMON data over a Network

[0115] Prior art RMON probes typically communicate
information about the network's operation with a man-
agement station using RMON defined MIBs and filters
that are individually reported to the management station
upon request of individual MIB data. Prior art RMON de-
fines a number of different counters, each of which an
RMON probe can report to a management station upon
query by that station through SNMP or another generic
network management protocol. This can potentially lead
to a large amount of traffic flowing between a prior art
probe and a management station in order to display an
overall picture of the network.

[0116] The present invention in one embodiment re-
duces this traffic by having a collector continuously up-
date one or a group of simple files at the collector that
contained data representing the compiled statistics of
network operation. These file may be stored as simple
text file. A management station or a display terminal en-

10

15

20

25

30

35

40

45

50

55

13

abled to receive and display this data can then make
one request for a compiled file then and use the data in
the file to display a representation of network opera-
tions. A dRMON collector, according to an embodiment
of the invention, may also include an SNMP interface
allowing it to report individual counter values as is done
is prior art interfaces. One application for this embodi-
ment would be to make the data available over an inter-
net type network and displayable by a web browser.
[0117] Fig. 10 shows a representation of an example
of one simplified data file that may be used to report sta-
tistics according to the invention. The first line, "ipcount”,
identifies whether the data has changed. "Pktdist," "pk-
trate," "stats," are keywords that preceed data lines for
a particular class of data. In this example, data in quotes
is treated as labels and floating point numbers are treat-
ed as values.

Hierarchical Collectors

[0118] Multiple alternative deployments of dRMON
collectors are possible according to the invention, with
different embodiments including different sets of the fea-
tures described herein.

[0119] In addition to distributing the data collection
process, the data archiving and retrieval process may
also be distributed. Today's management systems tra-
ditionally have focused on a centralized management
console model where all the data ultimately lives at one
management station such as 54 after having been re-
trieved from its remote sources. The obvious and signif-
icant disadvantage to this is that the information is un-
available to a network manager who is physically locat-
ed elsewhere.

[0120] Most larger networks already have various in-
formation sources already deployed at some locations
such as RMON probes, embedded RMON implementa-
tions (often partial group support) or embedded SNMP
Agents. Itis advantageous to incorporate their input into
the dRMON view, supplementing it when possible with
more complete management data.

[0121] An enhanced collector provides sophisticated
management capabilities that are too difficult or costly
to routinely include in the standard collector, especially
when the Collector is embedded in a hub, switch, or rout-
er. Such enhanced capabilities might include WEB sup-
port with JAVA server capability, the ability to feed man-
agement data into standard databases or intelligent
analysis of management data to spot problems before
those problems become critical.

[0122] Fig. 8 illustrates how this concept may be im-
plemented according to an embodiment of the invention
and how it may be distributed within the networking en-
vironment. Two classes of Collectors are depicted:
Workgmup Collectors 81 and Domain Collectors 80. All
collectors are addressable by Management stations 84,
but often only Domain Collectors are in fact addressed
by a management application.
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[0123] Workgroup Collectors oversee smaller regions
of the network such as a single floor in a multilevel build-
ing. Because their sphere of management is smaller, a
workgroup collectors' physical requirements (CPU pow-
er, memory, etc.) are also smaller, as a result, they can
often be embedded in switch or hub. In smaller net-
works, these Collectors would probably be adequate for
their management needs and a second tier of Domain
Collectors would not be required.

[0124] Domain Collectors (DCs) are used in larger
networks to collect and archive management data from
Workgroup Collectors within their sphere of manage-
ment. DCs typically represent larger regions within the
enterprise network such as a remote office or a whole
building on a large campus. Each one can support mul-
tiple management stations 84, thus permitting any man-
ager to monitor that domain from anywhere in the en-
terprise. Because of their greater scope of responsibility
and the need to provide considerable long term and non-
volatile data storage, DCs are generally much more
powerful devices than Workgroup Collectors and as
such, are generally implemented as stand alone stack-
able devices generally located with the switches and
hubs they oversee.

[0125] A more detailed description of these Collector
types and various alternative embodiments follow.

Workgroup Collectors

[0126] A Workgroup class dRMON Collector is locat-
ed in a prior art type RMON probe, a hub/switch, or a
stackable dedicated device. There are advantages and
disadvantages to each of these hardware implementa-
tions as discussed below.

(1) Probe Based. RMON probes often have more
resources available than do management cards
embedded in switches and hubs and are often stra-
tegically located throughout the network in a way
that makes them prime candidates for collection
points for dRMON. Combined with a desire to mon-
itor devices which do not have a dRMON agent in-
stalled, locating a Collector in the probe has further
advantages. For example, a dual-interface RMON
probe could be connected to two switch ports which
are shared with a number of older PCs, Mackintosh-
es and UNIX workstations which do not have dR-
MON Agents. All other dRMON-equipped nodes
would be distributed across the other switch ports.
Ideally, the probe would be configurable to provide
a choice of views such that the user could select to
have the probe combine the Collector's data with its
own to create one interface view or to present them
as separate interfaces.

(2) Hub/Switch Based. Most Hubs or Switches are
offered in manageable versions including manage-
ment functions, so it is a natural option to place a
dRMON Collector within them. The primary disad-

EP 0 956 680 B1

10

15

20

25

30

35

40

45

50

55

14

26

vantages to this approach are that management
cards are often resource constrained both in avail-
able CPU power as well as in RAM capacity, with
the RAM limitations often enough to preclude doing
much in the way of packet capture and store, and
that to one degree or another, the inclusion of
RMON analysis in the switch usually negatively af-
fects overall switch performance. Nevertheless,
many users may prefer this approach and it enables
an RMON solution for products that do not have the
resources to support full embedded RMON.

(3) Stackable/Stand alone. The Stackable Collector
is a dedicated dRMON Collector whose packaging
may be identical to that of the stackable hubs which
it would manage. It may be based upon proprietary
hardware or possibly a PC without monitor or key-
board. This Collector has a more powerful CPU than
most embedded management cards and is capable
of holding considerable RAM and, optionally, hard
disk storage; as a result, it can hold much more
RMON data such as large amounts of historical da-
ta or captured packets. It may also provide addition-
al services such as WEB-based RMON manage-
ment and even WEB-based device management of
the rest of the stack. The inclusion of many of these
enhanced capabilities into this Collector's specifica-
tions are facilitated by basing it upon the PC archi-
tecture and using an OS such as Windows NT to
support various add-ons. The development tools for
the PC platform are also far ahead of those for em-
bedded processors, thus shortening substantially
the time-to-market and maximizing the availability
of experienced programmers.

Domain Collectors

[0127] While dRMON Agents distribute RMON's func-
tionality on the front-end (i.e. at the ES level), it is Do-
main Collectors 80 which distribute it on the back-end
(i.e. at the management terminal level). DCs are gener-
ally implemented on powerful hardware, possibly based
upon Pentium/Pentium Pro systems running Windows
NT. DCs are concentrators for large amounts of network
management data. In one embodiment, DCs allow cap-
turing more network monitoring data without overly bur-
dening distributed collectors by periodically off-loading
statistics from the ISs, freeing up those IS resources to
continue to capture new data. This data is gathered from
a variety of possible sources, such as: dRMON Work-
group Collectors, Embedded RMON (full or partial) in
switches/hubs, RMON probes and/or Embedded SNMP
Management Agents in switches/hubs. A DC merges
and organizes this various information to create a seem-
ingly homogenous view of its management domain. The
management domain may include different LANs that
communicate across routers and domain collectors
generally are able to communicate via a routed network
protocol, such as IP. The merged view is then made ac-
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cessible in any variety of possibly ways, including to
compliant SNMP-based management applications,
published using WEB protocols, via dial-up, etc. Be-
cause of the large and extensible storage capabilities
that may be included with DCs, considerable historical
data and many large captured packet streams could be
maintained and archived and offered to any manage-
ment station anywhere in the enterprise.

[0128] Otherfeatures that may be included in alterna-
tive embodiments of DCs or in higher performance col-
lectors include:

Data sourcing for popular database products.
ODBC in this embodiment are used to cullimportant
management data from the domain view and feed
it to databases created and maintained by the user.
This capability allows users to use the database
query and reporting tools they use every day to also
access and analyze their network management da-
ta.

WEB-based device management. The Domain
Collector may provide a WEB front-end to the
SNMP device management thus making any
browser-equipped station a device management
station.

Expert Analysis. One of RMON's greatest
strengths is its filter and capture capabilities. How-
ever, unless the user is a protocol expert, most of
the power of this feature is lost to them. Expert sys-
tems tools, like those now appearing for Windows
NT, may be used in this embodiment to provide on-
going analysis of the management data and alert
the user to problems before they become critical
and can suggest possible resolutions.

Systems Management Integration. At present,
management tools vendors have lined up on oppo-
site sides of the fence: there are those who focus
on systems management tools and those who have
concentrated efforts on network management. Un-
fortunately, many of the real world problems users
face are not cleanly isolated to one side or the other.
There are numerous systems management tools
such as LANDesk and Microsoft's SMS which could
be coupled into a DC via interfacing software. In
combination with expert analysis, DCs could then
provide problem detection and resolution of many
common problems regardless of whether they were
system problems, network problems or a combina-
tion of the two.

[0129] The invention may be embodied in a set of ex-
ecutable computer program code which may be stored
into a fixed computer medium such as a disk, diskette,
volatile memory or non-volatile memory, or any other
medium for storing computer code. In such a case when
such instructions are loaded and executed in an appro-
priately configured network intermediate system, the in-
termediate system will perform as described herein. A
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representation of such a system 700 in shown in Fig.
11, containing CPU 707, optional input devices 709 and
711, disk drives 715 and optional monitor 705. Fixed me-
dia 717 may be used to program such a system and
could represent a disk-type optical or magnetic media
or a memory. A system such as 700 may be used in
conjunction with the invention as embodied on a fixed
media to generate executable files that can be distrib-
uted throughout a network to various network compo-
nents as described herein.

[0130] Theinvention has now been explained with ref-
erence to specific embodiments. Other embodiments
will be apparent to those of skill in the art. In particular,
method steps have been grouped and labelled as being
part of various sub-methods in order to increase clarity
of the disclosure, however, these steps could be differ-
ently grouped without changing the essential operation
of the invention. Furthermore, it should be understood
that while the invention has been described in terms of
a computer network, the invention has applications in a
variety of communication systems, such as advanced
cable television or telephone networks, or any other
communication system including system performance
monitoring at distributed points in the system and report-
ed back to a centralized collector. It is therefore not in-
tended that this invention be limited, except as indicated
by the appended claims. It is also intended that the word
"network" as used in the specification and claims be
read to cover any communication system unless the
context requires otherwise and likewise "end system"
be read to encompass any suitable end system (tele-
phone, television) on any such communication system
or to encompass distributed points in the network inter-
mediate of an end systems. It is also intended that the
word "packet" as used in the specification and claims be
read to cover any unit of transmitted data, whether an
ethernet packet, a cell, or any other data unit transmitted
on a network unless the context requires otherwise.

Claims

1. A method for distributed collecting of network sta-
tistics comprising:

gathering network statistics at a plurality of
nodes (51a,51c¢) distributed in a network, said
method being characterized by:

delaying by a random value at each of said
plurality of nodes (51a,51c) the transmit-
ting of data containing said statistics to a
collector (61b) to prevent flooding of the
collector;

combining said statistics from said nodes
(51a,51c) into group network statistics; and
reporting network performance data based
on said compiled statistics, from said col-
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lector (61b), to a network manager (54).

The method according to claim 1 wherein the step
of transmitting data is further characterized by the
steps of: sending out a multicast request and mul-
tiple nodes each responding to the multicast re-
quest from a collector.

The method according to any one of the preceding
claims further characterized by the step of:

launching an agent in nodes (51a, 51c) partic-
ipating in said distributing collecting, said agent
being an executable module for gathering net-
work statistics and communicating with said
collector (61b).

The method according to any one of the preceding
claims further characterized in that said statistics
collected are as defined in a standard defined for
the gathering of network-wide performance statis-
tics.

The method according to any one of the preceding
claims further characterized by the steps of:

capturing network data streams at said node
(51a): and

forwarding said captured data streams to said
collector (61b).

The method according to claim 5 further character-
ized in that said statistics collected are as defined
by Remote Monitoring, RMON, or RMON2 proto-
cols.

The method according to any one of the preceding
claims further characterized in that said collector
(61b) simulates the behavior of a stand alone probe
such that said network manager (54) interacts with
and configures said collector (61b) as though said
collector (61b) were a stand alone probe and said
collector (61b) configures said nodes (51a,51c).

The method according to any one of the preceding
claims further characterized by the step of provid-
ing network communications to a user (51a-51c)
through a plurality of end system nodes.

The method according to any one of the preceding
claims further characterized in that a plurality of
said nodes (51a,51c) communicate using an ether-
net protocol.

The method according to any one of the preceding
claims further characterized in that said collector
(61 b) communicates with said network manager
(54) using a first protocol, said first protocol being
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a higher layer protocol defined for the monitoring
and management of networks and wherein said
node (51a,51c) communicates with said collector
(61b) using a second protocol, said second protocol
being a lower layer protocol that is unacknowledged
and is specifically designed for lower layer network
management communication.

The method according to any one of the preceding
claims further characterized in that said collector
(61b) and said nodes (51a,51¢c) communicate via a
protocol in which:

statistics data from nodes (51a,51c) to the col-
lector (61b) is generated only in response to a
poll packet received from a collector (61b);
poll and response packets are not acknowl-
edged or retransmitted;

nodes (51a,51c) report all network statistics in
terms of cumulative counters so that any failure
of any poll or response packet does not result
in erroneous data at the collector (61b) but
merely results in a delay in the collector (61b)
receiving the data.

The method according to any one of the preceding
claims further characterized in that said protocol
further provides that node responses to a poll from
a collector (61b) are complete in one data unit so
that a received response from a node (51a,51c) can
be processed without depending that any other data
unit be received.

The method according to any one of the preceding
claims further characterised by the steps of:

setting values at said collector (61b) to config-
ure said collecting of network statistics; and
forwarding configuration data by said collector
(61b) to said nodcs (51a,51c) to configure said
gathering by said nodes (51a,51c).

The method according to any one of the preceding
claims further characterized in that multiple nodes
(51a,51c) each respond to a multicast poll data unit
from said collector (61b) and flooding of the collec-
tor (61b) is prevented by having each node (51a,
51c) delay its response by arandom value, said ran-
dom value determined at each node (51a,51c) is
derived from an address of said node.

The method according to any one of the preceding
claims further characterized by multiple nodes
(51a,51c) each repeatedly respond to repeated
multicast poll data units from a collector (61b) and
flooding of the collector (61b) is prevented by hav-
ing each node (51a,51c) delay its response by a
random value, said random value determined at
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each node (51a,61c) and derived from an address
of said node (51a,51c¢) and a changing value such
that responses to a multicast poll data unit are re-
distributed with each poll.

The method according to any one of the preceding
claims further characterized in that a node (51a)
and a collector (61b) each have embedded within
them an identical password that is separately en-
crypted by different reversible algorithms and
wherein said collector (61b) and said node (51a) un-
encrypt their identical passwords at run-time only
and wherein said collector (61b) places said identi-
cal password in an initial poll data unit and wherein
said node (51a) responds to that collector (61b) only
if a password in a poll data unit matches its pass-
word.

The method according to claim 10 further charac-
terized in that said first protocol is a standard-
based SNMP protocol allowing said collector (61b)
to communicate with standard network manage-
ment applications and said second protocol is a
non-routed layer 2 protocol optimized for unac-
knowledged communication between a collector
(61b) and a node (51a).

The method according to any one of the preceding
claims further characterized in that said collector
(61b) provides a set of functions embedded within
a network intermediate system.

The method according to claim 3 further character-
ized in that said agent provides a set of functions
incorporated in other driver or system software in-
stalled in a node (51a).

The method according to any one of the preceding
claims further characterized by the steps of:

transmitting data containing compiled statistics
from said collector (61b) to a domain collector
(65a);

compiling statistics from a plurality of collectors
(60,61b) at said domain collector (65a); and
providing reports based on said compiled sta-
tistics, from said domain collector (65a), to a
network manager (54).

A method for distributed capture of data unit
streams comprising:

capturing data units at a plurality of nodes (51a,
51c) distributed in a network (40); and encap-
sulating said captured data units, said method
being characterized by the steps of:

time-stamping said captured data units at
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said nodes (51a,51c) when said encapsu-
lated data is transmitted from said nodes
(51a,51c¢), said time-stamp representing
an elapsed time at said node (51a) from
when said data units is received at said
node (51a) and when said encapsulated
data is transmitted to said collector (61b);
combining said captured data units from
said nodes (51a,51b) into group capture
channels; and

reporting said group capture channels,
from said collector (61b), to a network man-
ager (54).

The method according to claim 21 further charac-
terized by the steps of:

setting values at said collector (61b) to config-
ure capture channels for said data;

forwarding configuration data by said collector
(61b) to said nodes (51a,51c) to establish cap-
ture channels and filtering definitions; and

at said node (51a), establishing capture chan-
nels resident on said node (51a) for storing said
captured data units prior to encapsulating and
transmitting said captured data units to said
collector (61b).

The method according to claim 21 or 22 further
characterized by the step of:

launching an agent in nodes (51a,51c) partici-
pating in said distributed capture, said agent
being an executable module for establishing
capture channels, capturing packets, and com-
municating with said collector (61b).

The method according to claim 21,22 or 23 further
characterized in that said collector (61b) simu-
lates the behavior of a stand alone probe such that
said network manager (54) interacts with and con-
figures said capture channels and definitions and
receives captured data as though said collector
(61b) were a stand alone probe and said collector
(61b) configures said nodes (51a,51c).

The method according to claim 21,22,23 or 24 fur-
ther characterized by the step of providing network
communications to a user (51a-51c) through a plu-
rality of end system nodes.

The method according to claim 21, 22, 23, 24, or 25
further characterized in that said collector (61b)
communicates with said network manager (54) us-
ing a first protocol, said first protocol being a higher
layer protocol defined for the monitoring and man-
agement of networks und wherein said node (51a)
communicates with said collector (61b) using a sec-
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ond protocol, said second protocol being a lower
layer protocol that is flexibly either unacknowledged
or acknowledged, has low overhead, and is specif-
ically designed for lower layer network manage-
ment communication.

The method according to claim 21, 22, 23, 24, 25,
or 26 further characterized by the steps of:

transmitting at periodic intervals from said col-
lector (61b) to said nodes (51a,51c) a synchro-
nization data unit, said synchronization data
unit representing an elapsed time at said col-
lector (61b);

using said synchronization data at said nodes
(51a,51c¢) to maintain a time at said nodes (51a,
51c) that is in synchronization with the time at
said collector (61b); and

examining said time-stamp at said collector
(61b) to determine and order said captured da-
ta units.

The method according to claim 21, 22, 23, 24, 25,
26 or 27 further characterized in that said collector
(61b) further examines a time stamp for captured
data units and, where necessary, examines other
protocol information in said data units to determine
a correct order for said data units.

The method according to claim 21, 22, 23,
24,25,26,27 or 28 further characterized in that a
node (51a) records the identity of all other nodes
(51c) capable of performing distributed capture and
only captures data if: the data traffic is directed data
traffic either to or from that one node (51a); and if
the other node (51c) is either not capable of per-
forming data capture or if the address of the other
node indicates that said node (51a) is designated
to perform packet capture.

The method according to claim 21, 22, 23, 24, 25,
26, 27, 28, or 29 further characterized in that a
node (51a) transmits encapsulated data only in re-
sponse to a poll signal from a collector (61b).

A LAN intermediate system (60-63) for use in a local
area network (40) comprising:

a plurality of ports capable of transmitting and
receiving data on a network segment; a plurality
of shared buffer memories for buffering data re-
ceived on said ports or waiting to be transmitted
on said ports; a device controller capable of
reading the source and destination addresses
of a data packet received on one of said ports,
said LAN intermediate system (60-63) being
characterized by:
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a collector for collecting data traffic statis-
tics from agents (50a, 50c) operating on
other devices in the network, said collector
for receiving configuration packets from a
manager (54) and communicating configu-
ration data to said agents (50a, 50c), said
agents having a delay algorithm to prevent
flooding the collector with more packets
than said collector can receive and process
in response to a multicast request.

The LAN intermediate system according to claim 31
further characterized in that said LAN intermedi-
ate system forwards traffic statistics to a domain
collector (65a).

The LAN intermediate system according to claim 31
or 32 further characterized by a means for gener-
ating at said collector traffic statistics for multicast
packets.

A local area network (40) comprising: at least one
network segment connected for the exchange of
data between network devices; a plurality of end
systems (51a-51c), each with a connection to a net-
work segment wherein said end systems (51a-51c)
are capable of transmitting data on said segment
and wherein at least one of said end systems (51a)
incudes an agent for collecting local network traffic
statistics, said local area network (40) being char-
acterized by:

at least one collector (60b) having connections
to a network segment to receive data from said
at least one agent and capable of combining
data received from multiple agents to provide a
collective view of network traffic statistics, said
at least one agent having a delay algorithm to
prevent flooding of said at least one collector
with more packets than said at least one collec-
tor can receive and process in response to a
multicast request.

The local area network (40) according to claim 34
further characterized in that said collectors
(60,62) are capable of detecting multicast packets,
compiling traffic statistics on said packets, and com-
bining statistics regarding multicaast packets with
statistics from said at least one agent.

The local area network (40) according to claim 34
or 35 further characterized in that said collectors
(60,62) are capable of receiving probe configuration
data from a network manager (54) and then sending
configuration packets to each individual agentin the
network.
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Patentanspriiche

Verfahren zur verteilten Zusammenfiuhrung von
Netzwerkstatistiken, wobei das Verfahren folgen-
des umfasst:

das Sammeln von Netzwerkstatistiken an einer
Mehrzahl von Knoten (51a, 51c), die in einem
Netzwerk verteilt sind, wobei das genannte
Verfahren gekennzeichnet ist durch:

das Verzogern des Ubermittels der Daten,
welche die genannten Statistiken aufwei-
sen, an einen Kollektor (61b) um einen Zu-
fallswert an jedem Knoten der genannten
Mehrzahl von Knoten (51a, 51c), um einen
Uberlauf des Kollektors zu verhindern;
das Verkniipfen der genannten Statistiken
von den genannten Knoten (51a, 51c) in
Gruppennetzwerkstatistiken; und

das Melden von Netzwerkleistungsdaten
auf der Basis der genannten kompilierten
Statistiken von dem genannten Kollektor
(61b) an einen Netzwerkmanager (54).

Verfahren nach Anspruch 1, wobei der Schritt des
Ubermittels von Daten ferner durch die folgenden
Schritte gekennzeichnet ist: das Aussenden einer
Multicast-Anforderung und mehrere Knoten, die je-
weils auf eine Multicast-Anforderung von einem
Kollektor ansprechen.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner durch den folgen-
den Schritt gekennzeichnet ist:

das Starten eines Agenten in den Knoten (51a,
51c), die an der genannten verteilten Zusam-
menflhrung teilnehmen, wobei der genannte
Agent ein ausfiihrbares Modul zum Sammeln
von Netzwerkstatistiken und zur Kommunikati-
on mit dem genannten Kollektor (61b) ist.

Verfahren nach einem der vorstehenden Anspru-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass die genannten zusammenge-
fuhrten Statistiken der Definition in einem Standard
entsprechen, der firr die Erfassung von netzwerk-
weiten Leistungsstatistiken definiert ist.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner durch die folgen-
den Schritte gekennzeichnet ist:

das Erfassen von Netzwerkdatenstrémen an
dem genannten Knoten (51a); und

das Weiterleiten der genannten erfassten Da-
tenstrdome an den genannten Kollektor (61b).
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Verfahren nach Anspruch 5, ferner dadurch ge-
kennzeichnet, dass die genannten zusammenge-
fuhrten Statistiken den Definitionen der Protokolle
Remote Monitoring, RMON oder RMON2 entspre-
chen.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass der genannte Kollektor (61b)
das Verhalten einer Einzelprobe simuliert, so dass
der genannte Netzwerkmanager (54) mit dem ge-
nannten Kollektor (61b) zusammenwirkt und diesen
so konfiguriert, als wéare der genannte Kollektor
(61b) eine Einzelprobe, und wobei der genannte
Kollektor (61b) die genannten Knoten (51a, 51c)
konfiguriert.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner durch den Schritt
des Bereitstellens von Netzwerkkommunikationen
an einen Benutzer (51a bis 51c) tUber eine Mehrzahl
von Endsystemknoten gekennzeichnet ist.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass eine Mehrzahl der genannten
Knoten (51a, 51c¢) unter Verwendung eines Ether-
net-Protokolls kommuniziert.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass der genannte Kollektor (61b) un-
ter Verwendung eines ersten Protokolls mit dem ge-
nannten Netzwerkmanager (54) kommuniziert, wo-
bei das genannte erste Protokoll ein Higher-Layer-
Protokoll ist, das fiir die Uberwachung und Verwal-
tung von Netzwerken definiert ist, und wobei der ge-
nannte Knoten (51a, 51c) mit dem genannten Kol-
lektor (61b) unter Verwendung eines zweiten Pro-
tokolls kommuniziert, wobei das genannte zweite
Protokoll ein unquittiertes Lower-Layer-Protokoll
ist, und das speziell fir die Netzwerkmanagement-
kommunikation auf niedrigerer Schicht gestaltet ist.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass der genannte Kollektor (61b)
und die genannten Knoten (51a, 51c) Uber ein Pro-
tokoll kommunizieren, wobei:

Statistikdaten von den Knoten (51a, 51c) an
den Kollektor (61b) nur als Reaktion auf ein von
einem Kollektor (61b) empfangenes Abrufpa-
ket erzeugt werden;

Abruf- und Antwortpakete nicht quittiert oder
erneut Ubertragen werden;

Knoten (51a, 51c) alle Netzwerkstatistiken als
kumulative Zahler melden, so dass kein Fehler
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eines Abruf- oder Antwortpakets zu fehlerhaf-
ten Daten an dem Kollektor (61b) fihrt, sondern
lediglich zu einer Verzégerung in dem Kollektor
(61b), der die Daten empfangt.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass das genannte Protokoll ferner
vorsieht, dass Knotenantworten auf einen Abruf
von einem Kollektor (61b) vollstdndig in einer Da-
teneinheit gegeben sind, so dass eine empfangene
Antwort von einem Knoten (51a, 51c) verarbeitet
werden kann, ohne davon abhéngig zu sein, dass
eine andere Dateneinheit empfangen wird.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner durch die folgen-
den Schritte gekennzeichnet ist:

das Festlegen von Werten an dem genannten
Kollektor (61b) zur Konfiguration der genann-
ten Zusammenfiihrung von Netzwerkstatisti-
ken; und

das Weiterleiten von Konfigurationsdaten
durch den genannten Kollektor (61b) an die ge-
nannten Knoten (51a, 51c) zur Konfiguration
der genannten Sammelung durch die genann-
ten Knoten (51a, 51c).

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass jeder Knoten einer Mehrzahl von
Knoten (51a, 51c) jeweils auf eine Multicast-Abruf-
dateneinheit von dem genannten Kollektor (61b)
antwortet, und wobei ein Uberlauf des Kollektors
(61b) verhindert wird, indem jeder Knoten (51a,
51c) seine Antwort um einen Zufallswert verzogert,
wobei der an jedem Knoten (51a, 51c) bestimmte
genannte Zufallswert von einer Adresse des ge-
nannten Knoten abgeleitet wird.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass jeder Knoten einer Mehrzahl von
Knoten (51a, 51c) wiederholt auf wiederholte Mul-
ticast-Abrufdateneinheiten von einem Kollektor
(61b) antwortet, und wobei ein Uberlauf des Kollek-
tors (61b) verhindert wird, indem jeder Knoten (51a,
51c) seine Antwort um einen Zufallswert verzogert,
wobei der genannte Zufallswert an jedem Knoten
(51a, 61c¢) bestimmt und von einer Adresse des ge-
nannten Knoten (51a, 51c) und von einem sich ver-
andernden Wert abgeleitet wird, so dass die Ant-
worten auf eine Multicast-Abrufdateneinheit mit je-
dem Abruf neu verteilt werden.

Verfahren nach einem der vorstehenden Anspru-
che, wobei das Verfahren ferner dadurch gekenn-
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zeichnet ist, dass ein Knoten (51a) und ein Kollek-
tor (61b) jeweils ein integriertes identisches Pass-
wort aufweisen, das separat durch verschiedene
reversible Algorithmen verschlisselt wird, und wo-
bei der genannte Kollektor (61b) und der genannte
Knoten (51a) ihre identischen Passwdrter nur in
Laufzeit entschlisseln, und wobei der genannte
Kollektor (61b) das genannte identische Passwort
in einer Ausgangs-Abrufdateneinheit platziert, und
wobei der genannte Knoten (51a) nur dann auf den
Kollektor (61b) antwortet, wenn ein Passwort in ei-
ner Abrufdateneinheit mit dessen Passwort Uber-
einstimmt.

Verfahren nach Anspruch 10, ferner dadurch ge-
kennzeichnet, dass es sich bei dem genannten er-
sten Protokollum ein standardbasiertes SNMP-Pro-
tokoll handelt, das dem genannten Kollektor (61b)
eine Kommunikation mit Standard-Netzwerkmana-
gementanwendungen ermdglicht, und wobei es
sich bei dem genannten zweiten Protokoll um ein
Non-Routed-Layer-2-Protokoll handelt, das fiir eine
unquittierte Kommunikation zwischen einem Kol-
lektor (61b) und einem Knoten (51a) optimiert ist.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner dadurch gekenn-
zeichnet ist, dass der genannte Kollektor (61b) ei-
ne Reihe von Funktionen vorsieht, die in ein inter-
mediares Netzwerksystem integriert sind.

Verfahren nach Anspruch 3, ferner dadurch ge-
kennzeichnet, dass der genannte Agent eine Rei-
he von Funktionen vorsieht, die in einer anderen
Treiber- oder Systemsoftware enthalten sind, die in
einem Knoten (51a) installiert ist.

Verfahren nach einem der vorstehenden Anspri-
che, wobei das Verfahren ferner durch die folgen-
den Schritte gekennzeichnet ist:

das Ubermitteln von Daten, die kompilierte Sta-
tistiken aufweisen, von dem genannten Kollek-
tor (61b) an einen Domanen-Kollektor (65a);
das Kompilieren von Statistiken von einer
Mehrzahl von Kollektoren (60, 61b) an dem ge-
nannten Domanen-Kollektor (65a); und

das Bereitstellen von Berichten auf der Basis
der genannten kompilierten Statistiken von
dem genannten Domanen-Kollektor (65a) an
einen Netzwerkmanager (54).

Verfahren fir die verteilte Erfassung von Datenein-
heitsstrémen, wobei das Verfahren folgendes um-
fasst:

das Erfassen von Dateneinheiten an einer
Mehrzahl von Knoten (51a, 51c), die in einem
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Netzwerk (40) verteilt sind; und das Einkapseln
der genannten erfassten Dateneinheiten, wo-
bei das genannte Verfahren durch die folgen-
den Schritte gekennzeichnet ist:

das Zeitstempeln der genannten erfassten
Dateneinheiten an den genannten Knoten
(51a, 51c), wenn die genannten eingekap-
selten Daten von den genannten Knoten
(51a, 51c¢) Ubermittelt werden, wobei der
genannte Zeitstempel eine abgelaufene
Zeit an dem genannten Zeitpunkt (51a) ab
dem Zeitpunkt darstellt, zu dem die ge-
nannten Dateneinheiten an dem genann-
ten Knoten (51a) empfangen werden und
wenn die genannten eingekapselten Daten
zu dem genannten Kollektor (61b) Gbermit-
telt werden;

das Verknipfen der genannten erfassten
Dateneinheiten von den genannten Kno-
ten (51a, 51b) in Gruppenerfassungskana-
le; und

das Melden der genannten Gruppenerfas-
sungskanéle von dem genannten Kollektor
(61b) an einen Netzwerkmanager (54).

22. Verfahren nach Anspruch 21, ferner gekennzeich-

net durch die folgenden Schritte:

das Festlegen von Werten an dem genannten
Kollektor (61b) zur Konfiguration der Erfas-
sungskanale fiir die genannten Daten;

das Weiterleiten von Konfigurationsdaten
durch den genannten Kollektor (61b) an die
genannten Knoten (51a, 51c) zur Erzeugung
von Erfassungskanalen und Filterdefinitionen;
und

das Erzeugen von Erfassungskanélen an dem
genannten Knoten 851a), die an dem genann-
ten Knoten (51a) vorgesehen sind, um die ge-
nannten erfassten Dateneinheiten vor der Ein-
kapselung und der Ubermittlung der genannten
erfassten Dateneinheiten an den genannten
Kollektor (61b) zu speichern.

23. Verfahren nach Anspruch 21 oder 22, ferner ge-

kennzeichnet durch den folgenden Schritt:

das Starten eines Agenten in den Knoten (51a,
51c), der an der genannten verteilten Erfas-
sung teilnimmt, wobei der genannte Agent ein
ausfuhrbares Modul fir die Erzeugung von Er-
fassungskanalen, Erfassungspaketen und zur
Kommunikation mit dem genannten Kollektor
(61b) ist.

24. Verfahren nach Anspruch 21, 22 oder 23, ferner da-

durch gekennzeichnet, dass der genannte Kol-
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lektor (61b) das Verhalten einer Einzelprobe simu-
liert, so dass der genannte Netzwerkmanager (54)
mit den genannten Erfassungskanalen und Defini-
tionen zusammenwirkt und diese konfiguriert und
erfasste Daten so empfangt, als ware der genannte
Kollektor (61b) eine Einzelprobe, und wobei der ge-
nannte Kollektor (61b) die genannten Knoten (51a,
51c) konfiguriert.

Verfahren nach Anspruch 21, 22, 23 oder 24, ferner
gekennzeichnet durch den Schritt des Bereitstel-
lens von Netzwerkkommunikationen an einen Be-
nutzer (51a-51c) lber eine Mehrzahl von Endsy-
stemknoten.

verfahren nach Anspruch 21, 22, 23, 24 oder 25,
ferner dadurch gekennzeichnet, dass der ge-
nannte Kollektor (61b) mit dem genannten Netz-
werkmanager (54) unter Verwendung eines ersten
Protokolls kommuniziert, wobei das genannte erste
Protokoll ein Higher-Layer-Protokoll ist, das fiir die
Uberwachung und das Verwalten von Netzwerken
definiert ist, und wobei der genannte Knoten (51a)
mit dem genannten Kollektor (61b) unter Verwen-
dung eines zweiten Protokolls kommuniziert, wobei
das genannte zweite Protokoll ein Lower-Layer-
Protokoll ist, das flexibel entweder unquittiert oder
quittiert ist, einen geringen Overhead aufweist und
speziell fir die Netzwerkmanagementkommunika-
tion auf niedriger Schicht gestaltet ist.

Verfahren nach Anspruch 21, 22, 23, 24, 25 oder
26, ferner gekennzeichnet durch die folgenden
Schritte:

das Ubermitteln einer Synchronisationsdaten-
einheit in periodischen Intervallen von dem ge-
nannten Kollektor (61b) an die genannten Kno-
ten (51a, 51c), wobei die genannte Synchroni-
sationsdateneinheit eine abgelaufene Zeit an
dem genannten Kollektor (61b) darstellt;

das Verwenden der genannten Synchronisati-
onsdaten an den genannten Knoten (51a, 51c¢)
zur Aufrechterhaltung einer Zeit an den ge-
nannten Knoten (51a, 51c), die mit der Zeit an
dem genannten Kollektor (61b) synchronisiert
ist; und

das Uberpriifen des genannten Zeitstempels
an dem genannten Kollektor (61b), um die ge-
nannten erfassten Dateneinheiten zu bestim-
men und anzuordnen.

Verfahren nach Anspruch 21, 22, 23, 24, 25, 26
oder 27, ferner dadurch gekennzeichnet, dass
der genannte Kollektor (61b) ferner einen Zeitstem-
pel fir die erfassten Dateneinheiten Gberprift und,
sofern dies erforderlich ist, weitere Protokollinfor-
mationen in den genannten Dateneinheiten Uber-
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pruft, um eine korrekte Reihenfolge der genannten
Dateneinheiten zu bestimmen.

Verfahren nach Anspruch 21, 22, 23, 24, 25, 26, 27
oder 28, ferner dadurch gekennzeichnet, dass
ein Knoten (51a) die Identitat aller anderen Knoten
(51c) aufzeichnet, die eine verteilte Erfassung aus-
fuhren kénnen und nur dann Daten erfasst, wenn:
es sich bei dem Datenverkehr um gerichteten Da-
tenverkehr handelt, der entweder an oder von ei-
nem Knoten (51a) gerichtet ist; und wenn der an-
dere Knoten (51c) entweder nicht in der Lage ist,
die Datenerfassung auszufilhren oder wenn die
Adresse des anderen Knoten anzeigt, dass der ge-
nannte Knoten (51a) zur Ausfiihrung der Paketer-
fassung designiert ist.

Verfahren nach Anspruch 21, 22, 23, 24, 25, 26, 27,
28 oder 29, ferner dadurch gekennzeichnet, dass
ein Knoten (51a) eingekapselte Daten nur als Re-
aktion auf ein Abrufsignal von einem Kollektor (61b)
Ubermittelt.

Intermediares LAN-System (60-63) zur Verwen-
dung in einem lokalen Netzwerk (40), wobei das Sy-
stem folgendes umfasst:

eine Mehrzahl von Ports, die Daten in einem
Netzwerksegment lbertragen und empfangen
kdénnen; eine Mehrzahl geteilter Pufferspeicher
zum Puffern der an den genannten Ports emp-
fangenen Daten oder der Daten, die auf eine
Ubermittlung an den genannten Ports warten;
eine Vorrichtungssteuereinheit, welche die
Quellen- und Zieladressen eines Datenpakets
lesen kann, das an einem der genannten Ports
empfangen wird, wobei das genannte interme-
diare LAN-System (60-63) gekennzeichnet ist
durch:

einen Kollektor zum Zusammenfiihren von
Datenverkehrsstatistiken von Agenten
(50a, 50c), welche an anderen Vorrichtun-
gen in dem Netzwerk arbeiten, wobei der
genannte Kollektor zum Empfang von Kon-
figurationspaketen von einem Manager
(54) und zur Kommunikation von Konfigu-
rationsdaten an die genannten Agenten
(50a, 50c) dient, wobei die genannten
Agenten einen Verzdgerungsalgorithmus
aufweisen, um einen Uberlauf des Kollek-
tors mit mehr Paketen zu verhindern, als
der genannte Kollektor als Reaktion auf ei-
ne Multicast-Anforderung empfangen und
verarbeiten kann.

Intermediares LAN-System nach Anspruch 11, fer-
ner dadurch gekennzeichnet, dass das genannte
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intermedidre LAN-System Verkehrsstatistiken an
einen Doméanen-Kollektor (65a) weiterleiten kann.

Intermediares LAN-System nach Anspruch 31 oder
32, ferner gekennzeichnet durch eine Einrichtung
zur Erzeugung an den genannten Kollektorver-
kehrsstatistiken fir Multicast-Pakete.

Lokales Netzwerk (40), das folgendes umfasst:
mindestens ein fur den Austausch von Daten zwi-
schen Netzwerkvorrichtungen verbundenes Netz-
werksegment; eine Mehrzahl von Endsystemen
(51a-51c), die jeweils eine Verbindung mit einem
Netzwerksegment aufweisen, wobei die genannten
Endsysteme (51a-51c) in der Lage sind, Daten an
dem genannten Segment zu Gibermitteln, und wobei
mindestens eines der genannten Endsysteme
(51a) einen Agenten zur Zusammenfiihrung von
Verkehrsstatistiken des lokalen Netzwerks auf-
weist, wobei das genannte lokale Netzwerk (40) ge-
kennzeichnet ist durch:

mindestens einen Kollektor (60b) mit Verbin-
dungen zu einem Netzwerksegment, um Daten
von dem genannten mindestens einen Agenten
zu empfangen, und der in der Lage ist, von
mehreren Agenten empfangene Daten zu ver-
knipfen, um eine kollektive Ansicht der Netz-
werkverkehrsstatistiken vorzusehen, wobei der
genannte mindestens eine Agent eine Verzo-
gerungsalgorithmus aufweist, um bei mehr Pa-
keten als der genannte mindestens eine Kol-
lektor als Reaktion auf eine Multicast-Anforde-
rung empfangen und verarbeiten kann einen
Uberlauf des genannten mindestens einen Kol-
lektors zu verhindern.

Lokales Netzwerk (40) nach Anspruch 34, ferner
dadurch gekennzeichnet, dass die genannten
Kollektoren (60, 62) in der Lage sind, Multicast-Pa-
kete zu detektieren, Verkehrsstatistiken an den ge-
nannten Paketen zu kompilieren und Statistiken in
Bezug auf Multicast-Pakete mit Statistiken von min-
destens einem Agenten zu verknlpfen.

Lokales Netzwerk (40) nach Anspruch 34 oder 35,
ferner dadurch gekennzeichnet, dass die ge-
nannten Kollektoren (60, 62) Probenkonfigurations-
daten von einem Netzwerkmanager (54) empfan-
gen und danach Konfigurationspakete an jeden ein-
zelnen Agenten in dem Netzwerk senden kénnen.

Revendications

1.

Procédé destiné a la collecte distribuée de statisti-
ques réseau comprenant les étapes consistant a:
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collecter des statistiques réseau au niveau
d'une pluralité de noeuds (51a, 51c) distribués
dans un réseau, ledit procédé étant caractéri-
sée par les étapes consistant a:

retarder d'une valeur aléatoire au niveau
de chacun de ladite pluralité de noeuds
(51a, 51c¢) la transmission des données
contenant lesdites statistiques vers un col-
lecteur (61b) afin d'empécher la saturation
du collecteur;

combiner lesdites statistiques obtenues a
partir desdits noeuds (51a, 51c) en un
groupe de statistiques réseau; et
rapporter des données de performance du
réseau basées sur lesdites statistiques
compilées, depuis ledit collecteur (61b),
vers un gestionnaire de réseau (54).

Procédé selon la revendication 1 dans lequel I'éta-
pe consistant a transmettre les données est carac-
térisée en outre par les étapes consistant a: en-
voyer une requéte de multidiffusion et des noeuds
multiples répondant chacun a la requéte de multi-
diffusion depuis un collecteur.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre par |'étape con-
sistant a:

lancer un agent dans les noeuds (51a, 51c)
pour participer a ladite collecte distribuée, ledit
agent étant un module exécutable destiné a re-
cueillir des statistiques réseau et a communi-
quer avec ledit collecteur (61b).

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que les-
dits statistiques collectées sont définies selon une
norme définie pour la collecte de statistiques de
performances a I'échelon d'un réseau.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre par les étapes
consistant a:

capturer des flux de données réseau au niveau
dudit noeud (51a); et
transmettre ledit flux de données capturé vers
ledit collecteur (61b).

Procédé selon la revendication 5 caractérisé en
outre en ce que lesdits statistiques collectées sont
telles que définies par les protocoles de surveillan-
ce a distance RMON ou RMONZ2.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que ledit
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collecteur (61b) simule le comportement d'un cap-
teur autonome de telle sorte que ledit gestionnaire
de réseau (54) interagit avec et configure ledit col-
lecteur (61b) comme si ledit collecteur (61b) était
un capteur autonome, et que ledit collecteur (61b)
configure lesdits noeuds (51a, 51c).

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre par |'étape con-
sistant a fournir des communications réseau a un
utilisateur (51a, 51c) par le biais d'une pluralité de
noeuds de systeme terminaux.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce qu'une
pluralité desdits noeuds (51a, 51c) communiquent
en utilisant un protocole Ethernet.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que ledit
collecteur (61b) communique avec ledit gestionnai-
re de réseau (54) en utilisant un premier protocole,
ledit premier protocole étant un protocole de cou-
che supérieure défini pour la surveillance et la ges-
tion de réseaux et dans lequel ledit noeud (51a,
51c) communique avec ledit collecteur (61b) en uti-
lisant un second protocole, ledit second protocole
étant un protocole de couche inférieure qui est re-
connu et qui est congu spécifiquement pour la com-
munication de gestion de réseau de couche infé-
rieure.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que ledit
collecteur (61b) et lesdits noeuds (51a, 51c) com-
muniquent par l'intermédiaire d'un protocole dans
lequel:

les données statistiques en provenance des
noeuds (51a, 51c) vers le collecteur (61b) sont
produites uniquement en réponse a un paquet
de données groupé recu en provenance d'un
collecteur (61b);

les paquets groupés et les paquets de réponse
ne sont pas reconnus ou retransmis;

les noeuds (51a, 51c) rendent compte de tou-
tes les statistiques réseau en termes de comp-
teurs cumulés de sorte que toute défaillance
d'un paquet groupé ou d'un paquet de réponse
n'aboutit pas a des données erronées au ni-
veau du collecteur (61b) mais aboutit simple-
ment a un retard dans la réception des données
par le collecteur (61b).

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que ledit
protocole garantit par ailleurs que les réponses de
ce noeud vers un groupe a partir d'un collecteur
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(61b) sont complétes dans une unité d'informations
de sorte qu'une réponse regue en provenance d'un
noeud (51a, 51c) peut étre traitée indépendamment
de la réception d'autres données.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre par les étapes
consistant a:

définir des valeurs au niveau dudit collecteur
(61b) afin de configurer ladite collecte des sta-
tistiques réseau; et

transmettre les données de configuration par le
biais dudit collecteur (61b) vers lesdits noeuds
(51a, 51c) de maniére a configurer ladite col-
lecte par lesdits noeuds (51a, 51c).

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que les
noeuds multiples (51a, 51c) répondent chacun a
une unité d'informations de groupe de multidiffusion
en provenance dudit collecteur (61b) et en ce que
la saturation du collecteur (61b) est empéchée par
le fait que chaque noeud (51a, 51c) retarde sa ré-
ponse d'une valeur aléatoire, ladite valeur aléatoire
déterminée au niveau de chaque noeud (51a, 51c)
étant dérivée a partir d'une adresse dudit noeud.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que les
noeuds multiples (51a, 51c) répondent chacun de
facon répétée a des unités de données groupées
de multidiffusion en provenance d'un collecteur
(61b), en ce que la saturation du collecteur (61b)
est empéchée par le fait que chaque noeud (51a,
51c) retarde sa réponse d'une valeur aléatoire, la-
dite valeur aléatoire déterminée au niveau de cha-
que noeud (51a, 51c) étant dérivée a partir d'une
adresse dudit noeud (51a, 51c) et une valeur de
changement telle que les réponses aux unités de
données groupées de multidiffusion sont redistri-
buées avec chaque groupe.

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce qu'un
noeud (51a) et un collecteur (61b) ont chacun inté-
gré en eux un mot de passe identique qui est chiffré
séparément par des algorithmes réversibles diffé-
rents et dans lequel ledit collecteur (61b) et ledit
noeud (51a) chiffrent leurs mots de passe identi-
ques en temps de passage uniquement, et dans le-
quel ledit collecteur (61b) place ledit mot de passe
identique dans une unité de données groupées
d'origine, et dans lequel ledit noeud (51a) répond a
ce collecteur (61b) uniquement si un mot de passe
dans une unité de données groupées concorde
avec son mot de passe.
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Procédé selon la revendication 10 caractérisé en
outre en ce que ledit premier protocole est un pro-
tocole SNMP basé sur une norme qui permet au dit
collecteur (61b) de communiquer avec des applica-
tions de gestion de réseau standard et ledit second
protocole est un protocole a deux couches sans
routage optimisé pour la communication non recon-
nue entre un collecteur (61b) et un noeud (51a).

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre en ce que ledit
collecteur (61b) fournit un ensemble de fonctions
intégrées a l'intérieur d'un systéme de réseau inter-
médiaire.

Procédé selon la revendication 3 caractérisé en
outre en ce que ledit agent fournit un ensemble de
fonctions intégrées dans un autre pilote ou un autre
logiciel de systeme installé dans un noeud (51a).

Procédé selon I'une quelconque des revendications
précédentes caractérisé en outre par les étapes
consistant a:

transmettre des données contenant des statis-
tigues compilées en provenance dudit collec-
teur (61b) vers un collecteur de domaine (65a);
compiler les statistique en provenance d'une
pluralité de collecteurs (60, 61b) au niveau du-
dit collecteur de domaine (65a) ; et

fournir des comptes-rendus basés sur lesdites
statistiques compilées, depuis ledit collecteur
de domaine (65a), vers un gestionnaire de ré-
seau (54).

Procédé destiné a la collecte distribuée de flux
d'unités de données, comprenant les étapes con-
sistant a:

capturer des unités de données au niveau
d'une pluralité de noeuds (51a, 51c¢) distribués
dans unréseau (40); et encapsuler lesdites uni-
tés de données capturées, ledit procédé étant
caractérisé par les étapes consistant a:

marquer par horodatage lesdites unités de
données capturées au niveau desdits
noeuds (51a, 51c) lorsque lesdites don-
nées encapsulées sont transmises depuis
lesdits noeuds (51a, 51c), ledit marquage
horodaté représentant un temps écoulé au
niveau dudit noeud (51a) depuis le mo-
ment ou lesdites unités de données sont
regues au niveau dudit noeud (51a) et le
moment ou lesdites données encapsulées
sont transmises au dit collecteur (61b);

combiner lesdites unités de données cap-
turées en provenance desdits noeuds
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(51a, 51c) en des canaux de capture de
groupe; et

rendre compte desdits canaux de capture
de groupe, depuis ledit collecteur (61b),
vers un gestionnaire de réseau (54).

Procédé selon la revendication 21 caractérisé en
outre par les étapes consistant a définir des va-
leurs au niveau dudit collecteur (61b) afin de confi-
gurer les canaux de capture pour lesdites données;
transmettre les données de configuration par ledit
collecteur (61b) vers lesdits noeuds (51a, 51c) de
maniére a établir des canaux de capture et des dé-
finitions de filtrage; et

au niveau dudit noeud (51a), établir des canaux de
capture résidents sur ledit noeud (51a) afin d'enre-
gistrer lesdites unités de données capturées avant
d'encapsuler et de transmettre lesdites unités de
données capturées vers ledit collecteur (61b).

Procédé selon la revendication 21 ou 22 caracté-
risé en outre par |'étape consistant a:

lancer un agent dans les noeuds (51a, 51c)
pour participer a ladite capture distribuée, ledit
agent étant un module exécutable destiné a
établir des canaux de capture, des paquets de
capture, et communiquer avec ledit collecteur
(61b).

Procédé selon la revendication 21, 22 ou 23 carac-
térisé en outre en ce que ledit collecteur (61b) si-
mule le comportement d'un capteur autonome de
telle sorte que ledit gestionnaire de réseau (54) in-
teragit avec et configure lesdits canaux de capture
et définitions et regoit les données capturées com-
me si ledit collecteur (61b) était un capteur autono-
me, et que ledit collecteur (61b) configure lesdits
noeuds (51a, 51c).

Procédé selon la revendication 21, 22, 23 ou 24,
caractérisé en outre par |'étape consistant a four-
nir des communications réseau a un utilisateur (51a
a 51c) par le biais d'une pluralité de noeuds de sys-
téme terminaux.

Procédé selon la revendication 21, 22, 23, 24 ou
25, caractérisé en outre en ce que ledit collecteur
(61b) communique avec ledit gestionnaire de ré-
seau (54) en utilisant un premier protocole, ledit
premier protocole étant un protocole de couche su-
périeure défini pour la surveillance et la gestion de
réseaux et dans lequel ledit noeud (51a) communi-
que avec ledit collecteur (61b) en utilisant un se-
cond protocole, ledit second protocole étant un pro-
tocole de couche inférieure qui est, de fagon flexi-
ble, soit reconnu, soit non reconnu, qui a un temps
systéme faible, et qui est congu spécifiquement
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pour la communication de gestion de réseau de
couche inférieure.

Procédé selon la revendication 21, 22, 23, 24, 25
ou 26 caractérisé en outre par les étapes consis-
tant a:

transmettre a intervalles périodiques a partir
dudit collecteur (61b) vers lesdits noeuds (51a,
51c) une unité de données de synchronisation,
ladite unité de données de synchronisation re-
présentant un temps écoulé au niveau dudit
collecteur (61b);

utiliser lesdits données de synchronisation au
niveau desdits noeuds (51a, 51c) afin de main-
tenir un temps au niveau desdits noeuds (51a,
51c) qui soit en synchronisation avec le temps
au niveau dudit collecteur (61b); et

examiner ledit marquage par horodatage au ni-
veau dudit collecteur (61b) afin de déterminer
et d'ordonner lesdites unités de données cap-
turées.

Procédé selon la revendication 21, 22, 23, 24, 25,
26 ou 27 caractérisé en outre en ce que ledit col-
lecteur (61b) examine en outre un marquage par
horodatage pour les unités de données capturées
et, lorsque cela est nécessaire, examine d'autres
données de protocole dans lesdites unités de don-
nées afin de déterminer un ordre correct pour les-
dites unités de données.

Procédé selon la revendication 21, 22, 23, 24, 25,
26, 27 ou 28 caractérisé en outre en ce qu'un
noeud (51a) enregistre l'identité de tous les autres
noeuds (51c) capables d'exécuter la capture distri-
buée et capture uniquement les données si: le trafic
de données correspond a un trafic de données di-
rigé soit vers, soit en provenance d'un noeud (51a);
et si l'autre noeud (51c) n'est, soit pas capable
d'exécuter la capture des données ou si l'adresse
de l'autre noeud indique que ledit noeud (51a) est
congu pour exécuter la capture de paquets.

Procédé selon la revendication 21, 22, 23, 24, 25,
26, 27, 28, ou 29 caractérisé en outre en ce qu'un
noeud (51a) transmet des données encapsulées
uniguement en réponse a un signal de groupe en
provenance d'un collecteur (61b).

Systeme LAN intermédiaire (60-63) destiné a étre
utilisé dans un réseau local d'entreprise (40) com-
prenant:

une pluralité de ports capables de transmettre
et de recevoir des données sur un segment du
réseau; une pluralité de mémoires tampon par-
tagées pour mettre en tampon les données re-
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cues sur lesdits ports ou qui attendent d'étre
transmises sur lesdits ports; un contréleur de
dispositif capable de lire les adresses source
et de destination d'un paquets de données regu
sur un desdits ports, ledit systéme LAN inter-
médiaire (60-63) étant caractérisé par:

un collecteur pour collecter des statisti-
ques de données de trafic a partir d'agents
(50a, 50c) qui fonctionne sur d'autres dis-
positifs dans le réseau, ledit collecteur
étant apte a recevoir des paquets de don-
nées configuration en provenance d'un
responsable (54) et a communiquer les
données de configuration vers lesdits
agents (50a, 50c), lesdits agents compor-
tant un algorithme de retardement pour
empécher la saturation du collecteur avec
plus de paquets que ledit collecteur ne peut
en recevoir et en traiter en réponse a une
requéte de multidiffusion.

Systéme LAN intermédiaire selon la revendication
31 caractérisé en outre en ce que ledit systéme
LAN intermédiaire transmet les statistiques de trafic
vers un collecteur de domaine (65a).

Systéme LAN intermédiaire selon la revendication
31 ou 32 caractérisé en outre par des moyens
destinés a produire au niveau dudit collecteur des
statistiques de trafic pour la multidiffusion de pa-
quets de données.

Réseau local d'entreprise (40) comprenant: au
moins un segment de réseau connecté pour
I'échange de données entre des dispositifs de ré-
seau; une pluralité de systémes terminaux (51a a
51c), ayant chacun une connexion avec un seg-
ment de réseau dans laquelle lesdits systémes ter-
minaux (51a a 51c) sont aptes a transmettre des
données sur ledit segment et dans laquelle au
moins un desdits systemes terminaux (51a) com-
prend un agent pour collecter des statistiques de
trafic du réseau local, ledit réseau local d'entreprise
(40) étant caractérisée par:

au moins un collecteur (60b) ayant des con-
nexions avec un segment de réseau afin de re-
cevoir des données en provenance dudit au
moins un agent et qui est apte a combiner les
données regues en provenance des agents
multiples afin de fournir une vue collective des
statistiques de trafic du réseau, ledit au moins
un agent comportant un algorithme de retarde-
ment pour empécher la saturation dudit au
moins un collecteur avec plus de paquets que
ledit au moins un collecteur ne peut en recevoir
et en traiter en réponse a une requéte de mul-
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Réseau local d'entreprise (40) selon la revendica-
tion 34 caractérisé en outre en ce que lesdits col-
lecteurs (60, 62) sont aptes a détecter des paquets
de données de multidiffusion, de compiler les sta-
tistiques de trafic sur lesdits paquets, et de combi-
ner les statistiques concernant les paquets de don-
nées de multidiffusion avec les statistiques en pro-
venance dudit au moins un agent.

Réseau local d'entreprise (40) selon la revendica-
tion 34 ou 35 caractérisé en outre en ce que les-
dits collecteurs (60, 62) sont aptes a recevoir des
données de configuration de capteur en provenan-
ce d'un gestionnaire de réseau (54) et d'envoyer en-
suite les paquets de données de configuration vers
chaque agent individuel dans le réseau.
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data file: timer.txt
ipcount "0020AF6354D876"
pktdist 117.38 77.78 12.98 58.78 6.24 86.84
pktrate 0.00 0.00 0.00 0.00 0.00 0.00 88.00 80.00 83.00
stats 29.00 0.00 0.00 37.00 0.00 0.00 27.00 0.00 0.00 33.00 0.00 0.00 49.00 0.00 0.00 41.00 0.00
0.00 46.00 0.00 0.00 31.00 0.00 0.00 35.00 0.00 0.00 34.00 0.00 0.00 30.00 0.00 0.00 36.00 0.00
0.00 21.00 0.00 0.00 32.00 0.00 0.00 47.00 0.00 0.00 39.00 0.00 0.00 42.00 0.00 0.00 43.00 0.00
0.00
43.00 0.00 0.00 38.00 0.00 0.00
topi0 »0800020a80e5" 16.25 "080007045all” 6.88 "00c04fd065af” 1.78 "00c04fd06545™ 1.70
"00c04fd073ba" 1.52 "00c04fd07790" 1.50 "00c04fd0G511" 1.25 "0020afd00bbS” 0.72
"00a024baf727" 0.52 "00c04fd93097" 0.52
fromtop1 “fHfF e 16242.00 "0020af9d94b3" 1265.00 "00c04fcd346a" 522.00 "090007ffffff" 331.00
"00a02418a870" 131.00 "00c04fc3e24c” 93.00 "0020afd00bbS” 80.00 "0020af2ffScd" 57.00
*0a00070000bI" 25.00 "0020af6354d8" 23.00
totopl "0020af8d94b3" 1204.00 "00c04fcd346a" 581.00 "00a02418a870" 124.00 "00c04fc3e24c”
89.00 "0020afd00bbS" 74.00 "0020af2ffScd” 44.00 "0020af6354d8" 11.00 "0020af2361c2" 7.00
fromtop2 “FFFFAFFEE 1111 .00
fromtop3 "“fFHHHTFT 4229.00
totop3 “0020af6354d8" 2.00 *0020af2ff5¢cd” 2.00
fromtop4 “ffeffeHeeer 4209.00
totop4 "0020af6354d8" 2.00 "0020af2ft5cd" 2.00
fromtop5 “fffffifF 2208.00
totop5 "0020af6354d8" 2.00 "0020af2ffScd” 2.00
fromtop6 “fftftfff 4323.00
totop6 “0020af6354d8™ 2.00 *0020af2ffS5cd” 2.00
fromtop7 "fffittffff" 370.00
totop7 "0020af6354d8” 6.00 "0020af2ff5cd” 6.00

toplOerr
util 0.05 0.08 0.04 0.07 0.07 0.06 0.09 0.04 0.07 0.06 0.05 0.08 0.03 0.09
0.07 0.05 0.08 0.05 0.09 0.07
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