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Description
FIELD OF THE INVENTION

[0001] This invention relates to authenticating client operations in networked computer systems, more specifically
to authenticating browser requests in a stateless web environment.

BACKGROUND OF THE INVENTION

[0002] The World Wide Web includes a network of servers on the Internet, each of which is associated with one or
more HTML (Hypertext Markup Language) pages. The HTML pages associated with a server provide information and
hypertext links to other documents on that and (usually) other servers. Servers communicate with clients by using the
Hypertext Transfer Protocol (HTTP). The servers listen for requests from clients for their HTML pages, and are therefore
often referred to as "listeners".

[0003] Users of the World Wide Web use a client program, referred to as a browser, to request, decode and display
information from listeners. When the user of a browser selects a link on an HTML page, the browser that is displaying
the page sends a request over the Internet to the listener associated with the Universal Resource Locator (URL) spec-
ified in the link. In response to the request, the listener transmits the requested information to the browser that issued
the request. The browser receives the information, presents the received information to the user, and awaits the next
user request.

[0004] Traditionally, the information stored on listeners is in the form of static HTML pages. Static HTML pages are
created and stored at the listener prior to a request from a web browser. In response to a request; a static HTML page
is merely read from storage and transmitted to the requesting browser. Currently, there is a trend to develop listeners
that respond to browser requests by performing dynamic operations. For example, a listener may respond to a request
by issuing a query to a database, dynamically constructing a web page containing the results of the query, and trans-
mitting the dynamically constructed HTML page to the requesting browser. To perform dynamic operations, the func-
tionality of the listener must be enhanced or augmented. Various approaches have been developed for extending
listeners to support dynamic operations.

[0005] Because servers on the Internet can be accessed by a multitude of clients, several protection schemes have
been developed to protect against unauthorized access of certain information. One approach used to prevent unau-
thorized access of certain information is to require clients to provide certain authorization information before they can
have access to information on a particular server. This authorization information typically consists of such items as a
user's name and a password, a particular IP address, specific domain name or other information that can identify a
particular user and/or machine attempting to access information.

[0006] One approach to implementing an authorization mechanism is to associate an authentication process with
each server. The authorization process intercepts client requests and determines whether the clients should have
access to the information associated with the server. Thus, each time a client attempts to access information on a
particular server, the authentication process associated with the server first verifies that the client is authorized to
access the information.

[0007] This authentication-process-per-server approach works well when the HTML pages associated with the server
are the items to be protected. However, in systems that use the server to access and execute computer programs that
may be running on different machines than the server, this approach may not provide the requisite flexibility. For ex-
ample, assume that a banking application and a database application are both accessible by browsers through a
particular server. The banking application may require a completely different authentication mechanism than the da-
tabase application, while other uses of the server may not require any authentication at all.

[0008] Based on the foregoing, it is clearly desirable to provide an authentication mechanism to restrict access to
resources available through an HTTP server. It is further desirable to provide an authentication mechanism that is
flexible enough to support different authentication protocols for applications that may be accessed through the same
HTTP server.

[0009] Additional details on the background and the problems being solved by embodiments of the present invention
will be found in an Article by Nigel Edwards and Owen Rees, entitled "High security Web servers and gateways"
COMPUTER NETWORKS AND ISDN SYSTEMS, 29, (1997) 927-938.

SUMMARY OF THE INVENTION
[0010] The present invention provides a highly scalable, flexible, and extensible mechanism for authenticating a

request from a client. In a preferred embodiment, the present invention comprises an authentication engine, an au-
thentication host, and a plurality ofproviders coupled to the host, each provider implementing a selected authentication
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scheme. In a preferred embodiment, each of the providers takes the form of a module that can be dynamically linked
in at run time, such as a dynamic link library (DLL).

[0011] The present invention preferably further comprises a machine independent communication mechanism for
enabling the various components to communicate with each other across machine boundaries. With this communication
mechanism, the various components of the invention are able to communicate with each other regardless of on which
machine each component resides. In a preferred embodiment, the communication mechanism takes the form of an
object request broker. Because the various components can reside on different machines, the present invention is said
to be distributed. The distributed nature of the present invention makes it highly scalable.

[0012] In addition to acting as a communication mechanism, the object request broker also preferably performs a
load balancing function. More particularly, the broker coordinates the sending of requests to the authentication engine
and the authentication host in such a way that it minimizes potential bottlenecks and maximizes use of available re-
sources. In performing this function, the broker utilizes metadata that is registered for each provider at the time the
provider is introduced into the system.

[0013] In operation, the authentication engine receives a request having a protect string associated therewith. The
protect string specifies, among other things, the authentication scheme or schemes that need to be implemented for
that request, and the logical operator or operators (e.g. AND, OR) that are to be applied to the results of those schemes.
Upon receiving the request, the authentication engine parses the protect string into one or more provider requests,
and sends the requests, via the object request broker, to the authentication host. In response, the host forwards the
requests to the appropriate providers for processing. The providers, upon completing their processing, send the results,
via the authentication host and the object request broker, back to the authentication engine, which then processes the
results according to the logical operator or operators specified in the protect string to determine whether the request
has been authenticated.

[0014] With the present invention, it is possible to alter system implementation at deployment time. As noted previ-
ously, each provider preferably takes the form of a DLL that can be linked into the system at run time. Because the
providers are linked in at run time, it is possible, at deployment time, to: (1) replace one provider with another provider;
and (2) to add another provider to the system. The architecture of the present invention enables all of this to be done
without changing or recompiling any of the other modules (e.g. the authentication engine and the authentication host).
To replace/add a provider, all that needs to be done is to update the metadata to reflect the replacement/addition of
the providers. In addition, it is possible to change the authentication schemes associated with a particular query. This
can be done by simply changing the protect string associated with that query. Again, no recompilation is necessary.
These aspects of the invention make it possible to change implementation at deployment time, as opposed to compile
time. This in turn makes the present invention highly flexible and extensible.

[0015] These and other advantages will become clear as the invention is described in further detail.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The present invention is illustrated by way of example, and not by way of limitation, in the figures of the
accompanying drawings and in which like reference numerals refer to similar elements and in which:

Figure 1 is a block diagram of a computer system upon which an embodiment of the invention may be implemented;
Figure 2 is a block diagram of a distributed application server according to an embodiment of the invention;
Figure 3A is a portion of a flow chart illustrating steps for handling a browser request according to an embodiment
of the invention;

Figure 3B is another portion of the flow chart illustrating steps for handling a browser request according to an
embodiment of the invention;

Figure 4 is a block diagram of a table containing information maintained by a dispatcher according to an embod-
iment of the invention;

Figure 5 is a block diagram of a table containing information maintained by a resource manager according to an
embodiment of the invention;

Figure 6 is a block diagram of a distributed application server that provides for an extensible authentication mech-
anism in a stateless web environment according to one embodiment of the invention;

Figure 7A is a portion of a flow chart illustrating steps for authenticating a browser request according to an em-
bodiment of the invention;

Figure 7B is another portion of the flow chart illustrating steps for authenticating a browser request according to
an embodiment of the invention; and

Figure 8 is a block diagram of a distributed application server that provides for load balancing of an extensible
authentication mechanism in a stateless web environment according to one embodiment of the invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0017] A method and apparatus for authenticating browser requests in a stateless web environment is described. In
the following description, for the purposes of explanation, numerous specific details are set forth in order to provide a
thorough understanding of the present invention. It will be apparent, however, to one skilled in the art that the present
invention may be practiced without these specific details. In other instances, well-known structures and devices are
shown in block diagram form in order to avoid unnecessarily obscuring the present invention.

HARDWARE OVERVIEW

[0018] Figure 1is a block diagram that illustrates a computer system 100 upon which an embodiment of the invention
may be implemented. Computer system 100 includes a bus 102 or other communication mechanism for communicating
information, and a processor 104 coupled with bus 102 for processing information. Computer system 100 also includes
a main memory 106, such as a random access memory (RAM) or other dynamic storage device, coupled to bus 102
for storing information and instructions to be executed by processor 104. Main memory 106 also may be used for
storing temporary variables or other intermediate information during execution of instructions to be executed by proc-
essor 104. Computer system 100 further includes a read only memory (ROM) 108 or other static storage device coupled
to bus 102 for storing static information and instructions for processor 104. A storage device 110, such as a magnetic
disk or optical disk, is provided and coupled to bus 102 for storing information and instructions.

[0019] Computer system 100 may be coupled via bus 102 to a display 112, such as a cathode ray tube (CRT), for
displaying information to a computer user. An input device 114, including alphanumeric and other keys, is coupled to
bus 102 for communicating information and command selections to processor 104. Another type of user input device
is cursor control 116, such as a mouse, a trackball, or cursor direction keys for communicating direction information
and command selections to processor 104 and for controlling cursor movement on display 112. This input device
typically has two degrees of freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the device
to specify positions in a plane.

[0020] The invention is related to the use of computer system 100 to perform authentication of browser requests in
a stateless web environment. According to one embodiment of the invention, authentication of browser requests is
performed by computer system 100 in response to processor 104 executing one or more sequences of one or more
instructions contained in main memory 106. Such instructions may be read into main memory 106 from another com-
puter-readable medium, such as storage device 110. Execution of the sequences of instructions contained in main
memory 106 causes processor 104 to perform the process steps described herein. In alternative embodiments, hard-
wired circuitry may be used in place of or in combination with software instructions to implement the invention. Thus,
embodiments of the invention are not limited to any specific combination of hardware circuitry and software.

[0021] The term "computer-readable medium" as used herein refers to any medium that participates in providing
instructions to processor 104 for execution. Such a medium may take many forms, including but not limited to, non-
volatile media, volatile media, and transmission media. Non-volatile media includes, for example, optical or magnetic
disks, such as storage device 110. Volatile media includes dynamic memory, such as main memory 106. Transmission
media includes coaxial cables, copper wire and fiber optics, including the wires that comprise bus 102. Transmission
media can also take the form of acoustic or light waves, such as those generated during radio-wave and infra-red data
communications.

[0022] Common forms of computer-readable media include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, or any other magnetic medium, a CD-ROM, any other optical medium, punchcards, papertape, any
other physical medium with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory
chip or cartridge, a carrier wave as described hereinafter, or any other medium from which a computer can read.
[0023] Various forms of computer readable media may be involved in carrying one or more sequences of one or
more instructions to processor 104 for execution. For example, the instructions may initially be carried on a magnetic
disk of a remote computer. The remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system 100 can receive the data on the
telephone line and use an infra-red transmitter to convert the data to an infra-red signal. An infra-red detector coupled
to bus 102 can receive the data carried in the infra-red signal and place the data on bus 102. Bus 102 carries the data
to main memory 106, from which processor 104 retrieves and executes the instructions. The instructions received by
main memory 106 may optionally be stored on storage device 110 either before or after execution by processor 104.
[0024] Computer system 100 also includes a communication interface 118 coupled to bus 102. Communication in-
terface 118 provides a two-way data communication coupling to a network link 120 that is connected to a local network
122. For example, communication interface 118 may be an integrated services digital network (ISDN) card or a modem
to provide a data communication connection to a corresponding type of telephone line. As another example, commu-
nication interface 118 may be a local area network (LAN) card to provide a data communication connection to a com-
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patible LAN. Wireless links may also be implemented. In any such implementation, communication interface 118 sends
and receives electrical, electromagnetic or optical signals that carry digital data streams representing various types of
information.

[0025] Network link 120 typically provides data communication through one or more networks to other data devices.
For example, network link 120 may provide a connection through local network 122 to a host computer 124 or to data
equipment operated by an Internet Service Provider (ISP) 126. ISP 126 in turn provides data communication services
through the world wide packet data communication network now commonly referred to as the "Internet" 128. Local
network 122 and Internet 128 both use electrical, electromagnetic or optical signals that carry digital data streams. The
signals through the various networks and the signals on network link 120 and through communication interface 118,
which carry the digital data to and from computer system 100, are exemplary forms of carrier waves transporting the
information.

[0026] Computer system 100 can send messages and receive data, including program code, through the network
(s), network link 120 and communication interface 118. In the Internet example, a server 130 might transmit a requested
code for an application program through Internet 128, ISP 126, local network 122 and communication interface 118.
[0027] The received code may be executed by processor 104 as it is received, and/or stored in storage device 110,
or other non-volatile storage for later execution. In this manner, computer system 100 may obtain application code in
the form of a carrier wave.

FUNCTIONAL OVERVIEW OF APPLICATION SERVER

[0028] Figure 2 is a block diagram of a system 200 designed according to an embodiment of the invention. The
system 200 includes a plurality of browsers 202, 204 and 206 that communicate with a plurality of listeners 210, 216
and 222 over the Internet 208 according to the HTTP protocol. In response to requests from the browsers, the listeners
cause a web application server 280 to invoke software modules, referred to herein as cartridges. In the illustrated
embodiment, web application server 280 has initiated the execution of three cartridges 230, 234 and 238.

[0029] The web application server 280 is composed of humerous components, including transport adapters 212,
218 and 224, dispatchers 214, 220 and 226, an authentication server 252, a virtual path manager 250, a resource
manager 254, a configuration provider 256 and a plurality of cartridge execution engines 228, 232 and 236. The various
components of the web application server 280 shall be described hereafter in greater detail.

[0030] Significantly, the numerous components of web application server 280 communicate through an inter-machine
communication mechanism, such as an Object Request Broker 282. Using an inter-machine communication mecha-
nism, cartridge instances that perform the operations specified in browser requests may execute on different machines
than the listeners that receive the requests and the browsers that issue the requests. Because the cartridge instances
are on different machines than the listeners, the listeners are better insulated against faulty cartridge instances, thus
enhancing the reliability and security of the system. In addition, the scalability of the system is greatly increased by
spreading the processing burden of executing the cartridge instances among many machines, rather than the same
machine that is executing the listener. The ability to distribute cartridge instance execution across multiple machines
allows numerous types of load balancing techniques to be used in deciding when and where to spawn new cartridge
instances.

[0031] A typical operation within system 200 generally includes the following stages:

[0032] A browser transmits a request over the Internet 208.

[0033] A listener receives the request and passes it through a transport adapter to a dispatcher.

[0034] The dispatcher communicates with virtual path manager 250 to identify a cartridge selected by the browser
request and to determine whether the cartridge requires authentication

[0035] If the cartridge requires authentication, the dispatcher communicates with the authentication server 252 to
determine whether the browser is authorized to access the selected cartridge.

[0036] If the authentication server 252 determines that the browser is not authorized to access the selected cartridge,
the browser is notified that access has been denied.

[0037] However, if access is authorized or the virtual path manager 250 determines that authentication is not required,
the dispatcher does one of two things. If the dispatcher knows about an unused instance for that cartridge, the dispatcher
sends the request to that instance. If there are no unused cartridge instances for that cartridge, the dispatcher asks
the resource manager 254 to create a new cartridge instance. After the instance starts up successfully, the cartridge
notifies the resource manager of its existence. The resource manager 254 then notifies the dispatcher of the new
instance. The dispatcher creates a revised request based on the browser request and sends the revised request to
the new instance.

[0038] The cartridge instance handles the revised request and sends a response to the dispatcher.

[0039] The dispatcher passes the response back through the listener to the client.

[0040] These stages shall be described in greater detail hereafter.
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CARTRIDGES

[0041] Cartridges are modules of code for performing specific application or system functions. A cartridge forms the
basic unit of distribution in the system 200. According to one embodiment of the invention, cartridges are named using
Universal Resource Locators (URLs). Thus, a cartridge name (i.e. URL) has two parts: the IP address of the server
on which the cartridge resides, and the virtual path in the server directory structure of the compiled cartridge code.
Because cartridges are named using URLSs, the cartridge name space is global and cartridges may be accessed using
the same messaging techniques as are used to access other web resources, such as documents.

[0042] According to one embodiment of the invention, each cartridge has a standard interface which provides a
common overall structure for all cartridges. The standard interface defines the interface of routines that are invoked
by the web application server 280 under particular conditions. According to one embodiment of the invention, the
abstract cartridge interface is as follows:

interface Cartridge

{ |

boolean init();

boolean authentiéate(in Principal user passwd);

boolean exec(in Request req_obj, out Response resp_oby);

boolean shutdown();

}

[0043] Theinit() routine is responsible for intializing the cartridge instance. This may include invoking the constructors
of several subobjects, preforking threads and acquiring all other required shared resources.

[0044] The shutdown() routine is responsible for cleaning up all of the resources and shutting down the cartridge
instance. Once the shutdown() routine is invoked on a cartridge instance, it immediately becomes unavailable for
servicing subsequent requests.

[0045] The authenticate() routine validates whether the client requesting the services of the cartridge is authorized
to use those services.

[0046] The exec() routine is the generic way to dispatch all service requests to the cartridge.

EXEMPLARY CARTRIDGES

[0047] Each cartridge is either configured as a cartridge that performs a well-defined function, or as a programmable
cartridge that acts as an interpreter or a routine environment for an application. An example of a programmable cartridge
is a PL/SQL runtime, configured to process database queries according to the Oracle-based Programming Language
using Structured Query Language (PL/SQL). The PL/SQL runtime executes a browser request having a database
query. The PL/SQL runtime processes the request, for example, by accessing a database server in communication
with the cartridge instance via a data link.

[0048] Another example of a programmable cartridge is a JAVA runtime interpreter. The JAVA runtime interpreter
cartridge enables web application developers to write server-side JAVA applications to process browser requests.
Similarly, a custom server may be configured as a cartridge in order to provide dynamic operations such as, for example,
accessing processes executed by a third party server.

DISPATCHERS

[0049] Dispatchers are software modules configured to route the requests received by listeners to the appropriate
cartridges. According to one embodiment of the invention, dispatchers are implemented as server-side program ex-
tensions (i.e. "plug-ins"). As such, the dispatchers are loaded into and execute within the same address space as the
listeners to which they belong. The dispatchers may be linked with the listener code at compile time or dynamically
loaded at runtime.

[0050] In the illustrated embodiment, dispatchers 214, 220 and 226 are associated with listeners 210, 216 and 222,
respectively. Dispatchers 214, 220 and 226 selectively route browser requests received by listeners 210, 216 and 222
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to cartridges.

[0051] For example, assume that listener 210 receives a browser request over the Internet 208 delivered in the form
of a Uniform Resource Locator (URL). The browser request serves as an identifier for a web object, for example an
HTML page or an operation to be performed. The listener 210 hands off the browser request to dispatcher 214 without
any attempt at interpreting the browser request. Upon receiving the browser request, the dispatcher 214:

(1) communicates with virtual path manager 250 to identify a cartridge selected by the browser request and to
determine whether the cartridge requires authentication,

(2) if the cartridge requires authentication, communicates with the authentication server 252 to determine whether
the browser is allowed to access the selected cartridge,

(3) if access is authorized, communicates with the resource manager to determine the specific instance of the
selected cartridge to which the browser request should be sent, and

(4) creates and dispatches a revised browser request for execution by the specified instance of the cartridge.

[0052] The revised browser request repackages information received in the original browser request. The revised
browser request may include, for example, a context object that contains data required for the proper operation of the
cartridge. The data required for proper operation of a cartridge may include, for example, a transaction ID that identifies
a transaction with which the browser request is associated.

[0053] Ifthe cartridge replies to the request, the cartridge sends the reply to the dispatcher and the dispatcher passes
the reply up to the listener for transmission to the browser that initiated the request.

CONFIGURATION PROVIDER

[0054] According to one embodiment of the invention, cartridges that are to be used with web application server 280
are first registered with web application server 280. During the registration process, information about the cartridges
is supplied to the configuration provider 256. Configuration provider 256 stores the information as metadata 258 for
later access by the components of the web application server 280.

[0055] The metadata 258 may include, for example,

(1) the cartridge name;

(2) the minimum number of required instances;

(3) the maximum number of instances;

(4) the location of the code that implements the cartridge;

(5) the program-dependent function names used by the cartridge execution engine to execute the callback functions
(initialization, request handler, shutdown);

(6) a list of machines for running the cartridge;

(7) the idle time for the cartridge (the amount of time instances of the cartridge are allowed to remain idle before
they are shut down);

(8) an object identifier; and

(9) data indicating the type of authentication service, if any, to be used with the cartridge.

[0056] The object identifier specifies the data that must be supplied by a browser request for requesting performance
of an operation by the corresponding cartridge. The object type may be a specific word, a URL, or may include a virtual
path such as "/java".

[0057] Once the configuration provider 256 has stored the configuration information for a particular cartridge in the
metadata 258, that cartridge is automatically registered when web application server 280 is started.

[0058] After a cartridge is registered with the web application server 280, the resource manager 254 initiates the
minimum instances for the cartridge. Once the minimum number of instances has been initiated, the web application
server 280 is prepared to process browser requests.

THE VIRTUAL PATH MANAGER

[0059] As mentioned above, dispatchers communicate with the virtual path manager 250 to determine where to route
each revised browser request. Specifically, each browser request typically includes a URL. Upon receiving a browser
request, the dispatcher sends the URL in the request to the virtual path manager 250. The virtual path manager 250
responds by sending the dispatcher data that identifies the cartridge, if any, associated with the URL.

[0060] In order to supply the required information to dispatchers, virtual path manager 250 consults the metadata
258 that maps URLs to cartridges. In response to receiving a browser request, the virtual path manager 250 uses the
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mapping data to determine the cartridge, if any, to which the URL contained in the browser requests corresponds.
[0061] For example, if the browser request is a URL request beginning with the virtual path "/java", the mapping may
indicate that the JAVA interpreter cartridge is configured to handle requests having the virtual path "/java".

[0062] According to one embodiment of the invention, the virtual path manager 250 also determines whether the
cartridge associated with the URL requires authentication. If the cartridge requires authentication, the virtual path
manager 250 indicates in the response that the virtual path manager 250 sends to the dispatcher that authentication
is required. If authentication is not required, the dispatcher creates and sends a revised browser request to an instance
of the cartridge without invoking the authentication server 252. If authentication is required, the dispatcher sends the
revised request to an instance of the cartridge only after the authentication server indicates that the revised request
maybe submitted to an instance of the cartridge.

THE RESOURCE MANAGER

[0063] The resource manager 254 of the web application server 280 manages the execution of each of the cartridges
by initiating a predetermined minimum number of instances for the cartridges, load balancing between the instances
of each cartridge, and initiating new instances of cartridges as necessary up to a predetermined maximum number of
instances of a given cartridge.

[0064] For example, assume that the metadata for a particular cartridge (C1) includes the following information:

Name = C1

Minimum Instances = 10
Maximum Instances = 50
Host Machines = M1, M2, M3
Idle time = 30 seconds

[0065] Based on this metadata, when cartridge C1 is first registered, resource manager 254 will initiate ten instances
of C1. Resource manager 254 will initiate the ten instances on the machines associated with the labels M1, M2 and M3.
[0066] Upon receipt of requests from dispatchers to access C1, resource manager 254 determines whether any
existing instance of C1 is available for use. If no instance of C1 is available when a request is received, resource
manager 254 determines whether the maximum number of instances of C1 are already running. If the maximum number
of instances of C1 are not already running, then resource manager 254 initiates a new instance of C1 on one of the
possible host machines and transmits a message that identifies the new instance to the dispatcher that issued the
request. If the maximum number of instances of C1 are already running, then resource manager 254 sends a message
to the dispatcher that issued the request to indicate that the request cannot be handled at this time.

LOAD BALANCING

[0067] According to one embodiment of the invention, resource manager 254 applies a set of load balancing rules
to determine where to initiate instances of cartridges where there is more than one possible host machine. Thus, in
the above example, M1, M2 and M3 are all capable of executing instances of cartridge C1. If M1, M2 and M3 have the
same processing capacity, it may be desirable to distribute the instances evenly across the three machines. However,
if M1 has ten times the processing power of M2 and M3, it may be desirable to initiate all instances of C1 on M1 up to
a certain point, and then to distribute additional instances evenly among M1, M2 and M3.

[0068] To assist resource manager 254 in determining how to load balance among possible machines, the metadata
stored for each cartridge may include additional details. For example, the metadata may specify a separate minimum
and maximum number of instances for each machine. Resource manager 254 may then distribute new instances
among the machines based on which machine has the lowest ratio of actual instances to maximum instances.
[0069] The metadata may also specify an order for the machines that can run a cartridge. The machine at the N+1
position in the order is only used to execute instances of the cartridge when the machine at the Nth position in the
order is already executing its maximum number of instances.

CARTRIDGE INSTANCE STATUS TRACKING

[0070] According to one embodiment of the invention, the resource manager 254 maintains state information to keep
track of cartridge instances that have been created. The state information includes data that identifies the instance,
identifies the machine executing the instance, and identifies the listener to which the instance has been assigned.

[0071] Figure 5illustrates a table 500 that may be maintained by resource manager 254 to store this state information.
Table 500 includes an instance column 502, a cartridge column 504, a listener column 506 and a machine column 508.
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Each row of table 500 corresponds to a distinct cartridge instance. Within the row for a given cartridge instance, cartridge
column 504 identifies the cartridge associated with the cartridge instance and instance column 502 indicates the in-
stance number of the cartridge instance. For example, row 510 corresponds to an instance of cartridge C1. Therefore,
cartridge column 504 of row 510 indicates cartridge C1. Instance column 502 of row 510 indicates that the cartridge
instance associated with row 510 is instance 1 of cartridge C1.

[0072] Listener column 506 indicates the listener to which the cartridge instance associated with a row has been
assigned. Machine column 508 indicates the machine on which the cartridge instance associated with a row is exe-
cuting. For example, the cartridge instance associated with row 510 has been assigned to listener 210 and is executing
on machine M1.

[0073] Similar to resource manager 254, each dispatcher maintains state information for the cartridge instances that
have been assigned to the listener to which the dispatcher is attached. Such state information may be maintained, for
example, in a table 400 as shown in Figure 4. Similar to table 500, table 400 includes an instance column 402 and a
cartridge column 404 that respectively hold instance numbers and cartridge identifiers. However, while table 500 in-
cludes one entry for every cartridge instance assigned by resource manager 254, table 400 only includes entries for
cartridge instances that have been assigned to a particular listener. For example, table 400 includes entries for only
those cartridge instances listed in table 500 that have been assigned to listener 210.

[0074] In addition to instance column 402 and cartridge column 404, table 400 includes a status column 406. For
each row, the status column 406 holds a value that indicates the status of the instance associated with the row. For
example, the status column 406 of row 408 indicates that instance 1 of cartridge C1 is currently busy. In the illustrated
embodiment, the status column 406 holds a flag that indicates that a cartridge instance is either BUSY or FREE. The
significance of the cartridge status shall now be describe with reference to the operation of resource manager 254 and
dispatchers 214 and 220.

INTERACTION BETWEEN DISPATCHERS AND THE RESOURCE MANAGER

[0075] As explained above, dispatchers communicate with resource manager 254 when they need to send a revised
browser request to a particular cartridge. According to one embodiment of the invention, dispatchers first determine
whether an instance of the appropriate cartridge (1) has already been assigned to it and (2) is available to process the
new revised browser request. If an appropriate cartridge instance has already been assigned to the dispatcher and is
currently available to process the new revised browser request, then the dispatcher forwards the revised browser
request to the cartridge instance without further communication with resource manager 254.

[0076] For example, assume that listener 210 receives a browser request that, according to virtual path manager
250, must be processed by cartridge C1. Assume also that table 400 reflects the current list and status of cartridge
instances that have been assigned to listener 210. Upon receiving the browser request from listener 210, dispatcher
214 inspects table 400 to locate a FREE instance of cartridge C1. In the illustrated table 400, row 410 indicates that
instance 3 of cartridge C1 is currently FREE. Consequently, dispatcher 214 forwards a revised browser request directly
to instance 3 of cartridge C1 without further communication with resource manager 254. In response to sending the
revised browser request, dispatcher 214 changes the status value in status column 406 of row 410 to BUSY.

[0077] If a listener has not already been assigned an appropriate cartridge instance that is currently available, then
the dispatcher associated with the cartridge requests a cartridge instance from the resource manager 254. If the re-
source manager 254 determines that an instance of the required cartridge is not available and the number of existing
instances of the required cartridge is below the maximum, then the resource manager 254 initiates a new cartridge.
Upon initiating a new cartridge, the resource manager 254 inserts an entry for the new cartridge instance in table 500.
[0078] Assume, for example, that listener 210 receives a browser request that must be processed by cartridge C3.
Assume also that instance 3 of cartridge C3 has not yet been initiated. Under these conditions, dispatcher 214 sends
to resource manager 254 a request for a handle to an instance of cartridge C3. In response to this request, resource
manager 254 initiates instance 3 of cartridge C3 on machine M3. In addition, resource manager 254 inserts into table
500 the entry found at row 512.

[0079] After inserting row 512 for instance 3 of cartridge C3 in table 500, resource manager 254 sends back to the
dispatcher 214 a handle to the newly created instance. In response to receiving this handle, dispatcher 214 inserts an
entry (row 412) for the new instance in its status table 400. The dispatcher 214 then transmits a revised browser request
to instance 3 of cartridge C3.

RELEASING CARTRIDGE INSTANCES
[0080] According to one embodiment of the invention, listeners do not automatically release ownership of cartridge

instances when the cartridge instances finish responding to outstanding browser requests. For example, assume that
instance 3 of cartridge C3 receives a revised browser request, processes the revised browser request, and sends a
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response back to dispatcher 214. Dispatcher 214 passes the response to listener 210 to be sent back to the browser
that issued the browser request.

[0081] At this point, listener 210 no longer requires ownership of instance 3 of cartridge C3. However, rather than
transferring ownership of instance 3 of cartridge C3 back to resource manager 254, dispatcher 214 merely changes
the status column 406 of row 412 from BUSY to FREE.

[0082] Changing the value in status column 406 of row 412 to FREE indicates that instance 3 of cartridge C3 is no
longer working on a request, and is therefore ready to handle subsequent requests. However, because table 400,
which indicates that instance 3 of cartridge C3 is available, is maintained locally by dispatcher 214, instance 3 of
cartridge C3 is only available for subsequent browser requests arriving at listener 210. Row 512 of table 500 maintained
by resource manager 254 continues to indicate that instance 3 of cartridge C3 is owned by listener 210.

[0083] Because listeners do not automatically release cartridge instances every time a request is serviced, overhead
associated with communication between the resource manager 254 and the various dispatchers is significantly re-
duced. For example, assume that a listener 210 receives ten successive requests that must be communicated to
cartridge C3. Rather than communicating with resource manager 254 for each of the ten requests, dispatcher 214 may
communicate with resource manager 254 in response to the first request. The subsequent nine requests can be handled
by dispatcher 214 without communicating with resource manager 254 because the dispatcher 214 uses the same
instance of C3 that processes the first request to process the nine subsequent requests.

[0084] While not automatically releasing listener ownership of cartridge instances when each request is serviced
can increase the efficiency of web application server 280, listeners cannot maintain ownership of cartridge instances
indefinitely. For example, instances that have not been used for long periods of time should be passed back to the
resource manager 254 so they can be de-allocated to free up resources. In addition, it is not efficient for one listener
to maintain ownership of the instance of a cartridge that it has not used for a relatively long time when other listeners
require instances of that cartridge.

[0085] Consequently, resource manager 254 communicates to each listener a maximum idle time for each cartridge
instance passed to the listener. The maximum idle time indicates the maximum amount of time a cartridge instance
can go unused before the listener must release ownership of the cartridge instance. For example, assume that the
resource manager 254 indicates to listener 210 that the maximum amount of idle time for instance 3 of cartridge C3
is 10 minutes. Based on this information, listener 210 may continue to use instance 3 of cartridge C3 to process browser
requests for cartridge C3 as long as instance 3 of cartridge C3 does not remain idle or FREE for more than 10 minutes.
[0086] If instance 3 of cartridge C3 is idle for more than 10 minutes, dispatcher 214 removes row 412 from table 400
and sends a message to resource manager 254 that listener 210 is releasing ownership of instance 3 of cartridge C3.
In response to this message, resource manager 254 updates row 512 to indicate that instance 3 of cartridge C3 is not
owned by any listener and may thus be reassigned to another listener or terminated.

[0087] In an alternative embodiment, dispatchers do not automatically release cartridge instances when the idle time
for the cartridge instance has expired. Instead, the dispatcher sends a message to resource manager 254 offering to
release the expired instance. Resource manager 254 may respond to the offer by requesting that the listener release
the cartridge instance, or by allowing the listener to retain ownership of the expired cartridge instance.

[0088] According to one embodiment of the invention, resource manager 254 maintains a queue of the requests that
cannot be immediately serviced. When it becomes possible to service a queued request, the request is removed from
the queue and processed.

[0089] For example, assume that listener 222 receives a browser request that must be processed by cartridge C1,
and that listener 222 has not been assigned any instances of cartridge C1. Dispatcher 226 sends a request for an
instance of C1 to resource manager 254. Assume further that a maximum of 50 instances of C1 are allowed, and that
50 instances of C1 have been assigned to listener 210. Under these conditions, resource manager 254 cannot service
the request from listener 222. Therefore, resource manager 254 puts the request on a queue. When listener 210
releases an instance of C1, resource manager 254 communicates to listener 222 that an instance of C1 is available.
[0090] Under certain conditions, resource manager 254 may preemptively cause a listener to release a cartridge
instance. For example, resource manager 254 may detect a system overload situation and respond by terminating a
set of cartridge instances, either before or after informing the listeners that currently have been assigned the cartridge
instances that the cartridge instances are going to be terminated.

[0091] Resource manager 254 may also preemptively cause listeners to release cartridge instances to implement
fairness policies between listeners. For example, resource manager 254 may cause a listener that holds the most
instances of a given cartridge to release an instance of the cartridge when another listener has waited more than a
predetermined threshold of amount of time for an instance of the cartridge. For example, if listener 210 has been
assigned 50 instances of cartridge C1 and C1 has a maximum of 50 instances, then resource manager 254 may cause
listener 210 to release an instance of C1 ten seconds after receiving a request for an instance of C1 from another
listener.
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CARTRIDGE EXECUTION ENGINES

[0092] According to one embodiment of the invention, each cartridge instance is composed of a cartridge execution
engine and a cartridge. A cartridge execution engine is a code module that insulates cartridges from the complexities
of the web application server 280 and the intermodule communication mechanism. A cartridge is made available to a
cartridge execution engine by storing in a function table pointers to the cartridge functions. According to one embodi-
ment, all cartridges provide the functions specified in the exemplary cartridge interface described above. By having all
cartridges support the same interface, a single standard cartridge execution engine can be used with all cartridges.
[0093] According to one embodiment of the invention, cartridges are implemented as shared libraries, and cartridge
execution engines are executable programs that invoke the routines in the shared libraries using the standard cartridge
interface. The cartridge execution engine provides the interface between cartridges and the dispatcher, directs cartridge
flow of control, and provides services for cartridges to use.

[0094] When the resource manager 254 requires the creation of a new cartridge instance, the resource manager
254 causes a cartridge execution engine to be instantiated. In turn, the instance of the cartridge execution engine thus
created causes the appropriate cartridge to be instantiated. The resource manager 254 can cause the cartridge exe-
cution engine to be instantiated, for example, by invoking a "cartridge execution engine factory" that resides on the
machine on which the cartridge is to be executed. The instance of the cartridge execution engine can cause the cartridge
to be instantiated, for example, by making a call to one of the routines in the shared library that constitutes the cartridge.
[0095] As shown in Figure 2, the web application server 280 includes cartridge execution engines 228, 232 and 236
for each ofthe cartridges 230, 234 and 238. The cartridge execution engines control execution of the instances of the
corresponding cartridges by making calls into the cartridges through the standard cartridge interface. By establishing
basic callback functions between the cartridge execution engine and a cartridge, any cartridge can be integrated into
the web application server 280 by configuring the cartridge to respond to the callback functions, and then registering
the cartridge in the configuration provider 256, as described below.

[0096] Thus, if the dispatcher 214 determines that the PL/SQL runtime cartridge is the appropriate cartridge to proc-
ess a request, the dispatcher 214 dispatches the request to a cartridge instance that includes a cartridge execution
engine associated with the PL/SQL runtime cartridge. If a new instance needs to be initiated, the resource manager
254 creates a new instance of the PL/SQL runtime cartridge in a separate address space and dispatches the request
to the cartridge execution engine 228 of the new instance. The address space used to execute the instance of the
program may be within memory of the computer system upon which one or more of the components of web application
server 280 is executing, or on another computer system.

[0097] Inresponse to a message from a dispatcher, the cartridge execution engine issues a request handler callback
function to the cartridge, causing the cartridge to process the request. The cartridge executing the request returns the
result to the cartridge execution engine, which forwards the result to the dispatcher. In the event that the web application
server 280 detects a fault in the operation, the cartridge execution engine issues a shutdown function of the cartridge.
[0098] Hence, the cartridge execution engine provides an application programming interface to the web application
server 280 that specifies predetermined operations to be performed. Use of the standard cartridge interface enables
programmers of the cartridges to configure each cartridge for high-level integration into the web application server 280
independent of the protocols used by the particular web listener with which the cartridge will be used.

TRANSPORT ADAPTERS

[0099] Listeners enable the use of server-side plug-ins by providing a programming interface and protocol for use
by such plug-ins. Unfortunately, the programming interfaces and protocols provided by listeners vary from listener to
listener. For example, Netscape Server Application Programming Interface (NSAPI), Internet Server Application Pro-
gramming Interface (ISAPI) and Application Development Interface (ADI) are three examples of distinct programming
interfaces currently provided by listeners.

[0100] Transport adapters insulate dispatchers from the proprietary protocols and interfaces used by web listeners.
Specifically, each transport adapter is configured to recognize the protocols of different listeners, and to convert the
browser requests received from the listeners into converted browser requests having a standard dispatcher protocol
that is independent from the protocol of the listener. Similarly, transport adapters convert the replies from the dispatcher
to the transport protocol of the listeners.

[0101] Hence, the transport adapter enables the web application server 280 to be used with listeners from different
vendors. Moreover, transport adapters may be configured to accommodate different server architectures and operating
systems.
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OPERATION OF THE WEB APPLICATION SERVER

[0102] Figures 3A and 3B are a flow diagram illustrating a method of responding to a browser request according to
an embodiment of the present invention. The browser request is received in step 350 by a listener. For the purposes
of explanation, it shall be assumed that the browser request was issued by browser 202 and received by listener 210.
[0103] Upon receiving the browser request, the listener 210 forwards the request to the web application server 280
in step 352. Specifically, listener 210 passes the request to the transport adapter 212 using the proprietary programming
interface of the listener 210. The transport adapter 212 converts the request as necessary to pass the request to
dispatcher 214 using a standard dispatcher programming interface.

[0104] Dispatcher 214 identifies the request object type that corresponds to the browser request in step 354 based
on the virtual path specified in the browser request by communicating with the virtual path manager 250. If the request
object type corresponds to a cartridge, the virtual path manager also indicates to the dispatcher 214 whether authen-
tication is required.

[0105] The dispatcher 214 determines in step 356 if the request object type corresponds to an identifiable cartridge.
If the request object type does not correspond to an identifiable cartridge, the request is returned to the listener 210
in step 358 (see Figure 3B). If in step 358 the listener 210 recognizes the request as a request for a static HTML page,
the listener accesses the static HTML page, and sends the HTML page to the browser 202 in step 360. If the browser
request is not recognized by the listener 210, the reply is sent to the browser 202 in step 360 indicating that the request
was unrecognizable.

[0106] If in step 356 the dispatcher 214 determines that the request must be sent to a cartridge, then the dispatcher
performs any necessary authentication by communicating with the authentication server 252. The authentication proc-
ess will be described in greater detail hereafter. In addition, if in step 356 it is determined that listener 210 has not been
assigned any instances of that cartridge that are currently FREE, then the dispatcher 214 communicates with the
resource manager 254 to be assigned an instance of the cartridge 230 to which the browser request can be sent.
[0107] In step 362, shown in Figure 3B, the resource manager 254 determines whether an instance of the identified
cartridge is available (unowned) among the existing number of instances. For the purposes of explanation, it shall be
assumed that the request is associated with cartridge 230, and that cartridge 230 is a PL/SQL runtime cartridge.
[0108] Ifin step 362 the resource manager identifies an available instance, for example instance 260 of the PL/SQL
runtime 230, the resource manager 254 informs the dispatcher 214 that the request should be sent to instance 260.
The dispatcher 214 then creates and sends a revised browser request to the cartridge execution engine 228 of the
instance 260 in step 368 to cause the available instance 260 to process the request, as described below.

[0109] However, if in step 362 no instance of the cartridge 230 is available, the resource manager 254 determines
in step 364 if the existing number of instances exceeds a maximum prescribed number. If the existing number of
instances exceeds the maximum prescribed number in step 364, the resource manager 254 indicates to the dispatcher
214 that the request cannot be processed at this time. In response, the dispatcher 214 returns the request to the listener
210in step 358, after which the web listener 210 sends a reply to the browser 202 over the network in step 360 indicating
the request was not processed.

[0110] Alternatively, when a cartridge instance is not currently available to handle a request, listener 210 may place
the request on a waiting list for that cartridge instance. When a cartridge instance becomes available, the revised
browser request is removed from the waiting list and forwarded to the cartridge instance. If the revised browser request
remains on the waiting list for more than a predetermined amount of time, listener 210 may remove the request from
the waiting list and send a message to the browser 202 to indicate that the request could not be processed.

[0111] Ifin step 364 the existing number of instances does not exceed the maximum prescribed number, the resource
manager 254 initiates a new instance of the identified program and informs the dispatcher 214 that a revised browser
request based on the browser request should be sent to the new instance. The dispatcher 214 then dispatches a
revised browser request to the cartridge execution engine of the new instance.

[0112] For example, assume that the resource manager 254 initiated instance 260 in response to the browser re-
quest. During the initialization, the stored sequences of instructions for the PL/SQL runtime are accessed to create a
new instance 260 of the cartridge 230 in an address space that is separate from the address space in which dispatcher
214 is executing. According to one embodiment, initialization is performed by loading the cartridge execution engine
228 and having the-cartridge execution engine call the initialization routine in cartridge 230.

[0113] Once the new instance 260 is running, the dispatcher 214 dispatches the request to the cartridge execution
engine 228 associated with the new instance 260 in step 368. The cartridge execution engine 228 sends a callback
message to the new instance 260 requesting execution of the request. In the callback message, the cartridge execution
engine 228 passes any parameters necessary for the instance 260 to process the request. Such parameters may
include, for example, passwords, database search keys, or any other argument for a dynamic operation executed by
the instance 260.

[0114] The instance 260 then executes the request. During the execution of the request by the instance in step 368,
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the dispatcher 214 monitors the instance to determine the occurrence of a faultin step 370. If in step 370 the dispatcher
214 detects a fault, the dispatcher 214 calls the corresponding cartridge execution engine 228 in step 372 to abort the
instance 260 having the fault. The corresponding cartridge execution engine 228 in turn issues a shut down command
across the API to the faulty instance. The instance, responding to the shut down command by the cartridge execution
engine 228, will shut down without affecting any other process in any other address space.

[0115] Ifin step 370 no fault is detected, the dispatcher 214 receives a reply from the instance 260 upon completion
of execution in step 374. The dispatcher 214 in step 376 forwards the reply to the listener 210, which responds to the
browser with the reply from the executed instance 260. After executing the instance 260, the dispatcher 214 in step
378 maintains the instance in the memory, as shown in step 378 to enable execution of a subsequent request.

DISTRIBUTED ARCHITECTURE OF WEB SERVER

[0116] Significantly, the various components of the web application server 280 communicate with each other using
a communication mechanism that does not require the components to be executing in the same address space or
even on the same machine. In the illustrated embodiment, the components of the web application server 280 are
configured to communicate through an Object Request Broker (ORB) 282. Object Request Brokers are described in
detail in "Common Object Request Broker: Architecture and Specification (CORBA)". This and other documents relating
to CORBA can be found on the World Wide Web at http://www.omg.org.

[0117] While the embodiments of the present invention shall be described with reference to communications through
a CORBA-compliant ORB, other cross-platform communication mechanisms may be used. For example, the compo-
nents of web application server 280 may alternatively communicate with each other using Remote Procedure Calls
(RPC), a UNIX pipe, Microsoft COM.

[0118] Because the various components of the web application server 280 communicate with each other using a
machine independent communication mechanism, there are no inherent restrictions with respect to where the compo-
nents are located with respect to each other. For example, listeners 210, 216 and 222 may be executing on the same
machine, or on three completely different machines, each with a different operating system. Similarly, the authentication
server 252, virtual path manager 250, resource manager 254 and configuration provider 256 may be executing on the
same machine or on four different machines. Further, those four different machines may not have any overlap with the
three machines executing listeners 210, 216 and 222.

[0119] Cartridge execution engines 228, 232 and 236 incorporate all of the necessary logic to communicate with the
other components of the web application server 280 through the object request broker 282. Consequently, the location
of the cartridge instances themselves is not inherently restricted by the communication mechanism. Thus, instance
260 may be executing in a completely different machine and operating system than dispatchers from which it receives
requests. Likewise, instance 260 may be on a different machine and operating system than the resource manager 254
or any of the other components of the web application server 280, including instances of other cartridges that are being
managed by the same web application server 280.

[0120] Significantly, the location-independence enjoyed by cartridges used by web application server 280 is achieved
through the cartridge execution engine communication logic, not through any custom programming in the cartridges
themselves. Consequently, the cartridges do not need to be specially designed for execution in a distributed application
server environment. Cartridge designers are thus insulated from the complexities of a distributed system, and can
concentrate their efforts on the logic associated with the tasks for which the cartridges were created.

AUTHENTICATION FUNCTIONAL OVERVIEW

[0121] As previously mentioned, each browser message is associated with URL information that, among other things,
identifies a particular cartridge that is to be accessed. Upon receiving a browser request, the dispatcher communicates
with the virtual path manager to determine whether the cartridge associated with the browser message requires au-
thentication. If the cartridge does not require authentication, the dispatcher dispatches the browser request for execu-
tion by the cartridge. However, if the cartridge requires authentication, the dispatcher sends an authentication request
to the authentication server.

[0122] Using the information contained in the authentication request the authentication server determines whether
the browser request is authorized to access the cartridge. If the browser request is authorized to access the cartridge,
the dispatcher dispatches the browser request for execution by the cartridge. If, on the other hand, the browser request
is not authorized to access the cartridge, the dispatcher sends a message to the browser indicating that access was
denied. This process is repeated for each browser request.

[0123] Figure 6 is a block diagram of a system 600 that provides for an extensible authentication mechanism in a
stateless web environment according to one embodiment of the invention. Figure 6 is similar to Figure 2 and therefore
like components have been numbered alike.
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[0124] The system 600 includes an authentication server 252 that is connected to multiple dispatchers 214, 220 and
226 through object request broker 282. Authentication server 252 comprises an authentication engine 602, an authen-
tication host 604 and a plurality of authentication service providers (simply referred to as providers) 606, 608, 610 and
612.

[0125] Authentication engine 602 communicates with dispatchers 214, 220 and 226 through object request broker
282 to receive authentication requests. Upon receiving an authentication request, the authentication engine 602 parses
the authentication request into one or more provider requests. The authentication engine 602 then sends the provider
requests through the object request broker 282 to the authentication host 604 for distribution to the appropriate provider.
[0126] When the authentication host 604 receives a provider request from the authentication engine 602, it forwards
the provider request to the appropriate provider. Upon receiving a provider request, the provider determines whether
access should be authorized based on the information contained in the provider request. The provider then sends a
response message back up to the authentication engine 602 via the authentication host 604 and the object request
broker 282. The response message indicates whether access should be authorized based on the information contained
in that particular provider request.

[0127] The authentication engine 602 then uses the one or more provider response messages to determine if car-
tridge access should be authorized based on the authentication request that was received from the dispatcher. The
authentication engine then notifies the dispatcher whether the browser request should be forwarded to the appropriate
cartridge or that the sending browser should be notified that access was denied.

PROTECT STRINGS

[0128] As previously indicated, cartridges that are to be used with web application server 280 are first registered by
providing information to the configuration provider 256 to be stored as metadata. During the registration process, each
cartridge supplies a list of URLs that are to be associated with the particular cartridge. The URLs are used to identify
the cartridge that is associated with a particular browser request. In order to restrict the access to a particular cartridge,
an optional protect string may be associated with each URL entry.

[0129] In one embodiment of the invention, each protect string is comprised of one or more scheme name/realm
name pairs, with multiple scheme name/realm name pairs being separated by a logical function (e.g. AND, OR). The
scheme name identifies a provider type that is to be used for authenticating cartridge access. The realm name describes
the type of authentication information that is required by the provider that is associated with the scheme name.
[0130] Forexample, when cartridge 238 registers, it may be associated with a URL and a protection string as follows:

URL1 CARTRIDGE_238 BASIC(GROUP1) AND IP(IP_LIST)

[0131] In this example URL1 represents a URL and the scheme names "BASIC" and "IP" identify the providers that
are to be used for cartridge access authentication. Realm names "GROUP1" and "IP_LIST" are associated with scheme
names "BASIC" and "IP" respectively and describe the type of authentication information that is required by each
provider type. The logical "AND" operation is used by the authentication engine and indicates that the response mes-
sages received from the "BASIC" and "IP" providers must be logically "ANDED" to determine whether the browser
request is authorized to access CARTRIDGE_238.

PROVIDERS

[0132] Providers are modules of code that are used to perform specific types of authentication. According to one
embodiment of the invention, providers are implemented as dynamically linked libraries (DLLs). As such, the providers
are loaded into and execute within the same address space as the authentication hosts to which they belong. The
providers are preferably loaded dynamically at runtime.

[0133] Each provider contains a table of function pointers and a properties list. The function pointer table provides
pointers to particular provider functions that may be accessed by the authentication host 604. The property list describes
the type of authentication information (such as the identity of the user initiating the request for a cartridge) that are
required for accessing the particular provider. According to one embodiment, the property tables include the name of
the provider, the location where its DLL is stored on disk and an entry point address. An authentication host can call
the entry point to obtain a list of function pointers that can be used in authenticating a particular provider request.
[0134] In one embodiment, the information associated with a particular provider is stored in web application server
280 as metadata at the time the provider is initialized. By storing provider information as metadata when a provider is
initialized, a mechanism is provided that allows providers to be dynamically added and removed from the authentication
server 252.

[0135] Asillustrated in Figure 6, providers 606, 608, 610 and 612 are associated with authentication host 604. Each

14



10

15

20

25

30

35

40

45

50

55

EP 1 027 795 B9 (W1B1)

provider provides a specific authentication function to restrict access to a particular cartridge. For example, a BASIC
provider may be associated with the authentication host and used to restrict cartridge access to only those browser
requests that are associated with a particular username and password pair. Thus; when the BASIC provider receives
a provider request from the authentication host, the BASIC provider searches a predefined usemame/password access
list to determine if access should be provided. If the BASIC provider finds a usemame/password match, the BASIC
provider sends a message to the authentication host indicating that access should be allowed based on the supplied
username and password pair. However, if the BASIC provider does not find a match, the BASIC provider sends a
message to the authentication host indicating that access should not be allowed based on the username/password pair.
[0136] Another example of a type of provider that may be associated with authentication host is an IP address pro-
vider. The IP address provider can be used to restrict cartridge access to only those browser requests that are asso-
ciated with a particular IP address. Thus, when the IP address provider receives a provider request from the authen-
tication host, the IP address provider searches a predefined IP access list to determine if access should be provided.
If the IP address provider finds an IP address match, the IP address provider sends a message to the authentication
host indicating that access should be allowed based on the supplied IP address. However, if the IP address provider
does not find a match, the IP address provider sends a message to the authentication host indicating that access
should not be allowed based on the IP address.

[0137] Another example of a type of provider that may be associated with an authentication host is a DOMAIN name
provider. The DOMAIN name provider can be used to restrict cartridge access to only those browser requests that are
associated with a particular domain name. Thus, when the DOMAIN name provider receives a provider request from
the authentication host, the DOMAIN name provider searches a predefined DOMAIN name list to determine if access
should be provided. If the DOMAIN name provider finds a DOMAIN name match, the DOMAIN name provider sends
a message to the authentication host indicating that access should be allowed based on the supplied DOMAIN name.
However, if the DOMAIN name provider does not find a match, the DOMAIN name provider sends a message to the
authentication host indicating that access should not be allowed based on the DOMAIN name.

[0138] Another example of a type of provider that may be associated with an authentication host is a DATABASE
provider. The DATABASE provider can be used to restrict cartridge access to only those browser requests that are
associated with a particular username and password pair contained within a particular database. Thus, when the DA-
TABASE provider receives a provider request from the authentication host, the DATABASE provider searches the
database to determine if access should be provided. If the DATABASE provider finds a username/password match in
the database, the DATABASE provider sends a message to the authentication host indicating that access should be
allowed based on the supplied database usemame and password pair. However, if the DATABASE provider does not
find a match, the DATABASE provider sends a message to the authentication host indicating that access should not
be allowed based on the database username/password pair.

[0139] Another example of atype of provider that may be associated with an authentication hostis a DIGEST provider.
The DIGEST provider can be used to restrict cartridge access to only those browser requests that are associated with
a particular username and encrypted password pair. When the DIGEST provider receives a provider request from the
authentication host, the DIGEST provider generates a random number that is sent back to the browser associated with
the browser request via the dispatcher.

[0140] When the browser receives the random number it encrypts a password based on the random number gen-
erated by the DIGEST provider and sends it back to the authentication engine via the dispatcher and object request
broker. The authentication engine then passes the encrypted password back to the Digest provider via the object
request broker and the authentication host. When the DIGEST provider receives the encrypted password sent from
the browser it compares it with an encrypted password generated by the DIGEST provider. The Digest provider then
uses the result of the comparison to determine whether the browser request should have access to the cartridge.

AUTHENTICATION ENGINE

[0141] According to one embodiment, when the authentication engine 602 begins to execute, it registers with the
web application server 280 by storing as metadata its name and an associated ID that identifies it as an authentication
engine. The metadata that is associated with an authentication engine is used by the object request broker 282 for
system loading balancing. Load balancing is described in further detail below.

[0142] Upon receiving an authentication request, the authentication engine 602 parses the authentication request
into one or more provider requests. The authentication engine 602 then sends the provider requests to the authenti-
cation host 604 via the object request broker 282 for distribution to the appropriate provider.

[0143] Uponreceiving the provider requests from the authentication engine 602, the authentication host 604 forwards
each provider request to the appropriate provider. When a provider receives a provider request, it determines whether
access should be allowed based on the information contained in the provider request. The provider then sends a
response message back up to the authentication engine 602 via the authentication host 604 and the object request
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broker 282that indicates whether access should be allowed based on the information contained in the provider request.
[0144] After receiving the response messages from the providers that are associated with the authentication request,
the authentication engine performs any necessary logical operations to determine if the browser request should be
authorized to access the cartridge. The authentication engine then notifies the dispatcher of whether the browser
request should be dispatched to the cartridge or that the browser should be notified that cartridge access was denied.

PROCESSING AUTHENTICATION REQUESTS

[0145] Figure 7A and 7B are flow diagrams illustrating a method for authenticating browser requests in a stateless
web environment according to an embodiment of the invention. For purposes of explanation, it shall be assumed that
the browser request was issued by browser 202 and received by dispatcher 214. It shall also be assumed that the URL
associated with the browser request is associated with the protect string "BASIC(GROUP1) AND IP(IP_LIST)" and
that the browser request contains a username of "JIM", a password of "MANAGER" and an IP address of "192.6.25.3".
In addition, is shall be assumed that provider 606 is a BASIC type provider and that provider 608 is an IP type provider.
[0146] At step 702, dispatcher 214 receives the browser request as described above. At step 704, dispatcher 214
communicates with virtual path manager 250 via the object request broker 282 to determine if the URL associated with
the browser request requires authentication (e.g. is the URL associated with a protect string). If the URL is not asso-
ciated with a protect string, then at step 706, dispatcher 214 dispatches the browser request to the appropriate cartridge.
Control then returns to step 702 to receive another browser request.

[0147] If however the URL is associated with a protect string (i.e., as in this example), then at step 708, dispatcher
214 sends an authentication request (e.g. BASIC(Group1) JIM/MANAGER AND IP(IP_LIST) 192.6.25.3), to authen-
tication engine 602 via the object request broker 282. At step 710, authentication engine 602 parses the authentication
request into separate provider requests (e.g. BASIC(GROUP1) JIM/MANAGER, IP(IP_LIST) 192.6.25.3). At step 712,
authentication engine 602 sends the provider requests to authentication host 604 via the object request broker 282 for
distribution to the appropriate providers.

[0148] At step 714, the authentication host 604 sends the provider requests to the appropriate providers. In this
example, the provider request of BASIC(GROUP1) JIM/MANAGER is sent to the provider 606 and the provider request
of IP(IP_LIST) 192.6.25.3 is sent to the provider 608. At step 716, each provider determines whether access to the
cartridge should be allowed based on the information contained in the provider request that they received. At step 718,
each provider sends a response message to the authentication engine 602 via the authentication host 604 and the
object request broker 282. In this example providers 606 and 608 send response messages to authentication engine
602

[0149] At step 720, authentication engine 602 applies any logical operations that were associated with the authen-
tication request. In this example, authentication engine 602 applies the logical operation "AND" to the two response
messages that were received from provider 606 and provider 608. At step 722, authentication engine 602 notifies
dispatcher 214 via the object request broker 282 of the authentication results.

[0150] At step 724, dispatcher 214 uses the authentication results sent from authentication engine 602 to determine
if the browser request was authenticated. If the browser request was not authenticated, dispatcher 214 notifies browser
202 that the browser request was not authenticated and that cartridge access is denied. Control then returns to step
702 to receive another browser request.

[0151] Otherwise, if the browser request was authenticated, dispatcher 214 dispatches the browser request to the
appropriate cartridge. Control then returns to step 702 to receive another browser request.

LOAD BALANCING

[0152] When authentication engines and authentication hosts begin to execute, they first register with the web ap-
plication server 280 by storing as metadata specific information that will allow the object request broker 282 to perform
authentication server loading balancing. Therefore, according to one embodiment, when the authentication engine
begins to execute, it registers with the web application server 280 by storing as metadata its name and an associated
ID that identifies it as an authentication engine. The metadata that is associated with an authentication engine is used
by the object request broker 282 for system loading balancing.

[0153] In addition to the authentication engines, when an authentication host begins to execute, it registers with the
web application server 280 by storing as metadata its name and an associated ID that identifies it as an authentication
host. In addition, metadata is stored that identifies the one or more providers that are associated with the authentication
host.

[0154] Figure 8 is a block diagram of a system 800 that provides for load balancing of an extensible authentication
mechanism in a stateless web environment according to one embodiment of the invention. Figure 8 is similar to Figure
6 and therefore like components have been numbered alike.
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[0155] As depicted in Figure 8, authentication server 828 comprises a plurality of authentication engines 802, 804
and 806 that are connected and communicate with object request broker 282. Authentication server 828 also comprises
a plurality of authentication hosts 808, 814 and 822 that are additionally connected and communicate with object
request broker 282. As shown, authentication hosts 808, 814 and 822 are each associated with a plurality of providers.
[0156] When a dispatcher wants to communicate with an authentication engine, it requests to be assigned an au-
thentication engine from the object request broker 282. In identifying a particular authentication engine, the object
request broker 282 uses a load balancing scheme to attempt to balance the work load of the authentication engines.
The object request broker 282 then identifies a particular authentication engine for use and then sends an authentication
request to the particular authentication engine via the object request broker 282.

[0157] When the authentication engine receives the authentication request, it parses the authentication request into
one or more provider requests. The authentication engine then requests the object request broker 282 to identify one
or more authentication hosts that are associated with providers that can process the one or more provider requests.
In identifying the one or more authentication hosts, the object request broker 282 again uses a load balancing scheme
to attempt to balance the work load of the authentication hosts. After the object request broker 282 identifies the one
or more authentication hosts, then sends the one or more provider requests to the one or more authentication hosts
via the object request broker 282. The one or more authentication hosts then distribute the provider requests to the
appropriate providers.

[0158] Once the providers have completed the authentication of the provider requests, they send response messages
back to the authentication engine via the associated authentication host and the object request broker 282. Upon
receiving the response messages from the one or more providers, the authentication engine performs any necessary
logical operations on the returned response messages. The authentication engine then notifies the dispatcher whether
the browser request should be forwarded to the appropriate cartridge or that the sending browser should be notified
that access was denied

CARTRIDGE AUTHENTICATION

[0159] In addition to dispatchers, cartridges also have the ability to authenticate browser requests. According to one
embodiment of the invention, if the dispatcher determines that no authentication is required (i.e. no protect string
associated with the browser request URL), the dispatcher dispatches the browser request to the associated cartridge
and invokes the cartridge's own authenticate routine. The logic of the authenticate routine in the cartridge determines
how the cartridge responds to an invocation of the authenticate routine. If use of a cartridge is unrestricted, the au-
thenticate method of the cartridge may simply return "TRUE".

[0160] On the other hand, where authentication is required, the authenticate method may communicate with the
authentication server in order to authenticate the browser request. For example, the authenticate method may cause
the cartridge to interact with authentication server 828 in the same manner as dispatchers, as described above. In one
embodiment, to authenticate the browser request itself, each cartridge uses the same authentication request format
that a dispatcher would have used (i.e. protect string format). However, because the cartridge has no associated protect
string, the cartridge itself determines what authentication parameters should be used.

[0161] If a cartridge decides to perform an authentication, it requests to be assigned an authentication engine from
the object request broker 282. In identifying a particular authentication engine, the object request broker 282 uses a
load balancing scheme to attempt to balance the work load of the authentication engines. The object request broker
282 then identifies a particular authentication engine for use and notifies the cartridge. The cartridge then sends an
authentication request to the particular authentication engine via the object request broker 282.

[0162] When the authentication engine receives the authentication request it parses the authentication request into
one or more provider requests. The authentication engine then requests the object request broker 282 to identify one
or more authentication hosts that are associated with providers that can process the one or more provider requests.
In identifying the one or more authentication hosts, the object request broker 282 again uses a load balancing scheme
to attempt to balance the work load of the authentication hosts. After the object request broker 282 identifies the one
or more authentication hosts, it then notifies the authentication engine. The authentication engine then sends the one
or more provider requests to the one or more authentication hosts via the object request broker 282. The one or more
authentication hosts then distribute the provider requests to the appropriate providers.

[0163] Once the providers have completed the authentication of the provider requests, they send response messages
back to the authentication engine via the associated authentication host and the object request broker 282. Upon
receiving the response messages from the one or more providers, the authentication engine performs any necessary
logical operations on the returned responses messages. The authentication engine then notifies the cartridge whether
the browser request should be allowed to access the cartridge.

[0164] The presentinvention provides a highly scalable, flexible, and extensible mechanism for authenticating client
requests. While many advantages will be clear to those of ordinary skill in the art with the benefit of this disclosure,
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several particular advantages should be noted here.

[0165] First, note that the authentication server is distributed. Because the object request broker is used as the
underlying communication mechanism, and because the object request broker is a machine independent communi-
cation mechanism, the various components, such as the authentication engine and the authentication host, can reside
on any combination of different machines (i.e. can be distributed). Regardless of the machine configuration, they will
be able to communicate with each other through the object request broker. The distributed nature of the present in-
vention makes it possible to strategically add machines where additional capability is most needed. For example, if
additional authentication capability is needed, a machine can be added to run an additional authentication engine. The
ability to freely expand the system by adding more machines makes the present invention highly scalable.

[0166] Second, the present invention improves efficiency by load balancing. By balancing the load across multiple
authentication engines and hosts as previously described, the present invention minimizes potential bottlenecks and
maximizes efficient use of available resources.

[0167] Third, the present invention makes it possible to alter system implementation at deployment time. As dis-
cussed previously, each provider preferably takes the form of a DLL which can be linked into the system at run time.
Because the provider modules are linked in at run time, it is possible, at deployment time, to: (1) replace one provider
with another provider; and (2) to add another provider to the system. Due to the architecture of the authentication
server, all of this can be done without changing or recompiling any of the other modules (e.g. the authentication engine
and the authentication host). All that needs to be done is to update the metadata to reflect the replacement/addition
of the providers. This aspect of the present invention makes it highly flexible and easily extensible. In addition, it should
be noted that the authentication schemes associated a particular query can be easily changed at deployment time. All
that needs to be altered is the protect string associated with that query. Thus, for example, a query which currently
requires the BASIC and IP authentication schemes can be changed to require only the IP scheme by simply changing
the protect string from:

URL1 CARTRIDGE_238 BASIC(GROUP1) AND IP(IP_LIST)
to
URL1 CARTRIDGE_238 IP(IP_LIST).

[0168] Thus, altering the implementation of the server at deployment time is quite easy.

[0169] Fourth, note that the present invention removes much if not all of the burden of authenticating requests from
the cartridges. By having the authentication server implement the authentication process for each cartridge, the need
for cartridges to authenticate requests is obviated.

[0170] Overall, the present invention provides a highly effective and advantageous mechanism for authenticating
client requests.

[0171] Inthe foregoing specification, the invention has been described with reference to specific embodiments there-
of. It will, however, be evident that various modifications and changes may be made thereto without departing from the
broader scope of the invention. The specification and drawings are, accordingly, to be regarded in an illustrative rather
than a restrictive sense.

Claims

1. A method for determining whether an operation is authorized, wherein the operation is to be performed by a car-
tridge (230) executing on a first machine, the method including executing a dispatcher (214) on a second machine,
executing at least one component of an authentication server (252) on a third machine, the method being char-
acterized by:

receiving a request at said dispatcher (214) from a client executing on a machine that is different from said
second machine;

sending a first message, transparent to said client and said cartridge, from the dispatcher (214) to the authen-
tication server (252), wherein the first message contains authorization information that is associated with the
cartridge (230);

sending a second message, transparent to said client and said cartridge, from the authentication server (252)
to the dispatcher (214), wherein the second message indicates whether the operation is authorized to be
performed by the cartridge. (230);

ifthe operation is authorized to be performed by the cartridge (230), sending a third message from the dis-
patcher (214) to the cartridge (230) to cause the cartridge (230) to perform the operation; and
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wherein at least two of the first machine, the second machine and the third machine are separate machines.
The method of Claim 1 further comprising the steps of:

a browser (202) sending a browser request to a web listener (210);
the web listener (210) passing the browser request to the dispatcher (214);

wherein the dispatcher (214) sends the first message in response to receiving the browser request from the web
listener (210).

The method of Claim 1 wherein:

the first machine and the second machine are separate machines;

the step of sending the first message from the dispatcher (214) to the authentication server (252) is performed
by sending the first message from the dispatcher (214) to the authentication server (252) through an object
request broker (282); and

the step of sending the second message from the authentication server (252) to the dispatcher (214) is per-
formed by sending the second message from the authentication server (252) to the dispatcher (214) through
the object request broker (282).

The method of Claim 1 wherein the step of sending the first message from the dispatcher (214) to the authentication
server (252) includes the step of the authentication server (252) determining whether the operation should be
authorized to be performed by the cartridge (230) based on the information associated with the first message.

The method of Claim 1 wherein the step of executing at least one component of the authentication server (252)
on the third machine includes the steps of:

executing an authentication engine (602) on a the third machine,
executing an authentication host (604) on a fourth machine; and

wherein the third machine and the fourth machine are separate machines.
The method of Claim 4 further including the steps of:

sending the first message to an authentication engine (602);

parsing the first message into one or more fourth messages;

sending the one or more fourth messages to an authentication host (604), where the authentication host (604)
is associated with one or more providers (606,608,610,612); and

sending each of the one or more fourth messages to one of the one or more providers (606,608,610,612),
wherein each of the one or more providers (606,608,610,612) is configured to perform authentication on each
of the one of the one or more fourth messages that it receivies.

7. The method of claim 6, further comprising the steps of:

sending one or more response messages to the authentication engine (602) based on the authentication
performed on the one or more fourth messages; and

determining whether the operation should be authorized to be performed by the cartridge (230) based on the
one or more response messages.

8. The method of Claim 6 wherein:

the step of sending the first message from the dispatcher (214) to the authentication engine (602) includes
the step of sending the first message from the dispatcher (214) to the authentication engine (602) through an
object request broker (282); and

the step of sending the one or more fourth messages to the authentication host (604) includes the step of
sending the one or more fourth messages to the authentication host (604) through the object request broker
(282).
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The method of Claim 8 further including the steps of:

executing a plurality of authentication engines;

executing a plurality of authentication hosts;

selecting a particular authentication engine (602) to receive the first message from the dispatcher (214); and
selecting one or more authentication hosts to receive the one or more fourth messages.

The method of Claim 9 wherein:

the step of selecting the particular authentication engine (602) to receive the first message from the dispatcher
(214) includes the step of the object request broker (282) selecting the particular authentication engine (602)
to receive the first message; and

the step of selecting one or more authentication hosts to receive the one or more fourth messages includes
the step of the object request broker (282) selecting the one or more authentication hosts to receive the one
or more fourth messages.

The method of Claim 9 wherein:

the step of selecting the particular authentication engine (602) includes the step of selecting the particular
authentication engine (602) based on the work load of the plurality of authentication engines; and

selecting one or more authentication hosts includes the step of selecting the one or more authentication hosts
based on the work load of the plurality of authentication hosts.

The method of Claim 6 further including the step of dynamically associating and disassociating providers
(606,608,610,612) with the authentication host (604).

The method of Claim 7 further includes the step of the authentication server (252) performing a logical operation
to combine the results received from two or more providers.

The method of Claim 1 further incindes the step of, prior to sending the first message, causing the dispatcher (214)
to determine which providers of a plurality of providers (606,608,610,612) should be used to authenticate the
operation.

The method of Claim 1 wherein the step of sending the first message from the dispatcher (214) to the authentication
server (252) includes the step of the dispatcher (214) determining whether to send the first message to the au-
thentication server (252) based on a protect string.

The method of Claim 6 wherein the one or more providers (606,608,610,612) represent a plurality of providers
each of which perform authentication based on a distinct set of criteria.

A computer-readable medium carrying one or more sequences of instructions for determining whether an operation
is authorized, wherein the operation is to be performed by a cartridge (230) executing on a first machine, the
computer-readable medium including instructions for executing a dispatcher (214) on a second machine, executing
at least one component of an authentication server (252) on a third machine, the computer-readable medium being
characterized by instructions for performing the steps of:

receiving a request at said dispatcher (214) from a client executing on a machine that is different from said
second machine;

sending a first message, transparent to said client and said cartridge, from the dispatcher (214) to the authen-
tication server (252), wherein the first message contains authorization information that is associated with the
cartridge (230);

sending a second message, transparent to said client and said cartridge, from the authentication server (252)
to the dispatcher (214), wherein the second message indicates whether the operation is authorized to be
performed by the cartridge (230);

if the operation is authorized to be performed by the cartridge (230), sending a third message from the dis-
patcher (214) to the cartridge (230) to cause the cartridge (230) to perform the operation; and

wherein at least two of the first machine, the second machine and the third machine are separate machines.
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The computer-readable medium of Claim 17 further comprising instructions for performing the steps of:

a browser (202) sending a browser request to a web listener (210);
the web listener (210) passing the browser request to the dispatcher (214);

wherein the dispatcher (214) sends the first message in response to receiving the browser request from the web
listener (210).

The computer-readable medium of Claim 17 wherein:

the first machine and the second machine are separate machines;

the step of sending the first message from the dispatcher (214) to the authentication server (252) is performed
by sending the first message from the dispatcher (214) to the authentication server (252) through an object
request broker (282); and

the step of sending the second message from the authentication server (252) to the dispatcher (214) is per-
formed by sending the second message from the authentication server (252) to the dispatcher (214) through
the object request broker (282).

The computer-readable medium of Claim 17 wherein the step of sending the first message from the dispatcher
(214) to the authentication server (252) includes the step of the authentication server (252) determining whether
the operation should be authorized to be performed by the cartridge (230) based on the information associated
with the first message.

The computer-readable medium of Claim 17 wherein the step of executing at least one component of the authen-
tication server (252) on the third machine includes the steps of:

executing an authentication engine (602) on a the third machine;
executing an authentication host (604) on a fourth machine; and

wherein the third machine and the fourth machine are separate machines.

22. The computer-readable medium of Claim 20 further comprising instructions for performing the steps of:

sending the first message to an authentication engine (602);

parsing the first message into one or more fourth messages;

sending the one or more fourth messages to an authentication host (604), where the authentication host (604)
is associated with one or more providers (606,608,610,612); and

sending each of the one or more fourth messages to one of the one or more providers (606,608,610,612),
wherein each of the one or more providers (606,608,610,612) is configured to perform authentication on each
of the one of the one or more fourth messages that it receivies.

23. The computer-readable medium of claim 22 further comprising instructions for performing the steps of:

sending one or more response messages to the authentication engine (602) based on the authentication
performed on the one or more fourth messages; and

determining whether the operation should be authorized to be performed by the cartridge (230) based on the
one or more response messages.

24. The computer-readable medium of Claim 22 wherein:

the step of sending the first message from the dispatcher (214) to the authentication engine (602) includes
the step of sending the first message from the dispatcher (214) to the authentication engine (602) through an
object request broker (282); and

the step of sending the one or more fourth messages to the authentication host (604) includes the step of
sending the one or more fourth messages to the authentication host (604) through the object request broker
(282).

25. The computer-readable medium of Claim 24 further comprising instructions for performing the steps of:
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executing a plurality of authentication engines;

executing a plurality of authentication hosts;

selecting a particular authentication engine (602) to receive the first message from the dispatcher (214); and
selecting one or more authentication hosts to receive the one or more fourth messages.

The computer-readable medium of Claim 25 wherein:

the step of selecting the particular authentication engine (602) to receive the first message from the dispatcher
(214) includes the step of the object request broker (282) selecting the particular aurhentication engine (602)
to receive the first message; and

the step of selecting one or more authentication hosts to receive the one or more fourth messages includes
the step of the object request broker (282) selecting the one or more authentication hosts to receive the one
or more fourth messages.

The computer-readable medium of Claim 25 wherein:

the step of selecting the particular authentication engine (602) includes the step of selecting the particular
authentication engine (602) based on the work load of the plurality of authentication engines; and

selecting one or more authentication hosts includes the step of selecting the one or more authentication hosts
based on the work load of the plurality of authentication hosts.

The computer-readable medium of Claim 22 further comprising instructions for performing the step of dynamically
associating and disassociating providers (606,608,610,612) with the authentication host (604).

The computer-readable medium of Claim,23 further comprising instruction for performing the step of the authen-
tication server (252) performing a logical operation to combine the results received from two or more providers.

The computer-readable medium of Claim 17 further comprises instructions for performing the step of, prior to
sending the first message, causing the dispatcher (214) to determine which providers of a plurality of providers
(606,608,610,612) should be used to authenticate the operation.

The computer-readable medium of Claim 17 wherein the step of sending the first message from the dispatcher
(214) to the authentication server (252) includes the step of the dispatcher (214) determining whether to send the
first message to the authentication server (252) based on a protect string.

The computer-readable medium of Claim 22 wherein the one or more providers (606,608,610,612) represent a
plurality of providers each of which perform authentication based on a distinct set of criteria.

A system for determining whether an operation is authorized, wherein the operation is to be performed by a cartridge
(230) executing on a first machine, the system being characterized by:

a plurality of dispatchers (214,220,226) coupled to a plurality of web listeners (210,216,222), wherein each
dispatcher of said plurality of dispatchers (214,220,226) receives from a corresponding web listener of said
plurality web listeners (210,216,222) browser requests received by said corresponding web listener, wherein
browser requests received by said corresponding web listener are received from a client executing on a dif-
ferent machine than said corresponding web listener;

a virtual path manager (250) coupled to said plurality of dispatchers (214,220,226) through an inter-machine
communication mechanism, said virtual path manager (250) indicating to said dispatchers (214,220,226)
whether a particular browser request requires authentication;

said plurality of dispatchers (214,220,226) being coupled to a plurality of authentication servers, wherein said
plurality of dispatchers (214,220,226) is configured to send, transparent to said client and said cartridge, a
plurality messages through said inter-machine communication mechanism to plurality of authentication serv-
ers;

said plurality of authentication servers being able to authenticate said plurality messages sent from said plu-
rality of dispatchers (214,220,226), wherein the plurality of authentication servers notify the plurality of dis-
patchers (214,220,226), transparent to said client and said cartridge, of whether the particular browser request
is authorized to execute on the cartridge (230).
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The system of Claim 33 wherein the inter-machine communication mechanism is an object request broker (282).

The system of Claim 33 wherein the plurality of authentication servers are comprised of a plurality of authentication
engines (802,804,806) and a plurality of authentication hosts (808,814,822).

The system of Claim 35 wherein the plurality of authentication hosts are associated with a plurality of providers
(606,608,610,612).

Patentanspriiche

1.

Verfahren zum Ermitteln, ob eine Operation autorisiert ist, wobei die Operation durch eine Cartridge (230) durch-
zufiihren ist, die auf einem ersten Computer ausgeftihrt wird, wobei das Verfahren das Ausfiihren eines Verteilers
(214) auf einem zweiten Computer und das Ausflihren von mindestens einer Komponente eines Authentifizierungs-
Servers (252) auf einem dritten Computer aufweist, wobei das Verfahren gekennzeichnet ist durch:

Empfangen einer Anforderung an dem Verteiler (214) von einem Client, der auf einem Computer ausgefiihrt
wird, der sich vom zweiten Computer unterscheidet;

Senden einer ersten Nachricht von dem Verteiler (214) zu dem Authentifizierungs-Server (252) transparent
fur den Client und die Cartridge, wobei die erste Nachricht eine Autorisierungs-Information enthélt, die der
Cartridge (230) zugeordnet ist;

Senden einer zweiten Nachricht von dem Authentifizierungs-Server (252) zu dem Verteiler (214) transparent
fir den Client und die Cartridge, wobei die zweite Nachricht anzeigt, ob die Operation autorisiert ist, von der
Cartridge (230) durchgefiihrt zu werden; wenn die Operation autorisiert ist, von der Cartridge (230) durchge-
fuhrt zu werden, Senden einer dritten Nachricht von dem Verteiler (214) zu der Cartridge (230), um die Cart-
ridge (230) dazu zu veranlassen, die Operation durchzufiihren; und

wobei mindestens zwei des ersten Computers, des zweiten Computers und des dritten Computers separate Com-
puter sind.

Verfahren gemaf Anspruch 1, ferner aufweisend die Schritte:

ein Browser (202) sendet eine Browser-Anforderung an einen Web-Listener (210);
der Web-Listener (210) leitet die Browser-Anforderung zum Verteiler (214) weiter;

wobei der Verteiler (214) die erste Nachricht als Antwort auf das Empfangen der Browser-Anforderung von dem
Web-Listener (210) sendet.

Verfahren gemafR Anspruch 1, wobei:

der erste Computer und der zweite Computer separate Computer sind;

der Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an den Authentifizierungs-Server (252)
mittels Sendens der ersten Nachricht von dem Verteiler (214) an den Authentifizierungs-Server (252) durch
einen Object Request Broker (282) durchgefiihrt wird; und

der Schritt des Sendens der zweiten Nachricht von dem Authentifizierungs-Server (252) an den Verteiler (214)
mittels Sendens der zweiten Nachricht von dem Authentifizierungs-Server (252) an den Verteiler (214) durch
den Object Request Broker (282) durchgeflhrt wird.

Verfahren gemaR Anspruch 1, wobei der Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an den
Authentifizierungs-Server (252) den Schritt aufweist, dass der Authentifizierungs-Server (252) basierend auf der
der ersten Nachricht zugeordneten Information ermittelt, ob die Operation autorisiert sein soll, von der Cartridge
(230) durchgefiihrt zu werden.

Verfahren geman Anspruch 1, wobei der Schritt des Ausfiihrens mindestens einer Komponente des Authentifizie-
rungs-Servers (252) auf dem dritten Computer die Schritte aufweist:

Ausfihren einer Authentifizierungs-Maschine (602) auf dem dritten Computer;
Ausflihren eines Authentifizierungs-Hosts (604) auf einem vierten Computer; und
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wobei der dritte Computer und der vierte Computer separate Computer sind.

6. Verfahren gemafR Anspruch 4, ferner aufweisend die Schritte:
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Senden der ersten Nachricht an eine Authentifizierungs-Maschine (602);

Parsen der ersten Nachricht in eine oder mehrere vierte Nachrichten;

Senden der einen oder mehreren vierten Nachrichten an einen Authentifizierungs-Host (604), wobei der Au-
thentifizierungs-Host (604) einem oder mehreren Providern (606, 608, 610, 612) zugeordnet ist; und
Senden einer jeden der einen oder mehreren vierten Nachrichten an einen des einen oder der mehreren
Provider (606, 608, 610, 612), wobei jeder des einen oder der mehreren Provider (606, 608, 610, 612) zum
Durchflihren einer Authentifizierung auf jeder der einen oder mehreren empfangenen vierten Nachrichten
eingerichtet ist.

7. Verfahren gemaf Anspruch 6, ferner aufweisend die Schritte:

Senden einer oder mehrerer Antwortnachrichten an die Authentifizierungs-Maschine (602) basierend auf der
auf der einen oder den mehreren vierten Nachrichten durchgefiihrten Authentifizierung;

Ermitteln, ob die Operation autorisiert sein soll, von der Cartridge (230) durchgefiihrt zu werden, basierend
auf der einen oder den mehreren Antwortnachrichten.

8. Verfahren gemafR Anspruch 6, wobei:

der Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an die Authentifizierungs-Maschine
(602) den Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an die Authentifizierungs-Maschi-
ne (602) durch einen Object Request Broker (282) aufweist; und

der Schritt des Sendens der einen oder mehreren vierten Nachrichten an den Authentifizierungs-Host (604)
den Schritt des Sendens der einen oder mehreren vierten Nachrichten an den Authentifizierungs-Host (604)
durch den Object Request Broker (282) aufweist.

9. Verfahren gemaf Anspruch 8, ferner aufweisend die Schritte:

Ausflhren einer Mehrzahl von Authentifizierungs-Maschinen;

Ausflhren einer Mehrzahl von Authentifizierungs-Hosts; Auswahlen einer speziellen Authentifizierungs-Ma-
schine (602) zum Empfangen der ersten Nachricht von dem Verteiler (214); und

Auswahlen eines oder mehrerer Authentifizierungs-Hosts zum Empfangen der einen oder mehreren vierten
Nachrichten.

10. Verfahren gemaf Anspruch 9, wobei:

der Schritt des Auswahlens der speziellen Authentifizierungs-Maschine (602) zum Empfangen der ersten
Nachricht von dem Verteiler (214) den Schritt aufweist, dass der Object Request Broker (282) die spezielle
Authentifizierungs-Maschine (602) zum Empfangen der ersten Nachricht auswahlt; und

der Schritt des Auswahlens eines oder mehrerer Authentifizierungs-Hosts zum Empfangen der einen oder
mehreren vierten Nachrichten den Schritt aufweist, dass der Object Request Broker (282) den einen oder die
mehreren Authentifizierungs-Hosts zum Empfangen der einen oder mehreren vierten Nachrichten auswahlt.

11. Verfahren gemafR Anspruch 9, wobei:

der Schritt des Auswahlens der speziellen Authentifizierungs-Maschine (602) den Schritt des Auswahlens der
speziellen Authentifizierungs-Maschine (602) basierend auf der Betriebslast der Mehrzahl von Authentifizie-
rungs-Maschinen aufweist; und

das Auswabhlen einer oder mehrerer Authentifizierungs-Hosts den Schritt des Auswahlens des einen oder der
mehreren Authentifizierungs-Hosts basierend auf der Betriebslast der Mehrzahl von Authentifizierungs-Hosts
aufweist.

12. Verfahren gemal Anspruch 6, ferner aufweisend den Schritt des dynamischen Zuordnens und Aufhebens der
Zuordnung von Providern (606, 608, 610, 612) zu dem Authentifizierungs-Host (604).
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Verfahren gemal Anspruch 7, ferner aufweisend den Schritt, dass der Authentifizierungs-Server (252) eine logi-
sche Operation zum Kombinieren der von zwei oder mehr Providern empfangenen Ergebnisse durchfihrt.

Verfahren gemafR Anspruch 1, ferner aufweisend den Schritt, dass vor dem Senden der ersten Nachricht der
Verteiler (214) dazu veranlasst wird zu ermitteln, welche Provider der Mehrzahl von Providern (606, 608, 610, 612)
zum Authentifizieren der Operation verwendet werden sollen.

Verfahren gemaf Anspruch 1, wobei der Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an den
Authentifizierungs-Server (252) den Schritt aufweist, dass der Verteiler (214) basierend auf einer Sicherungs-
Zeichenkette ermittelt, ob die erste Nachricht zum Authentifizierungs-Server (252) gesendet werden soll.

Verfahren gemaf Anspruch 6, wobei der eine oder die mehreren Provider (606, 608, 610, 612) eine Mehrzahl von
Providern reprasentieren, wobei jeder von ihnen eine Authentifizierung basierend auf einem unterschiedlichen
Satz von Kriterien durchfiihrt.

Computerlesbares Medium, das eine oder mehrere Sequenzen von Befehlen zum Ermitteln, ob eine Operation
autorisiert ist, aufweist, wobei die Operation von einer Cartridge (230) durchzufiihren ist, die auf einem ersten
Computer ausgeflhrt wird, wobei das computerlesbare Medium Befehle zum Ausfiihren eines Verteilers (214) auf
einem zweiten Computer und zum Ausflihren mindestens einer Komponente eines Authentifizierungs-Servers
(252) auf einem dritten Computer aufweist, wobei das computerlesbare Medium gekennzeichnet ist durch Be-
fehle zum Durchfiihren der Schritte:

Empfangen einer Anforderung an dem Verteiler (214) von einem Client, der auf einem Computer ausgefiihrt
wird, der sich vom zweiten Computer unterscheidet;

Senden einer ersten Nachricht von dem Verteiler (214) an den Authentifizierungs-Server (252) transparent
fur den Client und die Cartridge, wobei die erste Nachricht Autorisierungs-Information enthalt, die der Cartridge
(230) zugeordnet ist;

Senden einer zweiten Nachricht von dem Authentifizierungs-Server (252) an den Verteiler (214) transparent
fir den Client und die Cartridge, wobei die zweite Nachricht anzeigt, ob die Operation autorisiert ist, von der
Cartridge (230) durchgefiihrt zu werden; wenn die Operation autorisiert ist, von der Cartridge (230) durchge-
fuhrt zu werden, Senden einer dritten Nachricht von dem Verteiler (214) an die Cartridge (230), um die Cart-
ridge (230) dazu zu veranlassen, die Operation durchzufiihren; und

wobei mindestens zwei des ersten Computers, des zweiten Computers und des dritten Computers separate Com-
puter sind.

Computerlesbares Medium gemaf Anspruch 17, ferner aufweisend Befehle zum Durchfiihren der Schritte:

ein Browser (202) sendet eine Browser-Anforderung an einen Web-Listener (210);
der Web-Listener (210) leitet die Browser-Anforderung an den Verteiler (214) weiter;

wobei der Verteiler (214) die erste Nachricht als Antwort auf das Empfangen der Browser-Anforderung von dem
Web-Listener (210) sendet.

Computerlesbares Medium gemaf Anspruch 17, wobei:

der erste Computer und der zweite Computer separate Computer sind;

der Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an den Authentifizierungs-Server (252)
mittels Sendens der ersten Nachricht von dem Verteiler (214) an den Authentifizierungs-Server (252) durch
einen Object Request Broker (282) durchgefiihrt wird; und

der Schritt des Sendens der zweiten Nachricht von dem Authentifizierungs-Server (252) an den Verteiler (214)
mittels Sendens der zweiten Nachricht von dem Authentifizierungs-Server (252) an den Verteiler (214) durch
den Object Request Broker (282) durchgeflhrt wird.

Computerlesbares Medium gemafl Anspruch 17, wobei der Schritt des Sendens der ersten Nachricht von dem
Verteiler (214) an den Authentifizierungs-Server (252) den Schritt aufweist, dass der Authentifizierungs-Server
(252) basierend auf der der ersten Nachricht zugeordneten Information ermittelt, ob die Operation autorisiert sein
soll, von der Cartridge (230) durchgefiihrt zu werden.
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Computerlesbares Medium gemaf Anspruch 17, wobei der Schritt des Ausflihrens mindestens einer Komponente
des Authentifizierungs-Servers (252) auf dem dritten Computer die Schritte aufweist:

Ausflhren einer Authentifizierungs-Maschine (602) auf dem dritten Computer;
Ausfihren eines Authentifizierungs-Hosts (604) auf einem vierten Computer; und

wobei der dritte Computer und der vierte Computer separate Computer sind.

Computerlesbares Medium gemaf Anspruch 20, ferner aufweisend Befehle zum Durchfiihren der Schritte:

Senden der ersten Nachricht an eine Authentifizierungs-Maschine (602);

Parsen der ersten Nachricht in eine oder mehrere vierte Nachrichten;

Senden der einen oder mehreren vierten Nachrichten an einen Authentifizierungs-Host (604), wobei der Au-
thentifizierungs-Host (604) einem oder mehreren Provider (606, 608, 610, 612) zugeordnet ist; und

Senden einer jeden der einen oder mehreren vierten Nachrichten an einen des einen oder der mehreren
Provider (606, 608, 610, 612), wobei jeder des einen oder der mehreren Provider (606, 608, 610, 612) zum
Durchflihren einer Authentifizierung auf jeder der einen oder mehreren empfangenen vierten Nachrichten
eingerichtet ist.

23. Computerlesbares Medium gemaf Anspruch 22, ferner aufweisend Befehle zum Durchfiihren der Schritte:

Senden einer oder mehrerer Antwortnachrichten an die Authentifizierungs-Maschine (602) basierend auf der
auf der einen oder den mehreren vierten Nachrichten durchgefiihrten Authentifizierung; und

Ermitteln, ob die Operation autorisiert sein soll, von der Cartridge (230) durchgefiihrt zu werden, basierend
auf der einen oder den mehreren Antwortnachrichten.

24. Computerlesbares Medium gemaf Anspruch 22, wobei:

der Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an die Authentifizierungs-Maschine
(602) den Schritt des Sendens der ersten Nachricht von dem Verteiler (214) an die Authentifizierungs-Maschi-
ne (602) durch einen Object Request Broker (282) aufweist; und

der Schritt des Sendens der einen oder mehreren vierten Nachrichten an den Authentifizierungs-Host (604)
den Schritt des Sendens der einen oder mehreren vierten Nachrichten an den Authentifizierungs-Host (604)
durch den Object Request Broker (282) aufweist.

25. Computerlesbares Medium gemafR Anspruch 24, ferner aufweisend Befehle zum Durchfiihren der Schritte:

Ausflhren einer Mehrzahl von Authentifizierungs-Maschinen;

Ausflhren einer Mehrzahl von Authentifizierungs-Hosts; Auswahlen einer speziellen Authentifizierungs-Ma-
schine (602) zum Empfangen der ersten Nachricht von dem Verteiler (214); und

Auswahlen eines oder mehrerer Authentifizierungs-Hosts zum Empfangen der einen oder mehreren vierten
Nachrichten.

26. Computerlesbares Medium gemaf Anspruch 25, wobei:

der Schritt des Auswahlens der speziellen Authentifizierungs-Maschine (602) zum Empfangen der ersten
Nachricht von dem Verteiler (214) den Schritt aufweist, dass der Object Request Broker (282) die spezielle
Authentifizierungs-Maschine (602) zum Empfangen der ersten Nachricht auswabhlt;

der Schritt des Auswahlens eines oder mehrerer Authentifizierungs-Hosts zum Empfangen der einen oder
mehreren vierten Nachrichten den Schritt aufweist, dass der Object Request Broker (282) den einen oder die
mehreren Authentifizierungs-Hosts zum Empfangen der einen oder mehreren vierten Nachrichten auswahlt.

27. Computerlesbares Medium gemaf Anspruch 25, wobei:

der Schritt des Auswahlens der speziellen Authentifizierungs-Maschine (602) den Schritt des Auswahlens der
speziellen Authentifizierungs-Maschine (602) basierend auf der Betriebslast der Mehrzahl von Authentifizie-
rungs-Maschinen aufweist; und

das Auswahlen einer oder mehrerer Authentifizierungs-Hosts den Schritt des Auswahlens des einen oder der
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mehreren Authentifizierungs-Hosts basierend auf der Betriebslast der Mehrzahl von Authentifizierungs-Hosts
aufweist.

Computerlesbares Medium gemaf Anspruch 22, ferner aufweisend Befehle zum Durchfiihren des Schrittes des
dynamischen Zuordnens und Aufhebens der Zuordnung von Providern (606, 608, 610, 612) zu dem Authentifizie-
rungs-Host (604).

Computerlesbares Medium gemaR Anspruch 23, ferner aufweisend Befehle zum Durchfiihren des Schrittes, dass
der Authentifizierungs-Server (252) eine logische Operation zum Kombinieren der von zwei oder mehr Providern
empfangenen Ergebnisse durchfiihrt.

Computerlesbares Medium gemaf Anspruch 17, ferner aufweisend Befehle zum Durchfiihren des Schrittes, dass
vor dem Senden der ersten Nachricht der Verteiler (214) dazu veranlasst wird zu ermitteln, welche Provider der
Mehrzahl von Providern (606, 608, 610, 612) zum Authentifizieren der Operation verwendet werden sollen.

Computerlesbares Medium gemaR Anspruch 17, wobei der Schritt des Sendens der ersten Nachricht von dem
Verteiler (214) an den Authentifizierungs-Server (252) den Schritt aufweist, dass der Verteiler (214) basierend auf
einer Sicherungs-Zeichenkette ermittelt, ob die erste Nachricht zum Authentifizierungs-Server (252) gesendet wer-
den soll.

Computerlesbares Medium gemaf Anspruch 22, wobei der eine oder die mehreren Provider (606, 608, 610, 612)
eine Mehrzahl von Providern reprasentieren, wobei jeder von ihnen eine Authentifizierung basierend auf einem
unterschiedlichen Satz von Kriterien durchfihrt.

System zum Ermitteln, ob eine Operation autorisiert ist, wobei die Operation durch eine Cartridge (230) durchzu-
fuhren ist, die auf einem ersten Computer ausgefiihrt wird, wobei das System gekennzeichnet ist durch:

eine mit einer Mehrzahl von Web-Listenern (210, 216, 222) gekoppelte Mehrzahl von Verteilern (214, 220,
226), wobei jeder Verteiler der Mehrzahl von Verteilern (214, 220, 226) von einem entsprechenden Web-
Listener der Mehrzahl von Web-Listenern (210, 216, 222) Browser-Anforderungen empfangt, die von dem
entsprechenden Web-Listener empfangen wurden, wobei von dem entsprechenden Web-Listener empfange-
ne Browser-Anforderungen von einem Client empfangen werden, der auf einem anderen Computer als der
entsprechende Web-Listener ausgefiihrt wird; eine durch einen Inter-Computer-Kommunikationsmechanis-
mus mit der Mehrzahl von Verteilern (214, 220, 226) gekoppelte Virtuell-Pfad-Verwaltung (250), wobei die
Virtuell-Pfad-Verwaltung (250) den Verteilern (214, 220, 226) anzeigt, ob eine spezielle Browser-Anforderung
eine Authentifizierung erfordert;

wobei die Mehrzahl von Verteilern (214, 220, 226) mit einer Mehrzahl von Authentifizierungs-Servern gekoppelt
ist, wobei die Mehrzahl von Verteilern (214, 220, 226) zum Senden einer Mehrzahl von Nachrichten transparent
fir den Client und die Cartridge durch den Inter-Computer-Kommunikationsmechanismus an die Mehrzahl von
Authentifizierungs-Servern eingerichtet ist;

wobei die Mehrzahl von Authentifizierungs-Servern in der Lage ist, die von der Mehrzahl von Verteilern (214, 220,
226) gesendete Mehrzahl von Nachrichten zu authentifizieren, wobei die Mehrzahl von Authentifizierungs-Servern
transparent fir den Client und die Cartridge die Mehrzahl von Verteilern (214, 220, 226) benachrichtigt, ob die
spezielle Browser-Anforderung autorisiert ist, von der Cartridge (230) ausgefiihrt zu werden.

System gemaf Anspruch 33, wobei der Inter-Computer-Kommunikationsmechanismus ein Object Request Broker
(282) ist.

System gemaR Anspruch 33, wobei die Mehrzahl von Authentifizierungs-Servern eine Mehrzahl von Authentifi-
zierungs-Maschinen (802, 804, 806) und eine Mehrzahl von Authentifizierungs-Hosts (808, 814, 822) aufweist.

System gemafR Anspruch 35, wobei der Mehrzahl von Authentifizierungs-Hosts eine Mehrzahl von Providern
(606,608 ,610 ,612) zugeordnet ist.
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Revendications

1. Procédé pour déterminer si une opération est autorisée, dans lequel I'opération est effectuée par un cartouche
(230) exécutée sur une premiére machine, le procédé comprenant I'exécution d'un répartiteur (214) sur une deuxié-
me machine, I'exécution d'au moins un composant d'un serveur d'identification (252) sur une troisi€me machine,
le procédé étant caractérisé par :

la réception d'une demande au niveau dudit répartiteur (214) en provenance d'un client travaillant sur une
machine qui est différente de ladite deuxieme machine ;

I'envoi d'un premier message , transparent pour ledit client et ladite cartouche, par le répartiteur (214) au
serveur d'identification (252), dans lequel le premier message contient des informations d'autorisation asso-
ciées a la cartouche (230) ;

I'envoi d'un deuxiéme message, transparent pour ledit client et ladite cartouche, par le serveur d'identification
(252) au répartiteur (214), dans lequel le deuxiéme message indique si l'opération est autorisée a étre effectuée
par la cartouche (230) ;

si 'opération est autorisée a étre effectuée par la cartouche (230), I'envoi d'un troisieme message par le ré-
partiteur (214) a la cartouche (230) pour faire effectuer I'opération par la cartouche (230) ; et

dans lequel au moins deux de la premiére, deuxiéme et troisieme machines sont des machines séparées.

2. Procédé selon la revendication 1, comportant en outre les étapes:

d'envoi par un navigateur (202) d'une demande en provenance d'un navigateur a un écouteur web (210) ;
de transmission par I'écouteur web (210) de la demande en provenance d'un navigateur au répartiteur (214) ;

dans lequel le répartiteur (214) envoie le premier message en réponse a la réception de la demande en

provenance d'un navigateur envoyée par |'écouteur web (210).

3. Procédé selon la revendication 1, dans lequel :

la premiére machine et la deuxieme machine sont des machines séparées ;

I'étape d'envoi du premier message par le répartiteur (214) au serveur d'identification (252) est réalisée en
envoyant le premier message du répartiteur (214) au serveur d'identification (252) par l'intermédiaire d'un
gestionnaire ORB (282) ; et

I'étape d'envoi du deuxiéme message par le serveur d'identification (252) au répartiteur (214) est réalisée en
envoyant le deuxieme message du serveur d'identification (252) au répartiteur (214) par l'intermédiaire du
gestionnaire ORB (282).

4. Procédé selon larevendication 1 dans lequel I'étape d'envoi du premier message par le répartiteur (214) au serveur
d'identification (252) comprend I'étape de détermination par le serveur d'identification (252) de savoir si I'opération
doit étre autorisée a étre effectuée par la cartouche (230) en fonction des informations associées au premier
message.

5. Procédé selon la revendication 1 dans lequel I'étape d'exécution d'au moins un composant du serveur d'identifi-
cation (252) sur la troisieme machine comprend I'étape:

et

d'exécution d'un moteur d'identification (602) sur la troisieme machine ;
d'exécution d'un systéme central d'identification (604) sur une quatrieme machine ;

dans lequel la troisiéme et quatriéme machine sont des machines séparées.

6. Procédé selon la revendication 4 comportant en outre les étapes :

d'envoi du premier message a un moteur d'identification (602) ;

d'analyse du premier message et de sa division en un ou plusieurs quatriéme(s) message(s) ;

d'envoi du ou des quatriéme(s) message(s) a un systéme central d'identification (604) , ou celui-ci est associé
a un ou plusieurs fournisseur(s) (606, 608, 610, 612) ; et
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d'envoi du ou de chacun des quatrieme(s) message(s) au ou a un des fournisseur(s) (606, 608, 610, 612),
dans lequel le ou chacun des fournisseur(s) (606, 608, 610, 612) est configuré pour effectuer l'identification
du ou des quatrieme(s) message(s) qu'il recoit.

Procédé selon la revendication 6, comportant en outre les étapes :

d'envoi d'un ou plusieurs message(s) de réponse au moteur d'identification (602) en fonction de l'identification
effectuée sur le ou les quatrieme(s) message(s) ; et

de détermination si I'opération doit étre autorisée a étre effectuée par la cartouche (230) en fonction du ou
des message(s) de réponse.

Procédé selon la revendication 6 dans lequel :

I'étape d'envoi du premier message par le répartiteur (214) au moteur d'identification (602) comprend I'étape
d'envoi du premier message par le répartiteur (214) au moteur d'identification (602) par l'intermédiaire d'un
gestionnaire ORB (282) ;

et

I'étape d'envoi du ou des quatriéme(s) message(s) au systeme central d'identification (604) comprend I'étape
d'envoi du ou des quatrieme(s) message(s) au systeme central d'identification (604) par l'intermédiaire du
gestionnaire ORB (282).

Procédé selon la revendication 8 comportant en outre les étapes :

d'exécution d'une pluralité de moteurs d'identification ;

d'exécution d'une pluralité de systémes centraux d'identification ;

de sélection d'un moteur d'identification (602) particulier pour recevoir le premier message en provenance du
répartiteur (214) ; et

de sélection d'un ou plusieurs systéme(s) centra(ux)l d'identification pour recevoir le ou les quatrieme(s) mes-
sage(s).

Procédé selon la revendication 9 dans lequel :

I'étape de sélection du moteur d'identification (602) particulier pour recevoir le premier message en provenance
du répartiteur (214) comprend I'étape de sélection par le gestionnaire ORB (282) du moteur d'identification
(602) particulier pour recevoir le premier message ; et

I'étape de sélection du ou des systéme(s) centra(ux)l d'identification pour recevoir le ou les quatrieme(s) mes-
sage(s) comprend I'étape de sélection par le gestionnaire ORB (282) du ou des systéme(s) centra(ux)! d'iden-
tification pour recevoir le ou les quatrieme(s) message(s).

Procédé selon la revendication 9 dans lequel :

I'étape de sélection du moteur d'identification (602) particulier comprend I'étape de sélection du moteur d'iden-
tification (602) particulier en fonction de la charge d'activité de la pluralité de moteurs d'identification ; et

la sélection du ou des systéme(s) centra(ux)I d'identification comprend I'étape de sélection du ou des systéeme
(s) centra(ux)I d'identification en fonction de la charge d'activité de la pluralité de systemes centraux d'identi-
fication.

Procédé selon la revendication 6 comprenant en outre I'étape d'association et de dissociation dynamiques de
fournisseurs (606, 608, 610, 612) avec le systéme central d'identification (604).

Procédé selon la revendication 7 comprenant en outre I'étape de réalisation par le serveur d'identification (252)
d'une opération logique pour combiner les résultats regus d'au moins deux fournisseurs.

Procédé selon la revendication 1 comprenant en outre I'étape, avant I'envoi du premier message, de détermination
par le répartiteur (214) des fournisseurs de la pluralité de fournisseurs(606, 608, 610, 612) a utiliser pour identifier

I'opération.

Procédé selon la revendication 1, dans lequel I'étape d'envoi du premier message par le répartiteur (214) au
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serveur d'identification (252) comprend I'étape de détermination par le répartiteur (214) d'envoi du premier mes-
sage au serveur d'identification (252) en fonction d'une chaine de protection.

Procédé selon la revendication 6 dans lequel un ou plusieurs fournisseur(s) (606, 608, 610, 612) représente(nt)
une pluralité de fournisseurs dont chacun réalise une identification d'aprés un ensemble distinct de critéres.

Support lisible par ordinateur portant une ou plusieurs séquence(s) d'instructions pour déterminer si une opération
est autorisée, dans lequel I'opération doit étre réalisée par une cartouche (230) exécutée sur une premiére ma-
chine, le support lisible par ordinateur comprenant des instructions pour exécuter un répartiteur (214) sur une
deuxiéme machine, exécuter au moins un composant d'un serveur d'identification (252) sur une troisieme machine,
le support lisible par ordinateur étant caractérisé par des instructions de réalisation des étapes :

de réception d'une demande au niveau dudit répartiteur (214) d'un client qui travaille sur une machine différente
de ladite deuxiéme machine ;

d'envoi d'un premier message , transparent pour ledit client et ladite cartouche, par le répartiteur (214) au
serveur d'identification (252), dans lequel le premier message contient des information d'autorisation asso-
ciées a la cartouche (230) ;

d'envoi d'un deuxieme message, transparent pour ledit client et ladite cartouche, par le serveur d'identification
(252) au répartiteur (214) dans lequel le deuxieme message indique si l'opération est autorisée a étre effectuée
par la cartouche (230) ;

si l'opération est autorisée a étre effectuée par la cartouche (230), d'envoi d'un troisieme message par le
répartiteur (214) a la cartouche (230) pour faire effectuer I'opération par la cartouche (230) ; et

dans lequel au moins deux machines parmi la premiére, la deuxiéme et la troisi€me machines sont des
machines séparées.

Support lisible par ordinateur selon la revendication 17 comportant en outre des instructions pour réaliser les
étapes :

d'envoi par un navigateur (202) d'une demande en provenance d'un navigateur a un écouteur web (210) ;
de transmission par I'écouteur web (210) de la demande en provenance d'un navigateur au répartiteur (214) ;

dans lequel le répartiteur (214) envoie le premier message en réponse a la réception de la demande en
provenance d'un navigateur envoyée par I'écouteur web (210).

Support lisible par ordinateur selon la revendication 17 dans lequel :

la premiére et la deuxiéme machines sont des machines séparées ;

I'étape d'envoi du premier message par le répartiteur (214) au serveur d'identification (252) est realisée par
I'envoi du premier message par le répartiteur (214) au serveur d'identification (252) par I'intermédiaire d'un
gestionnaire ORB (282) ;

et

I'étape d'envoi du deuxiéme message par le serveur d'identification (252) au répartiteur(214) est réalisée par
I'envoi du deuxiéme message par le serveur d'identification (252) au répartiteur(214) par l'intermédiaire du
gestionnaire ORB (282).

Support lisible par ordinateur selon la revendication 17, dans lequel I'étape d'envoi du premier message par le
répartiteur (214) au serveur d'identification (252) comprend I'étape de détermination par le serveur d'identification
(252) de savoir si I'opération est autorisée a étre réalisée par la cartouche (230) en fonction des informations

associées au premier message.

Support lisible par ordinateur selon la revendication 17, dans lequel I'étape d'exécution d'au moins un des com-
posants du serveur d'identification (252) sur la troisieme machine comprend les étapes :

d'exécution d'un moteur d'identification (602) sur une troisieme machine ;
d'exécution du systeme central d'identification (604) sur une quatrieme machine ; et

dans lequel la troisiéme et la quatriéme machines sont des machines séparées.
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22. Support lisible par ordinateur selon la revendication 20 comportant en outre des instructions pour réaliser les
étapes :

d'envoi du premier message a un moteur d'identification (602) ;

d'analyse du premier message et sa division en un ou plusieurs quatrieme(s) message(s) ;

d'envoi du ou des quatrieme(s) message(s) a un systéme central d'identification (604), ou le systéme central
d'identification (604) est associé a un ou plusieurs fournisseurs) (606, 608, 610, 612) ; et

d'envoi du ou de chacun des quatrieme(s) message(s) au ou a l'un des fournisseur(s) (606, 608, 610, 612)
dans lequel le ou chacun des fournisseur(s) (606, 608, 610, 612) est configuré pour réaliser l'identification du
ou de chacun des quatrieme(s) message(s) qu'il recoit.

23. Support lisible par ordinateur selon la revendication 22, comportant en outre des instructions pour réaliser les
étapes :

d'envoi d'un ou plusieurs message(s) de réponse au moteur d'identification (602) en fonction de l'identification
réalisée sur le ou les quatrieme(s) message(s) ; et

de détermination si I'opération doit étre autorisée a étre réalisée par la cartouche (230) en fonction du ou des
message(s) de réponse.

24. Support lisible par ordinateur selon la revendication 22 dans lequel :

I'étape d'envoi du premier message par le répartiteur (214) au moteur d'identification (602) comprend I'étape
d'envoi du premier message par le répartiteur (214) au moteur d'identification par l'intermédiaire d'un gestion-
naire ORB (282) ;

et

I'étape d'envoi du ou des quatrieme(s) message(s) au systéme central d'identification (604) comprend I'étape
d'envoi du ou des quatrieme(s) message(s) au systéme central d'identification (604) par l'intermédiaire du
gestionnaire ORB (282).

25. Support lisible par ordinateur selon la revendication 24 comportant en outre des instructions pour réaliser les
étapes :

d'exécution d'une pluralité de moteurs d'identification ;

d'exécution d'une pluralité de systémes centraux d'identification ;

de sélection d'un moteur d'identification (602) pariculier pour recevoir le premier message en provenance du
répartiteur (214) ; et

de sélection d'un ou plusieurs systéme(s) centra(ux)I| d'identification pour recevoir le ou les quatrieme(s) mes-
sage(s).

26. Support lisible par ordinateur selon la revendication 25 dans lequel :

I'étape de sélection du moteur d'identification (602) particulier pour recevoir le premier message en provenance
du répartiteur (214) comprend I'étape de sélection par le gestionnaire ORB (282) du moteur d'identification
(602) particulier pour recevoir le premier message ; et

I'étape de sélection du ou des systéme(s) centra(ux)l d'identification pour recevoir le ou les quatrieme(s) mes-
sage(s) comprend I'étape de sélection par le gestionnaire ORB (282) du ou des systéeme(s) centra(ux)l d'iden-
tification pour recevoir le ou les quatrieme(s) message(s).

27. Support lisible par ordinateur selon la revendication 25 dans lequel :

I'étape de sélection du moteur d'identification (602) particulier comprend I'étape de sélection du moteur d'iden-
tification (602) particulier en fonction de la charge d'activité de la pluralité de moteurs d'identification ; et

la sélection du ou des systéme(s) centra(ux)I d'identification comprend I'étape de sélection du ou des systeme
(s) centra(ux)I d'identification en fonction de la charge d'activité de la pluralité de systemes centraux d'identi-
fication.

28. Support lisible par ordinateur selon la revendication 22 comportant en outre des instructions pour réaliser I'étape
d'association et de dissociation dynamiques de fournisseurs (606, 608, 610, 612) avec le systéme central d'iden-
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tification (604).

Support lisible par ordinateur selon la revendication 23 comportant des instructions pour réaliser I'étape de réali-
sation par le serveur d'identification (252) d'une opération logique pour combiner les résultats regus d'au moins
deux fournisseurs.

Support lisible par ordinateur selon la revendication 17 comportant en outre des instructions pour réaliser I'étape,
avant I'envoi du premier message par le répartiteur (214) au serveur d'identification (252), de détermination par
le répartiteur (214) des fournisseurs d'une pluralité de fournisseurs (606, 608, 610, 612) qui doivent étre utilisés
pour identifier I'opération.

Support lisible par ordinateur selon la revendication 17 dans lequel I'étape d'envoi du premier message par le
répartiteur (214) au serveur d'identification (252) comprend I'étape de détermination par le répartiteur (214) d'envoi
du premier message au serveur d'identification (252) en fonction d'une chaine de protection.

Support lisible par ordinateur selon la revendication 22 dans lequel un ou plusieurs fournisseur(s) (606, 608, 610,
612) représente(nt) une pluralité de fournisseurs dont chacun réalise une identification d'aprés un ensemble distinct
de critéres.

Systéme pour déterminer si une opération est autorisée, dans lequel I'opération doit étre effectuée par une car-
touche (230) exécutée sur une premiére machine, le systéme étant caractérisé par:

une pluralité de répartiteurs (214, 220, 226) reliés a une pluralité d'écouteurs web (210, 216, 222) dans lesquels
chaque répartiteur de ladite pluralité de répartiteurs (214, 220, 226) recoit d'un écouteur web correspondant
de ladite pluralité d'écouteurs web (210, 216, 222) des demandes en provenance d'un navigateur qui ont été
recues par ledit écouteur web correspondant d'un client qui travaille sur une machine différente de celle dudit
écouteur web correspondant ;

un gestionnaire de chemins virtuels (250) relié a ladite pluralité de répartiteurs(214, 220, 226) par l'intermé-
diaire d'un mécanisme inter-machines, ledit gestionnaire de chemins virtuels indiquant auxdits répartiteurs
(214, 220, 226) si une demande en provenance d'un navigateur particuliere nécessite une identification ;
ladite pluralité de répartiteurs (214, 220, 226) étant reliée a une pluralité de serveurs d'identification, dans
lequel ladite pluralité de répartiteurs (214, 220, 226) est configurée pour envoyer, de fagon transparente pour
ledit client et ladite cartouche, une pluralité de messages par l'intermédiaire dudit mécanisme de communi-
cation inter-machines a une pluralité de serveurs d'identification ;

ladite pluralité de serveurs d'identification étant capable d'identifier ladite pluralité de messages envoyée par
ladite pluralité de répartiteurs (214, 220, 226), dans lequel la pluralité de serveurs d'identification indique a la
pluralité de répartiteurs (214, 220, 226), de fagon transparente pour ledit client et ladite cartouche, si la de-
mande en provenance d'un navigateur particuliére est autorisée a étre exécutée sur la cartouche (230).

Systéme selon larevendication 33 dans lequel le mécanisme de communication inter-machines est un gestionnaire
ORB (282).

Systeme selon la revendication 33 dans lequel la pluralité de serveurs d'identification est constituée d'une pluralité
de moteurs d'identification (802, 804, 806) et d'une pluralité de systémes centraux d'identification (808, 814, 822).

Systéme selon la revendication 35 dans lequel la pluralité de systémes centraux d'identification est associée a
une pluralité de fournisseurs (606,608,610,612).

32



EP 1 027 795 B9 (W1B1)

9ci

NHOMIIN
Vo0

dSi

MYOMIIN __

8cl

1INYIINI

[1]%8

Y3IAY3S

- —n eE e . . e - e i ——— - Am— A — e —

— e e e chn v ot - —

p

1198
TOHINOD
YOS

0ot
gt
© JOVAYILINI 2018

NOILYIINNWINOD ¥0SS300Yd

T
sng
1]99 got ot
301A30 AYOW3NW
3OVHO01S nou NIV

VIT
J0IA30 LNdNI

—

an
AV1dSia

I Ol4

33



EP 1 027 795 B9 (W1B1)

[}
! 8¢ pET 062
852 VIVOVLIN ! =R A) IO0IIEYD 390RIYYD | | ooz
14 e 82z | | .
H3ddYHM H3ddvuM H3ddYHM |
e e TN e e e e e o AU A J
952 YITAOYJ NOHIYENDINOD |e—
282 YIHOUE LS3INDIY 103rE0
VSZ MIOVNVIN I0UN0STY |a—

r I el bl L SR
__ 0S¢ HIOVNVIN HLVd WNLYIA 072 0ze b1z “
: »\ ¥IHOLVASIO | | waHOLVdsia Y3HOLVdSIC _

! .
| €5C 4IAYIS NOUVIIINIHLINY bz y3Ldvay| |81z uardvay 212 ¥Ildvay “
. 1MOJSNVYL 1HOJSNVL 1HOdSNVYL .
e e e e —— e e — et e *e vy - e me-verewewy . o o w fe eyt ]

\\ 202 WANALSIT]  {9iz yaNaisn 042 ¥IANILSN
082 HIAYIS NOILYIITddY 83M
802 LINYINI
902 ¥ISMOUE $0Z YISMOYE 202 YISMONE

00¢

34



EP 1 027 795 B9 (W1B1)

350
Obtain Request

|

352
Forward Request to Dispatcher

A

354
Determine Request Object Type

356
Does Request Object Type
Match with a Cartridge?

35



EP 1 027 795 B9 (W1B1)

362
Available Instance? -

Max No. Instances?

366
[nitiate New Instance

|—<

Dispatch Request
to Available Instance

\

372
Abort Instance

< 374
Receive Reply
A A
358 376
Return Request Respond to Client
\
360 : 378
Send Reply to Client Maintain Instance

FIG. 3B

36



EP 1 027 795 B9 (W1B1)

400

/402 ;04 ;oe /

INSTANCE | CARTRIDGE STATUS

408
1 C1 . BUSY

410 ‘

A 3 C1 FREE
7 c1 BUSY
1 c2 BUSY
5 c2 FREE

412
\ 3 C3 BUSY

FIG. 4

37



EP 1 027 795

B9 (W1B1)

202 204 ’5/06 joa
INSTANCE | CARTRIDGE | LISTENER | MACHINE
S0 | 4 1 1210 M1
3 c1 L210 M2
7 ct 1210 M3
1 c2 1210 M1
5 c2 1210 M1
512 —w | 3 3 1210 M3
2 C1 1216 M1
4 ct L1216 M2
5 C1 1216 M3
e c2 L1216 M1
4 c2 1216 M1
1 c3 1216 M3
2 C2  |UNowNeD| Wi
2 3 |unowned| wme

FIG.

5

38

500



EP 1 027 795 B9 (W1B1)

| SR

96z pez 082
IOAMINY) Ianyy | | 30amINv
‘ll‘,..l.. lln..l...l..l.'i‘l-‘llll’tll"l‘llclt'lllll.rl'l —
! 96z 262 82z
1| BSCYAVOVIIN [ 516z ¥3I0IAOYd NOILWINDINDD Y3ddvum Y3ddvum Y3ddvm
s .. X
‘ D bSZ HIDVNYIN 308N0STY
. NP S VU ———

t
! 052 YIOYNYI HLVd TVNLYIA !
| - !
[} ! .
! . 2682 ¥340U8 LSINO3Y 103780
' 809 219 019 909 | e o Lo
! 1| ¥3aInoud || ¥3ainoud || w3ainoud |{ ¥3ainoud !
|
§
! \ nnnnnnnnnnn TTTTTERT
]
! ¥09 1SOHNOILYIINIHINY
{ . ] ]
i 92z 022 %4
“ 209 INIONI NOLLYIILNIHINY H3HOLVdSIa YIHOLVASIO | | ¥3HDOLVdSIa
' beT ¥3ldvav giz ¥31dvay 212 ¥3ldvav
". ¢ST YINYAS NOLLYILNIHINY THOJSNVHL 1HOdSNVYYL 1HOJSNVHL

4// CCCAINALSIT] forzyanaisn!  loiz wanatsn

082 43AYIS NOILYOITddY 83M /;
802 L3INUIINI
000 o0z asmova | | vozusmous | | 20z w3smoue

9 'Ol

39



EP 1 027 795 B9 (W1B1)

o L.
|

Receive Browser

Request
702

Does Cartridge 5
Associated with tspatch Browser
Browser Request To

Request Require Cartridge
Authentication ? 706

Send Authentication
Reguest To
Authentication Engine

708

Parse Authentication
Request
' 710

y
‘Send Provider
Requests To
Authentication Host
712

Q‘D FIG. 7A

40




EP 1 027 795 B9 (W1B1)

7

Distribute Provider Requests
To Appropriate Providers

714
!

Authenticate Provider Requests |

716
Il

Send Response Message To
Authentication Engine

718

T

Apply Any Necessary Logical
Operations To Returned
Response Messages

720

-

Notify Dispatcher Of
Authentication Resuits
' 722

Was Browser
Request
Authenticated ?

724

Notify Browser That Browser
Was Not Authenticated
' 726

é) FIG. 7B

41



EP 1 027 795 B9 (W1B1)

928
HIAIAQH

{

be8
{3IAAOYHd

'

2?8 1SOH NOILYJIINIHINY

0c8 _ 18 _

=)

[ s
M3g
ra

P18 1SOH NOILVIIINIHINY

‘18
H3qIA0OHd

018

¥

HAAIAQY

{

808 1SOH NOILVOINIHINY

- 908 INIONI NOILVOINIHIAY

#08 INIONI NOILVOILNIHINY

€08 INIONI NOILVOUNIHLINY

2SC Y3AYIS NOILVOIINIHLNY

T

age beZ 062
JO0RILYVD JO0MANVD JOUMLNYO
o€z 262
H3ddVuM ¥3ddVHM 822 ¥3ddviim

HIHOLVASI

9¢¢e

\»

008

282 ¥IoYd 1S3nD3Y 103ra0

02¢
Y3HOLVdSIa

1474
H3IHILYJSIA

8 Old

42



	bibliography
	description
	claims
	drawings

