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Description

[0001] The invention relates to a transmitter for a re-
mote control group for a shared function such as opening
a garage door. It also relates to a receiver for such a
group and to a group of a receiver and a plurality of trans-
mitters.

[0002] Our prior European Patent No. EP0651119B1
describes a transmitter having a capability of learning a
code so that it can be used in a remote control group. An
embedded instruction allows versatility as to how learn-
ing takes place. Also, there is automatic "listening" every
time the transmit button is pressed.

[0003] Such features in a transmitter are very helpful
for learning. However, there remains a need for improv-
ing security in the transmitter-receiver link. One approach
to achieving improved security is to encrypt using an en-
cryption key. However, this means that the installation
engineer needs to access the receiver to program it to
allow introduction of each new transmitter of the group.
This is time-consuming and expensive.

[0004] It is therefore an object of the invention to pro-
vide:

(a) improved security in the transmitter-receiver link,
with

(b) automatic introduction of a new transmitter to the
receiver with out the need for installation engineer
to be involved.

[0005] US5661804 describes a trainable transceiver
for learning and transmitting an activation signal that in-
cludes a rolling code.

[0006] According to the invention, there is provided a
remote control group as set out in claim 1.

[0007] In one embodiment, the valid code is variable
according to pre-set criteria.

[0008] In one embodiment, the valid code comprises
a hopping index.

[0009] Inanotherembodiment, the valid code compris-
es a combination of a fixed discrimination value known
to the receiver and a hopping index.

[0010] In one embodiment, the slave transmitter com-
prises means for generating the encryption key by
processing a manufacturer-set key with a site code which
is unique to the group.

[0011] In one embodiment, the slave transmitter com-
prises means for receiving the site code in an encrypted
teaching radiation signal and for decrypting said signal
to determine the site code using a teaching decryption
key.

[0012] In one embodiment, the slave transmitter com-
prises means for storing a transmitter-specific serial
number and for transmitting the serial number together
with the encrypted code.

[0013] According to another aspect, the master trans-
mitter processor comprises:
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means for storing a site code which is unique to the
remote control group,

means for encrypting the site code with a teaching
encryption key for teaching; and

means for directing transmission of the encrypted
site code in a teaching radiation signal.

[0014] In one embodiment, the receiver processor
comprises means for:

identifying a transmitter serial number in a received
transmission and determining if it is valid,

identifying a hopping index and a discrimination val-
ue in the decrypted code, and

determining if the discrimination value and the hop-
ping index are valid.

[0015] Inanother embodiment, the receiver processor
comprises means for determining if the serial number is
valid by:

comparing the serial number with a stored list of valid
serial numbers,

determining that the serial number is valid if it is the
same as a stored valid serial number or if it subse-
quently receives a fresh encrypted code containing
the same serial number and a valid hopping index.

[0016] The invention will be more clearly understood
from the following description of some embodiments
thereof, given by way of example only with reference to
the accompanying drawings in which Fig. 1is aschematic
diagram of a remote control group transmitter of the in-
vention.

[0017] Referring to Fig. 1, remote control group trans-
mitter 1 comprises:

2: a microprocessor,

3: a memory having a capacity for four site (group)
codes, four serial numbers, four hopping indexes,
four encryption keys, and four discrimination values,
4: a radiation receiver connected to the microproc-
essor 2,

5: a transmitter antenna, connected to an oscillator
circuit 6,

7: four switches,

8: a battery pack, and

9: a regulator providing + Vreg for all of the circuit.

[0018] The memory capacity is adequate for four sets
of data, as described above. This allows the transmitter
1 to be used for up to four different remote control groups.
However, for clarity, operation for only one group is de-
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scribed below.

[0019] The microprocessor 2 is programmed to recog-
nise a switch 7 depression as a transmit instruction. Si-
multaneous depression of two or more switches in vari-
ous pre-set configurations are interpreted as userinstruc-
tions for auxiliary functions such as a teach mode or ran-
domisation of codes. Programming of the microproces-
sor 2 at manufacture determines whether the transmitter
is a master or a slave. Slaves do not have a teach mode.
The transmitter 1 is a slave.

[0020] The transmitter 1 is part of a remote control
group also comprising a receiver and a master transmit-
ter. The latter is used for teaching both the receiver and
the transmitters 1. It has the same hardware configura-
tion as the transmitter 1, but is additionally programmed
with a teach mode.

[0021] The remote control group is given a unique site
code by the installer and the master transmitter teaches
the site code to the receiver and to the transmitters 1.
This effectively empowers the installer to set the manner
in which the remote control group operates from a secu-
rity viewpoint. Each master transmitter is pre-pro-
grammed at manufacture with a unique (to it) site code.
Therefore the installer may use the pre-programmed site
code of a master transmitter as that of the group. Alter-
natively, he may change it by randomising the pre-set
value.

[0022] Each new transmitter stores the following after
manufacture:

a 24-bit serial number (pre-programmed at manu-
facture) which is unique to the new transmitter,

an initial 20-bit hopping index which will subsequent-
ly be incremented every time the new transmitter is
used,

a manufacturer-set encryption key, and

a decryption key for decrypting a site code in a teach-
ing session.

[0023] The master transmitter teaches the site code to
a (slave) transmitter 1 using a teaching encryption key.
The transmitter 1 decrypts it using a teaching decryption
key. After decryption, the transmitter 1 uses the site code
to generate the encryption key for use in sending signals
to the receiver for control of the shared group function.
After it is used to generate the encryption key, it is not
necessarily stored as it is not required again. The en-
cryption key is 64 bits long. The master transmitter also
teaches a discrimination value to the transmitter 1. This
is an agreed value that enables the receiver to determine
that it has correctly decrypted the transmission. It could,
for example, be part of the site code or the serial number
or any other agreed number.

[0024] The encryption key could alternatively be gen-
erated by only the master transmitter and taught to the
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receiver and the transmitters 1. However this suffers from
the disadvantage of involving transmission of the encryp-
tion key.

[0025] When the user is given the new transmitter, he
or she can immediately use it without the need for an
installation engineer to access the receiver. There are
two stages to the introduction of the new transmitter to
the receiver by the user as follows.

(a) Initial Acceptance

[0026] The user presses the "transmit" button. The mi-
crocontroller encrypts the initial hopping index and the
discrimination value with the encryption key to provide a
valid encrypted code. The (unencrypted) serial number
and the encrypted code are transmitted, and are received
by the receiver. The receiver decrypts the code using its
stored decryption key to determine the discrimination val-
ue and theinitial hopping index. The receiver then checks
the (decrypted) discrimination value and, if valid, it stores
the serial number and the initial hopping index.

(b) Acceptance and Activation

[0027] The user presses the "transmit" button again
and the transmitter increments the hopping index and
then encrypts the discrimination value and the increment-
ed hopping index to provide a new encrypted code. Al-
though there may only be a one-digit difference between
this incremented hopping index and the initial hopping
index, the encrypted code is very different due to the
complex nature of the encryption. The receiver decrypts
the new encrypted code to determine the discrimination
value and the incremented hopping index, and reads the
serial number. If the following criteria are met the receiver
activates the shared group function (e.g. opens a gate)
and stores the incremented hopping index:

the serial number is the same as the first one,

the decrypted incremented hopping index matches
the hopping criterion (greater than the first one), and
the discrimination value is correct.

[0028] Thereafter, the user only needs to press the
transmit button once to activate the shared group func-
tion. This two-stage acceptance process prevents a spu-
riously "acceptable" noise signal from being able to ac-
tivate the group function.

[0029] It will be appreciated that there is no need for
the installation engineer to program the receiver to intro-
duce (validate) a new transmitter. However, this is not
achieved at the expense of reduced security as there is
comprehensive encryption. Thus, for example, an install-
er organisation may teach a new transmitter and send it
to the user in the post, with considerable savings in time
and money. Another aspect contributing to security is the
fact that "breaking" of encryption in one group will have
no effect on security at another group having the same
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or another manufacturer’s equipment. This is because
the encryption key is unique to each group. Also, unau-
thorised copying of the transmitted encrypted code is of
no benefit to a thief as it changes from one transmission
to the next in an unpredictable manner due to encryption
of the combined discrimination value and incrementing
hopping index. It is envisaged that where particularly
strong security is required (such as at a bank) the user
may safely store the (single) master transmitter thus pre-
venting any unauthorised teaching of new transmitters.

[0030] The invention is not limited to the embodiments
described but may be varied in construction and detail.

Claims

1. Aremote control group for a site, the group compris-
ing:

atleast one slave transmitter comprising a trans-
mitting device, a user transmit button, a proces-
sor, a radiation receiver and a memory,

amaster transmitter for teaching the slave trans-
mitter, the master transmitter comprising a
memory, a processor, and a transmit device,
and

a receiver comprising a memory, an interface to
a shared function, and a processor comprising
means for controlling the shared function via
said interface,

wherein each slave transmitter processor com-
prises means for encrypting a valid code with an
encryption key to generate an encrypted code,
and directing transmission of the encrypted
code, and

wherein the receiver processor comprises
means for decrypting areceived encrypted code
to generate a decrypted code, and for determin-
ing if the decrypted code is valid,
characterised in that,

the encryption key used by each slave transmit-
ter processor to encrypt the valid code is unique-
ly associated with the remote control group, and
each slave transmitter comprises means for
learning the encryption key in response to a
teaching radiation signal transmitted by the
master transmitter;

the master transmitter processor comprises
means for teaching the encryption key to the
slave transmitter and to the receiver; and

the receiver processor comprises means for
storing a decryption key uniquely associated
with the remote control group, and using said
decryption key to decrypt a received encrypted
code.

2. Aremote control group as claimedin claim 1, wherein
the valid code is variable according to pre-set criteria.
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3. Aremote control group as claimedin claim 2, wherein
the valid code comprises a hopping index.

4. A remote control group as claimed in claim 2 or 3,
wherein the valid code comprises a combination of
a fixed discrimination value known to the receiver
and a hopping index.

5. Aremote control group as claimedin claim 1, wherein
the slave transmitter comprises means for generat-
ing the encryption key by processing a manufacturer-
set key with a site code which is unique to the group.

6. Aremote control group as claimedin claim 5, wherein
the slave transmitter comprises means for receiving
the site code in an encrypted teaching radiation sig-
nal and for decrypting said signal to determine the
site code using a teaching decryption key.

7. Aremote control group as claimed in any preceding
claim, wherein the slave transmitter comprises
means for storing a transmitter-specific serial
number and for transmitting the serial number to-
gether with the encrypted code.

8. Aremote control group as claimed in any preceding
claim, wherein the master transmitter processor
comprises:

means for storing a site code which is unique to
the remote control group,

means for encrypting the site code with a teach-
ing encryption key for teaching; and

means for directing transmission of the encrypt-
ed site code in a teaching radiation signal.

9. A remote control group as claimed in any of claims
4 to 8, wherein the receiver processor comprises
means for:

identifying a transmitter serial number in a re-
ceived transmission and determining if itis valid,
identifying a hopping index and a discrimination
value in the decrypted code, and

determining if the discrimination value and the
hopping index are valid.

10. Aremote control group as claimedin claim 9, wherein
the receiver processor comprises means for deter-
mining if the serial number is valid by:

comparing the serial number with a stored list
of valid serial numbers,

determining that the serial number is valid if it is
the same as a stored valid serial number or if it
subsequently receives a fresh encrypted code
containing the same serial number and a valid
hopping index.
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Patentanspriiche

Fernsteuergruppe fur einen Ort, wobei die Gruppe
Folgendes umfasst:

wenigstens einen Slave-Sender, der ein Sende-
gerat, eine Benutzersendetaste, einen Prozes-
sor, einen Strahlungsempfanger und einen
Speicher umfasst,

einen Master-Sender zum Anlernen des Slave-
Senders, wobei der Master-Sender einen Spei-
cher, einen Prozessor und ein Sendegerat um-
fasst, und

einen Empfanger, der einen Speicher, eine
Schnittstelle zu einer gemeinsamen Funktion
und einen Prozessor mit Mitteln zum Steuern
der gemeinsamen Funktion Uber die genannte
Schnittstelle umfasst,

wobei jeder Slave-Sender-Prozessor Mittel zum
Verschlisseln eines gliltigen Codes mit einem
Verschlusselungsschlissel zum Erzeugen ei-
nes verschlisselten Codes und zum Leiten des
Sendens des verschlisselten Codes umfasst,
und

wobei der Empfangerprozessor Mittel zum Ent-
schllisseln eines empfangenen verschliisselten
Codes zum Erzeugen eines entschlisselten Co-
des und zum Ermitteln umfasst, ob der ent-
schlisselte Code giiltig ist,

dadurch gekennzeichnet, dass

der von jedem Slave-Sender-Prozessor zum
Verschlisseln des giiltigen Codes verwendete
Verschlisselungsschlissel eindeutig der Fern-
steuergruppe zugeordnet ist und jeder Slave-
Sender Mittel zum Erlernen des Verschllsse-
lungsschlissels als Reaktion auf ein von dem
Master-Sender gesendetes Anlern-Strahlungs-
signal umfasst;

der Master-Sender-Prozessor Mittel umfasst,
um dem Slave-Sender und dem Empfanger den
Verschlisselungsschlissel anzulernen; und
der Empfangerprozessor Mittel zum Speichern
eines eindeutig der Fernsteuergruppe zugeord-
neten Entschlisselungsschlissels und zum
Verwenden des genannten Entschlisselungs-
schllissels zum Entschlisseln eines empfange-
nen verschlisselten Codes umfasst.

Fernsteuergruppe nach Anspruch 1, wobei der gul-
tige Code gemaR voreingestellten Kriterien variabel
ist.

Fernsteuergruppe nach Anspruch 2, wobei der gul-
tige Code einen Hopping-Index umfasst.

Fernsteuergruppe nach Anspruch 2 oder 3, wobei
der gliltige Code eine Kombination aus einem dem
Empféanger bekannten festen Diskriminanzwert und
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einem Hopping-Index umfasst.

Fernsteuergruppe nach Anspruch 1, wobei der Sla-
ve-Sender Mittel zum Erzeugen des Verschlisse-
lungsschlussels durch Verarbeiten eines vom Her-
steller eingestellten Schlissels mit einem Ortscode
umfasst, der der Gruppe eindeutig zugeordnet ist.

Fernsteuergruppe nach Anspruch 5, wobei der Sla-
ve-Sender Mittel zum Empfangen des Ortscodes in
einem verschlisselten Anlern-Strahlungssignal und
zum Entschlisseln des genannten Signals zum Er-
mitteln des Ortscodes mit einem Anlern-Entschlis-
selungsschliissel umfasst.

Fernsteuergruppe nach einem der vorherigen An-
spruche, wobei der Slave-Sender Mittel zum Spei-
chern einer senderspezifischen Seriennummer und
zum Senden der Seriennummer zusammen mitdem
verschlisselten Code umfasst.

Fernsteuergruppe nach einem der vorherigen An-
spriiche, wobei der Master-Sender-Prozessor Fol-
gendes umfasst:

Mittel zum Speichern eines Ortscodes, der der
Fernsteuergruppe eindeutig zugeordnet ist, und
Mittel zum Verschlisseln des Ortscodes mit ei-
nem Anlern-Verschlisselungsschliissel zum
Anlernen; und

Mittel zum Leiten des Sendens des verschlis-
selten Ortscodes in einem Anlern-Strahlungssi-
gnal.

9. Fernsteuergruppe nach einem der Anspriiche 4 bis

8, wobei der Empfangerprozessor Mittel umfasst
zum:

Identifizieren einer Senderseriennummer in ei-
ner empfangenen Sendung und Ermitteln, ob
sie glltig ist,

Identifizieren eines Hopping-Indexes und eines
Diskriminanzwertes in dem entschliisselten Co-
de, und

Ermitteln, ob der Diskriminanzwert und der Hop-
ping-Index gultig sind.

10. Fernsteuergruppe nach Anspruch 9, wobeider Emp-

fangerprozessor Mittel zum Ermitteln umfasst, ob die
Seriennummer guiltig ist, durch:

Vergleichen der Seriennummer mit einer ge-
speicherten Liste von glltigen Seriennummern;
Feststellen, dass die Seriennummer giiltig ist,
wenn sie dieselbe ist wie eine gespeicherte gil-
tige Seriennummer oder wenn sie nachfolgend
einen frischen verschlisselten Code empféangt,
der dieselbe Seriennummer und einen gliltigen
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Hopping-Index enthalt.

Revendications

Un groupe de commande a distance pour un site, le
groupe comprenant :

au moins un émetteur esclave comprenant un
dispositif d’émission, un bouton d’émission uti-
lisateur, un processeur, un récepteur de rayon-
nement et

une mémoire,

un émetteur maitre d’enseignement de I'émet-
teur esclave, I'émetteur maitre comprenant une
mémoire, un processeur et un dispositif d’émis-
sion, et

un récepteur comprenant une mémoire, une in-
terface vers une fonction partagée et un proces-
seur comprenant un moyen de commande de
la fonction partagée par I'intermédiaire de ladite
interface,

ou chaque processeur d’émetteur esclave com-
prend un moyen de chiffrement d’'un code valide
avec une clé de chiffrement de fagon a générer
un code chiffré, et de direction de I'’émission du
code chiffré, et

ou le processeur récepteur comprend un moyen
de déchiffrement d’'un code chiffré regu de fagon
a générer un code déchiffré, et un moyen de
détermination si le code déchiffré est valide,
caractérisé en ce que,

la clé de chiffrement utilisée par chaque proces-
seur émetteur esclave pour chiffrer le code va-
lide est associée de maniére unique au groupe
de commande a distance, et chaque émetteur
esclave comprend un moyen d’apprentissage
de la clé de chiffrement en réponse a un signal
de rayonnement d’enseignement transmis par
'émetteur maitre,

le processeur émetteur maitre comprend un
moyen d’enseignement de la clé de chiffrement
a I'’émetteur esclave et au récepteur, et

le processeur récepteur comprend un moyen de
mise en mémoire d’'une clé de déchiffrement as-
sociée de maniére unique au groupe de com-
mande a distance et d’utilisation de ladite clé de
déchiffrement pour déchiffrer un code chiffré re-

Gu.

Un groupe de commande a distance selon la Reven-
dication 1, ou le code valide est variable en fonction
de critéres prédéfinis.

Un groupe de commande a distance selon la Reven-
dication 2, ou le code valide comprend un indice de
saut.
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4.

9.

Un groupe de commande a distance selon la Reven-
dication 2 ou 3, ou le code valide comprend une com-
binaison d’une valeur de discrimination fixe connue
du récepteur et d’'un indice de saut.

Un groupe de commande a distance selon la Reven-
dication 1, ou I'émetteur esclave comprend un
moyen de génération de la clé de chiffrement par le
traitement d’une clé définie par le fabricant avec un
code de site qui est unique au groupe.

Un groupe de commande a distance selon la Reven-
dication 5, ou I'émetteur esclave comprend un
moyen de réception du code de site dans un signal
de rayonnement d’enseignement chiffré et de dé-
chiffrement dudit signal de fagon a déterminer le co-
de de site au moyen d’une clé de déchiffrement d’en-
seignement.

Un groupe de commande a distance selon l'une
quelconque des Revendications précédentes, ou
I’émetteur esclave comprend un moyen de mise en
mémoire d’'un numéro de série spécifique a I'émet-
teur et de transmission du numéro de série conjoin-
tement avec le code chiffré.

Un groupe de commande a distance selon l'une
quelconque des Revendications précédentes, ou le
processeur émetteur maitre comprend :

un moyen de mise en mémoire d’un code de site
qui est unique au groupe de commande a dis-
tance,

un moyen de chiffrement du code de site avec
une clé de chiffrement d’enseignement destinée
a un enseignement, et

un moyen de direction de I'émission du code de
site chiffré dans un signal de rayonnement d’en-
seignement.

Un groupe de commande a distance selon 'une
quelconque des Revendications 4 a 8, ou le proces-
seur récepteur comprend un moyen :

d’identification d’'un numéro de série d’émetteur
dans une transmission regue et de détermina-
tion s’il est valide,

d’identification d’un indice de saut et d’une va-
leur de discrimination dans le code déchiffré, et
de détermination si la valeur de discrimination
et l'indice de saut sont valides.

10. Ungroupe de commande a distance selon la Reven-

dication 9, ou le processeur récepteur comprend un
moyen de détermination si le numéro de série est
valide par :

la comparaison du numéro de série a une liste
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conservée en mémoire de numéros de série va-
lides,

la détermination que le numéro de série est va-
lide s’il estidentique a un numéro de série valide
conservé en mémoire ou s'il regoit ultérieure-
ment un nouveau code chiffré contenant le mé-
me numéro de série et un indice de saut valide.
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