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(57)  An information recording medium includes a
plurality of sectors each of which has a sector header
area storing a unique sector number and a data storage
area for storing user data. User data to be recorded
onto the information recording medium is scrambled
using a data scramble key generated from a unique
medium identifier of the information recording medium
and a sector number of a sector into which the user data
is to be recorded. The medium identifier used here has
been scrambled using a medium identifier scramble key
generated from predetermined data and a sector
number of a sector into which the medium identifier is to
be stored, and stored in that sector. In so doing, security
is ensured not only for each individual information
recording medium but also for each individual sector,
with it being possible to protect data recorded on the
information recording medium against unauthorized
reproduction.
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Description

[0001] This application is based on an application
No. H11-290665 filed in Japan, the content of which is
hereby incorporated by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002] The present invention relates to an informa-
tion recording medium including a plurality of sectors
that are each made up of a sector header area and a
data storage area, and a method and apparatus for
recording and reproducing data using the information
recording medium. In particular, the invention relates to
an information recording medium, information record-
ing/reproducing apparatus, and information record-
ing/reproducing method for recording and reproducing
data that is scrambled using a scramble key generated
based on a sector number and a medium identifier of
the information recording medium.

Prior Art

[0003] To protect data recorded on an information
recording medium against unauthorized reproduction,
techniques have been developed whereby data is
scrambled or encrypted before being recorded onto an
information recording medium. An unauthorized party
cannot descramble or decrypt such scrambled or
encrypted data properly and so cannot reproduce the
data in intelligible form.

[0004] One of the techniques for encrypting data to
be recorded is disclosed in Japanese Laid-Open Patent
Application No. H07-249264. According to this encryp-
tion system, after data is encrypted with an encryption
key, the encrypted data and the encryption key are
recorded in different sectors of a CD-ROM. On receiving
a request to read the encryption key from the user via a
personal computer, a reproducing apparatus reads the
encryption key from the CD-ROM, decrypts the
encrypted data using the read encryption key, and
reproduces the decrypted data. The advantage of this
system is that it facilitates the changing of the encryp-
tion key.

[0005] Also, one of the techniques for scrambling
data to be recorded is presented by the standard devel-
oped for the physical format of DVDs.

[0006] In the aforementioned encryption system,
however, the encryption key is recorded on the CD-
ROM together with the encrypted data, so that an unau-
thorized party can easily read the encryption key and
the encrypted data from the CD-ROM through the use
of a device capable of reading CD-ROMs such as a
general personal computer, and decrypt the encrypted
data with the encryption key. Thus, the secrecy of the
encryption key is not fully ensured in this system.
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Besides, one of the sectors of the CD-ROM is intended
to store only the encryption key and cannot be used for
storing data. This decreases the recording efficiency of
the information recording medium.

[0007] Also, the scrambling defined by the DVD
physical format standard is aimed at suppressing cross-
talk between adjacent tracks, rather than protecting
copyright. Which is to say, data scrambled and recorded
under the DVD physical format standard can be repro-
duced by any reproducing apparatus that complies with
this standard. Thus, this method fails to prevent unau-
thorized data reproduction, too.

SUMMARY OF THE INVENTION

[0008] The present invention aims to provide an
information recording/reproducing apparatus and
method which encrypt or scramble data so that the data
cannot be recovered by unauthorized means, and an
information recording medium used by such apparatus
and method.

[0009] The above object can be fulfilled by an infor-
mation recording medium including: a first sector which
has a unique sector number and stores a medium iden-
tifier unique to the information recording medium; and a
plurality of second sectors each of which has a unique
sector number and stores user data, wherein the user
data stored in each of the plurality of second sectors
has been scrambled using a data scramble key gener-
ated based on the medium identifier and the sector
number of the second sector.

[0010] With this construction, user data is scram-
bled with a data scramble key that differs not only for
each information recording medium but also for each
sector. This makes it difficult for unauthorized users to
reproduce data.

[0011] Here, the data scramble key may be a
sequence of random numbers generated from an initial
value determined based on the medium identifier and
the sector number of the second sector, wherein the
user data has been scrambled by performing a prede-
termined operation on the user data and the sequence
of random numbers on a byte-by-byte basis.

[0012] With this construction, each byte of the user
data to be recorded is scrambled with a different ran-
dom number out of the random numbers that constitute
the data scramble key, so that security against unau-
thorized data reproduction is further strengthened.
[0013] Here, the medium identifier stored in the first
sector may have been scrambled using a medium iden-
tifier scramble key generated based on predetermined
data and the sector number of the first sector.

[0014] With this construction, the medium identifier
that is used for generating the data scramble key is
scrambled and stored on the information recording
medium. This prevents unauthorized users from acquir-
ing the medium identifier, so that security against unau-
thorized data reproduction is further strengthened.
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[0015] Here, the first sector may also store user
data.
[0016] With this construction, it is possible to make

effective use of the data storage area of the sector that
stores the medium identifier.

[0017] Here, the predetermined data may be stored
in a lead-in area of the information recording medium.
[0018] With this construction, only authorized users
who have access to the predetermined data can acquire
the medium identifier and descramble the scrambled
user data using the medium identifier, so that security

against unauthorized data reproduction is further
strengthened.
[0019] The above object can also be fulfilled by an

information recording apparatus for scrambling user
data and recording the scrambled user data onto an
information recording medium, the information record-
ing medium including a first sector which stores a
medium identifier unique to the information recording
medium and a plurality of second sectors each of which
has a unique sector number and is used for storing user
data, the information recording apparatus including: an
initial value determining unit for determining an initial
value based on the medium identifier and a sector
number of a second sector into which the user data is to
be recorded; a random number generating unit for gen-
erating a sequence of random numbers from the initial
value; a scrambling unit for scrambling the user data
using the sequence of random numbers; and a record-
ing unit for recording the scrambled user data into the
second sector.

[0020] With this construction, user data is scram-
bled with a scramble key that differs not only for each
information recording medium but also for each sector.
This makes it difficult for unauthorized users to repro-
duce data.

[0021] Here, the user data may be accompanied by
type information showing a data type of the user data,
wherein the initial value determining unit includes: a plu-
rality of different initial value tables corresponding to dif-
ferent data types; and a table selecting unit for selecting
one of the plurality of initial value tables in accordance
with the type information accompanying the user data,
and wherein the searching unit searches the selected
initial value table for the candidate initial value associ-
ated with the generated reference data.

[0022] With this construction, the initial value can
be varied depending on the type of the user data, which
provides security for each individual user data type. For
example, if user data is an application, then security is
ensured for each of a plurality of applications recorded
on the same information recording medium.

[0023] The above object can also be fulfilled by an
information recording method for scrambling user data
and recording the scrambled user data onto an informa-
tion recording medium, the information recording
medium including a first sector which stores a medium
identifier unique to the information recording medium
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and a plurality of second sectors each of which has a
unique sector number and is used for storing user data,
the information recording method including: an initial
value determining step for determining an initial value
based on the medium identifier and a sector number of
a second sector into which the user data is to be
recorded; a random number generating step for gener-
ating a sequence of random numbers from the initial
value; a scrambling step for scrambling the user data
using the sequence of random numbers; and a record-
ing step for recording the scrambled user data into the
second sector.

[0024] With this construction, user data is scram-
bled with a data scramble key that differs not only for
each information recording medium but also for each
sector. This makes it difficult for unauthorized users to
reproduce data.

[0025] The above object can also be fulfilled by an
information reproducing apparatus for reproducing user
data recorded on an information recording medium, the
information recording medium including a first sector
which stores a medium identifier unique to the informa-
tion recording medium and a plurality of second sectors
each of which has a unique sector number and is used
for storing user data in a scrambled form, the informa-
tion reproducing apparatus including: an initial value
determining unit for determining an initial value based
on the medium identifier and a sector number of a sec-
ond sector in which the user data to be reproduced is
stored in a scrambled form; a random number generat-
ing unit for generating a sequence of random numbers
from the initial value; and a reproducing unit for reading
the scrambled user data from the second sector,
descrambling the scrambled user data using the
sequence of random numbers, and reproducing the
descrambled user data.

[0026] With this construction, user data that has
been scrambled with a data scramble, key which differs
not only for each information recording medium but also
for each sector can be reproduced properly.

[0027] The above object can also be fulfilled by an
information reproducing method for reproducing user
data recorded on an information recording medium, the
information recording medium including a first sector
which stores a medium identifier unique to the informa-
tion recording medium and a plurality of second sectors
each of which has a unique sector number and is used
for storing user data in a scrambled form, the informa-
tion reproducing method including: an initial value deter-
mining step for determining an initial value based on the
medium identifier and a sector number of a second sec-
tor in which the user data to be reproduced is stored in
a scrambled form; a random number generating step for
generating a sequence of random numbers from the ini-
tial value; and a reproducing step for reading the scram-
bled user data from the second sector, descrambling
the scrambled user data using the sequence of random
numbers, and reproducing the descrambled user data.
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[0028] With this construction, user data that has
been scrambled with a data scramble key which differs
not only for each information recording medium but also
for each sector can be reproduced properly.

[0029] The above objects can also be fulfilled by a
medium identifier recording apparatus for recording a
unique medium identifier onto an information recording
medium that includes a first sector for storing the
medium identifier, including: an initial value determining
unit for determining an initial value based on predeter-
mined data and a sector number uniquely given to the
first sector; a random number generating unit for gener-
ating a sequence of random numbers from the initial
value; a scrambling unit for scrambling the medium
identifier using the sequence of random numbers; and a
recording unit for recording the scrambled medium iden-
tifier into the first sector.

[0030] With this construction, the medium identifier
used for the generation of the data scramble key is
scrambled and stored in the information recording
medium, with it being possible to provide a high level of
security for data recorded on the information recording
medium.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] These and other objects, advantages and
features of the invention will become apparent from the
following description thereof taken in conjunction with
the accompanying drawings that illustrate a specific
embodiment of the invention. In the drawings:

FIG. 1 shows the appearances and usage pattern
of an information recording medium and an infor-
mation recording/reproducing apparatus of the
invention;

FIG. 2 shows the data structure of the information
recording medium;

FIG. 3 is a block diagram showing the construction
of a data recording unit in the information record-
ing/reproducing apparatus according to the first
embodiment of the invention;

FIG. 4 shows the main construction of a reference
data generating unit shown in FIG. 3;

FIG. 5 shows the structure of an initial value table
shown in FIG. 3;

FIG. 6 shows the main construction of a random
number generating unit shown in FIG. 3;

FIG. 7 shows the main construction of a scrambling
unit shown in FIG. 3;

FIG. 8 is a block diagram showing the construction
of a medium identifier recording unit in the informa-
tion recording/reproducing apparatus;

FIG. 9 is a block diagram showing the construction
of a medium identifier reproducing unit in the infor-
mation recording/reproducing apparatus;

FIG. 10 is a block diagram showing the construction
of a data reproducing unit in the information record-
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ing/reproducing apparatus;

FIG. 11 is a block diagram showing the construction
of a data recording unit according to the second
embodiment of the invention;

FIG. 12 is a block diagram showing the construction
of a data reproducing unit according to the second
embodiment; and

FIG. 13 is a block diagram showing the construction
of a data reproducing unit as a variant of the data
reproducing unit shown in FIG. 12.

DESCRIPTION OF THE PREFERRED EMBODI-
MENT(S)

[0032] The following is a description of an informa-
tion recording medium and an information record-
ing/reproducing apparatus according to embodiments
of the present invention, with reference to the figures.

First Embodiment

[0033] FIG. 1 shows the appearances and usage
pattern of an information recording medium and an
information recording/reproducing apparatus of the
invention. In the figure, a personal computer (hereinaf-
ter, "PC") 30 is connected to the information record-
ing/reproducing apparatus 20. The information
recording/reproducing apparatus 20 records informa-
tion acquired or created by the user using the PC 30
onto the information recording medium (optical disk) 10,
or reproduces information recorded on the information
recording medium 10 and presents it to the user through
the PC 30. Here, the information recording/reproducing
apparatus 20 performs scrambling on the information
before recording it onto the information recording
medium 10, and performs descrambling on the
recorded information before reproducing it.

(Information Recording Medium 10)

[0034] FIG. 2 shows the data structure of the infor-
mation recording medium 10. In this information record-
ing medium 10, a plurality of sectors 100 are arranged
between a lead-in area 110 and a lead-out area 120.
User data is scrambled and recorded in these sectors
100 by the information recording/reproducing apparatus
20.

[0035] Each of the sectors 100 is made up of a sec-
tor header area 101 and a data storage area 102, as
shown in the figure. The sector header area 101 stores
control information such as a sector number which has
been uniquely given to the sector 100. The data storage
area 102 is used for storing scrambled user data. The
capacity of the data storage area 102 is 2048 bytes in
this embodiment.

[0036] Also, a medium identifier is stored in a data
storage area 102a of a sector 100a whose sector

number is "a", among the plurality of sectors 100 in FIG.
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2. The medium identifier is a number uniquely given to
the information recording medium 10 at the time of man-
ufacturing. Like the user data, the medium identifier is
scrambled and stored into the data storage area 102a of
the sector 100a (hereinafter, "medium identifier storage
sector") by the information recording/reproducing appa-
ratus 20. Since the size of the medium identifier is only
4 bytes (32 bits), storage space of the data storage area
102a which is not occupied by the medium identifier can
be used for storing scrambled user data.

[0037] Here, the user data to be recorded on the
information recording medium 10 and the medium iden-
tifier of the information recording medium 10 have the
following relationship. As noted earlier, the user data is
scrambled before being stored in one of the sectors
100. This scrambling of the user data employs a scram-
ble key generated from the medium identifier and the
sector number of the sector into which the user data is
to be recorded. On the other hand, the scrambling of the
medium identifier employs a scramble key generated
from other information. The details of these scrambling
processes will be explained with the information record-
ing/reproducing apparatus 20 below.

(Information Recording/Reproducing Apparatus 20)

[0038] The information  recording/reproducing
apparatus 20 records information onto the information
recording medium 10, or reads information from the
information recording medium 10 and reproduces it, in
accordance with a request from the user. Although the
information  recording/reproducing apparatus 20
includes construction elements such as for managing
an interface with the user or the PC 30, for executing
record operations, and for executing read and repro-
duce operations, the construction elements that consti-
tute the features of the invention are: a data recording
unit for scrambling the user data; a medium identifier
recording unit for scrambling the medium identifier; a
medium identifier reproducing unit for descrambling the
scrambled medium identifier; and a data reproducing
unit for descrambling the scrambled user data and
reproducing the descrambled user data.

[0039] These four construction elements in the
information recording/reproducing apparatus 20 are
explained one by one below.

(Data Recording Unit)

[0040] On receiving the user data to be recorded on
the information recording medium 10, the sector
number of the sector into which the user data is to be
recorded, and the medium identifier of the information
recording medium 10, the data recording unit generates
a scramble key based on the sector number and the
medium identifier, scrambles the user data using the
scramble key, and writes the scrambled user data into
the appropriate sector of the information recording
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medium 10.

[0041] FIG. 3 is a block diagram showing the con-
struction of this data recording unit 21. In the figure, an
initial value determining unit 211 determines an initial
value for a sequence of random numbers used for
scrambling the user data, based on the externally input-
ted sector number and medium identifier (such an initial
value is hereinafter called "random number initial
value"). A random number generating unit 212 gener-
ates the sequence of random numbers from the random
number initial value, as the scramble key. A scrambling
unit 213 scrambles the user data using the sequence of
random numbers, on a byte-by-byte basis. A writing unit
214 writes the scrambled user data into the appropriate
sector of the information recording medium 10.

[0042] Of these construction elements, the initial
value determining unit 211 includes a reference data
generating unit 215 for generating table reference data
from the externally inputted sector number and medium
identifier, an initial value table 216 holding a plurality of
candidate random number initial values which are each
associated with different table reference data, and a
searching unit 217 for searching the initial value table
216 for a candidate random number initial value associ-
ated with the table reference data generated by the ref-
erence data generating unit 215. Here, the reference
data generating unit 215 performs an XOR (exclusive-
OR) operation for corresponding bits in the sector
number and the medium identifier which are each 32
bits long, and outputs the lower-order 10 bits of the 32-
bit XOR outcome to the searching unit 217 as the table
reference data.

[0043] FIG. 4 shows the main construction of the
reference data generating unit 215 for XORing the sec-
tor number and the medium identifier. The 32 bits (SO to
S31) of the sector number and the 32 bits (MO to M31)
of the medium identifier are inputted in corresponding
32 XOR circuits in the reference data generating unit
215, as a result of which the 32-bit XOR outcome (PO to
P31) is obtained. The lower-order 10 bits (PO to P9) of
the obtained 32-bit data are outputted to the searching
unit 217 as the table reference data.

[0044] FIG. 5 shows the structure of the initial value
table 216. In this table, 1024 different 15-bit candidate
random number initial values are each associated with a
different one out of all possible values (0 to 1023) of
table reference data.

[0045] The searching unit 217 searches the initial
value table 216 for a candidate random number initial
value corresponding to the table reference data output-
ted from the reference data generating unit 215, and
outputs the candidate random number initial value to
the random number generating unit 212 as the random
number initial value.

[0046] Since the plurality of sectors 100 each have
a different sector number, the random number initial
value such determined by the medium identifier and the
sector number of the sector into which the user data is
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to be stored will end up being unique to that sector.

[0047] The random number generating unit 212
generates a different random number for each byte of
the user data based on the random number initial value,
and outputs the random number to the scrambling unit
213.

[0048] FIG. 6 shows the main construction of the
random number generating unit 212 for generating a
random number. First, the random number initial value
of 15 bits (10 to 114), which is outputted from the initial
value determining unit 211 every time the sector
number externally inputted in the initial value determin-
ing unit 211 changes, is inputted in an area 601 at
respective bit positions (RO to R14). When a clock sig-
nal from a clock generator (not illustrated) is inputted in
the random number generating unit 212, the two bits in
the bit positions R14 and R10 are XORed, the 15-bit
data in the area 601 is shifted left by 1 bit, and the XOR
outcome of the two bits is introduced in the rightmost bit
position RO. Then the lower-order 8 bits in the bit posi-
tions RO to R7 are outputted to the scrambling unit 213
as a random number. Here, the input of the clock signal
in the random number generating unit 212 is made in
sync with the input of 1 byte of the user data in the
scrambling unit 213.

[0049] When 1 byte (8 bits) of the user data is input-
ted, the scrambling unit 213 scrambles the inputted 8-bit
data with the 8-bit random number outputted from the
random number generating unit 212. The scrambled
data is then outputted to the writing unit 214. The
scrambling here is carried out by XORing the inputted
data and the random number for corresponding bits.
[0050] FIG. 7 shows the main construction of the
scrambling unit 213 for scrambling the inputted data and
the random number. The 8 bits (RO to R7) of the random
number and the 8 bits (DO to D7) of the inputted data
are inputted in corresponding 8 XOR circuits in the
scrambling unit 213, as a result of which the 8-bit XOR
outcome (SDO to SD7) is obtained.

[0051] The above operations of the random number
generating unit 212 and scrambling unit 213 are
repeated on a byte-by-byte basis until all bytes of the
user data are scrambled.

[0052] The writing unit 214 writes the scrambled
user data into the data storage area of the appropriate
sector in the information recording medium 10.

(Medium Identifier Recording Unit)

[0053] The medium identifier recording unit scram-
bles the medium identifier used for generating the
scramble key of the user data, and stores the scrambled
medium identifier into the medium identifier storage
sector. This scrambling and writing of the medium iden-
tifier by the medium identifier recording unit precedes
the aforedescribed operation of the data recording unit
21. The medium identifier recording unit generates a
scramble key for the medium identifier based on the
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sector number of the medium identifier storage sector
and fixed data common to all information recording
mediums, scrambles the medium identifier with the gen-
erated scramble key, and writes the scrambled medium
identifier into the medium identifier storage sector.
[0054] FIG. 8 is a block diagram showing the con-
struction of this medium identifier recording unit 22. The
construction and operation of the medium identifier
recording unit 22 are similar to the data recording unit
21, except that the processing object is the medium
identifier. In the figure, an initial value determining unit
221 determines a random number initial value for a
sequence of random numbers used for scrambling the
medium identifier, based on the sector number of the
medium identifier storage sector and the common fixed
data. A random number generating unit 222 generates
the sequence of random numbers from the random
number initial value as the scramble key. A scrambling
unit 223 scrambles the medium identifier using the
sequence of random numbers, on a byte-by-byte basis.
A writing unit 224 writes the scrambled medium identi-
fier into the medium identifier storage sector of the infor-
mation recording medium 10. The fixed data is 32 bits
long in this embodiment.

[0055] The initial value determining unit 221
includes a reference data generating unit 225 for gener-
ating table reference data from the externally inputted
sector number and fixed data, an initial value table 226
holding a plurality of candidate random number initial
values which are each associated with different table
reference data, and a searching unit 227 for searching
the initial value table 226 for a candidate random
number initial value associated with the table reference
data generated by the reference data generating unit
225. The operations of the reference data generating
unit 225 and searching unit 227 and the structure of the
initial value table 226 are the same as the reference
data generating unit 215, the searching unit 217, and
the initial value table 216 in the data recording unit 21,
so that their explanation has been omitted here.

[0056] Also, the operation of the random number
generating unit 222 is the same as the random number
generating unit 212 in the data recording unit 21.
[0057] The operations of the scrambling unit 223
and writing unit 224 are the same as the scrambling unit
213 and the writing unit 214 in the data recording unit
21. Since the medium identifier to be scrambled is 32
bits (4 bytes) long, the generation of a random number
and the scrambling of 1 byte of the medium identifier are
repeated four times, as a result of which the scrambled
medium identifier is produced and written in the top 4-
byte area of the data storage area of the medium identi-
fier storage sector in the information recording medium
10.

(Medium identifier Reproducing Unit)
The medium

[0058] identifier reproducing unit
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descrambles the scrambled medium identifier stored in
the medium identifier storage sector, and outputs the
descrambled medium identifier to the data recording
unit 21 or the data reproducing unit. When the recording
of the user data onto the information recording medium
10 is required, the descrambled medium identifier is
sent to the data recording unit 21, whereas when the
reading and reproduction of the user data from the infor-
mation recording medium 10 is required, the descram-
bled medium identifier is sent to the data reproducing
unit.

[0059] The operation of the medium identifier repro-
ducing unit is the inverse of the operation of the medium
identifier recording unit 22. More specifically, while the
medium identifier recording unit 22 scrambles the
medium identifier (A) with the sequence of random
numbers (scramble key) (B) to obtain the scrambled
medium identifier (C) (i.e. A+B—C), the medium identi-
fier reproducing unit descrambles the scrambled
medium identifier (C) with the sequence of random
numbers (descramble key) (B) to recover the original
medium identifier (A) (i.e. C+B—A). Here, the descram-
ble key must be identical to the scramble key, to recover
the original medium identifier properly.

[0060] FIG. 9 is a block diagram showing the con-
struction of this medium identifier reproducing unit 23.
Its operation is similar to the medium identifier recording
unit 22. In particular, the construction and operation for
generating a sequence of random numbers (descram-
ble key) from the sector number of the medium identifier
storage sector and the common fixed data are the same
as the medium identifier recording unit 22. The medium
identifier reproducing unit 23 is roughly made up of the
initial value determining unit 221 for determining a ran-
dom number initial value for a sequence of random
numbers used for descrambling the scrambled medium
identifier, the random number generating unit 222 for
generating the sequence of random numbers from the
random number initial value as the descramble key, a
descrambling unit 233 for descrambling the scrambled
medium identifier using the sequence of random num-
bers on a byte-by-byte basis, and a reproducing unit
234 for outputting the descrambled medium identifier to
the data recording unit 21 or the data reproducing unit.
[0061] The operations of the initial value determin-
ing unit 221 and random number generating unit 222
are as explained above.

[0062] When 1 byte of the scrambled medium iden-
tifier is inputted, the descrambling unit 233 descrambles
the inputted data using the same random number used
for scrambling that byte of the medium identifier by the
medium identifier recording unit 22. This descrambling
is done by XORing the inputted data and the random
number. To do this, the descrambling unit 233 has the
same construction as the scrambling unit 223 in the
medium identifier recording unit 22 (i.e. the scrambling
unit 213 in the data recording unit 21 shown in FIG. 7).
The descrambling is repeated four times, as a result of
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which the original medium identifier is recovered.

[0063] The reproducing unit 234 outputs the recov-
ered medium identifier to the data recording unit 21 or
the data reproducing unit.

(Data Reproducing Unit)

[0064] The data reproducing unit generates a
descramble key based on the medium identifier output-
ted from the medium identifier reproducing unit 23 and
the sector number of the sector in which the scrambled
user data to be reproduced is stored, descrambles the
scrambled user data using the generated descramble
key, and outputs the descrambled user data to the PC
30.

[0065] The operation of this data reproducing unit is
the inverse of the operation of the data recording unit
21. To be more specific, while the data recording unit 21
scrambles the user data (A) with the sequence of ran-
dom numbers (scramble key) (B) to generate the scram-
bled user data (C) (i.e. A+B—C), the data reproducing
unit descrambles the scrambled user data (C) with the
sequence of random numbers (descramble key) (B) to
obtain the original user data (A) (i.e. C+B—A). Here, the
descramble key must be identical to the scramble key to
obtain the original user data properly.

[0066] FIG. 10 is a block diagram showing the con-
struction of this data reproducing unit 24. Its operation is
similar to the data recording unit 21. In particular, the
construction and operation for generating a sequence of
random numbers from the sector number and the
medium identifier are the same as the data recording
unit 21. The data reproducing unit 24 is roughly made
up of the initial value determining unit 211 for determin-
ing a random number initial value for a sequence of ran-
dom numbers (descramble key) used for descrambling
the scrambled user data, the random number generat-
ing unit 212 for generating the sequence of random
numbers from the random number initial value as the
descramble key, a descrambling unit 243 for descram-
bling the scrambled user data using the sequence of
random numbers on a byte-by-byte basis, and a repro-
ducing unit 244 for outputting the descrambled user
data to the PC 30.

[0067] The operations of the initial value determin-
ing unit 211 and random number generating unit 212
are as explained above.

[0068] The operation of the descrambling unit 243
is similar to the scrambling unit 213 in the data record-
ing unit 21. When 1 byte of the scrambled user data is
inputted, the descrambling unit 243 takes XOR of the
inputted data and the same random number used for
scrambling that byte of the user data by the data record-
ing unit 21, and outputs the descrambled data to the
reproducing unit 244. This descrambling is repeated
until all bytes of the scrambled user data are descram-
bled, as a result of which the original user data is
obtained.
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[0069] The reproducing unit 244 temporarily holds
the user data outputted from the descrambling unit 243,
and outputs it to the PC 30 at a predetermined transfer
rate.

(Conclusion)

[0070] According to this embodiment, user data to
be recorded on the information recording medium 10 is
scrambled using a scramble key which is generated
from the unique medium identifier of the information
recording medium 10 and the unique sector number of
the sector into which the user data is to be recorded.
Therefore, even if an unauthorized party acquires a
scramble key used for recording user data on one infor-
mation recording medium, it cannot reproduce user
data recorded on another information recording medium
using the acquired scramble key. Also, even if the unau-
thorized party acquires a scramble key used for record-
ing user data in one sector of an information recording
medium, it cannot reproduce user data recorded in
another sector of the information recording medium
using the acquired scramble key. By such ensuring
security not only for each individual medium but also for
each individual sector, unauthorized data reproduction
is effectively prevented.

[0071] Furthermore, the medium identifier itself is
scrambled using a scramble key which is generated
from the fixed data and the sector number of the
medium identifier storage sector, and is stored on the
information recording medium 10. This makes it difficult
for the unauthorized party to acquire the medium identi-
fier, thereby preventing unauthorized data reproduction
more effectively.

[0072] It should be noted that the scrambling of the
medium identifier may be performed at the time of man-
ufacturing of the information recording medium 10. In
such a case, the medium identifier recording unit 22
described above is not part of the information record-
ing/reproducing apparatus 20 but is an independent
device.

[0073] Also, the content of the initial value table for
determining a random number initial value may be
made different for each information recording/reproduc-
ing apparatus. In such a case, user data recorded on an
information recording medium by one information
recording/reproducing apparatus cannot be reproduced
by another information recording/reproducing appara-
tus. This ensures security for each information record-
ing/reproducing apparatus.

Second Embodiment

[0074] The following is a description of the second
embodiment of the invention. The differences with the
first embodiment primarily lie in the construction and
operation for determining a random number initial value
in the data recording unit and the data reproducing unit.
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The following description focuses on the differences
with the first embodiment.

(Data Recording Unit)

[0075] FIG. 11 is a block diagram showing the con-
struction of a data recording unit 60 according to the
second embodiment. This data recording unit 60 differs
with the data recording unit 21 shown in FIG. 3 in that it
is equipped with an initial value determining unit 600
and a writing unit 610 in place of the initial value deter-
mining unit 211 and the writing unit 214. The initial value
determining unit 600 includes the reference data gener-
ating unit 215, three initial value tables 601 to 603, and
a searching unit 604. Among these, the reference data
generating unit 215 is the same as that in the data
recording unit 21. The searching unit 604 selects one of
the initial value tables 601 to 603 to be searched using
table reference data generated by the reference data
generating unit 215, in accordance with an externally
inputted table selection signal. In the description that
follows, user data is grouped under three types that are
image data, audio data, and character data.

[0076] The initial value tables 601 to 603 are pro-
vided for image data, audio data, and character data,
respectively. The structure of each initial value table is
the same as the initial value table 216 in the data
recording unit 21. Candidate random number initial val-
ues are different with each other not only within each of
the initial value tables 601 to 603 but also across the ini-
tial value tables 601 to 603.

[0077] Once the reference data generating unit 215
has generated the table reference data from the sector
number and the medium identifier and outputted the
table reference data to the searching unit 604 as in the
first embodiment, the searching unit 604 selects one of
the initial value tables 601 to 603 in accordance with the
table selection signal inputted along with the sector
number and the medium identifier, searches the
selected initial value table for a candidate random
number initial value corresponding to the table refer-
ence data, and outputs the candidate random number
initial value to the random number generating unit 212.
[0078] The table selection signal takes on three val-
ues which correspond to the three types of user data
that are image data, audio data, and character data.
Information specifying the type of the user data is con-
tained in header information of the user data.

[0079] Here, the value of the table selection signal
needs to be retained so as to enable the data reproduc-
ing unit to select the same initial value table as the data
recording unit 60. Accordingly, the searching unit 604
outputs the table selection signal value to the writing
unit 610. The writing unit 610 writes the table selection
signal value into the sector header area of the sector
into which the user data is to be stored.

[0080] The operations of the random number gen-
erating unit 212 and scrambling unit 213, and the oper-



15 EP 1093 121 A1 16

ation of writing the scrambled user data by the writing
unit 601 are the same as those in the first embodiment.

(Data Reproducing Unit)

[0081] FIG. 12 is a block diagram showing the con-
struction of a data reproducing unit 70 according to the
second embodiment. This data reproducing unit 70 dif-
fers with the data reproducing unit 24 shown in FIG. 10
in that it is equipped with an initial value determining unit
700 in place of the initial value determining unit 211.
The initial value determining unit 700 includes the refer-
ence data generating unit 215, the three initial value
tables 601 to 603, and a searching unit 704. Among
these, the reference data generating unit 215 is the
same as that in the data reproducing unit 24.

[0082] The initial value tables 601 to 603 are the
same as those in the data recording unit 60.

[0083] The searching unit 704 selects one of the ini-
tial table values 601 to 603 to be searched using table
reference data generated by the reference data gener-
ating unit 215, in accordance with the externally input-
ted table selection signal.

[0084] Once the reference data generating unit 215
has generated the table reference data from the sector
number and the medium identifier and outputted it to the
searching unit 704, the searching unit 704 selects one
of the initial value tables 601 to 603 based on the table
selection signal value read from the sector header area
of the sector which stores the scrambled user data,
searches the selected initial value table for a candidate
random number initial value corresponding to the table
reference data, and outputs the candidate random
number initial value to the random number generating
unit 212.

[0085] As noted earlier, this table selection signal
value was referenced in the scrambling of the user data
and stored in the corresponding sector together with the
scrambled user data, by the data recording unit 60.
[0086] The operations of the random number gen-
erating unit 212, descrambling unit 243, and reproduc-
ing unit 244 are the same as those in the first
embodiment.

(Conclusion)

[0087] According to this embodiment, a scramble
key (a sequence of random numbers) for scrambling
user data is generated based on the three factors that
are a sector number, a medium identifier, and a table
selection signal (user data type). Accordingly, a danger
that an unauthorized party acquires the scramble key
and reproduces the user data with the scramble key is
further reduced.

[0088] Though the initial value tables are provided
for the different data types in this embodiment, initial
value tables may also be provided for different applica-
tion and/or version types.
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[0089] Also, the information recording/reproducing
apparatus 20 may be provided only with initial value
tables corresponding to certain data, application, and/or
version types, so as to restrict the processing of the
information recording/reproducing apparatus 20 to
those types of data.

[0090] FIG. 13 is a block diagram showing the con-
struction of a data reproducing unit 80 in an information
recording/reproducing apparatus 20 that can handle
only image data and audio data. As illustrated, this data
reproducing unit 80 has the image data initial value
table 601 and the audio data initial value table 602 but
not the character data initial value table 603. This being
so, even if another information recording/reproducing
apparatus scrambles character data and records the
scrambled character data on the information recording
medium 10, the information recording/reproducing
apparatus 20 cannot reproduce the character data, as it
cannot obtain a descramble key to descramble the
scrambled character data without the character data ini-
tial value table 603. By such limiting initial value tables
in each information recording/reproducing apparatus so
that it can process only certain data, application, and/or
version types, it is possible to prohibit information
recording/reproducing apparatuses that differ in proc-
essable data, application, and/or version types, from
using the same information recording medium.

[0091] In the first and second embodiments, the
medium identifier is stored in only one of the plurality of
sectors 100 of the information recording medium 10.
However, if part of the medium identifier storage sector
storing the medium identifier gets damaged, reproduc-
tion of user data may become impossible. To avoid such
a danger, the medium identifier may be stored in more
than one sector.

[0092] Also, information such as the fixed data, the
unscrambled medium identifier, the sector number of
the medium identifier storage sector may be retained in
the lead-in area 110 of the information recording
medium 10 by a stamper.

[0093] Although the present invention has been
fully described by way of examples with reference to the
accompanying drawings, it is to be noted that various
changes and modifications will be apparent to those
skilled in the art. Therefore, unless such changes and
modifications depart from the scope of the present
invention, they should be construed as being included
therein.

Claims
1.  Aninformation recording medium comprising:

a first sector which has a unique sector number
and stores a medium identifier unique to the
information recording medium; and

a plurality of second sectors each of which has
a unique sector number and stores user data,
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wherein the user data stored in each of the plu-
rality of second sectors has been scrambled
using a data scramble key generated based on
the medium identifier and the sector number of
the second sector.

The information recording medium of Claim 1,
wherein the data scramble key is a sequence of
random numbers generated from an initial value
determined based on the medium identifier and the
sector number of the second sector, and

the user data has been scrambled by perform-
ing a predetermined operation on the user data
and the sequence of random numbers on a
byte-by-byte basis.

The information recording medium of Claim 2,
wherein the medium identifier stored in the first sec-
tor has been scrambled using a medium identifier
scramble key generated based on predetermined
data and the sector number of the first sector.

The information recording medium of Claim 3,
wherein the first sector also stores user data.

The information recording medium of Claim 4,
wherein the predetermined data is stored in a lead-
in area of the information recording medium.

An information recording apparatus for scrambling
user data and recording the scrambled user data
onto an information recording medium, the informa-
tion recording medium including a first sector which
stores a medium identifier unique to the information
recording medium and a plurality of second sectors
each of which has a unique sector number and is
used for storing user data, the information record-
ing apparatus comprising:

initial value determining means for determining
an initial value based on the medium identifier
and a sector number of a second sector into
which the user data is to be recorded;

random number generating means for generat-
ing a sequence of random numbers from the
initial value;

scrambling means for scrambling the user data
using the sequence of random numbers; and
recording means for recording the scrambled
user data into the second sector.

The information recording apparatus of Claim 6,
wherein the first sector has a unique sector number,
and the medium identifier stored in the first sector
has been scrambled using a scramble key gener-
ated based on predetermined data and the sector
number of the first sector,
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10

the information recording apparatus further
comprising

medium identifier reproducing means for read-
ing the scrambled medium identifier from the
first sector, and descrambling the scrambled
medium identifier using a descramble key gen-
erated based on the predetermined data and
the sector number of the first sector,

wherein the initial value determining means
determines the initial value based on the
descrambled medium identifier and the sector
number of the second sector.

8. The information recording apparatus of Claim 7,

wherein the initial

includes:

value determining means

reference data generating means for generat-
ing reference data from the medium identifier
and the sector number of the second sector;
an initial value table holding a plurality of candi-
date initial values which are each associated
with different reference data; and

searching means for searching the initial value
table for a candidate initial value associated
with the reference data generated by the refer-
ence data generating means, and setting the
candidate initial value as the initial value,
wherein the random number generating means
generates the sequence of random numbers
from the initial value set by the searching
means.

9. The information recording apparatus of Claim 8,

wherein the user data is accompanied by type infor-
mation showing a data type of the user data,

the initial value determining means further
including:

a plurality of different initial value tables corre-
sponding to different data types; and

table selecting means for selecting one of the
plurality of initial value tables in accordance
with the type information accompanying the
user data,

wherein the searching means searches the
selected initial value table for the candidate ini-
tial value associated with the generated refer-
ence data.

10. An information recording method for scrambling

user data and recording the scrambled user data
onto an information recording medium, the informa-
tion recording medium including a first sector which
stores a medium identifier unique to the information
recording medium and a plurality of second sectors
each of which has a unique sector number and is
used for storing user data, the information record-
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ing method comprising:

an initial value determining step for determining
an initial value based on the medium identifier
and a sector number of a second sector into
which the user data is to be recorded,;

a random number generating step for generat-
ing a sequence of random numbers from the
initial value;

a scrambling step for scrambling the user data
using the sequence of random numbers; and

a recording step for recording the scrambled
user data into the second sector.

11. The information recording method of Claim 10,

wherein the first sector has a unique sector number,
and the medium identifier stored in the first sector
has been scrambled using a scramble key gener-
ated based on predetermined data and the sector
number of the first sector,

the information recording method further com-
prising

a medium identifier reproducing step for read-
ing the scrambled medium identifier from the
first sector, and descrambling the scrambled
medium identifier using a descramble key gen-
erated based on the predetermined data and
the sector number of the first sector,

wherein the initial value determining step deter-
mines the initial value based on the descram-
bled medium identifier and the sector number
of the second sector.

12. The information recording method of Claim 11,

wherein the initial value determining step includes:

a reference data generating step for generating
reference data from the medium identifier and
the sector number of the second sector; and

a searching step for searching an initial value
table that holds a plurality of candidate initial
values which are each associated with different
reference data, for a candidate initial value
associated with the reference data generated
by the reference data generating step, and set-
ting the candidate initial value as the initial
value,

wherein the random number generating step
generates the sequence of random numbers
from the initial value set by the searching step.

13. The information recording method of Claim 12,

wherein the user data is accompanied by type infor-
mation showing a data type of the user data,

the initial value determining step further includ-
ing
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14.

15.

16.

20

a table selecting step for selecting, among a
plurality of different initial value tables corre-
sponding to different data types, an initial value
table in accordance with the type information
accompanying the user data,

wherein the searching step searches the
selected initial value table for the candidate ini-
tial value associated with the generated refer-
ence data.

An information reproducing apparatus for reproduc-
ing user data recorded on an information recording
medium, the information recording medium includ-
ing a first sector which stores a medium identifier
unique to the information recording medium and a
plurality of second sectors each of which has a
unique sector number and is used for storing user
data in a scrambled form, the information reproduc-
ing apparatus comprising:

initial value determining means for determining
an initial value based on the medium identifier
and a sector number of a second sector in
which the user data to be reproduced is stored
in a scrambled form;

random number generating means for generat-
ing a sequence of random numbers from the
initial value; and

reproducing means for reading the scrambled
user data from the second sector, descram-
bling the scrambled user data using the
sequence of random numbers, and reproduc-
ing the descrambled user data.

The information reproducing apparatus of Claim 14,
wherein the first sector has a unique sector number,
and the medium identifier stored in the first sector
has been scrambled using a scramble key gener-
ated based on predetermined data and the sector
number of the first sector,

the information reproducing apparatus further
comprising

medium identifier reproducing means for read-
ing the scrambled medium identifier from the
first sector, and descrambling the scrambled
medium identifier using a descramble key gen-
erated based on the predetermined data and
the sector number of the first sector,

wherein the initial value determining means
determines the initial value based on the
descrambled medium identifier and the sector
number of the second sector.

An information reproducing method for reproducing
user data recorded on an information recording
medium, the information recording medium includ-
ing a first sector which stores a medium identifier
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unique to the information recording medium and a
plurality of second sectors each of which has a
unique sector number and is used for storing user
data in a scrambled form, the information reproduc-
ing method comprising:

an initial value determining step for determining
an initial value based on the medium identifier
and a sector number of a second sector in
which the user data to be reproduced is stored
in a scrambled form;

a random number generating step for generat-
ing a sequence of random numbers from the
initial value; and

a reproducing step for reading the scrambled
user data from the second sector, descram-
bling the scrambled user data using the
sequence of random numbers, and reproduc-
ing the descrambled user data.

The information reproducing method of Claim 16,
wherein the first sector has a unique sector number,
and the medium identifier stored in the first sector
has been scrambled using a scramble key gener-
ated based on predetermined data and the sector
number of the first sector,

the information reproducing method further
comprising

a medium identifier reproducing step for read-
ing the scrambled medium identifier from the
first sector, and descrambling the scrambled
medium identifier using a descramble key gen-
erated based on the predetermined data and
the sector number of the first sector,

wherein the initial value determining step deter-
mines the initial value based on the descram-
bled medium identifier and the sector number
of the second sector.

A medium identifier recording apparatus for record-
ing a unique medium identifier onto an information
recording medium that includes a first sector for
storing the medium identifier, comprising:

initial value determining means for determining
an initial value based on predetermined data
and a sector number uniquely given to the first
sector;

random number generating means for generat-
ing a sequence of random numbers from the
initial value;

scrambling means for scrambling the medium
identifier using the sequence of random num-
bers; and

recording means for recording the scrambled
medium identifier into the first sector.
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