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(54) A biometric sensing device

(57)  Abiometric sensing device wherein the biomet-
ric data, collected by a biometric sensor, is combined
into a data word with a time signal, indicating the time
at which the biometric data was collected and/or a po-

sition signal indicating the position at which the biomet-
ric data was collected. The thus formed data word is
stored during a predetermined time period in order to
enable a verification with subsequently generated data
words.
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Description

[0001] The invention relates to a biometric sensing
device comprising a biometric sensor provided for col-
lecting biometric data of a user and for forming a bio-
metric data signal based on said collected biometric da-
ta.

[0002] Such a biometric sensing device is generally
known and used for authentication purposes. Generally
a fingerprint, a spoken word or an eye pattern of the user
are recorded by the biometric sensor in order to form a
biometric data signal. If the data signal is recognised by
the system, the user will obtain access, if not, access
will be refused.

[0003] Although biometric sensors have substantially
increased the reliability of authentication operations by
making fraud more difficult, impostors have found ways
to supply falsified data which can not easily be detected
by the biometric sensing device. So, for example, when
a spoken word has to be supplied to the biometric sen-
sor, the latter could have been recorded on beforehand
and played back in front of the biometric sensor. If the
latter can not make the distinction between a "life" spo-
ken word and a "played back" word, the impostor will
get access.

[0004] Itis an object of the presentinvention to realise
a biometric sensing device having means that enable to
detect fraudulent attempts.

[0005] A biometric sensing device according to the
present invention is therefore characterised in that said
biometric sensor is provided for generating a start pulse
upon collecting biometric data of said user, said device
further comprising at least a first signal generator having
an input for receiving said start pulse and being provided
for generating, under control of said start pulse and with-
in a first predetermined time period, a time signal indi-
cating a time at which said collecting of biometric data
was performed and/or a position of said user, said de-
vice also comprises a data word generator provided for
receiving said biometric data signal, said time signal
and/or position signal and for forming a data word by
combining those signals, said data word generator be-
ing linked to a verification element having a memory for
storing said data word during a second predetermined
time period, said verification element being provided for
checking if a subsequent received data word, having a
biometric data signal which corresponds with the bio-
metric data signal of a stored data word, forms with that
stored data word an admissible sequence and for gen-
erating a flag if said subsequent received data word
does not form an admissible sequence. Since the time
and/or position signal is determined under control of the
start pulse and within a predetermined first time period,
those signals indicate rather precisely the time at which
the biometric data of the user was collected and/or
where. By associating the time and/or the location to the
biometric signal a unique data word is obtained which
can be stored and used for further analysis. When a
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same biometric signal is subsequently formed, it will
necessarily be associated with a different time and may-
be with a different location. The time and/or location in-
formation can now be used to check if the subsequently
formed data word is admissible. So, for example, if a
same biometric data is collected first in Tokyo and one
hour laterin Houston (Texas), such a sequence is clearly
considered as inadmissible as it is impossible to travel
on earth within one hour from Tokyo to Houston. At least
one of both attempts is clearly false.

[0006] A first preferred embodiment of a biometric
sensing device according to the invention is character-
ised in that said first signal generator is provided for gen-
erating said time signal and wherein said device com-
prises a second signal generator, provided for generat-
ing under control of said start pulse and within said first
predetermined time period, said position signal. Al-
though either a time measurement or a location deter-
mination alone could be sufficient, the combination of
both signals clearly enhances the possibility to detect a
fraudulent attempt.

[0007] A second preferred embodiment of a biometric
sensing device according to the invention is character-
ised in that said biometric sensor and said first and sec-
ond generators are embedded in a same component. In
such a manner the data word is generated within a same
component and its falsification is not easy.

[0008] Preferably, said data word generator is provid-
ed for encrypting said data word. Encryption of the data
word enhances the reliability.

[0009] The invention will now be described in more
details with reference to the drawings, illustrating a pre-
ferred embodiment of a device according to the inven-
tion. In the drawings :

figure 1 shows a block diagram of the biometric sen-
sor and the first and second generator;

figure 2 shows a block diagram of the verification
element; and

figure 3 shows a time diagram.

[0010] Although the biometric sensing device accord-
ing to the present invention is shown as split over the
figures 1 and 2, the elements composing the device
could either be formed by two physically separated parts
or by a single part.

[0011] The biometric sensing device according to the
present invention comprises a biometric sensor, having
a sensing unit 1, connected via a bus 2 to a microproc-
essor 3. Depending on the biometric data to be collect-
ed, the sensing unit will either be formed by a single or
a plurality of elements. So, for example, when only fin-
gerprint data have to be collected, the unit 2 will be
formed by a fingerprint scanner. A microphone for voice
recording or a T.V.-camera for eye pattern or face rec-
ognition could be used either in combination with the fin-
gerprint scanner or alone depending on the imposed
level of security.
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[0012] A memory 4 is also connected to the bus 2 for
storing program data for operating the device. A first sig-
nal generator 5 and a second signal generator 6 as well
as an I/O interface 8 are also connected to the bus 2.
The first signal generator 5 is provided for generating a
time signal whereas the second signal generator 6 is
provided for generating a position signal. Although both
the first and second signal generator are shown in figure
1, it is not necessary that both are present. The device
could also operate with only one of both signal genera-
tors. The presence of one or both signal generators will
depend on the application and required degree of secu-
rity. The latter will also determine how the signal gener-
ators are implemented. For a low end device, the first
signal generator could be formed by a clock which could
even be the one of the microprocessor combined with
a counter. For a high end device, the first signal gener-
ator could be formed by an atomic clock signal receiver
provided to receive satellite signals. A low end second
signal generator could simply be formed by a memory
element wherein the position where the device is fixed
is stored. A high end second signal generator could be
formed by a GPS receiver provided with an antenna 7.
It would also be possible to combine, for a device which
should remain at a same position, a memory and a GPS
receiver. In such a manner, it would be possible to detect
that the sensor is removed from its fixed position since
the received GPS signal would no longer match with the
stored one.

[0013] The verification element shown in figure 2
comprises a bus 10 to which I/O interface 9, a micro-
processor 11 and a memory 12, are connected. The I/
O interface 9 is provided to communicate with the I/O
interface 8 in a usual manner for computer systems.
[0014] Suppose now that a user presents himself to
the device in order to get access to for example a build-
ing, a file or a bank account. The sensing unit 1 will col-
lect its biometric data and form a biometric signal with
the collected data in a well known manner. The fact that
the biometric sensing unit 1 has detected the presence
of the user and starts to collect data at a time t1 (see
figure 3) will cause the latter to generate a start pulse
S1. In order to avoid malfunctioning, it is important that
the start pulse is only generated if indeed biometric data
are collected and not upon collecting noise. Therefore,
it could even be possible that the start pulse is only gen-
erated immediately after the biometric data of the user
is collected and recognised as being biometric data.
[0015] The first 5 and second 6 signal generator each
have an input for receiving the start pulse which starts
a first predetermined time period T1 of for example 1
second or less. Under control of the start pulse, the first
and second generator will generate during the first time
period a time signal and a position signal respectively.
The time signal will indicate the time at which the user's
biometric data have been collected and the position sig-
nal will indicate the actual geographic position of the us-
er when his biometric data are collected i.e. the actual
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position of the sensing device. As the time and position
signal reflects an actual information of the user, it is im-
portant that the first time period is short and linked to
the start pulse. The time signal can express the time ei-
ther in hours, minutes, seconds or as a number, where-
as the position can be expressed in degrees or by indi-
cating the place, street etc..

[0016] The biometric data signal, the time and/or po-
sition signal, depending on the embodiment, are then
supplied to a data word generator which is part of the
microprocessor 3. The data word generator is provided
for combining the biometric signal with the first and/or
second signal in order to form a data word. That data
word can be formed either by a juxtaposition of the sig-
nal values or by interleaving the time and/or position val-
ues with the biometric data signal values. When using
several biometric units, the time and position values
could be added once or to each of the biometric values.
When using a sample and hold technology for determin-
ing the value of the different signals, the time and/or po-
sition values could be inserted for each sample value
thus enabling to compensate for drift.

[0017] Once the data word is generated, the latter
could also be encrypted which is preferred if the data
word has to be sent via a public communication medium
to the verification unit. The quality of the encryption al-
gorithm will of course be determined by the required de-
gree of security. In this way, data confidentiality and in-
tegrity are ensured as possible data tampering in un-
controlled environments is substantially reduced. The
encryption is performed by providing the data word gen-
erator with encryption means.

[0018] The data word or the encrypted data word if
available is thereafter transmitted via the 1/O interfaces
8 and 9 to the memory 12 of the verification unit 14
where it will be stored during a second predetermined
time period T2 which is substantially longer than the first
time period T1. Depending on the required security lev-
el, the second time period will be, for example, one day,
one week, one month, one or several years. The second
time period is either started by the down going edge of
the clock signal determining the first period as illustrated
in figure 3 or by an internal clock of the verification unit.
The end of the second period is determined either by
annexing a time period to the stored data word or by the
internal clock of the verification unit. Once the second
predetermined period has lapsed, the stored data word
can be retrieved or at least is no longer considered as
valid and can be overruled.

[0019] Suppose now that the same user presents
himself one day later before the same sensing unit 1.
The same operation as described here before will be
performed leading to the generation of a subsequent da-
ta word. Since the same user is concerned, the biomet-
ric data signal will most probably be the same or at least
corresponding. The position signal included in the data
word will also be the same, since the same sensor is
used but the time signal will be different. The verification
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element is now provided for establishing, by comparing
the biometric data signal part in the subsequent data
word with the stored data words, that a same user is
concerned since the biometric data signal parts match.
The verification element will then compare the position
and time signal of the received subsequent data word
with the one that has been identified among the stored
one as belonging to a same user. The verification ele-
ment will, in the present example, establish that the po-
sition signals match and that only the time signals are
different. The verification element will now check if both
time signals form an admissible sequence. This signifies
that the verification unit will apply predetermined criteria
to establish whether the sequence is admissible or not.
So, for example, the verification unit could have a criteria
that for this sensing device one day time difference with
a same location is admissible since the sensor controls
the access to his office. In this case, the user is identified
as the correct one and access is provided. In order to
update the memory, the subsequent data word could
overrule the actual stored data word.

[0020] Suppose now that the legally entitled user
presents himself at a time T to a bank terminal in Tokyo
equipped with a microphone wherein a spoken word has
to be used as biometric data. Suppose also that an im-
postor has recorded the voice of the correct user on tape
and presents himself one hour later (T+1) at a bank ter-
minal in Houston (Texas). The device will generate and
store a first data word for the correct user including his
voice biometric data with Tokyo as position signal and
time T as time signal. One hour later the verification el-
ement will receive a second subsequent data word hav-
ing a same biometric data since the recorded voice was
used, but with T + 1 as time signal and Houston as po-
sition signal. Since both biometric data signals match,
the verification unit will compare the time and position
signal of the second subsequent data word with the one
of the first data word retrieved from the memory. The
verification unit will have as predetermined criteria a dis-
tance between the position signals which related to the
time difference between the time signal may not exceed
a threshold value. The verification element will calculate
the difference in position between Tokyo and Houston
and will establish that this distance exceeds the thresh-
old value as it is impossible to travel from Tokyo to Hou-
ston in one hour time. The verification will thus consider
the sequence between the first and second data word
as being inadmissible and will generate a flag.

[0021] That flag can then be used to prevent the stor-
age of the second data word and to generate an alarm
signal that could lead to prevent the impostor in Texas
to get access to that bank account.

[0022] The biometric sensing device according to the
present invention is applicable everywhere where ac-
cess control is realised by means of biometric authenti-
cation. The present device can however also be used
in combination with other devices such as mobile
phones, cars, trucks or in the transaction of documents.
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So for example, the device according to the invention
could be embedded in a mobile phone using the oper-
ator antenna identifier as input data for the position of
the user. The time data can be supplied either from the
internal phone clock or from the operator. The antenna
identifier indeed enables to locate where the phone is
used and can therefore be used as position data. Since
the time and position data are known and combined with
the biometric data, it will provide evidence to prove that
a user indeed used that telephone at that place at that
time. Such an information would be useful when the
debit note for the phone would be contested.

[0023] The device according to the present invention
could also be mounted in a truck or other vehicle
equipped with a GPS navigation system. The device
would then be used for identifying the driver and/or
tracking the vehicle. The driver would have to introduce
his biometric data within certain time periods. Since the
position data is added to the biometric data, it would be
possible, based on the stored data to monitor where the
vehicle was and at what time.

[0024] The device according to the present invention
could further be used for authentication of the transac-
tion of official documents. So, for example, when a doc-
ument has to be signed by different persons who are not
necessarily at the same place, the device could be used
to establish that the concerned persons where at a well
defined place, for example with a notary public, at a well
defined time.

[0025] When use is made of several biometric sen-
sors for authentication purpose, those sensors need not
to be necessarily combined in a same apparatus for ap-
plication of the present invention. So, for example a
camera, which is used for monitoring a public place
could be used for face recognition and output biometric
face data. A fingerprint sensor and/or voice sensor could
also be used for fingerprint and/or voice biometric data.
To each biometric data, a position and time signal could
be added as described here before in order to form a
set. That set could then be used to furnish evidence that
a person indeed was present at a certain time at a cer-
tain place since the data had been collected by two sen-
sors operating independently from each other.

Claims

1. A biometric sensing device comprising a biometric
sensor provided for collecting biometric data of a
user and for forming a biometric data signal based
on said collected biometric data, characterised in
that said biometric sensor is provided for generat-
ing a start pulse upon collecting biometric data of
said user, said device further comprising at least a
first signal generator having an input for receiving
said start pulse and being provided for generating
under control of said start pulse and within a first
predetermined time period a time signal indicating
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a time at which said collecting of biometric data was
performed and/or a position of said user, said de-
vice also comprises a data word generator provided

for receiving said biometric data signal, said time
signal and/or position signal and for forming a data 5
word by combining those signals, said data word
generator being linked to a verification element hav-

ing a memory for storing said data word during a
second predetermined time period, said verification
element being provided for checking if a subse- 170
quent received data word, having a biometric data
signal which corresponds with the biometric data
signal of a stored data word, forms with that stored
data word an admissible sequence and for gener-
ating a flag if said subsequent received data word 15
does not form an admissible sequence.

A biometric sensing device as claimed in claim 1,
characterised in that said first signal generator is
provided for generating said time signal and where- 20
in said device comprises a second signal generator
provided for generating under control of said start
pulse and within said first predetermined time peri-

od said position signal.

25
A biometric sensing device as claimed in claim 2,
characterised in that said biometric sensor and
said first and second generator are embedded in a
same component.

30

A biometric sensing device as claimed in claim 1 or
2, characterised in that said data word generator
is provided for encrypting said data word.

A biometric sensing device as claimed in any one 35
of the claims 1 to 4, characterised in that said bi-
ometric sensor is provided for performing data col-
lection on different biometric characteristics.

A biometric sensing device as claimed in claim 2, 40
characterised in that said second signal generator
comprises an input for receiving a GPS signal.

A biometric sensing device as claimed in claim 2,
characterised in that said second signal generator 45
comprises a further memory for storing a geograph-

ic position indicating the position at which said sec-

ond signal generator is placed.

A biometric sensing device as claimed in any one 50
of the claims 1 - 7, characterised in that it com-
prises a plurality of biometric sensors provided for
supplying biometric data signals independently
from each other.

55
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