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puters. The connected computers may then automati-
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ed computer files may be provided as a subscription
service by the computer file provider.
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Description

[0001] Thisinvention relates to the field of computers.
More particularly, this invention relates to mechanisms
for the updating of computer files

[0002] A problem in the field of computing is the re-
quirement for regular updating of computer files (possi-
bly by downloading a complete new version of the file
or by an incremental update in which modifying data for
modifying the existing file to form the updated version is
downloaded) held on many different computers. A soft-
ware update may be required because the program has
altered in response to the occurrence of bugs within the
program or to add additional functionality to a program.
Another need for frequent computer file updates is when
the computer file represents rapidly evolving data need-
ed by the computer. An example of this is the computer
virus definitions data that is used by many anti-virus
computer programs. This computer virus definition data
is typically updated when a new virus is encountered
such that the anti-virus software may provide counter-
measures to the new virus. In order that the anti-virus
software being used may operate in an effective manner
itis important that it should use the most up to date virus
definition data.

[0003] In response to this need, anti-virus software
suppliers often provide download facilities from which
users can download the most up to date versions of the
computer virus definition data. One problem with this ap-
proach is that a user must know that an updated virus
definition data file is present in order that it should be
downloaded. One way to deal with this is to configure
the computer program software to automatically check
for new computer virus definition data at periodic inter-
vals. If these intervals are made too short, then this
presents an unnecessary burden upon the computer
systems involved. Conversely, if the intervals are made
too large, then a significant update required to deal with
a new virus threat may not be downloaded in sufficient
time to adequately protect from that virus threat.
[0004] A further problem associated with the down-
loading of virus definition data from the anti-virus soft-
ware supplier is that peak demand for the download of
the new data may cause the systems to malfunction.
Computer viruses are becoming increasingly common
and destructive. With this background, the release of a
new computer virus attracts considerable media atten-
tion resulting in many users simultaneously trying to
download the updated data in a manner that causes this
process to fail.

[0005] Various techniques for updating software are
disclosed in US-A-5,940,074, US-A-4,763,271, US-A-
5,919,247, US-A-5,577,244, US-A-5,809,287, US-A-
5,933,647 and US-A-5,732,275. A technique for updat-
ing anti-virus DAT files via a "push" method is disclosed
in US-A-6,035,423.

[0006] With conventional "pull" techniques for updat-
ing computer files the provider of the updated computer
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file has relatively little control over the download de-
mand. In critical situations the resources of the provider
to enable download by remote computers may be over-
whelmed resulting in denial of download to some users.
It may be that in these circumstances download of an
updated computer file to highly critical corporate mail
servers, firewalls and file servers would be denied
whereas download to a relatively unexposed home user
would be granted.

[0007] Viewed from one aspect this invention pro-
vides a method performed by a provider of a computer
file to trigger updating of said computer file used by a
computer, said method comprising the steps of:

(i) providing an updated version of said computer
file at a location from which it may be downloaded
by said computer;

(ii) sending a tag indicative of availability of said up-
dated computer file to said computer.

[0008] The invention provides a mechanism whereby
the provider of a computer file that is updated may trig-
ger the pull downloading (or other update mechanism)
of that updated computer file by their customers in a
manner which gives the provider control over which
computers are triggered to download the computer file.
In particular, known highly critical computers and/or
computers at a high risk may be immediately triggered
to download the updated computer file as soon as it is
available, and potentially automatically without requiring
administrative intervention, whilst lower priority comput-
ers or computers at less risk may not be so triggered.
Furthermore, the provision of such a triggering mecha-
nism to automatically initiate a high priority download of
the latest version of a computer file may be provided as
a service to specific customers, possibly associated with
a subscription fee.

[0009] It will be appreciated that the tag to initiate the
downloading could take a wide variety of different forms.
As an example, it would be possible for the tag to be
embedded within internet data being passed to a com-
puter via the provider's proxy server, firewall, gateway
etc. However, in preferred embodiments of the invention
the tag forms part of an e-mail message, such as being
embedded within the header of an e-mail message,
which is sent from the provider to the computer (user)
which is registered for the service.

[0010] The widespread availability of e-mail messag-
ing mechanisms and their association with anti-virus
scanning systems makes them a particularly convenient
way for passing such tag messages and having the tags
recognised by appropriate software that will perform the
updating.

[0011] It will be appreciated that the computer file to
be updated could take a wide variety of forms, such as
database data, computer program data etc, but the in-
vention is particularly well suited to the field of anti-virus
computer systems in which the computer file to be up-
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dated may be computer virus definition data, anti-virus
computer programs or scanning engine programs.
[0012] In preferred embodiments the provider of the
computer file and the service maintains a database of
addresses to be sent the tag message when the updat-
ed computer file becomes available. A user may pay to
be included within this database and accordingly re-
ceive the tag and priority updating. Different levels of
service may be provided to different users depending
upon the nature of a user, and possibly the amount of
the fee paid, with priority data being associated within
the database with the data identifying each computer
and this priority data being used to control when the tag
is sent to the computer concerned.

[0013] The computer to be updated and the storage
location of the updated computer file could be physically
separated and connected via a remote link, such as an
internet link. In some circumstances the source and the
computer to be updated may be more locally provided.
It will be appreciated that the source of the tag sent to
the computers may be physically separated from the
storage location of the updated computer file. Further-
more, a plurality of storage locations of the updated
computer file could be provided for use by different com-
puters and one or more sources of tag sent to computers
may similarly be provided in the same or different loca-
tions.

[0014] Complementary aspects of the present inven-
tion also provide a computer program product for con-
trolling a computer in accordance with the above-de-
scribed technique and an apparatus for performing the
above-described technique.

[0015] Embodiments of the invention will now be de-
scribed, by way of example only, with reference to the
accompanying drawings in which:

Figures 1, 2 and 3 illustrate operation of the tech-
nique of the present invention in distributing notifi-
cation of the existence of an update and triggering
download of an update;

Figure 4 is a flow diagram showing the processing
performed by a peer computer of the type illustrated
in Figures 1 to 3;

Figure 5 schematically illustrates a tag of the type
that may be inserted within an e-mail message
header;

Figure 6 illustrates a computer apparatus that may
be used to implement the technique of the present
invention;

Figure 7 schematically illustrates the triggering of
an update by sending an e-mail message from the

update provider;

Figure 8 schematically illustrates subsequent up-
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dating operation following the update of Figure 7;
and

Figure 9 is a flow diagram schematically illustrating
the processing that may be performed by the pro-
vider's computer.

[0016] Figure 1 shows a plurality of computers linked
via the internet 2 (or some other communication link). A
software supplier provides an FTP server 4 from which
updated versions of a computer file may be download-
ed. Figure 1 illustrates a first local area network 6 and
a second local area network 8 linked to the internet 2.
The first local area network 6 includes a mail gateway
computer 10, a local server 12 and two client worksta-
tions 14, 16. In a similar way the second local area net-
work 8 includes a mail gateway 18, alocal server 20 and
two client workstations 22, 24.

[0017] Using known e-mail protocols and computer
programs, the various workstation computers 14, 16,
22, 24 shown in Figure 1 exchange e-mail messages.
In alternative embodiments the data exchange could
take other forms, such as internet web pages or word
processing files that contain headers or the like in which
tags for triggering updates may be embedded. All of the
computers illustrated in Figure 1 utilise anti-virus soft-
ware that requires access to an up to date computer vi-
rus definition data file. As users of this computer virus
definition data file the various mail gateway, server and
workstation computers are peers. The illustrated start-
ing situation in Figure 1 is that all of the computers are
running the most up to date version (#3) of the computer
file that is the version currently stored on the FTP server
4.

[0018] Figure 2 illustrates the start of the dissemina-
tion of an update. The software supplier loads an updat-
ed version of the computer virus definition data file onto
the FTP server 4. A manual or an automatic timed up-
date of the mail gateway 10 then takes place that up-
dates the version of the computer file on the mail gate-
way to #4. Subsequently, an e-mail message is issued
by the workstation computer 16 destined for the work-
station computer 24. The anti-virus software within the
workstation computer 16 tags the e-mail header of the
e-mail message with the version #3 of the computer vi-
rus definition data file that the workstation computer 16
is currently using. This e-mail message first passes
through the local server 12 which is also using this same
version #3 and so leaves the tag unaltered. When the
e-mail message reaches the mail gateway 10, the mail
gateway checks the tag within the e-mail message
header and determines that it is itself using a more up-
to-date version of the computer file in question and so
replaces the tag with one that indicates that version #4
has been used and is available. The tag may also indi-
cate whether or not that computer may itself serve as
the source of the update data for other computers. This
e-mail message then propagates via the internet 2 and
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through the mail gateway 18 and the local server 20 until
it reaches the workstation computer 24. Each of the mail
gateway 18, the local server 20 and the workstation
computer 24 examines the tag within the e-mail mes-
sage header and determines that it indicates the exist-
ence of a more up to date version of the computer virus
definition data file than that which they are currently us-
ing. Accordingly, each of the mail gateway 18, the local
server 20 and the workstation computer 24 is triggered
(after an initial delay period) to download the updated
version of the computer file from the FTP server 4 (a
predetermined source of updates). The "*" indicates that
a particular peer computer has detected that it should
download an updated version of the computer file. The
mail gateway 18, the local server 20 and the workstation
computer 24 will continue to use version #3 until they
have the updated version #4. The update mechanism
used is preferably the pre-existing standard "pull" mech-
anism, but it is envisaged that alternative emergency or
special purpose update mechanisms for use when trig-
gered by a received tag could be provided.

[0019] Figure 3 shows the situation when the updates
to the mail gateway 18, the local server 20 and the work-
station computer 24 have all taken place. In the example
shown, the user of the workstation computer 24 sends
an e-mail message to the user of the workstation com-
puter 16 that is also copied to the user of the workstation
computer 22. As the workstation computer 24 that is the
source of this e-mail message has now been updated
to version #4, it includes within the header of the e-mail
message a tag indicating that version #4 exists. When
the workstation computer 22 receives this message, this
is detected as indicating that the workstation computer
22 should download the updated version #4 from the
FTP server 4. The e-mail message also propagates via
the local server 20, the mail gateway 18 and the mail
gateway 10 towards the other target recipient that is the
workstation computer 16. All of these peer computers
have already been updated, thus they do not action ver-
sion #4 tags and below. The first computer reached in
this transmission path that has not yet been updated is
the local server 12 and the second is the workstation
computer 16. Both of these computers also detect that
the tag shows a version level #4 higher than that which
they are currently using #3 and accordingly trigger the
download of an update from the FTP server 4.

[0020] It will be appreciated that the mechanisms
shown in Figures 1, 2 and 3 allow for the automatic and
rapid dissemination of the information that an updated
file exists. Furthermore, those computers that receive
more e-mail messages are more likely to receive this
notification sooner. These are the very computers that
are generally at a high risk from computer viruses and
accordingly it is appropriate that they should be the first
that download the updated version of the computer virus
definition data file. A little used computer will only down-
load its update at a later time, and yet this will pose po-
tentially lower level of risk since the little used computer
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is less likely to receive an infectious element.

[0021] Figure 4 is a flow diagram schematically illus-
trating the processing performed by a particular peer
computer.

[0022] At step 26, the computer receives an e-mail
message. At step 28 the computer searches the mes-
sage header of the e-mail for any header tag present
and decrypts this if it is found. In some embodiments the
header tag may not be encrypted.

[0023] At step 30, a test is made as to whether any
header tag has been found. If a header tag has not been
found, then the e-mail message is scanned for computer
viruses using the existing anti-virus software at its cur-
rent level of update and a header tag added to the e-
mail message indicative of that current level of update
at step 32.

[0024] If a header tag is found at step 30, then step
34 tests whether or not that header tag indicates a ver-
sion of the software that is older than that held by the
computer performing the process illustrated in Figure 4.
If the received header tag is indicative of an older ver-
sion, the processing proceeds to step 32 at which the
e-mail message is scanned using what is known to be
more up to date data than has previously been applied
to that message and the header tag indicative of that
more up to date data is added to the e-mail header. The
existing tag indicative of the older version of the compu-
ter file may or may not be removed. The tag may also
include parameters indicative of previous processing
applied to the message, such as the program options
set (e.g. all files, macro heuristics, all heuristics) on pre-
vious anti-virus scans applied to the message. These
parameters can be used to determine whether or not
further scanning is to be applied by the computer cur-
rently processing the message.

[0025] If the test at step 34 indicates that the received
e-mail message included a header tag that was not older
than the local version, then processing proceeds to step
36. Step 36 tests whether or not the tag of the received
e-mail message indicates a newer version of the com-
puter file is available. If a newer version is not available,
then processing proceeds to step 37. Step 37 decided
whether or not the message should be scanned at step
32 in dependence upon parameters set on the process-
ing computer and parameters within the tag as men-
tioned above that indicate in more detail what previous
scanning has been applied to the message. If the test
at step 36 indicates that a newer version of the computer
file than that stored by the local computer is available,
then processing proceeds to step 40.

[0026] Step 40 tests how may versions ahead of the
current version the tag within the received e-mail mes-
sage indicates is available. If this number exceeds a pre-
determined threshold N, then this is indicative of some
malfunction or malicious interference with the message
tags and accordingly processing proceeds to step 32.
[0027] If the test at step 40 indicates that the updated
version is less than the threshold number N ahead of
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the currently used version, then processing proceeds to
step 42 which scans using the currently held version and
then imposes an initial delay before processing pro-
ceeds to step 44 where an update attempt is triggered
to download the updated version of the computer file
from a remote source. The remote source may be an
FTP server 4 linked via the internet 2 (or any other link)
to the computer in question, or could be a server file
location within a local area network 6, 8 or some other
source.

[0028] At step 46, a test is made as to whether or not
the update attempt has failed. If the update attempt has
not failed, then processing continues with other normal
e-mail processing operations at step 38.

[0029] If the update attempt has failed, then process-
ing proceeds to step 48 which imposes a psuedo-ran-
dom failure delay prior to returning processing to step
44 to attempt another update. A predetermined number
of update attempt failures may trigger a user warning
message.

[0030] Figure 5 illustrates a message tag of the type
that may be inserted within an E-mail message header.
The "X-" prefix in the tag is one defined some in standard
e-mail protocols as indicating that the information that
follows on the line is for information purposes only and
is not actively processed in normal systems. In the illus-
trated example, the tag starts with a coding for "McAfee-
Sig:". This is a code sequence that is searched for by
peer computers within e-mail message headers to de-
tect the presence of a tag indicating what version levels
of an anti-virus system have already been applied to that
e-mail message. This version information follows in the
form of "<S#-xxxE#-yyyD#-zzz>", portions of which re-
spectively indicate the anti-virus software program ver-
sion number, the computer virus detection engine ver-
sion number and the computer virus definition data ver-
sion number. In practice, this version information may
be encrypted to make it more difficult to tamper with the
information in an attempt to misdirect or interfere with
the update mechanisms. Various known encryption
techniques may be used. The tag could also include pa-
rameters indicating previously applied scan options or
other data and could extend over more than one line.
[0031] Figure 6 schematically illustrates a computer
50 of the type that may be used to implement the tech-
niques described above (more simple appliance type
devices could also be used). The computer 50 includes
a central processing unit 52, a read only memory 54, a
random access memory 56, a network link 58, a hard
disk drive 60, a display driver 62, a display 64, a user
input/output driver 64, a keyboard 66 and a mouse 68.
[0032] In operation, the central processing unit 52 ex-
ecutes computer programs stored upon the hard disk
drive 60 or within the read only memory 54 using the
random access memory as working memory. User in-
puts for controlling the computer 50 are received from
the keyboard 66 and the mouse 68 via the user input/
output unit 64. Processing results may be displayed to
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the user using the display 64 via the display driver unit
62.

[0033] In operation, an e-mail message may be re-
ceived from the internet 2 via the network link 58 into an
e-mail program being executed by the central process-
ing unit 52. Part of this e-mail program may trigger an
anti-virus scan of the received e-mail. This anti-virus
scan includes the processing illustrated in Figure 4 and
accordingly detects if the received e-mail message in-
cludes the information that an updated version of any of
the components of the anti-virus system exists for down-
load. Should such updated versions exist, then they may
be downloaded by the computer 50 under program con-
trol from a remote source, such as an FTP server 4, via
the internet 2 and the network link 58.

[0034] The updated computer files, such as the anti-
virus software program, the search engine program or
the virus definitions, will typically then be stored on the
hard disk drive 60 of the computer 50. The program that
causes the processing of Figure 4 to take place will also
typically be stored upon the hard disk drive 60. The com-
puter program may be distributed via a recordable me-
dium, such as a floppy disk or a CD, or may itself be
downloaded via the network link 58.

[0035] The computer 50 may pass the e-mail mes-
sage onto another computer or may itself originate a
new e-mail message. In either case, any outbound e-
mail message is marked with a tag indicating the version
levels of the anti-virus software components used by the
computer 50 if these are more up to date than any indi-
cations already within the e-mail message.

[0036] Figure 7 schematically illustrates a system in
which a system sends an e-mail message to a client
workstation 14 to trigger updating of a computer file
made available on the FTP server 4. As an example, a
computer virus definition data file may be updated to in-
clude data defining a newly released computer virus.
The computer virus definition data provider will then
place this updated computer file on the FTP server 4,
that server not necessarily using that computer file itself,
but rather providing a storage location from which re-
mote computers may download that computer file via
the internet 2.

[0037] The FTP server 4, or possibly a different com-
puter, will then read a database of e-mail addresses to
which an e-mail is to be sent including a tag indicating
that the new version #4 of the computer file is available
for download. In this example, the e-mail message is
sent to the client workstation 14 and passes to this client
workstation 14 via the mail gateway 10 and the local
server 12, all of which are using the previous version of
this computer file, namely version #3. Accordingly, in ac-
cordance with the previously described techniques each
of the mail gateway computer 10, the local server 12
and the client workstation computer 14 examines the tag
within the e-mail header and notes that a more up to
date version of the computer file in question is available
for download and then triggers the update process (the
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update process could take a variety of different forms,
such as local updates etc, and may incorporate load bal-
ancing provisions such as retrying a download after a
random delay if a connection is refused). For example,
in this way, the highly critical gateway 10 may be trig-
gered by the provider themselves to start a pull down-
load of the updated computer file as soon as it is avail-
able. The owner of the local area network 6 may pay a
subscription to be so notified by the provider.

[0038] Figure 8 illustrates subsequent operation in a
manner similar to Figure 2. In Figure 8 the client work-
station computer 16 sends an e-mail message to the cli-
ent workstation computer 22. Since the first local area
network 6 has had the local server 12 and the mail gate-
way 10 updated to the latest version of the computer
file, i.e. version #4, as the e-mail message propagates
along its path the tag within the header is updated to
indicate that this latest version is available and accord-
ingly the mail gateway computer 18, the local server 20
and the client workstation computer 22 all read this tag
within the header and note that a more up to date version
of the compulter file is available, thus, these further com-
puters may then initiate a pull download of the updated
computer file from the FTP server 4. As an alternative,
the provider may arrange that the software on the mail
gateway 10 does not pass out the updated tag thereby
preventing redistribution of the subscription service.
[0039] Figure 9 schematically illustrates the process-
ing that may be performed by the computer of the com-
puter program provider. At step 70 the updated compu-
ter file is placed on the provider's server to be available
for download via the internet. At step 72 the provider
accesses their database of e-mail addresses to be sent
triggering e-mails. The recipients of these e-mails may
pay a subscription to be included within this database.
The database may include a priority ordering which will
control the timing at which the triggering e-mails are sent
out from the provider, thus, the highest priority custom-
ers may be sent their triggering e-mails immediately,
with lower priority customers being sent their e-mails af-
ter a predetermined delay, such as an hour, in order to
allow the highest priority customers to obtain their up-
dated versions of the computer files whilst the FTP serv-
er 4 is relatively lightly loaded. As previously mentioned,
if a client computer is unable to connect to download the
computer file, it may be arranged to automatically retry
after a randomly chosen time delay.

[0040] Step 74 corresponds to the sending of the e-
mails containing the tags relating to the availability of
the new version of the computer file out to the customers
as indicated by the e-mail addresses within the data-
base. When this notification process is complete, then
the process of Figure 9 may terminate.

Claims

1. A method performed by a provider of a computer
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10.

1.

file to trigger updating of said computer file used by
a computer, said method comprising the steps of:

(i) providing an updated version of said compu-
ter file at a location from which it may be down-
loaded by said computer;

(i) sending a tag indicative of availability of said
updated computer file to said computer.

A method as claimed in claim 1, wherein said tag is
part of an e-mail message.

A method as claimed in claim 2, wherein said tag is
part of an e-mail message header.

A method as claimed in any one of claims 1 to 3,
wherein said computer is connected to said location
via an internet link.

A method as claimed in any one of claims 1 to 4,
wherein computer file is computer virus definition
data.

A method as claimed in any one of claims 1 to 5,
wherein said computer file is an anti-virus computer
program file.

A method as claimed in any one of claims 1 to 6,
wherein said tag includes data indicative of a ver-
sion level of said computer file.

A method as claimed in any one of claims 1 to 7,
comprising maintaining a database of computers to
which said tag is to be sent when an updated ver-
sion of said computer file is made available.

A method as claimed in claim 8, wherein said data-
base includes priority data indicating a priority level
associated with an address, said priority level being
used to control how rapidly after said updated ver-
sion of said computer file is made available said tag
is sent to said computer.

A method as claimed in any one of the preceding
claims, wherein sending of said tag upon availability
of an updated version of said computer file is pro-
vided as a subscription service by said provider.

A computer program product for use by a provider
of a computer file to trigger updating of said com-
puter file used by a computer said provider having
provided an updated version of said computer file
at a location from which it may be downloaded by
said computer, said computer program product
comprising:

(i) tag sending code operable to send a tag in-
dicative of availability of said updated computer
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13.

14,

15.

16.

17.

18.

19.

20.

21.

22,

11
file to said computer.

A computer program product as claimed in claim 11,
wherein said tag is part of an e-mail message.

A computer program product as claimed in claim 12,
wherein said tag is part of an e-mail message head-
er.

A computer program product as claimed in any one
of claims 11 to 13, wherein said computer is con-
nected to said location via an internet link.

A computer program product as claimed in any one
of claims 11 to 14, wherein computer file is computer
virus definition data.

A computer program product as claimed in any one
of claims 11 to 15, wherein said computer file is an
anti-virus computer program file.

A computer program product as claimed in any one
of claims 11 to 16, wherein said tag includes data
indicative of a version level of said computer file.

A computer program product as claimed in any one
of claims 11 to 17, comprising database code oper-
able to maintain a database of computers to which
said tag is to be sent when an updated version of
said computer file is made available.

A computer program product as claimed in claim 18,
wherein said database includes priority data indi-
cating a priority level associated with an address,
said priority level being used to control how rapidly
after said updated version of said computer file is
made available said tag is sent to said computer.

A computer program product as claimed in any one
of claims 11 to 19, wherein sending of said tag upon
availability of an updated version of said computer
file is provided as a subscription service by said pro-
vider.

Apparatus for use by a provider of a computer file
to trigger updating of said computer file used by a
computer said provider having provided an updated
version of said computer file at a location from which
it may be downloaded by said computer, said appa-
ratus comprising:

(i) a tag sender operable to send a tag indica-
tive of availability of said updated computer file
to said computer.

Apparatus as claimed in claim 21, wherein said tag
is part of an e-mail message.
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23

24.

25.

26.

27.

28.

29.

30.

12

. Apparatus as claimed in claim 22, wherein said tag
is part of an e-mail message header.

Apparatus as claimed in any one of claims 21 to 23,
wherein said computer is connected to said location
via an internet link.

Apparatus as claimed in any one of claims 21 to 24,
wherein computer file is computer virus definition
data.

Apparatus as claimed in any one of claims 21 to 25,
wherein said computer file is an anti-virus computer
program file.

Apparatus as claimed in any one of claims 21 to 26,
wherein said tag includes data indicative of a ver-
sion level of said computer file.

Apparatus as claimed in any one of claims 21 to 27,
comprising database logic operable to maintain a
database of computers to which said tag is to be
sent when an updated version of said computer file
is made available.

Apparatus as claimed in claim 28, wherein said da-
tabase includes priority data indicating a priority lev-
el associated with an address, said priority level be-
ing used to control how rapidly after said updated
version of said computer file is made available said
tag is sent to said computer.

Apparatus as claimed in any one of claims 21 to 29,
wherein sending of said tag upon availability of an
updated version of said computer file is provided as
a subscription service by said provider.
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