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communications terminal

(57)  The present invention provides a portable tele-
phone which allows the efficient storage of data. The
portable telephone (100) comprises a pattern data re-
ceiving unit (103), a pattern data extraction unit (104),
and a pattern data storage unit (105). The pattern data
receiving unit (103) receives a plurality of sets of pattern
data that are transmitted from a server device (10) in
accordance with a pattern data transmission request.
The pattern data extraction unit (104) extracts specified
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Description
BACKGROUND OF THE INVENTION

Field of the Invention

[0001] The presentinvention relates to a mobile com-
munications terminal, an information transmitting sys-
tem and an information receiving method.

Description of the Related Art

[0002] The current development of mobile communi-
cations technology has been remarkable, and our daily
life activities are made increasingly convenient in the
current age of the "information society". For example,
as a result of the spread of the internet, useful applica-
tion programs and data files can easily be received by
terminal devices such as personal computers or the like,
and can be utilized.

[0003] However, in cases where the abovementioned
conventional technology is used for the acquisition of
data in mobile communications terminals such as port-
able telephones, the following problems have been en-
countered. Specifically, compared to terminal devices
such as personal computers or the like, mobile commu-
nications terminals have an insufficient memory capac-
ity, so that it is difficult to store all of the received data
in such mobile communications terminals.

SUMMARY OF THE INVENTION

[0004] Accordingly, itis an object of the presentinven-
tion to provide a mobile communications terminal, an in-
formation transmitting system and an information re-
ceiving method which solve the abovementioned prob-
lems, and which allow the efficient storage of data in mo-
bile communications terminals.

[0005] In order to solve the abovementioned prob-
lems, the mobile communications terminal of the
presentinvention comprises receiving means for receiv-
ing a plurality of sets of data that are transmitted from a
server device, extraction means for extracting specified
data from the abovementioned plurality of sets of data
received by the abovementioned receiving means on
the basis of terminal information relating to the above-
mentioned mobile communications terminal, and stor-
ing means for storing the abovementioned specified da-
ta extracted by the abovementioned extraction means.
[0006] Furthermore, in order to solve the abovemen-
tioned problems, the information transmitting system of
the present invention comprises the abovementioned
mobile communications terminal, and a server device
which transmits the abovementioned data to this mobile
communications terminal.

[0007] Furthermore, in order to solve the abovemen-
tioned problems, the information receiving method of
the presentinvention is an information receiving method
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in which a mobile communications terminal receives da-
ta from a server device, comprising a receiving step in
which the abovementioned mobile communications ter-
minal receives a plurality of sets of data from the server
device, an extraction step in which the abovementioned
mobile communications terminal extracts specified data
on the basis of terminal information relating to the
abovementioned mobile communications terminal from
the abovementioned plurality of sets of data received in
the abovementioned receiving step, and a storage step
in which the abovementioned specified data extracted
in the abovementioned extraction step is stored in stor-
ing means.

[0008] In these inventions, the mobile communica-
tions terminal extracts specified data from the plurality
of sets of received data on the basis of terminal infor-
mation that relates to the mobile communications termi-
nal. Accordingly, data that has a high degree of associ-
ation with the mobile communications terminal can be
extracted. In this way, data can easily be stored even in
a mobile communications terminal that has an insuffi-
cient memory capacity. As a result, the storage of data
in the mobile communications terminal can be accom-
plished in an efficient manner.

[0009] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned data be pattern data that is used for
the detection of computer viruses.

[0010] Furthermore, in the information receiving
method of the present invention, it is desirable that the
abovementioned data be pattern data that is used for
the detection of computer viruses.

[0011] Computer viruses include many computer vi-
ruses that depend on the conditions of the mobile com-
munications terminal such as the hardware and soft-
ware of the mobile communications terminal, the data
(including application programs and data files) that has
been received by the mobile communications terminal
and the like. Furthermore, the quantity of data that can
be stored varies according to the conditions of the mo-
bile communications terminal such as the hardware and
software of the mobile communications terminal or the
like. Accordingly, specified pattern data is extracted on
the basis of terminal information such as the hardware
and software of the mobile communications terminal,
application programs stored in the mobile communica-
tions terminal and the like, and the specified pattern data
that has thus been extracted is stored in the mobile com-
munications terminal. As a result, the amount of pattern
data that is stored in the mobile communications termi-
nal can be efficiently reduced in accordance with the
conditions of this mobile communications terminal.
[0012] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the hardware of the abovementioned mo-
bile communications terminal.

[0013] Furthermore, in the information receiving
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method of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the hardware of the abovementioned mo-
bile communications terminal.

[0014] Computer viruses include many computer vi-
ruses that depend on the hardware of the mobile com-
munications terminal; furthermore, the quantity of pat-
tern data that can be stored varies according to the hard-
ware of the mobile communications terminal. Accord-
ingly, specified pattern data is extracted on the basis of
information that relates to the hardware of the mobile
communications terminal, and the specified pattern data
that has thus been extracted is stored in the mobile com-
munications terminal. As a result, the quantity of pattern
data that is stored in the mobile communications termi-
nal can be efficiently reduced in accordance with the
hardware of the mobile communications terminal.
[0015] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the memory capacity of the abovemen-
tioned mobile communications terminal.

[0016] Furthermore, in the information receiving
method of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the memory capacity of the abovemen-
tioned mobile communications terminal.

[0017] The quantity of pattern data that can be stored
in the mobile communications terminal depends on the
memory capacity of the mobile communications termi-
nal. Accordingly, specified pattern data is extracted on
the basis of terminal information that relates to the mem-
ory capacity of the mobile communications terminal, and
the specified pattern data that has thus been extracted
is stored in the storing means of the mobile communi-
cations terminal. As a result, the quantity of pattern data
thatis stored in the mobile communications terminal can
be efficiently reduced in accordance with the memory
capacity of the mobile communications terminal.
[0018] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the software of the abovementioned mo-
bile communications terminal.

[0019] Furthermore, in the information receiving
method of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the software of the abovementioned mo-
bile communications terminal.

[0020] Computer viruses include many computer vi-
ruses that depend on the software of the mobile com-
munications terminal. Furthermore, the quantity of pat-
tern data that can be stored varies according to the soft-
ware of the mobile communications terminal. Accord-
ingly, specified pattern data is extracted on the basis of
information that relates to the software of the mobile
communications terminal, and the specified pattern data
that has thus been extracted is stored in the storing
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means of the mobile communications terminal. As a re-
sult, the quantity of pattern data that can be stored in
the mobile communications terminal can be efficiently
reduced in accordance with the software of the mobile
communications terminal.

[0021] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the operating system of the abovemen-
tioned mobile communications terminal.

[0022] Furthermore, in the information receiving
method of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to the operating system of the abovemen-
tioned mobile communications terminal.

[0023] Computer viruses include many computer vi-
ruses that depend on the operating system of the mobile
communications terminal. Furthermore, the quantity of
pattern data that can be stored varies according to the
operating system of the mobile communications termi-
nal. Accordingly, specified pattern data is extracted on
the basis of information that relates to the operating sys-
tem of the mobile communications terminal, and the
specified data that has thus been extracted is stored in
the storing means of the mobile communications termi-
nal. As a result, the quantity of pattern data that can be
stored in the mobile communications terminal can be ef-
ficiently reduced in accordance with the operating sys-
tem of the mobile communications terminal.

[0024] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to application programs that are stored in
the abovementioned mobile communications terminal.
[0025] Furthermore, in the information receiving
method of the present invention, it is desirable that the
abovementioned terminal information be information
that relates to application programs that are stored in
the abovementioned mobile communications terminal.
[0026] Computer viruses include many computer vi-
ruses that depend on the application programs that are
stored in the mobile communications terminal. Accord-
ingly, specified pattern data is extracted on the basis of
the application programs that are stored in the mobile
communications terminal, and the specified data that
has thus been extracted is stored in the storing means
of the mobile communications terminal. As a result, the
quantity of pattern data that can be stored in the mobile
communications terminal can be efficiently reduced in
accordance with the application programs that are
stored in the mobile communications terminal.

[0027] Furthermore, in the mobile communications
terminal of the present invention, it is desirable that the
abovementioned extraction means extract data that is
selected by the user of the abovementioned mobile
communications terminal from the abovementioned
specified data.

[0028] Furthermore, in the information receiving



5 EP 1 330 096 A2 6

method of the present invention, it is desirable that the
abovementioned mobile communications terminal ex-
tract data that is selected by the user of the abovemen-
tioned mobile communications terminal from the above-
mentioned specified data in the abovementioned ex-
traction step.

[0029] Intheseinventions, as aresult of data selected
by the user of the mobile communications terminal being
further extracted from the specified data, it is possible
for the user of the mobile communications terminal to
store desired data. As a result, the quantity of data that
is stored in the mobile communications terminal can be
further reduced.

BRIEF DESCRIPTION OF THE DRAWINGS
[0030]

Fig. 1 is a hardware structural diagram of the infor-
mation transmitting system of the first embodiment;
Fig. 2 is a hardware structural diagram of the port-
able telephone of the first embodiment;

Fig. 3 is system structural diagram of the informa-
tion transmitting system of the first embodiment;
Fig. 4 is a structural diagram of the pattern data data
base;

Fig. 5 is s flow chart which shows the flow of the
processing of the information transmitting system
of the first embodiment;

Fig. 6 is a structural diagram of the pattern data data
base;

Fig. 7 is a flow chart which shows the flow of the
processing of the information transmitting system
of the first embodiment;

Fig. 8 is a system structural diagram of the informa-
tion transmitting system of the second embodiment;
Fig. 9 is a structural diagram of the pattern data data
base;

Fig. 10 is a structural diagram of the terminal infor-
mation storage unit;

Fig. 11 is a flow chart which shows the flow of the
processing of the information transmitting system
of the second embodiment;

Fig. 12 is a system structural diagram of the infor-
mation transmitting system of the third embodi-
ment;

Fig. 13 is a structural diagram of the pattern data
data base;

Fig. 14 is a structural diagram of the terminal infor-
mation storage unit; and

Fig. 15 is a flow chart which shows the flow of the
processing of the information transmitting system
of the third embodiment.
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DESCRIPTION OF THE PREFERRED
EMBODIMENTS

(First Embodiment)

[0031] An information transmitting system constitut-
ing a first embodiment of the present invention will be
described. Furthermore, the information transmitting
system of the present embodiment includes a mobile
communications terminal that constitutes an embodi-
ment of the present invention.

[0032] First, the construction of the information trans-
mitting system of the present embodiment will be de-
scribed. Fig. 1 is a hardware structural diagram of the
of the information transmitting system of the presentem-
bodiment. The information transmitting system 1 of the
present embodiment comprises a server device 10 and
a portable telephone 100 (mobile communications ter-
minal). The server device 10 is connected to the porta-
ble telephone 100 via a mobile communications network
112 and a base station 114, so that the mutual commu-
nication of data is possible.

[0033] The server device 10 comprises a CPU 10a, a
memory 10b, a storage device 10c such as a magnetic
disk, optical disk or the like, a transmitting and receiving
device 10d which transmits and receives data between
[the server device 10] and the portable telephone 100,
an input device 10e such as a keyboard, mouse or the
like, and a display device 10f such as a display or the
like. Here, the CPU 10a, memory 10b, storage device
10c, transmitting and receiving device 10d, input device
10e and display device 10f are respectively connected
by a bus 10g, so that the mutual transmission and re-
ception of data are possible.

[0034] Fig. 2 is a hardware structural diagram of the
portable telephone 100. The portable telephone 100
comprises a CPU 100a, a memory 100b such as a sem-
iconductor memory or the like, a communications device
100c which transmits and receives data between [the
portable telephone 100] and the server device 10, an
input device 100d consisting of operating buttons or the
like, adisplay device 100e such as an LCD (liquid crystal
display), EL (electro-luminescence) [display] or the like,
and a voice processing device 100f consisting of a mi-
crophone, speaker and the like. Here, the CPU 100a,
memory 100b, communications device 100c, input de-
vice 100d, display device 100e and voice processing de-
vice 100f are respectively connected by a bus 100g, so
that the mutual transmission and reception of data are
possible.

[0035] Fig. 3 is a system structural diagram of the in-
formation transmitting system 1. The server device 10
of the information transmitting system 1 is a server de-
vice which transmits pattern data used for the detection
of computer viruses to the portable telephone 100; in
functional terms, this server device 10 comprises a stor-
age unit 11, a pattern data transmission request receiv-
ing unit 12, and a pattern data transmitting unit 13. The
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respective constituent elements will be described in de-
tail below.

[0036] A pattern data data base 11a is stored in the
storage unit 11. Fig. 4 is a structural diagram of the pat-
tern data data base. Pattern data consisting of charac-
teristic data sequences contained in computer viruses
(this may also be converted into files and referred to as
"pattern files" in some cases), and model names of port-
able telephones 100, are stored in the pattern data data
base 11a. Furthermore, for convenience of description,
a system is described in which the pattern data itself is
stored in the pattern data data base 11a; however, it
would also be possible to store pointers that indicate the
storage locations of pattern data in the pattern data data
base 11a, and to store the pattern data itself in the stor-
age locations indicated by these pointers.

[0037] Returning to Fig. 3, the pattern data transmis-
sion request receiving unit 12 receives pattern data
transmission requests that are transmitted from the port-
able telephone 100.

[0038] The pattern data transmitting unit 13 transmits
the pattern data stored in the pattern data data base 11a
to the portable telephone 100 along with model names.
[0039] The portable telephone 100 is a mobile com-
munications terminal which receives pattern data used
for the detection of computer viruses that is transmitted
from the server device; in functional terms, this portable
telephone 100 comprises a terminal information storage
unit 101, a pattern data transmission request transmit-
ting unit 102, a pattern data receiving unit 103 (receiving
means), a pattern data extraction unit 104 (extraction
means), a pattern data storage unit 105 (storing means),
a pattern data comparing unit 106, and a computer virus
processing unit 107. Here, the terminal information stor-
age unit 101 and pattern data storage unit 105 corre-
spond to the memory 100b shown in Fig. 2. The pattern
data transmission request receiving unit 102, pattern
data receiving unit 103, pattern data extraction unit 104,
pattern data comparing unit 106 and computer virus
processing unit 107 are realized as a result of software
that is stored in the memory 100b shown in Fig. 2 being
executed by the CPU 100a. The respective constituent
elements will be described in detail below.

[0040] The telephone numbers and model names
(terminal information) of portable telephones 100 are
stored in the terminal information storage unit 101.
[0041] The pattern data transmission request receiv-
ing unit 102 transmits pattern data transmission re-
quests to the server device 10.

[0042] The pattern data receiving unit 103 receives
the pattern data that is transmitted from the pattern data
transmitting unit 13 of the server device 10 together with
the model names.

[0043] The pattern data extraction unit 104 extracts
specified pattern data form a plurality of sets of pattern
data on the basis of the model name of the portable tel-
ephone 100. To describe this in greater detail, the pat-
tern data extraction unit 104 uses the model name of
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the portable telephone 100 as a key to extract specified
pattern data that is to be stored by the portable tele-
phone 100 from the pattern data that is received by the
pattern data receiving unit 103.

[0044] The pattern data storage unit 105 stores the
specified pattern data that has been extracted by the
pattern data extraction unit 104. Furthermore, the pat-
tern data storage unit 105 stores only the specified pat-
tern data that has been extracted by the pattern data
extraction unit 104, and eliminates other pattern data.
[0045] Using the pattern data that has been stored in
the pattern data storage unit 105, the pattern data com-
paring unit 106 detects whether or not a computer virus
is contained in the application programs that are present
in the portable telephone 100. To describe this in greater
detail, the application programs and the pattern data
that is stored in the pattern data storage unit 105 are
compared, and a judgement is made as to whether or
not the application programs contain portions that match
the abovementioned pattern data. Here, in cases where
the application programs contain portions that match the
abovementioned pattern data, the pattern data compar-
ing unit 106 judges that a computer virus is contained
in the application programs, while in cases where the
application programs do not contain portions that match
the abovementioned pattern data, the pattern data com-
paring unit 106 judges that no computer virus is con-
tained in the abovementioned application programs.
[0046] In cases where it is judged by the pattern data
comparing unit 106 that a computer virus is contained
in a specified application program, the computer virus
processing unit 107 performs processing that sends a
warning to the user of the portable telephone 100,
processing that prohibits the execution of this applica-
tion program, processing that repairs this application
program or the like on the basis of predetermined set
information.

[0047] Next, the operation of the information transmit-
ting system of the present embodiment will be de-
scribed, and an information receiving method constitut-
ing an embodiment of the present invention will also be
described. Fig. 5 is a flow chart which shows the oper-
ation of the information transmitting system 1 of the
present embodiment. In the information transmitting
system 1 of the present embodiment, when the portable
telephone 100 receives pattern data used for the detec-
tion of computer viruses from the server device 10, a
pattern data transmission request is first transmitted to
the server device 10 from the portable telephone 100 by
the pattern data transmission request transmitting unit
102 (S102). The pattern data transmission request
transmitted from the portable telephone 100 is received
by the pattern data transmission request receiving unit
12 of the server device 10 (S104).

[0048] When a pattern data transmission request is
received by the pattern data transmission request re-
ceiving unit 12 of the server device 10, the pattern data
stored in the pattern data data base 11a is transmitted
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to the portable telephone 100 form the pattern data
transmitting unit 13 along with the model name (S106).
The transmitted pattern data and model name are re-
ceived by the pattern data receiving unit 103 of the port-
able telephone 100 (S108).

[0049] Next, specified pattern data is extracted from
a plurality of sets of pattern data by the pattern data ex-
traction unit 104 of the portable telephone 100 on the
basis of the model name of the portable telephone 100
(S110). To describe this in greater detail, specified pat-
tern data that is to be stored by the portable telephone
100 is extracted from the pattern data received by the
pattern data receiving unit 103 using the model name of
the portable telephone 100 that is stored in the terminal
information storage unit 101 as a key. For example, in
a case where the server device 10 has the pattern data
data base 11a shown in Fig. 4, and the model name of
the portable telephone 100 is "Model 2", "pattern data
2", "pattern data 4" and "pattern data 6" are extracted
as the pattern data that is to be stored by the portable
telephone 100. The extracted pattern data is temporarily
stored in the pattern data storage unit 105 of the portable
telephone 100 (S112).

[0050] Subsequently, the pattern data stored in the
pattern data storage unit 105 of the portable telephone
100 and data (including application programs) stored in
the memory of the portable telephone 100 are compared
by the pattern data comparing unit 106 (S114), and a
judgement is made as to whether or not the data stored
in the memory of the portable telephone 100 has por-
tions that match the abovementioned pattern data. Fur-
thermore, the comparison of the pattern data and data
stored in the memory of the portable telephone 100 may
be initiated at the time that the pattern data is received,
or after a fixed period of time has elapsed following the
reception of this pattern data. Moreover, this compari-
son may be initiated by instructions from the user of the
portable telephone 100, or may be periodically initiated
on the basis of a predetermined period.

[0051] In cases where the results of the comparison
indicate that the data stored in the memory of the port-
able telephone 100 detection does not contain portions
that match the abovementioned pattern data, itis judged
that no computer virus is present in the portable tele-
phone 100, and the processing is ended. On the other
hand, in cases where the data stored in the memory of
the portable telephone 100 contains portions that match
the abovementioned pattern data, it is judged that a
computer virus is present in the portable telephone 100,
and processing that sends a warning to the user of the
portable telephone 100, processing that prohibits the
execution of application programs in which a computer
virus has been detected, repair processing of the data
in which a computer virus has been detected or the like
is executed by the computer virus processing unit 107
(S116). Furthermore, the abovementioned warning
processing, execution prohibition processing and repair
processing are respectively similar to existing warning
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processing, execution prohibition processing and repair
processing performed in cases where computer viruses
are detected in personal computers.

[0052] Next, the effects and merits of the information
transmitting system of the present embodiment will be
described. Computer viruses include many computer vi-
ruses that are dependent on the hardware and software
of the portable telephone. Furthermore, the quantity of
pattern data that can be stored varies according to the
hardware, software and the like of the portable tele-
phone. In this respect, the information transmitting sys-
tem 1 of the present embodiment, when the portable tel-
ephone 100 receives pattern data used for the detection
of computer viruses from the server device 10, specified
pattern data is extracted on the basis of the model name
of the portable telephone 100 (information that specifies
both the hardware and software), and the specified data
that has thus been extracted is stored in the portable
telephone 100. Accordingly, the quantity of pattern data
that is stored in the portable telephone 100 can be effi-
ciently reduced in accordance with the hardware and
software of the portable telephone. As a result, the de-
tection of computer viruses in the portable telephone
100 can be accomplished in an efficient manner.
[0053] In the information transmitting system 1 of the
abovementioned embodiment, the portable telephone
100 extracts pattern data on the basis of the model
name of the portable telephone 100. However, various
modifications of this arrangement are conceivable. For
example, it would also be possible to devise the system
so that the portable telephone 100 extracts pattern data
on the basis of the name of the maker of the portable
telephone 100. Furthermore, instead of using the model
name or name of the maker of the portable telephone
100, it would also be possible to use the memory capac-
ity, operating system name, security level, permissible
communication charge or the like of the portable tele-
phone 100. Moreover, in the pattern data data base 11a,
the pattern data that is to be transmitted to the portable
telephone may also be extracted and arranged before-
hand for each model name.

[0054] Below, a modification in which the portable tel-
ephone 100 extracts pattern data on the basis of the
memory capacity of the portable telephone 100 will be
described in detail as one example.

[0055] In the present modification, the pattern data
data base 11b shown in Fig. 6 is used instead of the
pattern data data base 11a shown in Fig. 4. Pattern data,
the degree of danger of computer viruses that have this
pattern data, the size of this pattern data and the like
are stored in the pattern data data base 11b in associ-
ation with each other. Here, the "degree of danger" of a
computer virus is an indicator that indicates the viru-
lence of the [deleterious] effect of the computer virus.
For example, a degree of danger of "A" indicates that
the [deleterious] effect is extremely great, a degree of
danger of "B" indicates that the [deleterious] effect is
considerable, and a degree of danger of "C" indicates
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that the [deleterious] effect is small.

[0056] Fig. 7 is a flow chart which shows the flow of
the processing of the information transmitting system of
the present modification. In the information transmitting
system 1 of the present embodiment, when the portable
telephone 100 receives pattern data used for the detec-
tion of computer viruses from the server device 10, a
pattern data transmission request is first transmitted to
the server device 10 from the portable telephone 100 by
the pattern data transmission request transmitting unit
102 (S122). Next, the pattern data transmission request
that is transmitted from the portable telephone 100 is
received by the pattern data transmission request re-
ceiving unit 12 of the server device 10 (S124).

[0057] When a pattern data transmission request is
received by the pattern data transmission request re-
ceiving unit 12 of the server device 10, the pattern data
stored in the pattern data data base 11b is transmitted
to the portable telephone 100 from the pattern data
transmitting unit 13 together with the size (data volume)
and degree of danger (S126). The transmitted pattern
data, size and degree of danger are received by the pat-
tern data receiving unit 103 of the portable telephone
100 (S128). Here, the portable telephone 100 that is the
transmission destination is specified by the telephone
number included in the pattern data transmission re-
quest.

[0058] Next, specified pattern data is extracted form
a plurality of sets of pattern data by the pattern data ex-
traction unit 104 of the portable telephone 100 on the
basis of the memory capacity of the portable telephone
100 (S130). To describe this in greater detail, specified
pattern data that is to be stored by the portable tele-
phone 100 is selected from the plurality of sets of pattern
data received by the portable telephone 100 in order
from the highest degree of danger within a range in
which the size of the pattern data does not exceed the
abovementioned memory capacity. For example, in a
case where the memory capacity of the portable tele-
phone 100 is "40 kB", "pattern data 1" (degree of danger
A, 15 kB) and "pattern data 6" (degree of danger A, 20
kB) are extracted in the pattern data data base 11b
shown in Fig. 6. Subsequently, the processing of S132
through S136 is similar to the processing of S112
through S116 described with reference to Fig. 5.
[0059] Here, the "memory capacity" may be the ca-
pacity of the memory region as a whole, or may be the
capacity of the empty region. Alternatively, this may also
be the capacity of a region assigned beforehand for the
storage of pattern data. Furthermore, the term "memo-
ry" used here includes not only the internal memory of
the portable telephone 100, but also [external] memo-
ries that are connected to the portable telephone 100.
[0060] The quantity of pattern data that can be stored
in the portable telephone 100 depends on the memory
capacity of the portable telephone 100. By extracting
pattern data on the basis of the memory capacity of the
portable telephone 100 and storing the extracted pattern
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data in the portable telephone 100 as in the present
modification, it is possible to achieve a sufficient reduc-
tion in the amount of pattern data that is stored in the
portable telephone 100 in accordance with the memory
capacity of this portable telephone 100.

(Second Embodiment)

[0061] Next, an information transmitting system con-
stituting a second embodiment of the present invention
will be described. Furthermore, the information transmit-
ting system of the present embodiment includes a mo-
bile communications terminal that constitutes an em-
bodiment of the present invention.

[0062] First, the construction of the information trans-
mitting system of the present embodiment will be de-
scribed. The hardware construction of the information
transmitting system of the present embodiment is simi-
lar to the hardware construction of the information trans-
mitting system of the abovementioned first embodiment
that was described with reference to Figs. 1 and 2.
[0063] Fig. 8 is a system structural diagram of the in-
formation transmitting system 2 of the present embodi-
ment. The server device 20 of the information transmit-
ting system 2 is a server device which transmits pattern
data used for the detection of computer viruses to a port-
able telephone 200. In functional terms, this server de-
vice 20 comprises a storage unit 21, a pattern data
transmission request receiving unit 22, and a pattern da-
ta transmitting unit 23. The respective constituent ele-
ments will be described in detail below.

[0064] A pattern data data base 21a is stored in the
storage unit 21. Fig. 9 is a structural diagram of the pat-
tern data data base 21a. Pattern data, the model names
and operating system names (including version infor-
mation) of the portable telephones that are to receive
this pattern data, the degree of danger of computer vi-
ruses that have this pattern data, the size of this pattern
data and the dates on which this pattern data was up-
dated are stored in association with each other in the
pattern data data base 21a.

[0065] Returning to Fig. 8, the pattern data transmis-
sion request receiving unit 22 receives pattern data
transmission requests that are transmitted from the port-
able telephone 200.

[0066] The pattern data transmitting unit 23 transmits
a list of the pattern data that is stored in the pattern data
data base 21a to the portable telephone 200. Not only
the names of the pattern data, but also the degree of
danger of computer viruses that have this pattern data,
the size of this pattern data, the dates on which this pat-
tern data was updated and the like are contained in this
list of pattern data.

[0067] The portable telephone 200 is a mobile com-
munications terminal which receives the pattern data
used for the detection of computer viruses that is trans-
mitted from the server device; in functional terms, this
portable telephone 200 comprises a terminal informa-
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tion storage unit 201, a pattern data transmission re-
quest transmitting unit 202, a pattern data receiving unit
203 (receiving means), a pattern data extraction unit
204 (extraction means), a pattern data storage unit 205
(storing means), a pattern data comparing unit 206 and
a computer virus processing unit 207. Here, the terminal
information storage unit 201 and pattern data storage
unit 205 correspond to the memory 100b shown in Fig.
2. The pattern data transmission request transmitting
unit 202, pattern data receiving unit 203, pattern data
extraction unit 204, pattern data comparing unit 206 and
computer virus processing unit 207 are realized as are-
sult of software that is stored in the memory 100b shown
in Fig. 2 being executed by the CPU 100a. The respec-
tive constituent elements will be described in detail be-
low.

[0068] The terminal information storage unit 201 is
constructed from a UIM (or SIM), which is an IC on which
user information is recorded. Fig. 10 is a structural dia-
gram of the terminal information storage unit 201. Tele-
phone numbers, model names and operating system
names (including version information) of portable tele-
phones 200 are stored in association with each other in
the terminal information storage unit 201. Such terminal
information may be received from the server device of
the mobile communications business operator or the
like at the time that a utilization agreement for the port-
able telephone 200 is concluded, or may be stored be-
forehand at the time that such a utilization agreement is
concluded.

[0069] Returning to Fig. 8, the pattern data transmis-
sion request transmitting unit 202 transmits pattern data
transmission requests to the server device 20.

[0070] The pattern data receiving unit 203 receives a
list of pattern data that is transmitted from the pattern
data transmitting unit 23 of the server device 20.
[0071] The pattern data extraction unit 204 extracts
specified pattern data from a plurality of sets of pattern
data on the basis of the model name and operating sys-
tem name of the portable telephone 200 stored in the
terminal information storage unit 201. To describe this
in greater detail, the pattern data extraction unit 204 ex-
tracts specified pattern data from the pattern data that
is received by the pattern data receiving unit 203 using
the model name and operating system name of the port-
able telephone 200 as a key. The pattern data extraction
unit 204 extracts pattern data selected by the user of the
portable telephone 200 from this extracted specified
pattern data as pattern data that is to be stored by the
portable telephone 200.

[0072] The pattern data storage unit 205 stores the
pattern data that has been extracted by the pattern data
extraction unit 204.

[0073] The pattern data comparing unit 206 and com-
puter virus processing unit 207 are similar to the pattern
data comparing unit 106 and computer virus processing
unit 107 described in the first embodiment.

[0074] Next, the operation of the information transmit-
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ting system of the present embodiment will be de-
scribed, and an information receiving method constitut-
ing an embodiment of the present invention will also be
described. Fig. 11 is a flow chart which shows the oper-
ation of the information transmitting system 2 of the
present embodiment. In the information transmitting
system 2 of the present embodiment, when the portable
telephone 200 receives pattern data used for the detec-
tion of computer viruses from the server device 20, a
pattern data transmission request is first transmitted to
the server device 20 from the portable telephone 200 by
the pattern data transmission request transmitting unit
202 (S202). The pattern data transmission request that
is transmitted from the portable telephone 200 is re-
ceived by the pattern data transmission request receiv-
ing unit 22 of the server device 20 (S204).

[0075] When a pattern data transmission request is
received by the pattern data transmission request re-
ceiving unit 22 of the server device 20, the pattern data
stored in the pattern data data base 21a is transmitted
to the portable telephone 200 from the pattern data
transmitting unit 23 together with various types of infor-
mation such as the model name, operating system
name, degree of danger, size, date of updating and the
like (S206). The pattern data and various types of infor-
mation thus transmitted are received by the pattern data
receiving unit 203 of the portable telephone 200 (S208).
[0076] Next, specified pattern data is extracted by the
pattern data extraction unit 204 from the plurality of sets
of pattern data received by the pattern data receiving
unit 203 on the basis of the model name and operating
system name of the portable telephone 200 (S210). To
describe this in greater detail, the model name and op-
erating system name of the portable telephone 200
stored in the terminal information storage unit 201 are
acquired. Then, using the model name and operating
system name acquired as described above as a key,
specified pattern data corresponding to the abovemen-
tioned key is extracted from the plurality of sets of data
received by the pattern data receiving unit 203. The pat-
tern data extracted here is a candidate for pattern data
that is to be stored in the portable telephone 200. For
example, in a case where the server device 20 has the
pattern data data base 21a shown in Fig. 9, the model
name of the portable telephone 200 is "Model 2", and
the OS is "OS1, Ver 1.05", "pattern data 2" and "pattern
data 4" are extracted.

[0077] When specified pattern data is extracted by the
pattern data extraction unit 204, a list of the pattern data
thus extracted is displayed on the display of the portable
telephone 200 as candidates for the pattern data that is
to be stored in the portable telephone 200. Not only the
names of the pattern data, but also the degree of danger
of the computer viruses that have this pattern data re-
ceived in S208, the size of the pattern data, the dates
on which the pattern data was updated and the like, are
contained in this list of pattern data.

[0078] When the user of the portable telephone 200
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selects specified pattern data from this list of pattern da-
ta, the selection results are extracted by the pattern data
extraction unit 204 (S212). Subsequently, the process-
ing of S214 through S218 is similar to the processing of
S112 through S116 that was described with reference
to Fig. 5.

[0079] Next, the effects and merits of the information
transmitting system of the present embodiment will be
described. In the information transmitting system 2 of
the present embodiment, as in the information transmit-
ting system 1 of the abovementioned first embodiment,
when the portable telephone 200 receives pattern data
used for the detection of computer viruses from the serv-
er device 20, specified pattern data is extracted on the
basis of the model name of the portable telephone 200.
Accordingly, the quantity of pattern data that is stored in
the portable telephone 200 can be efficiently reduced in
accordance with the hardware and software of the port-
able telephone 200. As a result, the detection of com-
puter viruses in the portable telephone 200 can be ac-
complished in an efficient manner.

[0080] Furthermore, in the information transmitting
system 2 of the present embodiment, specified pattern
data is particularly extracted on the basis of the operat-
ing system name of the portable telephone 200. Accord-
ingly, even in cases where the model is the same but
the operating system (especially the version of the op-
erating system) that is installed is different, the quantity
of pattern data that is stored in the portable telephone
200 can be efficiently reduced in accordance with the
operating system of the portable telephone 200.
[0081] Furthermore, in the information transmitting
system 2 of the present embodiment, pattern data se-
lected by the user of the portable telephone 200 is fur-
ther extracted from the specified pattern data that is ex-
tracted by the pattern data extraction unit 204. Accord-
ingly, the user of the portable telephone 200 can avoid
the selection of pattern data that has already been ac-
quired, pattern data for computer viruses that are not
thought to have an effect on the portable telephone 200,
and the like. As a result, the quantity of pattern data that
is stored in the portable telephone 200 can be further
reduced. Consequently, the detection of computer virus-
es in the portable telephone 200 can be accomplished
in an efficient manner. Furthermore, in the information
transmitting system 2 of the present embodiment, spec-
ified pattern data is extracted on the basis of the model
name and operating system name of the portable tele-
phone; however, it would also be possible to extract
such pattern data on the basis of terminal information
such as the names of system control programs (includ-
ing version information), information regarding the serv-
ice agreement of the user of the portable telephone, the
communications history of the portable telephone, or the
like.
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(Third Embodiment)

[0082] Next, an information transmitting system con-
stituting a third embodiment of the present invention will
be described. Furthermore, the information transmitting
system of the present embodiment includes a mobile
communications terminal that constitutes an embodi-
ment of the present invention.

[0083] First, the construction of the information trans-
mitting system of the present embodiment will be de-
scribed. The hardware construction of the information
transmitting system of the present embodiment is simi-
lar to the hardware construction of the information trans-
mitting system 1 of the abovementioned first embodi-
ment that was described with reference to Figs. 1 and 2.
[0084] Fig. 12 is a system structural diagram of the
information transmitting system 3 of the present embod-
iment. The server device 30 of the information transmit-
ting system 3 is a server device which transmits pattern
data used for the detection of computer viruses to a port-
able telephone 300; in functional terms, this server de-
vice comprises a storage unit 31, a pattern data trans-
mission request receiving unit 32 and a pattern data
transmitting unit 33. The respective constituent ele-
ments will be described in detail below.

[0085] A pattern data data base 31a is stored in the
storage unit 31. Fig. 13 is a structural diagram of the
pattern data data base 31a. Pattern data and the names
of application programs that are the object of detection
of the presence or absence of computer viruses using
this pattern data are stored in association with each oth-
er in the pattern data data base 31a.

[0086] Returningto Fig. 12, the pattern data transmis-
sion request receiving unit 32 receives pattern data
transmission requests that are transmitted from the port-
able telephone 300.

[0087] The pattern data transmitting unit 33 transmits
the pattern data stored in the pattern data data base 31a
to the portable telephone 300 together with the names
of application programs.

[0088] The portable telephone 300 is a mobile com-
munications terminal which receives pattern data used
for the detection of computer viruses that are transmit-
ted from the server device; in functional terms, this port-
able telephone 300 comprises a terminal information
storage unit 301, a pattern data transmission request
transmitting unit 302, a pattern data receiving unit 303
(receiving means), a pattern data extraction unit 304
(extraction means), a pattern data storage unit 305
(storage means), a pattern data comparing unit 306, and
a computer virus processing unit 307. Here, the terminal
information storage unit 301 and pattern data storage
unit 305 correspond to the memory 100b shown in Fig.
2. The pattern data transmission request transmitting
unit 302, pattern data receiving unit 303, pattern data
extraction unit 304, pattern data comparing unit 306 and
computer virus processing unit 307 are realized as are-
sult of software that is stored in the memory 100b shown
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in Fig. 2 being executed by the CPU 100a. The respec-
tive constituent elements will be described in detail be-
low.

[0089] AsisshowninFig. 14, telephone numbers and
application program names (terminal information) are
stored in the terminal information storage unit 301.
[0090] Returningto Fig. 12, the pattern data transmis-
sion request transmitting unit 302 transmits pattern data
transmission requests to the server device 30.

[0091] The pattern data receiving unit 303 receives
the pattern data that is transmitted from the pattern data
transmitting unit 33 of the server device 30 together with
application program names.

[0092] The pattern data extraction unit 304 extracts
specified pattern data from the plurality of sets of pattern
data received by the pattern data receiving unit 303 on
the basis of the application program names of the port-
able telephone 300. To describe this in greater detail,
the pattern data extraction unit 304 extracts specified
pattern data that is to be stored by the portable tele-
phone 300 from the pattern data that is received by the
pattern data receiving unit 303 using the names of the
application programs stored in the portable telephone
300 as a key.

[0093] The pattern data storage unit 305 stores the
specified pattern data that is extracted by the pattern
data extraction unit 304.

[0094] The pattern data comparing unit 306 and com-
puter virus processing unit 307 are similar to the pattern
data comparing unit 106 and computer virus processing
unit 107 described in the first embodiment.

[0095] Next, the operation of the information transmit-
ting system of the present embodiment will be de-
scribed, and an information receiving method constitut-
ing an embodiment of the present invention will be de-
scribed. Fig. 15 is a flow chart which shows the opera-
tion of the information transmitting system 3 of the
present embodiment. In the information transmitting
system 3 of the present embodiment, when the portable
telephone 300 receives pattern data used for the detec-
tion of computer viruses from the server device 30, a
pattern data transmission request is first transmitted to
the server device 30 from the portable telephone 300 by
the pattern data transmission request transmitting unit
302 (S302). The pattern data transmission request that
is transmitted from the portable telephone 300 is re-
ceived by the pattern data transmission request receiv-
ing unit 32 of the server device 30 (S304).

[0096] When a pattern data transmission request is
received by the pattern data transmission request re-
ceiving unit 32 of the server device 30, the pattern data
is transmitted to the portable telephone 300 from the
pattern data transmitting unit 33 together with the names
of application programs in which the presence or ab-
sence of a computer virus can be detected using this
pattern data (S306). The transmitted pattern data and
application program names are received by the pattern
data receiving unit 303 of the portable telephone 300
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(S308).

[0097] Next, specified pattern data is extracted by the
pattern data extraction unit 304 of the portable tele-
phone 300 from the plurality of sets of pattern data re-
ceived by the pattern data receiving unit 303 on the ba-
sis of the names of the application programs stored in
the portable telephone 300 (S310). To describe this in
greater detail, the names of the application programs
stored in the portable telephone 300 are used as a key,
and specified pattern data corresponding to the above-
mentioned key is extracted from the pattern data re-
ceived by the pattern data receiving unit 303. For exam-
ple, in a case where the server device 30 has the pattern
data data base 31a sown in Fig. 13, and the names of
the application programs in the portable telephone 300
are "application program 1" and "application program 2"
as shown in Fig. 14, "pattern data 1", "pattern data 3",
"pattern data 5" and "pattern data 6" are extracted as
the pattern data that is to be stored by the portable tel-
ephone 300. Subsequently, the processing of S312
through S316 is similar to the processing of S112
through S116 described with reference to Fig. 5.
[0098] Next, the effects and merits of the information
transmitting system of the present embodiment will be
described. Computer viruses include many computer vi-
ruses that depend on the application programs received
by the portable telephone 300. Accordingly, specified
pattern data is extracted on the basis of the names of
the application programs that are presentin the portable
telephone 300, and the specified pattern data that has
thus been extracted is stored in the pattern data storage
unit 305 of the portable telephone 300. IN this way, the
quantity of pattern data that is stored in the portable tel-
ephone 300 can be efficiently reduced in accordance
with the application programs received by the portable
telephone 300. As a result, the detection of computer
viruses in the portable telephone 300 can be accom-
plished in an efficient manner.

[0099] Furthermore, in the information transmitting
systems of the respective embodiments described
above, the transmission of pattern data is performed in
response to pattern data transmission requests that are
transmitted to the server device from the portable tele-
phone. However, it would also be possible to devise the
system so that the server device transmits instructions
indicating that the pattern data is to be updated to the
portable telephone regardless of the presence or ab-
sence of a pattern data transmission request (push type
transmission). The portable telephone that receives a
push-transmitted instruction for updating transmits a
pattern data transmission request to the server device.
As a result, the forgetting of updating or omission of up-
dating of the pattern data can be prevented before the
fact, so that the reliability of the information transmitting
system can be improved.

[0100] Furthermore, itis desirable to set conditions for
the transmission of a pattern data transmission request
by the portable telephone that has received instructions
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for updating. In regard to such conditions, for example,
if a list of model names of the portable telephones that
are the object of updating, or a list according to functions
(Java applications, web pages or the like) is received by
the portable telephone together with the instructions for
updating, and a pattern data transmission request is
transmitted only in cases that are the object of updating,
efficient data updating in which unnecessary pattern da-
ta transmission requests are suppressed can be
achieved. Alternatively, it would also be possible to de-
vise the system so that a pattern data transmission re-
quest is transmitted only in cases where there are in-
structions for this from the user of the portable tele-
phone.

[0101] Furthermore, the constituent elements of the
server devices in the information transmitting systems
of the respective embodiments described above were
physically disposed in a single server device; however,
the system may also be devised so that these constitu-
ent elements are physically dispersed among a plurality
of server devices. For example, in the abovementioned
aspect in which updating instructions are push-transmit-
ted, the server device that designates the distribution of
updating instructions and the server device that actually
push-transmits the updating instructions to the portable
telephones may be constructed as separate server de-
vices.

[0102] Furthermore, in the information transmitting
systems of the respective embodiments described
above, the system may also be devised so that in cases
where the data stored i the memory of the portable tel-
ephone includes portions that match the pattern data
stored in the pattern data storage unit, computer virus
detection information that includes this pattern data is
transmitted to the server device from the portable tele-
phone. This computer virus detection information noti-
fies the server device that the portable telephone is in-
fected with a computer virus. As a result, the server de-
vice can quickly ascertain that a computer virus is
present in the portable telephone. Furthermore, if the
server device transmits computer virus detection infor-
mation to other portable telephones, a warning regard-
ing computer viruses can also be sent to these other
portable telephones.

[0103] Furthermore, in the information transmitting
systems of the respective embodiments described
above, the system may also be devised so that the port-
able telephone deletes pattern data that has already
been utilized (i. e., pattern data for which comparative
processing has been completed). By deleting pattern
data that has already been utilized, it is possible to
achieve effective utilization of the memory of the porta-
ble telephone. In regard to the deletion of pattern data,
the following aspects may be indicated. For example,
the deletion of pattern data may be performed for a por-
tion of the pattern data rather than for all of the pattern
data. Furthermore, the deletion of pattern data may be
initiated when an effective deadline set beforehand for
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the pattern data has passed, or may be initiated after a
fixed period of time has elapsed following the comple-
tion of comparative processing. Furthermore, the dele-
tion of pattern data may also be initiated by instructions
from the server device or by instructions from the user
of the portable telephone. Moreover, this deletion may
be initiated following the detection of computer viruses
or following the completion of repair processing.
[0104] In the server device, information transmitting
system and information receiving method of the present
invention, specified data is extracted from a plurality of
sets of received data on the basis of terminal information
relating to the mobile communications terminal. Accord-
ingly, data that has a high degree of association with the
mobile communications terminal can be extracted. In
this way, data can easily be stored even in the case of
a mobile communications terminal that has an insuffi-
cient memory capacity. As a result, the storage of data
in the mobile communications terminal can be accom-
plished in an efficient manner.

Claims
1. A mobile communications terminal comprising:

receiving means for receiving a plurality of sets
of data that are transmitted from a server de-
vice;

extraction means for extracting specified data
from said plurality of sets of data received by
said receiving means on the basis of terminal
information relating to said mobile communica-
tions terminal; and

storing means for storing said specified data
extracted by said extraction means.

2. The mobile communications terminal according to
claim 1, wherein said data is pattern data used for
the detection of computer viruses.

3. The mobile communications terminal according to
claim 2, wherein said terminal information is infor-
mation that relates to the hardware of said mobile
communications terminal.

4. The mobile communications terminal according to
claim 3, wherein said terminal information is infor-
mation that relates to the memory capacity of said
mobile communications terminal.

5. The mobile communications terminal according to
claim 2, wherein said terminal information is infor-
mation that relates to the software of said mobile
communications terminal.

6. The mobile communications terminal according to
claim 5, wherein said terminal information is infor-
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mation that relates to the operating system of said
mobile communications terminal.

The mobile communications terminal according to
claim 5, wherein said terminal information is infor-
mation that relates to application programs that are
stored in said mobile communications terminal.

The mobile communications terminal according to
claim 1 or claim 2, wherein said extraction means
extract data selected by the user of said mobile
communications terminal from said specified data.

An information transmitting system comprising:

the mobile communications terminal according
to any one of claims 1 through 8; and
a server device which transmits said data to
said mobile communications terminal.

An information receiving method in which a mobile
communications terminal receives data from a serv-
er device, comprising:

a receiving step in which said mobile commu-
nications terminal receives a plurality of sets of
data from the server device;

an extraction step in which said mobile commu-
nications terminal extracts specified data on
the basis of terminal information relating to said
mobile communications terminal from said plu-
rality of sets of data received in said receiving
step; and

a storage step in which said specified data ex-
tracted in said extraction step is stored in stor-
ing means.

The information receiving method according to
claim 10, wherein said data is pattern data used for
the detection of computer viruses.

The information receiving method according to
claim 11, wherein said terminal information is infor-
mation that relates to the hardware of said mobile
communications terminal.

The information receiving method according to
claim 12, wherein said terminal information is infor-
mation that relates to the memory capacity of said
mobile communications terminal.

The information receiving method according to
claim 11, wherein said terminal information is infor-
mation that relates to the software of said mobile
communications terminal.

The information receiving method according to
claim 14, wherein said terminal information is infor-
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mation that relates to the operating system of said
mobile communications terminal.

16. The information receiving method according to

claim 14, wherein said terminal information is infor-
mation that relates to application programs stored
in said mobile communications terminal.

17. The information receiving method according to

claim 10 or claim 11, wherein data selected by the
user of said mobile communications terminal from
said specified data is extracted in said extraction
step.
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PATTERN DATA 1 | MODEL}1] 081, Vert. (E[I A 15kB |2001. 11. 2
PATTERN DATA 2 | MODEL 2] 0S1, Vert. 05 B 10kB [2001.11. 5
PATTERN DATA 3 | MODEL 1] 081, Veri. 05 (o] 20kB [2001. 11. 7
PATTERN DATA 4 | MODEL|2] OS1, Ver1. 05 C 10kB [2001. 11. 8
PATTERN DATA 5 | MODEL|1|OS1, Ver1. 00| B 20kB |2001. 11. 9
‘PATTERN DATA 6 | MODELI 2| OS1, Verl. 00 A 20kB 12001. 11. 9
PATTERN DATA7 | MODELI1]0S1, Verl. 05 B 20kB |2001. 11. 9
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