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(54) Communication apparatus with dial-up function

(57) This invention provides a communication appa-
ratus with a dial-up function that can bridge-connect a
client device to a WAN at an arbitrary timing with arbi-
trary settings (telephone number and the like) without
changing router settings. This invention relates to a

communication apparatus (100) which can dial-up-con-
nect a client (110-1) to a server at a connection destina-
tion via a WAN interface on the basis of information rep-
resenting the server at the connection destination from
the client (120) connected to a LAN interface.
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Description

[0001] The present invention relates to a communica-
tion apparatus with a dial-up function.
[0002] An ISDN (Integrated Services Digital Network)
router or a router with an analog modem function has a
port for connection to an ISDN line or analog line on the
WAN (Wide Area Network) side, and a port for connec-
tion to the Ethernet, USB (Universal Serial Bus), wire-
less LAN, and the like on the LAN (Local Area Network)
side. The router has a WAN-LAN routing function.
[0003] In this case, the router is connected to an ISDN
line or analog line by setting connection conditions such
as a telephone number in the router in advance. The
router dial-up-connects the WAN to the ISDN or analog
line, if necessary.
[0004] More specifically, the router checks on the ba-
sis of the IP of a packet to be routed whether the packet
is to be routed to the LAN or WAN side. If the router
determines that the packet is to be routed to the WAN
side, it is dial-up-connected to the WAN. In other words,
a LAN-side client cannot allow the router to dial-up-con-
nect an arbitrary connection destination at an arbitrary
timing.
[0005] Some products disable the use of the router
function, use them as TAs (Terminal Adapters), and can
dial-up-connects clients to arbitrary connection destina-
tions at arbitrary timings. In this case, such product is
connected to a client by an RS-232C cable.
[0006] In the prior art, when a LAN-side client device
is connected to a router (gateway) via the Ethernet or
wireless LAN, the device cannot be connected to an in-
house LAN from the Internet. If connection from the in-
house LAN to the Internet is limited, the device must be
dial-up-connected to an ISP (Internet Service Provider)
access point in connection to the Internet, or to an office
RAS (Remote Access Server) in connection to the in-
house LAN. Setting information of the connection meth-
od (telephone number and the like) of the router must
be cumbersomely changed every connection.
[0007] The prior art cannot meet demands for always
connecting a client device via a router in connection to
the Internet, and when the device is to be connected to
an in-house LAN, temporarily connecting the device to
a remote access server as a bridge.
[0008] The LAN-side client does not install a protocol
which emulates an RS-232C serial port in LAN connec-
tion (e.g., Ethernet). The LAN-side client cannot be dial-
up-connected to the telephone number of an arbitrary
connection destination at an arbitrary timing.
[0009] The connection method must be changed as
follows. An analog modem or TA (Terminal Adapter) is
connected to the RS-232C serial port of a PC or an an-
alog line is connected to a PC-DSLAM.
[0010] When the client is to be dial-up-connected to
an arbitrary connection destination at an arbitrary timing
by using a router as a TA, the router and client are con-
nected by an RS-232C cable. This makes it impossible

to dial-up-connect an arbitrary one of a plurality of cli-
ents to the arbitrary connection destination.
[0011] The present invention has been made to over-
come the conventional drawbacks, and may provide a
communication apparatus with a dial-up function that al-
lows bridge connection for a client device to a WAN at
an arbitrary timing with arbitrary settings (telephone
number and the like) without changing router settings.
[0012] According to a first aspect of the present inven-
tion, there is provided a communication apparatus with
a dial-up function, comprising a first interface which can
connect a communication terminal, a second interface
which is connected to a plurality of dial-up-connectable
servers, and connection means, when a connection re-
quest to a server connected to the second interface is
received from the communication terminal connected to
the first interface, configured to connect the communi-
cation terminal to the server at a connection request
destination via the second interface on the basis of in-
formation representing the server at the connection re-
quest destination sent from the communication terminal.
[0013] This summary of the invention does not nec-
essarily describe all necessary features so that the in-
vention may also be a sub-combination of these de-
scribed features.
[0014] The invention can be more fully understood
from the following detailed description when taken in
conjunction with the accompanying drawings, in which:

FIG. 1 is a view showing an arrangement example
when a PPPoE is used for ADSL (Asymmetric Dig-
ital Subscriber Line) Internet connection;
FIG. 2 is a view showing the structure of a PPPoE
data link frame;
FIG. 3 is a view showing the structure of a tag con-
tained in a PPPoE payload;
FIG. 4 is a view showing the PPPoE payload of a
PPP session stage;
FIG. 5 is a flow chart for explaining the operation of
a discovery stage;
FIG. 6 is a block diagram showing a communication
apparatus according to the first embodiment of the
present invention;
FIG. 7 is a view showing an example of constituting
a system by using a communication apparatus 100
according to the first embodiment of the present in-
vention;
FIG. 8 is a view showing the structure of a PPP data
link frame;
FIG. 9 is a view showing the structure of a PPPoE
data link frame in the PPP session stage;
FIG. 10 is a view for explaining the connection, com-
munication, and disconnection sequences of the
communication apparatus according to the first em-
bodiment of the present invention;
FIG. 11 is a block diagram showing the arrangement
of a communication apparatus according to the sec-
ond embodiment of the present invention;
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FIG. 12 is a view showing an example of constitut-
ing a system by using a communication apparatus
200 according to the second embodiment of the
present invention;
FIG. 13 is a logical block diagram for explaining the
function of a router mode;
FIG. 14 is a logical block diagram for explaining the
function of a bridge mode;
FIG. 15 is a block diagram showing the arrange-
ment of a communication apparatus according to
the third embodiment of the present invention;
FIG. 16 is a view showing an example of constitut-
ing a system by using the communication apparatus
according to the third embodiment of the present
invention;
FIG. 17 is a logical block diagram for explaining the
function of a router mode;
FIG. 18 is a logical block diagram for explaining the
function of a router/bridge mode;
FIG. 19 is a block diagram showing the arrange-
ment of a communication apparatus according to
the fourth embodiment of the present invention;
FIG. 20 is a view showing an example of constitut-
ing a system by using the communication apparatus
according to the fourth embodiment of the present
invention;
FIG. 21 is a logical block diagram in the router mode
when both WAN_A and WAN_B are WAN interfaces
(TAs);
FIG. 22 is a logical block diagram in the bridge mode
when both WAN_A and WAN_B are WAN interfaces
(TAs) 401-2;
FIG. 23 is a logical block diagram in the router mode
when WAN_A is the WAN interface 401-2 and
WAN_B is a WAN interface 401-3 (ADSL modem);
and
FIG. 24 is a logical block diagram in the router/
bridge mode when WAN_A is the WAN interface
401-2 and WAN_B is the WAN interface 401-3 (AD-
SL modem).

[0015] PPPoE adopted in the present invention will be
explained.
[0016] PPP (Point to Point Protocol, RFC 1661) is a
protocol for transferring multi-protocol datagram onto a
link which is connected by a telephone line or the like in
a one-to-one correspondence. PPPoE (Point to Point
Protocol over Ethernet, RFC 2516) is a protocol for ex-
ecuting PPP transfer on the Ethernet in which one trans-
mission path is shared by a plurality of terminals (in prac-
tice, PPPoE can be used in an IEEE 802.11 wireless
LAN in addition to the Ethernet).
[0017] FIG. 1 shows an arrangement example when
PPPoE is used for ADSL (Asymmetric Digital Subscrib-
er Line) Internet connection.
[0018] As shown in FIG. 1, a client 1 is connected to
an Ethernet 6 via an Ethernet 2, ADSL modem 3, tele-
phone line 4, and DSL access multiplexer (DSLAM) 5.

The Ethernet 6 is connected to access concentrators
(servers) 7 and 8, and to Internet 11 via the access con-
centrator 7 and a provider 9 or 10.
[0019] PPPoE has two different stages: discovery
stage and PPP session stage. When a client starts the
PPPoE stage, it first executes the discovery stage to
search for all access concentrators (servers) in the
same network, and establishes a PPPoE session with
one of them. Upon the completion of the discovery
stage, the client advances to the PPP session stage of
performing PPP communication. FIG. 2 is a view show-
ing the structure of a PPPoE data link frame.
[0020] In FIG. 2, "protocol type" is 8863h for the dis-
covery stage and 8864h for the session stage.
[0021] "Code" represents the type of packet in the dis-
covery stage. 09h represents a PADI (PPPoE Active
Discovery Initiator) packet; 07h, a PADO (PPPoE Active
Discovery Offer) packet; 19h, a PADR (PPPoE Active
Discovery Request) packet; 65h, a PADS (PPPoE Ac-
tive Discovery Session-confirmation) packet; and a7h,
a PADT (PPPoE Active Discovery Terminate) packet.
Code "00h" represents the PPP session stage.
[0022] "Session ID" is sent from an access concen-
trator to a client, and used in the PPP session stage.
[0023] As shown in FIG. 3, the PPPoE payload of the
discovery stage contains 0 or a plurality of tags. One tag
is made up of the type, length, and value, and defined
as follows. "Tag type" represents the type of tag. For ex-
ample, 0101h represents a Service-Name tag; and
0102h, an AC-Name tag.
[0024] FIG. 4 shows the PPPoE payload of the PPP
session stage. The protocol and PPP payload are the
same as those used in a PPP data link frame.
[0025] An example of the PPPoE connection and dis-
connection sequences will be described.
[0026] When a client is to start the PPPoE stage, the
client first executes the discovery stage in order to iden-
tify the Ethernet MAC address of a peer and establish
a PPPoE session ID.
[0027] The operation of the discovery stage will be ex-
plained with reference to the timing chart of FIG. 5.
[0028] To search for an access concentrator, the client
broadcasts a PADI (PPPoE Active Discovery Initiator)
packet (S0-1). At this time, a requested service name
can be set in the Service-Name tag, but the Serv-
ice-Name tag is generally null.
[0029] In S0-2, the access concentrator unicasts (to
be simply referred to as "transmit" hereinafter) a PADO
(PPPoE Active Discovery Offer) packet as a response
to the client.
[0030] The client transmits a PADR (PPPoE Active
Discovery Request) packet as a PPP connection re-
quest (S0-3). (In this case, the remote side has only one
access concentrator which responds to the PADI, but
when the client receives a plurality of PADO packets, it
selects one access concentrator to be connected.)
[0031] The access concentrator generates a session
ID and transmits a PADS (PPPoE Active Discovery Ses-
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sion-confirmation) packet (S0-4). After that, the discov-
ery stage ends.
[0032] The client and access concentrator perform
PPP communication (S0-5: PPP session stage).
[0033] Disconnection operation will be described.
[0034] The client transmits Terminate-Request by a
PPP LCP (Link Control Protocol) packet as an end re-
quest (S0-6).
[0035] The access concentrator transmits Terminate-
Ack by a PPP LCP packet as an end acknowledgement
to end the PPP session (S0-7).
[0036] The client ends the PPP session and transmits
a PADT (PPPoE Active Discovery Terminate) packet to
end the PPPoE session (S0-8).
[0037] The access concentrator transmits a PADT
(PPPoE Active Discovery Terminate) packet to end the
PPPoE session (S0-9).

<First Embodiment: Case in which WAN Interface Is
One Bridge Device>

[0038] A communication apparatus according to the
first embodiment of the present invention will be de-
scribed.
[0039] FIG. 6 is a block diagram showing the commu-
nication apparatus according to the first embodiment of
the present invention.
[0040] As shown in FIG. 6, a communication appara-
tus 100 according to the first embodiment is a bridge
device having one dial-up-connectable WAN interface
101 such as an analog modem, TA (Terminal Adapter),
or RS-232C interface, and LAN interfaces 102-1 to
102-N such as an Ethernet interface, wireless LAN in-
terface, and the like.
[0041] A control unit 103 controls dial-up connection
of the WAN interface 101, relays packets between the
LAN interfaces 102-1 to 102-N, and relays packets be-
tween the LAN and the WAN. A storage unit 104 stores
information necessary to control or relay the interfaces.
[0042] FIG. 7 is a view showing an example of consti-
tuting a system by using the communication apparatus
100 according to the first embodiment of the present in-
vention. In FIG. 7, the communication apparatus 100
has one LAN interface 102 which is an Ethernet device,
and the dial-up-connectable WAN interface 101 is an
analog modem.
[0043] The analog modem 101 can be connected to
an ISP (Internet Service Provider) remote access server
110-1, in-house LAN remote access server 110-2, and
the like via an analog line 150. The Ethernet interface
102 is connected to a client 120 via an Ethernet cable.
[0044] The communication apparatus has a PPPoE
access concentrator function. A client is connected to
the communication apparatus by using a PPPoE, and
the communication apparatus is connected to a remote
access server by using dial-up connection (line connec-
tion and PPP connection).
[0045] That is, communication is performed using the

PPPoE between the client and the communication ap-
paratus, and the PPP between the communication ap-
paratus and the remote access server. To connect the
client and remote access server, the communication ap-
paratus mutually converts and relays the PPPoE and
PPP packets.
[0046] In the normal PPPoE, one remote access serv-
er (access concentrator) communicates with one client
via the discovery stage and PPP session stage. A client
in the present invention communicates with the commu-
nication apparatus in the discovery stage and the re-
mote access server in the PPP session stage. For this
purpose, the communication apparatus establishes di-
al-up connection with the remote access server during
the discovery stage.
[0047] The communication apparatus performs dial-
ing, so that the client must notify the communication ap-
paratus of the telephone number of a connection desti-
nation. This is achieved by setting telephone number in-
formation in the Service-Name tag.
[0048] The connection, communication, and discon-
nection sequences of the communication apparatus ac-
cording to the first embodiment of the present invention
will be explained with reference to FIG. 10.
[0049] To search for the communication apparatus,
the client sets the telephone number of a remote access
server at a connection destination in the Service-Name
tag, and broadcasts a PADI (PPPoE Active Discovery
Initiator) packet (S-1).
[0050] In S-2, the communication apparatus unicasts
(to be simply referred to as "transmit" hereinafter) a PA-
DO (PPPoE Active Discovery Offer) packet as a re-
sponse to the client.
[0051] The client transmits a PADR (PPPoE Active
Discovery Request) packet as a PPP connection re-
quest (S-3). The communication apparatus dials the re-
mote access server at the connection destination via a
WAN interface (analog modem) by using the received
telephone number (S-4), thereby establishing line con-
nection with the remote access server (S-5).
[0052] The communication apparatus generates a
session ID and transmits a PADS (PPPoE Active Dis-
covery Session-confirmation) packet (S-6). Then, the
discovery stage ends, and the processing shifts to the
PPP session stage.
[0053] The client and remote access server commu-
nicate with each other by the PPP via the communica-
tion apparatus (S-7). In the PPP session stage, the com-
munication apparatus only mutually converts (to be de-
scribed later) and transfers PPPoE and PPP packets.
[0054] Disconnection operation will be described.
[0055] The client transmits Terminate-Request by a
PPP LCP packet as an end request (S-8). The remote
access server transmits Terminate-Ack by a PPP LCP
packet as an end acknowledgement to end the PPP ses-
sion (S-9).
[0056] The client ends the PPP session and transmits
a PADT (PPPoE Active Discovery Terminate) packet to
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end the PPPoE session (S-10). Thereafter, the commu-
nication apparatus disconnects the line (S-11).
[0057] The communication apparatus transmits a
PADT (PPPoE Active Discovery Terminate) packet to
end the PPPoE session (S-12).
[0058] A method of mutually converting PPP and PP-
PoE packets in the PPP session stage will be described.
[0059] As the mutual PPP/PPPoE (session stage)
packet conversion method, an example using the PP-
PoE in the Ethernet will be explained. FIG. 8 shows the
structure of a PPP data link frame, and FIG. 9 shows
the structure of a PPPoE data link frame in the PPP ses-
sion stage.

<LAN → WAN>

[0060] A packet is transferred from the LAN to the
WAN as follows.
[0061] Upon reception of a packet of a protocol type
"8864h" from the LAN-side port, the communication ap-
paratus determines that the packet is one in the PPPoE
session stage. The communication apparatus checks
the session ID to confirm that the session ID has the
same value as that sent from the communication appa-
ratus by a PADS packet.
[0062] Then, the communication apparatus converts
the packet. The communication apparatus checks an
FCS to confirm that the data frame is correct. The com-
munication apparatus extracts a PPPoE payload (pro-
tocol and PPP payload), and adds a flag (= 7Eh), ad-
dress (= FFh), and control (= 03h) necessary for the PPP
to the header of the PPP. The communication apparatus
recalculates the FCS, adds it to the end of the PPP, and
transmits the resultant packet to the WAN side.

<WAN → LAN>

[0063] A packet is transferred from the WAN to the
LAN as follows.
[0064] Upon reception of a PPP packet from the WAN
side, the communication apparatus checks an FCS to
confirm that the data frame is correct. The communica-
tion apparatus extracts a protocol and PPP payload
from the PPP packet, and adds a version (= 1), type (=
1), code (= 0), session ID, and length necessary for the
PPPoE to the header of the PPPoE. The communication
apparatus recalculates the FCS, and adds it to the end
of the PPPoE. The communication apparatus sets the
resultant packet in an Ethernet MAC frame (for the Eth-
ernet, Ethernet header and footer are added), and trans-
mits the frame. As the session ID, one sent to the client
in the discovery stage is used. The protocol type is
8864h.
[0065] This protocol conversion enables communica-
tion in the PPP session stage.
[0066] The communication apparatus according to
the first embodiment can select an arbitrary remote ac-
cess server on the basis of an instruction from a client,

and dial-up-connect the client to the remote access
server without setting any connection method in the
communication apparatus in advance. An LCP/NCP
(Network Control Protocol) negotiation can also be di-
rectly communicated between the client and the remote
access server.
[0067] The client is connected as if it were PPPoE-
connected to the remote access server. Hence, conven-
tional PPPoE client software can be applied to WAN
connection.
[0068] The remote access server is connected as if it
were dial-up-connected to the client. The client can,
therefore, communicate with a conventional remote ac-
cess server without any special setting.
[0069] Even a client device having no dial-up connec-
tion interface (analog modem, TA, RS-232C interface,
or the like) can be dial-up-connected as far as it has a
LAN interface (Ethernet, wireless LAN, or the like).

<Second Embodiment: Case in which One WAN
Interface with Router/Bridge Switching Function Is
Used>

[0070] A communication apparatus according to the
second embodiment of the present invention will be de-
scribed.
[0071] FIG. 11 is a block diagram showing the com-
munication apparatus according to the second embod-
iment of the present invention.
[0072] As shown in FIG. 11, a communication appa-
ratus 200 is a router having one dial-up-connectable
WAN interface 201 such as an analog mode, TA (Termi-
nal Adapter), or RS-232C interface, and LAN interfaces
202-1 to 202-N such as an Ethernet interface, wireless
LAN interface, and the like. A control unit 203 controls
dial-up connection of the WAN interface, relays packets
between the LAN interfaces, and relays and routes
packets between the LAN and the WAN. A storage unit
204 stores information necessary for routing and filter-
ing.
[0073] FIG. 12 is a view showing an example of con-
stituting a system by using the communication appara-
tus 200 according to the second embodiment of the
present invention. As shown in FIG. 12, the communi-
cation apparatus 200 has two LAN interfaces.
[0074] The dial-up-connectable WAN interface 201 is
a TA and can be connected to an ISP (Internet Service
Provider) remote access server 210-1, in-house LAN re-
mote access server 210-2, and the like via an ISDN line
250.
[0075] The LAN interface 202-1 is an Ethernet inter-
face and is connected to a client 220-1 via an Ethernet
cable. The LAN interface 202-2 is an IEEE 802.11 wire-
less LAN interface and is wirelessly connected to two
clients 220-2 and 220-3.
[0076] The communication apparatus has two, router
and bridge modes. In a normal state, the communication
apparatus operates in the router mode. FIG. 13 is a log-

7 8



EP 1 331 774 A2

6

5

10

15

20

25

30

35

40

45

50

55

ical block diagram for explaining the function of the rout-
er mode, and FIG. 14 is a logical block diagram for ex-
plaining the function of the bridge mode.
[0077] In the router mode, a relay unit 203-1 relays
packets between the LAN interfaces. If necessary, a
routing unit 203-2 performs dial-up connection to a re-
mote access server via a WAN interface to route packets
between the LAN interface and the WAN interface.
[0078] When the communication apparatus receives
a PPPoE connection request (packet of a protocol type
"8863h") from an arbitrary client, the apparatus shifts to
the bridge mode via the PPPoE discovery stage.
[0079] In the bridge mode, the relay unit 203-1 relays
packets between the LAN interfaces, but the routing unit
stops its function. Similar to the first embodiment, a
bridge unit 203-3 dial-up-connects the communication
apparatus to a remote access server by using the WAN
interface 201. The bridge unit 203-3 converts a PPPoE
packet received from the LAN interface into a PPP pack-
et, and relays the PPP packet to the WAN interface (to
the contrary, converts a PPP packet received from the
WAN interface into a PPPoE packet, and relays the PP-
PoE packet to the LAN interface).
[0080] FIG. 14 shows an example in which the Ether-
net interface 202-1 and TA 201 are bridge-connected to
each other. A packet transferred from the LAN interface
202-1 to the bridge unit 203-3 is only a PPPoE packet
(packets of protocol types "8863h" and "8864h"), and
other packets are transferred to the relay unit 203-1. In
FIG. 14, the Ethernet interface 202-1 and control unit
203 are connected by two lines in order to explain a log-
ical function, but are physically connected by one line.
After PPP connection is canceled, the communication
apparatus returns to the router mode.
[0081] The connection, communication, and discon-
nection sequences of the communication apparatus ac-
cording to the second embodiment of the present inven-
tion will be explained with reference to FIG. 10.
[0082] The operation of the communication apparatus
according to the second embodiment of the present in-
vention is basically the same as that of the first embod-
iment, and only a difference will be described.
[0083] The communication apparatus according to
the first embodiment is not intended for the router func-
tion. If a client issues a PPP connection request, the
communication apparatus executes dial-up connection
in S4 by using a telephone number received from the
client.
[0084] To the contrary, the communication apparatus
according to the second embodiment stops routing op-
eration upon reception of a PADR packet as a PPP con-
nection request from the client. When dial-up connec-
tion to the WAN side has been established, the commu-
nication apparatus temporarily cancels it and shifts from
the router mode to the bridge mode. The communication
apparatus dials a remote access server from the WAN
interface by using the received telephone number, and
performs line connection.

[0085] The communication apparatus according to
the second embodiment transmits a PADT (PPPoE Ac-
tive Discovery Terminate) packet in S-12. After the PP-
PoE session ends, i.e., disconnection processing is
completed, the communication apparatus shifts to the
router mode. If necessary, the communication appara-
tus performs dial-up connection in the router mode
again.
[0086] The communication apparatus of the second
embodiment can be used as a dial-up router in a normal
state, and if necessary, directly dial-up-connect a client
to another remote access server. The communication
apparatus is very convenient particularly when a note-
book model PC with a wireless LAN function is to be
connected to both the Internet and an in-house LAN.
[0087] This communication apparatus realizes such
a use form that the PC is always connected to the Inter-
net via a FLET'S ISDN or the like in a normal state such
as home use, and dial-up-connected to the in-house
LAN as needed.

<Third Embodiment: Case in which Two WAN Interfaces
Are Used and Both Router Function and Bridge
Function Can Be Adapted>

[0088] FIG. 15 is a block diagram showing the ar-
rangement of a communication apparatus according to
the third embodiment of the present invention.
[0089] As shown in FIG. 15, a communication appa-
ratus 300 according to the third embodiment is a router
having two WAN interfaces 301, and one or a plurality
of LAN interfaces 302 such as an Ethernet interface,
wireless LAN interface, and the like.
[0090] One of the WAN interfaces 301 is a dial-up-
connectable WAN interface such as an analog modem,
TA (Terminal Adapter), RS-232C interface, or the like.
The other is a WAN interface connectable to an ADSL,
cable television, ISDN dedicated line, or the like (or may
be a dial-up-connectable WAN interface).
[0091] A control unit 303 controls dial-up connection
of the WAN interface, relays packets between the LAN
interfaces, and relays and routes packets between the
LAN and the WAN. A storage unit 304 stores information
necessary for routing and filtering.
[0092] FIG. 16 is a view showing an example of con-
stituting a system by using the communication appara-
tus 300. In the third embodiment, the communication ap-
paratus 300 has three LAN interfaces. A WAN interface
301-1 is an RS-232C interface, and can be connected
to an in-house LAN remote access server 310-1 or the
like via a TA 360 and ISDN line 350.
[0093] A WAN interface 301-2 is an ADSL modem and
is always connected to an ISP (Internet Service Provid-
er) remote access server 310-2 via a telephone line.
Both LAN interfaces 302-1 and 302-2 are Ethernet in-
terfaces, and are respectively connected to clients
320-1 and 320-2 via Ethernet cables. A LAN interface
302-3 is an IEEE 802.11 wireless LAN interface and is
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wirelessly connected to a client 320-3.
[0094] The communication apparatus has two, router
and router/bridge modes. In a normal state, the commu-
nication apparatus operates in the router mode. FIG. 17
is a logical block diagram for explaining the function of
the router mode, and FIG. 18 is a logical block diagram
for explaining the function of the router/bridge mode.
[0095] In the router mode, the communication appa-
ratus uses not the WAN interface (RS-232C) 301-1 but
only the WAN interface (ADSL modem) 301-2. A relay
unit 303-1 relays packets between the LAN interfaces,
and a routing unit 303-2 routes packets between the
LAN interface and the WAN interface (ADSL modem)
301-2.
[0096] When the communication apparatus receives
a PPPoE connection request (packet of a protocol type
"8863h") from an arbitrary client, the apparatus shifts to
the router/bridge mode via the PPPoE discovery stage.
[0097] In the router/bridge mode, in addition to the
router mode, a bridge unit 303-3 dial-up-connects the
communication apparatus to a remote access server by
using the TA 360 via the RS-232C interface 301-1, sim-
ilar to the first embodiment. The bridge unit 303-3 con-
verts a PPPoE packet received from the LAN interface
into a PPP packet, and relays the PPP packet to the
WAN interface. To the contrary, the bridge unit 303-3
converts a PPP packet received from the WAN interface
into a PPPoE packet, and relays the PPPoE packet to
the LAN interface.
[0098] FIG. 18 shows an example in which the Ether-
net interface 302-1 and RS-232C interface 301-1 are
bridge-connected to each other. A packet transferred
from the LAN interface 302-1 to the bridge unit 303-3 is
only a PPPoE packet (packets of protocol types "8863h"
and "8864h"), and other packets are transferred to the
relay unit 303-1.
[0099] In FIG. 18, the Ethernet interface 302-1 and
control unit 303 are connected by two lines in order to
explain a logical function, but are physically connected
by one line. After PPP connection is canceled, the com-
munication apparatus returns to the router mode.
[0100] A shift from the router mode to the router/
bridge mode, and connection, communication, and dis-
connection sequences in the router/bridge mode will be
explained with reference to FIG. 10.
[0101] The operation of the communication apparatus
according to the third embodiment of the present inven-
tion is basically the same as that of the first embodiment,
and only a difference will be described.
[0102] The communication apparatus according to
the first embodiment is not intended for the router func-
tion. If a client issues a PPP connection request, the
communication apparatus executes dial-up connection
in S4 by using a telephone number received from the
client.
[0103] To the contrary, the communication apparatus
according to the third embodiment shifts from the router
mode to the router/bridge mode upon reception of a PA-

DR packet as a PPP connection request from the client.
The communication apparatus dials a remote access
server from the WAN interface (RS-232C interface)
301-1 by using the received telephone number, and per-
forms line connection.
[0104] The communication apparatus according to
the third embodiment transmits a PADT (PPPoE Active
Discovery Terminate) packet in S-12. After the PPPoE
session ends, i.e., disconnection processing is complet-
ed, the communication apparatus shifts to the router
mode.
[0105] The communication apparatus of the third em-
bodiment can be used as a broadband router in a normal
state, and if necessary, directly dial-up-connect a client
to another remote access server. The communication
apparatus is very convenient especially when a note-
book model PC with a wireless LAN function is to be
connected to both the Internet and an in-house LAN.
[0106] This communication apparatus realizes such
a use form that the PC is always connected to the Inter-
net via an ADSL, cable television, or the like in a normal
state such as home use, and dial-up-connected to the
in-house LAN as needed.

<Fourth Embodiment: Case in which Two or More WAN
Interfaces Can Be Selected and Both Router Function
and Bridge Function Can Be Adapted>

[0107] FIG. 19 is a block diagram showing the ar-
rangement of a communication apparatus according to
the fourth embodiment of the present invention.
[0108] As shown in FIG. 19, a communication appa-
ratus 400 according to the fourth embodiment of the
present invention is a router having two or more WAN
interfaces 401, and one or a plurality of LAN interfaces
402 such as an Ethernet interface, wireless LAN inter-
face, and the like.
[0109] At least one of the WAN interfaces 401 is a dial-
up-connectable WAN interface such as an analog mo-
dem, TA (Terminal Adapter), RS-232C interface, or the
like.
[0110] A control unit 403 controls dial-up connection
of the WAN interface, relays packets between the LAN
interfaces, and relays and routes packets between the
LAN and the WAN.
[0111] A storage unit 404 stores information neces-
sary for routing and filtering in addition to the following
setting information:

1. Information representing which of dial-up-con-
nectable WAN interfaces is used for dial-up connec-
tion upon reception of a PPPoE connection request
from a client (the set WAN interface will be called
WAN_A).
2. Information representing which of WAN interfac-
es is used for routing with the LAN (the set WAN
interface will be called WAN_B)
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[0112] The control unit 403 executes packet routing/
relay and dial-up connection on the basis of these piec-
es of setting information. The use of WAN interfaces ex-
cept WAN_A and WAN_B is stopped.
[0113] FIG. 20 is a view showing an example of con-
stituting a system by using the communication appara-
tus according to the fourth embodiment of the present
invention.
[0114] As shown in FIG. 20, the communication ap-
paratus 400 according to the fourth embodiment of the
present invention has two dial-up-connectable WAN in-
terfaces, two other WAN interfaces, and three LAN in-
terfaces.
[0115] A dial-up-connectable WAN interface 401-1 is
an RS-232C interface, and can be connected to a re-
mote access server 410-1 via an analog modem 460-1
and analog line 450-1.
[0116] A dial-up-connectable WAN interface 401-2 is
a TA and can be connected to a remote access server
410-2 via an ISDN line 450-2.
[0117] A WAN interface 401-3 is an ADSL modem and
is always connected to a remote access server 410-3
via a telephone line. A WAN interface 401-4 is an Eth-
ernet interface and is always connected to a remote ac-
cess server 410-4 of a cable television company via a
cable modem 460-4.
[0118] A LAN interface 402-1 is an IEEE 802.11 wire-
less LAN and is wirelessly connected to a client 420-1.
A LAN interface 402-2 is an Ethernet interface and is
connected to a client 420-2 via an Ethernet cable. A LAN
interface 402-3 is a USB interface and is connected to
a client 420-3 via a USB cable.
[0119] Under these conditions, dial-up-connectable
WAN interfaces are the WAN interfaces 401-1 and
401-2, and WAN_A is selected from them. WAN_B is
selected from the four WAN interfaces 401-1 to 401-4.
[0120] If WAN_A and WAN_B are identical WAN in-
terfaces, only one WAN Interface is used. Thus, the rout-
er and bridge modes are switched in accordance with a
PPPoE connection request, similar to the second em-
bodiment.
[0121] If WAN_A and WAN_B are different WAN in-
terfaces, two WAN Interfaces can be used. The router
and router/bridge modes are switched in accordance
with a PPPoE connection request, similar to the third
embodiment.
[0122] FIG. 21 is a logical block diagram in the router
mode when both WAN_A and WAN_B are the WAN in-
terfaces (TA) 401-2. FIG. 22 is a logical block diagram
in the bridge mode.
[0123] FIG. 23 is a logical block diagram in the router
mode when WAN_A is the WAN interface 401-2 and
WAN_B is the WAN interface 401-3 (ADSL modem).
FIG. 24 is a logical block diagram in the router/bridge
mode.
[0124] Connection, communication, and disconnec-
tion operations upon reception of a PPPoE connection
request, and a packet conversion method are the same

as those in the second and third embodiments, and a
description thereof will be omitted.
[0125] The communication apparatus of the fourth
embodiment can freely set a WAN interface to be router-
connected to the LAN and a WAN interface to be bridge-
connected to the LAN.

<Other Modifications>

[0126] In the above-described embodiments, a tele-
phone number to be dialed is sent by the Service-Name
tag. Alternatively, the telephone number may be desig-
nated by the alphabet or the like instead of directly des-
ignating it in Service-Name. In this case, a correspond-
ence table of service names and telephone numbers is
set in the communication apparatus, and searched for
a target telephone number.
[0127] Alternatively, Service-Name may be kept null,
and a default telephone number may be set and used
in the communication apparatus.
[0128] Since RFC 2516 describes only PPPoE in a
case in which a PPP packet is transmitted "by the Eth-
ernet", mutual conversion of PPP and PPPoE has been
exemplified for the Ethernet in the PPPoE data link
frame. However, PPPoE can also be properly used in
an IEEE 802.11 wireless LAN. In this case, an IEEE
802.2 SNAP data frame is used, and PPPoE can be
used by an IEEE 802.2 device. Usable LAN devices in
addition to an IEEE 802.11 device are a token bus, token
ring, FDDI, Bluetooth, and the like.
[0129] The communication apparatus may transmit
an Echo_Request packet to a client at any time in the
PPP session stage of PPPoE in order to confirm wheth-
er a link with the client has been established. In this
case, Echo_Reply from the client is not transferred to
the WAN side. When Echo_Request is received from
the WAN side (no Echo_Request is generally received
in the case of a telephone line), the communication ap-
paratus sends back Echo_Reply. To cope with this func-
tion, the communication apparatus must check every
PPP packet (PPPoE packet in the PPP session stage)
which is simply converted and transferred in the above
embodiments.
[0130] More specifically, the control unit of the com-
munication apparatus comprises an Echo_Request
packet transmission unit and packet check unit. The
Echo_Request packet transmission unit transmits an
Echo_Reply packet at a predetermined timing to a client
and receives Echo_Reply from the client.
[0131] The packet check unit determines whether the
communication apparatus has received an
Echo_Request packet from the WAN side, and if deter-
mining that the communication apparatus has received
the Echo_Request packet, sends back Echo_Reply cor-
responding to the received Echo_Request packet. With
this arrangement, the communication apparatus can re-
spond to an inquiry about whether a link has been es-
tablished, from an access server in the PPP session
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stage. The communication apparatus can respond to an
inquiry from a client.
[0132] The "communication apparatus" may be im-
plemented as a portable telephone (or PHS) with a wire-
less LAN function, and a wireless LAN PC may be dial-
up-connected via the portable telephone.
[0133] The present invention is not limited to the
above-described embodiments, and can be variously
modified without departing from the spirit and scope of
the invention in practical use. The respective embodi-
ments can be combined as properly as possible. In this
case, the effects of the combination can be obtained.
The embodiments include inventions on various stages,
and various inventions can be extracted by an appropri-
ate combination of building components disclosed. For
example, when an invention is extracted by omitting
several building components from all those described in
the embodiments, the omission is properly compensat-
ed for by a well-known technique in practicing the ex-
tracted invention.
[0134] As has been described in detail above, the
present invention can provide a communication appa-
ratus with a dial-up function that can bridge-connect a
client device to a WAN at an arbitrary timing with arbi-
trary settings (telephone number and the like) without
changing router settings.
[0135] Also, the present invention can provide a com-
munication apparatus with a dial-up function that can re-
alize router connection and dial-up connection to the
WAN by connecting a router and PC only via a LAN (Eth-
ernet, wireless LAN, or the like).

Claims

1. A communication apparatus with a dial-up function,
characterized by comprising:

a first interface (102-1) which can connect a
communication terminal;
a second interface (101) which is connected to
a plurality of dial-up-connectable servers; and
connection means (103), when a connection
request to a server connected to said second
interface is received from the communication
terminal connected to said first interface, con-
figured to connect the communication terminal
to the server at a connection request destina-
tion via said second interface on the basis of
information representing the server at the con-
nection request destination sent from the com-
munication terminal.

2. An apparatus according to claim 1, characterized
by further comprising conversion means for per-
forming protocol conversion processing between a
protocol in a FIRST connected to said first interface
and a protocol in a WAN connected to said second

interface.

3. An apparatus according to claim 2, characterized
in that sad conversion means performs routing
processing between a LAN connected to the first
interface and a WAN connected to the second in-
terface.

4. An apparatus according to claim 1, characterized
by further comprising:

means for determining whether a first packet
used to confirm that connection between the
communication terminal and the server is not
canceled is received; and
means for sending back, to a transmission
source of the first packet, a second packet rep-
resenting that connection between the commu-
nication terminal and the server is not canceled
when said determination means determines
that the first packet is received.

5. An apparatus according to claim 1, characterized
in that said first interface includes a plurality of first
interfaces, which further comprises routing means
for performing routing processing between LANs
connected to said plurality of first interfaces, and in
which when information representing a connection
request destination is received from the communi-
cation terminal during routing processing by said
routing means, said connection means stops the
routing processing and dial-up-connects the com-
munication terminal to a server at a connection des-
tination via said second interface.

6. An apparatus according to claim 1, characterized
in that said first interface includes a plurality of first
interfaces, which further comprises a third interface,
and routing means for performing routing process-
ing between LANs connected to said plurality of first
interfaces, and routing processing between a WAN
connected to said third interface and a LAN con-
nected to said first interface, and in which when in-
formation representing a connection request desti-
nation is received from the communication terminal
during routing processing by said routing means,
said connection means connects the communica-
tion terminal to a server at a connection destination
via said second interface.

7. A communication apparatus characterized by
comprising:

a LAN interface;
a first WAN interface which is connected to a
dial-up-connectable server; and
conversion means for performing protocol con-
version processing between a protocol in a LAN
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connected to said LAN interface and a protocol
in a WAN connected to said first WAN interface.

8. An apparatus according to claim 7,
characterized in that the protocol in the LAN in-
cludes PPP, and the protocol in the WAN includes
PPPoE.

9. A communication method in a communication ap-
paratus having a LAN interface, and a first WAN in-
terface which is connected to a dial-up-connectable
server, comprising:

receiving information representing a server at
a connection request destination from a com-
munication terminal connected to the LAN in-
terface; and
dial-up-connecting the communication terminal
to the server at the connection request destina-
tion via the first WAN interface on the basis of
the received information representing the serv-
er at the connection request destination.

10. A method according to claim 9, characterized in
that communication between the server and the
communication terminal is achieved by performing
protocol conversion processing between a protocol
in a WAN connected to the first WAN interface and
a protocol in a LAN connected to the LAN interface
after connection between the server and the com-
munication terminal is established.
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