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Description

[0001] The protection of data is becoming an increas-
ingly important area of security. In many situations, the
authority to copy of otherwise process information is ver-
ified by evaluating the encoding of copy-protected mate-
rial for particular characteristics. For example, copy-pro-
tected material may contain watermarks or other encod-
ings that identify the material as being copy-protected
and also contains other encodins that identify whether
this particular copy of the material is an authorized copy,
and whether it can be copied again. For example, an
authorized copy of content material may contain a robust
watermark and a fragile watermark. The robust water-
mark is intended to be irremovable from the encoding of
the content material. Attempting to remove the water-
mark causes damage to the content material. The fragile
watermark is intended to be damaged when the content
material is illicitly copied. For example, common fragile
watermarks are damaged if the content material is com-
pressed or otherwise altered. In this manner, content ma-
terial that is compressed in order to be efficiently com-
municated via the Internet will be received with a robust
watermark and a samaged fragile watermark. A content-
processing device that is configured to enforce copy pro-
tection rights in this example will be configured to detect
the presence of a robust watermark, and prevent the
processing of the content material containing this robust
watermark unless the fragile watermark is also present.
[0002] The design of a watermarking encoding proc-
ess and corresponding watermark detection involves a
tradeoff among conflicting requirements. An ideal water-
mark should be undetectable during a conventional reen-
dering of the content material, yet easily detectable by
the watermark detector. As the watermark’s detectability
by the watermark detector increases, so too does its de-
tectability during a conventional rendering; similarly, as
the watermark’s undetectability during a convention ren-
dering decreases, so too does its undetectability by the
watermark detector. Conventional watermarking proc-
esses are biased to assure that the watermarking proc-
ess does not affect the quality of the rendering of the
content material, often at the cost of reduced detectability
by a watermark detector. That is, the likelihood of a wa-
termark detector producing an erroneous decoding of a
watermark is not insubstantial.
[0003] Given that watermark detection is not absolute-
ly reliable, a need exists for a fault-tolerant watermark-
based security process. WO-A-9912347 gives a pre-
posed for such a process.
[0004] It is an object of this invention to provide a robust
and reliable copy protection scheme in the presence of
a potentially unreliable watermark detection process
wherein the processing requirements are reduced in
comparison with the processing requirements set by the
process of WO-A69912347. It is a further object of this
invention to provided a copy protection scheme that is
fault tolerant.

[0005] To this effect the invention provides a security
system of the above mentioned type, characterized in
that the one or more test criteria includes a set of criteria
for each of a plurality of test levels, and the authorization
tester is configured to select a next set of criteria of the
plurality of test levels when the authorization tester fails
to determine an authorization based on a prior set of cri-
teria of the plurality of test levels.
[0006] Further the invention provides a method for pro-
tecting content material of the above-mentioned type,
characterized in that the one more test criteria includes
a set of criteria for each of a plurality of test levels, and
determining the authorization includes:

- selecting a next criteria of the plurality of test levels
upon failing to determine an authorization based on
a prior set of criteria of the plurality of test levels.

[0007] The invention provides a multi layered protec-
tion scheme with a plurality of test levels which is defined
by the appended claims.
[0008] At an initial security level, the fault-tolerance is
low. If security test fails at this initial security level, the
process enters a next level of security, wherein the fault-
tolerance is increased, but at the expense of additional
processing time. If the security test again fails at this in-
creased security level, the process enters a higher level
of security, wherein the fault-tolerance is further in-
creased, but at the further expense of additional process-
ing time. Eventually, either the security test is passed,
and the material is rendered, or a determination is made
that the failures are not due to faults in the watermark
detection process, indicating that the contant material is,
in fact, copy protected, but not authorized for rendering.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The invention is explained in further detail, and
by way of example, with reference to the accompanying
drawings wherein:

FIG.1 illustrates an example block diagram of a se-
curity system in accordance with this invention.

FIG.2 illustrates an example flow diagram of a secu-
rity system in accordance with this invention.

DETAILED DESCRIPTION OF THE INVENTION

[0010] A variety of security schemes that are based on
the decoding of one or more parameters from a water-
mark are known in the art, and further watermark-based
security schemes can be expected to be developed in
the future. Generally, however, these schemes assume
that the watermark detection process is reliable, such
that, when the watermark detection process reports a
result, the security process effects a control based on
the reported result.

1 2 
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[0011] Because common watermark detection proc-
esses are not 100% reliable, a fault in the detection proc-
ess may be interpreted by the security process as an
erroneous watermark, and the rendering of the content
material may be inappropriately terminated. That is, the
content material may be authorized for rendering, and
contain a proper watermark, but the fault in the detection
process may indicate an improper watermark, or no wa-
termark. Similarly, but less likely, the content material
may be unauthorized, and the fault in the detection proc-
ess may inappropriately indicate an authorization, or may
fail to identify the material as being copy protected.
[0012] In accordance with this invention, a multi-level
security process is preferably employed to distinguish
between faults in the detection process, and truly faulty
watermarks.
[0013] FIG. 1 illustrates an example block diagram of
a security system 100 in accordance with this invention.
The system 100 includes a watermark tester 110, and
an authorization system 120 that determines whether the
input content material is authorized to be rendered,
based on information provided by the watermark tester
110. For the purposes of this disclosure, the term "render"
includes any subsequent transmission or processing of
the input content material, including recording, broad-
casting, playing back, converting, and so on. The author-
ization tester controls a gate 130 that determines whether
the content material is presented to a rendering system
140, as indicated by the dashed line between the gate
130 and the rendering system 140.
[0014] In accordance with this invention, the authori-
zation tester 120 is configured to accept test criteria 150
for determining whether the information provided by the
watermark tester 110 warrants the connection or discon-
nection of the content material to the rendering system
140. In a conventional security system, the information
from a watermark tester 110 is assumed to be reliable
and accurate. This invention, on the other hand, is prem-
ised on the realization that watermark testers are inher-
ently unreliable and/or inaccurate, due to the purposeful
characteristic of the watermark that it not interfere with
the rendering process. The test criteria 150 are specifi-
cally formulated to distinguish between a somewhat un-
reliable watermark tester 110 and an illicit copy of the
content material.
[0015] Table 1 illustrates a set of example test criteria
150. Initially, at test level 1, a maximum ’test limit’ of three
watermark tests are conducted. Ideally, these three tests
will each report a ’success’ if the content material that is
being tested has the appropriate watermark, and will
each report a ’failure’ if the content material that is being
tested has a faulty or inappropriate watermark. Recog-
nizing that the watermark testing process may itself be
faulty, the test criteria ’fail limit’ of table 1 indicates that
one failure is acceptable. That is, if the three watermark
tests at level 1 indicate two successes and one failure,
the authorization tester 120 will declare the content ma-
terial to be authorized.

[0016] If, on the other hand, the test at level 1 indicates
more than one failure, the authorization tester 150 enters
the next test level, and applies the test limits and failure
limits indicated in table 1 for test level 2. At level 2, a
maximum of six watermarking tests are conducted. If two
or fewer failures occur during these six watermarking
tests, the authorization tester 150 will determine that the
content material is authorized. If more than two failures
occur, the authorization tester 150 enters the next test
level, requiring no more than three failures in nine tests.
Additional, or fewer, test levels may be included in the
test criteria 150. The test procedure continues until the
material is determined to be authorized, or until comple-
tion of the last test, whichever occurs first. If the last test
is completed without a determination that the material is
authorized, the material is rejected as being unauthor-
ized.
[0017] The particular interpretation of the test criteria
may vary, depending upon whether prior tests are intend-
ed to affect the determinations at future test levels. That
is, for example, the test and failure limits of table 1 may
be cumulative limits, or, the test and failure limits of table
1 may be independent for each test level.
[0018] In the cumulative example, when a second fail-
ure occurs at level 1, the system enters level 2 with a
’history’ of the tests of level 1. Thus, because two failures
have already occurred, the content material must pass
the watermark tests for each subsequent test, until a total
of six tests have been conducted (two or three at level 1
that produced the two failures, then four or three test at
level 2 with no failures). If, during the testing at level 2,
a third failure occurs, the , system enter leves 3, and con-
tent material must pass each of the remaining tests until
a total of nine tests have been conducted.
[0019] In the independent example, when a second
failure occurs at level 1, the system enters level 2, and
restars the testing process allowing up to two additional
failures within six additional tests.
[0020] The choice of test criteria, as well as the choice
of a cumulative testing process through each level, or an
independent testing process at each level, will be made
dependent upon an estimate of the likelihood that the
watermark tester 110 will report an erroneous result. If
the watermark tester 110 rarely reports an erroneous re-
sult, the failure limit can be set to a very low value. Con-
versely, if the watermark tester 110frequently reports er-
roneous results, a higer failure limit would be warranted
A cumulative test process will generelly result in fewer

Table 1.

Test Level Test Limit Fail Limit

1 3 1

2 6 2

3 9 3

3 4 
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tests being required, because the results of prior tests
are not discarded.
[0021] When all of the test levels have been applied
and the content material continues to fail each test, the
authorization tester 150 will determine that the content
material is not authorized, and will control the gate 130
to prevent the communication of the content material to
the rendering system 140.
[0022] The use of this invention is hereinafter present-
ed in the context of a not published proposed of the in-
vention of the present application
[0023] In this proposal, each section of a data set is
uniquely identified and this section identifier is encoded
as a watermark that is embedded in each section, pref-
erably as a combination of robust and fragile watermarks.
When an item of the data set is presented for rendering,
the security system requests random sections of the data
set, and verities that the appropriate watermark is present
in each of the randomly selected sections If a sufficient
number of randomly selected sections are verified, the
entire data set is determined to be present. If the entire
data set is not present, the likelihood of randomly select-
ing an absent section is proportional to the amount of
material that is missing from the entire data set. This se-
curity scheme is intended to discourage the illicit distri-
bution of select segments of a larger data set.
[0024] In the context of digital audio recordings, for ex-
ample, a compliant playback or recording device is con-
figured to refuse to render an individual song in the ab-
sence of verification that the entire contents of the CD is
present, via the random watermark testing. The time re-
quired to download an entire album on a CD in uncom-
presse digital form, even at DSL and cable modem
speeds, can be expected to be greater than an hour,
depending upon network loading and other factors. Thus,
by requiring that the entire contents of the CD be present,
at a download "cost" of over an hour, the likelihood of a
theft of a song via a wide-scale distribution on the Internet
is substantially reduced.
[0025] In accordance with this invention, the test crite-
ria 150 of FIG. 1 will be determinde based upon the de-
gree of security required, and based upon the reliability
of the watermark testing process 110. The test limit of
table 1 is generally set to assure that a sufficiently large
sample of. the data set is verified, to assure that the en-
tirety of the data set is present, and the fail limit is set to
assure that the test does not result in the rejection of
authorized content material due to occasional errors in
the watermark testing process 110. The partitioning of
the test into multiple levels provides for efficient testing,
when it becomes very obvious, based on a low failure
rate, that the data set must be present. That is, the lower
level tests are preferably structured with a low failure, so
that, if the watermarking test is reliable, the test at the
lower level ends with an authorization to render the ma-
terial, if the material is autorized. Time is spent performing
the subsequent level tests only if the entirety of the data
set is not present, or when a premature rejection of con-

tent material is to be avoided.
[0026] FIG. 2 illustrates an example flow diagram for
a multi-level authorization process in accordance with
this invention. At 210, the initial pass/fail test criteria are
set, corresponding for example to the first level test of
table 1, At 220, a watermark test is conducted, and a
pass/fail result is produced.
[0027] If the number of failures thus far is below the
’fail limit’, at 230, the number of tests conducted thus far
is assessed. If, at 240, the number of tests thus far is
below the ’test limit’, the process loops back to conduct
the next watermark test, at 220. Otherwise, if the number
of tests conducted thus far equals the test limit, the proc-
ess terminates with an "authorized" result, at 250.
[0028] If the number of failures thus far has reached
the fait limit, at 230, a determinations is made, at 260, as
to whether there are additional test levels available. If
not, if the terminal tests have been conducted, the the
process terminates with a "non-authorized" resut, at 270.
If, at 260, additional test levels are available, then the
next set of test criteria replaces the prior set of test criteria,
at 280, and the process loops back to conduct the next
watermark test, at 220. As discussed above, when the
next level criteria is loaded, at 280, the prior accumulation
of tests and failures is either discarded, for independent
test levels, or not discarded, for accumulated test levels.
[0029] The foregoing merely illustrates the principles
of the invention. It will thus be appreciated that those
skilled in the art will be able to devise various arrange-
ments which, although not explicity described or shown
herein, embody the principles of the invention. For ex-
ample, the test eriteria, 150 of FIG. 1 are presented above
as a relatively static set of criteria. Adaptive testing may
also be conducted, wherein the test criteria at each level
is determined based on past performance, or based on
external parameters, such as a ’noise figure’ or ’quality
figure’ that may be provided by the watermak tester 110,
or other device. The past performance could include a
history of errors associated with the watermark tester 110
(e.g. an average number of reported failures for material
that was eventually determined to be authorized), where-
in the failure limit is dynamically set based on the prior
error rate. Additionally, the past performance could in-
clude a history of attempted renderings of unauthorized
material, wherein the test limit is dynamically set based
on the rate of prior

Claims

1. A security system for protecting content material,
comprising:

a rendering system,
a watermark tester that is configured to detect
one or more parameters associated with a wa-
termark that is associated with the content ma-
terial, and

5 6 
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an authorization tester, operably coupled to the
watermark tester, that is configured to determine
an authorization corresponding to the content
material, based on the one or more parameters
detected by the watermark tester, and one or
more test criteria, wherein
the one or more test criteria are based on a like-
lihood of error associated with the watermark
tester in determining the one or more parame-
ters associated with the watermark,
characterised in that,
the one or more test criteria includes a set of
criteria each of a plurality of test levels, and
the authorization tester is configured to select a
next set of criteria of the plurality of test levels
when the authorization tester fails to determine
en authorization based on a prior set of criteria
of the plurality of test levels, wherein the content
material is not authorized for rendering by the
rendering system if the authorization tester fails
to determine an authorization for all lets of cri-
teria.

2. The security system of claim, wherein
each set of criteria includes:

a test limit that corresponds to a minimum
number of tests that are to be conducted by the
watermark tester to determine the authorization,
and
a fail limit that corresponds to a maximum
number of failures to determine the authoriza-
tion.

3. The security system of claim 1, wherein
the authorization tester applies the next set of criteria
based on results of the watermark tester while ap-
plying the prior set of criteria.

4. The security system of claim 1, wherein
the authorization tester applies the next set of criteria
independent of results of the watermark tester while
applying the prior set of criteria.

5. The security system of claim 1, wherein
each set of criteria includes
a test limit that corresponds to a maximum number
of tests that are to be conducted by the watermark
tester to reject the content material.

6. The security system of claim 1, wherein
the authorization tester is configured to determine
whether an entirety of a data set is present, based
on watermarks associated with segments of the data
set.

7. The security system of claim 6, wherein
the authorization tester is configured to select a ran-

dom segment of the data set for testing by the wa-
termark tester.

8. A method for protecting content material, compris-
ing:

detecting in a watermark tester or more param-
eters associated with a watermark that is asso-
ciated with the content material, and
determining in an authorization tester an author-
ization corresponding to the content material,
based on the one or more parameters and one
or more test criteria, wherein
the one or more test criteria are based on a like-
lihood of error associated with the detecting of
the one or more parameters associated with the
watermark,
characterized in that
the one or more test critera includes a set of
criteria for each of a plurality of test levels, and
determining the authorization includes :

selecting a next set of criteria of the plurality
of test levels upon failing to determine an
authorization based on a prior set of criteria
of the plurality of test levels wherein the con-
tent material is not authorized for rendering
by rendering system if the authorization
tester fails to determine an authorization for
all sets of criteria.

9. The method of claim 8, wherein
each set of criteria includes :

a test limit that corresponds to a minimum
number of test that are to be conducted to de-
termined the authorization, and
a fail limit that corresponds to a maximum
number of failures to determine the authoriza-
tion.

10. The method of claim 8 , wherein
determining the authorization based on the next set
of criteria includes results while
applying the prior set of criteria.

11. The method of claim 8, wherein
determining the authorization based on the next set
of criteria is independant of results while applying
the prior set of criteria.

12. The method of claim 8, wherein
each set of criteria includes
a test limit that corresponds to a maximum number
of tests that are to be conducted to reject the content
material.

13. The method of claim 8, wherein

7 8 
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determining the authorization corresponds to de-
terming whether an entirery of a data set is present,
based on watermarks associated with segments of
the data set.

14. The method of claim 13, further including
selecting a random segment of the data set.

Patentansprüche

1. Sicherheitssystem zum Schützen von Content-Ma-
terial, wobei dieses System Folgendes umfasst:

- ein Aufbereitungssystem,
- einen Wasserzeichentester, vorgesehen zum
Detektieren eines oder mehrerer Parameter, die
mit einem Wasserzeichen assoziiert sind, das
mit dem Content-Material assoziiert ist, und
- einen Autorisierungstester, der mit dem Was-
serzeichentester gekoppelt ist, der vorgesehen
ist, eine Autorisierung zu ermitteln entspre-
chend dem Content-Material, und zwar auf Ba-
sis des einen oder der mehreren Parameter, die
von dem Wasserzeichentester detektiert wur-
den, und auf Basis eines oder mehrerer Testkri-
terien, wobei
- das eine Testkriterium oder mehrere Testkri-
terien auf der Wahrscheinlichkeit eines Fehlers
basieren, der mit dem Wasserzeichentester as-
soziiert ist bei der Ermittlung des einen Parame-
ters oder von mehreren Parametern, die mit dem
Wasserzeichen assoziiert sind,

wobei das eine Kriterium oder mehrere Kriterien ei-
nen Satz von Kriterien für jede der vielen Testpegel
aufweist, und

- der Autorisierungstester dazu vorgesehen ist,
einen nächsten Satz mit Kriterien der vielen
Testpegel zu selektieren, wenn der Autorisie-
rungstester die Ermittlung einer Autorisierung
auf Basis eines vorhergehenden Satzes mit Kri-
terien der vielen Testpegel verpasst, wobei das
Content-Material nicht autorisiert ist zur Aufbe-
reitung durch das Aufbereitungssystem, wenn
der Autorisierungstester die Ermittlung einer Au-
torisierung für alle Sätze mit Kriterien verpasst.

2. Sicherheitssystem nach Anspruch 1, wobei

- jeder Satz mit Kriterien Folgendes umfasst:

- - eine Testgrenze, die einer minimalen An-
zahl Tests entspricht, die von dem Wasser-
zeichentester gesteuert werden um die Au-
torisierung zu ermitteln, und
- - eine Fehlergrenze, die einer maximalen

Anzahl Fehler entspricht, um die Autorisie-
rung zu ermitteln.

3. Sicherheitssystem nach Anspruch 1, wobei:

- der Autorisierungstester den nächsten Satz mit
Kriterien auf Basis von Ergebnissen des Was-
serzeichentesters zuführt, indem der vorherge-
hende Satz mit Kriterien angewandt wird.

4. Sicherheitssystem nach Anspruch 1, wobei:

- der Autorisierungstester den nächsten Satz mit
Kriterien zuführt, und zwar unabhängig von den
Ergebnissen des Wasserzeichentesters, indem
der vorhergehende Satz mit Kriterien ange-
wandt wird.

5. Sicherheitssystem nach Anspruch 1, wobei jeder
Satz mit Kriterien Folgendes umfasst:

- eine Testgrenze, die einer maximalen Anzahl
Tests entspricht, die von dem Wasserzeichen-
tester gesteuert werden um das Content-Mate-
rial zurückzuweisen.

6. Sicherheitssystem nach Anspruch 1, wobei
der Autorisierungstester vorgesehen ist um zu er-
mitteln, ob eine Gesamtheit eines Datensatzes vor-
handen ist, und zwar auf Basis von Wasserzeichen,
die mit Segmenten des Datensatzes assoziiert sind.

7. Sicherheitssystem nach Anspruch 6, wobei
der Autorisierungstester vorgesehen ist um eine be-
liebiges Segment des Datensatzes zum Testen
durch den Wasserzeichentester zu selektieren.

8. Verfahren zum Schützen von Content-Material, wo-
bei dieses Verfahren Folgendes umfasst:

- das Detektieren eines oder mehrerer Parame-
ter, die mit einem Wasserzeichen assoziiert sind
in einem Wasserzeichentester, wobei dieses
Wasserzeichen mit dem Content-Material asso-
ziiert ist, und
- das Ermitteln einer Autorisierung entspre-
chend dem Content-Material in einem Autorisie-
rungstester, und zwar auf Basis des einen Pa-
rameters oder von mehreren Parametern und
von einem oder mehreren Testkriterien, wobei:

das eine Testkriterium oder mehrere Test-
kriterien auf einer Wahrscheinlichkeit eines
Fehlers basieren, der mit der Detektion des
einen Parameters oder von mehreren Pa-
rametern assoziiert ist, die mit dem Was-
serzeichen assoziiert sind,

9 10 



EP 1 423 764 B1

7

5

10

15

20

25

30

35

40

45

50

55

wobei das eine Testkriterium oder mehrere Testkri-
terien einen Satz mit Kriterien für jeden Pegel einer
Anzahl Testpegel aufweist, und

- das Ermitteln der Autorisierung Folgendes um-
fasst:

das Selektieren eines nächsten Satzes mit
Kriterien der vielen Testpegel beim Verpas-
sen der Ermittlung einer Autorisierung auf
Basis eines vorhergehenden Satzes mit Kri-
terien der vielen Testpegel, wobei das Con-
tent-Material nicht autorisiert ist zur Aufbe-
reitung durch das Aufbereitungssystem,
wenn der Autorisierungstester die Ermitt-
lung einer Autorisierung für alle Sätze mit
Kriterien verpasst.

9. Verfahren nach Anspruch 8, wobei
jeder Satz mit Kriterien Folgendes umfasst:

eine Testgrenze, die einer maximalen Anzahl
Versager zum Ermitteln der Autorisierung ent-
spricht.

10. Verfahren nach Anspruch 8, wobei
die Ermittlung der Autorisierung auf Basis des näch-
sten Satzes mit Kriterien Ergebnisse enthält, indem
der vorhergehende Satz mit Kriterien angewandt
wird.

11. Verfahren nach Anspruch 8, wobei
die Ermittlung der Autorisierung auf Basis des näch-
sten Satzes mit Kriterien unabhängig von Ergebnis-
sen ist, indem der vorhergehende Satz mit Kriterien
angewandt wird.

12. Verfahren nach Anspruch 8, wobei
jeder Satz mit Testkriterien Folgendes umfasst:

eine Testgrenze, die einer maximalen Anzahl
Tests entspricht, die durchgeführt werden sollen
um das Content-Material zurückzuweisen.

13. Verfahren nach Anspruch 8, wobei
die Ermittlung der Autorisierung der Ermittlung ent-
spricht, ob eine Gesamtheit eines Datensatzes vor-
handen ist, und zwar auf Basis von Wasserzeichen,
die mit Segmenten des Datensatzes assoziiert sind.

14. Verfahren nach Anspruch 13, wobei dieses Verfah-
ren weiterhin Folgendes umfasst:

das Selektieren eines beliebigen Segmentes
des Datensatzes.

Revendications

1. Système de sécurité destiné à protéger un matériau
porteur de contenu, comprenant :

un système de rendu;
un dispositif de test de filigrane configuré de ma-
nière à détecter un ou plusieurs paramètres as-
sociés à un filigrane qui est associé au matériau
porteur de contenu, et
un dispositif de test d’autorisation, relié de ma-
nière à pouvoir fonctionner au dispositif de test
de filigrane, qui est configuré de manière à dé-
terminer une autorisation correspondant au ma-
tériau porteur de contenu, sur la base d’un ou
de plusieurs paramètres détectés par le dispo-
sitif de test de filigrane, et d’un ou de plusieurs
critères de test,
le ou les critères de test reposant sur une pro-
babilité d’erreur associée au dispositif de test de
filigrane lors de la détermination du ou des pa-
ramètres associés au filigrane,

caractérisé en ce que

le ou les critères de test comprennent un jeu de
critères pour chacun d’une pluralité de niveaux
de test, et
le dispositif de test d’autorisation est configuré
de manière à sélectionner un jeu suivant de cri-
tères de la pluralité de niveaux de test lorsque
le dispositif de test d’autorisation n’arrive pas à
déterminer une autorisation, sur la base d’un jeu
précédent de critères de la pluralité de niveaux
de test, le rendu par le système de rendu du
matériau porteur de contenu n’étant pas autori-
sé si le dispositif de test d’autorisation n’arrive
pas à déterminer une autorisation pour tous les
jeux de critères.

2. Système de sécurité suivant la revendication 1, dans
lequel :

chaque jeu de critères comprend :

une limite de test qui correspond à un nom-
bre minimal de tests devant être réalisés
par le dispositif de test de filigrane afin de
déterminer l’autorisation, et
une limite d’échec qui correspond à un nom-
bre maximal d’échecs à déterminer l’auto-
risation.

3. Système de sécurité suivant la revendication 1, dans
lequel :

le dispositif de test d’autorisation applique le jeu
suivant de critères, sur la base des résultats du
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dispositif de test de filigrane, lors de l’application
du jeu précédent de critères.

4. Système de sécurité suivant la revendication 1, dans
lequel :

le dispositif de test d’autorisation applique le jeu
suivant de critères, indépendamment des résul-
tats du dispositif de test de filigrane, lors de l’ap-
plication du jeu précédent de critères.

5. Système de sécurité suivant la revendication 1, dans
lequel :

chaque jeu de critères comprend :

une limite de test qui correspond à un nom-
bre maximal de tests devant être réalisés
par le dispositif de test de filigrane afin de
rejeter le matériau porteur de contenu.

6. Système de sécurité suivant la revendication 1, dans
lequel :

le dispositif de test d’autorisation est configuré
de manière à déterminer si un jeu de données
tout entier est présent ou non, sur la base de
filigranes associés à des segments du jeu de
données.

7. Système de sécurité suivant la revendication 6, dans
lequel :

le dispositif de test d’autorisation est configuré
de manière à sélectionner un segment aléatoire
du jeu de données destiné à être testé par le
dispositif de test de filigrane.

8. Procédé destiné à protéger un matériau porteur de
contenu, comprenant :

la détection dans un dispositif de test de filigrane
d’un ou de plusieurs paramètres associés à un
filigrane qui est associé au matériau porteur de
contenu, et
la détermination dans un dispositif de test
d’autorisation d’une autorisation correspondant
au matériau porteur de contenu, sur la base du
ou des paramètres et d’un ou de plusieurs cri-
tères de test,
le ou les critères de test reposant sur une pro-
babilité d’erreur associée à la détection du ou
des paramètres associés au filigrane,

caractérisé en ce que

le ou les critères de test comprennent un jeu de
critères pour chacun d’une pluralité de niveaux

de test, et
la détermination de l’autorisation comprend :

la sélection d’un jeu de critères suivant de
la pluralité de niveaux de test suite à l’échec
à déterminer une autorisation sur la base
d’un jeu précédent de critères de la pluralité
de niveaux de test, le rendu par le système
de rendu du matériau porteur de contenu
n’étant pas autorisé si le dispositif de test
d’autorisation n’arrive pas à déterminer une
autorisation pour tous les jeux de critères.

9. Procédé suivant la revendication 8, dans lequel :

chaque jeu de critères comprend :

une limite de test qui correspond à un nom-
bre minimal de tests devant être réalisés
afin de déterminer l’autorisation, et
une limite d’échec qui correspond à un nom-
bre maximal d’échecs à déterminer l’auto-
risation.

10. Procédé suivant la revendication 8, dans lequel :

la détermination de l’autorisation sur la base du
jeu suivant de critères comprend des résultats
lors de l’application du jeu précédent de critères.

11. Procédé suivant la revendication 8, dans lequel :

la détermination de l’autorisation sur la base du
jeu suivant de critères est indépendante des ré-
sultats lors de l’application du jeu précédent de
critères.

12. Procédé suivant la revendication 8, dans lequel :

chaque jeu de critères comprend :

une limite de test qui correspond à un nom-
bre maximal de tests devant être réalisés
pour rejeter le matériau porteur de contenu.

13. Procédé suivant la revendication 8, dans lequel :

la détermination de l’autorisation correspond au
fait de déterminer si un jeu de données tout en-
tier est présent ou non, sur la base de filigranes
associés à des segments du jeu de données.

14. Procédé suivant la revendication 13, comprenant en
outre :

la sélection d’un segment aléatoire du jeu de
données.
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