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CONTENT TRANSMISSION APPARATUS&comma; CONTENT RECEPTION

APPARATUS&comma; CONTENT TRANSMISSION PROGRAM&comma; AND CONTENT

RECEPTION PROGRAM

(57) A content transmission method, a content re-
ception method, an apparatus and a computer program
using same, that improve the efficiency of descrambling
a scrambled content, make the management of cryptog-
raphy keys for descrambling easy, and protect the cop-
yright of contents, are provided. A content transmission
apparatus 3 that encrypts and transmits contents and a
content reception apparatus 5 that receives the encrypt-
ed contents are provided. The content transmission ap-
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paratus 3 includes a content scrambling unit 7 that en-
crypts contents using a scrambling key Ks, a content
key Kc, a work key Kw, a master key Km, and a multi-
plexing unit 9 that transmits multiplexed contents. The
contentreception apparatus 5 includes a separating unit
13 that receives and separates the multiplexed encrypt-
ed content, and a content descrambling unit 15 that ob-
tains the contents by descrambling encrypted informa-
tion separated by the separating unit 13.

A

Teemary) T o

15(15d
: RECEPTION () ) :
| .18 |
|

CONTENT C |
SCRAMBLING ~—Q|MULT6%TEX‘NGP—'-|
UNIT

SEPARATING DESCRAMBLING —L
UNIT UNIT

CONTENT. Cc

7b
: ) ©)
SCRAMBLING KEY]| [|ENCRYPTION
Ks UNIT

Tc

ENCRYPTION
WORK KEY Kw ONIT
MASTER KEY Km

|
|
|
I
!
|
{
!
Il
| | CONTENT KEY Ke
|
|
|
|
|
|
|
|
|
|
|
|

Printed by Jouve, 75001 PARIS (FR)



1 EP 1 434 383 A1 2

Description

TECHNICAL FIELD

[0001] The present invention relates to a content
transmission apparatus and method, a content recep-
tion apparatus and method, a content transmission pro-
gram, and a content reception program, in which a con-
tent of digital broadcasting is encrypted at a transmitter
side before it is transmitted to limited receivers, and the
received content is decrypted at the receiver side before
it is consumed by the receivers.

BACKGROUND ART

[0002] In the case of a conventional conditional ac-
cess system for reception of digital broadcasting, a
broadcasting station (transmitter side) encrypts a pro-
gram (content) and only limited receivers (receiver side)
are allowed to reproduce the program. The receivers are
generally required to have a receiving apparatus that
decrypts, in real-time, the broadcasted encrypted con-
tent.

[0003] The conventional conditional access system
for reception will be described with reference to FIG. 12.
Japanese satellite digital broadcasting uses a block en-
cryption method to scramble a program (content). As is
shown in FIG. 12, in the block encryption method, con-
tent is scrambled (encrypted) using a scrambling key
(Ks) that is changed in a short term (for example, about
one second). Content information about the scrambling
key and the content is encrypted using a work key (Kw)
that is changed in a long term (for example, about a half
year to a year) as an Entitlement Control Message
(ECM) (encryption related information). The work key
(Kw) and contractual contents of each receiving appa-
ratus are encrypted using a master key (Km) that is com-
monly retained by the broadcasting apparatus of the
transmitter side and the receiving apparatus of the re-
ceiver side as an Entitlement Management Message
(EMM) (individual related information, including the en-
crypted work key). The ECM and the EMM are multi-
plexed with the encrypted content and transmitted to-
gether.

[0004] At the receiver side in which this multiplexed
broadcasting is received, the multiplexed broadcasting
is separated to EMM (the entitlement management
message including the encrypted work key), ECM (the
entitlement control message including the encrypted
scrambling key), and the encrypted content. The work
key is obtained by decrypting the EMM using the com-
mon master key retained by the broadcasting apparatus
of the transmitter side. The scrambling key is obtained
by decrypting the ECM using the work key. The content
is obtained by decrypting the encrypted content using
the scrambling key. The decrypted content is stored, if
necessary, in a storage device.

[0005] Thus, the content is scrambled using the
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scrambling key, only the limited receivers who are au-
thorized by the broadcasting station (broadcaster) and
able to obtain this scrambling key can descramble the
scrambled content and reproduce the content. Accord-
ingly, itis not easy for an unauthorized receiver who has
no subscription contract with the broadcasting station
(broadcaster) and has no specific receiving apparatus,
to descramble and reproduce the content. The conven-
tional reception system prohibits an unauthorized re-
ceiver from reproducing the content, which enhances
the security of the broadcasted content.

[0006] The principle of the conditional access system
for reception has been described above. The conditional
access system for reception includes, for example, a
system based on the standard specification "conditional
access system for reception for digital broadcasting”
(ARIB STD-B25) defined by the Association of Radio In-
dustries and Businesses (ARIB) of Japan.

[0007] Thanks to recent increases in the memory ca-
pacity of storage devices in receiving apparatuses and
recent improvements in user interfaces, more receivers
are storing all contents broadcasted by a broadcasting
station for tens of hours and afterwards selecting con-
tents as desired instead of storing only selected con-
tents.

[0008] In this case, if a pay content is included in the
stored contents, the receiver needs to descramble the
scramble on the pay content before reproducing the pay
content.

[0009] The broadcasting station needs to appropri-
ately charge the receiver who reproduces the pay con-
tent, while the receiver who reproduces the pay content
should be reasonably charged. However, the receiver
stores the pay content but sometimes does not repro-
duce the stored pay content. The receiver would prefer
to be charged when the receiver reproduces the stored
pay content. In'the case of the conventional conditional
access system for reception, however, the receiver is
charged once they store the descrambled content even
if they do not reproduce the descrambled content. Ac-
cordingly, a method of descrambling the content when
the content is retrieved from the storage device is de-
sired.

[0010] The encrypted digital content is usually stored
according to the content or the file. The encrypted con-
tent can be descrambled according to the content or the
file efficiently. The conventional descramble processing,
however, is executed by the stream, which degrades the
efficiency of the descrambling process.

[0011] Furthermore, descrambling by content or file
requires many more keys than descrambling by stream,
and appropriately controlling so many keys is difficult.
[0012] Accordingly, itis an object of the presentinven-
tion to provide a content transmission apparatus and
method, a content reception apparatus and method, a
content transmission program, and a content reception
program that can eliminate one or more of the above
problems by descrambling the scrambled content effi-
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ciently, making the control of encryption keys easy to
protect the copyright of the content.

DISCLOSURE OF INVENTION

[0013] To achieve one or more of the above objects,
a content transmission apparatus, referred to in claim 1,
that encrypts and transmits contents of digital broad-
casting, includes a storing means for storing a scram-
bling key that changes as time passes, a content key
provided to each content, and a master key provided
commonly to receiver side; a content encrypting means
for generating encrypted contents by encrypting the
contents using the scrambling key; a related information
encrypting means for generating encrypted related in-
formation by encrypting related information related to
the contents including at least the scrambling key using
the content key; a content key related information en-
crypting means for generating encrypted content key re-
lated information by encrypting related information re-
lated to the content key including at least the content
key using the master key; a multiplexing means for gen-
erating multiplexed encrypted content by multiplexing
the encrypted content, the encrypted related informa-
tion, and the encrypted content key related information;
and a multiplexed encrypted content transmitting means
for transmitting multiplexed encrypted content multi-
plexed by the multiplexing means.

[0014] According to the above configuration, the con-
tent to be transmitted is encrypted into the encrypted
content using the scrambling key that changes as time
passes. The scrambling key is encrypted into the en-
crypted related information using the content key pro-
vided to each content with the related information relat-
ed to the content. Additionally, the content key is en-
crypted into the encrypted content key related informa-
tion using the master key commonly provided to the re-
ceiver side with the related information related to the
content key. Then, these items of information are multi-
plexed and transmitted.

[0015] In addition, the related information related to
the content includes an authentication number (broad-
caster ID) of the transmitter side (broadcaster), a con-
tentidentifier (content ID) for identifying the content, and
so forth. The related information related to the content
key includes an authentication number (broadcaster ID)
of the transmitter side (broadcaster), the content identi-
fier (content ID) for identifying the content, a work key
identifier (work key ID) for identifying the work key, and
so forth.

[0016] A content transmission apparatus, referred to
in claim 2, that encrypts and transmits contents of digital
broadcasting, includes: a storing means for storing
therein a scrambling key that changes as time passes,
a content key provided to each content, a work key re-
tained for a time period longer than a duration of the
contents, and a master key provided commonly to a re-
ceiver side; a content encrypting means for encrypting
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the contents using the scrambling key, thereby to obtain
encrypted contents; a related information encrypting
means for encrypting related information related to the
contents including at least the scrambling key using the
content key, thereby to obtain encrypted related infor-
mation; a content key related information encrypting
means for encrypting related information related to the
content key including at least the content key using the
work key, thereby to obtain encrypted content key relat-
ed information; a work key related information encrypt-
ing means for encrypting related information related to
the work key including at least the work key using the
master key thereby to obtain encrypted work key related
information; a multiplexing means for multiplexing the
encrypted contents, the encrypted related information,
the encrypted content key related information, and the
encrypted work key related information, thereby to ob-
tain multiplexed encrypted contents; and a multiplexed
encrypted content transmitting means for transmitting
the multiplexed encrypted contents multiplexed by the
multiplexing means.

[0017] According to the above configuration, the con-
tent to be transmitted is encrypted into the encrypted
content using the scrambling key that changes as time
passes. The scrambling key is encrypted into the en-
crypted related information using the content key pro-
vided to each content with the related information relat-
ed to the content. Additionally, the content key is en-
crypted into the encrypted content key related informa-
tion using the work key that is retained for a time period
longer than the duration of the content with the related
information related to the content key. The work key is
encrypted into the encrypted work key related informa-
tion using the master key provided commonly to the re-
ceiver side with the related information related to the
work key. Then, these items of information are multi-
plexed and transmitted.

[0018] The related information related to the work key
includes an authentication number (broadcaster ID) of
the transmitter side (broadcaster), a security module
identifier (card ID) for identifying a security module, an
IC card, provided at the transmitter side, a revision
number, an expiry date, and a work key identifier (work
key ID) for identifying the work key.

[0019] A content transmission apparatus, referred to
in claim 3, that encrypts and transmits contents of digital
broadcasting, includes: a storing means for storing a
scrambling key that changes as time passes, a content
key provided to each content, a work key retained for a
time period longer than a duration of the contents, and
a master key provided commonly to a receiver side; a
content encrypting means for encrypting the contents
using the scrambling key, thereby to obtain encrypted
contents; a related information'encrypting means for en-
crypting related information related to the contents in-
cluding at least the scrambling key, thereby to obtain en-
crypted related information; a content key related infor-
mation encrypting means for encrypting related informa-
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tion related to the content key including at least the con-
tent key using the work key, thereby to obtain encrypted
content key related information; a work key related in-
formation encrypting means for encrypting related infor-
mation related to the work key including at least the work
key using the master key, thereby to obtain encrypted
work key related information; a multiplexing means for
multiplexing the encrypted content, the encrypted relat-
ed information, and the encrypted work key related in-
formation, thereby to obtain multiplexed encrypted con-
tents; a multiplexed encrypted content transmitting
means for transmitting the multiplexed encrypted con-
tents multiplexed by the multiplexing means; and an en-
crypted content key related information transmitting
means for transmitting the encrypted content key relat-
ed information in at least one of manners in which the
encrypted content key related information is transmitted
repeatedly in a predetermined interval for a predeter-
mined time period after the multiplexed encrypted con-
tent starts to be transmitted, is transmitted repeatedly in
a predetermined interval from a predetermined time pe-
riod before the multiplexed encrypted content starts to
be transmitted to a predetermined time period after the
multiplexed encrypted content is finished being trans-
mitted, or is transmitted, if the receiver side does not
receive the encrypted content key related information,
in response to a request from the receiver side or via a
communication channel network.

[0020] According to the above configuration, the con-
tent to be transmitted is encrypted into the encrypted
content using the scrambling key that changes as time
passes. The scrambling key is encrypted into the en-
crypted related information using the content key pro-
vided to each content with the related information relat-
ed to the content. Additionally, the content key is en-
crypted into the encrypted content key related informa-
tion using the work key that is retained for a time period
longer than the duration of the content with the related
information related to the content key. The work key is
encrypted into the encrypted work key related informa-
tion using the master key provided commonly to the re-
ceiver side with the related information related to the
work key. Then, among these items of encrypted infor-
mation, the encrypted content, the encrypted related in-
formation, and the encrypted work key related informa-
tion are multiplexed and transmitted as the multiplexed
encrypted content. Then, the encrypted content key re-
lated information transmitting means repeatedly trans-
mits the encrypted content key related information in a
predetermined interval for a predetermined time period
after the multiplexed encrypted content starts to be
transmitted, from a predetermined time period before
the multiplexed encrypted content starts to be transmit-
ted to a predetermined time period after the multiplexed
encrypted contentis finished being transmitted, or trans-
mits in response to a request from the receiver side, or
via the communication channel network.

[0021] The content reception apparatus, referred to in
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claim 4, as claimed in claim 2 or 3, may be further char-
acterized in that, in a case in which the receiver side is
provided with a security module for storing encrypted
content key related information and is inaccessible from
an exterior, a plurality of security modules are provided
correspondingly to a reception apparatus of the receiver
side, the plurality of security modules are grouped into
a plurality of groups, and a plurality of work keys are
provided each corresponding to one of the plurality of
groups of the security modules.

[0022] According to the above configuration, in the
case in which security modules are provided to the re-
ceiver side, the security modules are grouped, and a
corresponding work key is provided to each group.
[0023] The content transmission apparatus, referred
to in claim 5, as claimed in claim 4, may further include
a content key related information storage designating
means that, when the encrypted content key related in-
formation is decrypted into content key related informa-
tion at the receiver side, and the content key related in-
formation is stored as is, or after being re-encrypted, in
a case in which a reception apparatus of the receiver
side is provided with at least one of a storing means or
a storage medium handling means that handles a stor-
age medium, designates one of the security module, the
storing means, and the storage medium to retain the
content key related information.

[0024] According to the above configuration, the con-
tent key related information storage designating means
designates either the security module, the storing
means, or the storage medium to a position at which the
content key related information is retained at the receiv-
er side.

[0025] The content transmission apparatus, referred
toin claim 6, as claimed in any one of claims 1 through
5, may further include a content key related information
use designating means that, in a case in which a storage
medium handling means is provided at a receiver side,
and the encrypted content is stored therein and the en-
crypted content is reproduced, if an encrypted content
key related information corresponding to the encrypted
contentis already transmitted, does not use the encrypt-
ed content key related information and designates
stored content key related information.

[0026] According to the above configuration, in the
case in which the encrypted content is reproduced at
the receiver side, and the content key related informa-
tion including the content key corresponding to the
scramble key for descrambling the encrypted content is
transmitted, the content key related information use
designating means designates the stored content key
related information not to use the transmitted content
key related information.

[0027] The content transmission apparatus, referred
to in claim 7, as claimed in any one of claims 4 through
6, may further include an intrinsic key setting related in-
formation encrypting means for encrypting a plurality of
intrinsic keys into encrypted intrinsic key setting related
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information; wherein the plurality of intrinsic keys for en-
crypting information outputted from the security module
are set in the security module.

[0028] According to the above configuration, when a
security module is provided at the receiver side, the in-
trinsic key to be set in the security module is encrypted
by the intrinsic key setting related information encrypting
means of the transmitter side using the master key and
transmitted as the encrypted intrinsic key setting related
information. In addition, the receiver side decrypts the
encrypted intrinsic key setting related information using
the master key provided in the security module, and ob-
tains the intrinsic key.

[0029] The content transmission apparatus, referred
toin claim 8, as claimed in claim 7, may be further char-
acterized in that at least one of the plurality of intrinsic
keys is set common to another security module.
[0030] According to the above configuration, since a
common intrinsic key is set in another security module
of the receiver side, the information (the content key re-
lated information, for example) stored in one security
module can be output using the other security module
using this common intrinsic key.

[0031] A content reception apparatus, referred to in
claim 9, that receives encrypted contents of digital
broadcasting, encrypted at a transmitter side, may fur-
ther include: a multiplexed encrypted content receiving
means for receiving a multiplexed encrypted content,
wherein the transmitter side multiplexes a content en-
crypted using a scrambling key changing as time pass-
es, a related information related to the content including
at least the scrambling key encrypted using a content
key provided to each content, a content key related in-
formation related to the content key including at least
the content key encrypted using a master key provided
commonly to the transmitter side, into the multiplexed
encrypted content, and transmits the multiplexed en-
crypted content to the multiplexed encrypted content re-
ceiving means; a multiplexed encrypted content sepa-
rating means for separating the multiplexed encrypted
content received by the multiplexed encrypted content
receiving means, into the encrypted content, the en-
crypted related information, and the encrypted content
key related information; a multiplexed encrypted content
decrypting means for obtaining the content by decrypt-
ing the encrypted content key related information using
the master key, the scrambling key included in the en-
crypted related information using the decrypted content
key, and the encrypted content using the decrypted
scrambling key.

[0032] According to the above configuration, the mul-
tiplexed encrypted content receiving means receives
the multiplexed encrypted content multiplexed at the
transmitter side. The multiplexed encrypted content
separating means separates the received multiplexed
encrypted content into the encrypted content, the en-
crypted related information, and the encrypted content
key related information. Then, the multiplexed encrypt-
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ed content decrypting means obtains the content key by
decrypting the encrypted content key related informa-
tion using the master key, obtains the scrambling key by
decrypting the encrypted related information using this
content key, and obtains the content by decrypting the
encrypted content using this scrambling key.

[0033] A content reception apparatus, referred to in
claim 10, that receives encrypted contents of digital
broadcasting, encrypted at a transmitter side, may fur-
ther include: a multiplexed encrypted content receiving
means for receiving a multiplexed encrypted content,
wherein the transmitter side multiplexes a content en-
crypted using the scrambling key changing as time
passes, a related information related to the content in-
cluding at least the scrambling key encrypted using a
content key provided to each content, a content key re-
lated information including at least the content key en-
crypted using a work key retained for a time period long-
er than a duration of the content, the work key related
information including at least the work key encrypted us-
ing a master key provided commonly to the transmitter
side, into the multiplexed encrypted content; a multi-
plexed encrypted content separating means for sepa-
rating the multiplexed encrypted content received by the
multiplexed encrypted content receiving means, into the
encrypted content, the encrypted related information,
the encrypted content key related information, and the
encrypted work key related information; a multiplexed
encrypted content decrypting means for obtaining the
content by decrypting the encrypted work key related
information using the master key, the content key includ-
ed in the encrypted content key related information us-
ing the decrypted work key, the scrambling key included
in the encrypted related information using the decrypted
content key, and the encrypted content using the de-
crypted scrambling key.

[0034] According to the above configuration, the mul-
tiplexed encrypted content multiplexed at the transmitter
side is received by the multiplexed encrypted content
receiving means. The received multiplexed encrypted
content is separated by the multiplexed encrypted con-
tent separating means into the encrypted content, the
encrypted related information, the encrypted content
key related information, and the encrypted work key re-
lated information. Then, by use of the multiplexed en-
crypted content decrypting means, the work key is ob-
tained by decrypting the encrypted work key related in-
formation using the master key; the content key is ob-
tained by decrypting the encrypted content key related
information using this work key; the scrambling key is
obtained by decrypting the encrypted related informa-
tion using this content key; the content is obtained by
decrypting the encrypted content using this scrambling
key.

[0035] The contentreception apparatus, referred to in
claim 11, as claimed in claims 9 or 10, may further in-
clude an encrypted content key related information re-
questing means that, if the encrypted content key relat-
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ed information is not received, requests the encrypted
content key related information from the transmitter
side.

[0036] According to the above configuration, in the
case in which the encrypted content key related infor-
mation is not multiplexed in the multiplexed encrypted
content, that is, the case in which the encrypted content
key related information is transmitted separately, and
the encrypted content key related information is not ob-
tained, the encrypted content key related information re-
questing means requests the encrypted content key re-
lated information including the content key from the
transmitter side.

[0037] The contentreception apparatus, referred to in
claim 12, as claimed in any one of claims 9 through 11,
may further include: a security module inaccessible from
an exterior in which the master key is set; and a content
key related information storing means for storing de-
crypted content key related information and a content
identifier related to the content key related information
for identifying the content.

[0038] According to the above configuration, by use
of the content key related information storing means, the
decrypted content key related information and the con-
tent identifier for identifying the content are stored in the
security module in which the master key is set.

[0039] The contentreception apparatus, referred to in
claim 13, as claimed in any one of claims 9 through 11,
may further include: a security module inaccessible from
an exterior in which the master key and intrinsic keys for
encrypting information to be output are set; and a con-
tent key related information storing means for storing
decrypted content key related information and a content
identifier related to the content key related information
for identifying the content.

[0040] According to the above configuration, the de-
crypted content key related information and the content
identifier for identifying the content are stored, by use of
the content key related information storing means, in the
security module in which the master key and the intrinsic
key are set.

[0041] The contentreception apparatus, referred to in
claim 14, as claimed in claim 13, may be further char-
acterized in that at least one of the intrinsic keys is set
commonly to another security module.

[0042] According to the above configuration, a secu-
rity module in which the master key and the intrinsic keys
are set shares at least one common intrinsic key with
another security module. It is possible to output infor-
mation (content key related information, for example)
stored in one security module with the other security
module using the common intrinsic key.

[0043] The contentreception apparatus, referred to in
claim 15, as claimed in claim 13 or 14, may further in-
clude: an encrypted intrinsic key setting related informa-
tion receiving means for receiving.encrypted intrinsic
key setting related information, wherein the transmitter
side encrypts a plurality of intrinsic keys into the encrypt-
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ed intrinsic key setting related information; and an en-
crypted intrinsic key setting related information decrypt-
ing means for decrypting, using the master key, the en-
crypted intrinsic key setting related information received
by the encrypted intrinsic key setting related information
receiving means.

[0044] According to the above configuration, in the
case in which the intrinsic key is set in the security mod-
ule, the encrypted intrinsic key setting related informa-
tion receiving means receives the encrypted intrinsic
setting related information encrypted using the master
key at the transmitter side, and the intrinsic key is ob-
tained by decrypting the encrypted intrinsic key setting
related information by use of the encrypted intrinsic key
setting related information decrypting means.

[0045] The contentreception apparatus, referred to in
claim 16, as claimed in any one of claims 12 through 15,
may further include a content key related information de-
leting means that, in a case in which the decrypted con-
tent key related information requires more memory ca-
pacity than that which the security module can store, de-
letes the decrypted content key related information
based on a time at which the decrypted content key re-
lated information is stored and information set by the
transmitter side or the receiver side.

[0046] According to the above configuration, in a case
in which a memory capacity more than memory capacity
of the security module is required, the content key relat-
ed information deleting means deletes the content key
related information based on a time at which the content
key related information is stored and information set by
the transmitter side or the receiver side. For example,
even in the case in which an item of content key related
information is stored tens of hours before(the content
key is not deleted until the content is reproduced, for
example), if the information set at the receiver side is
prioritized, items of the content key related information
of lower priority may be deleted earlier.

[0047] The contentreception apparatus, referred toin
claim 17, as claimed in any one of claims 12 through 16,
may further include a content key related information
output storing means for outputting and storing the de-
crypted content key related information stored in the se-
curity module.

[0048] According to the above configuration, the de-
crypted content key related information is outputted and
stored by the content key related information output
storing means.

[0049] The contentreception apparatus, referred to in
claim 18, as claimed in claim 17, may further include a
content key related information deleting means that, in
a case in which the decrypted content key related infor-
mation requires more memory capacity than that which
the storing means can store, deletes the decrypted con-
tent key related information based on a time at which
the decrypted content key related information is stored
and information set by the transmitter side or the receiv-
er side.
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[0050] According to the above configuration, in the
case in which the memory capacity of the storing means
is exceeded, the content key related information delet-
ing means deletes the content key related information
based on a time at which the content key related infor-
mation is stored and the information set by the transmis-
sion side or the reception side.

[0051] According to claim 19, the content reception
apparatus as claimed in any one of claims 12 through
18, may furtherinclude a content key related information
re-encryption storing means for encrypting the decrypt-
ed content key related information stored in the security
module using the master key, and outputting and storing
therein the encrypted content key related information as
re-encrypted content key related information.

[0052] The content key related information re-en-
crypting storing means re-encrypts, using the master
key, outputs, and stores the decrypted content key re-
lated information stored in the security module.

[0053] According to claim 20, the content reception
apparatus as claimed in claim 19, may further include a
re-encrypted content key related information deleting
means that, in a case in which the re-encrypted content
key related information and a content identifier for iden-
tifying a content require more memory capacity than that
which the storing means can store, deletes the re-en-
crypted content key related information based on a time
at which the re-encrypted content key related informa-
tion is stored or information set by the transmitter side
or the receiver side.

[0054] According to the above configuration, in the
case in which the memory capacity of the storing means
is exceeded, the re-encrypted content key related infor-
mation deleting means deletes the re-encrypted content
key related information based on a time at which the
content key related information is stored and the infor-
mation set by the transmission side or the reception
side.

[0055] According to claim 21, the content reception
apparatus as claimed in any one of claims 12 through
16, may furtherinclude a content key related information
intrinsic encryption storing means for encrypting, using
the intrinsic keys, the decrypted content key related in-
formation stored in the security module into an intrinsic
encrypted content key related information, and output-
ting and storing the intrinsic encrypted content key re-
lated information.

[0056] The content key related information intrinsic
encryption storing means re-encrypts the decrypted
content key related information stored in the security
module, and outputs and stores it as the intrinsic en-
crypted content key related information.

[0057] According to claim 22, the content reception
apparatus as claimed in claim 21, may further include
an intrinsic encrypted content key related information
deleting means that, in a case in which the intrinsic en-
crypted content key related information and a content
identifier for identifying a content require more memory
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capacity than that which the storing means can store,
deletes the intrinsic encrypted content key related infor-
mation based on a time at which the intrinsic encrypted
content key related information is stored or information
set by the transmitter side or the receiver side.

[0058] According to the above configuration, in the
case in which the memory capacity of the storing means
is exceeded, the intrinsic encryption content key related
information deleting means deletes the intrinsic encryp-
tion content key related information based on a time at
which the intrinsic encryption content key related infor-
mation is stored and the information set by the transmis-
sion side or the reception side.

[0059] According to claim 23, the content reception
apparatus as claimed in any one of claims 9 through 15,
may further include a storage medium handling means
for storing re-encrypted content key related information
with a corresponding encrypted content; wherein the de-
crypted content key related information is re-encrypted
into the re-encrypted content key related information us-
ing the master key.

[0060] The decrypted content key related information
stored in the security module is encrypted by the storage
medium handling means using the master key, and is
stored with the encrypted content as the re-encrypted
content key related information in the storage medium.
[0061] According to claim 24, the content reception
apparatus as claimed in any one of claims 13 through
15, may further include a storage medium handling
means for storing intrinsic encrypted content key related
information with a corresponding encrypted content;
wherein the decrypted content key related information
is re-encrypted into the re-encrypted content key related
information using the intrinsic keys.

[0062] The decrypted content key related information
stored in the security module is encrypted by the storage
medium handling means using the intrinsic key, and
stored with the encrypted content as the intrinsic encryp-
tion content key related information in the storage me-
dium.

[0063] According to claim 25, the content reception
apparatus as claimed in any one of claims 12 through
16, claim 19, claim 20, and claim 23, may furtherinclude:
an encrypted content storing means provided with a
storing means and a storage medium handling means,
that stores, in a storage medium handled by the storage
medium handling means, encrypted content encrypted
using the scrambling key and encryption related infor-
mation related to the content including a content identi-
fier for identifying the encrypted content; a related infor-
mation inputting means, wherein in a case in which,
when the encrypted content stored in the storage medi-
um is reproduced, the re-encrypted content key related
information corresponding to the encrypted content is
stored in at least one of the storing means and the stor-
age medium, the related information inputting means
reads and inputs, in the security module, the re-encrypt-
ed content related information from the storing means
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or the storage medium, and inputs the encrypted related
information; a scrambling key outputting means that ob-
tains the content key by decrypting the re-encrypted
content key related information using the master key,
obtains the scrambling key by decrypting the encrypted
related information using the content key, and outputs
the scrambling key; and an encrypted content decrypt-
ing means for decrypting the encrypted content stored
in the storage medium using the scrambling key output-
ted by the scrambling key outputting means.

[0064] The encrypted content related information
storing means stores the encrypted content and the en-
crypted related information corresponding to this en-
crypted content in the storage medium. The related in-
formation inputting means inputs the re-encrypted con-
tent key related information stored into the storing
means or the storage medium in the security module.
The scrambling key outputting means obtains the con-
tent key by decrypting the re-encrypted content key re-
lated information, and obtains the scrambling key by de-
crypting the encrypted related information using this
content key. The encrypted content decrypting means
decrypts the encrypted content.

[0065] According to claim 26, the content reception
apparatus as claimed in any one of claims 13 through
16, claim 19, claim 21, claim 22, and claim 24, may fur-
ther include: an encrypted content storing means pro-
vided with a storing means and a storage medium han-
dling means, that stores, in a storage medium handled
by the storage medium handling means, encrypted con-
tent encrypted using the scrambling key and encryption
related information related to the content including a
content identifier for identifying the encrypted content;
arelated information inputting means, wherein in a case
in which, when the encrypted content stored in the stor-
age medium is reproduced, the intrinsic encrypted con-
tent key related information corresponding to the en-
crypted content is stored in at least one of the storing
means and the storage medium, the related information
inputting means reads and inputs, in the security mod-
ule, the intrinsic encrypted content related information
from the storing means or the storage medium, and in-
puts the encrypted related information; a scrambling key
outputting means that obtains the content key by de-
crypting the intrinsic encrypted content key related in-
formation using the intrinsic key, obtains the scrambling
key by decrypting the encrypted related information us-
ing the content key, and outputs the scrambling key; and
an encrypted content decrypting means for decrypting
the encrypted content stored in the storage medium us-
ing the scrambling key outputted by the scrambling key
outputting means.

[0066] The encrypted content related information
storing means stores the encrypted content and the en-
crypted related information corresponding to this en-
crypted content in the storage medium. The related in-
formation inputting means inputs the intrinsic encryption
content key related information stored into the storing
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means or the storage medium in the security module.
The scrambling key outputting means obtains the con-
tent key by decrypting the intrinsic encryption content
key related information, and obtains the scrambling key
by decrypting the encrypted related information using
this content key. The encrypted content decrypting
means decrypts the encrypted content.

[0067] According to claim 27, the content reception
apparatus as claimed in any one of claims 9 through 26,
may further include a content key un-storing means that,
in a case in which the encrypted content is not stored
during transmission of the encrypted content, does not
store content key corresponding to the encrypted con-
tent.

[0068] In the case in which, by use of the content key
un-storing means, the encrypted content is not stored,
the content key corresponding to this encrypted content,
that is, the encrypted content key related information, is
not stored.

[0069] According to claim 28, the content reception
apparatus as claimed in any one of claims 9 through 27,
may further include a content key switching means for
switching the content key based on a time at which a
content corresponding to the encrypted related informa-
tion starts to be transmitted and a time at which the con-
tent is finished being transmitted.

[0070] The content key switching means switches the
timing of decrypting the encrypted related information
using the content key based on the time at which the
content starts to be transmitted and the time at which
the content is finished being transmitted.

[0071] According to claim 29, a content transmission
program that causes a content transmission apparatus
that encrypts and transmits a content of digital broad-
casting to operate as: a storing means for storing therein
ascrambling key that changes as time passes, a content
key provided to each content, a work key retained for a
time period longer than a duration of the contents, and
a master key provided commonly to a receiver side; a
content encrypting means for encrypting the contents
using the scrambling key, thereby to obtain encrypted
contents; a related information encrypting means for en-
crypting related information related to the contents in-
cluding at least the scrambling key using the content
key, thereby to obtain encrypted related information; a
content key related information encrypting means for
encrypting related information related to the content key
including at least the content key using the work key,
thereby to obtain encrypted content key related informa-
tion; a work key related information encrypting means
for encrypting related information related to the work key
including at least the work key using the master key
thereby to obtain encrypted work key related informa-
tion; a multiplexing means for multiplexing the encrypted
contents, the encrypted related information, the encrypt-
ed content key related information, and the encrypted
work key related information, thereby to obtain multi-
plexed encrypted contents; and a multiplexed encrypted
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content transmitting means for transmitting the multi-
plexed encrypted contents multiplexed by the multiplex-
ing means.

[0072] According to the above configuration, the con-
tent to be transmitted is encrypted into the encrypted
content using the scrambling key that changes as time
passes. The scrambling key is encrypted into the en-
crypted related information using the content key pro-
vided to each content with the related information relat-
ed to the content. Additionally, the content key is en-
crypted into the encrypted content key related informa-
tion using the work key that is retained for a time period
longer than the duration of the content with the related
information related to the content key. The work key is
encrypted into the encrypted work key related informa-
tion using the master key provided commonly to the re-
ceiver side with the related information related to the
work key. Then, these items of information are multi-
plexed and transmitted.

[0073] According to claim 30, a content reception pro-
gram that causes a content reception apparatus that re-
ceives a content of digital broadcasting encrypted at
transmitter side to operate as: a storing means that
stores the master key commonly provided to the trans-
mitter side; a multiplexed encrypted content receiving
means for receiving a multiplexed encrypted content,
wherein the transmitter side multiplexes a content en-
crypted using the scrambling key changing as time
passes, a related information related to the content in-
cluding at least the scrambling key encrypted using a
content key provided to each content, a content key re-
lated information including at least the content key en-
crypted using a work key retained for a time period long-
er than a duration of the content, a work key related in-
formation including at least the work key encrypted us-
ing a master key provided commonly to the transmitter
side, into the multiplexed encrypted content; a multi-
plexed encrypted content separating means for sepa-
rating the multiplexed encrypted content received by the
multiplexed encrypted content receiving means, into the
encrypted content, the encrypted related information,
the encrypted content key related information, and the
encrypted work key related information; a multiplexed
encrypted content decrypting means for obtaining the
content by decrypting the encrypted work key related
information using the master key, the content key includ-
ed in the encrypted content key related information us-
ing the decrypted work key, the scrambling key included
in the encrypted related information using the decrypted
content key, and the encrypted content using the de-
crypted scrambling key.

[0074] According to the above configuration, the mul-
tiplexed encrypted content multiplexed at the transmitter
side is received by the multiplexed encrypted content
receiving means. The received multiplexed encrypted
content is separated by the multiplexed encrypted con-
tent separating means into the encrypted content, the
encrypted related information, the encrypted content
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key related information, and the encrypted work key re-
lated information. Then, by use of the multiplexed en-
crypted content decrypting means, the work key is ob-
tained by decrypting the encrypted work key related in-
formation using the master key; the content key is ob-
tained by decrypting the encrypted content key related
information using this work key; the scrambling key is
obtained by decrypting the encrypted related informa-
tion using this content; and the content is obtained by
decrypting the encrypted content using this scrambling
key.

[0075] Other objects, features and advantages of the
present invention will become more apparent from the
following detailed description when read in conjunction
with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0076]

FIG. 1 is a block diagram showing a conditional ac-
cess system for reception (a content transmission
apparatus and a content reception apparatus) ac-
cording to an embodiment of the present invention;
FIGs. 2A through 2C are schematic diagrams for
explaining file formats used for packeting scram-
bling key Ks, content key Kc, and work key Kw, re-
spectively;

FIG. 3 is a block diagram showing a content recep-
tion apparatus and a security module of a condition-
al access system for reception;

FIG. 4 is a schematic diagram for explaining the
change in time of the scrambling key, the content
key and the work key in connection with the stream
(multiplexed encrypted content) inputted into a con-
tent reception apparatus;

FIG. 5 is a block diagram for explaining the content
reception apparatus in the case in which a group
key is used;

FIGs. 6A through 6F are schematic diagrams for ex-
plaining file formats of information related to the
content key, information related to the work key, and
information related to a group key, according to an
embodiment of the invention;

FIG. 7 is a schematic diagram for explaining the for-
mat of nonvolatile memory;

FIG. 8 is a sequence chart showing the process of
obtaining the content key;

FIG. 9 is a block diagram showing the content re-
ception apparatus and the security module in the
case in which a content of conventional BS (broad-
casting satellite) digital broadcasting is stored and
reproduced;

FIG. 10 is a block diagram showing the content re-
ception apparatus and the security module in the
case in which a content of conventional BS digital
broadcasting is stored and reproduced using the
work key;
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FIG. 11 is a sequence chart showing a process of
obtaining the group key; and

FIG. 12 is a block diagram showing a conventional
conditional access system for reception.

BEST MODE FOR CARRYING OUT THE INVENTION

[0077] A detailed description of an embodiment ac-
cording to the present invention will now be provided
with reference to the drawings.

<Configuration of a conditional access system for
reception, in the case in which a content key and a
content are transmitted together>

[0078] FIG. 1 is a block diagram showing the entire
configuration of a conditional access system for recep-
tion 1 according to an embodiment of the present inven-
tion. As is shown in FIG. 1, the conditional access sys-
tem for reception 1 includes a content transmission ap-
paratus 3 and a content reception apparatus 5. The con-
tent transmission apparatus 3 includes a content scram-
ble unit 7, a multiplexing unit 9, and a storage unit 11.
The content reception unit 5 includes a separating unit
13, a content descramble unit 15, and a storage unit 17.
[0079] The conditional access system for reception 1
is a system that transmits encrypted content (program)
from a transmitter side and decrypts the encrypted con-
tent at a receiver side before the content is used. The
conditional access system for reception 1 requires a
specific limited receiving apparatus. Accordingly, the
system is so called a conditional access system for re-
ception.

[0080] The content transmission apparatus 3 en-
crypts content and transmits it to the content reception
apparatus 5 provided at the receiver side. The content
transmission apparatus 3 encrypts the content, for ex-
ample audio visual data, using a master key provided
commonly at the transmitter side and the receiver side,
and transmits the encrypted content. Accordingly, this
method is so called a common key encryption method.
[0081] In the content scramble unit 7, the "encrypted
content" is generated by encrypting, via an encryption
unit 7a (not shown), the content to be transmitted using
a scrambling key Ks generated by an encryption key
generation unit (not shown). The encryption key gener-
ation unit will be described later. The "information relat-
ed to encryption" is generated by encrypting, via an en-
cryption unit 7b, the information related to the content
including at least a scrambling key Ks using a content
key Kc stored in the storage unit 11. The "information
related to encryption/content key" is generated by en-
crypting, via an encryption unit 7¢, the information relat-
ed to the content key including at least the content key
Kc using a work key Kw stored in the storage unit 11.
The "information related to encryption/work key" is gen-
erated by encrypting, via an encryption unit 7d, the in-
formation related to the work key including at least the
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work key Kw using the master key Km stored in the stor-
age unit 11.

[0082] The corresponding relationship between the
content scramble unit 7 of the content transmission ap-
paratus 3 and the components referred to in the claims
is as follows: the encryption unit 7a corresponds to a
content encrypting means; the encryption unit 7b corre-
sponds to a related information encrypting means; the
encryption unit 7c corresponds to a content key related
information encrypting means; and the encryption unit
7d corresponds to a work key related information en-
crypting means.

[0083] The multiplexing unit 9 generates a multi-
plexed encryption content by multiplexing the encrypted
content generated by the content scramble unit 7, the
encrypted related information, the encrypted content
key related information, the encrypted work key related
information, and transmits the multiplexed encryption
content to the receiver side. The multiplexing unit 9 cor-
responds to a multiplexing means and a multiplexed en-
crypted content transmitting means referred to in the
claims.

[0084] The storage unit 11 stores the scrambling key
Ks that may be changed as time passes, the content
key Kc provided for each content, the work key Kw that
may be retained for a longer time period than the con-
tent, and the master key Km, which is provided to the
content reception apparatus 5 and is common to the
transmitter side and the receiver side.

[0085] The encryption key generation unit, although
not shown in FIG. 1, generates the encryption keys
stored in the storage unit 11.

[0086] Although not shown, the content transmission
apparatus 3 is also includes an "encrypted content key
related information transmission means", a "content key
related information storage designating means" and an
"intrinsic key setting related information encrypting
means."

[0087] The "encrypted content key related informa-
tion transmitting means" transmits the encrypted con-
tent key related information in a manner according to at
least one of the following: repeatedly transmitting in a
predetermined interval for a predetermined time period
after the multiplexed encrypted content starts to be
transmitted; repeatedly transmitting from a predeter-
mined time period before the multiplexed encrypted
content starts to be transmitted to a predetermined time
period after the multiplexed encrypted content is fin-
ished being transmitted; transmitting, in the case in
which the receiver side does not receive the encrypted
contentkey related information, in response to a request
from the receiver side; or transmitting via a communica-
tion channel.

[0088] After the content key related information is ob-
tained by decrypting the encrypted content key related
information via the content reception apparatus 5, the
"content key related information storage designating
means", when storing the content key related informa-
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tion as is, or after it is encrypting, designates one of a
security module, a storing means, or a storage medium
provided the content reception apparatus 5 includes at
least one of the storing means and storage medium han-
dling means that handles the storage medium.

[0089] If the receiver side includes a storage medium
handling means that handles the storage medium, and
the encrypted content key related information is already
transmitted, then when the encrypted content stored in
the storage medium is reproduced, a "content key relat-
ed information use designating means" designates not
to use the encrypted content key related information but
instead to use the retained content key related informa-
tion.

[0090] A plurality of intrinsic keys that are used to en-
crypt input information are set in the security module set
in the content reception apparatus 5. The "intrinsic key
setting related information encrypting means" encrypts
these intrinsic keys into "encrypted intrinsic key setting
related information" via the master key Km.

[0091] On the other hand, the content reception ap-
paratus 5 receives the multiplexed encrypted content
encrypted and multiplexed by the content transmission
apparatus 3. The content reception apparatus 5 de-
crypts the multiplexed encrypted content and makes the
content ready for a user's reproduction.

[0092] The separating unit 13 receives the multi-
plexed encrypted content transmitted from the content
transmission apparatus 3 at the transmitter side, and
separates it into the encrypted content, the encrypted
related information, the encrypted content key related
information, and the encrypted work key related infor-
mation. The separating unit 13 corresponds to a multi-
plexed encrypted content receiving means and a multi-
plexed encrypted content separating means referred to
in the claims.

[0093] The contentdescrambling unit 15 includes four
decryption units (the security module to be described
later), and decrypts the encrypted content, the encrypt-
ed related information, the encrypted content key relat-
ed information, the encrypted work key related informa-
tion separated by the separating unit 13. The decryption
unit 15a decrypts the encrypted work key related infor-
mation using the master key and thereby obtains the
work key. The decryption unit 15b decrypts the encrypt-
ed content key related information using this work key
and thereby obtains the content key. The decryption unit
15¢ decrypts the encrypted related information using
this content key and thereby obtains the scrambling key.
The decryption unit 15d decrypts the encrypted content
using this scrambling key and thereby obtains the con-
tent. The content descrambling unit 15 corresponds to
the multiplexed encrypted content decrypting means re-
ferred to in the claims.

[0094] The storage unit 17 includes a memory unit
17a (corresponding to the storing means referred to in
the claims) embedded in the content reception appara-
tus 5 and a storage medium handling means 17b that
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stores information in a storage medium.

[0095] The content reception apparatus 5 includes a
security module SM that is not shown in FIG. 1. The se-
curity module SM may be an IC card, for example, that
includes at least the decryption units 15a - 15¢ and re-
tains the master key Km. It is impossible to peep at the
master key Km from the exterior of the security module
SM.

[0096] The content reception apparatus 5 includes an
encrypted content key related information requesting
means, a content key related information storing means,
an encrypted intrinsic key setting related information re-
ceiving means, an encrypted intrinsic key setting related
information decrypting means, a content key related in-
formation outputting means, a content key related infor-
mation re-encryption storing means, a content key re-
lated information outputting means, a content key relat-
ed information re-encryption storing means, a content
key related information intrinsic encryption storing
means, a content key un-storing means, and a content
key switching means (such means not shown). These
are programs running on the main control unit (not
shown) of the content reception apparatus 5.

[0097] If the content reception apparatus 5 does not
receive the encrypted content key related information
yet, the encrypted content key related information re-
questing means requests the content transmission ap-
paratus 3 to transmit the encrypted content key related
information.

[0098] The content key related information storing
means relates to the decrypted content key related in-
formation, and stores a content identifier to identify the
content in the security module SM.

[0099] The security module SM is provided with a plu-
rality of intrinsic keys. The content transmission appa-
ratus 3 uses the master key Km to encrypt the plurality
of intrinsic keys into "encrypted intrinsic key setting re-
lated information". The "encrypted intrinsic key setting
related information receiving means" receives this "en-
crypted intrinsic key setting related information".
[0100] The "encrypted intrinsic key setting related in-
formation decrypting means" decrypts the "encrypted
intrinsic key setting related information" received by the
"encrypted intrinsic key setting related information re-
ceiving means" using the master key Km.

[0101] The content key related information outputting
means outputs the decrypted content key related infor-
mation stored in the security module SM, and stores it
in the storage unit 17. The content key related informa-
tion re-encryption storing means encrypts the decrypted
content key related information stored in the security
module SM using the master key Km set in the security
module SM, outputs it as the re-encrypted content key
related information, and stores it in the storage unit 17.
[0102] The "content key related information intrinsic
encryption storing means" encrypts the decrypted con-
tent key related information stored in the security mod-
ule SM using the intrinsic key (corresponding to the
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group key Kg to be described later), outputs it as the
"intrinsic encrypted content key related information",
and stores it in the storage unit 17. The "content key un-
storing means" prevents, if the encrypted content is not
stored in the storage unit 17, the content key corre-
sponding to the encrypted content (the encrypted con-
tent key related information) from being stored.

[0103] The content key switching means switches the
content keys based on the starting time and the finishing
time of the transmission of the content corresponding to
the encrypted related information.

[0104] A description of the encryption and decryption
of the content will be given below.

[0105] The content scrambling unit 7 of the content
transmission apparatus 3 scrambles the content with
the secret key cryptography. The scrambled content is
multiplexed with the encrypted related information in-
cluding the scrambling key Ks, the content key Kc, and
the work key Kw, and is transmitted to the content re-
ception apparatus 5. The content separating unit 13 of
the content reception apparatus 5 separates the trans-
mitted content into the related information including the
keys and the scrambled content. The content descram-
bling unit 15 descrambles the scrambled content into a
plain text (decrypted content).

[0106] In the content reception apparatus 5, the con-
tent is stored in the storage unit 17, and descrambled
by the content descrambling unit 15 when the content
is reproduced.

[0107] The master key Km is a specific key assigned
to the content reception apparatus 5 or the security mod-
ule SM. The master key Km is written in the content re-
ception apparatus 5 or the security module SM in ad-
vance.

[0108] A case in which a work key Kw is shared by a
plurality of content reception apparatus 5 will be de-
scribed below:

[0109] In the content transmission apparatus 3, a
master key Km of a plurality of applicable content recep-
tion apparatuses 5 is read from a master key database
(not shown) stored in the storage unit 11. Using the mas-
ter key Km read from the master key database, the work
key Kw is encrypted with the secret key cryptography.
The related information including the encrypted work
key is packeted using the section format of MPEG-2
multiplexing, and the multiplexing unit 9 multiplexes the
contentinto a transport stream. Packeting is realized by,
for example, the Entitlement Management Message
(EMM) format described in the specification of the con-
ditional access system for reception (STD-B25) of the
Association of Radio Industries and Businesses (ARIB)
of Japan.

[0110] In each content reception apparatus 5, the
EMM is extracted from the received MPEG 2 transport
stream by the separating unit 13, and is decrypted using
the master key Km. The work key Kw is thus obtained.
Accordingly, the plurality of content reception appara-
tuses 5 share the work key Kw.
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[0111] The content reception apparatus 5 stores and
retains the obtained work key Kw in the security module
SM. The work key Kw shared by the plurality of content
reception apparatuses 5 is updated every month or eve-
ry year, for example, to secure the work key Kw. The
work key Kw may be transmitted independently from the
content using an open band width of broadcasting. If
necessary, the work key Kw may be distributed by dis-
tributing the security module SM in which the work key
Kw is stored in advance.

[0112] A supplemental description of the scrambling
key and the content key is provided below.

[0113] The content key Kc encrypts the scrambling
key Ks with the secret key cryptography. The encrypted
scrambling key Ks is packeted into common informa-
tion, and the multiplexing unit 9 multiplexes the content
into the transport stream. Packeting is realized by the
Entitlement Control Message (ECM) described in the
standard of the conditional access system (STD-B25)
of the ARIB of Japan. The frequency with which the
scrambling key Ks is transmitted will be described later.
[0114] The content key Kc is an assigned key and
unique to each content. The work key Kw encrypts the
content key Kc with the secret key cryptography. The
encrypted content key Kc is packeted using the section
format of MPEG-2 multiplexing method into the common
information (content key information), and the multiplex-
ing unit 9 multiplexes the content into the transport
stream.

[0115] A supplementary description is now provided
of a case in which content on the air is reproduced in
real-time using the conditional access system for recep-
tion 1.

[0116] In acase in which the content is reproduced in
real-time, the content transmission apparatus 3 begins
to transmit the content key (the content key information)
from a predetermined time period before the content is
transmitted. While the content is transmitted, the con-
tent key is repeatedly transmitted in a predetermined in-
terval. After the transmission of the content is complet-
ed, the transmission of the content key is terminated.
[0117] In a case in which the broadcasted content is
stored in the storage unit 17 of the content reception
apparatus 5, and the stored content is reproduced, the
as-scrambled content is stored in the storage unit 17 of
the content reception apparatus 5 until the content is
reproduced. When the content is reproduced, the con-
tent key is transmitted.

[0118] The file formats that are used to packet the
scrambling key Ks, the content key Kc, and the work key
Kw with reference to FIGs. 2A, 2B and 2C.

[0119] Scrambling key related information S (com-
mon information S) (FIG. 2A) is program information
used to transmit the scrambling key, and includes a
broadcaster ID, a content ID, and the scrambling key
Ks. The broadcaster ID is an identifier assigned to each
broadcaster. The content ID is an identifier assigned to
each content uniquely or in compliance with a prede-
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fined condition, for example, whether the same content
ID or different content ID is to be assigned to a re-broad-
casted content. The scrambling key Ks is encrypted us-
ing the content key Kc corresponding to the content ID.
[0120] The content key related information C (com-
mon information C) (FIG. 2B) is common information
that is used to transmit the content key Kc, and includes
the broadcaster ID, the work key ID, the content ID, and
the content key Kc. The broadcaster ID is the identifier
assigned to each broadcaster. The work key ID is an
identifier that identifies the work key. The content ID is
an identifier uniquely assigned to each content. Among
these items, at least the content key is encrypted by the
work key corresponding to the work key ID.

[0121] The work key related information W (separate
information W) (FIG. 2C) is separate information for
transmitting the work key Kw. The work key related in-
formation W includes the broadcaster ID, a card ID, a
revision number, an expiry date, a work key ID, and the
work key Kw. The broadcaster ID is an identifier as-
signed to a broadcaster or the specific group of broad-
casters. The card ID is an identifier assigned to each
one of the security modules SM. The revision number
is a number indicating the version of the work key Kw.
The expiry date indicates the expiry date of the work key
Kw. The work key Kw is encrypted using the master key
Km corresponding to the card ID.

<The relationship between the content reception
apparatus and the security module (configuration)>

[0122] The relationship between the content recep-
tion apparatus 5 and an exemplary security module SM1
of the conditional access system for reception 1 will be
described with reference to FIG. 3.

[0123] The content reception apparatus 5 is config-
ured according to the following: a Kw-Kc related infor-
mation separating unit 13a that separates related infor-
mation including the work key Kw and the content key
Kc from the received stream (multiplexed encrypted
content); a storage unit 17a that stores the encrypted
content therein; a Ks related information separating unit
13b that separates related information including the
scrambling key Ks; a content descrambling unit 15 that
descrambles the content; an interface (not shown) that
mediates the communication between the content re-
ception apparatus 5 and the security module SM1; and
so forth.

[0124] The security module SM1 is provided with the
following: the master key Km, four decryption units 19a-
19d, an encryption unit 21, and a software switch S/W
that controls a plurality of input information items de-
pending on a particular case. The software switch S/W
selects one of three inputs a1-a3, where a1 corresponds
to a case in which the content is reproduced in real-time,
a2 corresponds to a case in which the content is stored
and then reproduced, and a3 corresponds to a case of
conventional broadcasting.
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[0125] The Kw-Kc related information separating unit
13a separates the encrypted work key information. If the
card ID indicated in the encrypted work key information
and the card ID of the security module SM1 (an IC card
according to this embodiment) match, the encrypted
work key information including the work key Kw, the
work key ID, the revision number, the expiry date, and
the broadcaster ID is inputted into the security module
SM1. In the security module SM1, the decryption unit
19a decrypts the encrypted work key Kw using the mas-
ter key Km. The work key Kw is correspondingly re-
tained in the security module SM1 with the broadcaster
ID, the revision number, the expiry date, and the work
key ID.

[0126] The Kw-Kc information separating unit 13a
separates the encrypted content key information, and
inputs the encrypted content key information including
the work key ID, the encrypted content key Kc, the
broadcaster ID, the expiry date, and the content ID into
the security module SM1. In the security module SM1,
the decryption' unit 19b decrypts the encrypted content
key information using the work key Kw corresponding
to the work key ID thereby to obtain the content key Kc.

<Reproduction of the encrypted content (real-time
reproducing)>

[0127] The case in which the content on the air is re-
produced in real-time using the content reception appa-
ratus 5 and the security module SM1 shown in FIG. 3
will now be described. Since the content is reproduced
in real-time, the software switch S/W of the security
module SM1 is switched to "a1".

[0128] The output of the Kw-Kc related information
separating unit 13a is inputted into the Ks related infor-
mation separating unit 13b. The Ks related information
separating unit 13b separates the related information S
and inputs the related information S including the con-
tent ID and the encrypted scrambling key Ks into the
security module SM1. In the security module SM1, the
decryption unit 19d decrypts the related information S
using the content key Kc corresponding to the content
ID. The scramble key Ks is obtained. The scrambling
key Ks is outputted to the content reception apparatus
5. In the content reception apparatus 5, the content de-
scrambling unit 15 decrypts the encrypted content using
the input scrambling key Ks, and outputs the content.

<Reproduction of the encrypted content (storing and
reproducing)>

[0129] The case in which the content stored in the
storage unit 17a is reproduced using the content recep-
tion unit 5 and the security module SM1 shown in FIG.
3 will now be described. Since the content stored in the
storage unit 17a is reproduced, the software switch S/
W of the security module SM1 is turned to "a2".

[0130] The as-encrypted content is stored (as-scram-
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bled), in the storage unit 17a with the encrypted related
information (related information S) including the en-
crypted scrambling key corresponding to the content ID.
The Kw-Kc related information separating unit 13a sep-
arates the encrypted content key related information
(the content key related information C), and inputs the
separated encrypted content key related information in-
cluding the encrypted content key into the security mod-
ule SM1. The encryption unit 21 encrypts the content
key decrypted by the decryption unit 19b using the mas-
ter key Km. The encrypted content key Kc is outputted
to the content reception apparatus 5, and stored in the
storage unit 17a corresponding to the encrypted con-
tent.

[0131] When the content stored in the storage unit
17a is reproduced, the encrypted content key corre-
sponding to the content to be descrambled is retrieved
from the storage unit 17a and inputted into the security
module SM1. In the security module SM1, the decryp-
tion unit 19¢ decrypts the input encrypted content key
into the content key Kc using the master key Km. The
reproduced content is inputted into the Ks related infor-
mation separating unit 13b. The encrypted related infor-
mation (the related information S) is separated, and the
separated encrypted related information (the related in-
formation S) is inputted into the security module SM1.
[0132] Inthe security module SM1, the decryption unit
19d decrypts the input encrypted scrambling key into the
scrambling key Ks using the content key decrypted by
the decryption unit 19¢c. The scrambling key Ks is out-
putted to the content reception unit 5. The encrypted
content is decrypted using the scrambling key inputted
into the content descrambling unit 15(15d) of the content
reception apparatus 5. Accordingly, the content is out-
put.

[0133] In the case in which a storage apparatus (not
shown) is connected to the content reception apparatus
5 via a home network, for example, the stream (a portion
of the multiplexed encrypted content) is stored in the
storage apparatus connected to the content reception
apparatus 5 via the home network. The content key re-
encrypted using the master key Km is stored in the stor-
age apparatus with the encoded content and the encod-
ed related information. When the encrypted content is
reproduced, the signal reproduced by the storage appa-
ratus (the as-scrambled content signal) is inputted into
the Ks related information separating unit 13b of the
content reception apparatus 5 via the home network. At
the same time, the re-encrypted content key is inputted
into the security module SM1, and is decrypted by the
decryption unit 19c. The scrambling key Ks is obtained
by the decryption unit 19d, and accordingly the content
is descrambled.

<Real-time reproduction of the conventional digital
broadcasting (encrypted content)>

[0134] The case in which an encrypted content of the
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conventional BS digital broadcasting is reproduced us-
ing the content reception apparatus 5 and the security
module SM1 shown in FIG. 3 will now be described. In
this case, because the encrypted content of the conven-
tional BS digital broadcasting is reproduced, the soft-
ware switch S/W of the security module SM1 is turned
to "a3" in advance.

[0135] The encrypted work key related information
multiplexed with the encrypted content will be described
with reference to the file formats shown in FIGs. 6A-6F.
[0136] Asis shown in FIG. 6, the encrypted work key
related information ECM-Kw includes the broadcaster
ID, the work key ID, and the scrambling key ID, and so
forth. The scrambling key Ks is encrypted using the work
key ID corresponding to the work key ID.

[0137] The decryption unit 19a, the decryption unit
19d, and the content descrambling unit 15d preferably
comply with the encryption method used for BS digital
broadcasting. The encrypted work key related informa-
tion (ECM-Kw) including the encrypted scrambling key
Ks is inputted into the decryption unit 19d, and is de-
crypted using the work key Kw obtained by the decryp-
tion unit 19a. The scrambling key Ks obtained by the
decryption is outputted to the content reception appara-
tus 5. The content reception apparatus 5 can then de-
scramble the encrypted content of the BS digital broad-
casting.

<Reproduction of the conventional BS digital
broadcasting (encrypted content) (storing and
reproducing)>

[0138] The case in which the encrypted content of the
conventional BS digital broadcasting is stored and then
reproduced using a content reception apparatus 5' and
the security module SM1 shown in FIG. 9 will now be
described. In this case, because the encrypted content
of the conventional BS digital broadcasting is repro-
duced, the software switch S/W of the security module
SM1 is turned to "a3" in advance.

<Method of using local encryption>

[0139] The contentreception apparatus 5' and the se-
curity module SM1 used for the method of using the local
encryption are shown in FIG. 9.

[0140] The encrypted content received in the conven-
tional BS digital broadcasting is temporarily descram-
bled by the content descrambling unit 15, encrypted by
a local encryption unit 23, and stored in the storage unit
17a. In the case of local cryptography, the content is en-
crypted with the secret key cryptography using an inde-
pendently generated secret key, and the encrypted con-
tent is correspondingly stored in a storage unit with the
secret key.

[0141] The content encrypted by the local encryption
unit 23 is decrypted by the local decryption unit 25 using
the secret key used for the encryption of the content. In
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the case in which the decrypted content is distributed to
the storage apparatus (not shown) other than the con-
tent reception apparatus 5' via the home network, for
example, the decrypted content is encrypted via a con-
tent protection technique such as Digital Transmission
Content Protection (DTCP). The storage apparatus (not
shown) usually encrypts the content with the local cryp-
tography before storing the content therein.

<Method of using the work key Kw>

[0142] FIG. 10 shows the contentreception apparatus
5 and a security module SM2 used for the method of
using the work key Kw. The software switch S/W of the
security module SM2 is turned to "a3" in advance.
[0143] The as-scrambled content received by the
conventional BS digital broadcasting is stored in the
storage unit 17a with the encrypted related information
ECM-Kw (see FIG. 6B) including the encrypted scram-
ble key. The Kw-Kc related information separating unit
13a inputs the encrypted work key related information
EMM (for distribution of Kw, see FIG. 6E) to the security
module SM2. The decryption unit 19a decrypts the en-
crypted work key related information EMM using the
master key Km, thereby to obtain the work key Kw. The
work key Kw (stored in the security module SM2 before
the beginning of the broadcasting of the content) is en-
crypted using the master key Km by inputting the work
key Kw into the encryption unit 21. The encrypted work
key Kw is outputted to the content reception apparatus
5. The content reception apparatus 5 correspondingly
stores the encrypted work key Kw and the work key 1D
with the encrypted content stored in the storage unit
17a.

[0144] When the encrypted content stored in the stor-
age unit 17a is reproduced, the encrypted work key Kw
corresponding to the encrypted content to be descram-
bled is retrieved from the storage unit 17a, and is input-
ted into the security module SM2. In the security module
SM2, the decryption unit 19c decrypts the encrypted
work key Kw using the master key Km, thereby obtains
the work key Kw. The encrypted related information
ECM-Kw including the scrambling key Ks encrypted by
the Ks related information. separating unit 13b is sepa-
rated from the retrieved encrypted content, and is input-
ted into the security module SM2. In the security module
SM2, the software switch S/W is turned to "a2". The en-
crypted related information ECM-Kw is inputted into the
decryption unit 19d, and is decrypted using the work key
Kw. The scramble key Ks obtained by the decryption is
outputted to the content reception apparatus 5. In the
content reception apparatus 5, the scramble key Ks is
inputted into the content descrambling unit 15, and the
content descrambling unit 15 descrambles the encrypt-
ed content.

EP 1 434 383 A1

10

15

20

25

30

35

40

45

50

55

15

28

<Change in time of the keys to the stream (encrypted
content) inputted into the content reception apparatus>

[0145] The change in time of the scrambling key Ks,
the content key Kc, and the work key Kw to the stream
(the multiplexed encrypted content) inputted into the
content reception apparatus 5 will now be described
with reference to FIG. 4. It is assumed in this description
that the content is reproduced in real-time. The case in
which a content A, a content B, and a content C are
broadcasted in series will be described. While the con-
tent A is on the air, the content ID 000A is transmitted.
When the content B is on the air, the content ID is turned
to 000B. When the content C is on the air, the content
ID is turned to 000C.

[0146] The scrambling key Ks is changed from KsA1
to KsAn by a time period of a few seconds, and is used
to scramble the content A. The scrambling key Ks starts
to be distributed a few seconds before the beginning of
the broadcasting of the content A. That is, the scram-
bling key Ks used for scrambling content always starts
to be distributed before the transmission of the encrypt-
ed content scrambled using the scrambling key Ks.
[0147] The scrambling key KsB1 starts to be transmit-
ted a few seconds before the content A is switched to
the content B. While the content B is on the air, the
scrambling key is changed from KsB1 to KsBn by a time
period of a few seconds. Likewise, while the content C
is on the air, the scrambling key Ks is changed by a time
period of a few seconds.

[0148] A content key KcA is the key used for encrypt-
ing the scramble keys KsA1 through KsAn. A content
key KcB is the key used for encrypting the scramble
keys KsB1 through KsBn. A content key KcC is the key
used for encrypting the scramble keys KsC1 through
KsCn. As is shown in FIG. 4, while the content A is on
the air, the same content key KcA is used. When the
content A is over and the content B starts, the content
key is switched to the content key KcB. Likewise, when
the content C starts to be on the air, the content key is
switched to the content key KcC. The content keys KcA,
KcB, and KcC start to be transmitted a few seconds be-
fore the corresponding contents are broadcasted. While
the corresponding contents are broadcasted, the con-
tent keys Kc are repeatedly transmitted by a time period
of a few seconds. After the broadcasting of the corre-
sponding contents is finished, the transmission of the
content key Kc is terminated. In addition, it is explained
in the above description that the "content key Kc" is
transmitted. However, what is actually transmitted to the
content reception apparatus 5 is the encrypted content
key included in the encrypted content key related infor-
mation.

[0149] A supplementary description is provided below
on the handling of the keys in a case in which the scram-
bled content is temporarily stored and then reproduced.
[0150] The content ID and the scrambling key Ks are
distributed in the same manner as the case in which the
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content is reproduced in real-time. It is noted that the
content key Kc does not need to be transmitted in syn-
chronization (multiplexed) with the content, the content
ID, and the scrambling key Ks. The content key Kc only
needs to be distributed before the user of the content
reception apparatus 5 reproduces the content. For ex-
ample, the scrambled content and the scrambling key
Ks may be stored in the storage unit 17a, and when the
broadcaster of the content transmission apparatus 3
permits the stored content to be reproduced, the broad-
caster may distribute the content key corresponding to
the content. Accordingly, the broadcaster can realize
pseudo-video on demand.

<The relationship among the content reception
apparatus, the security module, and the nonvolatile
memory (configuration)>

[0151] The relationship among the content reception
apparatus 5, a security module SM3, and a nonvolatile
memory FM of an embodiment of the conditional access
system for reception 1 will be described with reference
to FIG. 5.

[0152] The content reception apparatus 5 includes
the following: the Kw-Kc related information separating
unit 13a that separates the work key Kw and the content
key Kc from the received stream (multiplexed encrypted
content); the storage unit 17a that stores the encrypted
content therein; the Ks related information separating
unit 13b that separates the related information including
the scrambling key Ks; the content descrambling unit 15
that descrambles the content; the interface (not shown)
that mediates the communication between the content
reception apparatus 5 and the security module SM3;
and a storage medium (a storage medium handling
means 17b (not shown in FIG. 5) that handles a storage
medium other than the nonvolatile memory FM).
[0153] The security module SM3 includes the master
key Km, four decryption units 19a-19d, an encryption
unit 21, and three software switches S/W that control a
plurality of items of information input depending on the
situation. The software switch S/W1 selects one of three
inputs a1-a3, where a1 corresponds to the case in which
the content is reproduced in real-time, a2 corresponds
to the case in which the content is stored and then re-
produced, and a3 corresponds to the case of conven-
tional broadcasting. The software switch S/W2 selects
one of two inputs of information b1 and b2, and the soft-
ware switch S/W3 selects one of two inputs of informa-
tion c1 and c2.

[0154] The nonvolatile memory FM stores the content
ID and the content key Kc re-encrypted using the master
key of the security module SM3. In addition, the nonvol-
atile memory FM corresponds to a storage medium re-
ferred to in the claims.

[0155] The content reception apparatus 5 shown in
FIG. 5 includes an encrypted content storing means, a
related information inputting means, a scrambled key
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outputting means, and an encrypted content decrypting
means. These are (activated) programs running on a
main control unit (not shown) of the content reception
apparatus 5.

[0156] The encrypted content storing means stores
the encrypted content using the scrambling key Ks and
the encrypted related information about the content,
wherein the encrypted related information includes the
content identifier to identify the encrypted content in a
storage medium (a storage medium provided other than
the nonvolatile memory FM) handled by the storage me-
dium handling unit 17b.

[0157] Inthe case in which a re-encrypted content key
related information (encrypted using an intrinsic en-
crypted content key related information: intrinsic key
(group key Kg)) corresponding to the encrypted content
is stored in at least one of the storage unit 17a and the
nonvolatile memory FM, the related information input-
ting. means, when reproducing the encrypted content,
reads the re-encrypted content related information (in-
trinsic encrypted content key related information) from
the storage unit 17a or the nonvolatile memory FM, and
inputs the re-encrypted content related information and
the encrypted related information into the security mod-
ule SM3.

[0158] The scrambling key outputting means obtains
the content key Kc by decrypting the re-encrypted con-
tent key related information (the intrinsic encrypted con-
tent key related information), obtains the scrambling key
Ks by decrypting the encrypted related information us-
ing this obtained content key Kc, and outputs this ob-
tained scrambling key Ks to the content reception appa-
ratus 5.

[0159] The encrypted content decrypting means de-
crypts the encrypted content using the scrambling key
Ks output by the scrambling key outputting means.

<Reproduction of the encrypted content in the case in
which the content key is stored in the nonvolatile
memory>

[0160] When the software switch S/W3 is turned to
"c1", the re-encrypted content key Kc encrypted by the
encryption unit 21 is stored in the storage unit 17a.
When the software switch S/W3 is turned to "c2", the re-
encrypted content key Kc encrypted by the encryption
unit 21 is stored with the corresponding content ID in the
nonvolatile memory FM provided outside the security
module SM3.

[0161] In the case in which the content key Kc is
stored with the encrypted content in the storage unit
17a, when reproducing the encrypted content stored in
the storage unit 17a, the re-encrypted content key Kc
read from the storage unit 17a is input into the security
module SM3 by turning the software switch S/W2 to
"b1", and the content key Kc is obtained by decrypting
the re-encrypted content key with the encryption unit
19c. The scrambling key Ks is obtained by decrypting
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the encrypted scrambling key Ks obtained by the Ks re-
lated information separating unit 13b using this content
key Kc. The content descrambling unit 15 descrambles
the encrypted content using this scrambling key Ks,
thereby to obtain the content.

[0162] In the case in which the re-encrypted content
key Kc is stored not in the storage unit 17a where the
encrypted content is stored but in the nonvolatile mem-
ory FM, the content ID of the encrypted content to be
reproduced is separated with the Ks related information
separating unit 13b by turning the software switch S/W2
to "b2" and inputted into the nonvolatile memory FM.
[0163] In the nonvolatile memory FM, the re-encrypt-
ed content key Kc corresponding to the input content ID
is selected, and is inputted into the security module
SM3. In the security module SM3, the decryption unit
19c¢ decrypts the input re-encrypted content key Kc us-
ing the master key Km, thereby to obtain the content key
Kc. The decryption unit 19d decrypts the encrypted re-
lated information ECM-Kc using this content key Kc,
thereby to obtain the scrambling key Ks. The content is
obtained by the content descrambling unit 15.

[0164] The file format of the related information in the
case in which the nonvolatile memory FM is attached to
the content reception apparatus 5 will now be described
with reference to FIG. 6C.

[0165] The content key related information includes
the broadcaster ID, the work key ID, the content ID, the
content key Kc, the expiry date, and the storage position
designation information.

[0166] The storage position designation information is
control information indicating whether the re-encrypted
content key Kc is stored in the storage unit 17a with the
encrypted content or the re-encrypted content key Kc is
stored in the nonvolatile memory FM at the transmission
side (broadcasting station side). The Kw-Kc related in-
formation separating unit 13a of the content reception
apparatus 5 inputs the content key related information
to the security module SM3, and the security module
SM3 controls the storage position of the content key Kc
by switching the software switch S/W3 based on the
storage position designation information indicated in the
content key related information.

[0167] The expiry date indicated in the content key re-
lated information is the expiry date of the content key Kc
in which the content key Kc remains valid. The content
key Kc becomes invalid after this expiry date. The infor-
mation of the expiry date is stored with the re-encrypted
content key in the storage unit 17a or the nonvolatile
memory FM. That is, when the decryption unit 19¢ of the
security module SM3 decrypts the re-encrypted content
key Kc, the decryption unit 19c is controlled based on
the expiry date. Ifitis before the expiry date, the decryp-
tion unit 19c decrypts the re-encrypted content key Kc.
[0168] FIG. 7 illustrates the recording format of the
nonvolatile memory FM. The nonvolatile memory FM
stores and controls the content ID, the content key Kc
(the re-encrypted content key Kc), the date and time at
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which the content key Kc is stored, the expiry date of
the content key Kc (expiry information), and correlated
the information.

[0169] In the case in which the re-encrypted content
key Kc is stored in the nonvolatile memory FM, when
the accumulative amount of data required to be stored
in the nonvolatile memory FM exceeds the memory ca-
pacity of the nonvolatile memory FM, the re-encrypted
content key Kc and the content ID, the date and time of
storage, and the expiry date corresponding to the re-
encrypted content key Kc are deleted in the order of the
oldest to newest date and time of the storage by refer-
ring to the date and time of the storage. Alternatively, for
example, regardless of the memory capacity, the re-en-
crypted contentkey Kc, the content ID, the date and time
of storage, and the expiry date corresponding to the re-
encrypted content key Kc that go beyond the expiry date
may be deleted by referring to the expiry date.

<Sequence chart showing the obtaining of the content
key>

[0170] FIG. 8isasequence chart showingthe manner
by which the content key Kc is obtained.

[0171] Initially, a determination is made as to whether
the re-encrypted content key Kc is stored in the storage
unit 17a with the encrypted content to be reproduced
(S1). Ifitis determined that the re-encrypted content key
Kc is stored in the storage unit 17a, the re-encrypted
content key Kc is used. If it is determined that the re-
encrypted content key Kc is not stored in the storage
unit 17a, the content ID of the encrypted content is in-
putted into the security module SM3.

[0172] A determination is made as to whether the tar-
get content key Kc (the re-encrypted content key Kc) is
stored in the nonvolatile memory FM or the security
module SM3. If the target content key Kc (the re-en-
crypted content key Kc) is found in the security module
SM3 or the nonvolatile memory FM, the found content
key Kc is used. If the target content key Kc is not stored
in any of the content reception apparatus 5, the security
module SM3, or the nonvolatile memory FM, the content
reception apparatus 5 requests, via the Internet or a
public communication channel network, the content
transmission apparatus 3 to transmit the content key Kc.
In this case, the content reception apparatus 5 transmits
the card ID and the content ID to the content transmis-
sion apparatus 3 (S2). In addition, when requesting the
contenttransmission apparatus 3 to transmit the content
key Kc, if the content reception apparatus 5 encrypts the
content ID using the master key Km, the content trans-
mission apparatus 3 can identify the content reception
apparatus 5 that transmits the request.

[0173] The content transmission apparatus 3 that re-
ceives the request for transmitting the content key Kc .
includes a master key database for managing the mas-
ter key Km by correlating the master key Km and the
card ID, and a content key database for managing the
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content key Kc by correlating the content key Kc and the
content ID. The master key Km corresponding to the re-
ceived card ID is selected from the master key database
(S3). The content ID is obtained by decrypting the re-
ceived encrypted content ID using the selected master
key Km (S4).

[0174] The content key Kc corresponding to the ob-
tained content ID is selected from the content key data-
base (S5). In the case in which the content key Kc is
distributed via the communication channel network, the
content key Kc is encrypted using the selected master
key Km and transmitted to the content reception appa-
ratus 5 as the encrypted content key Kc (S6). The con-
tent reception apparatus 5 decrypts the received en-
crypted content key Kc using the master key Km, and
uses the content key Kc to reproduce the encrypted con-
tent (S7).

[0175] In the case in which the content key Kc is dis-
tributed on the airwaves, the content key Kc is encrypted
using the selected master key Km, and is distributed
(broadcasted) as an EMM (for the distribution of Kc, see
FIG. 6D). The broadcaster ID, the card ID, the content
ID, the content key Kc, the expiry date, and the storage
position designation information are included in this
EMM (for distribution of Kc).

<Conditional access system for reception using the
group key>

[0176] The case in which the content key Kc is en-
crypted using the master key Km stored in the security
module SM1-SM3, and the encrypted content is stored
in the storage unit 17a or the nonvolatile memory FM
(storage medium) is described above. The case in which
the content key Kc is encrypted using the group key Kg
instead of the master key Km stored in the security mod-
ule will now be discussed.

[0177] The group key Kg is shared by a plurality of
content reception apparatuses 5. Before the security
module is distributed, the group key Kg correlated to a
group key ID is stored in the security module, which is
an identifier of a group key.

[0178] The group key Kg corresponds to an intrinsic
key after grouping referred to in the claims.

[0179] The content reception apparatus 5 in the case
in which the group key Kg is used will be described with
reference to FIG. 5. When the encrypted content is
stored, the content key related information (including the
encrypted content key Kc) is extracted by the Kw-Kc re-
lated information separating unit 13a, and is inputted in-
to the security module SM3. In the security module SM3,
the decryption unit 19¢ decrypts the input encrypted
content key using the work key Kw. The decrypted con-
tent key Kc is inputted into the encryption unit 21, and
is re-encrypted using the group key Kg. The re-encrypt-
ed content key Kc is stored in the storage unit 17a or
the nonvolatile memory FM corresponding to the con-
tentID. The content key Kc re-encrypted using the group
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key Kg corresponds to the intrinsic encrypted content
key related information referred to in the claims.
[0180] Whenthe encrypted contentis reproduced, the
content key Kc encrypted using the group key Kg is re-
trieved from the storage unit 17a or the nonvolatile mem-
ory FM, and is inputted into the security module SM3.
In the security module SM3, the input encrypted content
key Kc is inputted into the decryption unit 19¢, and is
encrypted using the group key Kg. The scrambling key
Ks is decrypted using the obtained content key Kc.
[0181] A supplemental description will now be provid-
ed. The master key Km is assigned to each security
module SM, and is not rewritable. Rather, the group key
Kg is rewritable.

<Handling the encrypted content among a plurality of
content reception apparatuses>

[0182] The case in which there are a plurality (two) of
content reception apparatuses 5 (5A, 5B, not shown),
and the encrypted content received by one of the con-
tent reception apparatuses 5B is stored in a removable
medium such as a DVD, and is reproduced by another
one of the content reception apparatuses 5A will now
be described.

[0183] Itis assumed thatthe encrypted content stored
using the group key Kgb (the group key assigned to the
security module SM3B (not shown) set in the content
reception apparatus 5B) by the content reception appa-
ratus 5B is stored in the removable media, for example,
and the encrypted content is reproduced by handling
this removable media with the content reception appa-
ratus 5A.

[0184] A group key Kga (the group key assigned to
the security module SM3A (not shown) set in the content
reception apparatus 5A) is stored in the security module
SMS3A (not shown) set in the content reception appara-
tus 5A. However, even if one tried to reproduce the en-
crypted content stored by the content reception appara-
tus 5B using the content reception apparatus 5A, one
could not decrypt the encrypted content key Kc using
the group key Kgb and nor could one reproduce the en-
crypted content. Accordingly, a method of storing the
group key Kgb set in the security module SM3B (not
shown) set in the content reception apparatus 5B, in the
security module SM3A set in the content reception ap-
paratus 5A will now be described with reference to FIG.
11.

[0185] A user examines the card IDb of the content
reception apparatus 5B using an interface (not shown)
that displays the card ID of the security module SM3B
on adisplay means (not shown) by operating the content
reception apparatus 5B (S11). The user inputs the card
IDb to the security module SM3A set in the content re-
ception apparatus 5A by operating the content reception
apparatus 5A. The user transmits the input card IDb and
the card IDa of the security module SM3A set in the con-
tent reception apparatus 5A to the content transmission
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apparatus 3 at the transmitter side (broadcaster) (S12).
[0186] The contenttransmission apparatus 3 includes
a master key-group key database for managing the
master keys Km and the group keys Kg corresponding
to the card ID in the storage unit 17a. In the content
transmission apparatus 3, the master key Kma corre-
sponding to the received card IDa is selected from the
master key - group key database (S13). The group key
Kgb corresponding to the received card IDb is selected
from the master key - group key database (S14).
[0187] In the case in which the group key Kgb is dis-
tributed through the communication channel, the group
key Kgb is encrypted using the master key Kma, and
transmitted to the content reception apparatus 5A (S15).
In the content reception apparatus 5A, the group key
Kgb is obtained by decrypting the encrypted group key
Kgb using the master key Kma stored in the security
module SM3, and is retained in the security module
SM3A (S16).

[0188] In the case in which the group key Kgb is dis-
tributed using the airwave, the group key Kgb is encrypt-
ed using the master key Kma, and is distributed as the
EMM (for distribution of Kg) shown in FIG. 6. The EMM
(for distribution of Kg) is configured by the broadcaster
ID, the card ID, the revision number, the expiry date, the
group key ID, and the group key Kg. The content trans-
mission apparatus 3 correlates the group key Kgb with
the card ID, and stores the group key Kgb in the master
key - group key database (S17).

[0189] This embodiment realizes the following ef-
fects.
[0190] The content transmission apparatus 3 en-

crypts the content into encrypted content using the
scrambling key Ks that changes as time passes. The
scrambling key Ks is also encrypted by the content
transmission apparatus 3 with the related information
about the content using the content key Kc provided to
each content, thereby to obtain the encrypted related
information. The content key Kc is also encrypted by the
content transmission apparatus 3 with the related infor-
mation about the content key using the work key Kw re-
tained for a longer time than the duration of the content.
Additionally, the work key is encrypted by the content
transmission apparatus 3 with the related information
about the work key Kw using the master key Km com-
monly provided at the receiver side, thereby to obtain
the encrypted work key related information. These items
of encrypted information are multiplexed by the content
transmission apparatus 3, and are transmitted to the
content reception apparatus 5.

[0191] In the content reception apparatus 5, the mul-
tiplexed encrypted content is received by the separating
unit 13. The separating unit 13 separates received mul-
tiplexed encrypted content into the encrypted content,
the encrypted related information, the encrypted content
key related information, and the encrypted work key re-
lated information. The content descrambling unit 15
(15a - 15d) obtains the work key by decrypting the en-
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crypted work key related information using the master
key, obtains the content key by decrypting the encrypted
content key related information using this work key, ob-
tains the scrambling key by decrypting the encrypted re-
lated information using this content key, and obtains the
content by decrypting the encrypted content using this
scrambling key.

[0192] Contents are scrambled or descrambled using
a scrambling key Ks by a content, and the scrambling
key Ks is encrypted using the content key Kc. Accord-
ingly, the content key Kc improves the efficiency in the
descrambling of the scrambled content, and the work
key Kw makes it easy to control the encryption keys
when descrambling. Furthermore, the broadcaster can
surely and easily collect a reception fee that is incurred
when the user reproduces a pay content.

[0193] A content key related information storage des-
ignating means designates one of the security modules
SM, the storage unit 17a, or the nonvolatile memory FM
as the location at which the content key related informa-
tion is stored. Since the content key stored at the receiv-
erside is encrypted, itis possible to protect the copyright
of the contents.

[0194] The contents are encrypted and decrypted us-
ing a four-level key structure (including the content key
Kc) instead of the conventional three-level key structure
(the scramble key Ks, the work key Kw, and the master
key Km). Not only are fixed encryption keys for a file
system used but so are variable keys (the scrambling
key Ks and the work key Kw) that change as time pass-
es. The use of the variable keys protects the encrypted
content from unauthorized reception.

[0195] The number of cryptography keys, that is, the
content keys Kc, to be stored in the content reception
apparatus 5 increases considerably because the con-
tents are encrypted and decrypted by a content. To
avoid this problem, the content reception apparatus 5 is
constructed so that it can not only store the content keys
Kc in the security module SM but also encrypt the con-
tent keys Kc and store them in the storage unit 17a of
the content reception apparatus 5. Accordingly, the con-
tent keys Kc can be stored without degrading their se-
curity.

[0196] It is possible to reduce the amount of data to
be transmitted by transmitting the encrypted content
keys Kc using the key (the master key Km) that is com-
mon to the content reception apparatuses 5 without
transmitting to each content reception apparatus 5 indi-
vidually, a large amount of key information (the encrypt-
ed related information, the content key related informa-
tion, and the work key related information) that is gen-
erated by encrypting the content keys by a content.
[0197] The content is encrypted when it is stored in
the storage medium (the nonvolatile memory FM). The
user cannot reproduce the content unless the user has
the combination of the valid security module SM and the
content reception apparatus 5. Accordingly, the encrypt-
ed content is protected from unauthorized reception.
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[0198] Even if an unauthorized user duplicates the
storage medium (the nonvolatile memory FM), the un-
authorized user cannot descramble the content be-
cause the unauthorized user cannot duplicate the secu-
rity module SM, and consequently, does not have the
combination of the storage medium and the security
module SM.

[0199] In the case in which a plurality of users each
having the content reception apparatus 5 share the
common card ID of the security modules SM, the users
can exchange the contents of the content reception ap-
paratuses 5 and the security modules SM within the
scope of fair use (personal use).

[0200] The content reception apparatus 5 and the
storage apparatus (the storage unit 17a or an external
storage apparatus) in which the encrypted content is
stored are constructed without any intrinsic ID or secret
portion provided therein. Accordingly, any manufacturer
who manufactures reception apparatuses such as the
contentreception apparatuses 5 can freely manufacture
them.

[0201] A preferred embodiment of the present inven-
tion is described above. The present invention, howev-
er, is not limited to the above embodiment. It is possible
to regard the components of the content transmission
apparatus 3 and the content reception apparatus 5 as
a content transmission program and a content reception
program, respectively, written in a general programming
language. In this case, the same effects are obtained as
those of the content transmission apparatus 3 and the
content reception apparatus 5. It is further possible to
store these programs in a recording medium (a flexible
disk, a CD-ROM, for example) and put them in sales
channels.

[0202] According to the invention referred to in claim
1, the content to be transmitted is encrypted into the en-
crypted content using the scrambling key. The scram-
bling key is encrypted into the encrypted related infor-
mation using the content key with the related information
related to the content. Additionally, the content key is
encrypted into the encrypted content key related infor-
mation using the master key with the related information
related to the content key. Then, these items of informa-
tion are multiplexed and transmitted. Accordingly, the
multiplexed encrypted content is descrambled by a con-
tent, and the efficiency of descrambling is improved
compared to conventional descrambling by a stream.
[0203] According to the invention referred to in claim
2, the content to be transmitted is encrypted into the en-
crypted content using the scrambling key. The scram-
bling key is encrypted into the encrypted related infor-
mation using the content key with the related information
related to the content. Additionally, the content key is
encrypted into the encrypted content key related infor-
mation using the work key with the related information
related to the content key. The work key is encrypted
into the encrypted work key related information using
the master key with the related information related to the
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work key. Then, these items of information are multi-
plexed and transmitted. Accordingly, the multiplexed en-
crypted content is descrambled by a content at the re-
ceiver side, which improves the efficiency of descram-
bling compared to conventional descrambling by a
stream.

[0204] According to the invention referred to in claim
3, after the content to be transmitted is transmitted as
the multiplexed encrypted content, the encrypted con-
tent key related information transmitting means trans-
mits separately the encrypted content key related infor-
mation. Accordingly, necessary to strictly manage the
encryption keys (content key) to be used for descram-
bling of the encrypted content is lowered, which makes
the management of the encryption keys easy.

[0205] According to the invention referred to in claim
4, in the case in which security modules are provided to
the receiver side, the security modules are grouped, and
a corresponding work key is provided to each group. Ac-
cordingly, it is possible to easily manage the decrypted
content key using the work key corresponding to each
group.

[0206] According to the invention referred to in claim
5, the content key related information storage designat-
ing means designates either the security module, the
storing means, or the storage medium to a position at
which the content key related information is retained at
the receiver side. Accordingly, the receiver side can des-
ignate the position at which the encryption key is stored
depending on the memory capacity of the security mod-
ule, the storing means, and the storage medium, and
the importance of the encryption key, which makes the
management of the encryption key easy.

[0207] According to the invention referred to in claim
6, in the case in which the encrypted content is repro-
duced at the receiver side, and the content key related
information including the content key corresponding to
the scramble key for descrambling the encrypted con-
tent is transmitted, the content key related information
use designating means designates the stored content
key related information not to use the transmitted con-
tent key related information. Accordingly, since the con-
tent key to be used for the decryption of the encrypted
content is designated, the unauthorized reception and
use of the content becomes difficult, which protects the
copyright of the content.

[0208] According to the invention referred to in claim
7, when a security module is provided at the receiver
side, the intrinsic key to be set in the security module is
encrypted by the intrinsic key setting related information
encrypting means of the transmitter side using the mas-
ter key and transmitted as the encrypted intrinsic key
setting related information. Accordingly, the transmitter
side can freely change the intrinsic key setin the security
module.

[0209] According to the invention describe in claim 8,
since a common intrinsic key is set in another security
module of the receiver side, the information (the content
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key related information, for example) stored in one se-
curity module can be output using the other security
module using the common intrinsic key. Accordingly, in
the case in which a plurality of reception apparatuses at
the receiver side can share the identifier of the security
module, it is possible to exchange the used reception
apparatus and the used security module with each oth-
er.

[0210] According to the invention referred to in claim
9, the multiplexed encrypted content receiving means
receives the multiplexed encrypted content multiplexed
at the transmitter side. The multiplexed encrypted con-
tent separating means separates the received multi-
plexed encrypted contentinto the encrypted content, the
encrypted related information, and the encrypted con-
tent key related information. Then, the multiplexed en-
crypted content decrypting means obtains the content
by decrypting the encrypted content. Accordingly, since
the multiplexed encrypted content is descrambled by a
content, the efficiency of the descrambling can be im-
proved compared to conventional descrambling by a
stream.

[0211] According to the invention referred to in claim
10, the multiplexed encrypted content multiplexed at the
transmitter side is received by the multiplexed encrypted
content receiving means. The received multiplexed en-
crypted content is separated by the multiplexed encrypt-
ed content separating means into the encrypted con-
tent, the encrypted related information, the encrypted
content key related information, and the encrypted work
key related information. Then, by use of the multiplexed
encrypted content decrypting means, the work key is ob-
tained by decrypting the encrypted work key related in-
formation using the master key; the content key is ob-
tained by decrypting the encrypted content key related
information using this work key; the scrambling key is
obtained by decrypting the encrypted related informa-
tion using this content key; and the content is obtained
by decrypting the encrypted content using this scram-
bling key. Accordingly, because the multiplexed encrypt-
ed content is descrambled by a content, the efficiency
of descrambling can be improved compared to conven-
tional descrambling by a stream.

[0212] According to the invention referred to in claim
11, in the case in which the encrypted content key relat-
ed information is not obtained, the encrypted content
key related information requesting means requests the
encrypted content key related information including the
content key from the transmitter side. Accordingly, when
reproducing the content, the receiver side can obtain the
content key if necessary.

[0213] According to the invention referred to in claim
12, the decrypted content key related information and
the content identifier for identifying the content are
stored, by use of the content key related information
storing means, in the security module in which the mas-
ter key is set. Accordingly, the content is protected, and
as aresult, the copyright of the content can be protected.
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[0214] According to the invention referred to in claim
13, the decrypted content key related information and
the content identifier for identifying the content are
stored, by use of the content key related information
storing means, in the security module in which the mas-
ter key and the intrinsic key are set. Accordingly, the
content key is protected, and as a result, the copyright
of the content can be protected.

[0215] According to the invention referred to in claim
14, a security module in which the master key and the
intrinsic keys are set shares at least one common intrin-
sic key with another security module. It is possible to
output information (content key related information, for
example) stored in one security module with the other
security module using the common intrinsic key. Accord-
ingly, since the identifier of the security module can be
shared between a plurality of reception apparatuses, it
is possible to exchange the reception apparatuses and
the security modules with each other within the scope
of fair use.

[0216] According to the invention referred to in claim
15, in the case in which the intrinsic key is set in the
security module, the encrypted intrinsic key setting re-
lated information receiving means receives the encrypt-
ed intrinsic setting related information encrypted using
the master key at the transmitter side, and the intrinsic
key is obtained by decrypting the encrypted intrinsic key
setting related information by use of the encrypted in-
trinsic key setting related information decrypting means.
Accordingly, since the intrinsic key set in the security
module can be changed freely by the transmitter side,
the copyright of the content can be protected.

[0217] According to the invention referred to in claim
16, in a case in which a memory capacity more than
memory capacity of the security module is required, the
content key related information deleting means deletes
the content key related information based on a time at
which the content key related information is stored and
information set by the transmitter side or the receiver
side. Accordingly, the management of the content key
becomes easy.

[0218] According to the invention referred to in claim
17, the decrypted content key related information is out-
put and stored by the content key related information
output storing means. Accordingly, the management of
the content key becomes easy.

[0219] According to the invention referred to in claim
18, in the case in which the memory capacity of the stor-
ing means is exceeded, the content key related infor-
mation deleting means deletes the content key related
information based on a time at which the content key
related information is stored and the information set by
the transmission side or the reception side. Accordingly,
the management of the content key becomes easy.
[0220] According to the invention referred to in claim
19, the content key related information re-encrypting
storing means re-encrypts, using the master key, out-
puts, and stores the decrypted content key related in-
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formation stored in the security module. Accordingly, the
content key is protected, and as a result, the copyright
of the content can be protected.

[0221] According to the invention referred to in claim
20, in the case in which the memory capacity of the stor-
ing means is exceeded, the re-encrypted content key
related information deleting means deletes the re-en-
crypted content key related information based on a time
at which the content key related information is stored
and the information set by the transmission side or the
reception side. Accordingly, the management of the
content key becomes easy.

[0222] According to the invention referred to in claim
21, the content key related information intrinsic encryp-
tion storing means re-encrypts the decrypted content
key related information stored in the security module,
and output and stores it as the intrinsic encrypted con-
tent key related information. Accordingly, the content
key is protected, and as a result, the copyright of the
content can be protected.

[0223] According to the invention referred to in claim
22, in the case in which the memory capacity of the stor-
ing means is exceeded, the intrinsic encryption content
key related information deleting means deletes the in-
trinsic encryption content key related information based
on a time at which the intrinsic encryption content key
related information is stored and the information set by
the transmission side or the reception side. Accordingly,
the management of the content key becomes easy.
[0224] According to the invention referred to in claim
23, the decrypted content key related information stored
in the security module is encrypted by the storage me-
dium handling means using the master key, and is
stored with the encrypted content as the re-encrypted
content key related information in the storage medium.
Accordingly, the content key is protected, and as a re-
sult, the copyright of the content can be protected.
[0225] According to the invention referred to in claim
24, the decrypted content key related information stored
in the security module is encrypted by the storage me-
dium handling means using the intrinsic key, and stored
with the encrypted content as the intrinsic encryption
content key related information in the storage medium.
Accordingly, the content key is protected, and as a re-
sult, the copyright of the content can be protected.
[0226] According to the invention referred to in claim
25, the encrypted content related information storing
means stores the encrypted content and the encrypted
related information corresponding to this encrypted con-
tent in the storage medium. The related information in-
putting means inputs the re-encrypted content key re-
lated information stored in the storing means or the stor-
age medium to the security module. The scrambling key
outputting means obtains the content key by decrypting
the re-encrypted content key related information, and
obtains the scrambling key by decrypting the encrypted
related information using this content key. The encrypt-
ed content decrypting means decrypts the encrypted
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content. Accordingly, when the encrypted content is re-
produced, the content key needs to be obtained through
a complex process, which advantageously results in the
copyright protection of the contents.

[0227] According to the invention referred to in claim
26, the encrypted content related information storing
means stores the encrypted content and the encrypted
related information corresponding to this encrypted con-
tent in the storage medium. The related information in-
putting means inputs the intrinsic encryption content key
related information stored in the storing means or the
storage medium in the security module. The scrambling
key outputting means obtains the content key by de-
crypting the intrinsic encryption content key related in-
formation, and obtains the scrambling key by decrypting
the encrypted related information using this content key.
The encrypted content decrypting means decrypts the
encrypted content. Accordingly, when the encrypted
content is reproduced, the content key needs to be ob-
tained through a complex process, which advanta-
geously results in the copyright protection of the con-
tents.

[0228] According to the invention referred to in claim
27, in the case in which the encrypted content is not
stored by the content key un-storing means, the content
key corresponding to this encrypted content, that is, the
encrypted content key related information, is not stored.
Accordingly, the encrypted content separately stored
cannot be reproduced, which advantageously results in
the copyright protection of contents.

[0229] According to the invention referred to in claim
28, the content key switching means switches the timing
of decrypting the encrypted related information using
the content key based on the time at which the content
starts to be transmitted and the time at which the content
is finished being transmitted. If the receiver side already
obtains the content key, the content can be decrypted
from the time at which the content starts to be transmit-
ted to the time at which the content is finished being
transmitted.

[0230] According to the invention referred to in claim
29, the content to be transmitted is encrypted into the
encrypted content using the scrambling key that chang-
es as time passes. The scrambling key is encrypted into
the encrypted related information using the content key
provided to each content with the related information re-
lated to the content. Additionally, the content key is en-
crypted into the encrypted content key related informa-
tion using the work key that is retained for a time period
longer than the duration of the content with the related
information related to the content key. The work key is
encrypted into the encrypted work key related informa-
tion using the master key provided commonly to the re-
ceiver side with the related information related to the
work key. Then, these items of information are multi-
plexed and transmitted. Accordingly, since the multi-
plexed encrypted content is descrambled by a content
at the receiver side, the efficiency of descrambling is im-
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proved compared to conventional descrambling by a
stream.

[0231] According to the invention referred to in claim
30, the multiplexed encrypted content multiplexed at the
transmitter side is received by the multiplexed encrypted
content receiving means. The received multiplexed en-
crypted content is separated by the multiplexed encrypt-
ed content separating means into the encrypted con-
tent, the encrypted related information, the encrypted
content key related information, and the encrypted work
key related information. Then, by use of the multiplexed
encrypted content decrypting means, the work key is ob-
tained by decrypting the encrypted work key related in-
formation using the master key; the content key is ob-
tained by decrypting the encrypted content key related
information using this work key; the scrambling key is
obtained by decrypting the encrypted related informa-
tion using this content; and the content is obtained by
decrypting the encrypted content using this scrambling
key. Accordingly, since the multiplexed encrypted con-
tent is descrambled by a content, the efficiency of de-
scrambling is improved compared to conventional de-
scrambling by a stream.

Claims

1. Acontent transmission apparatus that encrypts and
transmits contents of digital broadcasting, compris-

ing:

a storing means for storing a scrambling key
that changes as time passes, a content key pro-
vided to each content, and a master key pro-
vided commonly to a receiver side;

a content encrypting means for generating en-
crypted contents by encrypting said contents
using said scrambling key;

arelated information encrypting means for gen-
erating encrypted related information by en-
crypting related information related to said con-
tents including at least said scrambling key us-
ing said content key;

a content key related information encrypting
means for generating encrypted contentkey re-
lated information by encrypting related informa-
tion related to said content key including at
least said content key using said master key;
a multiplexing means for generating multi-
plexed encrypted content by multiplexing said
encrypted content, said encrypted related infor-
mation, and said encrypted content key related
information; and

a multiplexed encrypted content transmitting
means for transmitting multiplexed encrypted
content multiplexed by said multiplexing
means.
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2. Acontenttransmission apparatus that encrypts and
transmits contents of digital broadcasting, compris-

ing:

a storing means for storing therein a scrambling
key that changes as time passes, a content key
provided to each content, a work key retained
for a time period longer than a duration of said
contents, and a master key provided commonly
to a receiver side;

a content encrypting means for encrypting said
contents using said scrambling key, thereby to
obtain encrypted contents;

a related information encrypting means for en-
crypting related information related to said con-
tents including at least said scrambling key us-
ing said content key, thereby to obtain encrypt-
ed related information;

a content key related information encrypting
means for encrypting related information relat-
ed to said content key including at least said
content key using said work key, thereby to ob-
tain encrypted content key related information;
a work key related information encrypting
means for encrypting related information relat-
ed to said work key including at least said work
key using said master key thereby to obtain en-
crypted work key related information;

a multiplexing means for multiplexing said en-
crypted contents, said encrypted related infor-
mation, said encrypted content key related in-
formation, and said encrypted work key related
information, thereby to obtain multiplexed en-
crypted contents; and

a multiplexed encrypted content transmitting
means for transmitting said multiplexed en-
crypted contents multiplexed by said multiplex-
ing means.

3. Acontenttransmission apparatus that encrypts and
transmits contents of digital broadcasting, compris-
ing:

a storing means for storing a scrambling key
that changes as time passes, a content key pro-
vided to each content, a work key retained for
atime period longer than a duration of said con-
tents, and a master key provided commonly to
a receiver side;

a content encrypting means for encrypting said
contents using said scrambling key, thereby to
obtain encrypted contents;

a related information encrypting means for en-
crypting related information related to said con-
tents including at least said scrambling key,
thereby to obtain encrypted related information;
a content key related information encrypting
means for encrypting related information relat-
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ed to said content key including at least said
content key using said work key, thereby to ob-
tain encrypted content key related information;
a work key related information encrypting
means for encrypting related information relat-
ed to said work key including at least said work
key using said master key, thereby to obtain en-
crypted work key related information;

a multiplexing means for multiplexing said en-
crypted content, said encrypted related infor-
mation, and said encrypted work key related in-
formation, thereby to obtain multiplexed en-
crypted contents;

a multiplexed encrypted content transmitting
means for transmitting said multiplexed en-
crypted contents multiplexed by said multiplex-
ing means;'and

an encrypted content key related information
transmitting means for transmitting said en-
crypted content key related information in at
least one of manners in which said encrypted
content key related information is transmitted
repeatedly in a predetermined interval for a pre-
determined time period after said multiplexed
encrypted content starts to be transmitted, is
transmitted repeatedly in a predetermined in-
terval from a predetermined time period before
said multiplexed encrypted content starts to be
transmitted to a predetermined time period af-
ter said multiplexed encrypted content is fin-
ished being transmitted, or is transmitted, if
said receiver side does not receive said en-
crypted content key related information, in re-
sponse to a request from said receiver side or
via a communication channel network.

The content transmission apparatus as claimed in
claim 2 or 3, wherein, in a case in which said receiv-
er side is provided with a security module for storing
encrypted content key related information and is in-
accessible from an exterior, a plurality of security
modules are provided correspondingly to a recep-
tion apparatus of said receiver side, the plurality of
security modules are grouped into a plurality of
groups, and a plurality of work keys are provided
each corresponding to one of the plurality of groups
of the security modules.

The content transmission apparatus as claimed in
claim 4, further comprising a content key related in-
formation storage designating means that, when
said encrypted content key related information is
decrypted into content key related information at the
receiver side, and said content key related informa-
tion is stored as is, or after being re-encrypted, in a
case in which a reception apparatus of said receiver
side is provided with at least one of a storing means
or a storage medium handling means that handles
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a storage medium, designates one of said security
module, said storing means, and said storage me-
dium to retain said content key related information.

The content transmission apparatus as claimed in
any one of claims 1 through 5, further comprising a
content key related information use designating
means that, in a case in which a storage medium
handling means is provided at a receiver side, and
said encrypted content is stored therein and said
encrypted content is reproduced, if an encrypted
content key related information corresponding to
said encrypted content is already transmitted, does
not use said encrypted content key related informa-
tion and designates stored content key related in-
formation.

The content transmission apparatus as claimed in
any one of claims 4 through 6, further comprising
an intrinsic key setting related information encrypt-
ing means for encrypting a plurality of intrinsic keys
into encrypted intrinsic key setting related informa-
tion;

wherein the plurality of intrinsic keys for en-
crypting information outputted from said security
module are set in said security module.

The content transmission apparatus as claimed in
claim 7, wherein at least one of the plurality of in-
trinsic keys is set common to another security mod-
ule.

A content reception apparatus that receives en-
crypted contents of digital broadcasting, encrypted
at a transmitter side, comprising:

a multiplexed encrypted content receiving
means for receiving a multiplexed encrypted
content, wherein said transmitter side multi-
plexes a content encrypted using a scrambling
key changing as time passes, a related infor-
mation related to the content including at least
the scrambling key encrypted using a content
key provided to each content, a content key re-
lated information related to the content key in-
cluding at least the content key encrypted using
a master key provided commonly to the trans-
mitter side, into the multiplexed encrypted con-
tent, and transmits the multiplexed encrypted
content to the multiplexed encrypted content
receiving means;

a multiplexed encrypted content separating
means for separating the multiplexed encrypt-
ed content received by the multiplexed encrypt-
ed content receiving means, into the encrypted
content, the encrypted related information, and
the encrypted content key related information;
a multiplexed encrypted content decrypting
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means for obtaining the content by decrypting
the encrypted content key related information
using the master key, the scrambling key in-
cluded in the encrypted related information us-
ing the decrypted content key, and the encrypt-
ed content using the decrypted scrambling key.

A content reception apparatus that receives en-
crypted contents of digital broadcasting, encrypted
at a transmitter side, comprising:

a multiplexed encrypted content receiving
means for receiving a multiplexed encrypted
content, wherein said transmitter side multi-
plexes a content encrypted using the scram-
bling key changing as time passes, a related
information related to the content including at
least the scrambling key encrypted using a con-
tent key provided to each content, a content key
related information including at least the con-
tent key encrypted using a work key retained
for a time period longer than a duration of the
content, the work key related information in-
cluding at least the work key encrypted using a
master key provided commonly to the transmit-
ter side, into the multiplexed encrypted content;
a multiplexed encrypted content separating
means for separating the multiplexed encrypt-
ed content received by the multiplexed encrypt-
ed content receiving means, into the encrypted
content, the encrypted related information, the
encrypted.content key related information, and
the encrypted work key related information;

a multiplexed encrypted content decrypting
means for obtaining the content by decrypting
the encrypted work key related information us-
ing the master key, the content key included in
the encrypted content key related information
using the decrypted work key, the scrambling
key included in the encrypted related informa-
tion using the decrypted content key, and the
encrypted content using the decrypted scram-
bling key.

The content reception apparatus as claimed in
claims 9 or 10, further comprising an encrypted con-
tent key related information requesting means that,
if the encrypted content key related information is
not received, requests the encrypted content key
related information from the transmitter side.

The content reception apparatus as claimed in any
one of claims 9 through 11, further comprising:

a security module inaccessible from an exterior
in which the master key is set; and

a contentkey related information storing means
for storing decrypted content key related infor-
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mation and a content identifier related to the
content key related information for identifying
the content.

The content reception apparatus as claimed in any
one of claims 9 through 11, further comprising:

a security module inaccessible from an exterior
in which the master key and intrinsic keys for
encrypting information to be output are set; and
a content key related information storing means
for storing decrypted content key related infor-
mation and a content identifier related to the
content key related information for identifying
the content.

The content reception apparatus as claimed in
claim 13, wherein at least one of the intrinsic keys
is set commonly to another security module.

The content reception apparatus as claimed in
claim 13 or 14, further comprising:

an encrypted intrinsic key setting related infor-
mation receiving means for receiving encrypted
intrinsic key setting related information, where-
in the transmitter side encrypts a plurality of in-
trinsic keys into the encrypted intrinsic key set-
ting related information; and

an encrypted intrinsic key setting related infor-
mation decrypting means for decrypting, using
the master key, the encrypted intrinsic key set-
ting related information received by the en-
crypted intrinsic key setting related information
receiving means.

The content reception apparatus as claimed in any
one of claims 12 through 15, further comprising a
content key related information deleting means
that, in a case in which the decrypted content key
related information requires more memory capacity
than that which the security module can store, de-
letes the decrypted content key related information
based on a time at which said decrypted content
key related information is stored and information set
by the transmitter side or the receiver side.

The content reception apparatus as claimed in any
one of claims 12 through 16, further comprising a
content key related information output storing
means for outputting and storing the decrypted con-
tent key related information stored in the security
module.

The content reception apparatus as claimed in
claim 17, further comprising a content key related
information deleting means that, in a case in which
the decrypted content key related information re-
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quires more memory capacity than that which the
storing means can store, deletes the decrypted con-
tent key related information based on a time at
which said decrypted content key related informa-
tion is stored and information set by the transmitter
side or the receiver side.

The content reception apparatus as claimed in any
one of claims 12 through 18, further comprising a
content key related information re-encryption stor-
ing means for encrypting the decrypted content key
related information stored in the security module us-
ing the master key, and outputting and storing the
encrypted content key related information as re-en-
crypted content key related information.

The content reception apparatus as claimed in
claim 19, further comprising a re-encrypted content
key related information deleting means that, in a
case in which the re-encrypted content key related
information and a content identifier for identifying a
content require more memory capacity than that
which the storing means can store, deletes the re-
encrypted content key related information based on
a time at which the re-encrypted content key related
information is stored or information set by the trans-
mitter side or the receiver side.

The content reception apparatus as claimed in any
one of claims 12 through 16, further comprising a
content key related information intrinsic encryption
storing means for encrypting, using said intrinsic
keys, the decrypted content key related information
stored in the security module into an intrinsic en-
crypted content key related information, and output-
ting and storing the intrinsic encrypted content key
related information.

The content reception apparatus as claimed in
claim 21, further comprising an intrinsic encrypted
content key related information deleting means
that, in a case in which the intrinsic encrypted con-
tent key related information and a content identifier
for identifying a content require more memory ca-
pacity than that which the storing means can store,
deletes the intrinsic encrypted content key related
information based on a time at which the intrinsic
encrypted content key related information is stored
or information set by the transmitter side or the re-
ceiver side.

The content reception apparatus as claimed in any
one of claims 9 through 15, further comprising a
storage medium handling means for storing re-en-
crypted content key related information with a cor-
responding encrypted content;

wherein the decrypted content key related in-
formation is re-encrypted into the re-encrypted con-
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tent key related information using the master key.

The content reception apparatus as claimed in any
one of claims 13 through 15, further comprising a
storage medium handling means for storing intrinsic
encrypted content key related information with a
corresponding encrypted content;

wherein the decrypted content key related in-
formation is re-encrypted into the re-encrypted con-
tent key related information using the intrinsic keys.

The content reception apparatus as claimed in any
one of claims 12 through 16, claim 19, claim 20, and
claim 23, further comprising:

an encrypted content storing means provided
with a storing means and a storage medium
handling means, that stores, in a storage me-
dium handled by the storage medium handling
means, encrypted content encrypted using the
scrambling key and encryption related informa-
tion related to the content including a content
identifier for identifying the encrypted content;
a related information inputting means, wherein
in a case in which, when the encrypted content
stored in the storage medium is reproduced,
the re-encrypted content key related informa-
tion corresponding to the encrypted content is
stored in at least one of the storing means and
the storage medium, the related information in-
putting means reads and inputs, in the security
module, the re-encrypted content related infor-
mation from the storing means or the storage
medium, and inputs the encrypted related infor-
mation;

a scrambling key outputting means that obtains
the content key by decrypting the re-encrypted
content key related information using the mas-
ter key, obtains the scrambling key by decrypt-
ing the encrypted related information using the
content key, and outputs the scrambling key;
and

an encrypted content decrypting means for de-
crypting the encrypted content stored in the
storage medium using the scrambling key out-
putted by the scrambling key outputting means.

The content reception apparatus as claimed in any
one of claims 13 through 16, claim 19, claim 21,
claim 22, and claim 24, further comprising:

an encrypted content storing means provided
with a storing means and a storage medium
handling means, that stores, in a storage me-
dium handled by the storage medium handling
means, encrypted content encrypted using the
scrambling key and encryption related informa-
tion related to the content including a content
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identifier for identifying the encrypted content;
a related information inputting means, wherein
in a case in which, when the encrypted content
stored in the storage medium is reproduced,
the intrinsic encrypted content key related in-
formation corresponding to the encrypted con-
tent is stored in at least one of the storing
means and the storage medium, the related in-
formation inputting means reads and inputs, in
the security module, the intrinsic encrypted
content related information from the storing
means or the storage medium, and inputs the
encrypted related information;

a scrambling key outputting means that obtains
the content key by decrypting the intrinsic en-
crypted content key related information using
the intrinsic key, obtains the scrambling key by
decrypting the encrypted related information
using the content key, and outputs the scram-
bling key; and

an encrypted content decrypting means for de-
crypting the encrypted content stored in the
storage medium using the scrambling key out-
putted by the scrambling key outputting means.

The content reception apparatus as claimed in any
one of claims 9 through 26, further comprising a
content key un-storing means that, in a case in
which the encrypted content is not stored during
transmission of the encrypted content, does not
store content key corresponding to the encrypted
content.

The content reception apparatus as claimed in any
one of claims 9 through 27, further comprising a
content key switching means for switching the con-
tent key based on a time at which a content corre-
sponding to the encrypted related information starts
to be transmitted and a time at which the content is
finished being transmitted.

A content transmission program that causes a con-
tent transmission apparatus that encrypts and
transmits a content of digital broadcasting to oper-
ate as:

a storing means for storing therein a scrambling
key that changes as time passes, a content key
provided to each content, a work key retained
for a time period longer than a duration of said
contents, and a master key provided commonly
to a receiver side;

a content encrypting means for encrypting said
contents using said scrambling key, thereby to
obtain encrypted contents;

a related information encrypting means for en-
crypting related information related to said con-
tents including at least said scrambling key us-
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ing said content key, thereby to obtain encrypt-
ed related information;

a content key related information encrypting
means for encrypting related information relat-
ed to said content key including at least said
content key using said work key, thereby to ob-
tain encrypted content key related information;
a work key related information encrypting
means for encrypting related information relat-
ed to said work key including at least said work
key using said master key thereby to obtain en-
crypted work key related information;

a multiplexing means for multiplexing said en-
crypted contents, said encrypted related infor-
mation, said encrypted content key related in-
formation, and said encrypted work key related
information, thereby to obtain multiplexed en-
crypted contents; and

a multiplexed encrypted content transmitting
means for transmitting said multiplexed en-
crypted contents multiplexed by said multiplex-
ing means.

30. A content reception program that causes a content

reception apparatus that receives a content of dig-
ital broadcasting encrypted at a transmitter side to
operate as:

a storing means that stores the master key
commonly provided to the transmitter side;

a multiplexed encrypted content receiving
means for receiving a multiplexed encrypted
content, wherein said transmitter side multi-
plexes a content encrypted using the scram-
bling key changing as time passes, a related
information related to the content including at
least the scrambling key encrypted using a con-
tent key provided to each content, a content key
related information including at least the con-
tent key encrypted using a work key retained
for a time period longer than a duration of the
content, a work key related information includ-
ing at least the work key encrypted using a mas-
ter key provided commonly to the transmitter
side, into the multiplexed encrypted content;

a multiplexed encrypted content separating
means for separating the multiplexed encrypt-
ed content received by the multiplexed encrypt-
ed content receiving means, into the encrypted
content, the encrypted related information, the
encrypted content key related information, and
the encrypted work key related information;

a multiplexed encrypted content decrypting
means for obtaining the content by decrypting
the encrypted work key related information us-
ing the master key, the content key included in
the encrypted content key related information
using the decrypted work key, the scrambling
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key included in the encrypted related informa-
tion using the decrypted content key, and the
encrypted content using the decrypted scram-
bling key.
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