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Description
FIELD OF THE INVENTION

[0001] Thisinvention relatesto a method for accessing
data key actuated devices, a portable device for access-
ing such key actuated devices, and a secure access sys-
tem.

BACKGROUND OF THE INVENTION

[0002] Access to an increasing number of devices is
controlled by data access keys. For example, access to
an automated teller machine (ATM) is controlled by key-
pad entry of an appropriate personal identification
number (PIN). Similarly, access to high security doors
may be controlled by keypad entry of a pass code. Access
to security systems, computer networks, and voice malil
systems are also typically pass code controlled. As the
number of devices which demand an access key for ac-
cess increases, it becomes more difficult for a user to
recall all the necessary access keys. Furthermore, the
security of such key actuated devices may be compro-
mised if the access key is not maintained in strict secrecy
by the authorized user.

[0003] In US 5,131,038 a verification transceiver peri-
odically transmits identity requests. A portable identifica-
tion transceiver may receive such anidentity requestand,
in response, retrieve encrypted parametric data (e.g. bi-
ometric information such as height and weight) of an au-
thorized possessor from memory and transmit this data.
The verification transceiver receives the transmitted, en-
crypted parametric data, decrypts it and compares the
decrypted parametric data with measured parametric da-
ta of a possessor of the portable transceiver.

[0004] In EP Application No. 0924657, a portable de-
vice has a sensor for reading biometric data, such as a
fingerprintimage, froma person, and a correlator for com-
paring the sensed data with a previously stored reference
image and determining whether there is a match. If there
is a match, the device generates a numerical value, such
as a cyclic redundancy code (CRC), from the stored ref-
erence image, encrypts the numerical value, and trans-
mits it to the door of a protected property as confirmation
of the person’s identity. Upon receipt of this identity con-
firmation from the device, the door compares the re-
ceived numerical value with one stored previously during
registration and, on a match, grants access. In an alter-
nate embodiment, the device first sends a user name to
the door. Upon receipt of the user name from the device,
the door generates a public key, and transmits the public
key to the device. If the device has determined that there
is a match between the sensed data and the previously
stored reference image, the device encrypts the CRC
that is generated using the door’s public key and trans-
mits it to the door. The door decrypts the received CRC
using its private key and determines if it has a matching
CRC associated with user name.
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[0005] This invention seeks to overcome drawbacks
of known security systems.

SUMMARY OF THE INVENTION

[0006] According to the presentinvention, there is pro-
vided a method for accessing data key actuated devices
comprising: receiving a key actuated device identifier
from a key actuated device; receiving a biometric; deter-
mining whether said received biometric is an authorized
biometric; comparing said received key actuated device
identifier with stored key actuated device identifiers and,
on finding a matching stored key actuated device identi-
fier and where said received biometric is an authorized
biometric, retrieving a stored access key associated with
said matching stored key actuated device identifier; and
transmitting said retrieved access key.

[0007] According to another aspect of the invention,
there is provided a portable electronic access device
comprising: a biometric input; a verifier responsive to said
biometric input for verifying that a biometric which is input
to said biometric input matches an authorized biometric
and providing a verification indication; a memory storing
a plurality of access keys, each for use in accessing a
key actuated device and a plurality of key actuated device
identifiers, each associated with one of said plurality of
access keys; a receiver for receiving a key actuated de-
vice identifier; a comparator for, responsive to a verifica-
tion indication from said verifier, comparing a key actu-
ated device identifier received from a key actuated device
with said stored key actuated device identifiers and, on
finding a matching stored key actuated device identifier,
retrieving a stored access key associated with said
matching stored key actuated device identifier; and a
transmitter for transmitting a retrieved access key.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] In the figures which illustrate an example em-
bodiment of the invention,

figure 1is a block diagram of a secure access system
made in accordance with this invention, and

figure 2 is a flow diagram for operation of the process
of figure 1.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0009] Turning to figure 1, a secure access system 10
comprises a data key actuated device 12 and a portable
key access device 14. The key actuated device 12 could
be a high security (vehicle or installation) door, an ATM,
a security system, a computer network, a voice mail sys-
tem or any other device requiring a data key for access.
The key access device 14 comprises a processor 20 con-
nected for two-way communication with a transceiver 22
and for two-way communication with a memory 24. The
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processor also receives signals from fingerprint input 26.
Memory 24 is non-volatile and stores a plurality of access
keys each for use in accessing a key actuated device.
The memory also stores a plurality of key actuated device
identifiers, each associated with one of the plurality of
stored access keys. The transceiver 22 is wireless and
may communicate with the key actuated device via radio
transmissions or infrared transmissions. The key access
device 14 is portable and preferably battery powered. A
switch (not shown) may disconnect the battery when the
device is not in use to conserve battery power.

[0010] In order to use the portable access device, a
user must first be enrolled. To effect enrolment, the user
must pass a digitized copy of their fingerprint to an en-
rolment computer. This may be accomplished by the user
applying their finger to the fingerprint input 26 of the ac-
cess device 14 when the device is connected via a port
(not shown) to the enrollment computer so that the proc-
essor 20 of the access device is prompted to pass along
the digitized fingerprint image to the enrollment compu-
ter. Alternatively, the user may apply their fingerprint di-
rectly to a fingerprint input associated with the enrolment
computer. This computer then calculates a template from
the user’s fingerprint which is an encrypted combination
of the fingerprint with a verification code. Suitable tech-
niques for obtaining such templates from a fingerprint
and a code, and for recovering a code from such a tem-
plate, are described in U.S. patent No. 5,680,460 entitled
BIOMETRIC CONTROLLED KEY GENERATION to
Tomko et al., the contents of which are incorporated by
reference herein. This template is then downloaded to
the portable access device and stored in memory 24.
Further, the enrolment computer stores a verification in-
dication at an address in memory 24 indicated by the
verification code. Enrollment is then completed.

[0011] Operation of the system 10 of figure 1 is de-
scribed in conjunction with figure 1 along with figure 2,
which illustrates program control for processor 20. Key
actuated device 12 periodically transmits a device iden-
tifier. It is generally preferred that the time between such
transmissions is no more than about five seconds; the
range of these transmissions is preferably about two me-
ters. When the portable access device 14 is brought with-
in range of the transmissions of the key actuated device
and is turned on, transceiver 22 will receive these trans-
missions and pass along the key actuated device iden-
tifier to processor 20 (block 50). If the user of the portable
access device then applies their fingerprint to fingerprint
input 26, the fingerprint image is also received by proc-
essor 20 (block 52).

[0012] The processor may then determine whether the
fingerprint which was input is that of the authorized user.
This is accomplished by the processor retrieving the tem-
plate stored in memory 24 on enrollment and combining
this with the newly input fingerprint from input 26. The
resulting verification code is used as a memory address
to memory 24. If the processor finds a verification indi-
cation at this memory address in memory 24, then the
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biometric is considered to be authorized (block 54). In
such case, the processor compares the received key ac-
tuated device identifier with key actuated device identifi-
ers in memory. On a match being found (block 56) the
processor passes a valid user indication to transceiver
22 for transmission to the key actuated device 12 (block
58). This valid user indication could comprise the verifi-
cation code, or an encrypted version of same. Addition-
ally, the processor retrieves the access key from memory
24 which is associated with the matching key actuated
device identifier (block 60).

[0013] When the key actuated device 12 receives a
valid user indication from access device 14, it transmits
a one time temporary encryption key. This is received by
transceiver 22 and passed to processor 20. Processor
20 usesthe temporary key to encryptthe retrieved access
key (block 62). The encrypted access key is then passed
to the transceiver 22 and transmitted to the key actuated
device (block 64). The key actuated device uses a de-
cryption key to recover the decrypted access key and, if
the resulting decrypted key is a valid key, allows access
to the user. Where the key actuated device is a high se-
curity door, this results in the door being unlocked. Where
the key actuated device is an ATM, this would allow the
user access to the device via a keypad which could be
provided on the portable access device 14.

[0014] It will be apparent that since the access device
14 stores a number of key actuated device identifiers and
associated access keys, device 14 may be carried
around by an authorized user and used to gain access
to a number different key actuated devices without need
of the user to memorize a plurality of pass codes.
[0015] The portable access device may be used with
an existing key actuated device by modifying the device
to incorporate a transceiver in same and programming
the processor of the key actuated device so that the de-
vice functions in the manner described.

[0016] A number of modifications to the system as de-
scribed are possible. For example, the valid user ID may
be transmitted as soon as an authorized fingerprint is
received by the access device 14 in advance of deter-
mining whether the received key actuated device identi-
fier matches one of the stored identifiers.

[0017] Optionally, for lower security applications, the
portable access device does not transmit a valid user
indication, nor does the key actuated device transmit any
temporary keys. Instead, for such applications, onaccess
device 14 determining that an authorized user has ap-
plied their fingerprint to the input and on finding an access
key for the key actuated device, this access key is trans-
mitted in unencrypted form to the key actuated device.
[0018] Another option is for the key actuated device
12 to send a "medium security" indicator when it wants
the access device 14 to send a verification code and re-
ceive a temporary key for encrypting the access keys
prior to transmission and to send a "low security" indica-
tor, or no security indicator, when it wants the access
device 14 to follow the described low security option.
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[0019] A high security option is for the access keys to
be encrypted in the access device 14. To accomplish this
option, on enrolment, as well as forming a template from
the user’s fingerprint and a verification code, a template
is formed from the user’s fingerprint and a special key.
The special key is then used to encrypt each access key.
In operation, when the access device 14 receives a key
actuated device identifier and a user’s fingerprint, it re-
trieves any associated encrypted access key and both
templates. If the fingerprint is that of the authorized user,
the fingerprint successfully returns the verification code
from the one template. This results in the access device
14 sending a verification indication to the key actuated
device 12. The key actuated device responds by sending
atemporary encryptionkey. The access device thenuses
the fingerprint to return the special key from the other
fingerprint template and the special key is then used to
decrypt the access key. The access device 14 next uses
the temporary key to encrypt the access key and sends
the encrypted access key to the key actuated device 12.
[0020] It will be obvious to those skilled in the art that
the transmission of the retrieved access key may be pro-
tected by other cryptographic means. For example, a
Public Key Infrastructure (PKI) may be used, such that
the retrieved access key is first digitally signed using the
private key of the user (synonymous with the special key
above), and then encrypted using the public key of the
key actuated device (synonymous with the temporary key
above). This encrypted data package is then sent to the
key actuated device. The user can thus be assured that
only the appropriate authority can properly use the trans-
mitted data (as only they have the private key of the key
actuated device to decrypt the data), and the key actu-
ated device can correspondingly ensure that the author-
ized user was present (by verifying the digital signature
of the retrieved access key using the public key of the
user). This provides strong mutual authentication be-
tween the actual user of the system and the key actuated
device (rather than only between the portable access de-
vice and the key actuated device), as the digital signature
can only be initiated subsequent to the user providing
positive biometric authentication. This embodiment pro-
vides for not only a secure transmission line between the
electronic access device and the key actuated device,
but also provides a high degree of transaction account-
ability as the user must be present to initiate digital sign-
ing.

[0021] Other methods for the secure transmission of
the retrieved access key will be obvious to those skilled
in the art.

[0022] While in the described embodiment the user is
authorized solely at the portable access device, it would
be possible for the key actuated device to participate in
this authorization. More particularly, on enrolment, the
enrolment computer could simply pass the template to
the portable access device and not the verification indi-
cation. In such instance, when a biometric is input to the
access device, a verification code is returned and this
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code is passed directly (in encrypted or unencrypted
form) to the key actuated device. The key actuated device
could then pass the code to a central database which
would use it to look up whether the code was indicative
of a valid user. If so, the key actuated device would
prompt the access device to continue. Further the key
actuated device would only respond to any key transmit-
ted by the access device where the key actuated device
determined the user was authorized.

[0023] Incircumstances where the access device is to
transmit a valid user indication and the key actuated de-
vice is to respond with a temporary key, the valid user
indication is conveniently the (encrypted or unencrypted)
recovered verification code and the prompt from the key
actuated device is conveniently the temporary key.
[0024] While device 14 is shown for use with a finger-
printinput, equally any other user biometric could be em-
ployed. For example, access device 14 could scan an
iris of a user.

[0025] Since any biometric verification device will have
a non-zero false acceptance rate, preferably the key ac-
cess devices 14 is programmed to shut down or broad-
castan alarm code after a pre-deteimined number of con-
secutive failed verification attempts by a user.

[0026] Other modifications will be apparent to those
skilled in the art and, therefore, the invention is defined
in the claims.

Claims

1. A method for accessing data key actuated devices
comprising:

receiving a key actuated device identifier from
a key actuated device (12);

determining whether said received biometric is
an authorized biometric;

comparing said received key actuated device
identifier with stored key actuated device iden-
tifiers and, on finding a matching stored key ac-
tuated device identifier and where said received
biometric is an authorized biometric, retrieving
a stored access key associated with said match-
ing stored key actuated device identifier; and
transmitting said retrieved access key.

2. The method of claim 1 further comprising:
receiving a temporary key; and
encrypting said retrieved access key with said
temporary key prior to transmission of said re-
trieved access key.

3. The method of claim 2 further comprising:

responsive to determining said received biomet-
ric is an authorized biometric, initially transmit-
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ting a valid user indication.

The method of claim 3 wherein said temporary key
is received subsequent to transmitting said valid user
indication.

The method of claim 3 or claim 4 wherein said initially
transmitting a valid user indication is dependent up-
on, finding a stored key actuated device identifier
matching said received key actuated device identi-
fier.

The method of any of claims 2 to 5 wherein each
said stored access key is encrypted and including
performing a decryption operation on a retrieved ac-
cess key prior to encrypting said retrieved access
key with said temporary key.

The method of claim 6 wherein each said stored ac-
cess key is encrypted with a special key and wherein
said performing a decryption operation comprises
retrieving a template and attempting to recover said
special key from said template utilizing said received
biometric.

The method of any of claims 1 to 6 further comprising
retrieving a template and attempting to recover a
special key from said template utilizing said biomet-
ric, said special key for use in performing a crypto-
graphic operation.

The method claim 8 wherein said cryptographic op-
eration involves at least one said access key.

The method of any of claims 3 to 5 wherein said
initially transmitting a valid user indication is depend-
ent upon finding a stored key actuated device iden-
tifier matching said received key actuated device
identifier.

The method of any of claims 1 to 10 wherein said
determining whether said received biometric is an
authorized biometric comprises utilizing a template
comprising said authorized biometric and a verifica-
tion code such that presence of said biometric allows
recovery of said verification code.

A portable electronic access device (14) comprising:

a biometric input (26);

a transmitter (22) for transmitting a signal;

a receiver (22);

a memory (24);

a verifier (20) responsive to said biometric input
(26) for verifying that a biometric which is input
to said biometric input (26) matches an author-
ized biometric and providing a verification indi-
cation;
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13.

14.

15.

16.

17.

characterized in that:

said memory (24) stores a plurality of access
keys, each for use in accessing a key actuated
device (12) and a plurality of key actuated device
identifiers, each associated with one of said plu-
rality of access keys;

said receiver (22) receives a key actuated de-
vice identifier;

and said device (14) further comprises:

a comparator (20) for, responsive to said verifi-
cation indication from said verifier, comparing a
key actuated device identifier received from a
key actuated device (12) with said stored key
actuated device identifiers and, on finding a
matching stored key actuated device identifier,
retrieving a stored access key associated with
said matching stored key actuated device iden-
tifier; and

wherein said signal transmitted by said trans-
mitter (22) is said retrieved access key.

The device (14) of claim 12 wherein said stored ac-
cess keys are encrypted and including a decrypter
for decrypting a retrieved access key prior to said
access key being transmitted by said transmitter
(22).

The device (14) of claim 12 wherein said memory
(24) is also for storing a special key template, said
access keys are encrypted with a special key and
said decrypter is responsive to said biometric input
(26) to perform a special key recovery operation on
said special key template utilizing said input biomet-
ric and a subsequent decrypting operation on said
retrieved access key utilizing a recovered special ac-
cess key.

The device (14) of claim 12 or claim 13 wherein said
memory (24) is also for storing a special key template
comprising said authorized biometric and a special
key, said special key for use in performing a crypto-
graphic operation.

The device (14) of any of claims 12 to 15 wherein
said verifier is for accessing a stored template com-
prising said authorized biometric and a versification
code, for attempting to recover said verification code
from an input biometric and for using said verification
code to obtain said verification indication.

The device (14) of any claims 12 to 16 wherein said
receiver (22) is also for receiving a temporary key
and including an encrypter for encrypting said re-
trieved access key with said temporary key prior to
transmission of said retrieved access key by said
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transmitter (22).

The device (14) of any of claims 12 to 17 wherein
said transmitter (22) is also for initially transmitting
a valid user indication in response to said verifier
providing said verification indication.

The device (14) of claim 17 wherein said transmitter
(22) is also for initially transmitting a valid user indi-
cation in response to said verifier providing said ver-
ification indication and wherein said temporary key
is received after said transmitter has transmitted said
valid user indication.

The device (14) of any of claims 12 to 19 wherein
said receiver (22) comprises one of a radio receiver
and an infrared receiver and said transmitter (22)
comprises one of a radio transmitter and an infrared
transmitter.

A secure access system (10), comprising:

a data key actuated device (12) for transmitting
a signal;
a portable access device (14) comprising:

a biometric input (26);

a transmitter (22) for transmitting a signal;
a memory (24);

a receiver (22) for receiving said signal
transmitted by said key actuated device
(12);

a verifier (20) responsive to said biometric
input (26) for verifying that a biometric which
is input to said biometric input matches an
authorized biometric and providing a verifi-
cation indication;

characterized in that:

said memory (24) stores a plurality of ac-
cess keys, each for use in accessing a key
actuated device (12) and a plurality of key
actuated device identifiers, each associat-
ed with one of said plurality of access keys;
said signal transmitted by said key actuated
device (12) is periodically transmitted and
said signal transmitted by said key actuated
device (12) is a key actuated device identi-
fier; and

said portable device (14) further comprises:

a comparator (20) for, responsive to said
verification indication from said verifier (20),
comparing a key actuated device identifier
received from said key actuated device (12)
with said stored key actuated device iden-
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22,

23.

24,

25.

26.

10

tifiers and, on a match, retrieving an access
key associated with said matching stored
key actuated device identifier; and wherein
said signal transmitted by said transmitter
(22) is said retrieved access key to said key
actuated device.

The system (10) of claim 21 wherein said receiver
(22) is for receiving a temporary key and wherein
said access device (14) includes an encrypter for
encrypting said retrieved access key with said tem-
porary key prior to transmission of said retrieved ac-
cess key by said transmitter (22).

The system (10) of claim 21 or 22 wherein said trans-
mitter (22) is also for initially transmitting a valid user
indication in response to said verifier (20) providing
said verification indication to said access device (14)
and wherein said key actuated device (12) is also
for, responsive to receiving said valid user indication,
transmitting said temporary key.

The system (10) of any of claims 21 to 23 wherein
said memory (24) is also for storing a template and
wherein said verifier (20) is also for attempting to
recover a special key from said template utilizing said
biometric, said special key for use in performing a
cryptographic operation.

The system (10) of any of claims 21 to 24 wherein
said transmitter (22) is a radio transmitter and said
receiver (22) is a radio receiver.

The system (10) of any of claims 21 to 25 wherein
said verifier (20) is for accessing a stored template
comprising said authorized biometric and a verifica-
tion code, for attempting to recover said verification
code from an input biometric and for using said ver-
ification code to obtain said verification indication.

Patentanspriiche

1.

Verfahren zum Zugreifen auf Datenschliissel-beta-
tigte Vorrichtungen, umfassend:

Empfangen eines Schlissel-betatigten Vorrich-
tungs-Identifikators aus einer Schliissel-betatig-
ten Vorrichtung (12);

Empfangen einer Biometrik;

Bestimmen, ob die empfangene Biometrik eine
autorisierte Biometrik ist;

Vergleichen des empfangenen Schliissel-beta-
tigten Vorrichtungs-ldentifikators mit gespei-
cherten Schlissel-betatigten Vorrichtungs-
Identifikatoren und, beim Finden eines passen-
den gespeicherten Schlissel-betétigten Vor-
richtungs-ldentifikators und wenn die empfan-
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gene Biometrik eine autorisierte Biometrik ist,
Abrufen eines gespeicherten Zugriffschllssels,
der mit dem passenden gespeicherten Schlls-
sel-betatigten Vorrichtungs-ldentifikator assozi-
iert ist; und

Senden des abgerufenen Zugriffsschllssels.

Verfahren nach Anspruch 1, weiter umfassend:

Empfangen eines zeitweiligen Schlissels; und
Verschlisseln des abgerufenen Zugriffsschliis-
sels mit dem zeitweiligen Schllssel, vor dem
Senden des abgerufenen Zugriffsschllssels.

Verfahren nach Anspruch 2, weiter umfassend:

in Reaktion darauf, dass festgestellt wird, dass
die empfangene Biometrik eine autorisierte Bio-
metrik ist, anfangs Senden einer giiltigen An-
wenderindikation.

Verfahren nach Anspruch 3, wobei der zeitweilige
Schlussel empfangen wird nachfolgend dem Sen-
den der giiltigen Anwenderindikation.

Verfahren nach Anspruch 3 oder 4, wobei das an-
fangliche Senden einer giiltigen Anwenderindikation
vom Auffinden eines gespeicherten Schlissel-beta-
tigten Vorrichtungs-ldentifikators abhangt, der zum
empfangenen Schlissel-betatigten Vorrichtungs-
Identifikator passt.

Verfahren nach einem der Anspriiche 2 bis 5, wobei
jeder gespeicherte Zugriffsschllissel verschlisselt
wird und das Durchfiihren einer Entschlisselungs-
operation an einem abgerufenen Zugriffsschlissel
vor dem Verschlisseln des abgerufenen Zugriffs-
schlussels mit dem zeitweiligen Schliissel beinhal-
tet.

Verfahren nach Anspruch 6, wobei jeder gespeicher-
te Zugriffsschliissel mit einem speziellen Schliissel
verschlisselt wird und wobei das Durchfiihren einer
Entschlisselungsoperation das Wiedergewinnen ei-
ner Vorlage und den Versuch, den speziellen
Schliussel aus der Vorlage unter Verwendung der
empfangenen Biometrik wiederherzustellen, um-
fasst.

Verfahren nach einem der Anspriiche 1 bis 6, weiter
umfassend das Abrufen einer Vorlage und Versu-
chen, einen speziellen Schllssel aus der Vorlage
unter Verwendung der Biometrik wiederherzustel-
len, wobei der spezielle Schlissel zur Verwendung
bei der Durchfiihrung einer kryptographischen Ope-
ration bestimmt ist.

Verfahren nach Anspruch 8, wobei die kryptographi-
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10.

11.

12

sche Operation zumindest einen besagten Zugriffs-
schlussel involviert.

Verfahren nach einem der Anspriiche 3 bis 5, wobei
das anfangliche Senden einer glltigen Anwenderin-
dikation vom Auffinden eines gespeicherten Schliis-
sel-betatigten Vorrichtungs-ldentifikators abhangt,
der zum empfangenen Schliissel-betatigten Vorrich-
tungs-ldentifikator passt.

Verfahren nach einem der Anspriiche 1 bis 10, wobei
das Bestimmen, ob die empfangene Biometrik eine
autorisierte Biometrik ist, das Verwenden einer Vor-
lage umfasst, die die autorisierte Biometrik und einen
Verifizierungscode umfasst, so dass das Vorliegen
der Biometrik das Wiederherstellen des Verifizie-
rungscodes gestattet.

Tragbare elektronische Zugriffsvorrichtung (14),
umfassend:

eine biometrische Eingabe (26);

einen Sender (22) zum Senden eines Signals;
einen Empfanger (22);

einen Speicher (24);

einen Verifizierer (20) der reagibel ist auf die bio-
metrische Eingabe (26), um zu verifizieren, dass
eine Biometrik, die an der biometrischen Einga-
be (26) eingegeben wird, zu einer autorisierten
Biometrik passt und eine Verifizierungs-ldentifi-
kation bereitzustellen;

dadurch gekennzeichnet, dass:

der Speicher (24) eine Mehrzahl von Zugriffs-
schllsseln speichert, jeder zur Verwendung
beim Zugreifen auf eine Schlissel-betatigte
Vorrichtung (12) und eine Mehrzahl von Schlis-
sel-betatigten Vorrichtungs-Identifikatoren, die
alle mit einem aus der Mehrzahl von Zugriffs-
schllsseln assoziiert sind;

der Empfanger (22) einen Schliissel-betatigten
Vorrichtungs-ldentifikator empfangt;

und die Vorrichtung (14) weiter umfasst:

einen Komparator (20) zum Vergleichen, in Re-
aktion auf die Verifikationsindikation aus dem
Verifizierer, eines aus einer Schliissel-betatig-
ten Vorrichtung (12) empfangenen Schliissel-
betdtigten Vorrichtungs-ldentifikators mit den
gespeicherten Schllssel-betatigten Vorrich-
tungs-Identifikatoren, und, beim Finden eines
passenden gespeicherten Schllssel-betatigten
Vorrichtungs-ldentifikators, Abrufen eines ge-
speicherten Zugriffsschlissels, der mit dem
passenden gespeicherten Schlissel-betétigten
Vorrichtungs-ldentifikator assoziiert ist; und
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wobei das durch den Sender (22) gesendete Si-
gnal der wiedergewonnene Zugriffsschlissel
ist.

Vorrichtung (14) nach Anspruch 12, wobei die ge-
speicherten Zugriffsschliissel verschlisselt sind und
einen Entschlisseler zum Entschlisseln eines ab-
gerufenen Zugriffsschliissels beinhalten, bevor der
Zugriffsschlissel durch den Sender (22) gesendet
wird.

Vorrichtung (14) nach Anspruch 12, wobei der Spei-
cher (24) auch zum Speichern einer speziellen
Schlisselvorlage dient, die Zugriffsschlissel mit
dem speziellen Schlussel, verschlisselt sind und der
Entschliisseler auf die biometrische Eingabe (26) re-
aktiv ist, um eine spezielle Schliisselwiederherstell-
operation an der speziellen Schllsselvorlage, wel-
che die eingegebene Biometrik einsetzt, und eine
nachfolgende Entschliisselungsoperation am abge-
rufenen Zugriffsschliissel durchzufiihren, welche ei-
nen wiederhergestellten speziellen Zugriffsschlis-
sel verwendet.

Vorrichtung (14) nach Anspruch 12 oder Anspruch
13, wobei der Speicher (24) auch zum Speichern
einer speziellen Schliisselvorlage dient, die die au-
torisierte Biometrik und einen speziellen Schlissel
umfasst, wobei der spezielle Schliissel zur Verwen-
dung bei der Durchfiihrung einer kryptographischen
Operation dient.

Vorrichtung (14) nach einem der Anspriiche 12 bis
15, wobei der Verifikator zum Zugreifen auf eine ge-
speicherte Vorlage dient, die die autorisierte Biome-
trik und einen Verifizierungscode umfasst, zum Ver-
suchen, den Verifikationscode aus der eingegebe-
nen Biometrik wiederherzustellen, und zum Verwen-
den des Verifikationscodes, um die Verifikationsin-
dikation zu erhalten.

Vorrichtung (14) nach einem der Anspriiche 12 bis
16, wobei der Empféanger (22) auch zum Empfangen
eines zeitweiligen Schliissels dient und einen Ver-
schllsselerzum Verschllisseln des abgerufenen Zu-
griffsschliissels mit dem zeitweiligen Schlissel vor
dem Senden des wieder gewonnenen Zugriffs-
schlussels durch den Sender (22) beinhaltet.

Vorrichtung (14) nach einem der Anspriiche 12 bis
17, wobei der Sender (22) auch zum anfanglichen
Senden einer giiltigen Anwenderindikation in Reak-
tion auf den Verifikator dient, der die Verifikationsi-
dentifikation bereitstellt.

Vorrichtung (14) nach Anspruch 17, wobei der Sen-
der (22) auch zum anfanglichen Senden einer giilti-
gen Anwenderindikation in Reaktion darauf, dass
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der Verifikator die Verifikationsindikation bereitstellt,
bestimmt ist, und wobei der zeitweilige Schlissel
empfangen wird, nachdem der Sender die giiltige
Anwenderindikation gesendet hat.

Vorrichtung (14) nach einem der Anspriiche 12 bis
19, wobei der Empfanger (22) einen Funkempfanger
oder einen Infrarotempféanger umfasst und der Sen-
der (22) einen Funksender oder einen Infrarotsender
umfasst.

Sicheres Zugriffssystem (10), umfassend:

eine Datenschlissel-betéatigte Vorrichtung (12)
zum Senden eines Signals;

eine tragbare Zugriffsvorrichtung (14), die um-
fasst:

eine biometrische Eingabe (26);

einen Sender (22) zum Senden eines Si-
gnals;

einen Speicher (24);

einen Empfanger (22) zum Empfangen des
durch die Schlussel-betatigte Vorrichtung
(12) gesendeten Signals;

einen Verifikator (20), der reagibel ist auf
die biometrische Eingabe (26) zum Verifi-
zieren, dass eine Biometrik, die an der Bio-
metrikeingabe eingegeben wird, zu einer
autorisierten Biometrik passt, und Bereit-
stellen einer Verifikationsindikation;

dadurch gekennzeichnet, dass:

der Speicher (24) eine Mehrzahl von Zu-
griffsschlisseln, von denen jeder zur Ver-
wendung beim Zugreifen auf eine Schlis-
sel-betatigte Vorrichtung (12) dient, und ei-
ne Mehrzahl von Schliissel-betéatigten Vor-
richtungs-Ildentifikatoren, die alle mit einem
aus der Mehrzahl von Zugriffsschlisseln
assoziiert sind, speichert;

das durch die Schlussel-betatigte Vorrich-
tung (12) gesendete Signal periodisch ge-
sendet wird und das durch die Schlissel-
betatigte Vorrichtung (12) gesendet Signal
ein Schlissel-betatigter Vorrichtungs-lden-
tifikator ist; und

die tragbare Vorrichtung (14) weiter umfasst:

einen Komparator (20) zum Vergleichen, in
Reaktion auf die Verifikationsindikation aus
dem Verifizierer (20), eines aus der Schliis-
sel-betatigten Vorrichtung (12) empfange-
nen Schlissel-betatigten Vorrichtungs-
Identifikators mit den gespeicherten
SchlUssel-betatigten Vorrichtungs-ldentifi-
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katoren, und, bei einer Passung, Abrufen
eines gespeicherten Zugriffsschllssels, der
mit dem passenden gespeicherten Schliis-
sel-betatigten  Vorrichtungs-ldentifikator
assoziiertist; und wobei das durch den Sen-
der (22) gesendete Signal der wiederge-
wonnene Zugriffsschliissel zur Schllssel-
betatigten Vorrichtung ist.

System (10) nach Anspruch 21, wobei der Empfan-
ger (22) zum Empfangen eines zeitweiligen Schlis-
sels dient und wobei die Zugriffsvorrichtung (14) ei-
nen Verschlisseler zum Verschlisseln des abgeru-
fenen Zugriffsschlissels mit dem zeitweiligen
Schlissel vor dem Senden des abgerufenen Zu-
griffsschlissels durch den Sender (22) beinhaltet.

System (10) nach Anspruch 21 oder 22, wobei der
Sender (22) auch zum anfénglichen Senden einer
glltigen Anwenderindikation in Reaktion darauf
dient, dass der Verifizierer (20) die Verifikationsindi-
kation der Zugriffsvorrichtung (14) bereitstellt und
wobei die Schllssel-betatigte Vorrichtung (12) auch,
reagibel auf das Empfangen der gtiltigen Anwender-
indikation, zum Senden des zeitweiligen Schlissels
dient.

System (10) nach einem der Anspriiche 21 bis 23,
wobei der Speicher (24) auch dem Speichern einer
Vorlage dient und wobei der Verifizierer (20) auch
dazu dient, zu versuchen, einen speziellen Schlis-
sel aus der Vorlage unter Verwendung der Biometrik
wiederherzustellen, wobei der spezielle Schlissel
zur Verwendung bei der Durchfiihrung einer krypto-
graphischen Operation dient.

System (10) nach einem der Anspriiche 21 bis 24,
wobei der Sender (22) ein Funksender ist und der
Empfanger (22) ein Funkempfanger ist.

System (10) nach einem der Anspriiche 21 bis 25,
wobei der Verifizierer (20) zum Zugreifen auf eine
gespeicherte Vorlage, die autorisierte Biometrik und
einen Verifizierungscode dient, zum Versuchen, den
Verifizierungscode aus einer eingegebenen Biome-
trik wiederherzustellen, und zur Verwendung des
Verifikationscodes, um die Verifikationsindikation zu
erhalten.

Revendications

Procédé destiné a accéder a un dispositif actionné
par une clé de données comprenant les étapes con-
sistant a :

recevoir un identifiant de dispositif actionné par
une clé en provenance d’un dispositif actionné
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par une clé (12) ;

recevoir une biométrie ;

déterminer si ladite biométrie regue est une bio-
métrie autorisée ;

comparer ledit identifiant de dispositif actionné
par une clé regu avec des identifiants de dispo-
sitifs actionnés par une clé stockés et, s'il est
trouvé un identifiant de dispositif actionné par
une clé stocké qui correspond et si ladite bio-
métrie regue est une biométrie autorisée, extrai-
re une clé d’acces stockée associée audit iden-
tifiant de dispositif actionné par une clé stocké
qui correspond ; et

émettre ladite clé d’accés extraite.

Procédé selon la revendication 1, comprenant en
outre les étapes consistant a:

recevoir une clé temporaire ; et

chiffrer ladite clé d’accés extraite avec ladite clé
temporaire avant une émission de ladite clé
d’accés extraite.

Procédé selon la revendication 2, comprenant en
outre I'étape consistant a :

en réponse a la détermination que ladite biomé-
trie regue est une biométrie autorisée, émettre
au début une indication d’utilisateur valide.

Procédé selon la revendication 3, dans lequel ladite
clé temporaire est regue a la suite de I'’émission de
ladite indication d’utilisateur valide.

Procédé selon la revendication 3 ou la revendication
4, dans lequel ladite émission au début d’'une indi-
cation d’utilisateur valide dépend de la découverte
d’'un identifiant de dispositif actionné par une clé
stocké qui correspond audit identifiant de dispositif
actionné par une clé recgu.

Procédé selon I'une quelconque des revendications
2 a 5, dans lequel chaque dite clé d’accés stockée
est chiffrée, et comprenant I'exécution d’une opéra-
tion de déchiffrement sur une clé d’accés extraite
avant de chiffrer ladite clé d’accés extraite avec la-
dite clé temporaire.

Procédé selon la revendication 6, dans lequel cha-
que dite clé d’acces stockée est chiffrée avec une
clé spéciale et dans lequel ladite exécution d’une
opération de déchiffrement comprend I'extraction
d’'un modeéle etune tentative visant a récupérer ladite
clé spéciale a partir dudit modéle en utilisant ladite
biométrie regue.

Procédé selon 'une quelconque des revendications
1 a 6, comprenant en outre les étapes consistant a
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extraire un modeéle et a tenter de récupérer une clé
spéciale a partir dudit modéle en utilisant ladite bio-
métrie, ladite clé spéciale servant a exécuter une
opération de chiffrement.

Procédé selon la revendication 8, dans lequel ladite
opération de chiffrement implique au moins une dite
clé d’accés.

Procédé selon la revendication 3 a 5, dans lequel
ladite émission au début d’'une indication d’utilisateur
valide dépend de la découverte d’un identifiant de
dispositif actionné par une clé stocké qui correspond
audit identifiant de dispositif actionné par une clé re-

cu.

Procédé selon I'une quelconque des revendications
1 a 10, dans lequel ladite étape consistant a déter-
miner si ladite biométrie recue est une biométrie
autorisée comprend une étape consistant a utiliser
un modéle qui comprend ladite biométrie autorisée
et un code de vérification de telle sorte que la pré-
sence de ladite biométrie permette la récupération
dudit code de vérification.

Dispositif d'accés électronique portable
comprenant :

(14)

une entrée biométrique (26) ;

un émetteur (22) destiné a émettre un signal ;
un récepteur (22) ;

une mémoire (24) ;

un dispositif de vérification (20) sensible a ladite
entrée biométrique (26) destiné a vérifier qu'une
biométrie qui est entrée dans ladite entrée bio-
métrique (26) correspond a une biométrie auto-
risée, et a fournir une indication de vérification ;
caractérisé en ce que :

ladite mémoire (24) stocke une pluralité de
clés d’acceés, chacune d’elles servant a ac-
céder a un dispositif actionné par une clé
(12) et une pluralité d’identifiants de dispo-
sitifs actionnés par une clé, chacun d’eux
étant associé a 'une de ladite pluralité de
clés d’acceés ;

ledit récepteur (22) regoit un identifiant de
dispositif actionné par une clé ; et ledit dis-
positif (14) comprend en outre :

un comparateur (20) destiné a comparer, en ré-
ponse a ladite indication de vérification en pro-
venance dudit dispositif de vérification, un iden-
tifiant de dispositif actionné par une clé regu en
provenance d’un dispositif actionné par une clé
(12) avec lesdits identifiants de dispositifs ac-
tionnés par une clé stockés et, quand il est trou-
vé un identifiant de dispositif actionné par une
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clé stocké qui correspond, rechercher une clé
d’accés stockée associée audit identifiant de
dispositif actionné par une clé stocké qui
correspond ; et

dans lequel ledit signal émis par ledit émetteur
(22) est ladite clé d’accés extraite.

Dispositif (14) selon la revendication 12, dans lequel
lesdites clés d’accés stockées sont chiffrées, et com-
prenant un dispositif de déchiffrement destiné a dé-
chiffrer une clé d’accés extraite avant que ladite clé
d’accés ne soit émise par ledit émetteur (22).

Dispositif (14) selon la revendication 12, dans lequel
ladite mémoire (24) sert également a stocker un mo-
dele de clé spéciale, lesdites clés d’accés sont chif-
frées avec une clé spéciale et ledit dispositif de dé-
chiffrement est sensible a ladite entrée biométrique
(26) de fagon a exécuter une opération de récupé-
ration de clé spéciale surledit modéle de clé spéciale
en utilisant ladite entrée biométrique et une opéra-
tion de déchiffrement ultérieure sur ladite clé d’accés
extraite en utilisant une clé d’accés spéciale récu-
pérée.

Dispositif (14) selon la revendication 12 ou la reven-
dication 13, dans lequel ladite mémoire (24) sertéga-
lement a stocker un modéle de clé spéciale qui com-
prend ladite biométrie autorisée et une clé spéciale,
ladite clé spéciale servant a exécuter une opération
de chiffrement.

Dispositif (14) selon 'une quelconque des revendi-
cations 12 a 15, dans lequel ledit dispositif de véri-
fication sert a accéder a un modele stocké qui com-
prend ladite biométrie autorisée et un code de véri-
fication, pour tenter de récupérer ledit code de véri-
fication a partir d’'une entrée biométrique et a utiliser
ledit code de vérification de fagon a obtenir ladite
indication de vérification.

Dispositif (14) selon I'une quelconque des revendi-
cations 12 a 16, dans lequel ledit récepteur (22) sert
également a recevoir une clé temporaire, et compre-
nant un dispositif de chiffrement destiné a chiffrer
ladite clé d’accés extraite avec ladite clé temporaire
avant une émission de ladite clé d’acces extraite par
ledit émetteur (22).

Dispositif (14) selon I'une quelconque des revendi-
cations 12 a 17, dans lequel ledit émetteur (22) sert
également a émettre au début une indication d’utili-
sateur valide en réponse audit dispositif de vérifica-
tion qui fournit ladite indication de vérification.

Dispositif (14) selon la revendication 17, dans lequel
ledit émetteur (22) sert également a émettre au dé-
but une indication d’utilisateur valide en réponse
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audit dispositif de vérification qui fournit ladite indi-
cation de vérification et dans lequel ladite clé tem-
poraire est regcue apres que ledit émetteur a émis
ladite indication d'utilisateur valide.

Dispositif (14) selon I'une quelconque des revendi-
cations 12a 19, dans lequel ledit récepteur (22) com-
prend I'un d’un récepteur radio et d’'un récepteur in-
frarouge et ledit émetteur (22) comprend 'un d’'un
émetteur radio et d’'un émetteur infrarouge.

Systéeme d’acces sécurisé (10), comprenant :

un dispositif actionné par une clé de données
(12) destiné a émettre un signal ;
un dispositif d’accés portable (14) comprenant :

une entrée biométrique (26) ;

un émetteur (22) destiné a émettre un
signal ;

une mémoire (24) ;

un récepteur (22) destiné a recevoir ledit
signal émis par ledit dispositif actionné par
une clé (12) ;

un dispositif de vérification (20) sensible a
ladite entrée biométrique (26) destiné a vé-
rifier gu’une biométrie qui est entrée dans
ladite entrée biométrique correspond a une
biométrie autorisée, et a fournir une indica-
tion de vérification ;

caractérisé en ce que :

ladite mémoire (24) stocke une pluralité de clés
d’accés, chacune d’elles servant a accéder a un
dispositif actionné par une clé (12) et une plu-
ralité d’identifiants de dispositifs actionnés par
une clé, chacun d’eux étant associé a 'une de
ladite pluralité de clés d’acceés ;

ledit signal émis par ledit dispositif actionné par
une clé (12) est émis de maniére périodique et
ledit signal émis par ledit dispositif actionné par
une clé (12) est un identifiant de dispositif ac-
tionné par une clé ; et

ledit dispositif portable (14) comprend en outre :

un comparateur (20) destiné a comparer,
enréponse a ladite indication de vérification
en provenance dudit dispositif de vérifica-
tion (20), unidentifiant de dispositif actionné
par une clé regu en provenance dudit dis-
positif actionné par une clé (12) avec lesdits
identifiants de dispositifs actionnés par une
clé stockés et, lors d’une correspondance,
rechercher une clé d’accés associée audit
identifiant de dispositif actionné par une clé
stocké qui correspond ; et dans lequel ledit
signal émis par ledit émetteur (22) est ladite
clé d’acces extraite pour ledit dispositif ac-
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tionné par une clé.

Systeme (10) selon la revendication 21, dans lequel
ledit récepteur (22) sert a recevoir une clé temporai-
re, et dans lequel ledit dispositif d’accés (14) com-
prend un dispositif de chiffrement destiné a chiffrer
ladite clé d’accés extraite avec ladite clé temporaire
avant une émission de ladite clé d’acces extraite par
ledit émetteur (22).

Systéme (10) selon la revendication 21 ou la reven-
dication 22, dans lequel ledit émetteur (22) sert éga-
lement a émettre au début une indication d’utilisateur
valide en réponse audit dispositif de vérification (20)
qui fournit ladite indication de vérification audit dis-
positif d’acces (14) et dans lequel ledit dispositif ac-
tionné par une clé (12) sert également a émettre, en
réponse a la réception de ladite indication d’utilisa-
teur valide, ladite clé temporaire.

Systéeme (10) selon 'une quelconque des revendi-
cations 21 a 23, dans lequel ladite mémoire (24) sert
également a stocker un modeéle et dans lequel ledit
dispositif de vérification (20) sert également a tenter
de récupérer une clé spéciale a partir dudit modele
en utilisant ladite biométrie, ladite clé spéciale ser-
vant a exécuter une opération de chiffrement.

Systéme (10) selon I'une quelconque des revendi-
cations 21 a 24, dans lequel ledit émetteur (22) est
un émetteur radio et ledit récepteur (22) est un ré-
cepteur radio.

Systéme (10) selon I'une quelconque des revendi-
cations 21 a 25, dans lequel ledit dispositif de véri-
fication (20) sert a accéder a un modele stocké qui
comprend ladite biométrie autorisée et un code de
vérification, pour tenter de récupérer ledit code de
vérification a partir d’'une entrée biométrique et a uti-
liser ledit code de vérification de fagon a obtenir ladite
indication de vérification.
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