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(54) Secure, autonomous, transportable VSAT terminal

(57) The present invention concerns a secure, au-
tonomous, transportable satellite terminal of VSAT type
(Very Small Aperture Terminal), for the secure support
- through encryption - of telecommunication needs of
mobile units, headquarters as well as other special tel-
ecommunication needs. The system is placed inside a
protected shelter that has the capability of being trans-
portable while it distinguishes for its enhanced mechan-
ical properties. Furthermore, the system supports many
analogue and digital interface protocols for communica-
tion with terrestrial networks and has the capability of
interfacing with a EUROCOM tactical network. Pursuant
this invention, the transportable satellite ground terminal
comprises a complete telecommunication protected
shelter, a parabolic antenna, a transceiver, a modem, a
multiplexer, a cryptographic device, a GPS receiver, a
power supply system, a UPS system, a generator and
an air conditioning device.
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Description

BACKGROUND OF THE INVENTION

[0001] The present invention pertains to the field of
modem telecommunication systems and networks, and
in particular to satellite communications systems. It spe-
cifically concerns a secure, autonomous, transportable
satellite terminal of VSAT type (Very Small Aperture Ter-
minal), for the support of telecommunication needs of
mobile units, headquarters as well as other special tel-
ecommunication needs.
[0002] VSAT satellite terminals refer to land satellite
stations for signal transmission and reception, which
communicate either with one another or with some cen-
tral node through satellite. VSAT systems are equipped
with a satellite antenna, usually of 0.6 to 3.8m diameter.
[0003] VSAT networks offer powerful, cost-effective
and reliable solutions for both private and public tele-
communication networks. Furthermore, they offer add-
ed value to services and applications such as Internet,
data transmission, LANs, voice and facsimile communi-
cations etc.
[0004] Some examples of the fields where applica-
tions for the said systems have been developed are:

- E-mail and Internet applications
- E-commerce
- Teleconferences
- Telemetry
- Telemedicine

[0005] Compared to terrestrial communication net-
works, satellite networks can be installed and operate
in a short period of time, mainly because they are free
from the time-consuming procedure of cabling. Geo-
graphically also they are more adaptable and relatively
easily installed and connect distance places. Further-
more, operating frequencies for VSAT systems (usually
Ku, C, Ka bands) have the advantage of greater band-
width, attaining faster and easier data transmissions of
high quality and therefore increased efficiency.

SUMMARY OF THE INVENTION

[0006] The present invention refers to a secure, au-
tonomous, transportable satellite terminal of VSAT type,
for the support of telecommunication needs of mobile
units. Information exchange through the satellite is
made securely, by data encryption with the use of a spe-
cial cryptographic device. Furthermore, the satellite ter-
minal offers full operational autonomy at communication
interface level and also at the level of the required power
supply. As for the communication interface level, auton-
omy is assured both by an automatically orientated an-
tenna and by the system independence from terrestrial
telecommunication networks. At power supply level on
the other hand, besides its supply possibility from urban

power networks, the system is also equipped with a gen-
erator and a UPS.
[0007] The satellite terminal is transportable, protect-
ed and housed in a shelter, which can be transported by
a vehicle and may be automatically fixed and stabilized
on the ground, through its electro-hydraulic system. The
protected shelter has also high mechanical properties
such as vibration resistance, wide operational temper-
ature range etc., which ensure that both operators and
terminal equipment work under the most adverse exter-
nal conditions.
[0008] As far as terrestrial communications are con-
cerned, the satellite terminal supports a great many an-
alogue and digital interfaces:

- Analogue and digital voice and facsimile services
- Data transmission through E1/T1 lines
- Data transmission through serial protocols
- Connection with EUROCOM tactical networks
- Connection with ISDN network
- Connection with ATM, Shelter Relay networks
- Connection with LAN
- Connection with WAN
- Connection with PSTN network
- Connection with xDSL network

[0009] In brief, the secure, autonomous, transporta-
ble satellite terminal of VSAT type presents the following
detailed mechanical and operational features:

- Mechanical / Electrical properties

• Installation of all equipment in a transportable
protected shelter

• Ergonomical design of the interior of the pro-
tected shelter

• Special design and structure for wind pressure
resistance of the protected shelter and the un-
folded satellite antenna

• Normal system operation even under adverse
environmental conditions of temperature and
mechanical strain

• Anti-vibrating protection of all installed devices
within the protected shelter

• Autonomous electro-hydraulic system of the
protected shelter for fixing and stabilization on
the ground, in a short period of time

• Vigorous and high resistant in all mechanical
fixing arrangements

• Fast system loading / unloading, unfolding and
putting into operation

• Autonomous operation through generator and
UPS

• Reliability of electrical installation

- Telecommunication properties

• Interface with satellite communication network
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• Voice, facsimile and data information ex-
change, with the use of different communica-
tion protocols with terrestrial networks

• Connection with EUROCOM network, for the
support of tactical communications

• Communication security through a special
cryptographic device for secure satellite com-
munications

• Folding satellite antenna, which, when in oper-
ation, is automatically orientated to the select-
ed satellite

[0010] A comparative example of an application
based on satellite communication networks, is the one
referred to patent numbered 5,280,625 (United States
Patent). In this example, transaction terminals commu-
nicate with a central computer system through the sat-
ellite network with no telephone network involved. Fur-
thermore, in this patent, there is no means of data en-
cryption, no operational autonomy and the system is not
placed in a protected shelter for transportation purpos-
es. Besides, this patent is solely limited to information
exchange between transaction terminals.
[0011] One more comparative example is patent
numbered 5,912,883 (United States Patent), which de-
scribes a LAN remote control and access system, with
no telephony network involved here as well. In this pat-
ent, no data encryption method is described, while op-
erational autonomy is not provided, neither is the system
placed in a protected shelter for transportation purpos-
es. Besides, communication is solely limited to LAN re-
mote control and access.
[0012] Another application of this type is presented in
patent numbered WO 99/52240 (Patent Cooperation
Treaty - PCT) where, a satellite terminal is used for data
exchange and forwarding between distant portable ra-
dio units. In detail, the said patent describes a method,
on the basis of which, portable radio units from one ge-
ographical place may communicate with other distant
radio units, by a satellite link through the terminal. En-
cryption is used here, however no system operational
autonomy or transportation possibility is offered, as it is
not equipped with the necessary elements such as, fold-
ing antenna installation inside a protected shelter etc.

BRIEF DESCRITPION OF THE DRAWINGS

[0013] For the best understanding of the functional
configuration of the equipment that the secure, autono-
mous, transportable, satellite terminal consists of, de-
tailed diagrams are attached hereto, properly num-
bered, for convenience purposes.
[0014] Figure 1 illustrates the mechanical arrange-
ment of the invention. In particular, it shows the protect-
ed shelter, the satellite antenna placement, and the in-
ternal arrangement within the protected shelter as well
as the secondary support equipment.
[0015] Figure 2 illustrates the telecommunication

block diagram of the satellite terminal and depicts the
system interfaces at the device level.

DETAILED DESCRIPTION OF THE DRAWINGS

[0016] The present invention is detailed hereunder,
using examples and references to attached Figures 1
and 2.
[0017] According to this invention, the ground satellite
terminal illustrated in Figures 1 and 2 comprises the fol-
lowing operational units:

• Complete telecommunication protected shelter (1)
• Folding parabolic antenna (2)
• Antenna Controller (6)
• Transceiver (23)
• Modem (24)
• Cryptographic device (25)
• Multiplexer (26)
• GPS receiver
• Power supply (7) and UPS system (9)
• Generator (5)
• Air conditioning device (3) (4)

[0018] Figure 1 shows the system mechanical ar-
rangement. The first basic element of the satellite ter-
minal is the protected shelter (1), which is made of hol-
low beam profiles soldered together to secure load
strength and vibration strain during vehicle movement.
[0019] Inner and outer sides are covered by aluminum
plates for full corrosion protection of the system when
operating under adverse environmental conditions. At
points where load is concentrated, e.g. on the antenna
base, on the telecommunication equipment base or on
the suspension points, there is an appropriate arrange-
ment by steel plates, which transfers loads to a larger
surface.
[0020] Furthermore, between inner and outer layers,
there is an appropriate polyurethane insulation for ther-
mal protection of the protected shelter and for the proper
operation of the air conditioning system.
[0021] Lifting and loading / unloading of the system is
achieved through an electro-hydraulic system (13),
comprising an electro-hydraulic unit, hydraulic adjusta-
ble feet and control device.
[0022] Inside the protected shelter, there are two
racks (7), (8) for the batteries and the devices, which
offer higher vibration protection. They are arranged in a
way to facilitate access to the devices front panels, the
replacement of devices and access to their rear side for
any repair or connection work. Finally, there is some
secondary equipment offered such as, operator seats
(11), operator table (16), fire-extinguishers (19), (20),
tool boxes (12), ladder (21) for access to the top, lighting
sets (14), medicine-box (17) and fuel container (22).
[0023] The folding satellite antenna (2) with a diame-
ter up to 2.4m is designed for data transmission and re-
ception for Ku and C frequency bands. Its reflector is
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entirely made of aluminum, for maximum precision and
strength under all operation environments. The feed and
the sub-reflector are designed to cooperate with the re-
flector in a way to provide cross-polarization isolation
and exemplary behavior of side lobes. The antenna (2)
is equipped with rotation mechanisms to support auto-
matic orientation and automatic folding and unfolding.
[0024] The controller (6) that works together with the
satellite antenna (2) automatically calculates azimuth
and elevation angles and precisely orientates the anten-
na, activating the respective rotation mechanisms. The
controller (6) gets different outer signals from sensors
placed on the antenna (potentiometers, inclinometers,
pulse sensors etc.) and processes them to calculate ori-
entation position. Orientation procedure is further sup-
ported by a GPS receiver and the level assessment of
a DC voltage, relative to the power of the received signal
by the satellite modem (24).
[0025] The transceiver (23) interfaces the ground sta-
tion with the satellite communication network. Output
power combined with other technical features of the de-
vice, forms the basis for an unhindered operation under
any operational environment. Its installation is per-
formed with all required functions integrated in one ex-
ternal unit of small dimensions and high integration lev-
el. Transmission and reception paths are completely in-
dependent from one another.
[0026] The satellite modem (24) modulates digital da-
ta, to make them suitable for transmission to the satellite
network. On the other hand, during reception, it receives
the radio frequency signal from the satellite and demod-
ulates it to a base band digital signal. Modulations sup-
ported by the modem (24) are BPSK, QPSK, OQPSK
and 8PSK, with the possibility of additional modulation
techniques. Furthermore, FEC algorithms are applied,
to achieve the maximum reliability of transmitted infor-
mation. The data rate is of Mbps level, whereas as far
as terrestrial communications are concerned, the device
supports different interfaces, such as RS-232, RS-422,
V.35, E1/G.703 among others. Also the modem sup-
ports communication with a EUROCOM network.
[0027] The cryptographic device (25) has been de-
signed in compliance with military standards and offers
specialized features to meet operational needs of
Armed Forces. Simultaneous multi-channel encryption
/ decryption at high speeds secures maximum possible
support of security needs for transmitted data in tele-
phone network connections and digital communication
systems in general. This device is connected between
the modem (24) and the multiplexer (26), achieving en-
cryption of all transmitted information.
[0028] Data rates reach 44.5 Mbits/sec, whereas pro-
tocols such as E1/T1, EUROCOM, E3/T3 and ITU-T V.
XX (V.10, V11, V24, V35, V36) are supported. The de-
vice functions in two ways, either as a Bulk Encryption
Device, encrypting any information received or encrypt-
ing specific channels of information flow. Furthermore,
for the encryption, a certified non-linear algorithm is

used to offer maximum security during data transmis-
sion, while cryptographic keys are conveniently and
easily available to manage.
[0029] The multiplexer (26) consists of a unit where
different cards may be inserted having multiple interfac-
es of independent operation. Cards vary depending on
application, they operate independently from one anoth-
er and they may be placed in any available position of
the multiplexer. The unit concentrates and handles in
one single point voice and data services and it may sup-
port LAN and WAN network topologies. The multiplexer
device supports the following applications:

• Analogue and digital voice and facsimile services
• Data transmission through E1 /T1 lines
• Data transmission through serial protocols
• Connection with ISDN network
• Connection with ATM, Frame Relay network
• Connection with LAN network
• Connection with WAN network
• Connection with PSTN network
• Connection with xDSL network

[0030] The GPS device is small, light and portable,
offering measurements of longitude, latitude, altitude,
time, velocity and direction. Besides its standard oper-
ation method, the device may precisely calculate posi-
tioning through its PPS operation (Precision Positioning
System).
[0031] The terminal is supplied with urban power,
whereas inside the protected shelter there is a board of
power distribution (10) made of a firm metal construction
with a locking metal opening. The board (10) has a
switch capacity at 120% of the one required. There is
an antivibration base and operation readings on the
front. Cables pass through metal stuffing boxes. AC/
LINE, AC/HZ, AC/UPS lines from and to loads pass
through metal tubes (15) fixed on the protected shelter.
[0032] The supply system (7) consists of a line of ac-
cumulators, placed inside a metal cabinet, which is con-
nected in parallel with the integrated UPS line of accu-
mulators (9) and can support the required load. The en-
tire arrangement is placed on a platform on the shelter
floor, under the operators' table without hindering their
work.
[0033] UPS (9) is firmly constructed, small in dimen-
sions, with modern technology circuits. It operates with
a microprocessor, which makes it possible to control all
components and to locate deficiencies through self-di-
agnostic tools. It gives a sound signal indication for any
deficiency and it may be connected with a PC or com-
puter network for remote operation, monitoring and
maintenance. It has an internal line of closed lead acid
accumulators, with no maintenance requirements. It
comprises a rectifier / charger, a converter, an automatic
switch and protection and control circuits to secure un-
hindered functioning in case of input changes or voltage
variations in the power distribution network.

5 6



EP 1 489 759 A1

5

5

10

15

20

25

30

35

40

45

50

55

[0034] In case of failure or interruption of urban power
supply, there is a generator (5) supplying power to the
terminal. The generator (5) can supply more power than
the one required by the unit and it is placed on the same
outer base of the protected shelter. It is protected by a
metal cabinet made of galvanized steel plates.
[0035] The air conditioning device (3), (4) is firmly
constructed on the protected shelter, vibration resistant,
supplying hot and cool air, of split unit type for the pro-
tection of the equipment installed inside the protected
shelter. Having elaborated the system and taking into
consideration existing insulations combined with the
heat produced by the devices inside the protected shel-
ter, the device ensures ideal inside temperature condi-
tions from 18°C to 23°C, when outside temperatures
vary from -20°C to +45°C. Furthermore, there is a ven-
tilating unit (18) for proper ventilation inside the protect-
ed shelter.

Claims

1. Secure, autonomous, transportable satellite termi-
nal with a small aperture antenna of VSAT type, for
the secure support - through encryption - of tele-
communication needs of mobile units, headquar-
ters as well as other special telecommunication
needs, including: a) secure satellite communica-
tions b) protected shelter c) folding parabolic satel-
lite antenna d) interface of the terminal with a sat-
ellite communication network e) digital data modu-
lation f) multiplexer to support analogue and digital
voice, facsimile and data services g) a multi-chan-
nel cryptographic device for fast encryption-decryp-
tion h) interface with a tactical EUROCOM network
i) antenna orientation through controller and sen-
sors j) power supply k) generator l) UPS device m)
air conditioning device n) GPS receiver system.

2. Secure, autonomous, transportable satellite termi-
nal according to claim 1, where said voice, facsimile
and data transmissions are performed in a secure
way, through encryption of information by a special
cryptographic device of military standards.

3. Secure, autonomous, transportable satellite termi-
nal according to claims 1 and 2, said system is in-
stalled inside a protected shelter made of hollow
beam profiles soldered together to ensure load re-
sistance, said system offers full corrosion protection
to allow operation under adverse environmental
conditions.

4. Secure, autonomous, transportable satellite termi-
nal installed inside a protected shelter according to
claims 1, 2 and 3, said system is capable of being
transportable on a special vehicle.

5. Secure, autonomous, transportable satellite termi-
nal installed inside a protected shelter according to
claims 1 to 4, said system is equipped with an elec-
tro-hydraulic apparatus for easy and fast lifting,
loading / unloading, fixing and stabilizing of the shel-
ter on the ground.

6. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 5, which said system
includes a satellite antenna on the top of the pro-
tected shelter for data transmission and reception
in various frequency bands, said systems is
equipped with special rotation mechanism along
the three axes, for the attainment of fast and precise
orientation to the selected satellite and a controller
for the calculation of the appropriate orientation and
the control of antenna rotation mechanism.

7. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 6, which said system
includes a transmitter / receiver interfaced with the
satellite antenna and a modem for the appropriate
signal modulation and demodulation.

8. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 7, which said system
includes a multiplexer having the capability of ac-
cepting multiple cards of independent operation,
aiming at the multiplexing and demultiplexing of the
signals directed to and from the modem.

9. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 8, which said system
supports the connection of telephone devices, fac-
simile devices, LANs, WANs, serial interfaces, ATM
networks, Frame Relay, ISDN networks, PSTN net-
works, xDSL networks, E1/T1 channels and other
digital / analogue communication protocols.

10. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 9, which said system
supports interface with a said EUROCOM tactical
communication network.

11. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 10, which said system
includes a GPS providing measurements of longi-
tude, latitude, altitude, time, said system offers a
significant feature for the accurate positioning
through a Precision Positioning System (PPS).

12. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 11, which said system
is supplied by an urban power supply, a UPS system
and alternatively by a generator.

13. Secure, autonomous, transportable satellite termi-
nal according to claims 1 to 12, of which said system
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the inner and outer sides of the protected shelter
are covered by aluminum plates for full corrosion
protection of the system and appropriate poly-
urethane insulation for thermal protection of interior
of the shelter, said system together with the air con-
ditioning device ensures inside temperatures from
18°C to 23°C (with outside temperatures from
-20°C to +45°C).

14. Secure, autonomous, transportable satellite termi-
nal, which includes a variety of systems from any of
the claims 1 to 13.
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