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Description

[0001] This invention relates to changing the address-
es of entities in a communication network.
[0002] When data is being transferred over a commu-
nication network it is often important to protect the data
from being accessed by an unauthorised person. Often
the data is encrypted to prevent it from being read by
someone who does not have a key to decrypt it. This kind
of hostile hacking of other user’s data may also be called
sniffing or eavesdropping. But in addition to the data itself
there is other ancillary information that may be of use to
an unauthorised person who has access to the network.
This could include information on the type, timing or
amount of traffic being sent to particular entities in the
network: it may give clues that could assist a hacker to
breach the network’s security, or in a commercial network
it could reveal sensitive commercial information about
the level to which the network is being utilised.
[0003] The problems of protecting against access to
data and ancillary information are especially acute in
shared media networks. In a shared media network a
number of entities are connected to each other by a com-
mon data link, and data intended for one or more of the
entities is broadcast over the link. If it is intended that
only one of the entities should receive certain data then
a broadcast and select scheme can be used. To imple-
ment this scheme each entity has a link-level address in
the network and the data is transmitted in conjunction
with the link-level address of the entity for which it is in-
tended. When an entity recognises that its link-level ad-
dress is transmitted in conjunction with an amount of data
it decodes that data.
[0004] US 6,028,933 describes a method for encrypt-
ing data over a shared media multiple access network.
This document suggests improving security by full en-
cryption of all downstream bits.
[0005] Shared media networks offer a cost-effective
way of implementing a network for providing a number
of nodes with access to a resource such as the internet.
In such a situation the network can comprise a single
high-speed transceiver in an access node or hub, which
is capable of communicating with many nodes at con-
sumers’ premises. A single shared high-speed bus con-
nects the hub to the consumer nodes (also known as
satellite nodes). The satellite nodes need a high-speed
interface to receive information over the link, but the rest
of the electronics at the satellite nodes can be slower and
therefore relatively inexpensive. The network can take
any suitable topology, for example star, tree, ring, loop
or linear. Since all nodes are connected to the same high-
speed bus they can listen to traffic that is not intended
for them. Even if the data is encrypted, a listening node
could detect ancillary information that could be valuable:
for instance it could identify how much data is addressed
to each other entity and when it is sent. In addition, if the
listener wanted to read communications to a particular
node he could intercept transmissions that are addressed

to that node and store them for decrypting later using a
powerful computer.
[0006] Wireless shared media networks are especially
at risk from this form of monitoring since it is difficult to
prevent physical access to the data channel. For exam-
ple, in IEEE802.11b wireless LAN networks any compat-
ible receiver within range of the hub can listen to trans-
missions intended for other entities in the network.
[0007] One solution to these problems is for consum-
ers or network operators who are concerned about pri-
vacy to use a dedicated link between the hub and each
node. However, this is expensive.
[0008] There is therefore a need to improve the secu-
rity of networks by making it more difficult for a listener
to access ancillary data on network usage.
[0009] According to one aspect of the present inven-
tion there is provided a communication system compris-
ing: a plurality of communication nodes connected by a
data link; a communication controller for allocating link-
level addresses to the communication nodes whereby
the nodes may be identified for communications over the
link; the communication controller being arranged to
change from time to time the addresses allocated to each
communication node and transmit the newly allocated
address to the respective node in encrypted form.
[0010] Most preferably the communication controller
is arranged to change the addresses from time to time
during a period whilst communication with the nodes is
taking place over the data link. Such communication may
be discontinuous, and is most preferably packet-based
communication. Such communication may suitably be
traffic data communication between the communication
controller and the or each node.
[0011] The data link is preferably a shared data link.
The shared data link is shared between the nodes so that
any node connected to the data link has access to com-
munications over the link. Suitably each node is arranged
to interpret only the communications over the node that
are addressed to it. The data link may take any suitable
topology. The data link may, for example, be a cable link
or a wireless link.
[0012] Further aspects of the invention are set out in
the dependent claims.
[0013] The present invention will now be described by
way of example with reference to the accompanying
drawings.
[0014] In the drawing:

figure 1 is a schematic diagram of a data transmis-
sion system, showing components of a hub and a
terminal in detail.

[0015] In the data transmission system of figure 1 there
is a network in which procedures are implemented to
inhibit access by a listener to ancillary data on network
usage. Receiving devices in the network are allocated
link-level addresses for use in the network, and the link-
level addresses are changed from time to time so that it
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is problematic for a listener to determine which entities
have which addresses. This means that it is difficult for
the listener to derive ancillary information on usage of
the network. Additional procedures, which are described
in more detail below, are also used to supplement the
security of this procedure.
[0016] In figure 1 there is a network shown generally
at 1, which comprises a hub 2 and a set of satellite nodes
3. One of the satellite nodes: 3a, is shown in more detail
than the others. The satellite nodes are connected to the
hub by a shared high-speed data bus 4. The hub 2 is
connected to further data resources, for example a local
data store 5 and the internet 6.
[0017] In practice the satellite nodes could, for exam-
ple, be personal computers or set-top boxes arranged to
receive data from the data bus. The data bus could be
an optical fibre link installed to consumers’ premises. In-
stead of a data bus, the shared media may comprise a
wireless interface such as radio or optical interface, for
instance.
[0018] In figure 1 components of the hub 2 and one of
the nodes 3a are shown in more detail. The hub com-
prises an interface 10 by which it is connected to the
upstream data resources 5, 6; and an interface 11 by
which it is connected to the data bus 4. Interface 10 could
be an Ethernet switch or IP router. Interface 11 could be
an optical transceiver. Data passing between interfaces
10 and 11 passes through a converter 12, which operates
under the control of a link controller 13. The link controller
has a store 14 in which it maintains a register of the in-
formation needed for communication in the network with
each of the nodes 3. That comprises a list of, for each of
the nodes 3: the link-level address in the network 1 that
is assigned to that node, and the encryption/decryption
key(s) assigned to that node. Other information may also
be stored to support additional security protocols, for in-
stance the MAC address of the respective node.
[0019] The hub 2 may perform address translation so
that the nodes 3 are represented to the upstream re-
sources by the address of the hub.
[0020] When data from interface 10 is to be sent to one
of the satellite nodes it is passed to the converter 12
which operates under the control of the link controller 13
to form a message for transmission over link 4. The link
controller provides the converter with the link-level ad-
dress of the destination node and the encryption key for
transmissions to that node. The converter encrypts the
data using the encryption key and forms the message so
as to be addressed to the node’s address. The message
is then passed to interface 11.
[0021] When data from interface 11 is to be sent to an
upstream resource it is passed to the converter 12 which
operates under the control of the link controller 13 to form
a message for upstream transmission. The converter in-
forms the link controller of the link-level address from
which the data was sent. The link controller retrieves from
store 14 the appropriate decryption key and provides if
to the converter. The converter then decrypts the data

using the decryption key and passes the data to interface
11.
[0022] At each satellite node 3 there is a transceiver
controller 16. The transceiver controller 16 includes a
store 17 which stores the link-level address and the en-
cryption/decryption key(s) allocated to the node. The
transceiver controller is connected to a data selector 18
and an encryption/decryption unit 19. The data selector
18 is informed by the transceiver controller 16 of the ad-
dress allocated to the node. The data selector monitors
data on link 4 for messages addressed to that node. Any
such messages are passed to the encryption/decryption
unit 19. It decrypts the messages using the decryption
key provided to it by the transceiver controller 16 and
then passes the data on for local use (see link 20). When
data is received over link 20 for transmission over link 4
the data passes to encryption/decryption unit 19, which
encrypts the data using the node’s encryption key (as
provided by transceiver controller 16) and then passes
it to hub 2 via link 4.
[0023] Hub 1 also includes a link security controller 15.
The link security controller adapts the operation of the
network over data bus 4.
[0024] The link security controller controls the alloca-
tion of link-level addresses to the nodes 3. The link se-
curity controller has a pool of addresses available to it
and stores a record of which of those have been allocated
to nodes 3. When a new node connects to the network
it is allocated one of the unallocated addresses from the
pool. Additionally, from time to time the link security con-
troller changes the addresses allocated to the nodes. It
does this by selecting another unallocated address from
the pool, passing it to the node whose address is to be
changed and then storing that address as being allocated
and the address previously allocated to that node as be-
ing unallocated. When an address is allocated to a node
it stores it in store 17 and then uses it as described above.
[0025] When the link security controller 15 allocates
an address to a node it transmits that address to the node
in encrypted form, by means of the previously established
encryption system using units 11 and 18. Thus nodes
listening on link 4 cannot determine the new address al-
located to the node. This may be impossible when the
node is first allocated an address since at that stage en-
cryption may not have been established for that node. In
that situation the security controller allocates the node’s
initial address in plain transmission and then, once en-
cryption has been established, allocates another address
over the encrypted channel.
[0026] The link security controller determines when to
change the addresses allocated to nodes. It may do so
randomly or pseudo randomly, or periodically. It is pre-
ferred that it changes the nodes’ addresses one by one
at random intervals. The time between address changes
can conveniently be selected to balance the increased
security that derives from the address change with the
additional traffic and processing involved in an address
change. This will depend on the network conditions.
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[0027] The link security controller selects new ad-
dresses randomly or pseudo randomly from the pool of
addresses.
[0028] As a result of these features, someone listening
on the link 4 cannot easily keep track of which address
is allocated to which node. Therefore, he cannot monitor
what volume of traffic is passing to which node.
[0029] When an address is changed the store 14 is
updated. There are two options. If the node whose ad-
dress is changed is to keep the same encryption key as
it had before then the list in store 14 is updated to asso-
ciate that node’s new address with its previous key or
key pair. Alternatively, the node’s encryption key may be
changed at the same time as its address is changed. In
that case the record stored in store 14 for the previous
address is deleted and a new record is added to associate
the new address with the new key or key pair.
[0030] To provide additional security, the hub 2 may
be arranged to transmit data to the nodes in a random
or pseudo random order. The data is sent to the nodes
in discrete units, such as frames or packets. When such
data is to be transmitted to the nodes the order in which
the units are sent is determined at random (or pseudo
randomly) by the hub 2. Then the order in which the nodes
are addressed is substantially unpredictable to a listener
on the link. This provides additional security.
[0031] The network has a further security feature. Traf-
fic generator 21 is capable of generating spurious traffic
that can be carried over link 4. It does this during times
when the link would otherwise be idle. The spurious traffic
could have any content, but it is conveniently random or
pseudo random. The spurious traffic is formed into ad-
dressed messages, as for other traffic over the link, but
is addressed to addresses that are unallocated, so that
it is not picked up by any of the nodes. The result of this
is that a listener on the link cannot tell how much traffic
there is on the link, because the link appears to be fully
or almost fully utilised all the time.
[0032] The systems described above are most con-
veniently implemented in packet-switched networks, al-
though they could also be used in networks of other types.
[0033] One suitable platform for implementing the sys-
tems described above is the Ethernet Passive Optical
Network (EPON) currently being standardised in the
IEEE802.3ah Ethernet First Mile (EFM) task force.
[0034] Ethernet PON is a point-to-multipoint network
used to send Ethernet frames. It is planned to use the
broadcast and select method for downstream traffic and
a time division multiple access method for upstream traf-
fic. There will be a PHY ID address which will be used in
broadcasting Ethernet frames to destination nodes and
whereby the destination nodes can select the frames they
should decode. The PHY ID will be included at the be-
ginning of an Ethernet frame. The structure of the Ether-
net frame will then be:

PHY ID
MAC ADDRESS

---FIELDS---
---DATA---
---OTHER FIELDS---

[0035] All information except the PHY ID is to be en-
crypted. The PHY ID is an identifier that identifies which
node is to receive the frame. The PHY ID thus also indi-
cates which encryption and decryption keys are to be
used for the frame.
[0036] In a system of this type the process for changing
the PHY ID to implement the address changing function
of the security controller 15 as described above is:

1. A "New PHY ID" command is sent to the destina-
tion node whose address is to be changed. The com-
mand is sent in a frame that is addressed using the
node’s current (old) PHY ID and is encrypted using
the encryption key appropriate to that node. The
command includes, in the encrypted part of the
frame, the new PHY ID for the node. This new PHY
ID is linked to the existing encryption key, although
the key could also be changed at the same time (in
the same command as instructs the node to change
address), to further increase security.
2. At the destination node the command is identified
as being addressed to it, and is decrypted and inter-
preted. The destination node then adopts the new
PHY ID and, if present, the new encryption key.

[0037] The present invention is preferably implement-
ed over a shared data link, since in that situation it can
provide additional advantages, but it could be implement-
ed over links of other types. The data link could be any
suitable form of data channel.
[0038] The applicant hereby discloses in isolation each
individual feature described herein and any combination
of two or more such features, to the extent that such
features or combinations are capable of being carried
out based on the present specification as a whole in the
light of the common general knowledge of a person
skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed
herein, and without limitation to the scope of the claims.
The applicant indicates that aspects of the present in-
vention may consist of any such individual feature or com-
bination of features. In view of the foregoing description
it will be evident to a person skilled in the art that various
modifications may be made within the scope of the in-
vention which is defined by the appended claims.

Claims

1. A communication system (1) comprising:

a plurality of communication nodes connected
by a data link;
a communication controller (13) for allocating
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link-level addresses to the communication
nodes whereby the nodes may be identified for
communications over the link;

the communication controller (13) being arranged to
change from time to time the addresses allocated to
each communication node (3) and transmit the newly
allocated address to the respective node in encrypt-
ed form.

2. A communication system as claimed in claim 1,
wherein communications over the link comprise an
address part indicating the address of the one of the
nodes to which the respective communication is di-
rected and a payload part.

3. A communication system as claimed in claim 2,
wherein the address part is not encrypted.

4. A communication system as claimed in claim 2 or 3,
wherein the payload part is encrypted.

5. A communication system as claimed in any preced-
ing claim, wherein communications over the link are
in the form of data packets.

6. A communication system as claimed in any preced-
ing claim, wherein the communication system com-
prises a data distribution unit (2) connected between
the data link (4) and at least one external data source
for forwarding data from the data source to the nodes
via the data link.

7. A communication system as claimed in claim 6,
wherein the data distribution unit is arranged to for-
ward the data to the nodes in a random or pseudo-
random order.

8. A communication system as claimed in claim 6 or 7,
wherein the data distribution unit (2) comprises a traf-
fic generator (21) which is arranged to, at at least
some times when it would otherwise not be trans-
mitting data to the nodes, transmit over the link com-
munications addressed to an address that is not al-
located to any of the nodes.

9. A communication system as claimed in any preced-
ing claim, wherein a node (3) is arranged to store
the address allocated to it and to ignore communi-
cations on the data channel addressed to addresses
other than that address.

10. A communication system as claimed in any preced-
ing claim, wherein the link is an Ethernet link.

11. A communication system as claimed in claim 10,
wherein the link-level addresses are Ethernet PHY
ID addresses.

12. A method for communicating data in a communica-
tion system (1) the communication system compris-
ing a plurality of communication nodes connected
by a data link and a communication controller; the
method comprising:

the communication controller (13) allocating
link-level addresses to the communication
nodes (3) whereby the nodes may be identified
for communications over the link;
the communication controller (13) changing
from time to time the addresses allocated to
each communication node (3) and transmitting
the newly allocated address to the respective
node in encrypted form.

Patentansprüche

1. Kommunikationssystem (1), umfassend:

mehrere Kommunikationsknoten, die durch ei-
ne Datenverbindung verbunden sind;
eine Kommunikationssteuerung (13) zum Zu-
weisen von Link-Level-Adressen an die Knoten,
wodurch die Knoten für Kommunikationen über
die Verbindung identifizierbar sind;

wobei die Kommunikationssteuerung (13) zum Än-
dern der Adressen, die jedem Kommunikationskno-
ten (3) zugewiesen sind, von Zeit zu Zeit und Über-
tragen der neu zugewiesenen Adressen an die je-
weiligen Knoten in verschlüsselter Form angeordnet
ist.

2. Kommunikationssystem nach Anspruch 1, wobei
Kommunikationen über die Verbindung ein Adres-
senteil, das die Adresse des einen der Knoten an-
gibt, an den die jeweilige Kommunikation gerichtet
ist, und ein Nutzdatenteil umfassen.

3. Kommunikationssystem nach Anspruch 2, wobei
das Adressenteil nicht verschlüsselt ist.

4. Kommunikationssystem nach einem der Ansprüche
2 oder 3, wobei das Nutzdatenteil verschlüsselt ist.

5. Kommunikationssystem nach einem der vorherge-
henden Ansprüche, wobei Kommunikationen über
die Verbindung in der Form von Datenpaketen vor
sich gehen.

6. Kommunikationssystem nach einem der vorherge-
henden Ansprüche, wobei das Kommunikationssy-
stem eine Datenverteilungseinheit (2), die zwischen
der Datenverbindung (4) und zumindest einer exter-
nen Datenquelle verbunden ist, zum Weiterleiten
von Daten von der Datenquelle über die Datenver-

7 8 



EP 1 502 384 B1

6

5

10

15

20

25

30

35

40

45

50

55

bindung an die Knoten umfasst.

7. Kommunikationssystem nach Anspruch 6, wobei die
Datenverteilungseinheit zum Weiterleiten der Daten
an die Knoten in einer zufälligen oder pseudozufäl-
ligen Ordnung angeordnet ist.

8. Kommunikationssystem nach einem der Ansprüche
6 oder 7, wobei die Datenverteilungseinheit (2) einen
Verkehrsgenerator (21) umfasst, der zum zumindest
zeitweiligen, wenn er sonst keine Daten an die Kno-
ten übertragen würde, Übertragen von Kommunika-
tionen, die an eine Adresse gerichtet sind, welche
keinem der Knoten zugewiesen ist, über die Verbin-
dung angeordnet ist.

9. Kommunikationssystem nach einem der vorherge-
henden Ansprüche, wobei ein Knoten (3) zum Spei-
chern der Adresse, die ihm zugewiesen ist, und Igno-
rieren von Kommunikationen auf dem Datenkanal,
die an eine andere als diese Adresse gerichtet sind,
angeordnet ist.

10. Kommunikationssystem nach einem der vorherge-
henden Ansprüche, wobei die Verbindung eine
Ethernet-Verbindung ist.

11. Kommunikationssystem nach Anspruch 10, wobei
die Link-Level-Adressen PHY ID Ethernet-Adressen
sind.

12. Verfahren zum Übertragen von Daten in einem Kom-
munikationssystem (1), wobei das Kommunikations-
system mehrere Kommunikationsknoten, die durch
eine Datenverbindung verbunden sind, und eine
Kommunikationssteuerung umfasst, das Verfahren
umfassend:

Zuweisen von Link-Level-Adressen durch die
Kommunikationssteuerung (13) an die Kommu-
nikationsknoten (3), wobei die Knoten für Kom-
munikationen über die Verbindung identifizier-
bar sind;
Ändern der Adressen, die jedem Kommunikati-
onsknoten (3) zugewiesen sind, von Zeit zu Zeit
durch die Kommunikationssteuerung (13) und
Übertragen der neu zugewiesenen Adressen an
die jeweiligen Knoten in verschlüsselter Form.

Revendications

1. Système de communication (1) comportant :

une pluralité de noeuds de communication con-
nectés par une liaison de données ;
un contrôleur de communication (13) pour af-
fecter des adresses de niveau de liaison aux

noeuds de communication, moyennant quoi les
noeuds peuvent être identifiés pour des com-
munications sur la liaison ;
le contrôleur de communication (13) étant agen-
cé pour changer, à certaines occurrences, les
adresses affectées à chaque noeud de commu-
nication (3) et pour transmettre l’adresse nou-
vellement affectée au noeud respectif sous une
forme chiffrée.

2. Système de communication selon la revendication
1, dans lequel des communications sur la liaison
comportent une partie d’adresse indiquant l’adresse
dudit un noeud auquel la communication respective
est adressée et une partie de données utiles.

3. Système de communication selon la revendication
2, dans lequel la partie d’adresse n’est pas chiffrée.

4. Système de communication selon la revendication
2 ou 3, dans lequel la partie de données utiles est
chiffrée.

5. Système de communication selon l’une quelconque
des revendications précédentes, dans lequel les
communications sur la liaison ont la forme de pa-
quets de données.

6. Système de communication selon l’une quelconque
des revendications précédentes, dans lequel le sys-
tème de communication comporte une unité de dis-
tribution de données (2) connectée entre la liaison
de données (4) et au moins une source de données
externe pour acheminer des données de la source
de données aux noeuds via la liaison de données.

7. Système de communication selon la revendication
6, dans lequel l’unité de distribution de données est
agencée pour acheminer les données aux noeuds
dans un ordre aléatoire ou pseudo-aléatoire.

8. Système de communication selon la revendication
6 ou 7, dans lequel l’unité de distribution de données
(2) comporte un générateur de trafic (21) lequel est
agencé pour, au moins à quelques occurrences dans
lesquelles il ne transmettrait habituellement pas de
données aux noeuds, transmettre, sur la liaison, des
communications adressées à une adresse qui n’est
pas affectée à un quelconque des noeuds.

9. Système de communication selon l’une quelconque
des revendications précédentes, dans lequel un
noeud (3) est agencé pour stocker l’adresse qui lui
est affectée et pour ignorer les communications sur
le canal de données, adressées à des adresses dis-
tinctes de cette adresse.

10. Système de communication selon l’une quelconque
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des revendications précédentes, dans lequel la
liaison est une liaison Ethernet.

11. Système de communication selon la revendication
10, dans lequel les adresses de niveau de liaison
sont des adresses d’identification physique PHY ID
d’Ethernet.

12. Procédé pour communiquer des données dans un
système de communication (1), le système de com-
munication comportant une pluralité de noeuds de
communication connectés par une liaison de don-
nées et un contrôleur de communication ; le procédé
comportant les étapes dans lesquelles : le contrôleur
de communication (13) affecte des adresses de ni-
veau de liaison aux noeuds de communication (3),
moyennant quoi les noeuds peuvent être identifiés
pour des communications sur la liaison ;
le contrôleur de communication (13) changeant, à
certaines occurrences, les adresses affectées à cha-
que noeud de communication (3) et transmettant
l’adresse nouvellement affectée au noeud respectif
sous une forme chiffrée.
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