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(57) A usage right which a user purchases is man-
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formation which is a part of the usage right is sent from

the right management server (20a) to a user terminal
(30a). The user terminal (30a) controls usage of content
based on this license information.
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Description
Technical Field

[0001] The present invention relates to a content us-
age management system and the like, and more partic-
ularly to a content usage management system and the
like for distributing license information, which permits a
user who requests content usage to use the content on
the user's terminal apparatus under a certain usage
rule, from a management apparatus to the terminal ap-
paratus via a communication network.

Background Art

[0002] Inrecent years, systems for distributing digital
works such as music, video and games via the Internet,
digital broadcasting or the like have been developed,
and some of them are now in a phase for practical use.
For distributing these types of contents, methods of us-
age control for restricting the number of reproductions
(playbacks), moving and copying of such contents for
distribution have also been under study from a viewpoint
of copyright protection.

[0003] As disclosed in Japanese Laid-Open Patent
Application No. 2000-48076, a conventional digital con-
tent distribution system has been modeled so that a user
terminal can manage the whole content usage rule for
each user by distributing it to the user terminal along
with the content.

[0004] For example, when a user purchases a right to
view a movie "Matrix"® 3 times, the user terminal re-
ceives a usage rule indicating that ""Matrix" can be
viewed 3 times" along with the content of the movie "Ma-
trix" from a distribution server, and manages the repro-
duction of the content under this usage rule. After dis-
tributing the usage rule to the user terminal, the distri-
bution server is no longer involved in the usage rule for
the user.

[0005] When the content "Matrix" is viewed, the user
terminal performs processing of decrementing by 1 the
number of views permitted under the usage rule man-
aged by the user terminal itself every time the content
is viewed once, and performs processing of disabling
any views at the time when the permitted number of
views becomes 0.

[0006] As described above, in the conventional digital
content distribution system, the user terminal manages
the whole content usage rule for each user.

[0007] However, in the conventional art, complicated
usage rule management is absolutely required on the
user terminal when it manages the whole usage rule for
each user. Incorporation of such a function into a user
terminal can put an enormous load on portable devices
such as a mobile phone, consumer electronics and the
like.

[0008] If the user terminal manages the whole usage
rule for a user, it accesses a server apparatus only once
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when it distributes the usage rule to the user. As a result,
the server apparatus can hardly grasp information on
whether the user has actually used the content or how
often he used it (hereinafter referred to as "usage sta-
tus"), nor make good use of such information for the fu-
ture distribution service of contents and usage rule.
[0009] In addition, if the user terminal manages the
whole usage rule of a content for a user, the user cannot
view the content on other terminals than the terminal
that manages the usage rule. Therefore, there is a prob-
lem that even if the user has a plurality of terminals, the
right to view the content purchased by the user cannot
be shared by those terminals.

[0010] In sum, the conventional systems have prob-
lems that not only put a heavy load on the user's terminal
apparatus but also cannot meet demand for various
types of services for content usage.

[0011] The present invention is conceived to solve
these problems in the conventional art, and the object
of the present invention is to provide a content usage
management system and the like capable of reducing
the load on the user's terminal apparatus and further
satisfying demand for various types of services for con-
tent usage.

Disclosure of Invention

[0012] In order to solve the above problems, the con-
tent usage management system according to the
present invention is a content usage management sys-
tem comprising: a terminal apparatus for using a content
that is a digital work; and a server apparatus for man-
aging usage of the content on the terminal apparatus,
wherein the server apparatus includes: a license infor-
mation storage unit operable to store license information
indicating a usage rule of a content for each user who
uses the terminal apparatus; a license ticket generation
unit operable to generate a license ticket based on a
request from the user and send said license ticket to the
terminal apparatus, the license ticket being information
on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the
user; and a return information setting unit operable to
set return information on the license ticket generated by
the license ticket generation unit, the return information
indicating whether the license ticket needs to be re-
turned to the server apparatus or not when the right of
said license ticket lapses, and the terminal apparatus
includes: a usage request unit operable to request the
server apparatus for usage of the content according to
the user's instruction; a receiving unit operable to re-
ceive the license ticket sent from the server apparatus;
a content usage control unit operable to control the us-
age of the content under the usage rule indicated by the
received license ticket; and a license ticket return unit
operable to attempt to return the license ticket to the
server apparatus according to the return information in-
dicated by the received license ticket.
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[0013] Thanks to this structure, not only the load on
the user's terminal apparatus can be reduced, but also
demand for various types of services for content usage
can be satisfied because the server apparatus is ac-
cessed with a higher frequency due to returns of license
tickets and requests for license ticket issues.

[0014] Note thatin the present description, "usage" of
a content is used as a term including all the operations
for using the content, such as "reproduction”, "moving"
and "copying" of the content, and "printing" of the con-
tent such as an electronic book.

[0015] Here, in the content usage management sys-
tem according to the present invention, it is preferable
that the usage request unit requests the server appara-
tus for the usage of the content by sending an instructed
usage amount of the content to the server apparatus,
and that the license ticket generation unit generates the
license ticket based on the instructed usage amount
sent from the usage request unit and sends said license
ticket to the terminal apparatus.

[0016] In the content usage management system ac-
cording to the present invention, the instructed usage
amount can include a number of usage times of the con-
tent, or include cumulative usage time of the content.
[0017] In the content usage management system ac-
cording to the present invention, the usage rule indicat-
ed by the license ticket can include an effective period
of said license ticket, the effective period being set as a
part or a whole of an effective period defined under the
usage rule indicated by the license information.

[0018] In the content usage management system ac-
cording to the present invention, the usage request unit
may send capability information and the instructed us-
age amount to the server apparatus, the capability in-
formation indicating capability of the terminal apparatus
to control the usage of the content, and the license ticket
generation unit may generate the license ticket based
on the capability information sent from the usage re-
quest unit and send said license ticket to the terminal
apparatus.

[0019] In the content usage management system ac-
cording to the present invention, the capability informa-
tion can include information indicating whether the ter-
minal apparatus has a secure clock or not.

[0020] In the content usage management system ac-
cording to the present invention, the capability informa-
tion may include information indicating whether the ter-
minal apparatus has a unit for writing onto a secure re-
cording medium or not.

[0021] In the content usage management system ac-
cording to the present invention, upon receipt of the ca-
pability information from the usage request unit, the li-
cense ticket generation unit can include license ticket
status information into the license ticket and send said
license ticket to the terminal apparatus, the license ticket
status information instructing how to handle the license
ticket on the terminal apparatus depending on the ca-
pability indicated by the capability information.
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[0022] In the content usage management system ac-
cording to the presentinvention, the license ticket status
information may include a flag indicating that the license
ticket must be consumed immediately without being
written onto a recording medium.

[0023] Note that the presentinvention can be realized
not only as such a content usage management system
and a digital content distribution system as mentioned
above, but also as a server apparatus and a terminal
apparatus included in these systems, as a content us-
age management method including steps executed by
the characteristic units included in these server appara-
tus and terminal apparatus, or as a program for causing
a computer to execute these steps. It goes without say-
ing that such a program can be distributed via a record-
ing medium such as a CD-ROM or a transmission me-
dium such as the Internet.

Brief Description of Drawings
[0024]

Fig. 1 is a block diagram showing an overview of a
configuration of a digital content distribution system
in a first embodiment of the present invention.

Fig. 2 is a diagram showing a format structure of
content data 60 as shown in Fig. 1.

Fig. 3 is a functional block diagram showing a spe-
cific structure of a right management server 20a as
shown in Fig. 1.

Fig. 4 is a diagram showing a specific structure of
a user information database 21 as shown in Fig. 3.
Fig. 5 is a diagram showing a specific structure of
a usage right database 22a as shown in Fig. 3.
Fig. 6 is a diagram showing a specific structure of
a LT80a as shown in Fig. 1.

Fig. 7 is a diagram showing relationship between a
LT effective period limit 2225a of a usage right 222a
and a LT effective period 821a set for a LT 80a.
Fig. 8 is a functional block diagram showing a spe-
cific structure of a user terminal 30a as shown in
Fig. 1.

Fig. 9 is a diagram showing a specific structure of
a LT issue request 70a as shown in Fig. 1.

Fig. 10 is a diagram showing a specific structure of
a LT return request 90a as shown in Fig. 1.

Fig. 11 is a flowchart showing operation of a LT ac-
quisition process.

Fig. 12 is a diagram showing a structure of a menu
screen displayed by a GUI 313.

Fig. 13 is a flowchart showing a subroutine in a LT
issue/no-issue judgment process (S1004) as
shown in Fig. 11.

Fig. 14 is a flowchart showing operation of a content
reproduction process.

Fig. 15 is a flowchart showing a subroutine in a LT
return/delete process as shown in Fig. 14.

Fig. 16 is a flowchart showing operation of a LT re-
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turn process.

Fig. 17 is a flowchart showing a subroutine in a us-
age right delete process as shown in Fig. 16.

Fig. 18 is a block diagram showing an overview of
a configuration of a digital content distribution sys-
tem 1b in a second embodiment of the present in-
vention.

Fig. 19 is a diagram showing structural features of
the digital content distribution system 1b.

Fig. 20 is a functional block diagram showing a spe-
cific structure of a right management server 20b as
shown in Fig. 18.

Fig. 21 is a diagram showing a specific structure of
a license data database 22b as shown in Fig. 20.
Fig. 22 is a diagram showing a specific structure of
a rule table 22c further held by the license data da-
tabase 22b as shown in Fig. 20.

Fig. 23 is a diagram showing a specific structure of
a LT80b as shown in Fig. 18.

Fig. 24 is a functional block diagram showing a spe-
cific structure of a user terminal 30b as shown in
Fig. 18.

Fig. 25 is a diagram showing a specific structure of
a LD issue request 70b as shown in Fig. 18.

Fig. 26 is a diagram showing a specific structure of
a LD return request 90b as shown in Fig. 18.

Fig. 27 is a flowchart showing operation of a LD ac-
quisition process.

Fig. 28 is a diagram showing a structure of a menu
screen displayed by a GUI 313.

Fig. 29 is a flowchart showing a subroutine in a to-
be-issued LD generation process (S2005) as
shown in Fig. 27.

Fig. 30 is a flowchart showing a subroutine in an
immediate usage flag/on-usage-end return flag set-
ting process (S2105) as shown in Fig. 29.

Fig. 31 is a flowchart showing a subroutine in an on-
right-lapse return flag setting process (S2106) as
shown in Fig. 29.

Fig. 32 is a flowchart showing operation of a content
reproduction process.

Fig. 33 is a flowchart showing a subroutine in an on-
usage-end LD return process (S2220) as shown in
Fig. 32.

Fig. 34 is a flowchart showing a subroutine in an on-
usage-right-lapse LD return/delete  process
(S2215) as shown in Fig. 32.

Fig. 35 is a flowchart showing operation of a LD re-
turn process.

Fig. 36 is a diagram showing another structural fea-
ture of the digital content distribution system 1b.
Fig. 37 is a diagram showing still another structural
feature of the digital content distribution system 1b.
Fig. 38 is a diagram showing a specific structure of
a LD return/issue request.
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Best Mode for Carrying Out the Invention
(First Embodiment)

[0025] Fig. 1 is a block diagram showing an overview
of a configuration of a digital content distribution system
in a first embodiment of the present invention.

[0026] As shown in Fig. 1, the digital content distribu-
tion system 1a is a system for protecting copyrights on
content by distributing digital works (contents) encrypt-
ed by a content distributor o who is involved in content
distribution to a user f3, or distributing based on the us-
er's request a license ticket (hereinafter also referred to
as "LT") which allows content usage, under the usage
right (license) managed by the content distributor o for
every content purchased by the user B, so that the user
can use the content within the limits of usage rule in-
cluded in the LT. The digital content distribution system
1a is equipped with at least one content server 10, at
least one right management server 20a, at least one us-
er terminal 30a and a transmission channel 40 for con-
necting the content server 10, the right management
server 20a and the user terminal 30a so as to commu-
nicate with each other.

[0027] The content server 10 is a computer apparatus
which is placed on the content distributor o side. More
specifically, the content server 10 holds in advance a
plurality of content data 60 in which each content en-
crypted with an encryption key is associated with its con-
tent ID, and distributes the requested content data 60 to
the user terminal 30a which sent the content distribution
request.

[0028] Fig. 2 is a diagram showing the format struc-
ture of the content data 60 as shown in Fig. 1.

[0029] As shown in Fig. 2, the content data 60 in-
cludes acontentID 61, encrypted content 62 and others.
The content ID 61 is an ID for identifying a content
uniquely in the digital content distribution system 1a.
The encrypted content 62 is a content, such as music
data and video data, which is encrypted by an encryp-
tion key. Therefore, a content decryption key which is
paired with the encryption key is needed for reproducing
(using) the content.

[0030] Note that a content to be encrypted is not lim-
ited to music data and video data, but may be a digital
content such as an electronic newspaper, an electronic
magazine, an electronic book, an electronic map, an
electronic dictionary, a still picture, a game, computer
software. Also, this first embodiment will be explained
assuming that the content data 60 is acquired via the
transmission channel 40, but the content data 60 does
not always need to be acquired in this manner and it
may be acquired via a recording medium such as a
CD-ROM.

[0031] The right management server 20a is a compu-
ter apparatus which is also placed on the content dis-
tributor o side, as with the content server 10, and man-
ages content usage right of the user f who receives con-
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tent distribution service. More specifically, the right man-
agement server 20a manages the usage right for each
content purchased by the user B so as to distribute a
part or a whole of the usage right, the content decryption
key and others as a LT80a to the user terminal 30a in
response to a LT issue request 70a from the user B, or
receive a LT return request 90a including the LT, an iden-
tifier indicating the return of the LT and the like from the
user terminal 30a and update the usage right. Note that
the LT 80a and others will be explained later in detail.
[0032] The userterminal 30ais a computer apparatus
which is placed on the user 3 side and receives content
distribution service. More specifically, the user terminal
30a sends a content distribution request to the content
server 10 to receive distribution of the content data 60
from the content server 10. Or, it sends the LT issue re-
quest 70a to the right management server 20a for using
the content and receives the LT 80a so as to reproduce
the content within the limits of the LT usage rule included
in the LT 80a, or sends the LT return request 90a to the
right management server 20a.

[0033] The transmission channel 40 is a cable or wire-
less transmission channel, and connects the right man-
agement server 20a and the content server 10 and the
user terminal 30a so as to communicate with each other.
[0034] Note thatinorderto preventtapping and spoof-
ing when sending a request such as the above-men-
tioned LT issue request 70a and the LT return request
90a, the user terminal 30a is structured so as to share
a session key with the right management server 20a us-
ing a two-way authentication type protocol such as SSL
(Secure Sockets Layer), carry out cipher communica-
tion of requests from the user terminal 30a and respons-
es from the right-management server 20a such as a LT
80a using this session key, and thus establish an SAC
(Secure Authenticated Channel).

[0035] Fig. 3isafunctional block diagram showing the
specific structure of the right management server 20a
as shown in Fig. 1.

[0036] Asshownin Fig. 3, the right management serv-
er 20a includes a user information database 21, a usage
right database 22a, a user identification unit 23, a LT
generation unit 24a, a return flag setting unit 25a, a LT
analysis unit 26a, a usage right update unit 27a, a com-
munication unit 28 and others.

[0037] The user information database 21 is a data-
base (hereinafter referred to also as "DB") for managing
the user ID which is unique to a user B registered as a
member of this digital content distribution system 1a and
the terminal ID which is unique to the user terminal used
by the user B by associating them with each other.
[0038] Fig. 4 is a diagram showing the specific struc-
ture of the user information database 21.

[0039] As shown in Fig. 4, the user information data-
base 21 is a database for managing which user terminal
30a the user B owns, and includes a user ID 211, a ter-
minal ID 212 and others.

[0040] TheuserID 211 is an ID for identifying the user
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B uniquely in the digital content distribution system 1a.
The terminal ID 212 is an ID for identifying the user ter-
minal 30a uniquely in the digital content distribution sys-
tem 1a.

[0041] Fig. 4 shows that a user f who is identified with
a user ID "XXXAAA" has two terminals, a terminal with
a terminal ID "XXX111" and a terminal with a terminal
ID "XXX222". It also shows that a user f who is identified
with a user ID "XXXBBB" has only a terminal with a ter-
minal ID "XXX333".

[0042] Datais stored in the userinformation database
21 when the user B performs processing for his mem-
bership registration in order to receive content distribu-
tion services under the operation of the content distrib-
utor o.. This membership registration processing may be
performed by communicating with the content distribu-
tor o via the transmission channel 40, or through any
other means such as sending a document for member-
ship registration. In the membership registration
processing, the content distributor o first allocates a us-
er ID 211 to a user B. Then, the terminal ID 212 of the
user terminal 30 owned by the user B is notified to the
content distributor o by communication, a document or
the like, and the notified terminal ID 212 and the user ID
211 allocated to the user 3 are stored in the user infor-
mation database 21 by associating them with each oth-
er. As aresult of performing the above-described mem-
bership registration processing, the user information da-
tabase 21 as shown in Fig. 4 is constructed.

[0043] The usage right database 22a as shown in Fig.
3 is a database for managing the usage right 222a of
the content purchased by the user § and the user ID by
associating them with each other.

[0044] Fig. 5 is a diagram showing the specific struc-
ture of the usage right database 22a.

[0045] As shown in Fig. 5, the usage right database
22a includes a user ID 221a for identifying a user j3, a
usage right 222a indicating the details of the usage right
purchased by the user, and others.

[0046] The usage right 222a includes a usage right ID
2221a that is the ID for the usage right 222a, a content
ID 2222a of a content endowed with the usage right
222a, a content decryption key 2223a for decrypting the
content, usage right effective period 2224a indicating
the effective period of the usage right 222a, a LT effec-
tive period limit 2225a for limiting the LT effective period
for a LT 80a to the usage right effective period 2224a or
the shorter period, a permitted number of reproductions
2226a indicating how many times the content can be
reproduced, a permitted number of LT issues 2227a in-
dicating how many LTs 80a can be issued under the us-
age right 222a, and the number of issued LTs 2228a in-
dicating how many LTs 80a have been issued to the user
terminal 30a.

[0047] For example, Fig. 5 shows the case where a
user B identified with a user ID 211a of "XXXAAA" holds
two usage rights 222a identified with usage right IDs
2221a of "XXX001" and "XXX002". It shows that the us-
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age right 222a with the usage right ID 2221a of
"XXX001" is a right to a content identified with a content
ID 61 of "XXX111", a content decryption key 2223a for
decrypting the content is "XXX221", the effective period
of the wusage right is "2002/05/01.12.00.00~
2003/04/30.12.00.00", the LT effective period limit
2225ais "1 day", the remaining permitted number of re-
productions for the content is "5 times", the number of
LTs 80a which can be issued under the usage right 222a
is "=o" (an infinite number of LTs 80a can be issued), and
the number of issued LTs 80a is "2". On the other hand,
it shows that the usage right 222a identified with the us-
age right ID 2221a of "XXX002" is a right to a content
identified with the content ID 61 of "XXX112", a content
decryption key 2223a for decrypting the content is
"XXX222", the effective period of the usage right is
"2002/05/01.12.00.00~2003/04/30/12.00.00", the LT
effective period limit 2225a is "no limited", the remaining
permitted number of reproductions for the contentis "10
times", the number of LTs 80a which can be issued un-
der the usage right 222ais "3", and the number of issued
LTs 80a is "0".

[0048] Also, a user f identified with a user ID 211a of
"XXXBBB" holds one usage right 222a identified with
the usage right ID 2221a of "XXX003". It shows that the
usage right 222a identified with the usage right ID 2221a
of "XXX003" is a right to a content identified with a con-
tent ID 61 of "XXX113", a content decryption key 2223a
for decrypting the content is "XXX223", the effective pe-
riod of the usage right is "2003/01/01.00.00.00 ~
2003/12/31.24.00.00", the LT effective period limit
2225a is "2 days", the remaining permitted number of
reproductions for the content is "8 times", the number of
LTs 80a which can be issued under the usage right 222a
is "3", and the number of issued LTs 80a is "0".

[0049] Here, the LT effective period limit 2225a is in-
formation set by a content distributor o. for basically set-
ting the LT effective period shorter than the user's own
usage right effective period. To be more specific, the LT
effective period limit 2225a is the period for which the
right may be used on the user terminal 30a after the right
management server 20a issued the right. For example,
the period shorter than the usage right effective period
22244, such as 1 day, 2 days and 1 week, is set, or no
limited, namely, the same period as the usage right ef-
fective period 2224a is set. Since this LT effective period
limit 2225s set by the content distributor o causes the
effective period of the LT 80a to expire, the LT effective
period limit 2225a set to be shorter makes it possible to
change the frequency of accesses via a LT return re-
quest 90a and a LT issue request 70a to the right man-
agement server 20a.

[0050] Also, the permitted number of reproductions
2226a is decremented by the number cut out (issued)
as LTs 80a from the initial value at the time of a user's
purchase, and incremented by the number returned as
the LTs 80a by the LT return request 90a.

[0051] The initial value of the number of issued LTs
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2228ais "0", and itis incremented by "1" when the right
management server 20a issues the LT 80a to the user
terminal 30a, and itis decremented by "1" when the user
terminal 30a returns the LT 80a to the right management
server 20a.

[0052] Upon receipt of the LT issue request 70a and
the LT return request 90a sent from the user terminal
30a via the communication unit 28, the user identifica-
tion unit 23 as shown in Fig. 3 identifies a user B (user
ID) based on the terminal ID included in the received LT
issue request 70a and the LT return request 90a, with
reference to the user information database 21.

[0053] The LT generation unit 24a is a means for gen-
erating a main part of a LT 80a from a usage right man-
aged by the usage right database 22a when it receives
the LT issue request 70a sent from the user terminal 30a
via the communication unit 28.

[0054] The return flag setting unit 25a is a means for
setting information of "Return required" or "No return re-
quired" on areturn flag included in the LT 80a generated
by the LT generation unit 24a. To be more specific, the
return flag setting unit 25a sets a return flag to "Return
required” in at least one of the cases where the permit-
ted number of LT issues included in the usage right
which is managed in the usage right database 22a and
the source of the generated LT 80a is a finite value and
where the expiration time of the LT effective period set
for the LT 80a is earlier than that of the usage right ef-
fective period, while it sets to "No return required" when
the permitted umber of LT issues is "=" and the expira-
tion time of the LT effective period is same as that of the
usage right effective period.

[0055] Fig. 6 is a diagram showing the specific struc-
ture of the LT80a generated by the LT generation unit
24a and the return flag setting unit 25a.

[0056] As shown in Fig. 6, the LT 80a includes a LT
header 81a, a LT usage rule 82a and a content decryp-
tion key 83a.

[0057] The LT header 81a includes a usage right ID
811a, a content ID 812a and a return flag 813a.

[0058] In the usage right ID 811a, a usage right ID
2221a of a usage right 222a which is the source of an
issued LT 80a is stored.

[0059] In the content ID 812a, a content ID of a con-
tent which can be reproduced using the LT 80a is stored.
[0060] In the return flag 813a, information indicating
whether the LT 80a needs to be returned to the right
management server 20a or not is described. Note that
the return flag setting unit 25a sets the information for
the return flag 813a. The user terminal 30a judges
whether it returns the LT 80a to the right management
server 20a or not based on the return flag 813a.
[0061] The LT usage rule 82a includes a LT effective
period 821a and the permitted number of reproductions
822a.

[0062] In the LT effective period 821a, the period for
which the LT 80a is effective is stored. This LT effective
period 821a is determined based on the usage right ef-
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fective period 2224a and the LT effective period limit
2225a of the usage right 222a, and the time when the
communication unit 28 receives the LT issue request
70a.

[0063] In the permitted number of reproductions
822a, the number of times that content can be repro-
duced is stored.

[0064] Inthe contentdecryption key 83a, a key for de-
crypting the content is stored.

[0065] The LT 80a structured as mentioned above is
sent from the right management server 20a to the user
terminal 30a, and the user terminal 30a reproduces a
content using this LT 80a.

[0066] Here, how to generate the LT effective period
821a will be explained in more detail.

[0067] Fig. 7 is adiagram showing the relationship be-
tween the LT effective period limit 2225a of the usage
right 222a and the LT effective period 821a set for the
LT 80a.

[0068] First, it will be explained the case where the LT
effective period limit 2225a in the usage right database
22a (1 day, 2 days or so, for instance) is shorter than
the usage right effective period 2224a and the timing of
receiving the LT issue request 70a from a user f is close
to the effective time of the usage right effective period
2224a (the case as shown in (a) of Fig. 7). To be more
specific, as shown in (a) of Fig. 7, it is the case where
the time of receiving the LT issue request 70a (request
time) is earlier than the effective time of the usage right
effective period 2224a and the expiration time of the LT
effective period limit 2225a starting at the request time
is later than the effective time of the usage right effective
period 2224a. In this case, the start time (effective time)
of the usage right effective period 2224a held by the user
B is set as the start time (effective time) of the LT effec-
tive period 821a and the expiration time of the LT effec-
tive period limit 2225a starting at the request time (the
request time + LT effective period limit 22253a) is set as
the expiration time of the LT effective period 821a.
Therefore, in this case, the LT effective period 821a of
the LT 80a is shorter than the LT effective period limit
2225a.

[0069] Next, it will be explained the case where the
LT effective period limit 2225a in the usage right data-
base 22a is shorter than the usage right effective period
2224a and the timing of receiving the LT issue request
70a from a user f is not close to the effective time or the
expiration time of the usage right effective period 2224a
(the case as shown in (b) of Fig. 7). To be more specific,
as shown in (b) of Fig. 7, it is the case where the time
of receiving the LT issue request 70a (request time) is
later than the effective time of the usage right effective
period 2224a and the expiration time of the LT effective
period limit 2225a starting at the request time is earlier
than the expiration time of the usage right effective pe-
riod 2224a. In this case, the request time is set as the
start time (effective time) of the LT effective period 821a
and the expiration time of the LT effective period limit
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2225a starting at the request time (the request time +
LT effective period limit 2225a) is set as the expiration
time of the LT effective period 821a. Therefore, in this
case, the LT effective period 821a of the LT 80a agrees
with the LT effective period limit 2225a.

[0070] Next, it will be explained the case where the
LT effective period limit 2225a in the usage right data-
base 22a is shorter than the usage right effective period
2224a and the timing of receiving the LT issue request
70a from a user B is close to the expiration time of the
usage right effective period 2224a (the case as shown
in (c) of Fig. 7). To be more specific, as shown in (c) of
Fig. 7, it is the case where the time of receiving the LT
issue request 70a (request time) is earlier than the ex-
piration time of the usage right effective period 2224a
and the expiration time of the LT effective period limit
2225a starting at the request time is later than the expi-
ration time of the usage right effective period 2224a. In
this case, the request time is set as the start time (effec-
tive time) of the LT effective period 821a and the expi-
ration time of the usage right effective period 2224a is
set as the end time (expiration time) of the LT effective
period 821a. Therefore, in this case, the LT effective pe-
riod 821a of the LT 80a is shorter than the LT effective
period limit 2225a.

[0071] Next, the case where there is no limit to the LT
effective period limit 2225a in the usage right database
22a (the case as shown in (d) of Fig. 7) will be explained.
In this case, as shown in (d) of Fig. 7, the effective time
of the usage right effective period 2224a is set as the
start time (effective time) of the LT effective period 821a
and the expiration time of the usage right effective peri-
od 2224a is set as the end time (expiration time) of the
LT effective period 821a, regardless of the request time.
Therefore, in this case, the LT effective period 821a of
the LT 80a agrees with the usage right effective period
2224a.

[0072] Needlesstosay,inthecaseof XNY =¢, where
X satisfies Request time =X= (Request time + LT ef-
fective period limit 2225a) and Y satisfies Effective time
of Usage right effective period 2224a =Y= Expiration
time of Usage right effective period 22244, it is judged
thatthe LT effective period 821ais an empty set, namely,
the LT 80a cannot be issued.

[0073] Also, in the first embodiment, the period other
than the usage right effective period 2224a is judged to
be NG (unavailable) in the cases of (a) of Fig. 7 and (c)
of Fig. 7, but the LT effective period 821a which is same
as the LT effective period limit 2225a may be set under
a service and content provider's own rules according to
his intent.

[0074] Furthermore, the LT effective period limit
2225a is predetermined under a predetermined rule, but
it may be structured so that the LT effective period 821a
is generated variably and appropriately according to ev-
er-changing situations (such as a content holder's in-
tent, how a content is used, change of desired levels of
keeping track the content usage, and a user's content
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usage status).

[0075] The LT analysis unit 26a as shown in Fig. 3 is
a means for analyzing the details of the LT 80a returned
from the user terminal 30a.

[0076] The usage right update unit 27a updates the
details of the usage right 222a when the LT 80a is issued
to the user terminal 30a or returned from the user ter-
minal 30a. How to update the usage right 222a will be
explained later.

[0077] The communication unit 28 communicates
with the user terminal 30a via the transmission channel
40. To be more specific, the communication unit 28,
which is a communication interface for communicating
with the user terminal 30a via the transmission channel
40, analyzes a request such as a LT issue request 70a
and a LT return request 90a sent from the user terminal
30a, requests the user identification unit 23, the LT gen-
eration unit 24a and the usage right update unit 27a to
perform processing depending upon the analysis result,
distributes the LT 80a generated by the LT generation
unit 24a and the return flag setting unit 25a to the user
terminal 30a, or carries out cipher communication with
the user terminal 30a via the SAC established between
them after encrypting the above request or response
with a session key.

[0078] Fig. 8isafunctional block diagram showing the
specific structure of the user terminal 30a as shown in
Fig. 1.

[0079] As shown in Fig. 8, the user terminal 30a in-

cludes a content database 301, a LT data base 302a, a
terminal ID storage unit 303a, a LT acquisition unit 304a,
a LT return unit 305a, a LT update unit 306a, a return
flag judgment unit 307a, a content usage/no-usage
judgment unit 308a, a decryption key acquisition unit
309, a content decryption unit 310, a content reproduc-
tion unit 311, a communication unit 312, and a GUI 313.
[0080] The content database 301 is a database for
storing and managing content data 60 distributed from
the content server 10.

[0081] The LT database 302a is a database for man-
aging the LT 80a issued from the right management
server 20a securely.

[0082] The terminal ID storage unit 303a is a means
for pre-storing the terminal ID identifying the user termi-
nal 30a uniquely.

[0083] The LT acquisition unit 304a is a means for ac-
quiring the LT 80a from the right management server
20a by generating the LT issue request 70a and sending
it to the right management server 20a.

[0084] Fig. 9 is a diagram showing the specific struc-
ture of the LT issue request 70a generated by the LT
acquisition unit 304a.

[0085] As shown in Fig. 9, the LT issue request 70a
includes a LT issue request identifier 71a, a terminal ID
72, a content ID 73, a desired number of reproductions
74 and so on.

[0086] Inthe LT issue request identifier 71a, informa-
tion indicating that this data is a LT issue request 70a is
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stored. In the terminal ID 72, the terminal ID of the user
terminal 30a which sends this LT issue request 70a is
stored. In the content ID 73, the content ID of the content
which is to be reproduced using a LT 80a to be acquired
is stored. In the desired number of reproductions 74, a
value which is desired to be set as a permitted number
of reproductions of the LT 80a to be acquired is stored.
[0087] The LT return unit 305a as shown in Fig. 8 is
a means for returning the LT 80a to the right manage-
ment server 20a by generating the LT return request 90a
and sending it to the right management server 20a.
[0088] Fig. 10is a diagram showing the specific struc-
ture of the LT return request 90a generated by the LT
return unit 305a.

[0089] As shown in Fig. 10, the LT return request 90a
includes a LT return request identifier 91a, a terminal ID
92, a LT 93a and so on.

[0090] InthelLT return requestidentifier 91a, informa-
tion indicating that this data is a LT return request 90a
is stored. In the terminal ID 92, the terminal ID of the
user terminal 30a which sends the LT return request 90a
is stored. In the LT 93a, the LT to be returned itself is
stored.

[0091] The LT update unit 306a as shown in Fig. 8 is
a means for updating the details of the LT 80a. To be
more specific, the LT update unit 306a performs
processing for decrementing the value of the permitted
number of reproductions in the LT 80a by "1" after re-
producing the content.

[0092] The return flag judgment unit 307a is a means
for judging whether the LT 80a needs to be returned to
the right management server 20a or not with reference
to the return flag in the LT 80a.

[0093] The content usage/no-usage judgment unit
308a judges whether the content can be reproduced or
not with reference to the LT effective period and the per-
mitted number of reproductions in the LT 80a. To be
more specific, the content usage/no-usage judgment
unit 308a judges that the content can be reproduced
when the present time is within the LT effective period
821a and the value of the permitted number of repro-
ductions 822a is "1" or larger.

[0094] Note that it is assumed that the user terminal
30a has a secure clock function so that the content us-
age/no-usage judgment unit 308a can acquire the
present time. When the user terminal 30a does not have
aclock function, the user terminal 30a may be structured
so as to judge whether the content can be reproduced
or not based on the permitted number of reproductions
822a in the LT 80a by overriding the LT effective period
821a, or judge that the content cannot be reproduced
unconditionally.

[0095] The decryption key acquisition unit 309 is a
means for acquiring a content decryption key for de-
crypting a content.

[0096] The content decryption unit 310 is a means for
retrieving a content from the content database 301 and
decrypting the encrypted content 62 using the content
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decryption key 2223a acquired by the decryption key ac-
quisition unit 309.

[0097] The content reproduction unit 311 is a means
for reproducing the content decrypted by the content de-
cryption unit 310, and music and video are outputted
from a speaker or a display thereof not shown in the fig-
ures.

[0098] The communication unit 312 is a means for
communicating with the content server 10 and the right
management server 20a via the transmission channel
40. To be more specific, the communication unit 312 is
a communication interface that communicates with the
content server 10 and the right management server 20a
via the transmission channel 40, and analyzes respons-
es such as content data 60 sent from the content server
10 and a LT 80a sent from the right management server
20a, requests the content database 301, the LT acqui-
sition unit 304a and the GUI 313 to perform processing
depending upon the analysis result, sends the LT issue
request 70a generated by the LT acquisition unit 304a
and the LT return request 90a generated by the LT return
unit 305a to the right management server 20a, or carries
out cipher communication with the right management
server 20a via the SAC established between them after
encrypting the above-mentioned requests and respons-
es with a session key.

[0099] The GUI 313 includes a liquid crystal display
and a user operation/input unit such as a keyboard and
a mouse, and displays various buttons and information
for visual and easy judgment on the liquid crystal display
and accepts user's instructions via the user operation/
input unit.

[0100] Next, operation of each unit in the digital con-
tent distribution system 1a will be explained step by step
using a flowchart. Note that the following explanation will
be made on the assumption that the procedure of user
registration of a user B (registration of the terminal ID
and the user ID), distribution of a desired content to the
user terminal 30a and purchase procedure of the usage
right of the content have been already explained.
[0101] First, the operation (LT acquisition process)
performed when the user terminal 30a acquires aLT 80a
from the right management server 20a in the digital con-
tent distribution system 1a of the first embodiment will
be explained.

[0102] Fig. 11 is a flowchart showing the operation of
the LT acquisition process.

[0103] S1001: Upon receipt of the LT acquisition in-
struction from the user f via the GUI 313, the LT acqui-
sition unit 304a generates a LT issue request 70a in re-
sponse to the LT acquisition instruction from the user 8
and sends it to the right management server 20a via the
communication unit 312.

[0104] This LT acquisition instruction from the user 3
includes a content ID 61 of a content which the user
wants to reproduce by acquiring the LT 80a, and infor-
mation specifying a value to be described in a desired
number of reproductions 74 in the LT issue request 70a.
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As shown in Fig. 12, for example, the user f clicks an
"Acquire LT" button 53a on a menu screen displayed by
the GUI 313, selects one content which he wants to re-
produce from among the content data 60 stored in the
content database 301 displayed in a list form on the LT
acquisition menu screen not shown here which is acti-
vated by the click, and then inputs the desired number
of reproductions, and thus this LT acquisition instruction
is generated. Note that on the menu screen, a "Pur-
chase license" button 51a operated when purchasing a
license, an "Acquire content" button 52a operated when
acquiring content, a "Reproduce content" button 54a op-
erated when reproducing a content and a "Return LT"
button 55a operated when returning a LT are provided
in addition to the "Acquire LT" button 53a.

[0105] According to this LT acquisition instruction, a
terminal ID pre-stored in the terminal ID storage unit
303ais set as the terminal ID 72 in the LT issue request
70a which is to be sent to the right management server
20a, a content ID included in the LT acquisition instruc-
tion from the user B is set as the content ID 73, and a
value specified by the LT acquisition instruction from the
user f is set as the desired number of reproductions 74.
[0106] Note that when sending the LT issue request
70a, the communication unit 312 of the user terminal
30a and the communication unit 28 of the right manage-
ment server 20a establish an SAC.

[0107] S1002: Upon receipt of the LT issue request
70a via the communication unit 28, the user identifica-
tion unit 23 of the right management server 20a identi-
fies the terminal ID included in the LT issue request 70a.
[0108] S1003: After identifying the terminal ID, the us-
er identification unit 23 judges whether the terminal is
registered or not, namely, whether the terminal ID is
stored in the user information database 21 or not, with
reference to the user information database 21. When
the terminal ID included in the LT issue request 70a is
not stored in the user information database 21 (No in
S1003), the user identification unit 23 considers the user
as an unauthorized user for this digital content distribu-
tion system 1a and notifies the user terminal 30a that a
LT cannot be issued. On the other hand, when the ter-
minal ID included in the LT issue request 70a is stored
in the user information database 21, the user identifica-
tion unit 23 acquires the user ID associated with the ter-
minal ID and passes the user ID to the LT generation
unit 24a.

[0109] S1004: Upon receipt of the user ID of the user
B from the user identification unit 23, the LT generation
unit 24a executes the LT issue/no-issue judgment proc-
ess, and identifies the usage right 222a which is to be
the source for issuing a LT 80a and judges whether the
LT 80a can be issued or not based on the user ID and
the LT issue request 70a received via the communica-
tion unit 28.

[0110] Fig. 13 is a flowchart showing the subroutine
in the LT issue/no-issue judgment process (S1004) as
shown in Fig. 11.
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[0111] S1101: The LT generation unit 24a judges
whether or not the user f identified by the user identifi-
cation unit 23 in S1002 holds the usage right 222a of
the content identified with the content ID 73 included in
the LT issue request 70a, with reference to the usage
right database 22a. When it is judged that the user
holds the usage right 222a of the content identified with
the content ID 73 included in the LT issue request 70a,
the LT generation unit 24a identifies the usage right
222a as a usage right 222a which is to be the source for
issuing the LT 80a and goes on to the processing in
S1102. On the other hand, when it is judged that the
user § does not own the usage right 222a of the content
identified with the content ID 73 included in the LT issue
request 70a, the LT generation unit 24a goes on to the
processing in S1106.

[0112] S1102: The LT generation unit 24a judges
whether the LT effective period is an empty set or not
with reference to the usage right effective period 2224a
and the LT effective period limit 2225a of the usage right
222a identified in S1101. Here, when the LT effective
period is not an empty set, namely, when it is any of the
cases as shown in (a)~(d) of Fig. 7, the LT generation
unit 24a goes on to the processing in S1103. On the oth-
er hand, when the LT effective period is an empty set,
the LT generation unit 24a goes on to the processing in
S1106.

[0113] S1103: The LT generation unit 24a compares
the permitted number of reproductions 2226a of the us-
age right 222a identified in S1101 and the desired
number of reproductions 74 in the LT issue request 70a
to judge whether the permitted number of reproductions
2226a of the usage right 222a identified in S1101 is the
desired number of reproductions 74 in the LT issue re-
quest 70a or larger. Here, when the LT generation unit
24a judges that the permitted number of reproductions
2226a of the usage right 222a is the desired number of
reproductions 74 in the LT issue request 70a or larger,
it goes on to the processing in S1104. On the other hand,
when it judges that the permitted number of reproduc-
tions 2226a of the usage right 222a is smaller than the
desired number of reproductions 74 in the LT issue re-
quest 70a, it goes on to the processing in 51106.
[0114] S1104: The LT generation unit 24a compares
the permitted number of LT issues 2227a and the
number of issued LTs 2228a of the usage right 222a
identified in S1101 to judge whether the number of is-
sued LTs 2228a is smaller than the permitted number of
LT issues 2227a or not. Here, when the LT generation
unit 24a judges that the number of issued LTs 2228a is
smaller than the permitted number of LT issues 2227a,
it goes on to the processing in S1105. On the other hand,
when it judges that the number of issued LTs 2228a is
the permitted number of LT issues 2227a or larger, it
goes on to the processing in S1106.

[0115] S1105: The LT generation unit 24a judges that
the LT 80a can be issued and returns to the main routine
as shown in Fig. 11.
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[0116] S1106: the LT generation unit 24a judges that
the LT 80a cannot be issued and returns to the main
routine as shown in Fig. 11.

[0117] S1005: When the LT generation unit 24a judg-
es in S1004 that the LT cannot be issued, it considers
that there exists no usage right for allowing LT issue al-
though the user is an authorized user for this digital con-
tentdistribution system 1a, and notifies the user terminal
30a that the LT cannot be issued. On the other hand,
when it judges that the LT can be issued, it goes on to
S1006.

[0118] S1006: When the LT generation unit 24a judg-
es in Step S1004 that the LT can be issued, it generates
the LT 80a based on the LT issue request 70a. To be
more specific, the LT generation unit 24a sets a content
ID included in the LT issue request 70a as a content ID
812ain the LT 80a to be generated. Also, the LT gener-
ation unit 24a sets a LT effective period calculated
based on the usage right effective period 2224a and the
LT effective period limit 2225a of the usage right 222a
identified in S1004 and the point of time when the LT
issue request 70a is received, as a LT effective period
821a. The LT generation unit 24a also sets a value of
the desired number of reproductions 74 included in the
LT issue request 70a as a permitted number of repro-
ductions 822a. The LT generation unit 24a further sets
the content decryption key 2223a of the usage right
222a identified in S1004 as a content description key
83a.

[0119] Note that the return flag 813a is set in
S1007~S1009 which will be described later.

[0120] S1007: The return flag setting unit 25a judges
whether the permitted number of LT issues 2227a of the
usage right 222a identified in S1004 is a finite value or
not and also judges whether the end date and time (ex-
piration time) of the usage right effective period 2224a
is different from the end date and time (expiration time)
of the LT effective period or not.

[0121] S1008: Whenitisjudgedin S1007 that the per-
mitted number of LT issues 2227a is a finite value or the
expiration time of the usage right effective period 2224a
is different from the expiration time of the LT effective
period, the return flag setting unit 25a sets the return
flag 813a of the LT 80a generated by the LT generation
unit 24a in 51006 to "Return required". In other words,
in at least one of the case where it is judged that the
permitted number of LT issues 2227a is a finite value
and the cases of (a) and (b) of Fig. 7, the return flag
setting unit 25a sets the return flag 813a of the LT 80a
to "Return required". This is because further issue of the
LT 80a may be impossible if the LT is not returned when
the permitted number of LT issues 2227a is a "finite val-
ue". Also, in the cases of (a) and (b) of Fig. 7, the per-
mitted number of reproductions for the LT whose usage
right has lapsed due to expiration of the LT effective pe-
riod on the terminal is not always "0", and if the LT is
returned in this case, the permitted number of reproduc-
tions, which is to be under the management of the serv-
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er, can be increased.

[0122] S1009: Whenitis judged in S1007 that the per-
mitted number of LT issues 2227a is "«" and the expi-
ration time of the usage right effective period 2224a is
same as the expiration time of the LT effective period,
the return flag setting unit 25a sets the return flag 813a
of the LT 80a generated by the LT generation unit 24a
in 51006 to "No return required". In other words, when
itis judged that the permitted number of LT issues 2227a
is "eo" and it is the case of (c) of Fig. 7 and the case of
(d) of Fig. 7 where there is no limit to the LT effective
period limit 2225a, the return flag setting unit 25a sets
the return flag 813a of the LT 80a to "No return required".
This is because further issue of the LT 80a is possible
even ifthe LT is not returned when the permitted number
of LT issues 2227a is "-", and because, in the cases of
(c) and (d) of Fig. 7, there is no possibility that the per-
mitted number of reproductions, which is to be under the
management of the server, is increased even if the LT
whose usage right has lapsed is returned.

[0123] S1010: The usage right update unit 27a up-
dates the details of the usage right 222a identified in
S1004. To be more specific, the usage right update unit
27a performs processing of decrementing the permitted
number of reproductions 2226a of the usage right 222a
identified in 51004 by the value of the permitted number
of reproductions 822a in the LT 80a generated by the
LT generation unit 24a in 51006, and incrementing the
number of issued LTs 2228a of the usage right 222a
identified in S1004 by "1".

[0124] S1011: The communication unit 28 sends the
LT 80a generated by the LT generation unit 24ain S1006
to the user terminal 30a.

[0125] S1012: The LT acquisition unit 304a of the user
terminal 30a receives the LT 80a sent in S1011, via the
communication unit 312, and stores the received LT 80a
in the LT database 302a. Then, the LT acquisition unit
304a notifies the user B via the GUI 313 that the acqui-
sition of the LT 80a has completed, and ends the
processing.

[0126] S1013: Note that when itis judged in S1003 or
S1005 that the LT cannot be issued, the LT acquisition
unit 304a receives the LT no-issue notice from the right
management server 20a. In this case, the LT acquisition
unit 304a notifies the user B via the GUI 313 that the LT
80 could not be acquired, and ends the processing.
[0127] Note thatit has been explained that the desired
number of reproductions 74 in the LT issue request 70a
is set to a value specified by the user  in S1001, but it
may be set to a predetermined value.

[0128] Also, in the first embodiment, the usage right
update unit 27a updates the details of the usage right
222a identified in 51004 immediately after the setting of
thereturn flag is completed (S1008 or S1009). However,
upon receipt of the LT 80a, the LT acquisition unit 304a
sends a message indicating the receipt of the LT 80a to
the right management server 20a, and thus the usage
right update unit27a may update the details of the usage
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right 222a identified in S1004 after receiving the mes-
sage indicating the receipt of the LT 80a from the user
terminal 30a. This makes it possible to avoid such a
glitch that a usage right 222a is reduced even though
the user terminal 30a has not yet received the LT 80a.
[0129] Furthermore, in the first embodiment, it is
judged that the LT cannot be issued (S1106) when it is
judged that the permitted number of reproductions
2226a of the usage right 222a is smaller than the desired
number of reproductions 74 in the LT issue request 70a
(No in S1103). However, for example, when the desired
number of reproductions 74 is "2" and the permitted
number of reproductions 2226ais "1", namely, when the
permitted number of reproductions 2226a remains al-
though it is less than the desired number of reproduc-
tions 74, it may be judged that the LT can be issued for
issuing the LT 80a with the permitted number of repro-
ductions of "1". In this case, it is preferable to send a
message indicating that there remains only "1" of the
permitted number of reproductions 2226a in the usage
right 222a as well as the LT 80a.

[0130] Next, operation executed by the user terminal
30a when reproducing content (content reproduction
process) in the digital content distribution system in the
present embodiment will be explained with reference to
a flowchart of Fig. 14.

[0131] Fig. 14 is a flowchart showing operation exe-
cuted by each unit of the user terminal 30a when repro-
ducing a content.

[0132] S1401: Upon receipt of a content reproduction
instruction from a user B via the GUI 313, the content
usage/no-usage judgment unit 308a examines, in re-
sponse to the content reproduction instruction from the
user 3, whether there exists a LT 80a corresponding to
the content which the user B wants to reproduce in the
LT database 302a or not.

[0133] This content reproduction instruction from the
user B includes information identifying the content which
the user B wants to reproduce (content ID). As shown
in Fig. 12, for example, the user B clicks a "Reproduce
content" button 54a on a menu screen, and selects one
content which the user wants to reproduce from among
the content data 60 stored in the content database 301
displayed in alist form on the content reproduction menu
screen not shown here which is activated by the click,
and thus this content reproduction instruction is gener-
ated.

[0134] When the LT 80a exists, it goes on to the
processing in S1404. When the LT 80a does not exist,
it goes on to S1402.

[0135] S1402: When the desired LT 80a does not ex-
istinthe LT database 302a, the content usage/no-usage
judgment unit 308a requests the LT acquisition unit
304a to execute the LT acquisition process which has
been explained in Fig. 11 so as to cause it to execute
the LT acquisition process.

[0136] S1403: When the content usage/no-usage
judgment unit 308a failed to acquire the LT 80a as a re-
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sult of causing the LT acquisition unit 304a to execute
the LT acquisition process, it notifies the user f via the
GUI 313 that the content cannot be reproduced, and
ends the processing. When it succeeded in acquisition
of the LT 80a, it goes on to the processing in S1404.
[0137] S1404: When the desired LT 80a exists in the
LT database 302a (Yes in S1401), or when the content
usage/no-usage judgment unit 308a succeeded in ac-
quisition of the LT 80a by executing the LT acquisition
process (Yes in S1403), the content usage/no-usage
judgment unit 308a judges whether the content can be
reproduced or not with reference to the details of the LT
80a associated with the content which the user  wants
to reproduce. This is judged with reference to the LT ef-
fective period 821a and the permitted number of repro-
ductions 822a in the LT 80a. To be more specific, the
content usage/no-usage judgment unit 308a judges that
the content can be reproduced when the present time
is within the LT effective period 821a and the value of
the permitted number of reproductions 822a is "1" or
larger, and it judges that the content cannot be repro-
duced in other cases.

[0138] S1405: When it is judged that the content can
be reproduced in S1404, the processing goes to S1406.
When itis judged that the content cannot be reproduced
in S1404, the content usage/no-usage judgment unit
308a notifies the user B via the GUI 313 that the content
cannot be reproduced, and ends the processing.
[0139] S1406: The content decryption unit 310 re-
trieves the content which the user 3 wants to reproduce
from the content database 301.

[0140] S1407: The decryption key acquisition unit 309
acquires a content decryption key 83a from the LT 80a
associated with the content which the user f wants to
reproduce.

[0141] S1408: The content decryption unit 310 de-
crypts the content retrieved in S1406 using the content
decryption key 83a acquired by the decryption key ac-
quisition unit 309 in S1407, and the content reproduction
unit 311 reproduces the content decrypted by the con-
tent decryption unit 310.

[0142] S1409: The LT update unit 306a updates the
details of the LT 80a used for reproducing the content.
To be more specific, when the content reproduction unit
311 starts reproduction, the LT update unit 306a starts
up a secure timer to manage one reproduction of the
content based on the cumulative usage time indicating
the total amount of time of the content reproduction, one
time check threshold and the like. And when the content
is reproduced one time, the LT update unit 306a per-
forms the processing of decrementing the value of the
permitted number of reproductions 822a in the LT 80a
by "1".

[0143] S1410: Once the LT is updated, the LT return
unit 305a executes the LT return/delete process of re-
turning the LT 80a to the right management server 20a
or deleting it, and ends the operation when reproducing
the content.
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[0144] Next, the LT return/delete process of S1410 in
Fig. 14 will be explained using a flowchart of Fig. 15.
[0145] Fig. 15 is a flowchart showing the subroutine
ofthe LT return/delete process as shown in Fig. 14. Note
thatthis LT return/delete process is a process for judging
whether the LT 80a is valid or not to return the LT 80a
to the right management server 20a or delete it when it
is invalid.

[0146] S1501: First, the LT update unit 306a exam-
ines whether or not the present time has passed the end
time, namely, the expiration time, of the LT effective pe-
riod 821a, with reference to the LT effective period 821a
of the target LT 80a. When the present time has passed
the end time of the LT effective period 821a, it goes on
to the processing in 51503. When the present time has
not yet passed the end time of the LT effective period
821a, it goes on to S1502.

[0147] S1502: When the present time has not yet
passed the end time of the LT effective period 821a (No
in S1501), the LT update unit 306a judges, with refer-
ence to the permitted number of reproductions 822a of
the target LT 80a, whether the value thereof is "0" or not.
When the value of the permitted number of reproduc-
tions 822ais not "0", the LT 80a can still be used. In this
case, the processing is ended without returning nor de-
leting the LT 80a. On the other hand, when the value of
the permitted number of reproductions 822a is "0", it
goes on to S1503.

[0148] S1503: The return flag judgment unit 307a
judges whether the LT 80a needs to be returned to the
right management server 20a or not with reference to
the return flag 813a of the target LT 80a.

[0149] To be more specific, when the return flag 813a
is set to "Return required", the return flag judgment unit
307a judges that the LT 80a needs to be returned to the
right management server 20a, and when the return flag
813a is set to "No return required"”, it judges that the LT
80a does not need to be returned to the right manage-
ment server 20a.

[0150] S1504: When it is judged in S1503 that the LT
80a needs to be returned to the right management serv-
er 20a, the LT return process of returning the LT 80a to
the right management server 20a is executed.

[0151] S1505: When it is judged in S1503 that the LT
80a does not need to be returned to the right manage-
ment server 20a, the LT update unit 306a deletes the LT
80a from the LT database 302a.

[0152] Next, the operation executed by the user ter-
minal 30a when returning the LT 80a to the right man-
agement server 20a (LT return process) in the digital
content distribution system in the first embodiment will
be explained with reference to a flowchart in Fig. 16.
[0153] Fig. 16 is a flowchart showing the operation of
the LT return process.

[0154] S1201: Upon receipt of the LT return instruc-
tion from the user B via the GUI 313, the LT return unit
305a generates a LT return request 90a in response to
the LT return instruction from the user § and sends the



23 EP 1 505 528 A1 24

generated LT return request 90a to the right manage-
ment server 20a via the communication unit 312.
[0155] This LT return instruction from the user f in-
cludes information specifying a LT 80a which the user 3
wants to return (a usage right ID 811a, for example). On
a menu screen as shown in Fig. 12, for example, the
user B clicks a "Return LT" button 55a, and selects one
LT 80a which he wants to return from among the LTs
80a stored in the LT database 302a displayed in a list
form on the LT return menu screen not shown here
which is activated by the click, and thus this LT return
instruction is generated. According to this LT return in-
struction, a terminal ID stored in the terminal ID storage
unit 303a is set as a terminal ID 92 in the LT return re-
quest 90a generated by the LT return unit 305a, and a
LT identified by the LT return instruction from the user 3
is set as a LT 93a, respectively.

[0156] Note that when sending the LT return request
90a, the communication unit 312 of the user terminal
30a and the communication unit 28 of the right manage-
ment server 20a establish an SAC.

[0157] S1202: Upon receipt of the LT return request
90a, the user identification unit 23 of the right manage-
ment server 20a identifies the terminal ID 92 included
in the LT return request 90a. It means that the user iden-
tification unit 23 identifies the user 8 (user ID) who wants
toreturnthe LT 80a based on the terminal ID 92 included
in the LT return request 90a with reference to the user
information database 21.

[0158] S1203: After identifying the terminal ID, the us-
er identification unit 23 judges whether the terminal is
registered or not, namely, whether the terminal ID is
stored in the user information database 21 or not, with
reference to the user information database 21. When
the terminal ID included in the LT return request 90a is
not stored in the user information database 21 (No in
S1203), the user identification unit 23 considers the user
as an unauthorized user for this digital content distribu-
tion system 1a and notifies the user terminal 30a that
the LT cannot be issued. On the other hand, when the
terminal ID included in the LT return request 90a is
stored in the user information database 21 (Yes in
S1203), the user identification unit 23 acquires the user
ID associated with the terminal ID and passes the user
ID to the LT analysis unit 26a.

[0159] S1204: Upon receipt of the user ID of the user
B from the user identification unit 23, the LT analysis unit
26a judges whether the LT included in the LT return re-
quest 90a can be returned or not with reference to the
usage right database 22a. To be more specific, the LT
analysis unit 26a first analyzes the LT in the LT return
request 90a and retrieves the usage right ID included in
the LT. Then, the LT analysis unit 26a examines, with
reference to the usage right database 22a, whether the
user B identified in 51202 holds the usage right 222a
identified with the usage right ID which has been re-
trieved just before. When the user B holds the usage
right 222a as a result of the examination, the LT analysis
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unit 26a judges that the LT can be returned. On the other
hand, when the user 3 does not hold it, the LT analysis
unit 26a judges that the LT cannot be returned because
there is nothing to be returned.

[0160] S1205: Whenitis judged that the LT cannot be
returned in S1204, the LT analysis unit 26a notifies the
user terminal 30a that the LT cannot be returned. On the
other hand, when it is judged in S1204 that the LT can
be returned, it goes on to S1206.

[0161] S1206: The LT analysis unit 26a analyzes the
LT 80a included in the LT return request 90a, and re-
trieves the permitted number of reproductions 822a in-
cluded in the LT 80a. The usage right update unit 27a
performs the processing of incrementing the permitted
number of reproductions 2226a of the usage right 222a
identified by the usage right ID 2221a retrieved by the
LT analysis 26a in S1204 by the value of the permitted
number of reproductions 822a retrieved by the LT anal-
ysis unit 26a, and decrementing the number of issued
LTs 2228a of the usage right 222a by "1". This process-
ing increases the permitted number of reproductions
2226a and thus allows an issue of a new LT 80a with a
renewed effective period, or decreases the number of
issued LTs 2228a to be less than the permitted number
of LT issues 2227a and thus allows an issue of a LT 80a
and a shared use of the LT 80a between a plurality of
terminals owned by the user .

[0162] S1207: After the usage right database 22a is
updated, the usage right delete process of deleting the
usage right 222a updated in S1206 from the usage right
database 22a is executed when it can be deleted.
[0163] Fig. 17 is a flowchart showing the subroutine
of the usage right delete process as shown in Fig. 16.
Note that the usage right delete process is a process of
maintaining or deleting an updated usage right when a
LT 80a is returned from the user terminal 30a to the right
management server 20a.

[0164] S1301: The usage right update unit 27a exam-
ines whether the present time has passed the end time
of the usage right effective period 2224a or not with ref-
erence to the usage right effective period 2224a of the
usage right 222a which is a candidate for deletion. When
the present time has passed the end time of the usage
right effective period 2224a, the usage right 222a is un-
necessary, so it goes on to S1304 to delete the usage
right 222a. When the present time has not yet passed
the end time of the usage right effective period 22243,
it goes on to 51302.

[0165] S1302: The usage right update unit 27a judg-
es, with reference to the permitted number of reproduc-
tions 2226a of the usage right 222a which is a candidate
for deletion, whether the value thereof is "0" or not.
When the value of the permitted number of reproduc-
tions 2226a is not "0", the usage right 222a can still be
used, so the usage right 222a cannot be deleted. In this
case, the processing is ended without deleting the us-
age right 222a. When the value of the permitted number
of reproductions 2226a is "0", it goes to S1303.
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[0166] S1303: The usage right update unit 27a exam-
ines the number of issued LTs 2228a of the usage right
222a which is a candidate for deletion to judge whether
the value thereof is "0" or not. When the value of the
number of issued LTs 2228a is not "0", there is a possi-
bility that the LT 80a is returned under the usage right
222a, so the usage right 222a cannot be deleted. In this
case, the processing is ended without deleting the us-
age right 222a. When the value of the number of issued
LTs is "0", the value of the permitted number of repro-
ductions 2226a is "0" and there is no possibility that the
LT 80a is returned under the usage right 222a, so the
usage right 222a may be deleted. In this case, it goes
on to S1304 to delete the usage right 222a.

[0167] S1304: The usage right update unit 27a de-
letes the usage right 222a which is a candidate for de-
letion from the usage right database 22a, and returns to
the main routine as shown in Fig. 16.

[0168] S1208: After the usage right update unit 27a
completes the usage right delete process, the commu-
nication unit 28 sends a LT return process completion
notice to the user terminal 30a.

[0169] S1209: The LT return unit 305a of the user ter-
minal 30a receives the LT return process completion no-
tice sent in S1208, via the communication unit 312, and
deletes the LT 80a which is to be returned from the LT
database 302a. Then, the LT return unit 305a notifies
the user 3 via the GUI 313 that the return of the LT 80a
is completed, and ends the processing.

[0170] S1210: Note that when it is judged that the LT
cannot be issued in S1203 or S1205, the LT return unit
305a receives a LT no-return notice from the right man-
agement server 20a. In this case, the LT return unit 305a
notifies the user B via the GUI 313 that the LT 80a could
not be returned, and ends the processing. As described
above, according to the first embodiment, not only the
load on the user terminal can be reduced, but also the
server apparatus is accessed with a higher frequency
because of a return of license information and a request
for license information issue and thus it can meet de-
mand for various types of services for content usage. In
addition, management of content usage right of each us-
er under the right management server allows a renewal
of the effective period and a shared use of the usage
right on a plurality of terminals owned by the user.
[0171] Note thatit has been explained on the assump-
tion that a LT itself is described in the LT return request
90a, but the entire LT does not always need to be de-
scribed but only a minimal and essential part of the LT,
such as only the LT usage rule 82a, may be described.
[0172] Also, in the present embodiment, the usage
rule is assumed as the number of uses, but it may be
any other usage rule such as cumulative usage time.
[0173] Furthermore, in the first embodiment, only the
desired number of reproductions is stored in the LT is-
sue request 70a. However, it may be structured so that
capability information indicating capability of a terminal
apparatus which is involved in control of content usage
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(for example, information indicating whether the termi-
nal apparatus is equipped with a secure clock, or infor-
mation indicating whether it is equipped with a means
for storing onto a secure recording medium) is sent to
the right information management server apparatus to-
gether with the desired number of reproductions, and
the right information management server sends a li-
cense ticket to the terminal apparatus by including li-
cense ticket status information instructing how to handle
the license ticket on a user terminal (for example, a flag
indicating that the license ticket must be consumed im-
mediately without being written onto a recording medi-
um) into the license ticket in accordance with the capa-
bility indicated in the capability information sent from the
user terminal.

(Second Embodiment)

[0174] Fig. 18is ablock diagram showing an overview
of a configuration of a digital content distribution system
1b in a second embodiment of the present invention.
[0175] As shown in Fig. 18, the digital content distri-
bution system 1b is, as is the case of the digital content
distribution system 1a, a system for protecting copy-
rights on content by distributing digital works (contents)
encrypted by a content distributor oo who is involved in
content distribution to a user B, or distributing based on
the user's request license data 80b (hereinafter also re-
ferred to as "LD") which allows content usage, out of
original license data representing the usage right man-
aged by the content distributor o for every content pur-
chased by the user B, so that the user can use the con-
tent within the limits of usage rule included in the LD.
The digital content distribution system 1b includes at
least one content server 10, at least one right manage-
ment server 20b, at least one user terminal 30b and a
transmission channel 40 for connecting the content
server 10, the right management server 20b and the us-
er terminal 30b so as to communicate with each other.
[0176] The right management server 20b is a compu-
ter apparatus which is also placed on the content dis-
tributor a side, as with the content server 10, and man-
ages content license data for the user B who receives
content distribution service. More specifically, the right
management server 20b manages the original license
data for each content purchased by the user f§ so as to
distribute the original license data managed by the right
management server 20b, a part or a whole of the license
data, the content decryption key and others as LD80b
to the user terminal 30b in response to a LD issue re-
quest 70b from the user terminal 30b, or receives a LD
return request 90b including the LD, an identifier indi-
cating the return of the LD and the like from the user
terminal 30b to update the license data.

[0177] The userterminal 30b is a computer apparatus
which is placed on the user 3 side and receives content
distribution service. More specifically, the user terminal
30b sends a content distribution request to the content
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server 10 to receive distribution from the content server
10. Or, it sends a LD issue request 70b to the right man-
agement server 20b for using the content and receives
the LD 80b so as to reproduce the content within the
limits of the usage rule included in the LD 80b, or sends
a LD return request 90b to the right management server
20b.

[0178] By the way, the digital content distribution sys-
tem 1a in the first embodiment is structured so that the
right management server 20a cuts out a part or a whole
of the usage rule from the usage right 222a to issue a
LT 80a in response to the LT issue request 70a, and the
user terminal 30a reproduces a content within the limits
of the usage rule of the LT 80a and updates the usage
rule, and then returns the LT 80a whose usage rule is
updated to the right management server 20a. On the
other hand, the digital content distribution system 1b ac-
cording to the second embodiment is significantly differ-
ent in the following.

[0179] Fig. 19is a diagram showing the structural fea-
tures of the digital content distribution system 1b.
[0180] As shown in Fig. 19, the right management
server 20b in the digital content distribution system 1b
holds, as license data purchased by a user, an original
usage rule 2224b (10 hours, forinstance) and an original
usage status 2226b indicating the usage status on the
user terminal 30b. Upon receipt of the LD issue request
70b, the right management server 20b cuts out the
whole of the original usage rule 2224b and the original
usage status 2226b for LD 80b to be issued to the user
terminal 30b which has sent this LD issue request 70b,
namely, deletes the original usage rule 2224b and the
original usage status 2226b from the license data data-
base 22b temporarily. The right management server 20b
generates a terminal usage rule 87 (1 hour, for instance)
and a terminal usage status 88 (0 hour, for instance)
based on a predetermined rule whenissuing the LD 80b,
and embeds them onto the LD 80b for its issue. In other
words, the LD 80b is issued in a double-layer structure,
with the original usage rule 85 and the original usage
status 86, and the terminal usage rule 87 and the termi-
nal usage status 88.

[0181] The user terminal 30b updates the details of
the terminal usage status 88 by the amount of actual
usage on the terminal indicated by the usage status,
with reference only to the terminal usage rule 87 and the
terminal usage status 88 of the LD 80b received from
the right management server 20b when reproducing
content. Note that the user terminal 30b never refers to
the original usage rule 85 and the original usage status
86. Then, the user terminal 30b sends the LD 80b having
a double-layer structure to the right management server
20b by a LD return request 90b.

[0182] Upon receipt of the LD return request 90b, the
right management server 20b updates the original us-
age status by the usage amount on the terminal indicat-
ed by the usage status with reference to the terminal
usage status 88 of the LD 80b, and stores again the orig-
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inal usage rule 2224b and the original usage status
2226b in the license data database under the manage-
ment of the right management server 20b. Note that the
remaining usage rule is obtained by subtracting the orig-
inal usage status from the original usage rule.

[0183] Fig. 20 is a functional block diagram showing
the specific structure of the right management server
20b as shown in Fig. 18.

[0184] As shown in Fig. 20, the right management
server 20b includes a user information database 21, a
license data database 22b, a user identification unit 23,
a LD generation unit 24b, a LD analysis unit 26b, a LD
update unit 27b, a communication unit 28 and others.
[0185] The user information database 21 stores user
information of users registered as members of this dig-
ital content distribution system 1b.

[0186] The license data database 22b is a database
for managing license data 222b of content purchased
by the user . To be more specific, the license data da-
tabase 22b is a database for managing information on
remaining usage right (license) purchased by a user for
each usage manner (for example, reproduction (play-
back), moving, copying, printing, usage period and the
like). Note that this license data database 22b also
stores a rule table 22c which is referred to for issuing
LD 80b.

[0187] Next, the license data database 22b will be ex-
plained with reference to Fig. 21.

[0188] Fig. 21 is adiagram showing the specific struc-
ture of the license data database 22b as shown in Fig.
20.

[0189] Asshownin Fig. 21, the license data database
22b includes a user ID 221b and license data 222b.
[0190] The license data 222b includes a license 1D
2221b that is an ID of the license data 222b, a content
ID 2222b of a content subject to the license data 222b,
a content decryption key 2223b for decrypting the con-
tent, an original usage rule 2224b indicating an original
usage rule purchased by a user, and an original usage
status 2226b indicating the total usage status (for ex-
ample, the cumulative usage time or the like) that is the
user's actual use of the content.

[0191] The original usage rule 2224b includes a li-
cense effective period 22241 indicating the effective pe-
riod of the license data 222b and permitted reproduction
time 22242 indicating how long the content can be re-
produced.

[0192] According to the license data database 22b
structured as above, it can be determined whether a us-
er holds a right to use a content or not based on whether
the user ID and the license data 222b are stored in the
license data database 22b or not, or the remaining us-
age rule for a terminal can be calculated based on the
difference between the original usage rule 2224b and
the original usage status 2226b.

[0193] The initial value of the original usage status
2226b is "0", LD 80b is issued from the right manage-
ment server 20b to the user terminal 30b, and the LD
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80b is updated according to the usage status on the user
terminal 30b when it is returned from the user terminal
30b to the right management server 20b.

[0194] For example, Fig. 21 shows the case where a
user f identified with a user ID 221b of "XXXDDD" owns
two license data 222b identified with license IDs 2221b
of "XXX004" and "XXX005". It also shows that the li-
cense data 222b with the license ID 2221b of "XXX004"
is a right to a content identified with a license ID 2221b
of "XXX114", a content decryption key 2223b for de-
crypting the content is "XXX224", the license effective
period 22241 of the original usage rule 2224b is
"2002/05/01.12.00.00 ~ 2003/04/30.12.00.00", the per-
mitted reproduction time for the content is "10 hours",
and the original usage status 2226b is "0" (unused).
[0195] Fig. 22 is a diagram showing the specific struc-
ture of the rule table 22c held by the license data data-
base 22b as shown in Fig. 20.

[0196] AsshowninFig. 22, the rule table 22cincludes
alicense ID 221c and rule data 222c. The rule data 222¢
includes a terminal usage rule 2221c (license effective
period and permitted reproduction time) and an on-us-
age-end return flag 2222c. The terminal usage rule
2221cincludes a license effective period 22211 indicat-
ing an effective period of license data to be issued to the
user terminal 30b and permitted reproduction time
22212.

[0197] Here, the license effective period 22211 is, as
is the case of the above-mentioned license effective pe-
riod limit 2225a, information for basically making license
data shorter than the effective period of the user's own
right. To be more specific, the license effective period
22211 is the maximum period for which the right may be
used on the user terminal 30b after the right manage-
ment server 20b issued the right. For example, the pe-
riod shorter than the license effective period 22241,
such as 1 day, 2 days and 1 week, is set, or no limited,
namely, the same period as the license effective period
22241 is set. This license effective period 22211 set by
a content distributor o allows change of levels for keep-
ing track of access frequency.

[0198] The permitted reproduction time 22212 is in-
formation set by the content distributor o based on the
time required for content reproduction.

[0199] Also, the on-usage-end return flag 2222c is in-
formation set by the content distributor o to indicate
whether the LD 80b should be returned or not when the
usage of the content ends.

[0200] The LD generation unit 24b is a means for gen-
erating LD 80b as shown in Fig. 23 from the license data
222b under the management of the license data data-
base 22b.

[0201] Fig. 23 is a diagram showing the specific struc-
ture of LD 80b generated by the LD generation unit 24b.
[0202] AsshowninFig. 23, LD 80b includes a license
header 84, an original usage rule 85, an original usage
status 86, a terminal usage rule 87, a terminal usage
status 88 and a content decryption key 89.
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[0203] The license header 84 includes a license ID
841, a content ID 842, an immediate usage flag 843, an
on-usage-end return flag 844 and on-right-lapse return
flag 845.

[0204] In the license ID 841, a license ID 2221b of li-
cense data 222b which is the source of issuing LD 80b
is stored.

[0205] Inthe content ID 842, a content ID of a content
which can be reproduced using LD 80b is stored.
[0206] Inthe immediate usage flag 843, a flag indicat-
ing whether the content should be reproduced immedi-
ately or not using this LD 80b is stored.

[0207] The on-usage-end return flag 844 is a flag
which is paired with the immediate usage flag 843, and
in this on-usage-end return flag 844, a flag indicating
whether the LD 80b should be returned when the usage
of the LD 80b ends is stored based on the rule table 22c.
[0208] In the on-right-lapse return flag 845, informa-
tion indicating whether the LD 80b needs to be returned
to the right management server 20b or not when the us-
age right lapses on the terminal is stored.

[0209] The original usage rule 85 includes a license
effective period 851 and permitted reproduction time
852. In the license effective period 851, the details of
the license effective period 22241 in the original usage
rule 2224b stored in the LD database 22b are stored as
they are. In the permitted reproduction time 852, the de-
tails of the permitted reproduction time 22242 in the orig-
inal usage rule 2224b are stored as they are.

[0210] In the original usage status 86, the details of
the original usage status 2226b stored in the LD data-
base 22b, namely, the status of actual past usage on
the user terminal 30b, are stored as they are.

[0211] The terminal usage rule 87 includes a license
effective period 871 and a permitted reproduction time
872.

[0212] In the license effective period 871, the period
for which the LD 80b is effective is stored.

[0213] Inthe permitted reproduction time 872, the cu-
mulative time for which the content can be reproduced
is stored.

[0214] Inthe terminal usage status 88, the cumulative
time of actual reproductions of the content using this LD
80b on the user terminal 30b is stored.

[0215] In the content decryption key 89, a key for de-
crypting content is stored.

[0216] Here, itis when the maximum of the remaining
usage rule which is calculated from the original usage
rule 2224b and the original usage status 2226b is not
included in the terminal usage rule that the LD genera-
tion unit 24b sets the on-right-lapse return flag 845 to
"Return required". More specifically, it sets to "Return
required" when at least one of the following are true:

1. A value obtained by subtracting an original usage
status from permitted reproduction time in an origi-
nal usage rule is larger than (>) a value of permitted
reproduction time in a terminal usage rule, and



31 EP 1 505 528 A1 32

2. An expiration time of a license effective period of
aterminal usage rule is set earlier than an expiration
time of a license effective period of an original us-
age rule.

[0217] On the contrary, when the maximum of the re-
maining usage rule is included in the terminal usage
rule, namely, when the value obtained by subtracting the
original usage status from the permitted reproduction
time in an original usage rule is equal to (=) the value of
the permitted reproduction time in the terminal usage
rule and the expiration time of the license effective pe-
riod of the terminal usage rule is same as the expiration
time of the license effective period of the original usage
rule, the LD generation unit 24b sets the on-right-lapse
return flag 845 to "No return required”.

[0218] The LD 80b is sent from the right management
server 20b to the user terminal 30b, and the user termi-
nal 30b reproduces a content using this LD 80b, and
determines whether the LD 80b is to be returned to the
right management server 20b or not based on the on-
usage-end return flag 844 and the on-right-lapse return
flag 845.

[0219] The LD analysis unit 26b is a means for ana-
lyzing the details of the LD 80b returned from the user
terminal 30b.

[0220] The LD update unit 27b updates the details of
the license data 222b when the LD 80b is issued to the
user terminal 30b or returned from the user terminal 30a.
The details of the update will be explained later.

[0221] The communication unit 28 communicates
with the user terminal 30b via the transmission channel
40. To be more specific, the communication unit 28,
which is a communication interface for communicating
with the user terminal 30b via the transmission channel
40, analyzes a request such as a LD issue request 70b
and a LD return request 90b sent from the user terminal
30b, requests the user identification unit 23, the LT gen-
eration unit 24b, the LD update unit 27b to perform
processing depending upon the analysis result, distrib-
utes the LD 80b generated by the LD generation unit
24b to the user terminal 30b, or carries out cipher com-
munication with the user terminal 30b via the SAC es-
tablished between them after encrypting the above re-
quest or response with a session key.

[0222] Next, the specific structure of the user terminal
30b will be explained.

[0223] Fig. 24 is a functional block diagram showing
the specific structure of the user terminal 30b as shown
in Fig. 18.

[0224] InFig. 24, the userterminal 30bincludes a con-
tent database 301, a LD database 302b, a terminal 1D/
terminal capability storage unit 303b, a LD acquisition
unit 304b, a LD return unit 305b, a LD update unit 306b,
a return flag judgment unit 307b, a content usage/no-
usage judgment unit 308b, a decryption key acquisition
unit 309, a content decryption unit 310, a content repro-
duction unit 311, a communication unit 312, and a GUI
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313.

[0225] The content database 301 is a database for
managing the content data 60 distributed from the con-
tent server 10.

[0226] The LD database 302b is a secure database
for managing LD 80b issued from the right management
server 20b. The terminal ID/terminal capability storage
unit 303b stores not only the terminal ID for identifying
the user terminal 30b uniquely, but also stores in ad-
vance the capability of the user terminal 30b, such as
whether the user terminal 30b has a secure clock and
whether the LD database 302b can securely store data.
[0227] The LD acquisition unit 304b is a means for ac-
quiring the LD 80b from the right management server
20b.

[0228] The LD acquisition unit 304b acquires the LD
80b by generating a LD issue request 70b and sending
it to the right management server 20b.

[0229] Fig. 25is a diagram showing the specific struc-
ture of the LD issue request 70b generated by the LD
acquisition unit 304b.

[0230] In Fig. 25, the LD issue request 70b includes
a LD issue request identifier 71b, a terminal ID 72, a
content ID 73 and a terminal capability 75.

[0231] Inthe LD issue request identifier 71b, informa-
tion indicating that this data is a LD issue request 70b
is described.

[0232] Intheterminal ID 72, the terminal ID of the user
terminal 30b which sends the LD issue request 70b is
described.

[0233] Inthe content ID 73, the content ID of the con-
tent which is reproduced using the LD 80b to be ac-
quired is described.

[0234] In the terminal capability 75, the terminal ca-
pability which is stored in advance in the terminal 1D/
terminal capability storage unit 303b is stored.

[0235] The LD return unit 305b is a means for return-
ing LD 80b to the right management server 20b.
[0236] The LD return unit 305b returns the LD 80b by
generating a LD return request 90b and sending it to the
right management server 20b.

[0237] Fig. 26 is a diagram showing the specific struc-
ture of the LT return request 90b generated by the LD
return unit 305b.

[0238] In Fig. 26, the LD return request 90b includes
a LD return request identifier 91b, a terminal ID 92 and
LD 93b.

[0239] Inthe LD returnrequestidentifier 91b, informa-
tion indicating that this data is a LD return request 90b
is described.

[0240] Intheterminal ID 92, the terminal ID of the user
terminal 30b, which is stored in the terminal ID/terminal
capability storage unit 303b, for sending the LD return
request 90b is described.

[0241] In the LD 93b, the LD to be returned is de-
scribed as it is.

[0242] The LD update unit 306b is a means for updat-
ing the details of the LD 80b. To be more specific, the
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LD update unit 306b performs processing of increment-
ing the value of the terminal usage status 88 in the LD
80b by the time of actual reproduction after reproducing
a content.

[0243] The return flag judgment unit 307b is a means
for judging whether the LD 80b needs to be returned to
the right management server 20b or not with reference
to the on-usage-end return flag 844 and the on-right-
lapse return flag 845 in the LD 80b.

[0244] The content usage/no-usage judgment unit
308b judges whether the content can be reproduced or
not with reference to the license effective period 871 and
the permitted reproduction time 872 and the terminal us-
age status 88 in the LD 80b.

[0245] The content usage/no-usage judgment unit
308b judges that the content can be reproduced when
the present time is within the license effective period 871
and the value of the terminal usage status 88 is less than
the permitted reproduction time 872. Note that it is as-
sumed that the user terminal 30b has a clock function
so that the content usage/no-usage judgment unit 308b
can acquire the present time.

[0246] Note that when the user terminal 30a does not
have a clock function, the user terminal 30a may be
structured so as to judge whether the content can be
reproduced or not based on the permitted reproduction
time 872 in the LD 80b by overriding the license effective
period 871, or judge that the content cannot be repro-
duced unconditionally.

[0247] The decryption key acquisition unit 309 is a
means for acquiring a content decryption key for de-
crypting a content.

[0248] The content decryption unit 310 is a means for
retrieving a content from the content database 301 and
decrypting the encrypted content 62 using the content
decryption key 89 acquired by the decryption key acqui-
sition unit 309.

[0249] The content reproduction unit 311 is a means
for reproducing the content decrypted by the content de-
cryption unit 310, and music and video is outputted from
a speaker or a display thereof not shown in the figures.
[0250] The communication unit 312 is a means for
communicating with the content server 10 and the right
management server 20b via the transmission channel
40. To be more specific, the communication unit 312 is
a communication interface that communicates with the
content server 10 and the right management server 20b
via the transmission channel 40, and analyzes respons-
es such as content data 60 sent from the content server
10 and LD 80b sent from the right management server
20b, requests the content database 301, the LD acqui-
sition unit 304b and the GUI 313 to perform processing
depending upon the analysis result, sends the LD issue
request 70a generated by the LD acquisition unit 304b
and the LD return request 90a generated by the LD re-
turn unit 305b to the right management server 20b, or
carries out cipher communication with the right manage-
ment server 20b via the SAC established between them
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after encrypting the above-mentioned requests and re-
sponses with a session key.

[0251] The GUI 313 is a user interface utilizing a
graphics function of a computer.

[0252] Next, the operation of the digital content distri-
bution system 1b will be explained.

[0253] First, a LD acquisition process in which the us-
er terminal 30b acquires LD 80b from the right manage-
ment server 20b in the digital content distribution system
1b in the second embodiment will be explained with ref-
erence to a flowchart in Fig. 27.

[0254] Fig. 27 is a flowchart showing the operation of
the LD acquisition process.

[0255] On a menu screen as shown in Fig. 28, for ex-
ample, when the user B clicks an "Acquire LD" button
53b, and acquires LD from among the content data
stored in the content database 301 displayed in a list
form on the LD acquisition screen not shown here which
is activated by the click to select the content data which
he wants to reproduce, the LD acquisition instruction in-
cluding the content ID of the selected content data is
inputted to the LD acquisition unit 304b via the GUI 313,
and thus the LD acquisition process is executed.
[0256] Upon receipt of the LD acquisition instruction
from the user B via the GUI 313, the LD acquisition unit
304b generates a LD issue request 70b and sends it to
the right management server 20b via the communica-
tion unit 312 (S2001).

[0257] Here, a terminal ID pre-stored in the terminal
ID/terminal capability storage unit 303b is set as the ter-
minal ID 72 in the LD issue request 70b sent to the right
management server 20b, a content ID included in the
LD acquisition instruction from the user B is set as the
content ID 73, and a terminal capability pre-stored in the
terminal ID/terminal capability storage unit 303b is set
as the terminal capability 75.

[0258] Upon receipt of the LD issue request 70b via
the communication unit 28, the user identification unit
23 of the right management server 20b identifies the ter-
minal ID included in the received LD issue request 70b
(S2002). After the identification of the terminal ID, the
user identification unit 23 judges whether the terminal
ID of the user terminal 30b used by the user  who wants
the LD 80b to be issued is stored in the user information
database 21 or not with reference to the userinformation
database 21 (S2003).

[0259] When the terminal ID included in the LD issue
request 70b is not stored in the user information data-
base 21 as a result of the judgment (No in S2003), that
is, when the user 3 cannot be identified, the user iden-
tification unit 23 considers the user B as unauthorized
user for this digital content distribution system 1b and
notifies the user terminal 30b that the LD cannot be is-
sued. On the other hand, when the terminal ID included
in the LD issue request 70b is stored in the user infor-
mation database 21 (Yes in S2003), the user identifica-
tion unit 23 acquires the user ID associated with the ter-
minal ID and notifies the LD generation unit 24b of the
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acquired user ID.

[0260] Upon receipt of the user ID from the user iden-
tification unit 23, the LD generation unit 24b judges with
reference to the license data database 22b whether the
license data 80b can be issued or not (S2004). This
judgment is actually made based on the judgment of
whether the user ID notified by the user identification
unit 23 is stored in the license data database 22b or not,
or the judgment of whether the user 3 owns the license
data 222b which is effective for the content identified
with the content ID 73 included in the LD issue request
70b. To be more specific, the LD generation unit 24b first
judges whether the user ID notified from the user iden-
tification unit 23 is stored in the license data database
22b or not. When the notified user ID is stored, the LD
generation unit 24b judges whether the license data in-
cluding the content ID included in the LD issue request
70b is stored or not.

[0261] In the case where the license data is stored
and the terminal capability included in the LD issue re-
quest 70b indicates that the terminal does not have a
secure clock, when the present time is within the license
effective period 22241 and a value obtained by subtract-
ing the original usage status 2226b from the permitted
reproduction time 22242 is larger than 0, namely, the
permitted reproduction time remains, the LD generation
unit 24b judges that the LD can be issued. Also, in the
case where the license data is stored and the terminal
capability indicates that the terminal has a secure clock,
when the present time is earlier than the expiration time
of the license effective period 22241 and the permitted
reproduction time remains, the LD generation unit 24b
judges that the LD can be issued. In other cases, the LD
generation unit 24b judges that the LD cannot be issued.
[0262] When itis judged that the LD cannot be issued
(Noin S2004), the LD generation unit 24b considers that
the user is an authorized user for this digital content dis-
tribution system 1b but there exists no license data
which is to be issued, and notifies the user terminal 30b
that the LD cannot be issued. In other words, in any of
the cases where the user ID notified from the user iden-
tification unit 23 is not stored in the license data data-
base 22b, the license data including the content ID in-
cluded in the LD issue request 70b is not stored, the
present time is out of the license effective period 22241,
and no permitted reproduction time remains, the LD
generation unit 24b notifies the user terminal 30b that
the LD cannot be issued.

[0263] On the other hand, when it is judged that the
LD can be issued (Yes in S2004), the LD generation unit
24b executes the to-be-issued LD generation process
of generating the LD 80b to be issued to the user termi-
nal 30b which sends the LD issue request 70b. More
specifically, when the user ID notified from the useriden-
tification unit 23 is stored in the license data database
22b, the license data including the content ID included
in the LD issue request 70b, the present time is within
the license effective period 22241 and the permitted re-
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production time remains, the LD generation unit 24b ex-
ecutes the to-be-issued LD generation process.

[0264] Fig. 29 is a flowchart showing the subroutine
in the to-be-issued LD generation process (S2005) as
shown in Fig. 27.

[0265] In this subroutine, the LD generation unit 24b
first sets license data associated with the user ID which
is read out from the license data database 22b as LD
80b to be issued (S2101). More specifically, the LD gen-
eration unit 24b stores the license ID and the content ID
of the license data 222b respectively as the license ID
841 and the content ID 842 of the license header 84 of
the LD 80b to be issued, stores the content decryption
key of the license data 222b as the content decryption
key 89 of the LD 80b, stores the original usage rule (li-
cense effective period and permitted reproduction time)
of the license data 222b as the original usage rule 85 of
the LD 80b, and stores the original usage status of the
license data 222b as the original usage status 86 of the
LD 80b.

[0266] Next, the LD generation unit 24b sets the ter-
minal usage status 88 of the LD 80b to be issued to "0"
(S2102).

[0267] Then, the LD generation unit 24b refers to the
rule table 22¢c which has been explained using Fig. 22
(S2103), and sets the terminal usage rule as the termi-
nal usage rule 87 of the LD 80b to be issued according
to the referred rule (S2104).

[0268] After setting the terminal usage rule, the LD
generation unit 24b executes the immediate usage flag/
on-usage-end return flag setting process of setting the
immediate usage flag 843 and the on-usage-end return
flag 844 of the license header 84 of the LD 80b to be
issued to predetermined values (S2105) and further ex-
ecutes the on-right-lapse return flag setting process of
setting the on-right-lapse return flag 845 to a predeter-
mined value (S2106) so as to generate the LD 80b to
be issued, and then returns to the main routine as shown
in Fig. 27.

[0269] Fig. 30 is a flowchart showing the subroutine
in the immediate usage flag/on-usage-end return flag
setting process (S2105) as shown in Fig. 29.

[0270] The LD generation unit 24b first judges wheth-
er the LD to be issued should be used immediately or
not (S2111). This judgment is made based on the termi-
nal capability included in the LD issue request 70b, for
example. When the LD 80b is used immediately be-
cause the terminal capability of the user terminal 30b
indicates that it does not have a secure clock (Yes in
S2111), the LD generation unit 24b sets the immediate
usage flag to "ON", sets the on-usage-end return flag to
"Return required" (S2112), and returns to the subroutine
as shown in Fig. 29.

[0271] On the other hand, when the LD 80b does not
need to be used immediately because the terminal ca-
pability of the user terminal 30b indicates that it has a
secure clock (No in S2111), the LD generation unit 24b
judges whether or not the LD should be returned at the
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end of the usage (S2113). This judgment is made based
on the details of the on-usage-end return flag 2222c as
shown in Fig. 22. When the LD is returned at the end of
the usage (Yes in S2113), the LD generation unit 24b
sets the immediate usage flag to "OFF", sets the on-
usage-end return flag to "Return required" (S2114), and
returns to the subroutine as shown in Fig. 29. On the
other hand, when the LD is not returned at the end of
the usage (Noin S2113), the LD generation unit 24b sets
the immediate usage flag to "OFF", sets the on-usage-
end return flag to "No return required" (S2115), and re-
turns to the subroutine as shown in Fig. 29.

[0272] Fig. 31 is a flowchart showing the subroutine
in the on-right-lapse return flag setting process (S2106)
as shown in Fig. 29.

[0273] The LD generation unit 24b judges whether the
maximum of the remaining usage rule calculated based
on the original usage rule 2224b and the original usage
status 2226b is included in the terminal usage rule or
not (S2121). When the maximum of the remaining us-
age rule is not included in the terminal usage rule (No
in S2121), the LD generation unit 24b sets the on-right-
lapse return flag 845 of the LD 80b to "Return required"
(S2122), and returns to the main routine as shown in
Fig. 27. It sets the on-right-lapse return flag 845 to "Re-
turn required" in order to secure the way to reuse the
usage right if the usage right remains because the LD
80b has a double-layer structure.

[0274] On the other hand, when the maximum of the
remaining usage rule is included in the terminal usage
rule (Yes in S2121), the LD generation unit 24b sets the
on-right-lapse return flag 845 of the LD 80b to "No return
required" (S2123), and returns to the main routine as
shown in Fig. 27.

[0275] After generating the LD 80b to be issued as
described above, the LD generation unit 24b deletes the
license data to be issued from the license data database
22b (S2006). In other words, it deletes the license data
which is the source of generating the LD 80b from the
license data database 22b.

[0276] Note that the user ID associated with the li-
cense data to be deleted may be deleted together with
the license data from the license data database 22b.
[0277] After deleting the license data, the LD genera-
tion unit 24b sends the generated LD 80b to the user
terminal 30b via the communication unit 28 (S2007).
[0278] Note that the LD 80b is sent after deleting the
license data here, but as a variation of the second em-
bodiment, the LD 80b may be deleted after sending the
LD 80b to the user terminal 30b and receiving a mes-
sage from the user terminal 30b of its receipt of the LD
80b. In this case, LD 80b can be reissued securely even
in a case where the LD 80b is corrupted in the middle
of transmission thereof due to a failure of the transmis-
sion channel 40 or the like.

[0279] Upon receipt of the LD 80b sent from the right
management server 20b via the communication unit 312
(S2008), the LD acquisition unit 304b of the user termi-
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nal 30b judges whether the immediate usage flag 843
is set to "ON" or not (S2009). When the immediate us-
age flag 843 is not set to "ON" as a result of the judgment
(No in S2009), that is, when the immediate usage flag
843 is set to "OFF", the LD acquisition unit 403b stores
the received LD 80b in the LD database 302b (S2010).
After that, the LD acquisition unit 304b notifies the user
B via the GUI 313 that the acquisition of the LD 80b is
completed, and ends the LD acquisition process.
[0280] On the other hand, when the immediate usage
flag 843 is set to "ON" as a result of the judgment (Yes
in S2009), the LD acquisition unit 304b passes the re-
ceived LD 80b to the content usage/no-usage judgment
unit 308b without storing it in the LD database 302b, and
causes the content usage/no-usage judgment unit 308b
to execute the content reproduction process of repro-
ducing the content associated with this LD 80b (S2011).
[0281] As a result, it is managed so that LD 80b is
stored in the LD database 302b when the user terminal
30b has a secure clock and the acquired LD 80b is con-
sumed immediately when it does not have a secure
clock, and thus tampering of reproduction time or LD on
the user terminal 30b can be prevented.

[0282] On the other hand, when it is judged in Step
S2003 or S2004 that LD cannot be issued, the LD ac-
quisition unit 304b receives a LD no-issue notice from
the right management server 20b (S2012). In this case,
the LD acquisition unit 304b notifies the user B via the
GUI 313 that the LD 80b cannot be acquired, and ends
the processing.

[0283] Note that the LD issue request 70b is sent via
the SAC established between the communication unit
312 of the user terminal 30b and the communication unit
28 of the right management server 20b.

[0284] Next, a content reproduction process in which
the user terminal 30b reproduces a content using LD
80b in the digital content distribution system 1b of the
second embodiment will be explained with reference to
the flowchart of Fig. 32.

[0285] Fig. 32 is a flowchart showing the operation of
the content reproduction process.

[0286] On a menu screen as shown in Fig. 28, for ex-
ample, when the user B clicks a "Reproduce content”
button 54b, and selects one content which he wants to
reproduce from among the content data 60 stored in the
content database 301 displayed in a list form on the con-
tent reproduction menu screen not shown here which is
activated by the click of the "Reproduce content" button
54b, the content reproduction instruction including the
content ID of the selected content data is inputted to the
LD acquisition unit 304b via the GUI 313, and thus the
content reproduction process is executed.

[0287] Upon receipt of the content reproduction in-
struction from the user B via the GUI 313, the content
usage/no-usage judgment unit 308b examines whether
there exists the LD 80b associated with the content
which the user  wants to reproduce in the LD database
302b or not (S2201).
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[0288] When there exists no desired LD 80b in the LD
database 302b, the content usage/no-usage judgment
unit 308b passes the content ID to the LD acquisition
unit 304b, causes the LD acquisition unit 304b to exe-
cute automatically the LD acquisition process which is
similar to the LD acquisition process as shown in Fig.
27 (S2202), and judges whether the LD 80b could be
acquired or not (S2203).

[0289] Whenitisjudged that the the LD 80b could not
be acquired (No in S2203), the content usage/no-usage
judgment unit 308b notifies the user B via the GUI 313
that the content cannot be reproduced, and ends the
content reproduction process.

[0290] On the other hand, either when there exists LD
80b in the LD database 302b (Yes in S2201) or when
acquisition of the LD 80b is succeeded by executing the
LD acquisition process (Yes in $2203), the content us-
age/no-usage judgment unit 308b judges with reference
to the details of the LD 80b whether the content can be
reproduced or not (S2205). This judgment is made with
reference to the license effective period 871 and the per-
mitted reproduction time 872 in the terminal usage rule
87, and the terminal usage status 88 in the LD 80b. To
be more specific, the content usage/no-usage judgment
unit 308b judges that the content can be reproduced
when the present time is within the license effective pe-
riod 871 and a value obtained by subtracting the value
stored in the terminal usage status 88 from the value
stored in the permitted reproduction time 872 (this value
obtained by subtraction is hereinafter referred to also as
"remaining terminal usage rule") is larger than "0". In
other cases, namely, when the effective period of the LD
80b has expired or there is no remaining terminal usage
rule, the content usage/no-usage judgment unit 308b
judges that the content cannot be reproduced.

[0291] When it is judged that the content cannot be
reproduced (No in S2205), the return flag judgment unit
307b judges whether the value of the on-right-lapse re-
turn flag is "Return required" or not (S2231). If the value
is "No return required", the content usage/no-usage
judgment unit 308b notifies the user B via the GUI 313
that the content cannot be reproduced, and ends the
content reproduction process. On the contrary, if the val-
ue is "Return required", after executing the LD return
process of returning the LD 80b to the right management
server 20b (S2232), the LD return unit 305b returns to
Step S2202. Such a case occurs when the effective pe-
riod of the LD 80b has expired without reproducing the
content or the like.

[0292] On the other hand, when the content usage/
no-usage judgment unit 308b judges that the content
can be reproduced (Yes in S2205), the content decryp-
tion unit 310 acquires the content which the user 3 wants
to reproduce from the content database 301 (S2206).
Also, the decryption key acquisition unit 309 acquires
the content decryption key 89 from the LD 80b associ-
ated with the content which the user § wants to repro-
duce (S2207) and passes it to the content decryption
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unit 310.

[0293] Upon receipt of the content decryption key, the
content decryption unit 310 decrypts the encrypted con-
tent acquired from the content database 301 with the
content decryption key 89 (S2208), and the content re-
production unit 311 reproduces the content decrypted
by the content decryption unit 310 (S2209).

[0294] After reproduction of the content starts, the LD
update unit 306b judges whether the content reproduc-
tion time has reached the permitted reproduction time
ornot (S2210). This judgment is made based on the per-
mitted reproduction time 872 in the terminal usage rule
87 in the LD 80b, the terminal usage status 88, and the
reproduction time clocked by a secure timer. In other
words, it is judged based on whether the total of the cu-
mulative content reproduction time stored in the terminal
usage status 88 and the reproduction time clocked by
the timer has reached the value stored in the permitted
reproduction time 872 or not.

[0295] When it has not reached the permitted repro-
duction time as a result of the judgment (No in S2210),
the LD update unit 306b judges whether or not the user
B instructed to stop the reproduction via the GUI 313
(S2211). When the user did not instruct to stop repro-
duction (No in S2211), the content reproduction unit 311
is allowed to reproduce the content.

[0296] When the user instructed to stop the reproduc-
tion (Yes in S2211) or when the reproduction time has
reached the permitted reproduction time (Yes in S2210),
the LD update unit 306b stops the content reproduction
(S2212), and acquires the current reproduction time
clocked by the timer (S2213). Then, the LD update unit
306b updates the details of the LD 80b used for repro-
ducing the content (S2214). To be more specific, the LD
update unit 306b sets as a terminal usage status 88 the
cumulative value obtained by adding the current repro-
duction time clocked by the timer.

[0297] Once updating the LD, the LD return unit 305b
executes the on-usage-end LD return process of return-
ing the LD 80b to the right management server 20b
(S2220), and the LD return unit 304b executes the on-
usage-right-lapse LD return/delete process of returning
the LD 80b which cannot be used for content reproduc-
tion to the right management server 20b or deleting the
LD 80b from the LD database 302b (S2215), and ends
the operation of the content reproduction process.
[0298] Next, the on-usage-end LD return process in
S2220 in Fig. 32 will be explained with reference to a
flowchart in Fig. 33.

[0299] Fig. 33 is a flowchart showing a subroutine of
the on-usage-end LD return process (S2220) as shown
in Fig. 32.

[0300] The return flag judgment unit 307b judges
whether the value of the on-usage-end return flag 844
of the target LD 80b is "No return required" or "Return
required" (S2221). When the value of the on-usage-end
return flag 844 is "Return required", the LD return unit
305b executes the LD return process of returning the
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LD 80b to the right management server 20b automati-
cally (S2222), and returns to the main routine. On the
other hand, when the value of the on-usage-end return
flag 844 is "No return required", it returns to the main
routine.

[0301] Next, the on-usage-right-lapse LD return/de-
lete process in S2215 in Fig. 32 will be explained with
reference to a flowchart in Fig. 34.

[0302] Note that this LD return/delete process is a
process for judging whether LD 80b is invalid or not, and
returning the LD 80b to the right management server
20b or deleting it when it is invalid.

[0303] Fig. 34 is a flowchart showing the subroutine
in the on-usage-right-lapse LD return/delete process
(S2215) as shown in Fig. 32.

[0304] The LD update unit 306b examines whether or
not the present time has passed the end time (expiration
time) of the license effective period 871, namely, the li-
cense effective period 871 has expired, with reference
to the license effective period 871 in the target LD 80b
(S2302).

[0305] When the present time has not yet passed the
end time of the license effective period 871 (No in
S$2302), the LD update unit 306b judges whether the val-
ue of the original usage status 86 in the target LD 80b
has reached the value of the permitted reproduction
time 872 or not (S2303). The LD 80b can still be used
when the value of the original usage status 86 has not
yet reached the permitted reproduction time as a result
of the judgment (No in S2303), so the LD return unit
305b ends the LD return/delete process without return-
ing or deleting the LD 80b.

[0306] On the other hand, when the present time has
passed the end time of the license effective period 871
(Yes in S2302) and when the value of the original usage
status 86 has reached the permitted reproduction time
(Yes in S2303), the LD 80b cannot be used. So, the re-
turn flag judgment unit 307b judges whether the LD 80b
needs to be returned to the right management server
20b or not with reference to the value of the on-right-
lapse return flag 845 of the LD 80b (S2304). When the
value of the on-right-lapse return flag 845 is "No return
required”, the LD update unit 306b deletes the LD 80b
from the LD database 302b (S2305), and returns to the
main routine.

[0307] Onthe other hand, either when the value of the
on-usage-end return flag 844 is "Return required" or
when the value of the on-right-lapse return flag is "Re-
turn required", the LD update unit 306b executes the LD
return process of returning the LD 80b to the right man-
agement server 20b, and returns to the main routine.
[0308] Next, the LD return process of returning LD
80b from the user terminal 30b to the right management
server 20b in the digital content distribution system 1b
of the second embodiment will be explained with refer-
ence to a flowchart in Fig. 35.

[0309] Fig. 35 is a flowchart showing the operation in
the LD return process.
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[0310] When the user B clicks a "Return LD" button
55b on a menu screen as shown in Fig. 28, for example,
and selects one LD 80b which he wants to return from
among the LD 80b stored in the LD database 302b dis-
played in a list form on the LD return menu screen not
shown here which is activated by the click, the LD return
instruction including the terminal ID is inputted into the
LD return unit 305b via the GUI 313, and thus this LD
return instruction is executed.

[0311] Upon receipt of the LD return instruction from
the user B via the GUI 313, the LD return unit 305b gen-
erates the LD return request 90b, and sends the gener-
ated LD return request 90b to the right management
server 20b via the communication unit 312 (S2401).
[0312] Here, aterminal ID held by the terminal ID/ter-
minal capability storage unit 303b is set for the terminal
ID 92 of the LD return request 90b generated by the LD
return unit 305b, and LD identified according to the LD
return instruction from the user B is set for the LD 93b,
respectively.

[0313] Note that when sending the LD issue request
70b, the communication unit 312 of the user terminal
30b and the communication unit 28 of the right manage-
ment server 20b establish an SAC.

[0314] Upon receipt of the LD return request 90b, the
user identification unit 23 of the right management serv-
er 20b identifies the terminal ID included in the LD return
request 90b (S2402).

[0315] Afteridentifying the terminal ID, the user iden-
tification unit 23 judges whether the identified terminal
ID is stored in the user information database 21 or not,
with reference to the user information database 21
(S2403).

[0316] When the terminal ID included in the LD return
request 90b is not stored in the user information data-
base 21 (No in S2403), the user identification unit 23
considers the user  as an unauthorized user for this
digital content distribution system 1b and notifies the us-
er terminal 30b that the LD cannot be returned.

[0317] When the terminal ID 92 included in the LD re-
turn request 90b is stored in the user information data-
base 21 (Yes in S2403), the user identification unit 23
acquires the user ID associated with the identified ter-
minal ID and passes the user ID to the LD update unit
27b.

[0318] Upon receipt of the user ID, the LD update unit
27b updates the license data included in the LD return
request 90b (S2404).

[0319] This update is executed in the following man-
ner, for example. The LD analysis unit 26b analyzes the
LD included in the LD return request 90b, and acquires
a part necessary for the license data 222b managed in
the license data database 22b, namely, the license ID,
the content ID, the content decryption key, the original
usage rule and the original usage status, from the LD
return request 90b first, and then acquires the terminal
usage status from the LD return request 90b in order to
examine how the content was used on the user terminal
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30b. After acquiring the terminal usage status, the LD
update unit 27b increments the value of the original us-
age status acquired by the LD analysis unit 26b by the
value of the terminal usage status so as to update it into
the incremented value.

[0320] After updating the license data, the LD update
unit 27b stores the updated license data in the license
data database 22b (S2405). This storage is made by
referring to the license data database 22b, searching a
record including the user ID passed from the user iden-
tification unit 23, and storing the updated license data
in the record including the searched user ID.

[0321] Afterstoring the license datainthe license data
database 22b, the LD update unit 27b sends the LD re-
turn process completion notice to the user terminal 30b
via the communication unit 28 (S2406).

[0322] Upon receipt of the LD return process comple-
tion notice via the communication unit 312, the LD return
unit 305b of the user terminal 30b deletes the LD 80b to
be deleted from the LD database 302b (S2407). Then,
the LD return unit 305b notifies the user B via the GUI
313 that return of the LD 80b is completed, and ends
the processing.

[0323] On the other hand, upon receipt of the LD no-
return notice via the communication unit 312 (S2408),
the LD return unit 305b notifies the user B via the GUI
313 that the LD 80b cannot be returned, and ends the
processing without deleting the LD 80b to be returned
from the LD database 302b.

[0324] As described above, according to the second
embodiment, not only the load on a user's terminal ap-
paratus can be reduced, but also accesses to a server
apparatus by returns of license information and issue
requests of license information can be controlled, and
thus demand for various types of services for content
usage can be satisfied, such as content usage control
based on various rules and usage results (for example,
the details of license data which is to be reissued after
returned are changed depending on various rules and
usage statuses such as "answered a questionnaire" and
"used A times within X days") and collection of usage
results. Furthermore, the load on the server apparatus
can be reduced during license data issue.

[0325] In addition, according to the second embodi-
ment, versatile expansion of content rules can be real-
ized by generating license data on a server apparatus
and introducing two types of usage rules, namely, an
original usage rule and a terminal usage rule. In other
words, even an indefinable and complicated usage rule
can be introduced if it is set as an original usage rule for
a terminal apparatus. In this case, when issuing license
data, the terminal apparatus generates a definable and
simple usage rule based on the complicated usage rule
of the license data, and the server apparatus sets the
generated usage rule as a terminal usage rule.

[0326] Note that in the digital content distribution sys-
tem 1b of the second embodiment, the case where the
original usage rule 2224b or the like is under the time
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management has been explained, but it goes without
saying that LD can be applied to the case where the orig-
inal usage rule 2224b or the like is under the manage-
ment on the basis of the number of uses.

[0327] More specifically, as shown in Fig. 36, the right
management server 20b in the digital content distribu-
tion system 1b holds, as license data purchased by a
user, an original usage rule 2224b (10 times, for in-
stance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt
of the LD issue request 70b from the user terminal 30b,
the right management server 20b cuts out the whole of
the original usage rule 2224b and the original usage sta-
tus 2226b for LD 80b to be issued to the user terminal
30b which has sent this LD issue request 70b, so as to
delete the original usage rule 2224b and the original us-
age status 2226b from the license data database 22b
temporarily. The right management server 20b gener-
ates a terminal usage rule 87 (1 time, for instance) and
a terminal usage status 88 (0 time, for instance) based
on a predetermined rule when issuing the LD 80b, and
embeds them onto the LD 80b for its issue. In other
words, the LD 80b is issued using a double-layer struc-
ture, with the original usage rule 85 and the original us-
age status 86, and the terminal usage rule 87 and the
terminal usage status 88.

[0328] The user terminal 30b updates the details of
the terminal usage status 88 by the amount of actual
usage on the terminal indicated by the usage status,
with reference only to the terminal usage rule 87 and the
terminal usage status 88 of the LD 80b received from
the right management server 20b when reproducing a
content. Note that the user terminal 30b never refers to
the original usage rule 85 and the original usage status
86. Then, the user terminal 30b sends the LD 80b having
a double-layer structure to the right management server
20b using a LD return request 90b.

[0329] Upon receipt of the LD return request 90b, the
right management server 20b updates the original us-
age status by the amount of actual usage on the terminal
indicated by the usage status, with reference to the ter-
minal usage status 88 of the LD 80b, and stores again
the original usage rule 2224b and the original usage sta-
tus 2226b in the license data database under the man-
agement of the right management server 20b. Note that
the remaining usage rule is obtained by subtracting the
original usage status from the original usage rule.
[0330] In the second embodiment, the user terminal
30b is structured so as to return LD 80b to the right man-
agement server 20b without reference to the original us-
age rule 85 and the original usage status 86 of the LD
80D, if at least one of the on-usage-end return flag 844
and the on-right-lapse return flag 845 of the license
header 84 is "Return required". However, it may be
structured so as to return the LD 80b to the right man-
agement server 20b with reference to the original usage
rule 85 and the original usage status 86 as an alternative
to at least one of the removed on-usage-end return flag
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844 and on-right-lapse return flag 845 of the license data
84, if the LD 80b has a double-layer structure. Also, it
may be structured so as to return the LD 80b to the right
management server 20b with reference to the original
usage rule 85 and the original usage rule 86 as an al-
ternative to at least of one of the removed on-usage-end
return flag 844 and the on-right-lapse return flag 845 of
the license header 84, if the LD 80b has a double-layer
structure and the maximum of the remaining usage rule
calculated based on the original usage rule 2224b and
the original usage status 2226b is not included in the
terminal usage rule.

[0331] Theruletable 22c has been explained as arule
for defining a license effective period, permitted repro-
duction time (permitted number of reproductions) and
an on-usage-end return flag which are to be set for a
terminal usage rule, but this is just an example. Various
rules are conceivable for the rules defined on the rule
table 22c¢, including, for example, a rule defined based
on whether there is an intention of examining an on-
right-lapse return flag and a terminal usage status and
a rule for changing the setting of the terminal usage rule
and various flags for each user.

[0332] In addition, in the second embodiment, the li-
cense data database 22b and the rule table 22c are
formed separately, but these two tables may be struc-
tured as one table.

[0333] Furthermore, it has been explained that, in the
digital content distribution system 1b of the second em-
bodiment, upon receipt of the LD issue request 70b from
the user terminal 30b, the right management server 20b
issues LD 80b having a double-layer structure including
the original usage rule 2224b and the original usage sta-
tus 2226b to the user terminal 30b and deletes the orig-
inal usage rule 2224b and the original usage status
2226b from the license data database 22b temporarily.
However, without deleting the original usage rule 2224b
and the original usage status 2226b from the license da-
ta database 22b, it may issue the LD 80b which does
notinclude the original usage rule 2224b and the original
usage status 2226b.

[0334] More specifically, as shown in Fig. 37, the right
management server 20b in the digital content distribu-
tion system 1b holds, as license data purchased by a
user, an original usage rule 2224b (10 hours, for in-
stance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt
of the LD issue request 70b from the user terminal 30b,
the right management server 20b cuts out a terminal us-
age rule 87 (1 hour, for instance) and a terminal usage
status 88 (0 time, for instance) from the original usage
rule 2224b and the original usage status 2226b based
on a predetermined rule for the user terminal 30b which
has sent this LD issue request 70b, and embeds them
on the LD 80b for its issue.

[0335] The user terminal 30b updates the details of
the terminal usage status 88 by the usage of actual us-
age on the terminal indicated by the usage status, with
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reference to the terminal usage rule 87 and the terminal
usage status 88 of the LD 80b received from the right
management server 20b when reproducing a content.
Then, the user terminal 30b sends the LD 80b to the
right management server 20b using a LD return request
90b.

[0336] Upon receipt of the LD return request 90b, the
right management server 20b updates the original us-
age status stored in the license data database under the
management of the right management server 20b by the
amount of actual usage on the terminal indicated by the
usage status, with reference to the terminal usage sta-
tus 88 of the LD 80b.

[0337] Also, in order to execute efficiently the opera-
tion of the user terminal 30b for returning LD to the right
management server 20b temporarily and then acquiring
the LD again (the operation from the LD return process
(82232) to S2202 in Fig. 32 or the like), information in-
dicating whether new LD can be issued or not may be
included in the LD return process completion notice sent
from the right management server 20b to the user ter-
minal 30b in Step 52406 in Fig. 35. In this case, when
the user terminal 30b is notified by the LD return process
completion notice that new LD can be issued, it contin-
ues the processing of acquiring LD, but when it is noti-
fied that new LD cannot be issued, it does not execute
the processing of acquiring new LD.

[0338] Furthermore, the second embodiment may be
structured so that return of LD and the following
processing of acquiring LD are performed all at once.
As shown in Fig. 38, in this case, it is assumed that the
user terminal 30b sends a LD return/issue request 100
for requesting to perform the LD return process and the
LD acquire process all at once to the right management
server 20b, and upon receipt of the LD return/issue re-
quest 100, the right management server 20b performs
the LD return process (process in S2402~S2405 in Fig.
35) and then goes on to perform the LD issue process
(process in S2004~S2007 in Fig. 27). Note that this LD
return/issue request 100 is realized by a structure of a
combination of a LD issue request 70b and a license
data return request 90b as well as a LD return/issue re-
quest identifier 101 indicating the LD return/issue re-
quest, namely, a terminal ID 102, license data 103, a
content ID 104 and a terminal capability 105.

[0339] Also, LD is usually sent from the right manage-
ment server 20b to the user terminal 30b as a response
to the LD return/issue request, but the whole LD does
not always need to be sent back, and only minimal and
essential information for the user terminal 30b to hold
new LD may be sent back.

[0340] For example, when the terminal usage rule of
the LD to be sent back is same as the terminal usage
rule of the LD to be returned from the user terminal 30b,
information instructing to reset the terminal usage status
of the LD to be returned from the user terminal 30b to
"0" may be sent back. In this case, the user terminal 30b
does not delete the LD to be returned, but instead resets
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the terminal usage status of that LD to "0" and holds it
asitis.

[0341] Only a terminal usage rule may be sent as a
response to a LD return/issue request. In this case, it is
assumed that the user terminal 30b overwrites the ter-
minal usage rule of the LD to be returned with the ter-
minal usage rule which has been sent back, resets the
terminal usage status to "0", and holds it as it is.
[0342] Note thatit has been explained on the assump-
tion that license data itself is described in the LD return
request 90b and the LD return/issue request 100, but
the whole license data does not always need to be de-
scribed but only a minimal and essential part thereof,
such as the terminal usage status only, for the right man-
agement server 20b to return the LD may be described.
[0343] Up to now, it has been explained on the as-
sumption that the user terminal 30b once returns the LD
whose usage right has lapsed to the right management
server 20b and then acquires new LD, but it may be
structured so as to acquire the LD again from the right
management server 20b without returning the LD. In this
case, upon receipt of the LD re-acquire request from the
user terminal 30b, the right management server 20b
performs the processing considering that the usage of
the previously issued LD has been completed, and is-
sues new LD. Note that in this case, it is preferable for
the user terminal 30b to control so that a LD re-acquire
request is made only when the usage right of the LD has
lapsed, in order to avoid holding two LD with the same
license ID at the same time.

[0344] Also, in the second embodiment, it has been
explained on the assumption that the on-right-lapse re-
turn flag is information indicating whether LD needs to
be returned to the right management server 20b or not
when the right of the LD has lapsed. However, the
present invention is not limited to that, and the on-right-
lapse return flag may be used as a flag indicating wheth-
er the usage rule remains or not which is calculated from
the original usage rule and the original usage status,
whether LD can be acquired again from the right man-
agement server 20b or not, whether LD can be deleted
or not on the user terminal 30b, and the like, and the
user terminal 30b may be something to determine the
next operation according to the information identified by
the flag.

[0345] Furthermore, in the second embodiment, the
cumulative usage time and the number of uses are only
stored in the terminal usage status, but information in-
volving the usage status such as the content reproduc-
tion start time and the content reproduction end time
may be embedded into the terminal usage status so as
to be returned to the server. As a result, the server can
acquire specific and detailed usage status of each user
such as a content usage time zone, and thus meet de-
mand for various types of services for content usage.
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Industrial Applicability

[0346] The content usage management system and
the digital content distribution system according to the
presentinvention includes a server apparatus and a ter-
minal apparatus, and the server apparatus is suitable
for use as a computer apparatus which distributes li-
cense information for each content and the terminal ap-
paratus is suitable for use as a computer apparatus
which receives license information, such as a set top
box, a personal computer, a digital television, a printer,
a mobile phone and a mobile information terminal.

Claims
1. A content usage management system comprising:

a terminal apparatus for using a content that is
a digital work; and

a server apparatus for managing usage of the
content on the terminal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to
store license information indicating a usage
rule of a content for each user who uses the
terminal apparatus;

a license ticket generation unit operable to gen-
erate a license ticket based on a request from
the user and send said license ticket to the ter-
minal apparatus, the license ticket being infor-
mation on a right indicating a part or a whole of
the usage rule indicated by the license informa-
tion associated with the user; and

a return information setting unit operable to set
return information on the license ticket gener-
ated by the license ticket generation unit, the
return information indicating whether the Ii-
cense ticket needs to be returned to the server
apparatus or not when the right of said license
ticket lapses, and

the terminal apparatus includes:

a usage request unit operable to request
the server apparatus for usage of the con-
tent according to the user's instruction;

a receiving unit operable to receive the li-
cense ticket sent from the server appara-
tus;

a content usage control unit operable to
control the usage of the content under the
usage rule indicated by the received Ili-
cense ticket; and

a license ticket return unit operable to at-
tempt to return the license ticket to the
server apparatus according to the return in-
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formation indicated by the received license
ticket.

The content usage management system according
to Claim 1,

wherein the usage request unit requests the
server apparatus for the usage of the content by
sending an instructed usage amount of the content
to the server apparatus, and

the license ticket generation unit generates
the license ticket based on the instructed usage
amount sent from the usage request unit and sends
said license ticket to the terminal apparatus.

The content usage management system according
to Claim 2,

wherein the instructed usage amount in-
cludes a number of usage times of the content.

The content usage management system according
to Claim 2,

wherein the instructed usage amount in-
cludes cumulative usage time of the content.

The content usage management system according
to Claim 1,

wherein the usage rule indicated by the Ii-
cense ticket includes an effective period of said li-
cense ticket, the effective period being set as a part
or a whole of an effective period defined under the
usage rule indicated by the license information.

The content usage management system according
to Claim 1,

wherein the usage request unit sends capa-
bility information and the instructed usage amount
to the server apparatus, the capability information
indicating capability of the terminal apparatus to
control the usage of the content, and

the license ticket generation unit generates
the license ticket based on the capability informa-
tion sent from the usage request unit and sends said
license ticket to the terminal apparatus.

The content usage management system according
to Claim 6,

wherein the capability information includes in-
formation indicating whether the terminal apparatus
has a secure clock or not.

The content usage management system according
to Claim 6,

wherein the capability information includes in-
formation indicating whether the terminal apparatus
has a unit for writing onto a secure recording medi-
um or not.

The content usage management system according
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to Claim 6,

wherein upon receipt of the capability infor-
mation from the usage request unit, the license tick-
et generation unit includes license ticket status in-
formation into the license ticket and sends said li-
cense ticket to the terminal apparatus, the license
ticket status information instructing how to handle
the license ticket on the terminal apparatus depend-
ing on the capability indicated by the capability in-
formation.

The content usage management system according
to Claim 9,

wherein the license ticket status information
includes a flag indicating that the license ticket must
be consumed immediately without being written on-
to a recording medium.

A terminal apparatus in a content usage manage-
ment system comprising the terminal apparatus for
using a content that is a digital work and a server
apparatus for managing usage of the content on the
terminal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to
store license information indicating a usage
rule of a content for each user who uses the
terminal apparatus;

a license ticket generation unit operable to gen-
erate a license ticket based on a request from
the user and send said license ticket to the ter-
minal apparatus, the license ticket being infor-
mation on a right indicating a part or a whole of
the usage rule indicated by the license informa-
tion associated with the user; and

a return information setting unit operable to set
return information on the license ticket gener-
ated by the license ticket generation unit, the
return information indicating whether the Ii-
cense ticket needs to be returned to the server
apparatus or not when the right of said license
ticket lapses, and

the terminal apparatus includes:

a usage request unit operable to request
the server apparatus for usage of the con-
tent according to the user's instruction;

a receiving unit operable to receive the li-
cense ticket sent from the server appara-
tus;

a content usage control unit operable to
control the usage of the content under the
usage rule indicated by the received Ii-
cense ticket; and

a license ticket return unit operable to at-
tempt to return the license ticket to the
server apparatus according to the return in-
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formation indicated by the received license
ticket.

12. A program for a terminal apparatus in a content us-

age management system comprising the terminal
apparatus for using a content that is a digital work
and a server apparatus for managing usage of the
content on the terminal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to
store license information indicating a usage
rule of a content for each user who uses the
terminal apparatus;

a license ticket generation unit operable to gen-
erate a license ticket based on a request from
the user and send said license ticket to the ter-
minal apparatus, the license ticket being infor-
mation on a right indicating a part or a whole of
the usage rule indicated by the license informa-
tion associated with the user; and

a return information setting unit operable to set
return information on the license ticket gener-
ated by the license ticket generation unit, the
return information indicating whether the li-
cense ticket needs to be returned to the server
apparatus or not when the right of said license
ticket lapses, and

the program causes a computer to function as:

a usage request unit operable to request
the server apparatus for usage of the con-
tent according to the user's instruction;

a receiving unit operable to receive the li-
cense ticket sent from the server appara-
tus;

a content usage control unit operable to
control the usage of the content under the
usage rule indicated by the received li-
cense ticket; and

a license ticket return unit operable to at-
tempt to return the license ticket to the
server apparatus according to the returnin-
formation indicated by the received license
ticket.

13. Aserverapparatus in a content usage management

system comprising a terminal apparatus for using a
content that is a digital work and the server appa-
ratus for managing usage of the content on the ter-
minal apparatus,

wherein the server apparatus includes:

a license information storage unit operable to
store license information indicating a usage
rule of a content for each user who uses the
terminal apparatus;

a license ticket generation unit operable to gen-
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erate a license ticket based on a request from
the user and send said license ticket to the ter-
minal apparatus, the license ticket being infor-
mation on a right indicating a part or a whole of
the usage rule indicated by the license informa-
tion associated with the user; and

a return information setting unit operable to set
return information on the license ticket gener-
ated by the license ticket generation unit, the
return information indicating whether the Ii-
cense ticket needs to be returned to the server
apparatus or not when the right of said license
ticket lapses, and

the terminal apparatus includes:

a usage request unit operable to request
the server apparatus for usage of the con-
tent according to the user's instruction;

a receiving unit operable to receive the li-
cense ticket sent from the server appara-
tus;

a content usage control unit operable to
control the usage of the content under the
usage rule indicated by the received li-
cense ticket; and

a license ticket return unit operable to at-
tempt to return the license ticket to the
server apparatus according to the return in-
formation indicated by the received license
ticket.

14. A program for a server apparatus in a content usage

management system comprising a terminal appa-
ratus for using a content that is a digital work and
the server apparatus for managing usage of the
content on the terminal apparatus, the program
causing a computer to function as:

a license ticket generation unit operable to gen-
erate a license ticket from license information
based on a request from each user and send
said license ticket to the terminal apparatus, the
license information indicating a usage rule of a
content for the user who uses the terminal ap-
paratus and being stored in a license informa-
tion storage unit, and the license ticket being
information on a right indicating a part or a
whole of the usage rule indicated by the license
information associated with the user; and

a return information setting unit operable to set
return information on the license ticket gener-
ated by the license ticket generation unit, the
return information indicating whether the Ii-
cense ticket needs to be returned to the server
apparatus or not when the right of said license
ticket lapses,

wherein the terminal apparatus includes:
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a usage request unit operable to request the
server apparatus for usage of the content ac-
cording to the user's instruction;

a receiving unit operable to receive the license
ticket sent from the server apparatus;

a content usage control unit operable to control
the usage of the content under the usage rule
indicated by the received license ticket; and

a license ticket return unit operable to attempt
to return the license ticket to the server appa-
ratus according to the return information indi-
cated by the received license ticket.

15. A content usage management method in a system
comprising a terminal apparatus for using a content
thatis a digital work and a server apparatus for man-
aging usage of the content on the terminal appara-
tus, the content usage management method includ-

ing:

a step (A) executed in the server apparatus;
and
a step (B) executed in the terminal apparatus,

wherein the step (A) includes:

a storage step of storing license information in
a license information storage unit, the license
information indicating a usage rule of a content
for each user who uses the terminal apparatus;
a license ticket generation step of generating a
license ticket based on a request from the user
and sending said license ticket to the terminal
apparatus, the license ticket being information
on aright indicating a part or a whole of the us-
age rule indicated by the license information as-
sociated with the user; and

a return information setting step of setting re-
turn information on the license ticket generated
in the license ticket generation step, the return
information indicating whether the license tick-
et needs to be returned to the server apparatus
or not when the right of said license ticket laps-
es, and

the step (B) includes:

a usage request step of requesting the
server apparatus for usage of the content
according to the user's instruction;

a receiving step of receiving the license
ticket sent from the server apparatus;

a content usage control step of controlling
the usage of the content under the usage
rule indicated by the received license tick-
et; and

a license ticket return step of attempting to
return the license ticket to the server appa-
ratus according to the return information in-
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Fig. 2
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Fig. 4
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Fig. 6
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Fig. 9
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Fig. 10

LT return request 90a

LT return request identifier

Terminal ID

38



EP 1 505 528 A1

— -

C B )

>

v gaLul

11 9103 pue- 17 aJinboy

. - - - - - - - - -

CT01S~

EREY
9NSS|-0U |7 9AI909Y

€T01IS~ A

T00TS,

11

. 17 puss
TT0TS~ . :

aseqeaep 1ybu abesn ajepdn

. 0T01S~ A woo\ﬁm
| 1

', pa4inbald uiniyad OoN,, Jpadinbas uiniay, | !

01 beyy uinjal 17 39s| {03 bey uinjas 17 39S

; ~
60015 épouad aAndaye
17 JO awi pua wo.y .
uaIRYIp SI poluad DA1DYS
1yb11 abesn jo sawiy pug
oN /é3N|eA Uy e SI SaNsS|
17 40 Joqwinu panIwad

. L00TS”_ A :
| 171 @1eiauan
~ SSAMN S00TS
90015,

|

192130U aNnss1-0u |1

N& $panssi aq ued |7
A
ssaoo.d juawbpn{ ansst-ou/anss 1
v00TS”, SOA A

3sanbaut anssi
17 puas pue 3jelau’ds

92130U aNsSSI-0U |7 ON "\

£ pasaisibal s| leulwia] > _

€00TS A

A\

A

|euIwila] 19sn

|

_ isonbai ansst |7 2001S
Qo_uuzbmc_ uonisinboe ._.,O_

1T ‘b4

Al |euiwal Ajauapl _

1

ﬁ 1aAu19s Juswabeuew Jybry

39



EP 1 505 528 A1

Fig. 12
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Fig. 13
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Fig. 14
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Fig. 17
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Fig. 25
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Fig. 26
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Fig. 28
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Fig. 29
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Fig. 33
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