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(54)
documents

(57) In a document security management method
for controlling document security across multiple do-
mains a domain ID is extracted from a document to be
processed at an image forming and reproducing appa-
ratus placed in a first domain. Then, it is determined at
afirst security server of the first domain whether the doc-
ument to be processed is controlled in the first domain,
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Document security management for repeatedly reproduced hardcopy of electronic

based on the extracted domain ID. If the document to
be processed is not controlled in the first domain, loca-
tion information about a second domain that controls the
document to be processed is acquired. Then, the image
forming and reproducing apparatus accesses a second
security server provided in the second domain to con-
firm permissibility of the processing of the document.

~20

AUTHENTICATION
(s4) SERVER

INQUIRY ABOUT
USER AUTHENTICATION

(s2)

(s3)

(s10) 103

-PRINTER
-SCANNER
+COPIER

DOCUMENT
VIEWER

SECURITY CLIENT
(s1)

200
USER

Printed by Jouve,

75001 PARIS (FR)



	bibliography

