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Description

FIELD OF INVENTION

[0001] The present invention relates generally to a da-
ta processing system, method and computer program
product and more specifically to a secure end-to-end
wireless communications connection between a security
token enabled computer system and an intelligent remote
device having a security token operatively coupled there-
to.

BACKGROUND

[0002] In high security operating environments, the US
National Institute of Standards and Technology (NIST)
specifies in FIPS PUB 140-2, "Security Requirements
For Security tokens," for security levels 3 and 4 that crit-
ical security parameters (CSP) such as authentication
data, passwords, PINs, CSPs, biometric samples, secret
and private cryptographic keys be entered into or output
from a security token in an encrypted form, generally us-
ing some form of physical and/or logical trusted path or
secure messaging channel to prevent interception of the
critical security parameters.
[0003] The security tokens referred to in this specifi-
cation include hardware based security devices such as
cryptographic modules, smart cards, integrated circuit
chip cards, portable data carriers (PDC), personal secu-
rity devices (PSD), subscriber identification modules
(SIM), wireless identification modules (WIM), USB token
dongles, identification tokens, secure application mod-
ules (SAM), hardware security modules (HSM), secure
multi-media token (SMMC), trusted platform competing
alliance chips (TPCA) and like devices.
[0004] The document XP 002207127 by Deutsche Tel-
ekom AG : Das TeleSecLine Crypt L für sichere
Netzwerkverbindugen" describes a system offering a
protected data transfer over Ethernet-based 2P net-
works.
[0005] The document EP-A-0733971 describes a
method for managing connections between objects in a
distributed object system.
[0006] Attempts at providing a physical trusted path
include the use of cryptographic hardware devices in-
stalled between input devices such as the keyboard and
possibly the mouse. An example of such a cryptographic
interface device is disclosed in US Patent 5,841,868 to
Helbig. However, the hardware expenditures and added
administrative burden greatly increases the cost of the
computer system.
[0007] In another approach, US patent 4,945,468 to
Carson, et al., a trusted path is generated by providing
a new virtual terminal window which allows secure entry
of CSPs. The new virtual terminal window is effectively
isolated from other running processes. This method is a
reasonably secure approach but does not extend the
trusted path to peripheral security devices such as cryp-

tography modules, security tokens and biometric scan-
ners.
[0008] In yet another approach, the document US
2002/0095587 A1 to Doyle, et al. discloses a wireless
SSL or equivalent connection which utilizes negotiated
time-limited cryptography keys to maintain a chain of trust
between interconnected security devices. However, the
mechanism disclosed relies heavily on multiple public
key cryptography key pairs which is difficult to maintain
and may reduce overall performance due to relatively
slow transaction processing when employed using a
smart card. In addition, negotiation of time-limited cryp-
tography keys relies on devices containing a system
clock for changing of cryptographic keys. Smart cards
and like devices do not include system clocks and thus
are reliant of their host for providing event timing which
may introduce security concerns when the host is not
trusted.
[0009] Cryptographic mechanisms are available in the
relevant art which could be adapted to encrypt an incom-
ing CSP with a cryptographic key for secure transport
through a security token enabled and eventual decryption
by a security executive installed within the security token.
However, the cryptographic mechanism employed by the
security token enabled computer system must provide a
sufficient level of security to prevent interception of the
cryptographic keys used in encrypting the CSP and fur-
thermore limits vulnerability to a replay type attack.
[0010] Another common vulnerability in the relevant
art relates to the lack of ability to bind a CSP to a session,
which potentially allows an unlocked security token to be
accessed by an unauthorized entity. To address this po-
tential vulnerability, the CSP is typically cached or stored
and presented by software to the security token each
time access is required. The cached or stored CSPs are
likewise vulnerable to interception or compromise by an
unauthorized entity. Therefore, it would be highly advan-
tageous to provide a secure CSP transport system which
limits an intruder’s ability to intercept a cryptographic key
during wireless communications sessions, is relatively
invulnerable to a replay type attack, minimizes requests
for user input of CSPs already provided within a session
and does not store or otherwise cache a CSP.

SUMMARY

[0011] With this goal in mind, the present invention is
a method for establishing a secure end-to-end commu-
nications connection according to claim 1, a correspond-
ing system according to claim 20 and a computer pro-
gram product according to claim 43.
[0012] Other features of the invention are found in the
dependent claims.
[0013] This invention addresses the limitations de-
scribed above and provides an efficient secure end-to-
end communications connection to securely exchange
information between a security token enabled computer
system and an intelligent remote device having a security
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token operatively coupled thereto. The method portion
of the invention comprises the steps of performing a first
security transaction which authenticates a security token
to a security token enabled computer system, establish-
ing a secure communications connection between the
security token and the security token enabled computer
system which incorporates a shared symmetric key set
generated during the first security transaction, assigning
at least one key from the shared symmetric key set to a
dedicated communications channel accessible to the se-
curity token, and performing a second security transac-
tion which authenticates a user to said security token.
[0014] Steps are performed for signaling an affirmative
result to the security token enabled computer system if
the second security transaction is successful. The sec-
ond security state is required before the secure commu-
nications connection is available for use by said security
token.
[0015] The first security transaction is accomplished
using a challenge/response protocol which incorporates
an asymmetric key pair. A challenge is generated by the
security token enabled computer system and encrypted
with the public key associated with the security token.
[0016] The encrypted challenge is then sent to the se-
curity token. The security token decrypts the challenge
using the private key counterpart to the public key and
returns the clear text challenge to the security token en-
abled computer system for verification.
[0017] The public key is transferred to the security to-
ken enabled computer system by way of a digital certif-
icate as part of the establishing the wireless communi-
cations connection.
[0018] The second security transaction authenticates
the user to the security token by the user’s critical security
parameter which is provided directly or indirectly to the
security token via the intelligent remote device. Once the
second security transaction has been successfully com-
pleted the user is allowed access to one or more secure
resources associated with the security token, security
token enabled computer system or both.
[0019] In related embodiments of the invention, secu-
rity states are maintained by the security token and se-
curity token enabled computer system. The security
states are set by the successful completion of the first
and second security transactions.
[0020] The secure communications connection is es-
tablished by generating on the security token enabled
computer system, a shared symmetric key set, encrypt-
ing one of the generated symmetric keys with the public
key, sending the encrypted symmetric key to the security
token, decrypting the symmetric key with the counterpart
private key and assigning the decrypted symmetric key
to a dedicated communications channel. The dedicated
communications channel prevents the number of wire-
less secure communications connections with the secu-
rity token from exceeding a predetermined limit. The pre-
determined limit is usually set to 1.
[0021] In another embodiment of the invention, user

feedback is provided by the intelligent remote device
which prompts the user to select either a local or remote
authentication transaction and provide the critical secu-
rity parameter.
[0022] In another embodiment of the invention authen-
tication of the user is inhibited if outside a predefined
range of a proximity sensor coupled to the security token
enabled computer system.
[0023] In yet another embodiment of the invention, us-
er sensory feedback is provided by the security token
enabled computer system which indicates a remote au-
thentication transaction is in progress. The user sensory
feedback includes visual, tactile, aural or vibratory feed-
back.
[0024] A first systematic embodiment of the invention
comprises a security token enabled computer system in
wireless communications with an intelligent remote de-
vice having an operatively coupled security token thereto.
The security token enabled computer systems includes
a first security transaction means for at least authenticat-
ing the security token to the security token enabled com-
puter system, and a first secure communications con-
nection means for at least establishing a cryptographi-
cally encoded link between the security token enabled
computer system and the security token. The first secu-
rity transaction means includes a challenge/response
protocol means and an asymmetric cryptography means.
The first secure communications connection means in-
cludes a symmetric key set generation means and a se-
cure symmetric key exchange means.
[0025] The security token enabled computer system
further includes a first secure access means for allowing
a user access to one or more secure resources following
a receipt of an affirmative signal.
[0026] Successful execution of the first security trans-
action means sets a first computer system security state
and receipt of the affirmative result signaling sets a sec-
ond computer system security state associated with the
security token enabled computer system.
[0027] The intelligent remote device includes a secu-
rity token interface means for at least operatively coupling
the security token to the intelligent remote device, and a
user interface means for at least receiving and routing a
critical security parameter provided by the user to the
security token interface means. The user interface
means includes conditional means for conditionally re-
ceiving the critical security parameter. The conditional
means is intended to limit or prevent receiving the critical
security parameter until the cryptographically encoded
link is established. The security token interface means
includes security token communications means and
electromagnetic power transfer means.
[0028] The security token includes a secure commu-
nications connection means for at least establishing the
cryptographically encoded link in conjunction with the first
secure communications connection means, a dedicated
communications channel means for preventing a concur-
rent cryptographically encoded link from being estab-
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lished with the security token, a second security trans-
action means for at least authenticating the user to the
security token using at least the critical security param-
eter and an affirmative signaling means for sending an
affirmative signal to the security token enabled computer
system following a successful completion of the second
security transactions means. In an embodiment of the
invention, the dedicated communications channel means
includes a unique channel identifier means which is ad-
dressable by the security token enabled computer sys-
tem.
[0029] In a related embodiment of the invention, es-
tablishment of the cryptographically encoded link sets a
first token security state and successful execution of the
second security transaction means sets a second token
security state. In a related embodiment of the invention,
the second security state is required before the secure
communications connection is available for use by the
security token.
[0030] A second systematic embodiment of the inven-
tion comprises a security token enabled computer sys-
tem in processing communications with an intelligent re-
mote device and a security token coupled to the intelligent
remote device. The security token enabled computer sys-
tem includes a first processor, a first memory coupled to
the first processor, at least one remote authentication
application operatively stored in a first portion of the first
memory having logical instructions executable by the first
processor to authenticate the security token, establish a
secure end-to-end communications connection with the
security token and allow a user access to one or more
secure resources following a receipt of an affirmative sig-
nal sent from the security token.
[0031] The security token enabled computer system
further includes a first wireless transceiver functionally
coupled to the first processor and a public key associated
with the security token retrievably stored in a second por-
tion of the first memory.
[0032] The at least one remote authentication applica-
tion further includes logical instructions executable by
the first processor to generate a symmetric key set and
perform a secure key exchange with the security token.
[0033] The intelligent remote device includes a second
processor, a second memory coupled to the second proc-
essor, a security token interface coupled to the second
processor, a user interface coupled to the second proc-
essor and at least one remote device interface applica-
tion operatively stored in a portion of the second memory.
The at least one remote device interface application in-
cludes logical instructions executable by the second
processor to emulate a security token device interface
locally coupled to at least the security token enabled com-
puter system and conditionally receive and route a critical
security parameter provided by the user via the user in-
terface to the security token. The intelligent remote de-
vice further includes a second wireless transceiver func-
tionally coupled to the second processor.
[0034] The communications and electromagnetic

power interface includes inductive means, capacitive
means or electric contact means to operatively couple
the security token to the intelligent remote device. The
at least one remote device interface application further
includes logical instructions executable by the second
processor to prevent receiving the critical security pa-
rameter from the user before establishment of the secure
end-to-end communications connection.
[0035] The security token includes at least a third proc-
essor, a third memory coupled to the at least a third proc-
essor, a communications and electromagnetic power in-
terface coupled to the at least a third processor and the
security token interface and at least one token remote
authentication application operatively stored in a first por-
tion of the third memory.
[0036] The at least one token remote authentication
application includes logical instructions executable by
the at least a third processor to establish the secure end-
to-end communications connection in conjunction with
the security token enabled computer system, restrict the
secure end-to-end communications connection to a sin-
gle wireless secure communications connection, authen-
ticate the user and send the affirmative signal to the se-
curity token enabled computer system ,if the user is suc-
cessfully authenticated. The security token further in-
cludes an private key retrievably stored in a second por-
tion of the third memory and a reference critical security
parameter retrievably stored in a third portion of the third
memory. The private key is the counterpart to the public
key. The user is authenticated by the at least one token
remote authentication application by comparing the us-
er’s provided critical security parameter to the reference
critical security parameter.
[0037] The restriction to the secure end-to-end com-
munications connection is applied to a dedicated com-
munications channel controlled by the at least one token
remote authentication application. The dedicated com-
munications channel includes a unique identifier ad-
dressable by the security token enabled computer sys-
tem.
[0038] The public and private keys are incorporated
into a challenge/response protocol used to authenticate
the security token to the security token enabled computer
system and are further used to perform a secure sym-
metric key exchange from the security token enabled
computer system to the security token.
[0039] In another embodiment of the invention, a prox-
imity sensor is coupled to the security token enabled com-
puter system which inhibits either authentication or use
of the secure communications channel if the security to-
ken is outside of a predefined range from the security
token enabled computer system.
[0040] In a final embodiment of the invention, a com-
puter program product is provided. The computer pro-
gram product is embodied in a tangible form readable by
a security token processor and includes executable in-
structions stored thereon for causing the security token
processor to utilize one or more security token emulation
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services provided by an intelligent remote device proc-
essor, establish a secure end-to-end communications
connection in conjunction with a security token enabled
computer system processor, restrict the secure end-to-
end communications connection to a single wireless se-
cure communications connection, authenticate a user
and send an affirmative signal to the security token en-
abled computer system processor if the user is success-
fully authenticated.
[0041] The computer program product further includes
executable instructions stored thereon for causing the
security token enabled computer system processor to
authenticate the security token, establish the secure end-
to-end communications connection with the security to-
ken, and allow a user access to one or more secure re-
sources following a receipt of the affirmative signal sent
from the security token.
[0042] The computer program product further includes
executable instructions stored thereon for causing the
intelligent remote device processor to provide the one or
more security token emulation services to the security
token processor, and receive and route a critical security
parameter provided by the user via the user interface to
the security token.
[0043] The tangible form of the computer program
product includes magnetic media, optical media or logical
media stored in a code format comprising byte code,
compiled, interpreted, compilable and interpretable.

BRIEF DESCRIPTION OF DRAWINGS

[0044] The features and advantages of the invention
will become apparent from the following detailed descrip-
tion when considered in conjunction with the accompa-
nying drawings. Where possible, the same reference nu-
merals and characters are used to denote like features,
elements, components or portions of the invention. It is
intended that changes and modifications can be made
to the described embodiment without departing from the
true scope and spirit of the subject invention as defined
by the claims.

FIG. 1 - is a generalized block diagram of a security
token enabled computer system.
FIG. 1A - is a generalized block diagram of an intel-
ligent remote device.
FIG. 1B - is a generalized block diagram of a security
token
FIG. 2 - is a detailed block diagram of one embodi-
ment of the invention where a security token enabled
computer system is in processing communications
with a security token equipped intelligent remote de-
vice over a wireless link.
FIG. 2A - is a detailed block diagram of the invention
where an public key is transferred to the security
token enabled computer system.
FIG. 2B - is a detailed block diagram of the invention
where the security token receives an encrypted chal-

lenge generated by the security token enabled com-
puter system as an initial part of an authentication
challenge/response protocol.
FIG. 2C - is a detailed block diagram of the invention
where the security token returns the clear text chal-
lenge to the security token enabled computer system
as a final part of the authentication challenge/re-
sponse protocol.
FIG. 2D - is a detailed block diagram of the invention
where a symmetric key set is generated and a secure
key exchange is performed between the security to-
ken enabled computer system and the security to-
ken.
FIG. 2E - is a detailed block diagram of the invention
where a secure end-to-end communications con-
nection is established between the security token
enabled computer system and the security token.
FIG. 2F - is a detailed block diagram of the invention
where a user’s critical security parameter is provided
to the intelligent remote device and routed to the op-
eratively coupled security token to authenticate the
user.
FIG. 2G - is a detailed block diagram of the invention
where the intelligent remote device has successfully
been authenticated to the security token enabled
computer system.
FIG. 3 - is a flow diagram illustrating the major steps
associated with establishing the secure end-to-end
communications connection between the security to-
ken enabled computer system and an intelligent re-
mote device having a security token operatively cou-
pled thereto.

DETAILED DESCRIPTION

[0045] This present invention provides an anonymous
secure end-to-end communications connection which al-
lows an intelligent remote device to emulate a locally con-
nected security token device without requiring an actual
physical connection to a security token enabled computer
system. The anonymous secure end-to-end communi-
cations connection is established over a wireless com-
munications network or link. The applications are envi-
sioned to be programmed in a high level language using
such as Java ™, C++, C #, C or Visual Basic ™.
[0046] Referring to Figure 1, a block diagram of a se-
curity token enabled computer system 105 is depicted.
[0047] The security token enabled computer system
105 includes a processor 5c, a main memory 10c, a dis-
play 20c electrically coupled to a display interface 15c,
a secondary memory subsystem 25c electrically coupled
to a hard disk drive 30c, a removable storage drive 35c
electrically coupled to a removable storage unit 40c and
an auxiliary removable storage interface 45 electrically
coupled to an auxiliary removable storage unit 50c.
[0048] A communications interface 55c subsystem is
coupled to a wireless transceiver 60c and a wireless net-
work or link 65, an optional security token 75 electrically
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coupled to a security token interface 70c and a user input
interface 80c including a mouse and a keyboard 85, an
optional biometric scanner 95c electrically coupled to an
optional biometric scanner interface 90c and an optional
proximity sensor 115c coupled to the communications
interface 55c. The proximity sensor 115c prohibits re-
mote authentications to be performed when a security
token 75r (Figure 1A) is not within either a predefined
distance from the proximity sensor 115c or within sensor
range of the proximity sensor 115c. An example of suit-
able proximity systems adaptable for use in the invention
is available from Ensure Technologies (Xyloc), 3526
West Liberty Road, Suite 100, Ann Arbor, Michigan
48103; www.ensuretech.com. The technical bases for
the Xyloc proximity detection systems are disclosed in
US patents and patent applications US 6,456,958, US
6,307,471, US 6,070,240, US 20020104012A1, US
20020069030A1, US 20020065625 all assigned to En-
sure Technologies.
[0049] The processor 5c, main memory 10c, display
interface 15c secondary memory subsystem 25c and
communications interface system 55c are electrically
coupled to a communications infrastructure 100c. The
security token enabled computer system 105 includes
an operating system, at least one remote authentication
application, other applications software, cryptography
software capable of performing symmetric and asymmet-
ric cryptographic functions, secure messaging software
and device interface software.Referring to Figure 1A, a
block diagram of an intelligent remote device 110 is de-
picted. The an intelligent remote device 110 includes a
processor 5r, a main memory 10r, a display 20r electri-
cally coupled to a display interface 15r, a secondary
memory subsystem 25r electrically coupled to an optional
hard disk drive 30r, a virtual storage drive 35r and a re-
movable memory module 50r electrically coupled to a
removable memory module interface 45r.
[0050] A communications interface 55r subsystem is
coupled to a wireless transceiver 60r and a wireless net-
work or link 65, a security token 75 electrically coupled
to a security token interface 70r and a user input interface
80r including a mouse and a keyboard 85r, and an op-
tional biometric scanner 95r electrically coupled to an
optional biometric scanner interface 90r.
[0051] The processor 5r, main memory 10r, display
interface 15r secondary memory subsystem 25r and
communications interface system 55r are electrically
coupled to a communications infrastructure 100r. The
intelligent remote device includes an operating system,
at least one remote device interface application, other
applications software, cryptography software capable of
performing symmetric and asymmetric cryptographic
functions, secure messaging software and device inter-
face software.
[0052] Referring to Figure 1B, a block diagram of the
security token 75 is depicted. The security token 75 in-
cludes a wireless, optical and/or electrical connection
means 60t, 60w compatible with the security token inter-

faces 70c, 70r, a processor 5t, an optional cryptographic
co-processor 5tc coupled to the processor 5t, volatile
memory 10vm, non-volatile memory 10nvm, an electri-
cally erasable programmable read only memory (EEP-
ROM) 10eeprom and a communications interface 55t
coupled to the connection means 60t.
[0053] The processor 5t, optional cryptographic co-
processor 5tc, volatile memory 10vm, non-volatile mem-
ory 10nvm, electrically erasable programmable read only
memory (EEPROM) 10eeprom and communications in-
terface 55t are electrically coupled to a communications
infrastructure 100t. The EEPROM further includes a runt-
ime operating environment, cryptography extensions in-
corporated into the operating system and capable of per-
forming symmetric and asymmetric cryptographic func-
tions compatible with the intelligent remote device and
security token enabled cryptography software, at least
one token remote authentication application, one or more
critical security parameter protected secure resources
coupled to the at least one token remote authentication
application and a public key infrastructure (PKI) key pair
functionally coupled to the at least one token remote au-
thentication application.
[0054] The non-volatile memory 10nvm has operative-
ly stored therein one or more reference critical security
parameters which are verified against a user supplied
critical security parameter by the at least one token re-
mote authentication application to allow access to the
one or more one or more critical security parameter pro-
tected secure resources.
[0055] Referring to Figure 2, a generalized arrange-
ment of the invention is depicted. The invention includes
an intelligent remote device IRD 110 in processing com-
munications over a wireless link 65 with a security token
enabled computer system 105. A security token ST 75
is operatively coupled to the intelligent remote device IRD
110 via a security token interface device STI 70r.
[0056] The intelligent remote device IRD 110 includes
an operatively coupled wireless transceiver T/R2 60r, a
security token interface STI 70r, a user input means UI
85 and a display DI 202r which provides a user with in-
formation related to available authentication options and
authentication status.
[0057] The security token interface STI 70r includes
optical, capacitive, inductive and direct electrical contact
type interface devices and provides electromagnetic
power and communications continuity with the intelligent
remote device IRD 110. Lastly, at least one remote device
interface application RDI 210 is installed in the intelligent
remote device IRD 110.
[0058] The at least one remote device interface appli-
cation RDI 210 is generally a middleware application
which allows the intelligent remote device IRD 110 to
emulate a local security token device peripheral coupled
to the security token enabled computer system CS 105
without requiring an actual physical connection. When
enabled, the at least one remote device interface appli-
cation RDI 210 provides security token interface services
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for exchanging data with the security token enabled com-
puter system, receiving a user’s critical security param-
eter provided using the user interface UI 85r and routing
the user’s critical security parameter to the security token
ST 75 for user authentication or verification.
[0059] The at least one remote device interface appli-
cation RDI 210 further provides user prompts and feed-
back via a display DI 20r.
[0060] The security token ST 75 is operatively coupled
to the security token interface device STI 70r by a con-
nection means 60t and includes a public and a private
key pair Kpub 225t, Kpri 230 and a reference critical se-
curity parameter CSPr 235 retrievably stored in the token
memory. At least one token remote access application
TRA 215 is likewise installed in the token memory.
[0061] The at least one token remote access applica-
tion TRA 215 allows the security token ST 75 to establish
a secure end-to-end communications connection in con-
junction with the security token enabled computer system
CS 105, restrict the secure end-to-end communications
connection to a single wireless secure communications
connection by way of a dedicated wireless communica-
tions channel Wc 220w, authenticate a user by compar-
ing a user’s provided critical security parameter to the
reference critical security parameter CSPr 235 and send
an affirmative signal to the security token enabled com-
puter system CS 105 if the user is successfully authen-
ticated. Local communications channel Lc1, Lc2, Lcn 220
allows multiple communications sessions to be estab-
lished when the ST 75 is locally connected to either the
intelligent remote device IRD 110 or security token ena-
bled computer system CS 105.
[0062] The dedicated wireless communications chan-
nel Wc 220w restricts the number of communications
sessions which can be established remotely. The at least
one token remote access application TRA 215 includes
an authentication state table 240, 245 which requires ful-
fillment before access 250t is allowed to one or more
secure token resource SRt 255t. In one embodiment of
the invention, the communication session is not available
to the security token ST 75 until the authentication state
table 240, 245 is properly set by authentication of the
user.
[0063] The security token enabled computer system
105 includes a wireless transceiver T/R1 compatible with
the wireless transceiver T/R2 installed on the intelligent
remote device IRD 110 and at least one remote access
application RAA 205. The at least one remote access
application RAA 205 is generally a middleware applica-
tion which allows the security token enabled computer
system CS 105 to authenticate the security token ST 75,
establish the secure end-to-end communications con-
nection with the security token ST 75 over the wireless
link 65 and allow the user access 250c to one or more
secure resources following a receipt of an affirmative sig-
nal sent from the security token ST 75.
[0064] In one embodiment of the invention, the at least
one remote access application RAA 205 includes an au-

thentication state table 260, 265 which requires fulfillment
before access 250c is allowed to the one or more secure
computer system resource SRc 255c. 105. The security
token enabled computer system 105 further includes a
display 20c which provides a user with information relat-
ed at least to authentication status 203c.
[0065] The messaging protocol used to communicate
with the security token ST 75 includes an ISO 7816 com-
pliant communications protocol. Protocol conversion be-
tween higher level packet communications protocols and
the lower level ISO 7816 communications protocol may
be accomplished by either the remote access application
RAA 205 installed on the security token enabled compu-
ter system CS 110 or by the remote device interface RDI
210 installed on the intelligent remote device IRD 110.
[0066] A secure arrangement for exchanging APDU
commands and responses between the security token
ST 75 and security token enabled computer system CS
105 is described in the document US 2002-0162021 A1,
to which it can be referred
[0067] Extensible authentication protocols (EAP) as
described in the internet standards RFC 2284 or RFC
2716 may be incorporated into the communications con-
nection as well.
[0068] The authentication state tables 240, 245, 260,
265 may be part of a preestablished set of security pol-
icies. In one embodiment of the invention, access re-
quirements are determined by the security policies main-
tained within the security token ST 75 as is described in
the document US 2004-0123152 A1, entitled "Uniform
Framework for Security Tokens," to which it can be re-
ferred.
[0069] Additional security policies may be combined
with the security policies established for the security to-
ken as is described in the document US 2004-0221174
A 1 and likewise to which it can be referred.
[0070] Referring to Figure 2A, the secure end-to-end
communications connection is initiated by a user select-
ing a remote authentication option 204r from the display
DI 20r associated with the intelligent remote device IRD
110. The at least one token remote access application
215 causes the public key Kpub 225t to be sent to the
security token enabled computer system CS 105 from
the security token ST 75.
[0071] In an alternate embodiment of the invention, no
user interaction is required to initiate the secure end-to-
end communications connection. In the alternate embod-
iment of the invention, the communications handshaking
between the two wireless transceivers T/R1 60c, T/R2
60r automatically causes execution of the at least one
token remote access application 215.
[0072] In the preferred embodiment of the invention, a
public key Kpub 225t or duplicate thereof Kpub 225c, is
sent to the security token enabled computer system CS
105 in an X.509 certificate where it is retrievably stored.
The public key Kpub 225c will be used to authenticate
the security token ST 75 to the security token enabled
computer system CS 105 and to perform a secure sym-
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metric key exchange between the security token enabled
computer system CS 105 and security token ST 75.
[0073] Referring to Figure 2B, the receipt of the public
key Kpub 225c causes the at least one remote access
application to generate a challenge [C] 270c which is
then encrypted 275e using the public key Kpub 225c and
the resulting cryptogram [C]Kpub 280c is then sent over
the wireless link 65 to the security token ST 75.
[0074] The display DI 20c associated with the security
token enabled computer system CS 105 provides user
feedback 205c that a remote authentication transaction
has been initiated. The at least one token remote access
application TRA 215 receives and decrypts 275d the
cryptogram [C]Kpub 280c using the counterpart private
key Kpri 230 generating the token clear text response
[C] 270r to the challenge.
[0075] Referring to Figure 2C, the token response to
the challenge [C] 270r is returned to the security token
enabled computer system CS 105 where the remote ac-
cess application RAA 205 compares 222 the returned
response [C] 270r to the initial challenge [C] 270c. If the
token response [C] 270r matches the initial challenge [C]
270c, the PKI authentication part of the computer sys-
tems authentication state table is fulfilled 260. If the se-
curity token ST 75 fails this first authentication transaction
processing ends and a new attempt to establish the se-
cure end-to-end communications connection will need to
be performed.
[0076] Referring to Figure 2D, a first part of the anon-
ymous secure end-to-end communications connection
is initiated by the remote access application RAA 205
generating a symmetric key set. The symmetric key sets
KSt 285t and KSc 285s are identical symmetric keys gen-
erated or derived from a random number preferably hav-
ing sufficient bit strength of at least 64 bits to assure ad-
equate security and performance.
[0077] The at least one remote access application RAA
205 encrypts 275e one of the symmetric keys KSt 285t
using the public key Kpub 225c and the resulting crypto-
gram [KSt]Kpub 290t is then sent over the wireless link
65 to the security token ST 75. In one embodiment of the
invention, a channel identifier Wc 220w is included in a
message header associated with the cryptogram which
specifies the dedicated communications channel in
which the symmetric key is to be used. The at least one
token remote access application TRA 215 receives and
decrypts 275d the cryptogram [KSt]Kpub 290t using the
counterpart private key Kpri 230 restoring the token’s
shared symmetric key KSt 285t.
[0078] Referring to Figure 2E, the token shared sym-
metric key KSt 285t is assigned to the dedicated com-
munications channel Wc 220w which establishes the se-
cure end-to-end communications connection 200. The
share symmetric keys KSt 285t, KSc 285c are used as
block cipher keys during information exchange over the
secure end-to-end communications connection. The es-
tablishment of the secure end-to-end communications
connection 200 fulfills a first element of the token’s au-

thentication state table 240. The dedicated communica-
tions channel restricts the secure end-to-end communi-
cations connection to a single wireless secure commu-
nications connection 200 with the security token to pre-
vent unauthorized entities from eavesdropping on sub-
sequent security token transactions.
[0079] Referring to Figure 2F, the final security trans-
action is performed where the user is prompted 206r on
the display 20r associated with the intelligent remote de-
vice IRD 110 to provide his or her critical security param-
eter CSPu 235u. The user’s critical security parameter
CSPu 235u is inputted 295 to the intelligent remote de-
vice IRD 110 via the user interface UI 85 and routed to
the security token ST 75 for authentication.
[0080] The user’s critical security parameter CSPu 235
is compared 227 to the reference critical security param-
eter CSPr 235r by the token remote access application
TRA 215. If a match is found between the user’s critical
security parameter CSPu 235 and the reference critical
security parameter CSPr 235r, the critical security pa-
rameter CSP 245 element of the token’s authentication
state table is fulfilled. If the critical security parameter
fails this second authentication transaction processing
ends and a new attempt to establish the secure end-to-
end communications connection will need to be per-
formed.
[0081] Referring to Figure 2G, the final phase of the
invention implementation is depicted where an affirma-
tive result signal 299t is transmitted from the security to-
ken ST 75 to the security token enabled computer system
via the secure end-to-end communications connection
200. The receipt of the affirmative result signal 299c ful-
fills the second element ST 265 of the computer system’s
authentication state table which allows access 250t, 250c
to the one or more secure resources 255t, 255c associ-
ated with the security token ST 75, security token enabled
computer system CS 105 or both devices.
[0082] The user display DI 20r associated with intelli-
gent remote device IRD 110 optionally provides at least
visual indication 208r that a secure messaging session
is in progress. Likewise, the user display DI 20c associ-
ated with the security token enabled computer system
CS 105 provides at least visual indication 207c that ac-
cess has been granted remotely. Other types of visual,
aural and vibratory feedback are envisioned as well.
[0083] Referring to Figure 3, the major steps for imple-
menting the invention are depicted. The process is initi-
ated 300 by establishment of a wireless communications
connection between a security token enabled computer
system and an intelligent remote device having a security
token operatively coupled thereto. A public key is sent
from the security token via the intelligent remote device
to the security token enabled computer system 310, pref-
erably as part of an X.509 formatted digital certificate.
Transfer of the public key may be automatically per-
formed during a communications handshake or by user
interaction.
[0084] The security token enabled computer system
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authenticates 315 the security token using a challenge/
response protocol, whereby a challenge is generated,
encrypted using the received public key, then transmitted
to the security token over the wireless communications
connection. The security token receives the cryptogram
and decrypts the challenge using a private key counter-
part of the public key. The clear text challenge is then
returned to the security token enabled computer system
for authentication. If the security token is not authenticat-
ed 320 processing ends 370. If the security token is au-
thenticated 320, a symmetric key set is generated on the
security token enabled computer system 325 and a se-
cure key exchange 330 performed with the security to-
ken, whereby at least one of the symmetric keys is en-
crypted using the public key and sent over the wireless
communications connection to the security token.
[0085] The received encrypted symmetric key is de-
crypted using the private key, assigned to a dedicated
communications channel and the dedicated communica-
tions channel locked if a predetermined limit of preexist-
ing wireless communications connections is not exceed-
ed 335. If the predetermined limit is exceeded 345,
processing ends 375. The predetermined limit is usually
set to 1 in the preferred embodiment of the invention.
[0086] A first security state is set by either or both the
security token and/or security token enabled computer
system which indicates that a secure communications
channel has been established. In one embodiment of the
invention, the secure communications channel is not en-
abled until the user is authenticated as described below.
[0087] If the predetermined limit is not exceeded 345,
the user is prompted 350 to provide his or her critical
security parameter to the intelligent remote device. The
provided critical security parameter is then authenticated
355 by the security token by comparing a reference crit-
ical security parameter to the received critical security
parameter. If the user is not authenticated 360, process-
ing ends. If the user is authenticated 355, an affirmative
result signal is generated by the security token and sent
to the security token enabled computer system 365. Re-
ceipt of the affirmative result signal allows access to one
or more secure resources 370. Processing ends 375 nor-
mally at the conclusion of the secure communications
session by the user, removal of the security token from
the intelligent remote device or moving outside of a pre-
determined proximity range from the security token en-
abled computer system.
[0088] The foregoing described embodiments of the
invention are provided as illustrations and descriptions.
They are not intended to limit the invention to precise
form described. In particular, it is contemplated that func-
tional implementation of the invention described herein
may be implemented equivalently in hardware, software,
firmware, and/or other available functional components
or building blocks. No specific limitation is intended to a
particular security token operating environment. Other
variations and embodiments are possible in light of above
teachings, and it is not intended that this Detailed De-

scription limit the scope of invention, but rather by the
Claims that follow herein.

Claims

1. A method for establishing a secure end-to-end com-
munications connection between a security token
enabled computer system (105) and a security token
(75) associated with a wireless intelligent remote de-
vice (110) comprising the steps of:

a. performing a first security transaction which
authenticates said security token (75) to said se-
curity token enabled computer system (105),
b. establishing a secure communications con-
nection between said security token (75) and
said security token enabled computer system
(105) which incorporates a shared symmetric
key set (285t, 285s) generated during said first
security transaction,
c. assigning at least one key (285t) from said
shared symmetric key set (285t, 285s) to a ded-
icated communications channel (220w) be-
tween the security token enabled computer sys-
tem (105) and the security token (75), accessible
to said security token (751) and
d. setting at least a first security state indicating
that the secure dedicated communications
channel (220) has been established,
e. performing a second security transaction, fol-
lowing said first security transaction, which au-
thenticates a user to said security token (75) by
providing a critical security parameter (235) to
said security token via said intelligent remote
device (110),
f. transmitting an affirmative result signal from
the security token (75) to the security token en-
abled computer system (105) via the secure
end-to-end communications connection if the
user is authenticated and setting at least a sec-
ond security state indicating that the user is au-
thenticated by the security token (75), and
g. enabling the use of said secure communica-
tions connection following the setting of said at
least a second security state.

2. The method according to claim 1 wherein said se-
cure communications connection is anonymous to
but controlled by said security token (75).

3. The method according to claim 1 wherein said first
security transaction comprises a challenge/re-
sponse protocol which incorporates an asymmetric
key pair.

4. The method according to claim 1 further including
the step of signaling said security token enabled
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computer system (105) by said security token (75)
if said second security transaction is successful.

5. The method according to claim 1 wherein said se-
cure communications connection is established at
least in part over a wireless telecommunications con-
nection.

6. The method according to claim 1 further including
the step of allowing said user access to one or more
secure resources following successful completion of
said second security transaction.

7. The method according to claim 1 wherein step 1.b
further includes the steps of:

1 b.1 generating said shared symmetric key set
(285t, 285s) by said security token enabled com-
puter system (105).
1 b.2 encrypting said at least one key (285t) with
a public key (225c) associated with said security
token (75).
1 b.3 sending the encrypted said at least one
key (285t) to said security token (75), and
1 b.4 decrypting the said at least one key (285t)
with a private key (230) associated with said se-
curity token (75).

8. The method according to claim 1 wherein said ded-
icated communications channel (220w) prevents the
number of concurrent wireless secure communica-
tions connections with said security token (75) from
exceeding a predetermined limit.

9. The method according to claim 8 wherein said pre-
determined limit is 1.

10. The method according to claim 6 wherein said se-
cure communications connection is only available
when said security token (75) is inside of a prede-
fined range from the said security token enabled
computer system (105).

11. A method recording to claim 1, further comprising
the step of establishing a wireless communications
connection between said intelligent remote device
(110) and said security token enabled computer sys-
tem (105).

12. The method according to claim 11 further including
the step of allowing said user access to one or more
secure resources (255t, 255c) following successful
completion of said second security transaction.

13. The method according to claim 11 wherein step e
further includes the steps of e 1 prompting said user
to provide said critical security parameter (235).

14. The method according to claim 11 further including
the step of sending a digital certificate to said security
token enabled computer system (105).

15. The method according to claim 11 further including
the step of prompting said user to select either a local
or remote authentication transaction.

16. The method according to claim 11 further including
the step of providing said user a sensory feedback
(205c) from at least said security token enabled com-
puter system (105) indicative of a remote authenti-
cation transaction in progress.

17. The method according to claim 11 wherein said wire-
less secure communications connection is associat-
ed with a dedicated communications channel (220w)
which prevents concurrent wireless secure commu-
nications connections from being established with
said security token (75).

18. The method according to claim 16 wherein said sen-
sory feedback (205c) includes visual, tactile, aural
or vibratory feedback.

19. The method according to claim 11 wherein said wire-
less secure communications connection is only
available when said security token (75) is inside a
predefined range from the said security token ena-
bled computer system (105).

20. A system for establishing a secure end-to-end com-
munications connection between a security token
enabled computer system (105) and a security token
(75) associated with a wireless intelligent remote de-
vice (110) comprising;

said security token enabled computer system
(105) including:

a first security transaction, means for at
least authenticating said security token (75)
to said security token enabled computer
system (105):
a first secure communications connection
means for at least establishing a secure
communications connection between said
security token enabled computer system
(105) and said security token (75);

wherein

said intelligent remote device (110) in-
cludes;
a security token interface (70r) means for
at least operatively coupling said security
token (75) to said intelligent remote device
(110):
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a user interface (85r) means for at least re-
ceiving and routing a critical security param-
eter (235) provided by said user to said se-
curity token interface (70r) means:

said security token (75) incudes:

a second secure communications connec-
tion means for at least establishing said se-
cure communications connection in con-
junction with said first secure communica-
tions connection means;
a dedicated communications channel
(220w) means for preventing a concurrent
secure communications connection from
being established with said security token
(75); and

a second security transaction means for at least
authenticating said user to said security token
(75), after said first security transaction, using
at least said critical security parameter (235);
in that the system comprises means for activat-
ing said user interface means (85r) for receiving
and routing said critical security parameter
(235), once said first secure communications
connection means have established said secure
communications connection;
and in that the system comprises means for
transmitting an affirmative result signal from the
security token (75) to the security token enabled
compute system (105) via the secure end-to-
end communications connection if the user is
authenticated.

21. The system according to claim 20 wherein said se-
curity token enabled computer system (105) is in
wireless communications with said intelligent remote
device (110) and said operatively coupled security
token (75).

22. The system according to claim 20 wherein said first
security transaction means includes a challenge/re-
sponse protocol means and an asymmetric cryptog-
raphy means.

23. The system according to claim 20 wherein said first
secure communications connection means includes
a symmetric key set generation means and a secure
symmetric key exchange means.

24. The system according to claim 20 wherein said se-
curity token interface (70r) means includes security
token communications means and electromagnetic
power transfer means.

25. The system according to claim 20 wherein said ded-
icated communications channel means (220w) in-

cludes a unique channel identifier means which is
accessible by said security token enabled computer
system (105).

26. The system according to claim 20 wherein success-
ful execution of said first security transaction means
sets a first computer system security state associat-
ed with said security token (75) enabled client.

27. The system according to claim 20 wherein establish-
ment of said secure communications connection
sets a first token security state associated with said
security token (75).

28. The system according to claim 20 wherein success-
ful execution of said second security transaction
means sets a second token (75) security state as-
sociated with said security token (75).

29. The system according to claim 20 wherein said se-
curity token enabled computer system (105) further
includes proximity sensing means (115c).

30. A system according to claim 20 wherein:

said security token enabled computer system
(105) includes;

a first processor (5c):
a first memory (10c) coupled to said first
processor (5c);
at least one remote authentication applica-
tion operatively stored in a first portion of
said first memory having logical instructions
executable by said first processor (5c) to;
perform said authenticating said security to-
ken (75);
establish said secure communications con-
nection with said security token (75);

said intelligent remote device (110) includes:

a second processor (5r):
a second memory (10r) coupled to said sec-
ond processor (5r);
a security token interface (70r) coupled to
said second processor (5r);
a user interface (85r) coupled to said sec-
ond processor (5r); and,
at least one remote device interface appli-
cation operatively stored in a portion of said
second memory (10r) having logical instruc-
tions executable by said second processor
(5r) to;
emulate a security token device interface
locally coupled to at least said security token
enabled computer system (105); and,
conditionally receive and route said critical
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security parameter (235) provided by said
user via said user interface (85r) to said se-
curity token (75); and

said security token (75) includes;

at least a third processor (5t);
a third memory coupled to said at least a
third processor (5t);
a communications and electromagnetic
power interface coupled to said at least a
third processor (5t) and said security token
interface (70r):
at least one token remote authentication ap-
plication operatively stored in a second por-
tion of said third memory having logical in-
structions executable by said at least a third
processor (5t) to:

establish said secure communications
connection with said security token en-
abled computer system (105);
restrict said secure communications
connection to a single wireless commu-
nications channel; and
perform said authenticating said user
based at least in part on said critical se-
curity parameter (235).

31. The system according to claim 30 further including
a first wireless transceiver (60c) functionally coupled
to said first processor (5c) in processing communi-
cations with a second wireless transceiver (60r) func-
tionally coupled to said second processor (5r).

32. The system according to claim 30 further including
a public key (225c) associated with said security to-
ken (75) retrievably stored in a second portion of said
first memory (10c) and a private key (230) retrievably
stored in a second portion of said third memory,
wherein said private key (230) is a counterpart to
said public key (225c).

33. The system according to claim 30 further including
a reference critical security parameter (235r) retriev-
ably stored in a third portion of said third memory.

34. The system according to claim 32 wherein said pub-
lic (225c) and private (230) keys are incorporated
into said challenge/response protocol used to au-
thenticate said security token (75) to said security
token enabled computer system (105).

35. The system according to claim 34 wherein said at
least one remote authentication application further
includes logical instructions executable by said first
processor (5c) to generate said symmetric key set
(285t, 285s) and perform a secure key exchange with

said security token (75).

36. The system according to claim 35 wherein said se-
cure key exchange is performed using said public
(225c) and private (230) keys.

37. The system according to claim 35 wherein said sym-
metric key set (285t, 285s) is incorporated into said
secure end-to-end communications connection.

38. The system according to claim 30 wherein said user
is authenticated by said at least one token remote
authentication application by comparing said provid-
ed critical security parameter (235) to said reference
critical security parameter (235r).

39. The system according to claim 30 wherein said at
least one token remote authentication application re-
stricts usage of said secure end-to-end communica-
tions connection until said user is authenticated.

40. The system according to claim 30 wherein said se-
cure end-to-end communications connection is re-
stricted to a single wireless connection with said se-
curity token (75) using a dedicated communications
channel (220w) controlled by said at least one token
remote authentication application.

41. The system according to claim 36 wherein said ded-
icated communications channel (220w) includes a
unique identifier available by said security token en-
abled computer system (105).

42. The system according to claim 30 wherein said com-
munications and electromagnetic power interface in-
cludes inductive means, capacitive means or electric
contact means.

43. A computer program product embodied in a tangible
form readable by a security token processor (5t),
wherein said computer program product includes ex-
ecutable instructions stored thereon for implement-
ing the method of claim 1.

44. The computer program product according to claim
43 wherein said tangible form includes magnetic me-
dia, optical media or logical media.

45. The computer program product according to claim
43 wherein said executable instructions are stored
in a code format comprising byte code, compiled,
interpreted, compliable and interpretable.

Patentansprüche

1. Verfahren zum Einrichten einer sicheren Ende-En-
de-Kommunikationsverbindung zwischen einem Si-
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cherheits-Token-aktivierten Computersystem (105)
und einem Sicherheits-Token (75), das einer draht-
losen intelligenten fernen Vorrichtung (110) zuge-
ordnet ist, welches folgende Schritte aufweist:

a. Ausführen einer ersten Sicherheitstransakti-
on, welche das Sicherheits-Token (75) für das
Sicherheits-Token-aktivierte Computersystem
(105) authentifiziert,
b. Einrichten einer sicheren Kommunikations-
verbindung zwischen dem Sicherheits-Token
(75) und dem Sicher-heits-Token-aktivierten
Computersystem (105), welches einen während
der ersten Sicherheitstransaktion erzeugten ge-
teilten symmetrischen Schlüsselsatz (285t,
285s) aufweist,
c. Zuweisen mindestens eines Schlüssels (285t)
von dem geteilten symmetrischen Schlüssel-
satz (285t, 285s) zu einem zweckgebundenen
Kommunikationskanal (220w) zwischen dem
Sicherheits-Token-aktivierten Computersystem
(105) und dem Sicherheits-Token (75), welcher
dem Sicherheits-Token (751) zugänglich ist,
und
d. Festlegen mindestens eines ersten Sicher-
heitszustands, welcher angibt, dass der sichere
zweckgebundene Kommunikationskanal (220)
eingerichtet worden ist,
e. Ausführen einer zweiten Sicherheitstransak-
tion nach der ersten Sicherheitstransaktion, wel-
che einen Benutzer für das Sicherheits-Token
(75) authentifiziert, indem ein kritischer Sicher-
heitsparameter (235) dem Sicherheits-Token
über die intelligente ferne Vorrichtung (110) be-
reitgestellt wird,
f. Senden eines bestätigenden Ergebnissignals
von dem Sicherheits-Token (75) zu dem Sicher-
heits-Token-aktivierten Computersystem (105)
über die sichere Ende-Ende-Kommunikations-
verbindung, falls der Benutzer authentifiziert ist,
und Festlegen mindestens eines zweiten Si-
cherheitszustands, welcher angibt, dass der Be-
nutzer durch das Sicherheits-Token (75) au-
thentifiziert ist, und
g. Aktivieren der Verwendung der sicheren
Kommunikationsverbindung nach dem Festle-
gen des mindestens einen zweiten Sicherheits-
zustands.

2. Verfahren nach Anspruch 1, wobei die sichere Kom-
munikationsverbindung für das Sicherheits-Token
(75) anonym ist, jedoch von diesem gesteuert wird.

3. Verfahren nach Anspruch 1, wobei die erste Sicher-
heitstransaktion ein Herausforderung/Antwort-Pro-
tokoll [Challenge/Response Protocol] aufweist, wel-
ches ein asymmetrisches Schlüsselpaar aufweist.

4. Verfahren nach Anspruch 1, bei dem ferner dem Si-
cherheits-Token-aktivierten Computersystem (105)
durch das Sicherheits-Token (75) signalisiert wird,
ob die zweite Sicherheitstransaktion erfolgreich ist.

5. Verfahren nach Anspruch 1, wobei die sichere Kom-
munikationsverbindung zumindest teilweise über ei-
ne drahtlose Telekommunikationsverbindung einge-
richtet wird.

6. Verfahren nach Anspruch 1, bei dem ferner dem Be-
nutzer Zugang zu einer oder mehreren sicheren
Ressourcen gewährt wird, nachdem die zweite Si-
cherheitstransaktion erfolgreich abgeschlossen
worden ist.

7. Verfahren nach Anspruch 1, wobei Schritt 1.b ferner
folgende Schritte aufweist:

1 b.1 Erzeugen des geteilten symmetrischen
Schlüsselsatzes (285t, 285s) durch das Sicher-
heits-Token-aktivierte Computersystem (105),
1 b.2 Verschlüsseln des mindestens einen
Schlüssels (285t) mit einem öffentlichen Schlüs-
sel (225c), der dem Sicherheits-Token (75) zu-
geordnet ist,
1 b.3 Senden des mindestens einen verschlüs-
selten Schlüssels (285t) zu dem Sicherheits-To-
ken (75) und
1 b.4 Entschlüsseln des mindestens einen
Schlüssels (285t) mit einem privaten Schlüssel
(230), der dem Sicherheits-Token (75) zugeord-
net ist.

8. Verfahren nach Anspruch 1, wobei der zweckgebun-
dene Kommunikationskanal (220w) verhindert, dass
die Anzahl der gleichzeitigen drahtlosen sicheren
Kommunikationsverbindungen mit dem Sicherheits-
Token (75) eine vorgegebene Grenze überschreitet.

9. Verfahren nach Anspruch 8, wobei die vorgegebene
Grenze 1 ist.

10. Verfahren nach Anspruch 6, wobei die sichere Kom-
munikationsverbindung nur verfügbar ist, wenn sich
das Sicherheits-Token (75) innerhalb eines vordefi-
nierten Bereichs von dem Sicherheits-Token-akti-
vierten Computersystem (105) befindet.

11. Verfahren nach Anspruch 1, bei dem ferner eine
drahtlose Kommunikationsverbindung zwischen der
intelligenten fernen Vorrichtung (110) und dem Si-
cherheits-Token-aktivierten Computersystem (105)
eingerichtet wird.

12. Verfahren nach Anspruch 11, bei dem ferner dem
Benutzer Zugang zu einer oder mehreren sicheren
Ressourcen (255t, 255c) gewährt wird, nachdem die
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zweite Sicherheitstransaktion erfolgreich abge-
schlossen worden ist.

13. Verfahren nach Anspruch 11, wobei in Schritt e fer-
ner der Benutzer in Schritt e 1 aufgefordert wird, den
kritischen Sicherheitsparameter (235) bereitzustel-
len.

14. Verfahren nach Anspruch 11, bei dem ferner ein di-
gitales Zertifikat zu dem Sicherheits-Token-aktivier-
ten Computersystem (105) gesendet wird.

15. Verfahren nach Anspruch 11, bei dem ferner der Be-
nutzer aufgefordert wird, entweder eine lokale oder
eine ferne Authentifizierungstransaktion auszuwäh-
len.

16. Verfahren nach Anspruch 11, bei dem ferner dem
Benutzer eine sensorische Rückmeldung (205c) zu-
mindest von dem Sicherheits-Token-aktivierten
Computersystem (105) bereitgestellt wird, welche
angibt, dass eine ferne Authentifizierungstransakti-
on abläuft.

17. Verfahren nach Anspruch 11, wobei die drahtlose
sichere Kommunikationsverbindung einem zweck-
gebundenen Kommunikationskanal (220w) zuge-
ordnet ist, der verhindert, dass gleichzeitige draht-
lose sichere Kommunikationsverbindungen mit dem
Sicherheits-Token (75) eingerichtet werden.

18. Verfahren nach Anspruch 16, wobei die sensorische
Rückmeldung (205c) eine sichtbare, fühlbare, hör-
bare oder vibratorische Rückmeldung einschließt.

19. Verfahren nach Anspruch 11, wobei die drahtlose
sichere Kommunikationsverbindung nur verfügbar
ist, wenn sich das Sicherheits-Token (75) innerhalb
eines vordefinierten Bereichs von dem Sicherheits-
Token-aktivierten Computersystem (105) befindet.

20. System zum Einrichten einer sicheren Ende-Ende-
Kommunikationsverbindung zwischen einem Si-
cherheits-Token-aktivierten Computersystem (105)
und einem Sicherheits-Token (75), das einer draht-
losen intelligenten fernen Vorrichtung (110) zuge-
ordnet ist, welches aufweist:

das Sicherheits-Token-aktivierte Computersy-
stem (105), welches umfasst:

eine erste Sicherheitstransaktionseinrich-
tung zumindest zum Authentifizieren des
Sicherheits-Tokens (75) für das Sicher-
heits-Token-aktivierte Computersystem
(105),
eine erste sichere Kommunikationsverbin-
dungseinrichtung zumindest zum Einrich-

ten einer sicheren Kommunikationsverbin-
dung zwischen dem Sicherheits-Token-ak-
tivierten Computersystem (105) und dem
Sicherheits-Token (75), wobei die intelli-
gente ferne Vorrichtung (110) aufweist:
eine Sicherheits-Token-Schnittstellenein-
richtung (70r) zumindest zum operativen
Koppeln des Sicherheits-Tokens (75) mit
der intelligenten fernen Vorrichtung (110),
eine Benutzerschnittstelleneinrichtung
(85r) zumindest zum Empfangen und Wei-
terleiten eines kritischen Sicherheitspara-
meters (235), der der Sicherheits-Token-
Schnittstelleneinrichtung (70r) von dem Be-
nutzer bereitgestellt wird,

das Sicherheits-Token (75) aufweist:

eine zweite sichere Kommunikationsver-
bindungseinrichtung zumindest zum Ein-
richten der sicheren Kommunikationsver-
bindung in Zusammenhang mit der ersten
sicheren Kommunikationsverbindungsein-
richtung,
eine zweckgebundene Kommunikationska-
naleinrichtung (220w) zum Verhindern,
dass eine gleichzeitige sichere Kommuni-
kationsverbindung mit dem Sicherheits-To-
ken (75) eingerichtet wird, und

eine zweite Sicherheitstransaktionseinrichtung
zumindest zum Authentifizieren des Benutzers
für das Sicherheits-Token (75) nach der ersten
Sicherheitstransaktion unter Verwendung zu-
mindest des kritischen Sicherheitsparameters
(235),
das System eine Einrichtung zum Aktivieren der
Benutzerschnittstelleneinrichtung (85r) zum
Empfangen und Weiterleiten des kritischen Si-
cherheitsparameters (235), sobald die erste si-
chere Kommunikationsverbindungseinrichtung
die sichere Kommunikationsverbindung einge-
richtet hat, aufweist,
und das System eine Einrichtung zum Senden
eines bestätigenden Ergebnissignals von dem
Sicherheits-Token (75) zu dem Sicherheits-To-
ken-aktivierten Computersystem (105) über die
sichere Ende-Ende-Kommunikationsverbin-
dung, falls der Benutzer authentifiziert ist, auf-
weist.

21. System nach Anspruch 20, wobei das Sicherheits-
Token-aktivierte Computersystem (105) in Drahtlos-
kommunikation mit der intelligenten fernen Vorrich-
tung (110) und dem operativ gekoppelten Sicher-
heits-Token (75) steht.

22. System nach Anspruch 20, wobei die erste Sicher-

25 26 



EP 1 551 149 B9

15

5

10

15

20

25

30

35

40

45

50

55

heitstransaktionseinrichtung eine Herausforderung/
Antwort-Protokolleinrichtung [Challenge/Response
Protocol Means] und eine asymmetrische Krypto-
graphieeinrichtung aufweist.

23. System nach Anspruch 20, wobei die erste sichere
Kommunikationsverbindungseinrichtung eine Ein-
richtung zum Erzeugen eines symmetrischen
Schlüsselsatzes und eine Einrichtung zum Austau-
schen sicherer symmetrischer Schlüssel aufweist.

24. System nach Anspruch 20, wobei die Sicherheits-
Token-Schnittstelleneinrichtung (70r) eine Sicher-
heits-Token-Kommunikationseinrichtung und eine
Einrichtung zum Übertragen elektromagnetischer
Energie aufweist.

25. System nach Anspruch 20, wobei die zweckgebun-
dene Kommunikationskanaleinrichtung (220w) eine
eindeutige Kanalidentifiziereinrichtung aufweist, die
für das Sicherheits-Token-aktivierte Computersy-
stem (105) zugänglich ist.

26. System nach Anspruch 20, wobei die erfolgreiche
Ausführung der ersten Sicherheitstransaktionsein-
richtung einen dem Sicherheits-Token-(75)-aktivier-
ten Client zugeordneten ersten Computersystem-Si-
cherheitszustand festlegt.

27. System nach Anspruch 20, wobei das Einrichten der
sicheren Kommunikationsverbindung einen dem Si-
cherheits-Token (75) zugeordneten ersten Token-
Sicherheitszustand festlegt.

28. System nach Anspruch 20, wobei die erfolgreiche
Ausführung der zweiten Sicherheitstransaktionsein-
richtung einen dem Sicherheits-Token (75) zugeord-
neten zweiten Token-Sicherheitszustand festlegt.

29. System nach Anspruch 20, wobei das Sicherheits-
Token-aktivierte Computersystem (105) ferner eine
Näherungserfassungseinrichtung (115c) aufweist.

30. System nach Anspruch 20, wobei:

das Sicherheits-Token-aktivierte Computersy-
stem (105) aufweist:

einen ersten Prozessor (5c),
einen ersten Speicher (10c), der mit dem
ersten Prozessor (5c) gekoppelt ist,
mindestens eine ferne Authentifizierungs-
anwendung, die operativ in einem ersten
Abschnitt des ersten Speichers gespeichert
ist, der logische Anweisungen aufweist, die
von dem ersten Prozessor (5c) ausführbar
sind, um folgendes vorzunehmen:

Ausführen der Authentifizierung des Si-
cherheits-Tokens (75) und
Einrichten der sicheren Kommunikati-
onsverbindung mit dem Sicherheits-
Token (75),

wobei die intelligente ferne Vorrichtung (110)
aufweist:

einen zweiten Prozessor (5r),
einen zweiten Speicher (10r), der mit dem
zweiten Prozessor (5r) gekoppelt ist,
eine Sicherheits-Token-Schnittstelle (70r),
die mit dem zweiten Prozessor (5r) gekop-
pelt ist,
eine Benutzerschnittstelle (85r), die mit
dem zweiten Prozessor (5r) gekoppelt ist,
und
mindestens eine ferne Vorrichtungsschnitt-
stellenanwendung, die operativ in einem
Abschnitt des zweiten Speichers (10r) ge-
speichert ist, der logische Anweisungen
aufweist, die von dem zweiten Prozessor
(5r) ausführbar sind, um folgendes vorzu-
nehmen:

Emulieren einer Sicherheits-Token-
Vorrichtungs-schnittstelle, die lokal zu-
mindest mit dem Sicherheits-Token-
aktivierten Computersystem (105) ge-
koppelt ist, und
bedingtes Empfangen und Weiterleiten
des kritischen Sicherheitsparameters
(235), der dem Sicherheits-Token (75)
vom Benutzer über die Benutzer-
schnittstelle (85r) bereitgestellt wird,
und

das Sicherheits-Token (75) aufweist:

mindestens einen dritten Prozessor (5t),
einen dritten Speicher, der mit dem minde-
stens einen dritten Prozessor (5t) gekoppelt
ist,
eine Schnittstelle für Kommunikation und
elektromagnetische Energie, die mit dem
mindestens einen dritten Prozessor (5t) und
der Sicherheits-Token-Schnittstelle (70r)
gekoppelt ist,
mindestens eine ferne Token-Authentifizie-
rungsanwendung, die in einem zweiten Ab-
schnitt des dritten Speichers operativ ge-
speichert ist, der logische Anweisungen
aufweist, die von dem mindestens einen
dritten Prozessor (5t) ausführbar sind, um
folgendes auszuführen:

Einrichten der sicheren Kommunikati-
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onsverbindung mit dem Sicherheits-
Token-aktivierten Computersystem
(105),
Beschränken der sicheren Kommuni-
kationsverbindung auf einen einzigen
drahtlosen Kommunikationskanal und
Ausführen der Authentifizierung des
Benutzers auf der Grundlage zumin-
dest teilweise des kritischen Sicher-
heitsparameters (235).

31. System nach Anspruch 30, welches ferner einen er-
sten Drahtlos-Transceiver (60c) aufweist, der bei der
Verarbeitung von Kommunikationen mit einem zwei-
ten Drahtlos-Transceiver (60r), der funktionell mit
dem zweiten Prozessor (5r) gekoppelt ist, funktionell
mit dem ersten Prozessor (5c) gekoppelt ist.

32. System nach Anspruch 30, welches ferner einen
dem Sicherheits-Token (75) zugeordneten öffentli-
chen Schlüssel (225c), der abrufbar in einem zwei-
ten Abschnitt des ersten Speichers (10c) gespei-
chert ist, und einen privaten Schlüssel (230), der ab-
rufbar in einem zweiten Abschnitt des dritten Spei-
chers gespeichert ist, aufweist, wobei der private
Schlüssel (230) ein Gegenstück des öffentlichen
Schlüssels (225c) ist.

33. System nach Anspruch 30, welches ferner einen kri-
tischen Referenz-sicherheitsparameter (235r) auf-
weist, der abrufbar in einem dritten Abschnitt des
dritten Speichers gespeichert ist.

34. System nach Anspruch 32, wobei der öffentliche
Schlüssel (225c) und der private Schlüssel (230) in
das Herausforderung/Antwort-Protokoll aufgenom-
men sind, das verwendet wird, um das Sicherheits-
Token (75) für das Sicherheits-Token-aktivierte
Computersystem (105) zu authentifizieren.

35. System nach Anspruch 34, wobei die mindestens
eine ferne Authentifizierungsanwendung ferner logi-
sche Anweisungen aufweist, die von dem ersten
Prozessor (5c) ausführbar sind, um den symmetri-
schen Schlüsselsatz (285t, 285s) zu erzeugen und
einen sicheren Schlüsselaustausch mit dem Sicher-
heits-Token (75) auszuführen.

36. System nach Anspruch 35, wobei der sichere
Schlüsselaustausch unter Verwendung des öffentli-
chen Schlüssels (225c) und des privaten Schlüssels
(230) ausgeführt wird.

37. System nach Anspruch 35, wobei der symmetrische
Schlüsselsatz (285t, 285s) in die sichere Ende-En-
de-Kommunikationsverbindung aufgenommen ist.

38. System nach Anspruch 30, wobei der Benutzer

durch die mindestens eine ferne Token-Authentifi-
zierungsanwendung authentifiziert wird, indem der
bereitgestellte kritische Sicherheitsparameter (235)
mit dem kritischen Referenz-sicherheitsparameter
(235r) verglichen wird.

39. System nach Anspruch 30, wobei die mindestens
eine ferne Token-Authentifizierungsanwendung die
Verwendung der sicheren Ende-Ende-Kommunika-
tionsverbindung beschränkt, bis der Benutzer au-
thentifiziert worden ist.

40. System nach Anspruch 30, wobei die sichere Ende-
Ende-Kommunikationsverbindung unter Verwen-
dung eines zweckgebundenen Kommunikationska-
nals (220w), der durch die mindestens eine ferne
Token-Authentifizierungsanwendung gesteuert
wird, auf eine einzige drahtlose Verbindung mit dem
Sicherheits-Token (75) beschränkt wird.

41. System nach Anspruch 36, wobei der zweckgebun-
dene Kommunikationskanal (220w) eine eindeutige
Kennung aufweist, die dem Sicherheits-Token-akti-
vierten Computersystem (105) zur Verfügung steht.

42. System nach Anspruch 30, wobei die Schnittstelle
für Kommunikation und elektromagnetische Energie
induktive Einrichtungen, kapazitive Einrichtungen
oder elektrische Kontakteinrichtungen aufweist.

43. Computerprogrammprodukt, das in einer durch ei-
nen Sicherheits-Token-Prozessor (5t) lesbaren kon-
kreten Form verwirklicht ist, wobei das Computer-
programmprodukt darauf gespeicherte ausführbare
Anweisungen aufweist, um das Verfahren nach An-
spruch 1 zu implementieren.

44. Computerprogrammprodukt nach Anspruch 43, wo-
bei die konkrete Form magnetische Medien, opti-
sche Medien oder logische Medien aufweist.

45. Computerprogrammprodukt nach Anspruch 43, wo-
bei die ausführbaren Anweisungen in einem Code-
format gespeichert sind, das Bytecode, ein kompi-
liertes Codeformat, ein interpretiertes Codeformat
und ein kompilierbares und interpretierbares Code-
format einschließt.

Revendications

1. Procédé pour établir une connexion de communica-
tions sécurisée de bout en bout entre un système
d’ordinateur activé par jeton de sécurité (105) et un
jeton de sécurité (75) associé à un dispositif intelli-
gent sans fil situé à distance (110) comprenant les
étapes consistant à :
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a. effectuer une première transaction sécurisée
qui authentifie le jeton de sécurité (75) au sys-
tème d’ordinateur activé par jeton de sécurité
(105),
b. établir une liaison de communications sécu-
risées entre le jeton de sécurité (75) et le systè-
me d’ordinateur activé par jeton de sécurité
(105) qui incorpore un jeu de clés symétriques
partagées (285t, 285s) produit pendant la pre-
mière transaction de sécurité,
c. assigner au moins une clé (285t) à partir du
jeu de clés symétriques partagées (285t, 285s)
à un canal de communication dédié (220w) entre
le système d’ordinateur activé par jeton de sé-
curité (105) et le jeton de sécurité (75), acces-
sible au jeton de sécurité (751) et
d. fixer au moins un premier état de sécurité in-
diquant que le canal de communication sécurisé
dédié (220) a été établi,
e. effectuer une seconde transaction de sécuri-
té, après la première transaction de sécurité, qui
authentifie un utilisateur au jeton de sécurité
(75 ) en fournissant un paramètre de sécurité
critique (235 ) au jeton de sécurité par l’intermé-
diaire du dispositif intelligent sans fil situé à dis-
tance (110)
f. transmettre un signal de résultat affirmatif en
provenance du jeton de sécurité (75) au systè-
me d’ordinateur activé par jeton de sécurité
(105) par l’intermédiaire d’une connexion de
communications sécurisées de bout en bout si
l’utilisateur est authentifié et fixer au moins un
second état de sécurité indiquant que l’utilisa-
teur est authentifié par le jeton de sécurité (75),
et
g. activer l’utilisation de la connexion de com-
munications sécurisées après la fixation dudit
au moins un second état de sécurité

2. Procédé selon la revendication 1, caractérisé en
ce que la connexion de communications sécurisées
est anonyme pour le jeton de sécurité (75) mais com-
mandée par celui-ci.

3. Procédé selon la revendication 1, caractérisé en
ce que la première transaction de sécurité com-
prend un protocole challenge/réponse qui incorpore
une paire de clés asymétriques.

4. Procédé selon la revendication 1, caractérisé en
ce qu’il comprend de plus l’étape consistant à si-
gnaler au système d’ordinateur activé par jeton de
sécurité (105) par le jeton de sécurité (75) si la se-
conde transaction de sécurité a réussi.

5. Procédé selon la revendication 1, caractérisé en
ce que la connexion de communications sécurisées
est établie au moins en partie au moyen d’une con-

nexion de télécommunications sans fil.

6. Procédé selon la revendication 1, caractérisé en
ce qu’il comprend de plus l’étape consistant à per-
mettre un accès utilisateur à une ou plusieurs res-
sources sécurisées après réalisation avec succès
de la seconde transaction de sécurité.

7. Procédé selon la revendication 1, caractérisé en
ce que l’étape 1.b comprend de plus les étapes con-
sistant à :

1b.1 produire le jeu de clés symétriques parta-
gées (285t, 285s) par le système d’ordinateur
activé par jeton de sécurité (105).
1b.2 crypter ladite au moins une clé (285t) avec
une clé publique (225c) associée au jeton de
sécurité (75).
1b.3 envoyer ladite au moins une clé cryptée
(285t) au jeton de sécurité (75), et
1b.4 décrypter ladite au moins une clé (285t)
avec une clé privée (230) associée au jeton de
sécurité (75).

8. Procédé selon la revendication 1, caractérisé en
ce que le canal de communications dédié (220w)
empêche le nombre de connexions de communica-
tions sécurisées sans fil concourantes avec le jeton
de sécurité (75) de dépasser une limite prédétermi-
née.

9. Procédé selon la revendication 8 caractérisé en ce
que la limite prédéterminée est 1.

10. Procédé selon la revendication 6, caractérisé en
ce que la connexion de communications sécurisées
est uniquement disponible lorsque le jeton de sécu-
rité (75) est à l’intérieur d’une plage prédéfinie pro-
venant du système d’ordinateur activé par jeton de
sécurité (105).

11. Procédé selon la revendication 1, caractérisé en
ce qu’il comprend de plus l’étape consistant à établir
une connexion de communications sans fil entre le
dispositif intelligent sans fil situé à distance (110) et
le système d’ordinateur activé par jeton de sécurité
(105).

12. Procédé selon la revendication 11, caractérisé en
ce qu’il comprend de plus l’étape consistant à per-
mettre un accès utilisateur à une ou plusieurs res-
sources sécurisées (255t, 255e) après réalisation
avec succès de la seconde transaction de sécurité.

13. Procédé selon la revendication 11, caractérisé en
ce que l’étape e comprend de plus l’étape e1 con-
sistant à inviter l’utilisateur à fournir le paramètre de
sécurité critique (235).
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14. Procédé selon la revendication 11, caractérisé en
ce qu’il comprend de plus l’étape consistant à en-
voyer un certificat numérique au système d’ordina-
teur activé par jeton de sécurité (105)

15. Procédé selon la revendication 11, caractérisé en
ce qu’il comprend de plus l’étape consistant à inviter
l’utilisateur à sélectionner une transaction d’authen-
tification locale ou à distance.

16. Procédé selon la revendication 11, caractérisé en
ce qu’il comprend de plus l’étape consistant à fournir
à l’utilisateur une rétroaction sensorielle (205e) à
partir d’au moins du système d’ordinateur activé par
jeton de sécurité (105) représentative d’une transac-
tion d’authentification à distance en cours.

17. Procédé selon la revendication 11, caractérisé en
ce que la connexion de communications sécurisées
sans fil est associée à un canal de communications
dédié (220w) qui empêche d’établir des connexions
de communications sécurisées sans fil concouran-
tes avec le jeton de sécurité (75).

18. Procédé selon la revendication 16, caractérisé en
ce que la rétroaction sensorielle (205e) comprend
une rétroaction visuelle, tactile, auditive ou vibratoi-
re.

19. Procédé selon la revendication 11, caractérisé en
ce que la connexion de communications sécurisées
sans fil est uniquement disponible lorsque le jeton
de sécurité (75) est à l’intérieur d’une plage prédé-
finie provenant du système d’ordinateur activé par
jeton de sécurité (105).

20. Système pour établir une connexion de communica-
tions sécurisées de bout en bout entre un système
d’ordinateur activé par jeton de sécurité (105) et un
jeton de sécurité (75) associé à un dispositif intelli-
gent sans fil situé à distance (110) comprenant :

un système d’ordinateur activé par jeton de sé-
curité (105) comprenant :

un système d’ordinateur activé par jeton de
sécurité (105) comprenant :
des premiers moyens de transaction de sé-
curité pour au moins authentifier le jeton de
sécurité (75) au système d’ordinateur activé
par jeton de sécurité (105) ;
des premiers moyens de connexion de
communications sécurisées pour au moins
établir une connexion de communications
sécurisées entre le système d’ordinateur
activé par jeton de sécurité (105) et le jeton
de sécurité (75) ; dans lequel
le dispositif intelligent situé à distance (110)

comprend :

des moyens d’interface de jeton de sé-
curité (70r) pour relier au moins opéra-
tionnellement le jeton de sécurité (75)
au dispositif intelligent situé à distance
(110) ;
des moyens d’interface utilisateur (85r)
pour au moins recevoir et acheminer
un paramètre de sécurité critique (235)
fourni par l’utilisateur aux moyens dudit
interface de jeton de sécurité (70r) :

le jeton de sécurité (75) comprenant :

des seconds moyens de connexion de com-
munications sécurisées pour établir au
moins ladite connexion de communications
sécurisées en association avec les pre-
miers moyens de connexion de communi-
cations sécurisées;
des moyens de canal de communication dé-
dié (220w) pour empêcher d’établir une
connexion de communications sécurisées
concourantes avec le jeton de sécurité
(75) ; et

des seconds moyens de transaction de sécurité
pour au moins authentifier l’utilisateur au jeton
de sécurité (75), après la première transaction
de sécurité, en utilisant au moins le paramètre
de sécurité critique (235) ;
caractérisé en ce que le système comprend
des moyens pour activer les moyens d’interface
utilisateur (85r) pour recevoir et acheminer le
paramètre de sécurité critique (235), lorsque les
premiers moyens de connexion de communica-
tions sécurisées ont établi la connexion de com-
munications sécurisées ;
et en ce que le système comprend des moyens
pour transmettre un signal de résultat affirmatif
en provenance du jeton de sécurité (75) au sys-
tème d’ordinateur activé par jeton de sécurité
(105) via la connexion de communications sé-
curisées de bout en bout si l’utilisateur est
authentifié.

21. Système selon la revendication 20 dans lequel le
système d’ordinateur activé par jeton de sécurité
(105) est en communication sans fil avec le dispositif
intelligent situé à distance (110) et le jeton de sécu-
rité couplé de manière opérationnelle (75).

22. Système selon la revendication 20 dans lequel les
premiers moyens de transaction de sécurité com-
prennent des moyens de protocole challenge/répon-
se et des moyens de cryptographie asymétrique.
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23. Système selon la revendication 20, dans lequel les
premiers moyens de connexion de communications
sécurisées comprennent des moyens de création
d’un ensemble de clés symétriques et des moyens
d’échange de clés symétriques sécurisés.

24. Système selon la revendication 20, dans lequel les
moyens d’interface de jeton de sécurité (70r) com-
prennent des moyens de communications de jeton
de sécurité et des moyens de transfert de puissance
électromagnétique.

25. Système selon la revendication 20, dans lequel les
moyens de canal de communications dédié (220w)
comprennent des moyens d’identification de canal
unique qui sont accessibles par le système d’ordi-
nateur activé par jeton de sécurité (105).

26. Système selon la revendication 20, dans lequel une
exécution avec succès des premiers moyens de
transaction de sécurité établit un premier état de sé-
curité du système d’ordinateur associé au client ac-
tivé par le jeton de sécurité (75).

27. Système selon la revendication 20, dans lequel l’éta-
blissement de la connexion de communications sé-
curisées établit un premier état de sécurité de jeton
associé au jeton de sécurité (75).

28. Système selon la revendication 20, dans lequel
l’exécution avec succès des seconds moyens de
transaction de sécurité établit un second état de sé-
curité de jeton (75) associé au jeton de sécurité (75).

29. Système selon la revendication 20, dans lequel le
système d’ordinateur activé par jeton de sécurité
(105) comprend de plus des moyens de détection
de proximité (115c).

30. Système selon la revendication 20, dans lequel :

le système d’ordinateur activé par jeton de sé-
curité (105) comprend :

un premier processeur (5c) ;
une première mémoire (10c) reliée au pre-
mier processeur (5c) ;
au moins une application d’authentification
à distance mémorisée de manière opéra-
tionnelle dans une première partie de la pre-
mière mémoire ayant des instructions logi-
ques exécutables par le premier processeur
(5c) pour ;
effectuer l’authentification du jeton de sécu-
rité (75) ;
établir une connexion de communications
sécurisées avec le jeton de sécurité (75);

le dispositif intelligent situé à distance (110)
comprenant ;
un second processeur (5r) ;
une seconde mémoire (10r) reliée au second
processeur (5r) ; une interface de jeton de sé-
curité (70r) reliée au second processeur (5r)
une interface utilisateur (85r) reliée au second
processeur (5r) ; et
au moins une application d’interface de dispo-
sitif situé à distance mémorisée de manière opé-
rationnelle dans une partie de la seconde mé-
moire (10r) ayant des instructions logiques exé-
cutables par le second processeur (5r) pour :

émuler une interface de dispositif à jeton de
sécurité reliée localement à au moins un
système d’ordinateur activé par jeton de sé-
curité (105) ; et
recevoir et acheminer de manière condi-
tionnelle le paramètre de sécurité critique
(235) fourni par l’utilisateur via l’interface
utilisateur (85r) du/au jeton de sécurité
(75) ; et

le jeton de sécurité (75) comprenant :

au moins un troisième processeur (5t) ;
une troisième mémoire reliée audit au
moins un troisième processeur (5t) ;
une interface de communications et de
puissance électromagnétique reliée au dit
au moins un troisième processeur (5t) et à
l’interface de jeton de sécurité (70r) ;
au moins une application d’authentification
à distance de jeton mémorisée de manière
opérationnelle dans une seconde partie de
la troisième mémoire ayant des instructions
logiques exécutables par le au moins un
troisième processeur (5t) pour :

établir la connexion de communica-
tions sécurisées avec le système d’or-
dinateur activé par jeton de sécurité
(105) ;
limiter la connexion de communica-
tions sécurisées à un canal de commu-
nications sans fil unique ; et
effectuer l’authentification de l’utilisa-
teur sur la base au moins en partie du
paramètre de sécurité critique (235).

31. Système selon la revendication 30, comprenant de
plus un premier émetteur récepteur sans fil (60c) re-
lié fonctionnellement au premier processeur (5c)
dans un traitement de communications avec un se-
cond émetteur récepteur sans fil (60r) relié fonction-
nellement au second processeur (5r).
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32. Système selon la revendication 30, comprenant de
plus une clé publique (225c) associée au jeton de
sécurité (75) mémorisée de manière récupérable
dans une seconde partie de la première mémoire
(10c) et une clé privée (230) mémorisée de manière
récupérable dans une seconde partie de la troisième
mémoire, la clé privée (230) étant une contrepartie
de la clé publique (225 C).

33. Système selon la revendication 30, comprenant de
plus un paramètre de sécurité critique de référence
(235r) mémorisé de manière récupérable dans une
troisième partie de la troisième mémoire.

34. Système selon la revendication 32, dans lequel les-
dites clés publique (225c) et privée (230) sont incor-
porées dans le protocole de challenge/réponse uti-
lisé pour authentifier le jeton de sécurité (75) au sys-
tème d’ordinateur activé par jeton de sécurité (105).

35. Système selon la revendication 34, dans lequel la-
dite au moins une application d’authentification à dis-
tance comprend de plus des instructions logiques
exécutables par le premier processeur (5c) pour pro-
duire un ensemble de clés symétriques (285t, 285s)
et effectuer un échange de clés sécurisé avec le je-
ton de sécurité (75).

36. Système selon la revendication 35, dans lequel
l’échange de clés sécurisé est effectué en utilisant
des clés publiques (225c) et privées (230).

37. Système selon la revendication 35 dans lequel l’en-
semble de clés symétriques (285t, 285s) est incor-
poré dans la connexion de communications sécuri-
sées de bout en bout.

38. Système selon la revendication 30, dans lequel l’uti-
lisateur est authentifié par la au moins une applica-
tion d’authentification à distance de jeton en compa-
rant le paramètre de sécurité critique fourni (235) au
paramètre de sécurité critique de référence (235r).

39. Système selon la revendication 30, dans lequel la
au moins une application d’authentification à distan-
ce de jeton restreint l’utilisation de la connexion de
communications sécurisées de bout en bout jusqu’à
ce que l’utilisateur soit authentifié.

40. Système selon la revendication 30, dans lequel la
connexion de communications sécurisées de bout
en bout est restreinte à une connexion sans fil unique
avec le jeton de sécurité (75) en utilisant un canal
de communications dédié (220w) commandé par la
au moins une application d’authentification à distan-
ce de jeton.

41. Système selon la revendication 36, dans lequel le

canal de communications dédié (220w) comprend
un identificateur unique disponible par le système
d’ordinateur activé par jeton de sécurité (105).

42. Système selon la revendication 30, dans lequel l’in-
terface de communications et de puissance électro-
magnétique comprend des moyens inductifs, des
moyens capacitifs ou des moyens de contact élec-
trique.

43. Programme d’ordinateur mis en oeuvre sous une for-
me tangible pouvant être lue par un processeur à
jeton de sécurité (5t), dans lequel le programme d’or-
dinateur comprend des instructions exécutables mé-
morisées sur celui-ci pour mettre en oeuvre le pro-
cédé de la revendication 1.

44. Programme d’ordinateur selon la revendication 43,
dans lequel la forme tangible comprend des supports
magnétiques, supports optiques, ou supports logi-
ques.

45. Programme d’ordinateur selon la revendication 43,
dans lequel les instructions exécutables sont mémo-
risées dans un format de code comprenant un code
à octets, compilé, interprété, compilable et interpré-
table.
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