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(54) Antitheft method and device for vehicle

(57) The application relates to a method and device
against vehicle theft. The device comprises an immobi-
lizer (11) having a controller (13) operable to receive an
ID from a transponder (19) embedded in a key (15). The

received ID is compared to a stored ID. In order to coun-
teract tampering, the time elapsed after disconnection
and reconnection of the immobilizer (11) to a power
source is counted. During this time, an ignition prohibit
signal is maintained.
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Description

Heading

BACKGROUND OF THE INVENTION

[0001] The present invention relates to an antitheft
method for a vehicle having an immobilizer which pro-
hibits the engine from starting when a key with an ID
code, which does not match an ID code previously reg-
istered in a controller mounted on the vehicle is used
and to a method and device for providing an antitheft
operation in the event a person attempts to defeat the
theft by replacement of the controller.
[0002] Typical antitheft devices for vehicle as shown
the US Patents 6,525,433 and 6683391 and co-pending
US Application, Serial Number 10/707689, filed January
5, 2004, of the assignee hereof and comprises a key
cylinder and a controller on a vehicle body, that control
an ignition immobilizer. The operation is such that when
a key having a built-in transponder is inserted into the
key cylinder, the controller performs an ID check through
a circuit that communicates with the transponder via an
antenna located in the vicinity of the key cylinder to read
an ID code of the key. The immobilizer only permits the
engine to start if the ID code matches the one previously
registered in the controller.
[0003] In accordance with the disclosure thereof
backup power is constantly supplied to the immobilizer
generally through the vehicle battery even when the ve-
hicle is not running. Thus even when the main switch is
off the immobilizer is kept in an alert mode for theft
through illegal means.
[0004] When a vehicle is equipped with such an an-
titheft device, the engine cannot be started without a key
with an ID code which matches the ID code previously
registered in the controller. Thus, the vehicle cannot be
illegally driven by someone other than the owner of the
vehicle and is prevented from being stolen.
[0005] However, such an antitheft device are com-
mercially available and the coupler for coupling the de-
vice and the on-board battery is a standardized product.
Therefore a prospective thief can steal the vehicle by
removing the entire antitheft device could be removed
and replacing it with another device that matches a key
possessed by the prospective thief.
[0006] One conventional preventive measure against
such theft of a vehicle is to make it difficult to steal the
vehicle by complicating the structure in which an an-
titheft device is attached to the vehicle, for example, by
increasing the number or types of attaching devices or
encasing the device, so that it cannot be removed quick-
ly. However these remedies add to the cost of both as-
sembly and servicing and also can be defeated by
skilled thieves.
[0007] Therefore it is a principal object of this inven-
tion to provide an easily attached, serviced and removed
system and method of antitheft protection that neverthe-

less makes it difficult to remove the device within a short
period of time.
[0008] It is a further an object of the invention is to
provide antitheft method and device for a vehicle which
does not complicate the structure of the attachment but
nevertheless prevents theft.
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SUMMARY OF THE INVENTION

[0009] A first feature of the invention is adapted to be
embodied in an antitheft method for a vehicle equipped
with an immobilizer having a controller which transmits
an ignition prohibition canceling signal to an ignition con-
trol unit of an engine when an ID code of a transponder
built in a key matches an ID code previously registered
in the controller on the vehicle. The method comprises
the steps of maintaining the ignition control unit in an
ignition prohibition mode for a predetermined period of
time after the immobilizer has been disconnected from
a power source and is subsequently connected to a
backup power source.
[0010] Another feature of the invention is adapted to
be embodied in an antitheft device for a vehicle having
an engine comprising an immobilizer having a controller
that checks an ID code of a transponder built in a key
against an ID code previously registered in the control-
ler. A timer circuit counts the connection time that has
elapsed after the immobilizer has been disconnected
from a power source and is connected to a backup pow-
er source for prohibiting starting of said engine when the
connection time is shorter than a predetermined period
of time.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a schematic view illustrating the com-
ponents of an embodiment of the invention.
[0012] FIG. 2 is a block diagram illustrating the em-
bodiment
[0013] FIG. 3 is a circuit diagram of the antitheft de-
vice.
[0014] FIG. 4 is a flowchart illustrating the operation
of the device and its method.
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[0015] DETAILED DESCRIPTION
[0016] Referring now to the drawings and initially to
FIGS. 1 and 2 these illustrate the configuration of an
antitheft device of the present invention. The antitheft
device of the present invention is comprised of a vehicle
mounted immobilizer 11 connected to an on-board bat-
tery 12 with a voltage of 12V, for example, an ignition
control unit (ECU) 13, a key cylinder assembly, indicated
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generally at 14, and a cooperating key 15. The immobi-
lizer 11 has an antenna 16, generally incorporated in the
body of the key cylinder 14, and a controller, indicated
generally at 17. The antenna 16 and the controller 17
may be integrated with each other.
[0017] A main switch 18 is built in a key cylinder 14.
When the appropriate key 15 is inserted into the key cyl-
inder 14 and operated, the main switch 18 is turned on
or off. In addition to its keying, if employed, the key 15
has a built-in transponder 19 in which a unique ID code
is recorded.
[0018] The controller 17 is formed on a printed circuit
board and has an ID reading circuit 21, a CPU 22, a
power source circuit 23, a timer circuit 24 and a memory
25. The controller 17 is connected to the antenna 16 and
the ignition control unit , and has a function of commu-
nicating with the transponder 19 built in the key 15 and
the ignition control unit 13 of an engine 12. The ignition
control unit may be incorporated in the controller 17. The
battery 12 is connected to the immobilizer 11 via a cou-
pler 26 (FIG. 3) as described later, and supplies backup
power with a low voltage (5V, for example) to keep the
controller 17 operational regardless of the on or off con-
dition of the main switch 18.
[0019] When the key 1 5 is operated and the main
switch 18 is turned on, the battery 12 is connected to
load components such as lights and an ignition circuit
(not shown), and an ID code signal is transmitted from
the key 15 to the controller 17 via the antenna 16 of the
key cylinder 14.
[0020] The timer circuit 24 counts the connection
time, that is, the amount of time which has elapsed after
the last initial connection of the immobilizer 11 to the bat-
tery 12 (the amount of time from the point at which the
backup power starts to be supplied from the battery 12
by connecting the coupler 26). Since backup power is
kept supplied to the immobilizer 11 even when the main
switch is off, the timer circuit 24 can count the connec-
tion time after the immobilizer 11 has been attached.
[0021] The immobilizer 11 is programmed not to read
the transponder 19 even if the key 15 is turned to the on
position until a predetermined period of time elapses.
Each of the immobilizer 11 and the ignition control unit
13 is connected to the on-board battery 12 via a respec-
tive coupler 26 as shown in FIG. 3, and the counting of
the connection time is automatically started when the
immobilizer 11 is connected to the coupler 26. Although
shown separately in FIG. 3, the couplers 26 may be con-
tained in a common body. Thus, the connection time
cannot be changed illegally from the outside.
[0022] The ignition control unit 13 may be also count-
ed the connection time and controlled not to be activated
until a predetermined period of connection time elapses
as in the case with the immobilizer 11.
[0023] The ID code recorded in the transponder 19 of
the key 1 5 is recorded in the memory 25, and the CPU
22 determines whether the ID code, read by the ID read-
ing circuit 21 when the key 15 is inserted into the key

cylinder 14, matches the ID code recorded in the mem-
ory 25. When the ID codes match with each other, an
ignition prohibition canceling signal is transmitted from
the CPU 22 to the ignition control unit 13 to activate the
ignition control unit 13 , allowing a starter motor 27 and
ignition coil 28 of the of an associated engine 29 to start.
[0024] When the ID codes do not match with each oth-
er, the ignition control unit 13 is maintained in an ignition
prohibition mode and the engine 29 cannot be started.
At this time, an alarm or indication lamp indicates the
improper operation.
[0025] The implementation procedure of the present
invention will be described with reference to FIG. 4.
When the key 15 is inserted into the key cylinder 14 at
the step S1) and turned to the on position, the main
switch 18 is turned on and the controller 17 detects this
at the step S2. The controller 17 then determines at the
step S3 whether a predetermined period of time has
elapsed after the connection of the immobilizer 11 to the
on-board battery 12 via the coupler 26. If the connection
time is determined to be insufficient, jumps to the step
S8 and no further operations are performed and the en-
gine 29 cannot be started.
[0026] If, however, the predetermined period of time
has elapsed, the program moves to the step S4 where
an ID code check is performed. Radio waves are trans-
mitted from the battery 12 to the key 15 via the antenna
16 to supply electric power to the transponder 19 to per-
form the ID code check. When a predetermined amount
of electric power is charged in the transponder 19, the
unique ID code of the transponder 19 is transmitted to
the controller 17 via the antenna 16. The controller 17
reads the ID code with the ID reading circuit 21 and
transmits it to the CPU 22, where the read ID code is
compared with the ID code registered in the memory 25
to determine whether they match with each other, that
is, whether the key is the correct key for the controller 1
7 at the step S5.
[0027] If the key 14 is determined to be the correct
key, a canceling signal for canceling the start prohibition
mode of the engine 29 and permitting the engine 29 to
start is transmitted to the ignition control unit at the step
S6. Then at the step S7 the ignition control unit starts
the engine 29.
[0028] On the other hand the code is different from
the previously registered ID code, the key is determined
to be an incorrect key and the engine 29 is maintained
in the start prohibition mode by jumping to the step S8.
Then, the operation is completed.
[0029] Alternatively, the step S3 may be programmed
to be performed after the step S5. That is, the determi-
nation of the connection time of the backup power
source may be conducted after the ID check.
[0030] As described above, the vehicle cannot be il-
legally driven by someone other than the owner of the
vehicle having the correct key 15. Even if the immobi-
lizer 11 mounted on the vehicle is illegally removed and
replaced with a new one, the vehicle cannot be driven

3 4



EP 1 561 653 A1

4

5

10

15

20

25

30

35

40

45

50

55

within a short period of time due to the necessity of the
time set at step S3 is reached. Thus, it is very difficult to
steal the vehicle during temporary parking.
[0031] When the key 15 is turned to the off position to
turn off the main switch and then removed from the key
cylinder 14 after the vehicle has been stopped, the en-
gine 29 is stopped but backup power is kept supplied to
the controller 1 7.
[0032] Thus from the foregoing description it should
be readily apparent that the described constructions and
methods a very effective and difficult to defeat vehicle
antitheft protection is provided without interfering with
the simplicity of instillation and servicing as well as re-
ducing the cost thereof. Of course those skilled in the
art will readily understand that the described embodi-
ments are only exemplary of forms that the invention
may take and that various changes and modifications
may be made without departing from the spirit and
scope of the invention, as defined by the appended
claims.
[0033] Simple but very effective vehicle antitheft
methods and apparatus that avoid theft by replacement
of the antitheft device by determining the time it has
been before the device is powered up and prohibiting
starting if it is not long enough.

Claims

1. An antitheft method for a vehicle equipped with an
immobilizer having a controller which transmits an
ignition prohibition canceling signal to an ignition
control unit of an engine when an ID code of a trans-
ponder built in a key matches an ID code previously
registered in the controller on the vehicle, said
method comprising the steps of maintaining the ig-
nition control unit in an ignition prohibition mode for
a predetermined period of time after the immobilizer
has been disconnected from a power source and is
subsequently connected to a backup power source.

2. The antitheft method for a vehicle of Claim 1, further
comprising the step of determining the connection
time of the backup power source after a main switch
has been turned on with the key and before or after
the ID code of the transponder is checked and can-
celing the ignition prohibition canceling signal when
the connection time is a predetermined period of
time or longer and the ID codes match with each
other.

3. An antitheft device for a vehicle having an engine
comprising an immobilizer having a controller that
checks an ID code of a transponder built in a key
against an ID code previously registered in the con-
troller, a timer circuit for counting the connection
time that has elapsed after said immobilizer has
been disconnected from a power source and con-

nected to a backup power source and prohibiting
starting of said engine when the connection time is
shorter than a predetermined period of time.

4. The antitheft device for a vehicle of Claim 3, wherein
the backup power is supplied from an on-board bat-
tery connected to the immobilizer via a coupler, and
the counting of the connection time is started when
the immobilizer is first connected to the battery via
the coupler.

5. The antitheft device for a vehicle of Claim 4, wherein
the vehicle has an ignition system and the controller
transmits an ignition prohibiting signal to an ignition
control unit of the engine for prohibiting starting en-
gine.
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