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(54) Storage system and control method thereof

(57) In an exclusive lock management in common
to both the In-Band and the Out-of-Band, a lock control
technique of a storage system capable of removing the
factor that may cause the discrepancy in the configura-
tion information in a disk array system is disclosed. In
the storage system, a shared memory in a disk controller
of a storage subsystem has lock management informa-
tion for uniformly managing the operation authority for
the configuration information in the shared memory that
is used in common by both the channels of the host ter-
minals and the management client terminals, and a CPU
in the disk controller gives the operation authority for
changing the configuration information to either the host
machine or the management client based on the lock
management information in the shared memory in re-
sponse to an access request from the host terminals or
the management client terminals.
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Description

[0001] The present application claims priority from
Japanese Patent Application No. JP 2009-094608 filed
on March 29, 2004, the content of which is hereby in-
corporated by reference into this application.
[0002] The present invention relates to a storage sys-
tem and a control method thereof, more particularly, it
relates to a technique effectively applied to the uniform
management of the authority for changing the configu-
ration information in the disk array system from a host
machine and a management client in a storage system
having the host machines and the management clients
that are connected respectively via physically and logi-
cally different and separate networks/interfaces to the
disk array system.
[0003] According to the examinations by the inventors
of the present invention, the followings are known as the
conventional storage systems and the control tech-
niques thereof.
[0004] For example, in a storage system according to
the prior art, the SAN (Storage Area Network) environ-
ment in which storages of large capacity and high func-
tionalities are built on the network has been developed.
Also, since various types of host machines are connect-
ed, data compatibility means is required and the needs
for NAS (Network Attached Storage) in the SAN envi-
ronment have been increased. Under these circum-
stances, a manager to manage and control the storages
on the SAN environment has become indispensable.
For example, as for the connection between storages
and host machines in the SAN environment, Block Stor-
age access of SCSI (Small Computer System Interface)
by FibreChannel is used, and on the other hand, in the
NAS environment, the connection is done by network
protocols such as NFS (Network File System) by the
Ethernet (registered trademark) and so forth.
[0005] The control techniques of these storage sys-
tems include an In-Band method in which a storage in-
terface with host machines is used and an Out-of-Band
method in which other interface physically and logically
different from the interface to acquire the storage data
from host machines is used. These methods are selec-
tively employed depending on the respective purposes
and the conditions of the applications and the interfaces
loaded in the host machines. In order to use both of the
methods, a technique is disclosed in Japanese Patent
Application Laid-Open Publication No. 2003-241903, in
which the connections in the storage system are unified
by the interface for storage access and the interface for
management control, and the storage data and the stor-
age management control are realized by using the sin-
gle connection network.
[0006] Meanwhile, examinations by the inventors of
the present invention on such conventional storage sys-
tems and the control techniques thereof have revealed
the followings.
[0007] For example, in the conventional control tech-

niques of the storage system, as mentioned above,
there are plural channels such as In-Band method and
Out-of-Band method as the interface for storage control,
and the storage data and the storage management con-
trol can be realized with the single connection network.
However, there has been no consideration for the pre-
vention of the simultaneous access in the case where
the configuration information is changed on both the In-
Band side and the Out-of-Band side.
[0008] More specifically, in the conventional control
techniques of the storage system, lock management in-
formation is managed on the SVP (storage manage-
ment software) side of the management terminal, and
in the storage management software, the exclusive lock
management is performed only at the terminal (user) on
the Out-of-band side. Therefore, the configuration can
be changed at the terminal of the host machines on the
In-Band side while the configuration is being changed
at the terminal of the management client on the Out-of-
Band side. This is because, in the case of the Out-of-
Band, the configuration information is acquired once on
the management client side, and the configuration
change process is carried out based on the acquired in-
formation. Therefore, if the configuration change proc-
ess is executed from the In-Band side after the config-
uration information is acquired on the management cli-
ent side and before the configuration change process is
carried out, there will be a discrepancy between the con-
figuration information that has been acquired on the
management client side and the configuration informa-
tion that is actually defined on the disk control device
side. For this reason, it is necessary to limit the number
of channel/user that carries out the configuration
change to one channel (one user).
[0009] Accordingly, an object of the present invention
is to provide a lock control technique of a storage system
capable of removing the factors causing the discrepan-
cy in the configuration information by the uniform man-
agement of the authority for changing the configuration
information in the disk array system from the host ma-
chine and the management client in the exclusive lock
management in common to both the In-Band and the
Out-of-Band.
[0010] Also, in the conventional storage control tech-
niques, the storage management software is used in an
environment in which plural users log in (access) at one
time. However, the number of users having the authority
for changing the storage configuration on the storage
management software is limited to one user, namely, the
exclusive lock is necessary. Other users can only
browse. However, when the user having the authority
for changing the configuration leaves a terminal unused
with holding the authority for a long time, the trouble oc-
curs when other users not having the authority want to
change the configuration.
[0011] For this reason, a method is adopted in which
the user with the operation authority sets the length of
time to hold the authority and carries out operations
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such as the configuration change within the set length
of time. However, there is a case where the user cannot
complete all the operations for the aimed configuration
change within the set length of time, and the time limit
expires in the course of the operations, as a result, the
user fails to carry out the aimed configuration change.
[0012] For its prevention, another object of the
present invention is to provide a lock control technique
of a storage system in which the time limit for a user with
the operation authority for the configuration change is
displayed on a screen to show it to the user and the time
limit is extended when all the operations for the config-
uration change are not completed within the time limit.
[0013] The above and other objects and advantages
of the present invention will become apparent from the
detailed description and the accompanying drawings of
this specification.
[0014] The outline of a representative aspect of the
present invention is briefly described as below.
[0015] The present invention is applied to a storage
system and to a control method thereof that has a disk
array system, a host machine connected to the disk ar-
ray system via a first network/interface, and a manage-
ment client connected to the disk array system via a sec-
ond network/interface. The disk array system compris-
es: plural storage devices that execute writing and read-
ing data to and from memory areas; a storage device
control unit that controls writing and reading data to and
from the plural storage devices; a channel control unit
that receives a write request or a read request from the
outside network of the own disk array system; a shared
memory to which control information communicated by
the channel control unit and the storage device control
unit is stored; a cache memory to which data communi-
cated between the channel control unit and the storage
device control unit is temporarily stored; a connection
unit that is connected to the channel control unit, the
storage device control unit, the shared memory and the
cache memory; and a management terminal that is con-
nected to the channel control unit, the storage device
control unit and the shared memory and controls the
own disk array system.
[0016] More specifically, in the storage system ac-
cording to the present invention, the shared memory in
the disk array system has management information for
uniformly managing the operation authority for the con-
figuration information in the shared memory that is used
in common by both the channels of the host machine
and the management client, and the channel control unit
gives the operation authority for changing the configu-
ration information to either the host machine or the man-
agement client in response to an access request from
the host machine or the management client based on
the management information in the shared memory.
[0017] In concrete, in the storage system according
to the present invention, an identifier of the operator hav-
ing the operation authority, acquisition time of the oper-
ation authority, and release scheduled time of the oper-

ation authority are preferably provided as the manage-
ment information, and the channel control unit gives the
operation authority with the time limit from the acquisi-
tion time to the release scheduled time to the operator
who has the operation authority based on the operator
identifier. Preferably, initial operation authority holding
time is provided as the management information, and
the channel control unit determines the time limit from
the acquisition time to the release scheduled time based
on the initial operation authority holding time. This initial
operation authority holding time can be changed from
the host machine or the management client by the op-
erator who has the operation authority. Furthermore, the
initial operation authority holding time may be held in
each of the host machines or the management clients
and can be changed by each of the host machines or
the management clients.
[0018] Preferably, in addition to the initial operation
authority holding time, the additional time in the time-
extension process is provided as the management in-
formation in the storage system according to the present
invention, and when the channel control unit receives a
time-extension request from an operator who has the
operation authority, the channel control unit changes the
release scheduled time of the operation authority based
on the additional time in the time-extension process and
gives the operation authority with the time limit until the
changed release scheduled time. This additional time in
the time-extension process can be changed by an op-
erator who has the operation authority from the host ma-
chine or the management client. Furthermore, the addi-
tional time in the time-extension process can be held in
each of the host machines or the management clients
and it can be changed in each of the host machines or
the management clients.
[0019] Preferably, in the storage system according to
the present invention, the channel control unit displays
the time limit for a user having the operation authority
on a screen of the host machine or the management
client so as to show it to the user. Also, even when the
release scheduled time of the operation authority is
changed in the time-extension process, the channel
control unit can display the changed time limit for a user
on a screen of the host machine or the management
client so as to show it to the user.
[0020] Effects obtainable by representative aspects
of the present invention will be briefly described as be-
low.
[0021] According to the present invention, in the ex-
clusive lock management in common to both the
IN-Band and the Out-of-Band, the authority for changing
the configuration information in the disk array system
from the host machine and the management client may
be uniformly managed. By so doing, it is possible to re-
move any factor that may cause the discrepancy in the
configuration information.
[0022] Moreover, according to the present invention,
the time limit for a user having the operation authority
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for the configuration change may be displayed on a
screen so as to show to the user. The time limit can be
extended in the case where all the operations for the
configuration change are not completed within the time
limit.
In the drawings:

FIG.1 is a schematic diagram showing the entire
configuration of a storage system according to an
embodiment of the present invention;
FIG.2 is a schematic diagram showing a configura-
tion of In-Band and Out-of-Band in a storage system
according to an embodiment of the present inven-
tion;
FIG.3 is a schematic diagram showing configura-
tion information including lock management infor-
mation in a storage system according to an embod-
iment of the present invention;
FIG.4 is a schematic diagram showing a major con-
figuration of a storage subsystem in a storage sys-
tem according to an embodiment of the present in-
vention;
FIG. 5 is a schematic diagram showing the se-
quence of the operation to change the configuration
information from In-Band in a storage system ac-
cording to an embodiment of the present invention;
FIG.6 is a schematic diagram showing the se-
quence of read/write process from In-Band in a stor-
age system according to an embodiment of the
present invention;
FIG.7 is a schematic diagram showing the se-
quence of the operation to change the configuration
information from Out-of-Band in a storage system
according to an embodiment of the present inven-
tion;
FIG.8 is a schematic diagram showing lock man-
agement information defined in common to respec-
tive terminals in a storage system according to an
embodiment of the present invention;
FIG.9 is a schematic diagram showing lock man-
agement information defined in each of the termi-
nals in a storage system according to an embodi-
ment of the present invention;
FIG.10 is a schematic diagram showing the screen
of a management client terminal in a storage sys-
tem according to an embodiment of the present in-
vention;
FIG.11 is a schematic diagram showing the chang-
es in an indicator in a storage system according to
an embodiment of the present invention;
FIG.12 is a schematic diagram showing character
strings to be displayed on the indicator in a storage
system according to an embodiment of the present
invention;
FIG.13 is a schematic diagram showing the rela-
tions between each of the operations at a host ter-
minal and commands in a storage system according
to an embodiment of the present invention;

FIG.14 is a schematic diagram showing operation
procedures at a host terminal in a storage system
according to an embodiment of the present inven-
tion; and
FIG.15 is a schematic diagram showing another
configuration of In-Band and Out-of-Band in a stor-
age system according to an embodiment of the
present invention.

[0023] The embodiments of the present invention will
be described in more details with reference to the ac-
companying drawings. Note that the same reference
symbols are allotted to the components having the same
function throughout the explanatory drawings to de-
scribe the embodiments and repeated explanation
thereof is omitted hereinafter.

Concept of the Invention

[0024] The present invention is applied to a storage
system having a disk array system, a host machine con-
nected to the disk array system via a network/interface
(In-Band), and a management client connected to the
disk array system via another physically and logically
different network/interface (Out-of-Band).
[0025] The disk array system comprises: plural disk
drives (storage devices) that execute writing and read-
ing data to and from memory areas; a disk controller
(storage device control unit) that controls writing and
reading data to and from the plural disk drives; a channel
controller (channel control unit) that receives a write re-
quest or a read request from outside network of the own
disk array system; a shared memory to which control
information communicated by the channel controller
and the disk controller is stored; a cache memory to
which data communicated between the channel control-
ler and the disk controller is temporarily stored; a switch
(connection unit) that is connected to the channel con-
troller, the disk controller, the shared memory and the
cache memory; and a service processor (management
terminal) that is connected to the channel controller, the
disk controller and the shared memory and controls the
own disk array system.
[0026] In the configuration of such a storage system
as mentioned above, especially, the shared memory in
the disk array system has control information to uniform-
ly manage the operation authority for the configuration
information in the shared memory that is used in com-
mon by both the channels of the host machine (In-Band)
and the management client (Out-of-Band). Therefore,
the channel controller gives the operation authority for
changing configuration information to either the host
machine or the management client in response to an
access request from the host machine or the manage-
ment client based on the control information in the
shared memory.

5 6



EP 1 582 969 A1

5

5

10

15

20

25

30

35

40

45

50

55

Example of Entire Configuration of Storage System

[0027] An example of the entire configuration of a
storage system according to an embodiment of the
present invention will be described with reference to
FIG.1. FIG.1 is a schematic diagram showing the entire
configuration of a storage system according to an em-
bodiment of the present invention.
[0028] The storage system according to this embodi-
ment comprises: a disk array system 100; information
processors 400 and 450 of a host machine; and infor-
mation processors 500 of a management client.
[0029] The disk array system 100 is provided with a
disk controller 200 and a disk driver 300. The disk con-
troller 200 for example controls the disk driver 300 ac-
cording to the commands received from the information
processors 400 and 450 of the host machine. For in-
stance, the disk controller 200 receives a data I/O re-
quest from the information processors 400 and 450 of
the host machine and reads and writes the data stored
in a disk drive 310 provided in the disk driver 300. Also,
the disk controller 200 for example receives various
commands to manage the disk array system 100 from
the information processors 500 of the management cli-
ent and performs various settings of the disk array sys-
tem 100.
[0030] The information processors 400, 450 and 500
of the host machine and the management client are in-
formation devices such as computers provided with
CPUs and memories. Various programs are executed
by the CPUs in the information processors 400, 450 and
500, thereby various functions are realized. The infor-
mation processors 400, 450 and 500 may be for exam-
ple personal computers or workstations, or may be
mainframe computers. Especially, the information proc-
essors 400 and 450 of the host machine are used as the
core computers in for example automatic teller ma-
chines at banks, seat reservation systems at airports
and so forth. Also, the information processors 500 of the
management client are used as management comput-
ers to maintain and manage the disk array system 100.
[0031] Here, the information processors 400, 450,
and 500 of the host machine and the management client
may be information processors of different users. For
example, the information processors (1) and (2) 400 of
the host machine and the information processor (6) 500
of the management client may be the information proc-
essors of user A, while the information processors (3)
to (5) 400 and 450 of the host machine and the informa-
tion processor (7) 500 of the management client may be
the information processors of user B. In addition, the in-
formation processor (8) 500 of the management client
may be the information processor of an administrator
who manages the entire system of the disk array system
100. Here, a user may be a company, or a department
and a section in a company or a personal user.
[0032] In FIG.1, the information processors 400 of the
host machine are connected for communication via the

SAN (Storage Area Network) 600 to the disk controller
200. The SAN 600 is a network to receive and send data
with the information processors 400 of the host machine
with using the block as a unit. In this case, the block is
a data management unit in memory resources that the
disk driver 300 provides. Communications between the
information processors 400 of the host machine and the
disk controller 200 carried out via the SAN 600 are per-
formed according to for example FibreChannel protocol.
A data access request in the block unit is sent according
to FibreChannel protocol from the information proces-
sors 400 of the host machine to the disk array system
100.
[0033] In addition, the information processor 450 of
the host machine is connected for communication with
the disk controller 200 directly without any network such
as SAN or the like. Communications between the infor-
mation processor 450 of the host machine and the disk
controller 200 directly without any network are carried
out according to the communication protocols, for ex-
ample, FICON (Fibre Connection) (registered trade-
mark), ESCON (Enterprise System Connection) (regis-
tered trademark), ACONARC (Advanced Connection
Architecture) (registered trademark), FIBARC (Fibre
Connection Architecture) (registered trademark) and so
forth. From the information processor 450 of the host
machine, a data access request in the block unit is sent
to the disk array system 100 according to these com-
munication protocols.
[0034] Of course, the connection between the infor-
mation processors 400 and 450 of the host machine and
the disk controller 200 is not limited to the case where
they are connected via the SAN 600 or directly without
the SAN. For example, they may be connected via a
LAN (Local Area Network), too. In the case of the con-
nection via the LAN, communications may be performed
according to, for example, TCP/IP (Transmission Con-
trol Protocol/Internet Protocol) protocol.
[0035] Also, the information processors 500 of the
management client are connected to the disk controller
200 via a LAN 700. The LAN 700 may be the Internet
or an exclusive network. Communications between the
information processors 500 of the management client
and the disk controller 200 carried out via the LAN 700
are performed according to for example TCP/IP proto-
col. From the information processors 500 of the man-
agement client, a data access request by file name des-
ignation (a data I/O request in the file unit) is sent to the
disk array system 100.

Disk Driver

[0036] The disk driver 300 is provided with many disk
drives 310. Therefore, the disk driver 300 can provide a
large capacity of memory areas to the information proc-
essors 400 and 450 of the host machine and the infor-
mation processors 500 of the management client. The
disk drives 310 may be configured by data storage me-
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dia such as hard disk drives or plural hard disk drives
configuring RAID (Redundant Arrays of Inexpensive
Disks). Also, a logic volume as a logic memory area can
be set in the physical volume as a physical memory area
provided by the disk drives 310.
[0037] The disk controller 200 and the disk driver 300
may be connected directly with each other as shown in
FIG.1 or may be connected via a network. Further, the
disk driver 300 may be configured integrally with the disk
controller 200.

Disk Controller

[0038] The disk controller 200 comprises: channel
controllers 210; a shared memory 220; a cache memory
230; disk controllers 240; a service processor 250; and
a switch 260. The disk controller 200 performs commu-
nications with the information processors 400 and 450
of the host machine by the channel controllers 210 via
the SAM 600 or directly without any network.
[0039] The channel controllers 210 are provided with
communication interfaces to communicate with the in-
formation processors 400 and 450 of the host machine
and the information processors 500 of the management
client and have a function to receive and send data I/O
commands with the information processors 400, 450,
and 500 of the host machine and the management cli-
ent. Further, the channel controllers 210 also have a
function to give the operation authority to change the
configuration information to one of the information proc-
essors 400 and 450 of the host machine and the infor-
mation processors 500 of the management client, which
is described later.
[0040] Each of the channel controllers 210 is connect-
ed with one another together with the service processor
250 via an internal LAN 261. Therefore, micro programs
and the like that are run by the channel controllers 210
can be sent from the service processor 250 and installed
thereinto.
[0041] The switch 260 connects the channel control-
lers 210, the shared memory 220, the cache memory
230, the disk controllers 240, and the service processor
250 mutually. The transmission of data and commands
among the channel controllers 210, the shared memory
220, the cache memory 230, the disk controllers 240,
and the service processor 250 is carried out via the
switch 260. The switch 260 may be configured by for
example a cross bus switch.
[0042] The shared memory 220 and the cache mem-
ory 230 are memories that are shared by the channel
controllers 210 and the disk controllers 240. The shared
memory 220 is mainly used for storing the control infor-
mation and commands, while the cache memory 230 is
used mainly for storing data. Further, the cache memory
230 stores the user management information and so
forth, and the details thereof are described later.
[0043] For example, when a data I/O request received
by a certain channel controller 210 from the information

processors 400 and 450 of the host machine is a write
command, the concerned channel controller 210 writes
the write command into the shared memory 220 and al-
so writes the write data received from the information
processors 400 and 450 of the host machine to the
cache memory 230. On the other hand, the disk control-
ler 240 monitors the shared memory 220, and when it
detects that a write command has been written into the
shared memory 220, the disk controller 240 reads the
write data from the cache memory 230 according to the
command and writes the write data into the disk drives
310 in the disk driver 300.
[0044] In addition, when a data I/O request received
by a certain channel controller 210 from the information
processors 400 and 450 of the host machine is a read
command, the channel controller checks whether there
is the data to be a read objective in the cache memory
230 or not. Here, if there is the data in the cache memory
230, the channel controller 210 sends the data to the
information processors 400 and 450 of the host ma-
chine. On the other hand, if there is not data to be a read
objective in the cache memory 230, the concerned
channel controller 210 writes the read command into the
shared memory 220 and monitors the shared memory
220. The disk controller 240 that has detected that the
read command has been written into the shared mem-
ory 220 reads out the data to be a read objective from
the disk drives 310 in the disk driver 300 and writes the
data into the cache memory 230, and also, writes that
effect into the shared memory 220. Also, when the chan-
nel controller 210 detects that the data to be a read ob-
jective has been written into the cache memory 230, the
channel controller 210 sends the data to the information
processors 400 and 450 of the host machine.
[0045] As mentioned above, data is sent and received
via the cache memory 230 between the channel control-
lers 210 and the disk controllers 240. In addition, of the
data stored in the disk drive 310, only the data to be read
and written by the channel controllers 210 and the disk
controllers 240 is stored into the cache memory 230.
[0046] Note that, beside the configuration in which the
commands of data write and read from the channel con-
trollers 210 to the disk controllers 240 are carried out
indirectly with interposing the shared memory 220, for
example, another configuration in which instructions of
data write and read from the channel controllers 210 to
the disk controllers 240 are carried out directly without
interposing the shared memory 220 is also available. Al-
so, by adding the function of the disk controller 240 to
the channel controllers 210, channel controllers may be
configured as the data I/O control units.
[0047] The disk controllers 240 are connected for
communication with plural disk drives 310 that stores
the data and control the disk driver 300. For example,
as mentioned above, the channel controllers 210 carry
out the data read and write to the disk drive 310 accord-
ing to the data I/O request received from the information
processors 400 of the host machine.
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[0048] Each of the disk controllers 240 is connected
with one another together with the service processor
250 via an internal LAN 261 and can communicate with
one another. By so doing, micro programs and the like
that are run by the disk controllers 240 can be sent from
the service processor 250 and installed thereinto.
[0049] In this embodiment, the case where the shared
memory 220 and the cache memory 230 are arranged
independently of the channel controllers 210 and the
disk controllers 240 has been described. However, the
present invention is not limited to this and it is preferable
that the shared memory 220 or the cache memory 230
is arranged in a distributed manner to each of the chan-
nel controllers 210 and the disk controllers 240. In this
case, the switch 260 mutually connects the channel con-
trollers 210 and the disk controllers 240 having the dis-
tributed shared memory 220 or cache memory 230.
[0050] Also, at least any of the channel controllers
210, the disk controllers 240, the switch 260, the shared
memory 220, and the cache memory 230 may be con-
figured integrally.
[0051] The service processor 250 is a computer for
maintaining and managing the disk array system 100.
An operator, by operating the service processor 250,
can carry out for example the settings of the configura-
tion of the disk drives 310 in the disk driver 300, settings
of the communication paths among the information
processors 400 and 450 of the host machine, the infor-
mation processors 500 of the management client and
the channel controllers 210, settings of logic volume, in-
stallation of micro programs run by the channel control-
lers 210 and the disk controllers 240 and so forth. Here,
as the settings of the configuration of the disk drives 310
in the disk driver 300, there may be addition and reduc-
tion of the disk drives 310, changes of RAID configura-
tion (change from RAID1 into RAID5 and the like) and
so forth.
[0052] Further, the confirmation of operational state
and determination of the faulty portion of the disk array
system 100, installation of the operation system run by
the channel controllers 210, and so forth can be carried
out from the service processor 250. These settings and
controls can be performed by an operator from a user
interface provided in the service processor 250 or a user
interface of the information processors 500 of the man-
agement client that displays web pages provided by a
web server that works in the service processor 250. Op-
erators may carry out the settings of the objectives and
contents for the failure monitoring, settings of failure no-
tification destination, and so forth by operating the serv-
ice processor 250.
[0053] The service processor 250 may be built in the
disk controller 200 or may be arranged externally. Also,
the service processor 250 may be a computer exclusive
for maintaining and managing the disk controller 200
and the disk driver 300 or may be a general-purpose
computer having the maintenance and control func-
tions.

In-Band/Out-of-Band Configuration of Storage System

[0054] An example of In-Band/Out-of-Band configu-
ration in the storage system according to this embodi-
ment will be described with reference to FIG.2. FIG.2 is
a schematic diagram showing a configuration of In-Band
and Out-of-Band in the storage system according to this
embodiment.
[0055] The entire configuration and functions of the
components in the storage system according to this em-
bodiment are equivalent to those described above with
reference to FIG.1, while the major configuration of this
embodiment is featured by a storage subsystem (= disk
array system) 100, host terminals (= information proc-
essors of the host machine) 400 and 450 that perform
the management control to the storage subsystem ac-
cording to the In-Band method using a storage interface;
and management client terminals (= information proc-
essors of the management client) 500 that perform the
management control according to the Out-of-Band
method using another interface physically and logically
different from the storage interface.
[0056] The host terminal 400 is connected via the
SAN 600 to the storage subsystem 100 and is for ex-
ample a workstation (WS), and is provided with a RAID
Manager as the terminal software program thereof. The
host terminal 450 is connected to the storage subsystem
100 directly without any network and is for example a
mainframe computer (MF), and is provided with utilities
as the terminal software programs thereof. The man-
agement client terminals 500 are connected via a LAN
(including the internet) 700 to the storage subsystem
100 and are provided with WebConsole and user pro-
gram (UP) as the terminal software programs thereof.
This UP includes interfaces such as RMI (Remote Meth-
od Invocation), SNMP (Simple Network Message Pro-
tocol) and so forth.
[0057] The major configuration of the storage subsys-
tem 100 comprises: a disk controller (DKC) 200 provid-
ed with a shared memory 220 including a configuration
information 221 having a lock management information
222 described later; and a service processor (SVP) 250
provided with storage management software. In FIG.2,
the SVP 250 is externally attached to the DKC 200, and
the DKC 200 and the SVP 250 are connected with each
other via a LAN.
[0058] In the In-Band/Out-of-Band configuration of
the storage system configured as described above, the
storage subsystem 100 has the lock management infor-
mation 222 in the shared memory 220 in the DKC 200,
and an identifier of a terminal (user) having the operation
authority and information such as the acquisition time of
operation authority and the remaining time to the limit
are stored in this lock management information 222.
This lock management information 222 is used in com-
mon in both the channels of In-Band and Out-of-Band.
Therefore, uniform management of the operation au-
thority acquisition request processes from plural chan-
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nels is realized. In addition, the operation authority ac-
quisition function, the remaining time acquisition func-
tion, and the time extension function are prepared for
each channel, and also, a function to uniformly manage
the information (operation authority/remaining time) and
functions between channels and users are held as a
storage control function in the storage subsystem 100.
[0059] In other words, in the In-Band/Out-of-Band
configuration of the storage system according to this
embodiment, the number of terminal (user) having the
operation authority is limited to one. In this case, the re-
maining time to the limit of a user having the operation
authority is displayed on a screen to show it to the user,
and when all the configuration change operations are
not completed within the time limit, the time limit may be
extended. Furthermore, the function to display the re-
maining time of the user having the operation authority
is provided to other users not having the operation au-
thority, and when the user having the operation authority
leaves the terminal and if the remaining time limit ex-
pires, the operation authority is expired, and before the
expiration of the remaining time, a third party (adminis-
trator) may cancel the operation authority. These func-
tions are explained in detail hereinafter.

Storage Management

[0060] In the storage subsystem 100 shown in FIG.2,
the storage management software manages the user
login and the operation authority from terminal software
programs (utilities/RAID Manager/Web Console/UP) of
the host terminals 400 and 450 and the management
client terminals 500. By this storage management soft-
ware, there exit plural terminals (users) that carry out
the storage management, and they use In-Band and
Out-of-Band, and various protocols.
[0061] For example, in the In-Band, the terminal soft-
ware programs of the host terminals 400 and 450 use
the same channel as that used in the data read/write
from the host terminals 400 and 450 to the storage sub-
system 100 (Fibre/ESCON/FICON, etc.) and carries out
the management (view and change/update process of
the configuration information 221) of the storage sub-
system 100. On the other hand, in the Out-of-Band, the
terminal software program of the management client ter-
minal 500 carries out the management (view and
change/update process of the configuration information
221) to the storage subsystem 100 via the LAN.
[0062] In the configuration mentioned above, the lock
management information 222 showing which terminal
(user) has the authority to change (edit) the configura-
tion information 221 now is uniformly managed in the
shared memory 220 on the DKC 200 side. For example,
the storage management software receives an opera-
tion authority acquisition request from the management
client terminal (user) 500 that logs in from Out-of-Band
and updates the operation authority information of the
DKC 200. Further, the storage management software

executes (provides) the process (service) to the config-
uration information change request from the manage-
ment client terminal 500 and updates (changes) the con-
figuration information 221. On the other hand, with re-
spect to the configuration information change request
from the host terminals (users) 400 and 450 that logs in
from the In-Band, the micro program on the DKC 200
side directly updates (changes) the configuration infor-
mation 221 that is stored in the DKC 200.

Operation Authority of Configuration Information

[0063] An example of the configuration information in-
cluding the lock management information stored in the
DKC will be described with reference to FIG.3. FIG.3 is
a schematic diagram showing the configuration informa-
tion including the lock management information.
[0064] There are two kinds of users, i.e., the admin-
istrator and the general user. The administrator is a user
who has the authority to carry out all the settings of the
storage management software and can register/delete
the general users and perform other control functions.
On the other hand, the general user is a user who can
carry out only the operations permitted by the adminis-
trator.
[0065] Also, there are two kinds of the operation au-
thority to the configuration information 221, i.e., the
modify mode and the view mode. The modify mode is a
mode in which the configuration information 221 can be
changed. On the other hand, the view mode is a mode
in which only the viewing of the configuration information
221 is permitted.
[0066] This configuration information 221 concerning
this operation authority is stored in the DKC 200 (in con-
crete, in the shared memory 220), and the information
controlled by the configuration information 221 in this
DKC 200 includes the lock management information
222 and further (1) hardware information, (2) volume in-
formation, (3) remote copy system information, (4) per-
formance information, and (5) lock management infor-
mation (information concerning the operation authority)
as shown in FIG.3.
[0067] Respectively, (1) the hardware information is
the information about the type of the disk drives 310 and
the type of the package and so forth, (2) the volume in-
formation is the information concerning the logic volume
defined in the storage subsystem 100 (capacity/man-
agement number (logic device (LDEV) number, and the
like), (3) the remote copy system information is the in-
formation created by using functions of the storage sub-
system 100 such as the remote copy (paired volume in-
formation, pair condition, and the like), (4) the perform-
ance information is the statistic value concerning R/W
performance from the host terminals 400 and 450, and
(5) the lock management information (information con-
cerning the operation authority) is the information con-
cerning the operation authority, for example, an identi-
fier of the operator having the operation authority, ac-
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quisition time of the operation authority, the release
scheduled time of the operation authority, and the like.
[0068] Each of these information items are managed
in the configuration information 221 in the DKC 200, and
especially by using the function based on the lock man-
agement information (information concerning the oper-
ation authority) 222 shown in (5), the information is
changed (updated).

Control Function of Operation Authority

[0069] The functions (services) for managing the op-
eration authority based on the lock management infor-
mation (information concerning the operation authority)
222 shown in (5) include (a) operation authority (modify)
acquisition function, (b) operation authority (modify) re-
lease function, (c) operation authority (modify) exten-
sion function, (d) operation authority (modify) forced re-
lease function, (e) remaining time acquisition function,
(f) acquisition function of operator identifier having op-
eration authority (modify), and so forth.
[0070] The operation authority (modify) acquisition
function in (a) is the function to request the acquisition
of the operation authority for the configuration informa-
tion 221 from the terminal software program to the stor-
age management software. For example, when the stor-
age management software receives (permits) this func-
tion, the change/update process function (service) of the
configuration information 221 in the DKC 200 becomes
available.
[0071] The operation authority (modify) release func-
tion in (b) is a function to request the release of the op-
eration authority for the configuration information 221
from the terminal software program to the storage man-
agement software. For example, when the storage man-
agement software receives this function, the change/up-
date process function (service) of the configuration in-
formation 221 in the DKC 200 from the terminal software
program becomes unavailable. However, the configura-
tion information 221 in the DKC 200 can be viewed.
[0072] The operation authority (modify) extension
function in (c) is a function to extend the time limit when
the remaining time is reduced. Further, this function is
a function executed by only an operator having the mod-
ify mode authority.
[0073] The operation authority (modify) forced re-
lease function in (d) is a function (i) to forcibly release
the modify mode authority of an operator having the
modify mode authority by the storage management soft-
ware when time limit expires (TimeOver). For example,
when an operator having the modify mode authority
leaves his/her own terminal and the remaining time
thereof expires, the operation authority also expires.
Furthermore, this function is also a function (ii) to forcibly
take away the operation authority (modify) from the ter-
minal (user) having the operation authority (modify) by
a third party (administrator). For example, before the re-
maining time expires, the third party (administrator) may

cancel the operation authority.
[0074] The remaining time limit acquisition function in
(e) is a function to acquire the information of the remain-
ing time of an operator having the operation authority
(modify). For example, this function is used so as to dis-
play the remaining time of an operator having the oper-
ation authority on an operation screen or to display how
long the other operators not having the operation au-
thority must wait on an operation screen.
[0075] The acquisition function of the operator identi-
fier having the operation authority in (f) is a function to
acquire the identifier of the operator having the opera-
tion authority. Further, this function also enables to ac-
quire the time when the operation authority has been
acquired.
[0076] The storage management software mounts
the above six functions both from the In-Band and from
the Out-of-Band and provides the services to the termi-
nal software programs on the host terminals 400 and
450 and the management client terminals 500. In this
case, the storage management software sends an (er-
ror) code to the terminal software programs to show
whether each function (service) has been succeeded or
failed.

Changes of Configuration Information from Plural
Channels

[0077] An example of the major configuration of the
storage subsystem will be described with reference to
FIG.4. FIG.4 is a schematic diagram showing a major
configuration of the storage subsystem.
[0078] Changes of the configuration information 221
from plural channels (In-Band and Out-of-Band) are ex-
ecuted in the major configuration of the storage subsys-
tem shown in FIG.4 (the entire configuration thereof has
been described in detail in FIG.1). Namely, one end of
the DKC 200 of the storage subsystem 100 is connected
to the host terminals 400 and 450 (FIG.4 shows the case
of the host terminal (RAID Manager) 400) and the other
end thereof is connected to the SVP 250, and further,
the SVP 250 is connected to the management client ter-
minal 500.
[0079] This DKC 200 is provided with a host interface
211 and a CPU 212 included in the channel controller
210, the shared memory 220, the cache memory 230,
a disk interface 241 included in the disk controller 240,
and so forth. Many disk drives 310 in the disk driver
(DKU) 300 are connected to the disk interface 241.
[0080] The host interface 211 is the portion to control
the interface with the host terminal 400 and can cope
with a block storage access for management control by
the storage and the In-Band. Also, the SVP 250 serves
as the interface with the management client terminal
500 and can cope with a network access for manage-
ment control by the Out-of-Band. The CPU 212 is the
portion to manage and control the DKC 200 and the
DKU 300 and carries out the control appropriate to the
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accesses from both the In-Band using the host interface
211 and the Out-of-Band using the SVP 250. In the
shared memory 220, the configuration information 221
including an identifier of the operator having the opera-
tion authority, the acquisition time of the operation au-
thority, the release scheduled time of the operation au-
thority, and the like which are the lock management in-
formation (information concerning the operation author-
ity) 222 in (5) is stored.

Change Operation of Configuration Information from In-
Band

[0081] An example of the operation to change the
configuration information from the In-Band will be de-
scribed with reference to FIG.5. FIG.5 is a schematic
diagram showing the sequence of the change operation
of configuration information from the In-Band.
[0082] In the major configuration of the storage sub-
system 100 as shown in FIG.4 mentioned above, the
change operation of the configuration information 221
from the In-Band (for example RAID Manager) is carried
out among the RAID Manager of the host terminal 400,
the host interface 211 in the DKC 200 of the storage sub-
system 100, the CPU 212, and the shared memory 220
as shown in FIG.5. The sequence of the operation au-
thority acquisition/release at the time when changing
this configuration information 221 is made in the follow-
ing procedures.
[0083] When changing the configuration information
221, the host terminal (user) 400 uses the RAID Man-
ager to issue the operation authority acquisition com-
mand in S1001. This operation authority acquisition
command is transmitted via the host interface 211 to the
CPU 212. Further, according to the requested process
(operation authority acquisition in this case), the CPU
212 determines what process should be made to which
module thereafter and requests the process in S1002.
In this case, an update of the operation authority infor-
mation is carried out to the shared memory 220. In con-
crete, concerning the lock management information
222, (a) setting of an identifier of the operator having the
operation authority, (b) setting of the acquisition time of
the operation authority, and (c) setting of the release
scheduled time of the operation authority are performed.
At this moment, if the operation authority has been al-
ready acquired by other channel/terminal (user), "(a) op-
eration authority acquisition" ends as an error, and the
operation authority cannot be acquired. Then, when the
update of the operation authority information to the
shared memory 220 is completed, the CPU 212 informs
the RAID Manager of the process completion in S1003
and S1004. By so doing, the user of the RAID Manager
acquires the operation authority.
[0084] Thereafter, necessary update process of the
configuration information 221 is performed. Since this
configuration information 221 is stored in the shared
memory 220, the update process is performed in the

above sequence. More specifically, the host terminal
(user) 400 uses the RAID Manager to issue an update
command of the configuration information 221 in S1005.
This update command of the configuration information
221 is transmitted via the host interface 211 to the CPU
212. Further, according to the update of the configura-
tion information 221, the CPU 212 updates the configu-
ration information 221 in the shared memory 220 in
S1006. Then, when the update of the configuration in-
formation 221 in the shared memory 220 is completed,
the CPU 212 informs the RAID Manager of the process
completion in S1007 and S1008.
[0085] At this moment, if the update process of the
configuration information 221 is not completed within a
specified time, the operation authority time can be ex-
tended. Also in this case, the host terminal (user) 400
uses the RAID Manager to issue an operation authority
time extension request in S1009. This operation author-
ity time extension command is transmitted via the host
interface 211 to the CPU 212. Further, the CPU 212
changes (c) the setting of the operation authority release
scheduled time in the shared memory 220 in S1010.
Then, when the change of (c) the setting of the operation
authority release scheduled time in the shared memory
220 is completed, the CPU 212 informs the RAID Man-
ager of the process completion in S1011 and S1012.
[0086] Further, when the update process of the con-
figuration information 221 is completed, the host termi-
nal (user) 400 uses the RAID Manager to issue an op-
eration authority release command in S1013. This op-
eration authority release command is transmitted via the
host interface 211 to the CPU 212. Further, the CPU 212
clears the operation authority information in the shared
memory 220 in S1014. In concrete, it carries out (a) de-
letion of the identifier of the operator having the opera-
tion authority, (b) initialization of the operation authority
acquisition time, and (c) initialization of the operation au-
thority release scheduled time. Then, when the clear-
ance of the operation authority information in the shared
memory 220 is completed, the CPU 212 informs the
RAID Manager of the process completion in S1015 and
S1016. By so doing, the user of the RAID Manager re-
leases the operation authority.

Read/Write Process from In-Band

[0087] An example of the read/write process from the
In-Band will be described with reference to FIG.6. FIG.
6 is a schematic diagram showing the sequence of the
read/write process from the In-Band.
[0088] In the case of a read process from the In-Band
(the case of the host terminal 400) to the disk drives 310,
the read command from the host terminal 400 is trans-
mitted via the host interface 211 to the CPU 212 in
S1101. Also, the CPU 212 receives the read command
and determines whether there is the data in the cache
memory 230 or not in S1102, and when there is the data
in the cache memory 230 (the case of cache hit), the
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CPU reads out the data from the cache memory 230 and
transfers the data to the host terminal 400 in S1103 and
S1104.
[0089] On the other hand, in the case of the read proc-
ess (S1105 and S1106 are the same as S1101 and
S1102), when there is no data in the cache memory 230
(the case of cache miss), the CPU reads out the data
from the disk drives 310 via the disk interface 241 in
S1107 and S1108 and stores the data into the cache
memory 230. Thereafter, the CPU transfers the data to
the host terminal 400 in S1109 and S1110.
[0090] Also, in the case of the write process from the
In-Band (the case of the host terminal 400) to the disk
drives 310, the write command from the host terminal
400 is transmitted via the host interface 211 to the CPU
212 in S1111, and the CPU 212 stores the data once
into the cache memory 230 in S1112 and informs the
host terminal 400 of the write process completion in
S1113 and S1114. Thereafter, the CPU 212 reads out
the data stored into the cache memory 230 and writes
the data via the disk interface 241 into the disk drives
310 in S1115 to S1118. This write process into the disk
drives 310 is carried out in an asynchronous manner
with the write command.

Change Operation of Configuration Information from
Out-of-Band

[0091] An example of the operation to change the
configuration information from the Out-of-Band will be
described with reference to FIG.7. FIG.7 is a schematic
diagram showing the sequence of the change operation
of the configuration information from the Out-of-Band.
[0092] In the major configuration of the storage sub-
system 100 as shown in FIG.4 mentioned above, the
change operation of the configuration information 221
from the Out-of-Band (for example WebConsole) is car-
ried out among the WebConsole of the management cli-
ent terminal 500, the SVP 250 of the storage subsystem
100, the CPU 212 in the DKC 200, and the shared mem-
ory 220 as shown in FIG.7. The sequence of the oper-
ation authority acquisition/release at the time when
changing this configuration information 221 is made in
the following procedures.
[0093] When changing the configuration information
221, the management client terminal (user) 500 uses
the WebConsole to issue an operation authority acqui-
sition command in S1201. This operation authority ac-
quisition command is transmitted via the SVP 250 to the
CPU 212. Further, according to the requested process
(operation authority acquisition in this case), the CPU
212 determines what process should be requested to
which module thereafter and requests the process in
S1202. In this case, an update of the operation authority
information is carried out to the shared memory 220. In
concrete, concerning the lock management information
222, (a) setting of an identifier of the operator having the
operation authority, (b) setting of the acquisition time of

the operation authority, and (c) setting of the release
scheduled time of the operation authority are performed.
At this moment, if the operation authority has been al-
ready acquired in other channel/terminal (user), the op-
eration authority acquisition ends as an error, and the
operation authority cannot be acquired. Then, when the
update of the operation authority information to the
shared memory 220 is completed, the CPU 212 informs
the WebConsole of the process completion. By so do-
ing, the user of the WebConsole acquires the operation
authority.
[0094] Thereafter, necessary update process of the
configuration information 221 is performed. Since this
configuration information 221 is stored in the shared
memory 220, the update process is performed in the
above sequence. More specifically, the management
client terminal (user) 500 uses the WebConsole to issue
an update command of the configuration information
221 in S1205. This update command of the configura-
tion information 221 is transmitted via the SVP 250 to
the CPU 212. Further, according to the update of the
configuration information 221, the CPU 212 updates the
configuration information 221 in the shared memory 220
in S1206. Then, when the update of the configuration
information 221 in the shared memory 220 is completed,
the CPU 212 informs the WebConsole of the process
completion in S1207 and S1208.
[0095] At this moment, if the update process of the
configuration information 221 is not completed within a
specified time, the operation authority time can be ex-
tended. Also in this case, the management client termi-
nal (user) 500 uses the WebConsole to issue an oper-
ation authority time extension request in S1209. This op-
eration authority time extension command is transmitted
via the SVP 250 to the CPU 212. Further, the CPU 212
changes (c) the setting of the operation authority release
scheduled time in the shared memory 220 in S1210.
Then, when the change of (c) the setting of the operation
authority release scheduled time in the shared memory
220 is completed, the CPU 212 informs the WebConsole
of the process completion in S1211 and S1212.
[0096] Further, when the update process of the con-
figuration information 221 is completed, the manage-
ment client terminal (user) 500 uses the WebConsole to
issue an operation authority release command in
S1213. This operation authority release command is
transmitted via the SVP 250 to the CPU 212. Further,
the CPU 212 clears the operation authority information
in the shared memory 220 in S1214. In concrete, it car-
ries out (a) deletion of the identifier of the operator hav-
ing the operation authority, (b) initialization of the oper-
ation authority acquisition time, and (c) initialization of
the operation authority release scheduled time. Then,
when the clearance of the operation authority informa-
tion in the shared memory 220 is completed, the CPU
212 informs the WebConsole of the process completion
in S1215 and S1216. By so doing, the user of the We-
bConsole releases the operation authority.
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Management of Time to Hold the Operation Authority of
In-Band/Out-of-Band

[0097] An example of the lock management informa-
tion stored in the configuration information will be de-
scribed with reference to FIG.8 and FIG.9. FIG.8 is a
schematic diagram showing the lock management infor-
mation defined in common to the respective terminals
and FIG.9 is a schematic diagram showing the lock
management information defined to each of the termi-
nals.
[0098] The operation authority holding time includes
the initial operation authority holding time and the addi-
tional time in the extension process. There are two kinds
of the management methods of this operation authority
holding time, i.e., for each terminal of the host terminals
400 and 450 of the In-Band and the management client
terminals 500 of the Out-of-Band, (1) the case where
the holding time is determined uniformly in the system
(all the terminals (users)) and the holding time is man-
aged in common and (2) the case where the holding time
is defined in each of the terminals (users).
[0099] In the case (1) where the holding time is deter-
mined uniformly in the system (all the terminals (users))
and the holding time is managed in common, as shown
in FIG. 8, the initial operation authority holding time and
the amount of the additional time in the extension proc-
ess are defined as the common information of the lock
management information (information concerning the
operation authority) 222a stored in the configuration in-
formation 221 in the DKC 200 (in concrete, in the shared
memory 220).
[0100] In the case of this time management, when
building the system configuration, the initial operation
authority holding time and the amount of the additional
time in the extension process are set as the common
information concerning the operation authority, and
when the operation authority acquisition/extension in-
struction is received, the operation authority release
scheduled time is determined by using this information
(value). In concrete, the operation authority release
scheduled time is determined by adding the initial oper-
ation authority holding time to the operation authority ac-
quisition time, and when the time extension request is
received, the additional time in the extension process is
added to determine the new operation authority release
scheduled time in the extension process.
[0101] In the case (2) where the holding time is de-
fined in each of the terminals (users), as shown in FIG.
9, the initial operation authority holding time and the
amount of the additional time in the extension process
are defined in each of the terminals (users) as the lock
management information (information concerning the
operation authority) 222b stored in the configuration in-
formation 221 in the DKC 200, and when the operation
authority acquisition/extension instruction is received,
the operation authority release scheduled time is deter-
mined by using this information (value). In concrete, for

example, the user A determines the operation authority
release scheduled time by adding the initial operation
authority holding time to the operation authority acqui-
sition time, and when the extension request is received,
the user A determines the new operation authority re-
lease scheduled time in the extension process by add-
ing the additional time in the extension process. The
same is true in other users B, C,....
[0102] In this case, it is necessary to define the hold-
ing time in each of the terminals (users), therefore, the
function (service) to change the amount of the initial op-
eration authority holding time and the additional time in
the extension process must be provided to each termi-
nal (user).

Calculation of the Operation Authority Holding Time of
In-Band/Out-of-Band

[0103] As a method to calculate the operation author-
ity holding time, there is the method in which the oper-
ation authority release scheduled time is recorded in the
configuration information 221. As a precondition for this
calculation method, the internal clock of the DKC 200
must coincide with that of the SVP 250. When a remain-
ing time limit acquisition command is received from each
terminal of the host terminals 400 and 450 of the In-Band
and the management client terminals 500 of the Out-of-
band, the remaining time limit is calculated based on the
differences between the operation authority release
scheduled time and the internal clocks of the DKC 200
and the SVP 250 and then the remaining time is sent
back to the terminal (user).

Screen Display of Operation Authority Time Limit of Out-
of-Band

[0104] An example of the screen of the management
client terminal will be described with reference to FIGs.
10 to 12. FIG.10 is a schematic diagram showing the
screen of the management client terminal, FIG.11 is a
schematic diagram showing changes in an indicator,
and FIG.12 is a schematic diagram showing character
strings to be displayed on the indicator.
[0105] In the Out-of-Band, as shown in FIG.10, the
screen of an applet panel in the management client ter-
minal (in the case of WebConsole) 500 of a user can
display device information, LDEV information and so
forth, in the information/status display screen. The de-
vice information includes the areas of Serial Number, IP
Address, Name, Contact, Location, and Firmware Ver-
sion and the like and the display area of Device View.
The LDEV information includes the areas of Device
Type, Capacity, Number of LDEVs and the like.
[0106] In such a display screen, in order to give a
warning of the timeout of the modify lock to the user, an
indicator 502 is displayed at the top portion of the applet
panel. As shown in FIG.11, this indicator 502 changes
in respective statuses A, B, C, D, and E. In concrete, it
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appears as mentioned below. This indicator 502 is dis-
played by pressing an operation authority acquisition
(modify mode) button 501 arranged at the top right of
the applet panel.
[0107] The status A is the one in which the color of
the indicator 502 is displayed in green, showing the sta-
tus when the applet starts or when the lock extension
button is pressed and the status until the next self-check
method is called.
[0108] The status B is the one in which the color of
the indicator 502 is displayed in green and the [remain-
ing time]/[RMI Modify TimeOut time] is calculated and
displayed so as to be equivalent to the green area. The
remaining portion is white. This status B is the status in
which [remaining time]/[RMI Modify TimeOut time] >
50%.
[0109] The status C is the one in which the color of
the indicator 502 is displayed in yellow and the [remain-
ing time] / [RMI Modify TimeOut time] is calculated and
displayed so as to be equivalent to the yellow area. The
remaining portion is white. This status C is the status
when [remaining time] / [RMI Modify TimeOut time] <
50% and [remaining time] > 5 minutes.
[0110] The status D is the one in which the color of
the indicator 502 is displayed in red and the [remaining
time]/[RMI Modify TimeOut time] is calculated and dis-
played so as to be equivalent to the red area. The re-
maining portion is white. This status D is the status when
[remaining time] < 5 minutes.
[0111] The status E is the one in which the color of
the indicator 502 is displayed in white. This status E is
the status at the moment when the modify lock is re-
leased (The lock has been released).
[0112] Also, in the respective statuses A, B, C, D, and
E, character strings as shown in FIG.12 may be dis-
played on the indicator 502. For example, in the statuses
A, B, and C, "XX minutes until modify mode release" or
"XX minutes until lock is released" is displayed respec-
tively on the indicator 502. In the status D, "Modify mode
will be released soon (in XX minutes)" or "The lock is
almost released (Remaining time is XX minutes)" is dis-
played. In the status E, "Modify mode has been re-
leased" or "The lock has been released" is displayed.
Note that, XX represents the remaining time (in unit of
minute) .
[0113] In addition, on the top portion of the applet pan-
el, besides the indicator 502, an operation authority ex-
tension (modify timeout time extension) button 503 is
arranged on the right side of this indicator 502. As shown
in FIG.11, this modify timeout time extension button gets
in the status A when pressed in the status A/B/C/D, and
an error message is displayed when pressed in the sta-
tus E.
[0114] However, when the modify timeout time of RMI
is infinite, the management client terminal 500 regards
these functions as nonexistence and all of them are not
displayed. Also, in the view mode, these buttons and
indicator are displayed in gray.

Screen Display of Operation Authority Time Limit of In-
Band

[0115] An example of the screen of the host terminal
will be described with reference to FIG.13 and FIG.14.
FIG.13 is a schematic diagram showing the relations be-
tween each of the operations at a host terminal and com-
mands, while FIG.14 is a schematic diagram showing
the operation procedures at a host terminal.
[0116] In the In-Band, the operation from the host ter-
minals 400 and 450 of users includes operation author-
ity (modify) acquisition function, operation authority
(modify) release function, operation authority (modify)
extension function, operation authority (modify) forced
release function, remaining time limit acquisition func-
tion, acquisition function of identifier of a user having the
operation authority (modify) and so forth, and the com-
mand names as shown in FIG.13 are allotted to the re-
spective functions as command management informa-
tion 223. This command management information 223
is stored in the shared memory 220 in the DKC 200.
[0117] At the time of the operation from the host ter-
minals 400 and 450, the operation authority time limit
display/time limit extension operation is carried out from
each terminal in the procedures as shown in FIG.14. In
the operation authority acquisition operation, the oper-
ation authority acquisition (You get modify mode) be-
comes available by inputting Get modify User ID. In the
operation authority remaining time acquisition opera-
tion, the operation authority remaining time acquisition
(Your remain time is 15 minute) becomes available by
inputting Get remain time User ID. In the operation au-
thority extension instruction operation, the operation au-
thority extension instruction (Your remain time is 30
minute) becomes available by inputting Extension time
User ID after the operation authority remaining time is
acquired. In the operation authority release operation,
the operation authority release (You released modify
mode) becomes available by inputting Free modify User
ID. In the acquisition operation of an identifier of the op-
erator having the operation authority (Modify), the ac-
quisition of an identifier of the operator having the oper-
ation authority (modify) (Modify mode had user ID) be-
comes available by inputting Get modified user ID.

Another In-Band/Out-of-band Configuration of Storage
System

[0118] An example of another In-Band/Out-of-Band
configuration in the storage system according to this
embodiment will be described with reference to FIG.15.
FIG.15 is a schematic diagram showing another config-
uration of the In-Band and the Out-of-Band in the stor-
age system according to this embodiment.
[0119] In the storage system according to this embod-
iment, another In-Band/Out-of-Band configuration is an
embodiment in which the host terminal (RAID Manager)
400 and a LAN/Internet 700 are connected via a LAN
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800 and the lock management information 251 is held
at not the DKC 200 (shared memory 220) but the SVP
250, and in this state, communications are performed
between the RAID Manager and the SVP 250 and the
lock management is carried out.
[0120] In concrete, similar to the terminal of the Out-
of-Band, the RAID Manager issues an operation author-
ity acquisition command and the like via the LAN 800
and manages the operation authority via the SVP 250,
thereby, the control the same as that mentioned above
in FIG.2 is realized.

Effects of the Present Preferred Embodiments

[0121] According to the embodiments above, the fol-
lowing effects can be obtained in the storage system of
the In-Band/Out-of-Band configuration.

(1) The lock management information 222 (222a,
222b) including an identifier of a terminal (user) hav-
ing the operation authority, acquisition time of the
operation authority, remaining time limit and so forth
is stored in the shared memory 220 in the DKC 200
of the storage subsystem 100 (however, in the SVP
250 in another configuration (FIG.15)), and this lock
management information 222 is used in common by
the terminals (users) that are accessed from both
the channels of the In-Band and the Out-of-Band.
By so doing, the number of terminals (users) having
the operation authority can be limited to one. As a
result, it is possible to uniformly manage the oper-
ation authority for the storage subsystem 100 and
also to remove the factor causing the discrepancy
in the configuration information.
(2) The remaining time limit for a user having the
operation authority is displayed on a screen to show
it to the user by using the remaining time limit ac-
quisition function. By so doing, it is possible for the
user to confirm how long the user can hold the op-
eration authority. As a result, it is possible for a user
having the operation authority to grasp the remain-
ing operation available time.
(3) When all the operations of configuration change
are not completed within the time limit, it is possible
for a user having the operation authority to extend
the time limit by using the operation authority exten-
sion function. As a result, it is possible to prevent
the operation authority from being disabled in the
course of the operation and the setting operation
from becoming invalid.
(4) It is possible to display the remaining time limit
of the user having the operation authority to the us-
ers not having operation authority by using the re-
maining time acquisition function.
(5) When a user having the operation authority
leaves the terminal thereof with holding the opera-
tion authority and if the remaining time limit expires,
it is possible to take away the operation authority by

using the operation authority forced release func-
tion.
(6) Before the expiration of the remaining time limit
of a user having the operation authority, it is possi-
ble for a third party (administrator) to disable the op-
eration authority by using the operation authority
forced release function.
(7) It is possible to view the configuration informa-
tion of the exclusive lock management and acquire
the lock management information from the In-Band
and also to manage the data safely from the inter-
face of only the In-band without the LAN. In addition,
it is also possible to manage the data safely from
the interface of only the Out-of-Band.

[0122] In the foregoing, the invention by the inventors
of the present invention has been concretely described
with the embodiments. However, it is needless to say
that the present invention is not limited to the foregoing
embodiments and the invention may be embodied in
other specific forms without departing from the scope of
the appended claims as interpreted in the light of the
description and drawings.

Claims

1. A storage system, comprising:

a disk array system including plural storage de-
vices that carry out data write/read to/from
memory areas, a storage device control unit
that controls data write or read to said plural
storage devices, a channel control unit that re-
ceives a write request or a read request from a
network outside its own disk array system, a
shared memory to which control information
communicated by said channel control unit and
said storage device control unit is stored, a
cache memory to which data communicated
between said channel control unit and said stor-
age device control unit is temporarily stored, a
connection unit that is connected to said chan-
nel control unit, said storage device control unit,
said shared memory and said cache memory,
and a management terminal that is connected
to said channel control unit, said storage device
control unit and said shared memory and con-
trols its own disk array system;
a host machine that is connected to said chan-
nel control unit in said disk array system via a
first network/interface; and
a management client that is connected to said
management terminal in said disk array system
via a second network/interface that is physical-
ly and logically different from said first network/
interface,
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wherein said shared memory in said disk ar-
ray system has management information for man-
aging operation authority for the configuration infor-
mation in said shared memory that is used both by
the first network/interface of said host machine and
by the second network/interface of said manage-
ment client, and

said channel control unit has a function to give
the operation authority for changing said configura-
tion information to either said host machine or said
management client based on said control informa-
tion in said shared memory in response to an ac-
cess request from said host machine or said man-
agement client.

2. A storage system according to claim 1,
wherein said management information in-

cludes an identifier of an operator having the oper-
ation authority, acquisition time of the operation au-
thority, and release scheduled time of the operation
authority, and

said channel control unit gives the operation
authority with a time limit from said acquisition time
to said release scheduled time to an operator who
has said operation authority based on said identifier
of the operator.

3. A storage system according to claim 2,
wherein said management information further

includes initial operation authority holding time, and
said channel control unit determines the time

limit from said acquisition time to said release
scheduled time based on said initial operation au-
thority holding time.

4. A storage system according to claim 3,
wherein said initial operation authority holding

time can be changed from said host machine or said
management client by an operator who has said op-
eration authority.

5. A storage system according to claim 4,
wherein said initial operation authority holding

time can be held in each of said host machines or
said management clients and can be changed in
each of said host machines or said management
clients.

6. A storage system according to claim 3,
wherein said channel control unit has a func-

tion to display said time limit for an operator having
said operation authority to show it to the operator
on a screen of said host machine or said manage-
ment client.

7. A storage system according to claim 2,
wherein said management information further

includes additional time in an extension process,

and
when receiving an extension request from an

operator who has said operation authority, said
channel control unit changes said release sched-
uled time of the operation authority based on said
additional time for the extension process and gives
the operation authority with the time limit until said
changed release scheduled time.

8. A storage system according to claim 7,
wherein said additional time for the extension

process can be changed from said host machine or
said management client by an operator who has
said operation authority.

9. A storage system according to claim 8,
wherein said additional time for the extension

process can be held in each of said host machines
or said management clients and can be changed in
each of said host machines or said management
clients.

10. A storage system according to claim 7,
wherein said channel control unit has a func-

tion to display said changed time limit for an oper-
ator having said operation authority to show it to the
operator on a screen of said host machine or said
management client.

11. A method for controlling a storage system,
said storage system comprising:

a disk array system including plural storage de-
vices that carry out data write/read to/from
memory areas, a storage device control unit
that controls data write/read to/from said plural
storage devices, a channel control unit that re-
ceives a write request or a read request from a
network outside its own disk array system, a
shared memory to which control information
communicated by said channel control unit and
said storage device control unit is stored, a
cache memory to which data communicated
between said channel control unit and said stor-
age device control unit is temporarily stored, a
connection unit that is connected to said chan-
nel control unit, said storage device control unit,
said shared memory and said cache memory,
and a management terminal that is connected
to said channel control unit, said storage device
control unit and said shared memory and con-
trols its own disk array system;
a host machine that is connected to said chan-
nel control unit in said disk array system via a
first network/interface; and
a management client that is connected to said
management terminal in said disk array system
via a second network/interface that is physical-
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ly and logically different from said first network/
interface,

wherein said shared memory in said disk ar-
ray system has management information for man-
aging operation authority for the configuration infor-
mation in said shared memory that is used both by
the first network/interface of said host machine and
by the second network/interface of said manage-
ment client, and

said channel control unit gives the operation
authority for changing said configuration informa-
tion to either said host machine or said manage-
ment client based on said control information in said
shared memory in response to an access request
from said host machine or said management client.

12. A method for controlling a storage system accord-
ing to claim 11,

wherein said management information in-
cludes an identifier of an operator having the oper-
ation authority, acquisition time of the operation au-
thority, and release scheduled time of the operation
authority, and

said channel control unit gives the operation
authority with a time limit from said acquisition time
to said release: scheduled time to an operator who
has said operation authority based on said identifier
of the operator.

13. A method for controlling a storage system accord-
ing to claim 12,

wherein said management information further
includes initial operation authority holding time, and

said channel control unit determines the time
limit from said acquisition time to said release
scheduled time based on said initial operation au-
thority holding time.

14. A method for controlling a storage system accord-
ing to claim 13,

wherein said initial operation authority holding
time can be changed from said host machine or said
management client by an operator who has said op-
eration authority.

15. A method for controlling a storage system accord-
ing to claim 14,

wherein said initial operation authority holding
time can be held in each of said host machines or
said management clients and can be changed in
each of said host machines or said management
clients.

16. A method for controlling a storage system accord-
ing to claim 13,

wherein said channel control unit has a func-
tion to display said time limit for an operator having

said operation authority to show it to the operator
on a screen of said host machine or said manage-
ment client.

17. A method for controlling a storage system accord-
ing to claim 12,

wherein said management information further
includes additional time in an extension process,
and

when receiving an extension request from an
operator who has said operation authority, said
channel control unit changes said release sched-
uled time of the operation authority based on said
additional time for the extension process and gives
the operation authority with the time limit until said
changed release scheduled time.

18. A method for controlling a storage system accord-
ing to claim 17,

wherein said additional time for the extension
process can be changed from said host machine or
said management client by an operator who has
said operation authority.

19. A method for controlling a storage system accord-
ing to claim 18,

wherein said additional time for the extension
process can be held in each of said host machines
or said management clients and can be changed in
each of said host machines or said management
clients.

20. A method for controlling a storage system accord-
ing to claim 17,

wherein said channel control unit has a func-
tion to display said changed time limit for an oper-
ator having said operation authority to show it to the
operator on a screen of said host machine or said
management client.
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