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(57) A terminal device constitutes an advance sale
system including a portable device having identification
means identifying a user according to identification in-
formation and storage means storing authentication in-
formation on the user identified by the identification
means and a server having storage means for correlat-
ing/storing the aforementioned authentication informa-
tion and information on subscription of commodity or
service by a user authenticated by the authentication in-
formation. The terminal device includes input means re-

ceiving input of user identification information, a device
interface transmitting/receiving to/from the portable de-
vice, means transferring the identification information to
the portable device so that the identification means iden-
tifies the user, read out means receiving the authentica-
tion information from the portable device when the iden-
tification means has identified the user, means for a user
to subscribe a desired commodity or service, and com-
munication means storing the authentication informa-
tion and subscription information into the aforemen-
tioned server.
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Description

Technical Field

[0001] The present invention relates to a subscription-
based sales/settlement system of a commercial article
or a service.

Background Art

[0002] A conventional ticket subscription/settlement
system using paper as a medium has such a flow that
a ticket is subscribed via a telephone, a window, the In-
ternet, etc., and the paper ticket is purchased and hand-
ed to a person in charge when entering.
[0003] Further, the following documents are known to
the public as technologies for storing subscription infor-
mation, etc. on, for example, an IC card or a cellular
phone, etc. and managing a ticket subscription or set-
tlement thereof.
[0004] Patent document 1 discloses a ticket subscrip-
tion/settlement system utilizing ID information of the cel-
lular phone. In this system, it is checked whether or not
the ID information of the cellular phone is coincident with
ID information registered, and, if coincident with each
other, the cellular phone is used as a substitute for the
ticket.
[0005] Patent document 2 discloses a ticket subscrip-
tion/settlement system utilizing an IC card mounted on
a cellular phone.
[0006] Patent document 3 discloses a method of and
a system for subscribing a ticket, paying a charge, and
storing and utilizing ticket data on an IC card.
[0007] Patent document 4 discloses a ticket subscrip-
tion/issuance system in which when the ticket can be
subscribed, subscription information thereof is entered
in an information storage card of a user by use of a spe-
cial rule, and a ticket issuance terminal, when the infor-
mation storage card entered with the subscription infor-
mation by using the special rule is inputted, executes a
ticket issuing process based on the subscription infor-
mation.

[Patent document 1] Japanese Patent Application
Laid-Open No.2002-109343 (Abstract)
[Patent document 2] Japanese Patent Application
Laid-Open No.2002-140742 (Abstract)
[Patent document 3] Japanese Patent Application
Laid-Open No.2000-251146 (Paragraph 0001)
[Patent document 4] Japanese Patent Application
Laid-Open No.6-60100 (Abstract)

Disclosure of the Invention

[0008] A risk of being lost and stolen can be given as
a problem of the paper medium serving as a ticket.
There are many cases in which the subscription/issu-
ance of the ticket is effected half a year or earlier before

a concert, and on this occasion possession of the ac-
quired ticket till the very day of the concert without being
lost involves a sense of uneasiness. If lost, a ticket cent-
er that does not reissue is not rare. In the case of en-
countering a burglar, a method of confirming identity of
the stealer is difficult, and the stealer is easy to enter by
use of this ticket and sell the ticket to others.
[0009] Even in the case of utilizing electronic informa-
tion, the card or the cellular phone has hitherto been
stored with the subscription information, etc. showing
the subscription of, e.g., a concert. Therefore, it follows
that "the user carries the card, etc." means "the user
carries the information". Hence, the risk arising when
the card, etc. is lost was not obviated.
[0010] Further, in such a system that a portable device
such as the IC card, etc. on which a program can be
executed is stored with many items of ticket subscription
information, a situation might be considered, wherein a
size of data that should be stored on this card becomes
large enough not to be stored. Moreover, the card ca-
pable of storing a large amount of data rises in its unit
price.
[0011] Still further, such a problem is not limited to the
ticket sales. For instance, there is a case of prepaying
a charge for a lodging ticket of a hotel, a meal ticket of
a restaurant, etc., then receiving a premium ticket
through the payment and receiving a predetermined
service by this premium ticket. In such a case also, the
paper premium ticket has an undeniable possibility in
which the premium ticket might be lost or stolen and uti-
lized by the stealer. Further, the same problem arises in
the case of purchasing a commercial article on a sub-
scription basis and receiving the commercial article at a
predetermined a sales shop with an exchange ticket.
[0012] Moreover, the situation is the same in such a
case that this type of premium ticket or the exchange
ticket is stored on a portable medium such as the IC
card.
[0013] The present invention was devised in view of
these problems inherent in the prior arts. Namely, it is
an object of the present invention to provide a technol-
ogy capable of actualizing subscription-based sales of
a commercial article or a service in safety even in the
case of using a portable device having a small capacity.
[0014] The present invention adopts the following
means in order to solve the problems given above. To
be specific, the present invention is a terminal device
configuring a subscription-based sales system in link-
age with a portable device comprising identifying means
identifying a user by use of identifying information and
storage means stored with authentication information of
a user identified by the identifying information, and with
a server comprising storage means stored with the au-
thentication information and subscription information
showing a subscription of a commercial article or a serv-
ice by the user authenticated by the authentication in-
formation in a way that associates the authentication in-
formation and the subscription information with each
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other, the terminal device comprising input means re-
ceiving an input of the identifying information of the user,
a device interface transferring and receiving the data to
and from the portable device, means transferring the
identifying information to the portable device and in-
structing the identifying means to identify the user, read-
ing means receiving, when the identifying means could
identify the user, the authentication information from the
portable device, means making the user subscribe a de-
sired commercial article or service, and communication
means serving to store the server with the authentica-
tion information and the subscription information related
to the subscribed commercial article or service.
[0015] Herein, the portable device is, e.g., an IC card.
This portable device comprises identifying means that
identifies the user by identifying information, and stor-
age means stored with authentication information of the
user identified by the identifying means.
[0016] Herein, the identifying information is informa-
tion for identifying the user with a user of the portable
device. For example, the identifying information is a
character string, etc. unknown to users other than this
user. This type of identifying means can be actualized
by a computer program on a CPU built in the IC card.
[0017] The terminal device receives an input of the us-
er's identifying information, transfers the identifying in-
formation to the portable device, and makes the identi-
fying means of the portable device identify the user.
Then, when the portable device can identify the user by
the identifying information, the terminal device receives
the user's authentication information from the storage
means of the portable device. The authentication infor-
mation is information used for a predetermined authen-
tication institution to certify identity of the user.
[0018] Then, the terminal device makes the user sub-
scribe a desired commercial article or service, and
stores the server with the authentication information and
the subscription information. Accordingly, this terminal
device can, after confirming the identity of the user, store
the server with the subscription information of the com-
mercial article or the service together with the informa-
tion that certifies the user's identity.
[0019] Preferably, the terminal device may further
comprise means referring to a list of the subscription in-
formation stored on the storage means of the server,
and means displaying the list of the subscription infor-
mation.
[0020] Thus, the terminal device can display the list
of the subscription information of the commercial article
or the service subscribed by the user on the basis of the
authentication information of the user.
[0021] Further, the present invention may also be a
management device conducting management of provid-
ing a user with a commercial article or a service in link-
age with a portable device comprising identifying means
identifying a user by use of identifying information and
storage means stored with authentication information of
a user identified by the identifying information, and with

a server comprising storage means stored with the au-
thentication information and subscription information
showing a subscription of a commercial article or a serv-
ice by the user authenticated by the authentication in-
formation in a way that associates the authentication in-
formation and the subscription information with each
other, the management device comprising input means
receiving an input of the identifying information of the
user, a device interface transferring and receiving the
data to and from the portable device, means transferring
the identifying information to the portable device and in-
structing the identifying means to identify the user, read-
ing means receiving, when the identifying means could
identify the user, the authentication information from the
portable device, means transmitting the authentication
information to the server, means receiving a result of
judgment as to whether the authentication information
is stored together with the subscription information on
the server, and a control unit permitting, when the au-
thentication information is stored together with the sub-
scription information on the server, the user to be pro-
vided with the commercial article or the service.
[0022] Herein, the permission of providing the com-
mercial article or the service connotes, for instance, the
permission of entering a concert hall of a subscribed
concert, and so on.
[0023] Thus, the management device, when the user
can be identified by the identifying information inputted
by the user, receives the authentication information from
the portable device, and checks whether or not the sub-
scription information is stored together with the authen-
tication information on the server. Herein, the case of
being stored with the subscription information together
with the authentication information implies that the user
subscribes, for example, a predetermined commercial
article or service.
[0024] Accordingly, this management device checks
whether or not the user subscribes the predetermined
commercial article or service by use of the identifying
information of the portable device and the user's authen-
tication information. In this case, the subscription infor-
mation is stored not on the portable device but on the
server. Moreover, the terminal device is unable to re-
ceive the authentication information till the valid identi-
fying information is inputted.
[0025] Therefore, even in the case where the user
subscribing the commercial article or the service loses
the portable device, it is possible to reduce a possibility
that other person might use the lost portable device.
[0026] Preferably, the terminal device may further
comprise means applying to an issuance organization
for reissuing the authentication information, means ob-
taining the authentication information from the issuance
organization, and means storing the portable device
with the obtained authentication information, the server
may further comprise means verifying validity of the re-
issued authentication information, and the control unit
may permit, when the server verifies the validity of the
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authentication information received from the reading
means, the user to be provided with the commercial ar-
ticle or the service.
[0027] Thus, the server has the means confirming the
validity of the reissued authentication information. With
this contrivance, the authentication information before
being reissued is invalidated, and the reissued authen-
tication information permits the user to be provided with
the commercial article or the service.
[0028] Accordingly, after subscribing the commercial
article or the service, etc., even if the user loses the port-
able device and if the authentication information is reis-
sued, there decreases the possibility that the authenti-
cation information of the lost portable device might be
used by others.
[0029] Moreover, the user can be provided with the
subscribed commercial article or service by use of the
reissued authentication information. For instance, the
user can enter the concert hall of the concert that was
subscribed beforehand owing to the reissued authenti-
cation information.
[0030] Further, the present invention may also be a
server configuring a subscription-based sales system in
linkage with a portable device comprising identifying
means identifying a user by use of identifying informa-
tion and storage means stored with authentication infor-
mation of a user identified by the identifying means, and
with a terminal device comprising input means receiving
an input of the identifying information of the user, a de-
vice interface transferring and receiving the data to and
from the portable device, means the making identifying
means identify the user by transferring the identifying
information to the portable device, reading means re-
ceiving the authentication information from the storage
means when the identifying means could identify the us-
er with a predetermined user, and means making the
user subscribe a desired commercial article or service,
the server comprising means receiving the authentica-
tion information and subscription information about the
commercial article or the service subscribed by the user
authenticated by the authentication information, storage
means stored with the authentication information and
the subscription information in a way that associates the
authentication information and the subscription informa-
tion with each other, and means outputting the stored
subscription information or information as to whether the
subscription is made or not.
[0031] According to the present server, it is possible
to receive, store and output, together with the authenti-
cation information, the subscription information of the
user authenticated by the authentication information of
the portable device. Herein, the "output" connotes mak-
ing, for example, the terminal device on a network dis-
play the information.
[0032] Preferably, the server may further comprise
means accepting a settlement request about the sub-
scription information via the terminal device, and means
executing a settlement process in response to the set-

tlement request, wherein the storage means may be
stored with information showing completion of the set-
tlement together with the subscription information.
[0033] Preferably, the server may further comprise
means receiving a completion-of-settlement report
about the subscription information, wherein the storage
means may be stored with information showing comple-
tion of the settlement together with the subscription in-
formation. According to the server described above, it
is possible to store the information showing the comple-
tion of the settlement about the subscription.
[0034] Preferably, a server may further comprise
means referring to a term of settlement with respect to
the subscription information, means recording, when
the term of settlement passed and the subscription was
invalidated, information about a user making the sub-
scription, means adding up a subscription invalidation
count of the invalidated subscriptions per user, and
means invalidating the authentication information with
respect to the user whose subscription invalidation
count reaches a predetermined value.
[0035] The present invention may include, an authen-
tication server comprising means accepting a notice
about a user whose subscription invalidation count rep-
resenting how many times the subscription is invalidat-
ed due to an elapse over the term of settlement from the
server described above, reaches a predetermined val-
ue, and means invalidating the authentication informa-
tion of the notified user when given the notice. Further,
a function of this authentication server may be provided
in the server described above.
[0036] According to the server described above, it is
possible to invalidate the authentication information of
the user whose subscription gets invalidated many
times due to the elapse over the term of settlement.
[0037] Preferably, the server may comprise means
judging validity of the authentication information stored
on the storage means, and means updating, when judg-
ing that the authentication information is judged ineffec-
tive, the authentication information into an effective
piece of authentication information.
[0038] According to this server, for instance, after
storing the authentication information and the subscrip-
tion information, the authentication information is reis-
sued, and, even if the original authentication information
becomes ineffective, the information can be updated in-
to the effective authentication information and can be
stored together with the subscription information. This
contrivance prevents an unlawful use of the authentica-
tion information which is issued before being reissued,
and enables the reissued authentication information to
be effective.
[0039] As discussed above, according to the present
invention, the server manages batchwise the informa-
tion, and the portable device serves as the means for
accessing this server, thereby enhancing the security.
[0040] Moreover, the present invention may also be a
subscription-based sales system including the portable
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device, the terminal device and the server. In this case,
the server may include a first server stored with the au-
thentication information and the subscription informa-
tion in a way that associates the authentication informa-
tion and the subscription information with each other,
and a second server providing information to be dis-
played to the terminal device and providing information
inputted from the terminal device to the first server.
[0041] Moreover, the present invention may also be a
method by which a computer or other device or other
machine, etc. executes any one of the processes de-
scribed above. Furthermore, the present invention may
also be a program for making the computer or other de-
vice or other machine, etc. actualize any one of the func-
tions described above. Still further, the present invention
may also be a storage medium readable by the compu-
ter, etc. and stored with such a program.
[0042] As discussed above, according to the present
invention, it is possible to actualize the subscription-
based sales of the commercial article or the service in
safety even in the case of using an IC card having a
small capacity.

Brief Description of the Drawings

[0043]

FIG. 1 is a view of a whole architecture of an infor-
mation system according to a first embodiment of
the present invention;
FIG. 2 shows an example of a concert information
listing screen 10 provided by a Web server 2;
FIG. 3 shows an example of a subscription screen
20 provided by the Web server 2;
FIG. 4 shows an example of a confirmation screen
30 after clocking a subscription button;
FIG. 5 shows an example of a purchase history ref-
erence screen 40;
FIG. 6 shows an example of a flowchart showing
processes when purchasing in the information sys-
tem;
FIG. 7 shows an example of a flowchart showing
processes when referring to the purchase history;
FIG. 8 shows an example of a flowchart showing
processes of an entrance gate management device
4;
FIG. 9 is a view of a whole architecture of the infor-
mation system in a second embodiment of the
present invention;
FIG. 10 shows an example of certificate data in the
second embodiment;
FIG. 11 shows an example of a flowchart showing
a certificate reissuing process;
FIG. 12 is a conceptual diagram showing a user-
based procedure of reissuing the certificate; and
FIG. 13 shows an example of a flowchart showing
a certificate invalidation process in a third embodi-
ment of the present invention.

Best Mode for Carrying out the Invention

[0044] A best mode for carrying out the invention will
hereinafter be described with reference to the drawings.

«First Embodiment»

[0045] An information system according to embodi-
ments of the present invention will be explained with ref-
erence to the drawings in FIGS. 1 through 8.

<System Architecture>

[0046] FIG. 1 shows a view of a whole architecture of
this information system. This information system in-
cludes a data server 1 for managing commercial articles
or services, etc. purchased on a subscription basis by
a user, a Web server 2 for providing information about
the commercial articles or the services, etc. to the user
and providing a Website on which these commercial ar-
ticles, etc. are subscribed, a terminal 3 utilized for the
user to accesses the Web server 2, etc. via a network,
an IC card 5 stored with a certificate for authenticating
the user when the user subscribes the commercial arti-
cle or the service, etc., and a gate management device
4 for authenticating the user when the user receives an
offer of the subscribed commercial article or service, etc.
and permitting the authenticated user to receive the of-
fer of the commercial article or the service, etc..
[0047] The data server 1 manages the information
about the commercial article or service subscribed by
the user together with the certificate data for authenti-
cating the user. The information managed by this data
server 1 is termed subscription information. In the first
embodiment, a concert ticket or event-holding (perform-
ance) of the concert is assumed as the commercial ar-
ticle or the service to be subscribed. In the first embod-
iment, however, the commercial article or the service to
be subscribed is not limited to the concert ticket.
[0048] The subscription information contains a pro-
vider (e.g., a name of a ticket sales company) of the
commercial article or the service, a name (e.g., a con-
cert name) of the commercial article or the service, a
date (e.g., an event holding date/time of the concert)
when delivering the commercial article or providing the
service, a place (e.g., an event holding place of the con-
cert) to which the commercial article is delivered or
where the service is provided, specifications of the com-
mercial article or the service (e.g., a seat number in the
concert hall), a payment status and so on.
[0049] The data server 1, when a new subscription oc-
curs, stores the subscription information thereof in re-
sponse to a request given from the Web server 2. Fur-
ther, the data server 1 provides information on a sub-
scription list (which is also called a purchase history) per
user in response to the request given from the Web serv-
er 2.
[0050] Moreover, the data server 1, when the user is
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provided with the subscribed commercial article or serv-
ice, judges based on the certificate data provided by the
user whether the subscription by the user is valid or not.
For example, if the user is a person who subscribed a
ticket of an event such as the concert, etc., the data serv-
er 1 judges from the certificate data for authenticating
the user whether the user's subscription is valid or not
for the sake of the gate management device 4 that man-
ages an entrance gate of the concert hall.
[0051] The Web server 2 provides the Website (which
is also referred to as a homepage, a Website or simply
a page) on which the user subscribes the commercial
article or the service, etc.. Further, the Web server 2 pro-
vides a Website on which a user's purchase history is
provided.
[0052] Each of the data server 1 and the Web server
2 is a general type of computer having a communication
function via the network, of which the configuration and
operation are broadly known, and therefore their expla-
nations are omitted.
[0053] The user accesses the Web page provided by
the Web server 2 via the network, and subscribes the
commercial article or the service. The subscription of the
commercial article or the service connotes, for instance,
the subscription-based purchase of the commercial ar-
ticle, the subscription-based purchase of a ticket of a
chargeable event such as the concert, etc., and the sub-
scription-based purchase of a ticket of transportation.
[0054] The terminal 3 is a general type of information
device, e.g., a personal computer that has an IC card I/
O interface (which will hereinafter be simply called a
card reader/writer).
[0055] In the case of utilizing the present information
system, the user previously receives issuance of the us-
er's own certificate data from an authentication station
6 (which is shown as a CA station in FIG. 1).
[0056] The certificate data is defined in X.509 of ITU-T
(International Telecommunication Union-Telecommuni-
cations) Recommendations, and contains pieces of us-
er personal information (e.g., an assigned organization,
an identification name, a personal name, etc.), a public
key, a digital signature of the authentication station 6,
and so forth. Falsification of the certificate data can be
detected from the digital signature.
[0057] The digital signature involves, for example, en-
crypting a predetermined document with a user's secret
key, decrypting the encrypted document with a public
key corresponding to this secret key and thus confirming
that the signature is written by (belongs to) the user him-
self or herself when the predetermined document is ob-
tained, and the digital signature is an encryption tech-
nology as such.
[0058] The user sends a predetermined certificate re-
quest (Certificate Request) to the authentication station
6, and is provided with the certificate. The certificate re-
quest is also specified in X.509 of ITU-T Recommenda-
tions. One example of a certificate issuing procedure will
be exemplified for facilitating comprehension of the first

embodiment.
[0059] The user takes the following procedure for ac-
quiring the certificate. To begin with, the user generates
a secret key and a public key based on a predetermined
method. Then, the user registers the generated secret
key and public key in an authentication station 6 that
manages the keys. The authentication station 6 may al-
so generate, after confirming the user identity, the secret
key and the public key. Note that the authentication sta-
tion 6 is herein assumed to manage the secret key and
the public key, however, there is a mode in which a reg-
istration station 6 different from the authentication sta-
tion 6 manages the secret key and the public key.
[0060] Next, the user sends the certificate request
containing the user's public key to the authentication
station 6.
[0061] The authentication station 6 confirms by some
method that the public key contained in the sent certifi-
cate request belongs to the user himself or herself. This
may involve, for instance, attaching a user's signature
using the secret key to the certificate request. The sig-
nature can be generated by, e.g., encrypting the certifi-
cate request or a its message digest with the secret key.
[0062] The authentication station 6 decrypts the sig-
nature of the user with the user's public key and, when
the certificate request or the message digest can be de-
crypted, confirms that the signature is written by the user
himself or herself.
[0063] Based on such confirmation, the certificate da-
ta for this user is generated and provided to the user
(Certificate 1. in FIG. 1).
[0064] The certificate data may be provided to the us-
er via the network. A serial number (that will hereinafter
be referred to as an issuance count), which differs ac-
cording to the same certificate request made plural
number of times, may be assigned to the certificate data.
With this contrivance, it never happens that the same
certificate data is issued plural number of times.
[0065] The user stores the IC card 5 with the certifi-
cate data obtained into the terminal 3 via the network.
The user may, however, obtain the IC card 5 stored with
the certificate data from the authentication station 6.
[0066] The IC card 5 includes a memory and a CPU
and is managed under the control of a computer pro-
gram. For example, a smart card is known as this type
of IC card 5.
[0067] This type of IC card 5 needs, when reading the
stored information, inputting PIN (Personal Identifica-
tion Number), and, when the valid PIN and a valid pass-
word are inputted, outputs the stored information.
[0068] The user acquiring the certificate data inserts
the IC card 5 containing the certificate data into the card
reader/writer of the terminal 2 and thereby accesses the
Web page of the Web server 2. Then, the user sub-
scribes a desired commercial article or service, e.g., a
ticket of a concert. When subscribing this ticket, the ter-
minal 3 reads the certificate data from the IC card 5 and
provides the certificate data to the Web server 2 (Cer-
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tificate 2. in FIG. 1).
[0069] The Web server 2 transmits, to the data server
1, the subscription information on the subscribed com-
mercial article or service and the user's certificate data
sent from the terminal 3. The data server 1 stores the
received subscribed information and certificate data
(Certificate 3. in FIG. 1) in a way that pairs the subscrip-
tion information with the certificate data.
[0070] The user, in the case of being provided with the
subscribed commercial article or service, e.g., when en-
tering the concert hall, carries the IC card 5. The gate
management device 4 at the hall requests the user who
enters to present the certificate data. The user has the
certificate data in the IC card 5 read by the card reader/
writer of the gate management device 4 (Certificate 4.
in FIG. 1). The gate management device 4 transmits the
readout certificate data to the data server 1 (Certificate
5. in FIG. 1), and requests the data server 1 to search
for the subscription information on the basis of the user's
certificate data.
[0071] The data server 1, when the subscription infor-
mation could be searched for, notifies the gate manage-
ment device 4 of this purport. The gate management de-
vice 4 receives a search result of the subscription infor-
mation from the server 2 (Subscription Information 6. in
FIG. 1) and, when the subscription by the user could be
confirmed, permits the user to enter.

<Screen Configuration>

[0072] FIG. 2 shows an example of a concert informa-
tion listing screen 10 on the Website provided by the
Web server 2. The concert information listing screen 10
is displayed when, for example, the concert information
is selected as a subscription object category on the
Website (which will hereinafter be called a subscription
site) through which the user subscribes the commercial
article or the service.
[0073] The concert information listing screen 10 dis-
plays a concert information list. Each of rows in this list
corresponds to one record of concert information. Each
row has respective fields such as a year/month/date, an
event name, a place, a detail button 11 and a subscrip-
tion button 12.
[0074] The year/month/date represents a date when
the concert is held. The event name is a name for iden-
tifying the concert. The place is a name of the place
where the concert is held.
[0075] When pressing the detail button 11, detailed in-
formation of the concert is displayed. Further, when
pressing the subscription button 12, a subscription
screen for subscribing the concert is displayed.
[0076] FIG. 3 shows an example of a subscription
screen 20 provided by the Web server 2. The subscrip-
tion screen 20 is displayed when pressing the subscrip-
tion button 12 on the concert information listing screen
10 in FIG. 2.
[0077] The subscription screen 20 displays the de-

tailed information of the event such as the concert, etc.
in a central area from an upper part of the screen. Fur-
ther, the subscription screen 20 has a seat type selec-
tion button 21, a number-of-tickets designating button
22, an amount of money display box 23, a subscription
button 24, a settlement designating box 25 and a previ-
ous screen button 26 under the detailed information of
the event.
[0078] For instance, pieces of information such as
"Opening: 18:30, December 3, 2002", etc. are displayed
as the detailed information of the event.
[0079] A type of the seat is selected by the seat type
selection button 21. For example, a seat A, a special
seat, a second floor seat, etc. are selected. The number
of tickets is designated by the number-of-tickets desig-
nating button 22. An amount of money for purchasing,
which is based on the selected type of seat and the des-
ignated number of tickets, is displayed in the amount of
money display box 23.
[0080] The subscription button 24 is a button pressed
when the user decides to subscribe. When a checkmark
is inputted to the settlement designating box 25, a set-
tlement process is executed when subscribed. When
pressing the previous screen button 26, the display re-
turns to the concert information listing screen 10 in FIG.
2.
[0081] FIG. 4 shows an example of a confirmation
screen 30 after clicking the subscription button. The
confirmation screen 30 is displayed when setting the
checkmark in the settlement designating box 25 and
pressing the subscription button 24 on the subscription
screen in FIG. 3. The confirmation screen 30 has a dis-
play area of a message for prompting the user to insert
the IC card 5 and to input the PIN, a PIN input box 31,
an OK button 32, a cancel button 33 and a subscription
content display box 34.
[0082] The user inserts the IC card 5 into the card
reader/writer of the terminal 3, inputs the PIN defined in
the user's IC card 5, and presses the OK button 32. The
subscription is thereby established. Further, at this time,
a charge for the ticket of the subscribed concert is paid
from a predetermined bank account or a credit card ac-
count. While on the other hand, when the user presses
the cancel button 33, the display returns to the subscrip-
tion screen 20 in FIG. 3.
[0083] Note that if the user presses the subscription
button 24 without setting the checkmark in the settle-
ment designating box 25 on the subscription screen 20
in FIG. 3, a message such as "Please, do the settlement
process by O-th Day in O-th Month" is displayed on the
confirmation screen 30.
[0084] FIG. 5 shows an example of a purchase history
reference screen 40. The purchase history reference
screen 40 displays pieces of list-formatted information
of the tickets purchased by the users. Each of rows in
this list corresponds a content of the subscription, i.e.,
the event information of the purchased ticket. Each row
in this list has a selection field, a subscription date/set-
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tlement date field, a content field, an event holding date/
time field, an event holding place field, a seat number
field, an amount of money field, and a payment status
field. Further, a settlement button 41, a cancel button 42
and a detailed information button 43 are displayed under
the purchase history reference screen 40.
[0085] An object manipulated by the settlement but-
ton 41, the cancel button 42 and the detailed information
button 43 is designated in the selection field in the list.
For instance, if the user selects an "XX" concert on
March 3, 2002 and presses the settlement button 41,
the settlement process of a subscription charge for this
concert is executed.
[0086] A year/month/date when the manipulation for
the subscription was executed and a year/month/date
when the manipulation for the settlement was executed,
are displayed in the subscription date/settlement date
field. A name of the event as the subscription object is
displayed in the content field.
[0087] A date/time when the event is held is displayed
in the event holding date/time field. A name of the place
where the event is held is displayed in the event holding
place field. In the present information system, when the
user clicks the name of the event holding place by use
of a pointing device such as a mouse, etc. provided on
the terminal 3, the detailed information of the event hold-
ing place is displayed.
[0088] A seat number subscribed by the user is dis-
played in the seat number field. Further, if the user sub-
scribes a plurality of tickets, the seat numbers of the plu-
rality of tickets are displayed in the seat number field.
An amount of money necessary for the settlement is dis-
played in the amount of money field.
[0089] The following information is displayed in the
payment status field, depending on a state of whether
the settlement of the charge is completed or not.

(1) Settled: this indicates that the settlement was
normally completed.
(2) Unsettled: this indicates a state where the set-
tlement is not yet completed and shows a wait for
the settlement.
(3) Cancel: this indicates that the subscription is
canceled by the user's manipulation.
(4) Cancel without notice: this indicates that a term
of payment passed without executing the settle-
ment process after the subscription, and the sub-
scription is invalidated.

[0090] The user designates an unsettled event as a
manipulation object in the selection field, and presses
the settlement button 41, whereby the subscription
charge for this event can be settled.
[0091] Moreover, the user designates the unsettled
event as the manipulation object in the selection field,
and presses the cancel button 42, whereby this event
can be canceled beforehand.
[0092] Still further, the user designates the manipula-

tion object in the selection field, and presses the detailed
information button 42, thereby enabling the detailed in-
formation of this event to be displayed.

<Processing Flow and Effect in System>

[0093] FIG. 6 shows processes in the information sys-
tem when purchasing on the subscription basis. These
processes represent processes of programs executed
by the terminal 3, the Web server 2 and the data server
1 when the user accesses the Web page of the Web
server 2 through the terminal 3. These processes are
actualized based on, e.g., HTTP (HyperText Transfer
Protocol) by Browser on the terminal 3 and server pro-
grams of the Web server 2 and of the data server 1.
[0094] To start with, the user accesses the Web page
through the terminal 3, and searches for the commercial
article, the service or the event, etc.. (S1).
[0095] Next, the terminal 2 requests the user to insert
the IC card 5 into the card reader/writer. This request is
given in such a way that, for instance, the terminal 3
displays a message "Please insert the IC card into the
card reader/writer" on its display (S2).
[0096] If the IC card 5 is not inserted even after a pre-
determined period of time has elapsed, the terminal 2
displays a message "neither the subscription nor the
purchase can be made unless the IC card is inserted"
on its display (S4). Thereafter, the terminal 2 finishes
the process without executing the subscription/pur-
chase process (S8).
[0097] While on the other hand, when the IC card 5 is
inserted in response to the request in S2, the terminal
2 requests the user to input the PIN. This request is giv-
en as, e.g., a message "Please input the PIN" (S5).
[0098] In response to the request in S5, if a valid PIN
is not inputted even after the elapse of the predeter-
mined time, the terminal 2 displays a message "neither
the subscription nor the purchase can be made unless
the PIN is inputted" on its display (S7). Thereafter, the
terminal 2 finishes the process without executing the
subscription/purchase process (S8).
[0099] While on the other hand, when the valid PIN is
inputted in response to the request in S2, the terminal
2 obtains the certificate data from the IC card 5 via the
terminal 3 (e.g., the personal computer) (S9).
[0100] Next, the terminal 3 receives the designation
of the commercial article, the service or the event, etc.
to be subscribed from the user (S10). Further, the ter-
minal 3 receives from the user the designation of the
settlement method, i.e., about whether the settlement is
immediately done or not (S11). The designation of the
commercial article, the service or the event, etc. and the
designation of the settlement method are transferred to
the Web server 2 from the terminal 3.
[0101] If immediately settled, the Web server 2 in-
structs the terminal 3 to display the screen on which the
settlement process is executed, and the settlement
process is executed thereon (S14). Through this settle-
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ment process, a charge for the subscribed commercial
article, service or event, etc. is paid from the predeter-
mined bank account or the credit card account. Then,
the Web server 2 sets "Settled" in the information that
is transmitted to the data server 1 (S15).
[0102] Whereas if not immediately settled, the Web
server 2 sets a purport that the settlement will be made
later on in the information that is transmitted to the data
server 1 (S13).
[0103] Next, the Web server 2 transmits, to the data
server 1, the subscription information containing the cat-
egory of the designated commercial article, service or
event, etc. and the information about whether the set-
tlement is done or not, and also the user's certificate
(S16). The data server 1 stored a database with the
transmitted information.
[0104] In this case, the Web server 2 transfers the
subscription information and the designation of the set-
tlement to the data server 1, and the settlement process
may also be executed in the data server 1. The data
server 1 may pay the charge for the subscribed com-
mercial article, service or event, etc. from the predeter-
mined bank account or the credit card account on the
basis of the user information registered beforehand.
[0105] FIG. 7 shows an example of a flowchart for re-
ferring to the purchase history. The processes for refer-
ring to the purchase history are actualized by the pro-
grams on the terminal 3, the Web server 2 and the data
server 1 in the same way as the processes for purchas-
ing in FIG. 6 are actualized. Among the processes in
FIG. 7, the process other than S1A, S8A and S17 are
the same as those in FIG. 6. Such being the case, the
same processes are marked with the same numerals
and symbols as those in FIG. 6, and their explanations
are omitted.
[0106] In this process, at first, the user accesses a
purchase history reference page through the terminal 3,
and presses the purchase history reference button
(S1A). Thereat, the terminal 2 executes the processes
from S3 through S7 as in FIG. 6.
[0107] Then, if the IC card 5 is not inserted into the
card reader/writer, or if the valid PIN is not inputted, the
terminal 3 finishes the process without executing the
history reference process (S8A).
[0108] While on the other hand, when the IC card 5 is
inserted into the card reader/writer, and when the valid
PIN is inputted, the terminal 3 reads the certificate data
from the IC card 5. Then, the terminal 3 transmits the
certificate data to the Web Server 2 and requests the
Web server 2 to search for the purchase history.
[0109] The Web server 2 transfers the transmitted
certificate data to the data server 1 and requests the
data server 1 to search for the purchase history. A
search result is transmitted to the Web server 2 and dis-
played on the display of the terminal 3 (S17).
[0110] FIG. 8 is a flowchart showing processes of the
gate management device 4 that manages the entrance
gate of the event hall, etc.. These processes are actu-

alized by the programs on the gate management device
4 and on the data server 1.
[0111] Among the processes in FIG. 8, the process
other than S8C, S8D and S18 through S19 are the same
as those in FIG. 6. Such being the case, the same proc-
esses are marked with the same numerals and symbols
as those in FIG. 6, and their explanations are omitted.
[0112] In this process, at first, the gate management
device 4 requests the user to insert the IC card 5 into
the card reader/writer (S2). Thereat, the gate manage-
ment device 4 executes the processes from S3 through
S7 in the same way as the terminal 3 in FIG. 6 does.
[0113] Then, if the IC card 5 is not inserted, or if the
valid PIN is not inputted, the gate management device
4 finishes the process without permitting the user to en-
ter the hall (S8C).
[0114] While on the other hand, when the IC card 5 is
inserted, and when the valid PIN is inputted, the gate
management device 4 reads the certificate data from the
IC card 5. Then, the gate management device 4 sends
the certificate data to the data server 1, and requests
the data server 1 to check whether or not the subscrip-
tion is made by use of the certificate data coincident with
the certificate with respect to the event concerned (S18).
[0115] When the event concerned is subscribed by
using the certificate data read from the IC card 5, the
gate management device 4 permits the user to enter the
event hall, and finishes the process (S8D).
[0116] Further, if the event concerned is not sub-
scribed by use of the certificate data read from the IC
card 5, the gate management device 4 terminates the
process without permitting the user to enter the event
hall (S8C).
[0117] As discussed above, according to the present
information system, the user subscribes the commercial
article, the service, etc. on the basis of the certificate
data stored on the IC card 5. Then, the subscription in-
formation showing the content of the subscription and
the user's certificate data are recorded in the data server
1.
[0118] Hence, the subscription information itself,
which shows the content of the subscription, is stored
in the data server 1 separately from the IC card 5, and
there decreases a risk of the IC card 5 being immedi-
ately abused by other persons even if the user loses the
IC card 5 and so on.
[0119] In the present information system, the IC card
5 is stored with the certificate data of the user but is not
accumulated with the subscription content, e.g., the
subscription information showing the content of the
event such as the category, the name, the date/time, etc.
of the event. Accordingly, there is no necessity of in-
creasing a storage capacity of the IC card 5, and the
information system can be built up by the inexpensive
IC cards 5.
[0120] Further, the case of utilizing the certificate data
on the IC card 5 requires inputting the PIN information,
and there decreases the risk of the IC card 5 being im-
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mediately abused by other persons even if the user los-
es the IC card 5, and so on.

<Modified Example>

[0121] In the first embodiment, the embodiment of the
present invention has been explained by exemplifying
the subscription of the concert. The embodiment of the
present invention is not limited to the applied example
given above. The embodiment of the present invention
can be configured in the same screen configurations as
those in FIGS. 2 through 5 also in the subscription of
other events such as movies, dramas, etc., the pur-
chase-subscription of the commercial article and the
subscription of the service for travels, accommodations,
etc..
[0122] The first embodiment has exemplified the in-
formation system in which the data server 1, the Web
server 2, the terminal 3 and the gate management de-
vice 4 are in linkage with each other. The embodiment
of the present invention is not, however, limited to this
configuration. For example, the data server 1 and the
Web server 2 may be constructed of the same computer.
[0123] Further, the data server 1 may also be con-
structed of a plurality of computers that are in linkage
with each other on the network. Moreover, the Web serv-
er 2 may also be constructed of a plurality of computers
that are in linkage with each other on the network.
[0124] The first embodiment has exemplified the in-
formation system including the gate management de-
vice 4 installed at the event hall of the concert, etc.. The
embodiment of the present invention is not, however,
limited to this configuration. For instance, the terminal 3
as a substitute for the gate management device 4 may
also be installed at the concert hall.
[0125] In short, an available information device is a
device capable of reading the certificate data from the
IC card 5 carried by the user and querying the data serv-
er 1 about whether the commercial article or the service
can be provided or not, and such a device is not limited
to the gate management device 4.

«Second Embodiment»

[0126] The information system according to a second
embodiment of the present invention will be described
with reference to the drawings in FIGS. 9 through 12.
FIG. 9 is a view of a whole architecture of this informa-
tion system. FIG. 10 shows an example of the certificate
data in the information system. FIG. 11 shows an exam-
ple of a flowchart showing a reissuing process of the
certificate in the information system. FIG. 12 is a con-
ceptual diagram showing a procedure of reissuing the
certificate for the user.
[0127] The first embodiment discussed above has ex-
emplified the information system that provides the func-
tion by which the user subscribes and purchases or uti-
lizes the commercial article or the service, etc. by use

of the certificate data stored on the IC card issued from
the authentication station 6. The second embodiment
will exemplify the information system that provides a re-
issuing function if the certificate data or the IC card 5
stored with the certificate data is lost. Other configura-
tions and operations are the same as those in the first
embodiment. Such being the case, the same compo-
nents are marked with the same numerals and symbols
as those in the first embodiment, and their explanations
are omitted. Further, the drawings in FIGS. 1 through 8
are referred to when the necessity arises.

<System Architecture>

[0128] FIG. 9 shows the view of the whole architecture
of this information system. This information system in-
cludes, as in the first embodiment, the data server 1, the
authentication station 6, the user terminal 3, the gate
management device 4 and the IC card 5 carried by the
user. These components have been described in the
first embodiment. The following discussion deals with
an outline of a process if the user loses the IC card 5
stored with the certificate data. The numerals (1.)
through (10.) given below correspond to the numerals
attached to the arrows in FIG. 9.

(1.) If lost or encountering burglar, etc., the user re-
quest the authentication station 6 (CA station) as a
certificate issuance organization to reissue the cer-
tificate data.
(2.) The authentication station 6, after confirming
the identity of an applicant, reissues the certificate
data. A serial number (issuance count) in the reis-
sued certificate data is incremented.
(3.) The user presents the certificate to the gate
management device 4 at the entrance gate of the
concert subscribed by use of the reissued certifi-
cate.
(4.) The certificate data read by inputting the valid
PIN is sent to the data server 1.
(5.) The data server 1 queries the authentication
station 6 about credibility of the certificate data. The
authentication station 6 judges (genuineness of the
certificate data) whether the certificate data is data
authenticated by the authentication station 6 or not.
Further, the authentication station 6 judges by re-
ferring to the issuance count of the certificate data
whether the certificate data is the latest (updated)
data or not.
(6.) (7.) When the authentication station 6 judges
that the certificate data is genuine and updated, it
follows that the validity of the certificate data is con-
firmed. The user concerned is judged credible, and
the data server 1 sends the subscription information
to the gate management device 4. Through these
processes, the user receiving the reissued certifi-
cate data is permitted to enter.

Considered next is a case where a user who
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unlawfully acquired the card abuses the certificate
data.
(8.) The user, who unlawfully acquired the card,
happens to know the valid PIN and presents the cer-
tificate to the gate management device 4.
(4.) The readout certificate data is sent to the data
server 1.
(5.) The data server 1 queries the authentication
station 6 about the credibility of this certificate.
(6.) In this case, a result that a value of the issuance
count is judged invalid is sent to the server from the
certificate issuance organization.
(9.) The server sends this judged result to the gate
management device 4.
(10.) As a result, the user unlawfully acquiring the
card is not permitted to enter, and, if suspicious of
the burglar, some measure can be imposed on this
user.

[0129] Herein, the query "Is the certificate data val-
id?", which is given from the data server 1 to the authen-
tication station 6, may also be transmitted to the authen-
tication station 6 each time the data server 1 receives
the certificate data from the data management device
4. Further, only if the user's certificate data on the data
server 1 is not coincident with the certificate data on the
card carried by the user, such a query may be transmit-
ted to the authentication station 6.

<Data Structure>

[0130] FIG. 10 shows a data structure for distinguish-
ing between the certificate data reissued again as de-
scribed above and the certificate data issued in the past.
FIG. 10 exemplifies two types of certificates such as a
certificate A and a certificate B.
[0131] As shown in FIG. 10, the certificate data con-
tains a certificate identification ID, an issuance count
and certificate data for other user information. Among
these items, the certificate identification ID is informa-
tion for identifying the identity of the certificate. The cer-
tificate identification ID is used for searching for the user
using the registered certificate data.
[0132] Moreover, the issuance count is a data field
that is updated when reissued. This data field is stored
with a numeric value (numerals) to be incremented by
way of a counter, thereby clarifying which number of is-
suance.
[0133] Namely, as in the table in FIG. 10, the issuance
count (the increment data field for reissuing) is incre-
mented in the certificate data when reissued, whereby
it is judged from this incremented value whether the cer-
tificate data is updated by reissuing or not. Thus, the
issuance count is used for judging whether the certifi-
cate data is updated or not.
[0134] The certificate data for other user information
is information other than the information specified in
ITU-T Recommendations X.509, etc. and is exemplified

such as the public key, the effective term, the digital sig-
nature in the authentication station 6, and so on.

<Processing Flow and Effect in System>

[0135] FIG. 11 shows a flow of the reissuing process
of the certificate data in this information system. An as-
sumption is that the user at first purchases a ticket of a
desired event by use of the certificate data A in the same
procedure as in the first embodiment. The certificate da-
ta A and the subscription information of the ticket are
thereby stored on the data server 1 (S30).
[0136] It is assumed that the user loses the IC card 5
in this state (S31).
[0137] Then, the user applies to the authentication
station 6 (the certificate issuance organization) for reis-
suing the certificate (S32). This procedure is the same
as when making the application for issuing the certificate
data for the first time in the first embodiment. For exam-
ple, the user may simply send the certificate request
containing the user's public key to the authentication
station 6. The user stores the IC card 5 with the reissued
certificate data B. In this case, a PIN is set again in the
IC card 5. The PIN is not necessarily the same as the
PIN of the lost IC card 5, and the user may set the PIN
afresh in the IC card for user.
[0138] Next, the user carries the IC card 5 containing
the reissued certificate data B, and goes to the event
hall. Then, the user uses the certificate data B at the
entrance gate of the hall (S33). This intends to have the
IC card 5 read by the card reader/writer of the gate man-
agement device 4.
[0139] In this case, as in the first embodiment, the PIN
of the IC card 5 must be inputted.
[0140] The gate management device 4 (which is illus-
trated as a gate terminal in FIG. 11) transmits the certif-
icate data to the data server 1 (S34).
[0141] The data server 1 searches for the subscription
information on the basis of the certificate data B. Then,
the data server 1 judges whether or not the certificate
data coincident with the certificate data B is stored to-
gether with the subscription information. In this case, in
the certificate data B, the issuance count is increment-
ed, and the certificate data coincident with the certificate
data B is not stored (S35). Then, the data server 1 que-
ries the authentication station 6 (the certificate issuance
organization) about the validity of the certificate B (S36).
[0142] The authentication station 6 detects that the
certificate data A is updated into the certificate data B.
Then, the authentication station 6 notifies the data serv-
er 1 that the certificate data B should be used in place
of the certificate data A (S37).
[0143] The data server 1 updates the certificate data
A recorded together with the subscription information of
the user into the certificate data B (S38). Further, the
data server 1 notifies the gate management device 4 of
a purport of the authentication "OK" (S39). The data
management device 4, when notified of the authentica-

19 20



EP 1 598 785 A1

12

5

10

15

20

25

30

35

40

45

50

55

tion "OK", permits the user to enter (S40).
[0144] As discussed above, according to the informa-
tion system in the second embodiment, even if the user
loses the IC card stored with the certificate data, the user
can receive the reissued certificate data.
[0145] In this case, the reissued certificate data is at-
tached with the issuance count and can be validated
while invalidating the lost certificate data.
[0146] For instance, the reissued certificate data is
stored on the IC card 5, and the gate management de-
vice 4 at the event hall or the data server 1 may query
the authentication station 6 that issues the certificate
when used for entering the event, etc. subscribed before
reissuing and when non-coincidence of the certificate
occurs. Moreover, the gate management device 4 or the
data server 1 may query the authentication station 6
each time the certificate data is received.
[0147] With this scheme of querying the authentica-
tion station 6 about the validity of the certificate data,
the lost certificate data can be invalidated in safety, and
the authentication can be surely accepted by use of the
reissued certificate data.

<Modified Example>

[0148] In the second embodiment, the user, when los-
ing the IC card 5 stored with the certificate data, receives
the reissued certificate data from the authentication sta-
tion 6. For example, if the IC card stored with the certi-
fication data is damaged enough to become unusable,
however, the user may do recovery by himself or herself.
[0149] FIG. 12 shows a user-based procedure of re-
issuing the certificate. In such a case, the user may sim-
ply install the certificate data backed up on, e.g., the ter-
minal 3 (the personal computer) into a preparatory IC
card 5A. In this case, however, the issuance count
shown in FIG. 10 remains unchanged. Accordingly, if the
IC card 5 is lost, the unlawful use can not be prevented
by this reissuing procedure.

«Third Embodiment»

[0150] The information system according to a third
embodiment of the present invention will be explained
with reference to the drawing in FIG. 13. FIG. 13 shows
an example of a flowchart showing a certificate invali-
dating process in this information system. The first em-
bodiment has exemplified the information system that
provides the function by which the user subscribes and
purchases or utilizes the commercial article or the serv-
ice, etc. by use of the certificate data stored on the IC
card 5 issued from the authentication station 6. Further,
the second embodiment has exemplified the information
system in which the user, when losing the IC card 5, re-
ceives the reissued certificate data.
[0151] The third embodiment will exemplify the infor-
mation system having a function of invalidating, when a
predetermined condition occurs, the certificate data as

such. Other configurations and operations are the same
as those in the first embodiment or the second embod-
iment. Such being the case, the same components are
marked with the same numerals and symbols as those
in the first embodiment or the second embodiment, and
their explanations are omitted. Further, the drawings in
FIGS. 1 through 12 are referred to when the necessity
arises.
[0152] FIG. 13 shows the certificate invalidating proc-
ess in this information system. This process is a process
of preventing the users who canceled without notice
many times from executing the subscription process.
Herein, "the cancellation without notice" connotes a sit-
uation that invalidates the subscription because of mak-
ing none of the settlement by the term of payment
though the commercial article or the service was sub-
scribed.
[0153] Now considered is a case in which the term of
payment of a certain user's subscription has passed and
the subscription gets invalidated (S40). The data server
1 judges by referring to the purchase history whether or
not the user cancelled without notice a predetermined
number of times, e.g., five times or more (S41).
[0154] If the number of cancellations without notice
does not reach the predetermined number of times, the
processing is terminated as it is. At this time, however,
the data server 1 may notify the user of the number of
cancellations without notice that invalidates the certifi-
cate data (S47).
[0155] Whereas if the number of cancellations without
notice reaches the predetermined number of times, the
data server 1 applies to the authentication station 6 (the
certificate issuance organization) for effecting the certif-
icate invalidating process about this user (S42). This is
attained in a way that may transmit, e.g., an e-mail re-
questing the certificate invalidating process to the au-
thentication station 6 from the data server 1.
[0156] The authentication station 6 adds the identify-
ing information (which is the certificate identification ID
shown in FIG. 10) of this user to a certificate invalidation
list (S43). The data server 1 obtains the certificate inval-
idation list from the authentication station 6 (S44).
[0157] On the other hand, the user requests the sub-
scription by use of the certificate data (S45). Thereupon,
the data server 1 detects that the certificate data of this
user was added to the certificate invalidation list. As a
result, the data server 1 (or the Web server 2 shown in
FIG. 1) does not accept the subscription.
[0158] As discussed above, the information system in
the third embodiment can invalidate the certificate of the
user who canceled without notice many times.
[0159] The first embodiment through the third embod-
iment have exemplified the information systems that
support, the authentication station 6 issuing the authen-
tication information, providing the commercial article or
the service on the basis of the thus issued authentication
information. Then, the third embodiment has exempli-
fied the information system in which the data server 1
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requests the authentication station 6 for the certificate
invalidation process.
[0160] The embodiment of the present invention is
not, however, limited to these configurations. For in-
stance, an administrator of the data server 1 may issue
the authentication information in place of the authenti-
cation station. In such a case, an authentication server
for issuing the authentication information may be pro-
vided. Further, the data server 1 may request this au-
thentication server, as a substitute for the authentication
station 6 in the third embodiment, for the certificate in-
validation process. Moreover, the authentication server
of such a type and the data server 1 may also be actu-
alized on the single computer.

«Storage Medium Readable by Computer»

[0161] A program for making a computer, other de-
vice, machine, etc. (which will hereinafter be called a
computer, etc.) actualize any one of the functions can
be stored on a storage medium readable by the compu-
ter, etc.. Then, the computer, etc. is made to read and
execute the program on this storage medium, whereby
the function can be provided.
[0162] Herein, the storage medium readable by the
computer, etc. connotes a storage medium capable of
storing information such as data, programs, etc. electri-
cally, magnetically, optically, mechanically or by chemi-
cal action, which can be read from the computer and so
on. Among these storage mediums, for example, a flex-
ible disc, a magneto-optic disc, a CD-ROM, a CD-R/W,
a DVD, a DAT, an 8 mm tape, a memory card, etc. are
given as those demountable from the computer, etc..
[0163] Further, a hard disc, a ROM (Read-Only Mem-
ory), etc. are given as the storage mediums fixed within
the computer, etc..

«Data Communication Signal Embodied in Carrier
Wave>»

[0164] Furthermore, the above program can be stored
on a hard disk and a memory of the computer, etc., and
can be distributed to other computers, etc. via commu-
nication media. In this case, the program is transmitted
as data communication signals embodied in carrier
waves via the communication media. Then, the compu-
ter, etc. receiving the distribution thereof can be made
to provide the aforementioned functions. Herein, the
communication media may be any one of cable commu-
nication mediums such as metallic cables including a
coaxial cable and a twisted pair cable, optical commu-
nication cables, or wireless communication media such
as satellite communications, ground wave wireless
communications, etc.
[0165] Further, the carrier waves are electromagnetic
waves for modulating the data communication signals,
or the light. The carrier waves may, however, be DC sig-
nals. In this case, the data communication signal takes

a base band waveform with no carrier wave. According-
ly, the data communication signal embodied in the car-
rier wave may be any one of a modulated broadband
signal and an unmodulated base band signal (corre-
sponding to a case of setting a DC signal having a volt-
age of 0 as a carrier wave).

Industrial Applicability

[0166] The present invention can be applied to a man-
ufacturing industry of information processing devices
such as computers, etc., and to a service industry that
utilizing the information processing devices.

Claims

1. A subscription-based sales system including a port-
able device, a terminal device communicating with
said portable device and a first server stored with
data given from said terminal device,
said portable device comprising:

identifying means identifying a user by use of
identifying information;
storage means stored with authentication infor-
mation of a user identified by the identifying in-
formation; and
an external interface transferring and receiving
the data to and from said terminal device,

said terminal device comprising:

input means receiving an input of the identifying
information of the user;
a device interface transferring and receiving
the data to and from said portable device;
means transferring the identifying information
to said portable device and instructing said
identifying means to identify the user;
reading means receiving, when said identifying
means could identify the user, the authentica-
tion information from said portable device;
means making the user subscribe a desired
commercial article or service; and
communication means serving to store said
first server with the authentication information
and subscription information about the sub-
scribed commercial article or service,

said first server comprising:

storage means stored with the authentication
information and the subscription information in
a way that associates the authentication infor-
mation and the subscription information with
each other.
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2. A subscription-based sales system according to
claim 1, said terminal device further comprising:

means referring to a list of the subscription in-
formation stored on said storage means of said
first server; and
means displaying the list of the subscription in-
formation.

3. A subscription-based sales system according to
claim 1, further including a management device
making management of providing the user with the
subscribed commercial article or service,

said management device comprising:

input means receiving an input of the identifying
information of the user;
a device interface transferring and receiving
the data to and from said portable device;
means transferring the identifying information
to said portable device and instructing said
identifying means to identify the user;

reading means receiving, when said
identifying means could identify the user, the
authentication information from said portable
device;

means transmitting the authentication in-
formation to said first server;

means receiving a result of judgment as
to whether the authentication information is
stored together with the subscription informa-
tion on said first server; and

a control unit permitting, when the au-
thentication information is stored together with
the subscription information on said first server,
the user to be provided with the commercial ar-
ticle or the service.

4. A subscription-based sales system according to
claim 3, said terminal device further comprising:

means applying to an issuance organization for
reissuing the authentication information;
means obtaining the authentication information
from said issuance organization; and
means storing said portable device with the ob-
tained authentication information,
said first server further comprising means ver-
ifying validity of the reissued authentication in-
formation,

wherein said management device permits,
when said first server verifies the validity of the au-
thentication information received from said portable
device, the user to be provided with the commercial
article or the service.

5. A subscription-based sales system according to

claim 1, said terminal device further comprising
means accepting a settlement request about the
subscription information,

said first server further comprising means ex-
ecuting a settlement process in response to the set-
tlement request,

wherein said storage means is stored with in-
formation showing completion of the settlement
process together with the subscription information.

6. A subscription-based sales system according to
claim 1, said first server further comprising comple-
tion receiving means receiving a completion-of-set-
tlement report with respect to the subscription infor-
mation,

wherein said storage means is, when said
completion receiving means receives the comple-
tion-of-settlement report, stored with information
showing the completion of the settlement together
with the subscription information.

7. A subscription-based sales system according to
claim 1, said first server further comprising:

means referring to a term of settlement with re-
spect to the subscription information;
means recording, when the term of settlement
passed and the subscription was invalidated,
information about a user making the subscrip-
tion;
means adding up a subscription invalidation
count of the invalidated subscriptions per user;
and
means invalidating the authentication informa-
tion with respect to the user whose subscription
invalidation count reaches a predetermined
value.

8. A subscription-based sales system according to
claim 1, further including an authentication server
comprising:

means accepting from said first server a notice
about a user whose subscription invalidation
count representing how many times the sub-
scription is invalidated due to an elapse over
the term of settlement, reaches the predeter-
mined or greater value; and
means invalidating the authentication informa-
tion of the notified user when given the notice.

9. A subscription-based sales system according to
claim 1, further including a second server providing
information to be displayed on said terminal device
and providing said first server with the information
inputted from said terminal device.

10. A terminal device configuring a subscription-based
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sales system in linkage with a portable device com-
prising identifying means identifying a user by use
of identifying information and storage means stored
with authentication information of a user identified
by the identifying information, and with a server
comprising storage means stored with the authen-
tication information and subscription information
showing a subscription of a commercial article or a
service by the user authenticated by the authenti-
cation information in a way that associates the au-
thentication information and the subscription infor-
mation with each other, said terminal device com-
prising:

input means receiving an input of the identifying
information of the user;
a device interface transferring and receiving
the data to and from said portable device;
means transferring the identifying information
to said portable device and instructing said
identifying means to identify the user;

reading means receiving, when said
identifying means could identify the user, the
authentication information from said portable
device;

means making the user subscribe a de-
sired commercial article or service; and

communication means serving to store
said server with the authentication
information and the subscription information re-
lated to the subscribed commercial article or
service.

11. A terminal device according to claim 10, further
comprising:

means referring to a list of the subscription in-
formation stored on said storage means of said
server; and
means displaying the list of the subscription in-
formation.

12. A management device conducting management of
providing a user with a commercial article or a serv-
ice in linkage with a portable device comprising
identifying means identifying a user by use of iden-
tifying information and storage means stored with
authentication information of a user identified by the
identifying information, and with a server compris-
ing storage means stored with the authentication in-
formation and subscription information showing a
subscription of a commercial article or a service by
the user authenticated by the authentication infor-
mation in a way that associates the authentication
information and the subscription information with
each other, said management device comprising:

input means receiving an input of the identifying

information of the user;
a device interface transferring and receiving
the data to and from said portable device;
means transferring the identifying information
to said portable device and instructing said
identifying means to identify the user;

reading means receiving, when said
identifying means could identify the user, the
authentication information from said portable
device;

means transmitting the authentication in-
formation to said server;

means receiving a result of judgment as
to whether the authentication information is
stored together with the subscription informa-
tion on said server; and

a control unit permitting, when the au-
thentication information is stored together with
the subscription information on said server, the
user to be provided with the commercial article
or the service.

13. A management device according to claim 12,
wherein said terminal device further comprises:

means applying to an issuance organization for
reissuing the authentication information;
means obtaining the authentication information
from said issuance organization; and
means storing said portable device with the ob-
tained authentication information,

wherein said server further comprises means
verifying validity of the reissued authentication in-
formation, and

wherein said control unit permits, when said
server verifies the validity of the authentication in-
formation received from said reading means, the
user to be provided with the commercial article or
the service.

14. A server configuring a subscription-based sales
system in linkage with a portable device comprising
identifying means identifying a user by use of iden-
tifying information and storage means stored with
authentication information of a user identified by
said identifying means, and with a terminal device
comprising input means receiving an input of the
identifying information of the user, a device inter-
face transferring and receiving the data to and from
said portable device, means making said identifying
means identify the user by transferring the identify-
ing information to said portable device, reading
means receiving the authentication information
from said storage means when said identifying
means could identify the user with a predetermined
user, and means making the user subscribe a de-
sired commercial article or service, said server
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comprising:

means receiving the authentication information
and subscription information about the com-
mercial article or the service subscribed by the
user authenticated by the authentication infor-
mation;
storage means stored with the authentication
information and the subscription information in
a way that associates the authentication infor-
mation and the subscription information with
each other; and
means outputting the stored subscription infor-
mation or information as to whether the sub-
scription is made or not.

15. A server according to claim 14, further comprising:

means judging validity of the authentication in-
formation stored on said storage means; and
means updating, when the authentication infor-
mation is judged ineffective, the authentication
information into an effective piece of authenti-
cation information.

16. A server according to claim 14, further comprising:

means accepting a settlement request about
the subscription information via said terminal
device; and
means executing a settlement process in re-
sponse to the settlement request,

wherein said storage means is stored with in-
formation showing completion of the settlement to-
gether with the subscription information.

17. A server according to claim 14, further comprising
means receiving a completion-of-settlement report
about the subscription information,

wherein said storage means is stored with in-
formation showing completion of the settlement to-
gether with the subscription information.

18. A server according to claim 14, further comprising:

means referring to a term of settlement with re-
spect to the subscription information;
means recording, when the term of settlement
passed and the subscription was invalidated,
information about a user making the subscrip-
tion;
means adding up a subscription invalidation
count of the invalidated subscriptions per user;
and
means invalidating the authentication informa-
tion with respect to the user whose subscription
invalidation count reaches a predetermined

value.

19. A server according to claim 14, further comprising:

means accepting a notice about a user whose
subscription invalidation count representing
how many times the subscription is invalidated
due to an elapse over the term of settlement,
reaches a predetermined value; and
means invalidating the authentication informa-
tion of the notified user when given the notice.

20. A subscription-based sales method executed in a
portable device, a terminal device communicating
with said portable device and a server stored with
data given from said terminal device, said method
comprising:

a step receiving an input of identifying informa-
tion of a user by said terminal device;
a step transferring the identifying information to
said portable device and instructing identifying
means to identify the user;
a step receiving, when said identifying means
could identify the user, the authentication infor-
mation from said portable device;

a step making the user subscribe a de-
sired commercial article or service; and

a step storing said server with the authen-
tication information and subscription informa-
tion about the subscribed commercial article or
service.

21. A subscription-based sales method executed by a
terminal device in linkage with a portable device
comprising storage means stored with authentica-
tion information of a user and with a server compris-
ing storage means stored with the authentication in-
formation and subscription information about a
commercial article or a service by the user authen-
ticated by the authentication information in a way
that associates the authentication information and
the subscription information with each other, said
method comprising:

an input step receiving an input of identifying
information of the user;
a step transferring the identifying information to
said portable device and having the user iden-
tified;
a reading step receiving, when the user is iden-
tified, the authentication information from said
portable device;
a step making the user subscribe a desired
commercial article or service; and
a step storing said server with the authentica-
tion information and the subscription informa-
tion about the subscribed commercial article or
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service.

22. A subscription-based sales method according to
claim 21, further comprising a step referring to a list
of subscription information stored on said storage
means of said server; and

a step displaying the list of the subscription
information.

23. A management method of conducting management
of providing a user with a subscribed commercial
article or service by a management device in link-
age with a portable device comprising storage
means stored with authentication information of the
user and with a server comprising storage means
stored with the authentication information and sub-
scription information showing a subscription of the
commercial article or the service by the user au-
thenticated by the authentication information in a
way that associates the authentication information
and the subscription information with each other,
said method comprising:

an input step receiving an input of identifying
information of the user;
a step transferring the identifying information to
said portable device and having the user iden-
tified;
a step receiving, when the user is identified, the
authentication information from said portable
device;
a step transmitting the authentication informa-
tion to said server;
a step receiving a result of judgement as to
whether the authentication information is
stored together with the subscription informa-
tion on said server; and
a permitting step permitting, when the authen-
tication information is stored together with the
subscription information on said server, the us-
er to be provided with the commercial article or
the service.

24. A management method according to claim 23, fur-
ther comprising a step requesting said server to ver-
ify validity of the received authentication informa-
tion,

wherein said permitting step involves permit-
ting, when the validity of the authentication informa-
tion received from said reading means is verified,
the user to be provided with the commercial article
or the service.

25. A subscription-based sales method executed by a
server in linkage with a portable device comprising
storage means stored with authentication informa-
tion of a user, and with a terminal device receiving
the authentication information from said storage

means when the user can be identified by receiving
an input of identifying information of the user, and
making the user subscribe a desired commercial ar-
ticle or service, said method comprising:

a step receiving the authentication information
and subscription information about a commer-
cial article or service subscribed by the user au-
thenticated by the authentication information;
a storing step storing the authentication infor-
mation and the subscription information in a
way that associates the authentication informa-
tion and the subscription information with each
other; and
a step providing the stored subscription infor-
mation or information as to whether the sub-
scription is made or not.

26. A subscription-based sales method according to
claim 25, further comprising:

a step accepting a settlement request with re-
spect to the subscription information via said
terminal device;
a step executing a settlement process in re-
sponse to the settlement request; and
a step storing information showing completion
of the settlement with respect to the subscrip-
tion information.

27. A subscription-based sales method according to
claim 25, further comprising:

a step receiving a completion-of-settlement re-
port with respect to the subscription informa-
tion; and
a step storing the information showing the com-
pletion of the settlement with respect to the sub-
scription information.

28. A subscription-based sales method according to
claim 25, further comprising:

a step referring to a term of settlement with re-
spect to the subscription information;
a step recording, when the term of settlement
passed and the subscription was invalidated,
information about the user who made the sub-
scription;
a step adding up a subscription invalidation
count representing how many times the sub-
scription is invalidated per user; and
a step invalidating the authentication informa-
tion with respect to the user whose subscription
invalidation count reaches a predetermined
value.

29. A subscription-based sales method according to
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claim 25, further comprising:

a step accepting a notice about a user whose
subscription invalidation count representing
how many times the subscription is invalidated
due to an elapse over the term of settlement,
reaches a predetermined value; and
a step invalidating the authentication informa-
tion of the notified user when given the notice.

30. A subscription-based sales method according to
claim 25, further comprising:

a step judging validity of the authentication in-
formation stored on said storage means of the
server; and
a step updating, when the authentication infor-
mation is judged ineffective, the authentication
information into an effective piece of authenti-
cation information.

31. An executable-by-computer program executed by
a terminal device in linkage with a portable device
comprising storage means stored with authentica-
tion information of a user and with a server compris-
ing storage means stored with the authentication in-
formation and subscription information about a
commercial article or a service by the user authen-
ticated by the authentication information in a way
that associates the authentication information and
the subscription information with each other, said
program comprising:

an input step receiving an input of identifying
information of the user;
a step transferring the identifying information to
said portable device and having the user iden-
tified;
a reading step receiving, when the user is iden-
tified, the authentication information from said
portable device;
a step making the user subscribe a desired
commercial article or service; and
a step storing said server with the authentica-
tion information and the subscription informa-
tion about the subscribed commercial article or
service.

32. A program according to claim 31, further comprising
a step referring to a list of subscription information
stored on said storage means of said server; and

a step displaying the list of the subscription
information.

33. An executable-by-computer program for making a
management device conduct management of pro-
viding a user with a subscribed commercial article
or service in linkage with a portable device compris-

ing storage means stored with authentication infor-
mation of the user and with a server comprising
storage means stored with the authentication infor-
mation and subscription information showing a sub-
scription of the commercial article or the service by
the user authenticated by the authentication infor-
mation in a way that associates the authentication
information and the subscription information with
each other, said program comprising:

an input step receiving an input of identifying
information of the user;
a step transferring the identifying information to
said portable device and having the user iden-
tified;
a step receiving, when the user is identified, the
authentication information from said portable
device;
a step transmitting the authentication informa-
tion to said server;
a step receiving a result of judgement as to
whether the authentication information is
stored together with the subscription informa-
tion on said server; and
a permitting step permitting, when the authen-
tication information is stored together with the
subscription information on said server, the us-
er to be provided with the commercial article or
the service.

34. A program according to claim 33, further comprising
a step requesting said server to verify validity of the
received authentication information,

wherein said permitting step involves permit-
ting, when the validity of the authentication informa-
tion received from said reading means is verified,
the user to be provided with the commercial article
or the service.

35. A program executed by a server in linkage with a
portable device comprising storage means stored
with authentication information of a user, and with
a terminal device receiving the authentication infor-
mation from said storage means when the user can
be identified by receiving an input of identifying in-
formation of the user, and making the user sub-
scribe a desired commercial article or service, said
program comprising:

a step receiving the authentication information
and subscription information about a commer-
cial article or service subscribed by the user au-
thenticated by the authentication information;
a storing step storing the authentication infor-
mation and the subscription information in a
way that associates the authentication informa-
tion and the subscription information with each
other; and
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a step providing the stored subscription infor-
mation or information as to whether the sub-
scription is made or not.

36. A program according to claim 35, further compris-
ing:

a step accepting a settlement request with re-
spect to the subscription information via said
terminal device;
a step executing a settlement process in re-
sponse to the settlement request; and
a step storing information showing completion
of the settlement with respect to the subscrip-
tion information.

37. A program according to claim 35, further compris-
ing:

a step receiving a completion-of-settlement re-
port with respect to the subscription informa-
tion; and
a step storing the information showing the com-
pletion of the settlement with respect to the sub-
scription information.

38. A program according to claim 35, further compris-
ing:

a step referring to a term of settlement with re-
spect to the subscription information;
a step recording, when the term of settlement
passed and the subscription was invalidated,
information about the user who made the sub-
scription;
a step adding up a subscription invalidation
count representing how many times the sub-
scription is invalidated per user; and
a step invalidating the authentication informa-
tion with respect to the user whose subscription
invalidation count reaches a predetermined
value.

39. A program according to claim 35, further compris-
ing:

a step accepting a notice about a user whose
subscription invalidation count representing
how many times the subscription is invalidated
due to an elapse over the term of settlement,
reaches a predetermined value; and
a step invalidating the authentication informa-
tion of the notified user when given the notice.

40. A program according to claim 35, further compris-
ing:

a step judging validity of the authentication in-

formation stored on said storage means; and
a step updating, when the authentication infor-
mation is judged ineffective, the authentication
information into an effective piece of authenti-
cation information.
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