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(54) Monitoring and alarm system

(57)  Asecurity system for providing monitoring of ob-
jects and persons is described. Person identifiers are as-
signed to, and generally carried by, the persons, where
each person identifier is associated with at least one user
role. Similarly, object identifiers are assigned to the ob-
jects, where each object identifier is assigned to at least

one object class. An identification interrogator identifies
the object and person identifiers within an area, and a
rule generator determines rules defining which persons
of which user roles, together with which objects of which
object classes are, allowed and/or required within the
area.
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Description
FIELD OF THE INVENTION

[0001] In general, the invention relates to a security
system providing monitoring of objects and persons, with
person identifications assigned to the persons, where
each person identification is assigned to at least one user
role, object identifications assigned to the objects, where
each object identification is assigned to at least one ob-
ject class, at least one identification interrogator identi-
fying the object and person identifications within an area.
[0002] The invention also relates in general to a meth-
od for monitoring persons and objects with providing per-
son identifications to the persons, where each person
identification is assigned to at least one user role, pro-
viding object identifications to the objects, where each
object identification is assigned to at least one object
class, and interrogating an area to identify the object and
person identifications.

[0003] Further, in general, the invention relates to a
computer program product for providing monitoring of
objects and persons, the product having stored thereon
a computer program with instructions operable to cause
a computer to control an identification interrogator for
identifying object and person identifications within an ar-
ea, retrieving for the identified person identifications at
least one user role from a database, respectively, retriev-
ing for the identified object identification at least one ob-
ject class, respectively, from a database.

BACKGROUND

[0004] It is known to provide radio frequency identifi-
cation (RFID) tags to persons and objects to allow iden-
tifying them. Forinstance, from US 4,418,411 Aamethod
and an apparatus for interrogating such RFIDs is known.
A stationary interrogator may interrogate a transponder,
fastened to the object or the living being. The transponder
may retrieve its energy from the interrogating frequency
of the interrogator. Using this energy, the transponder
may send its identification to the interrogator using a dif-
ferent frequency. Each of the transponders may carry a
unique identification number. This unique identification
number may be transmitted to the interrogator. The
unique identification numbers allow identifying each of
the transponders uniquely.

[0005] Itis also known, to secure entries to buildings
by using chip cards and chip card readers. It is possible,
to interrogating the chip cards of personnel at the entry
to a building and to grant access to the building or not.
The chip cards may provide a unique identification
number depending on the identified unique identification
number read out from the chip cards for each user. A
security rule may be applied, which only allows entry to
the building or particular areas within the building for cer-
tain individuals. These individuals may be identified by
their identification cards, e.g. the respective unique iden-
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tification numbers. Entry and exit to buildings may insofar
be controlled. It may also be logged, which persons enter
and exit which area of a building at which time. This in-
formation may, for instance, be used for updating a bal-
ance sheet of a person regarding the time present in the
building.

[0006] Further, from US 2001/0169583 A1, itis known
to provide RFID tokens to persons. The tokens permit
the persons to identify themselves within an area. It may
also be possible, to monitor different persons within a
building, and to provide alarm signals, in case the iden-
tified persons do not react according to security rules.
For instance, the presence of a person in a living-room
may be detected. It may also be detected that a person
needing help is located in a bedroom. According to se-
curity rules, the reaction of the person in the living room
may be monitored, and an alarm signal may be generated
if none of a set of expected events, such as the person
in the living room moving to the bedroom; is detected in
a predefined interval.

[0007] However, the technical problem of these sys-
tems is that arelation between persons and objects within
an area may not be monitored. A further technical prob-
lem is that the persons recognised within the area may
not be distinguished from each other. Another technical
problem is that even though the persons may be recog-
nised, the security rules may not take into account states
and locations of objects in relation to the location of cer-
tain persons, which have certain abilities.

SUMMARY

[0008] As described below, systems, methods, and
computer program products are provided for monitoring
a relationship between persons and objects within an ar-
ea. Further, the persons recognized within the area may
be distinguished from each other. Rules may be used
that consider the recognized persons in combination with
classes, states, and locations of objects, perhaps in re-
lation to the location(s) of certain ones of the persons.
The rules may further consider defined roles of the per-
sons, such as, for example, a job title or security clear-
ance.

[0009] More specifically, for example, the present in-
vention provides a security system providing monitoring
of objects and persons, with a classifier operable to as-
sociate a person identifier and user role with each of the
persons, and further operable to associate an object
identifier and object class with each of the objects. An
identification interrogator is provided for identifying the
object and person identifiers within an area, and a rule
generator determines rules defining which persons of
which user roles together with which objects of which
object classes are allowed or required within the area. A
controller is connected to the identification interrogator
and checks whether the identified identifications comply
with the rules.

[0010] As just mentioned, each person may be as-
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signedto atleast one userrole. The user role may classify
certain persons into groups with certain attributes. For
instance, certain abilities, characteristics, or job titles of
persons may account for a user role. Thus, persons hav-
ing the particular ability, characteristic, or job title may be
assigned to this user role. The user role for each person
identifier may be stored within a database. Due to privacy
reasons the person identifier need not be unique. It may
also be possible to determine from the person identifier
only the user role, without any individual identification
information (e.g., unique number).

[0011] Processing the rules may occur solely upon
identification of a user role. The user role may be read
from the person identifiers; however, individual identifi-
cation need not be read. The rule compliance may be
checked based solely on the user role. The controller
may check the rule compliance without otherwise iden-
tifying the individual ID of a person.

[0012] In case the person identifier includes, or is in-
terrogated from, forinstance, an RFID tag, the respective
user role may be determined from the database. For in-
stance, a technician may have a different user role than
a bookkeeper. Another example may be a child that be-
longs to a different user role than an adult. A further user
role may, for instance, be defined by the gender of the
person. Any other classification of users and user roles,
according to attributes of the users, is also possible. By
providing the user role, persons may be categorized into
groups.

[0013] Object classes may also be defined. These ob-
ject classes may allow classifying objects into groups,
according to attributes of the objects. For instance, afrag-
ile object may be classified into a different object class
than arobust object. As another example, differentchem-
icals may be assigned to different object classes, accord-
ing to how hazardous the chemicals are.

[0014] For each object identified within an area, the
respective object class may be retrieved from a database
(e.g., the classifier mentioned above). Within the data-
base, a mapping between an object identifier and a par-
ticular object class may be possible.

[0015] To monitora certain area, such as, for example,
a building, a room or a certain area within a building, or
a defined outside area, an identification interrogator may
be provided. This identification interrogator may interro-
gate the identifiers, for example, by using high frequency
interrogating signals. The interrogator may be designed
to allow monitoring only of a particular area. By monitor-
ing the particular area, all persons and objects may be
identified using their identifiers. These identifiers may be
tangibly attached to the persons or objects. Also, persons
may carry their person identifiers as a badge or as a chip
card.

[0016] To provide security and other features, a rule
generator may be provided. This rule generator may de-
fine rules. These rules may establish combinations of
user roles and objects/object classes that are allowed or
required within a certain area. For example, it may be
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defined whether certain persons having certain userroles
need to be within a particular area. It may also be defined
which objects of certain object classes are allowed within
particular areas. In addition, it may be defined which per-
sons of which user roles in combination with which ob-
jects of which object classes are allowed and/or required
within particular areas.

[0017] For instance, certain objects, such as those
classified as hazardous, may require persons of certain
user roles, for example technicians, to be located within
the same area. Another example might be that a person
ofthe userrole bookkeeper may not enter aroom if, within
the room, a person classified as technician is working
with an object classified as hazardous. In this case, ac-
cess may be denied to the bookkeeper until certain fur-
ther conditions are fulfilled (for example, until the haz-
ardous object is removed or contained).

[0018] To control whether particular rules are fulfilled,
a controller connected to the identification interrogator
may be provided. This controller may check whether the
identified identifiers comply with the rules. The controller
may be responsible for compliance with the defined rules.
In case the identified persons and objects and their roles
and classes do not comply with desired conditions as set
forth by the rules, the controller may initiate actions to
change this state. For example, the controller may issue
an alarm signal, or any other signal, or may automatically
send an email to a supervisor of the monitoring system.
[0019] An alarm signal may, for instance, be any
acoustical or optical signal. An alarm signal may also be
a signal sent to a supervision station where a supervisor
may react to the alarm signal and take any necessary
steps to control the situation.

[0020] Insomeimplementations, the person identifiers
or the object identifiers may be wirelessly accessible
tags, including, for example, RFID tags. Such tags may
be interrogated wirelessly to monitor an area, without
having to connect person identifiers and object identifiers
to the interrogator. The wirelessly accessible tags may,
for instance, be interrogated using high frequency. The
area monitored may be restricted.

[0021] Accessing the object identifications may, in
some implementations, be possible using a power line
of the objects that is providing electrical power to the
objects. For example, many objects, such as electrically
driven devices, including ovens, microwaves, irons, and
furnaces, may be interrogated using their power line con-
nection.

[0022] This may also allow interrogating the state of
the devices, such as, for example, whether the device is
currently on or off. Insofar as rules may be defined that
also take states of objects into account, it may be possible
to monitor devices in connection with their states and the
availability of persons of particular user roles within an
area.

[0023] As non-compliance with the rules may result in
dangerous situations in some cases, or may necessitate
further actions to be taken, some implementations pro-
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vide for the controller to generate an alarm signal in case
the identified identifications do not comply with the rules,
similarly to the implementations described above. The
alarm signal may, forinstance, be an acoustical or optical
signal. An alarm signal may also be a signal sent to a
supervision station where a supervisor may react to the
alarm signal and takes any necessary steps to correct
the situation.

[0024] Toallowregulating of accessing and exiting cer-
tain areas based on the availability of objects and persons
of certain classes and roles within the area, implemen-
tations provide an access controller controlling access
to the area, such that a person may enter or exit the area
only if the identified identifiers still comply with the rules
after the person has entered or exited the area.

[0025] One possible example of such an implementa-
tion may be that an object classified as hazardous is with-
in aroom, and the rules require a person in the room who
is classified as technician. In case that the only current-
ly-present technician wants to exit this room, the control-
ler might detect that the technician’s exit would result in
non-compliance with the rules. Therefore, exit to the
room would not be granted to the technician.

[0026] Another example may be that an oven is turned
on. The oven may be classified as object class "danger-
ous." The rules may require that an adult is within the
house if the oven is turned on. In this case, the controller
would identify non-compliance with the rules if the only
person of the user role adult wanted to exit the house.
Exit may be denied, or, in otherimplementations, a warn-
ing message may be generated.

[0027] According to other implementations, rules may
define user roles, to which, in combination with objects
of an object class, exit to and/or exit from an area is al-
lowed. For example, certain materials may only be re-
moved from certain areas by authorized persons. The
materials may be classified as "limited removability." The
persons allowed to remove these materials may be in
the user role "extended access." If a person of the user
role "extended access" wants to remove the material of
"limited removability" from a room, this is in compliance
with the rules and exit is granted. Any other person of a
different user role may not remove this material, and as
such, exit from the room may be denied for these per-
sons. To control exit and entry, the identifiers may need
to be interrogated during exiting and entering certain ar-
eas.

[0028] According to further implementations, the ob-
ject states may also be accounted for. In these cases,
the interrogator may also identify states of objects. The
rule generator may generate rules defining which per-
sons of which user roles, in combination with which ob-
jects of which object classes and in which object state,
are allowed and/or required within the area. This may,
for example, provide increased security in case object
states may change from "normal" to "dangerous." For
instance, it may be possible to check the state of an oven,
e.g., whether it is turned on or off. For instance, if the
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identified oven within the area is in the state "on" and an
adultis detected in the house, a certain rule may be com-
plied with. If the adult leaves the house, or if the oven is
turned "on" in case no adult is within the house, non-com-
pliance with certain rules may be detected and certain
measures may be taken, including, for example, sound-
ing of an alarm.

[0029] To provide centralized control over user roles
and object classes, someimplementations provide a cen-
tral database connected to the controller and providing
a user role for each identified person and/or an object
class for each identified object. By providing the central
database, persons and objects may be classified cen-
trally. Centrally changing user roles of certain persons
and object classes of certain objects may be possible.
This may, for instance, be useful in case of a centralized
data management, such as in enterprise resource plan-
ning (ERP) software. In master data management (MDM)
software, data of objects may be stored centrally. Each
object may be assigned a certain object class out of a
list of different object classes. Also, a user may be as-
signed a user role out of a list of different user roles. This
centralized approach may allow centralized control and
monitoring.

[0030] To provide centralized control, implementa-
tions provide for connecting the rule generator to the cen-
tral database and retrieving the rules from the central
database.

[0031] A further aspect is a security system providing
monitoring of objects and persons, with person identifiers
assigned to the persons, where each person identifier is
assigned to at least one user role. Object identifiers are
assigned to the objects, where each object identification
is assigned to at least one object class. An identification
interrogator identifies the object and person identifiers
within an area, and a central database provides userroles
for each identified person, and object classes for each
identified object. A rule generator connected to the cen-
tral database determines rules from information from the
central database defining which persons of which user
roles together with which objects of which object classes
are allowed or required within the area. A controller con-
nected to the identification interrogator checks whether
the identified identifications comply with the rules, and
an access controller controls access to the area such
that a person is allowed to enter or exit the area only if
the identified identifiers still comply with the rules after
the person has entered or exited the area.

[0032] Another aspect provides a method for monitor-
ing persons and objects by interrogating person identifi-
ers assigned to the persons, where each person identifier
is assigned to at least one user role, by interrogating ob-
jectidentifiers assigned to the objects, where each object
identifier is assigned to at least one object class, by de-
termining rules defining which persons and which objects
are allowed or required within the area, based on the
user roles and object classes, and by checking whether
the identified identifiers comply with the rules.
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[0033] One furtheraspectis a computer program prod-
uct for monitoring persons and objects, the computer pro-
gram product comprising a computer program operable
to cause a computer to instruct an interrogator to inter-
rogate person identifiers assigned to the persons, where
each person identifier is assigned to at least one user
role, and interrogate object identifiers assigned to the
objects, where each object identifier is assigned to at
least one object class, and to instruct a rule generator to
determine rules defining which persons and which ob-
jects are allowed or required within the area, based on
the user roles and object classes, and check whether the
identified identifiers comply with the rules.

[0034] Yet a further aspect of the invention is a com-
puter program for monitoring persons and objects, with
instructions operable to cause a computer to instruct an
interrogator to interrogate person identifiers assigned to
the persons, where each person identifier is assigned to
at least one user role, and interrogate object identifiers
assigned to the objects, where each object identifier is
assigned to at least one object class, and to instruct a
rule generator to determine rules defining which persons
and which objects are allowed or required within the area,
based on the user roles and object classes, and check
whether the identified identifiers comply with the rules.
[0035] Referring now to the drawings, in which like nu-
merals represent like elements throughout the several
figures, aspects of the present invention and the exem-
plary operating environment will be described.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] In the drawings:

FIG.1 is a block diagram of a computer system that
may be used to implement a monitoring and
alarm system;

FIG.2 is ablock diagram of a first implementation of
a monitoring and alarm system;

FIG.3 isablock diagram of a second implementation
of a monitoring and alarm system;

FIG. 4 is ascreen shot of a monitoring computer pro-
gram;

FIG.5 s a flow chart illustrating example operations
of the systems of FIGS 1-4;

FIG. 6 is a further flow chart illustrating example op-

erations of the systems of FIGS. 1-4.
DETAILED DESCRIPTION OF THE DRAWINGS
[0037] In FIGS 1 to 6, reference numbers 100/200,

110/210 .. denote similar elements, the function of these
elements can be different
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[0038] The invention may be implemented by a com-
puter system. An exemplary computer system is illustrat-
ed in figure 1.

[0039] FIG. 1 illustrates a simplified block diagram of
exemplary computer system 999 having a plurality of
computers 900, 901, 902 (or even more).

[0040] Computer 900 can communicate with comput-
ers 901 and 902 over network 990. Computer 900 has
processor 910, memory 920, bus 930, and, optionally,
input device 940 and output device 950 (I/O devices, user
interface 960). As illustrated, the invention is implement-
ed by computer program product 100 (CPP), carrier 970
and signal 980. In respect to computer 900, computer
901/902 is sometimes referred to as "remote computer”,
computer901/902is, forexample, a server, apeer device
or other common network node, and typically has many
or all of the elements described relative to computer 900.
[0041] Computer 900 is, for example, a conventional
personal computer (PC); a desktop device or a hand-held
device, a multiprocessor computer, a pen computer, a
microprocessor- based or programmable consumer
electronics device, a minicomputer, a mainframe com-
puter, a personal mobile computing device, a mobile
phone, a portable or stationary personal computer, a
palmtop computer or the like. Processor 910 is, for ex-
ample, a central processing unit (CPU), a micro-control-
ler unit (MCU), digital signal processor (DSP), or the like.
[0042] Memory 920 is elements thattemporarily or per-
manently store data and instructions. Although memory
920 is illustrated as part of computer 900, memory can
also be implemented in network 990, in computers
901/902 and in processor 910 itself (e.g., cache, regis-
ter), or elsewhere. Memory 920 can be a read only mem-
ory (ROM), arandom access memory (RAM), or a mem-
ory with other access options. Memory 920 is physically
implemented by computer-readable media, for example:
(a) magnetic media, like a hard disk, a floppy disk, or
other magnetic disk, a tape, a cassette tape; (b) optical
media, like optical disk (CD-ROM, digital versatile disk -
DVD); (c) semiconductor media, like DRAM, SRAM,
EPROM, EEPROM, memory stick.

[0043] Optionally, memory 920 is distributed. Portions
of memory 920 can be removable or non-removable. For
reading from media and for writing in media, computer
900 uses well-known devices, for example, disk drives,
or tape drives.

[0044] Memory 920 stores modules such as, for ex-
ample, a basic input output system (BIOS), an operating
system (OS), a program library, a compiler, an interpret-
er, and a text-processing tool. Modules are commercially
available and can be installed on computer 900. For sim-
plicity, these modules are not illustrated.

[0045] CPP 100 has program instructions and - option-
ally - data that cause processor 910 to execute method
steps of the present invention. In other words, CPP 100
can control the operation of computer 900 and its inter-
action in network system 999 so that is operates to per-
form in accordance with the invention. For example and
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without the intention to be limiting, CPP 100 can be avail-
able as source code in any programming language, and
as object code ("binary code") in a compiled form.
[0046] Although CPP 100 is illustrated as being stored
in memory 920, CPP 100 can be located elsewhere. CPP
100 can also be embodied in carrier 970.

[0047] Carrier 970 is illustrated outside computer 900.
For communicating CPP 100 to computer 900, carrier
970is conveniently inserted into input device 940. Carrier
970 is implemented as any computer readable medium,
such as a medium largely explained above (cf. memory
920). Generally, carrier 970 is an article of manufacture
having a computer readable medium with computer read-
able program code to cause the computer to perform
methods of the presentinvention. Further, signal 980 can
also embody computer program product 100.

[0048] Having described CPP 100, carrier 970, and
signal 980 in connection with computer 900 is conven-
ient. Optionally, further carriers and further signals em-
body computer program products (CPP) to be executed
by further processors in computers 901 and 902.
[0049] Inputdevice 940 provides data and instructions
for processing by computer 900. Device 940 can be a
keyboard, a pointing device (e.g., mouse, trackball, cur-
sor direction keys), microphone, joystick, game pad,
scanner, or disc drive. Although the examples are devic-
es with human interaction, device 940 can also be a de-
vice without human interaction, for example, a wireless
receiver (e.g., with satellite dish or terrestrial antenna),
a sensor (e.g., a thermometer), a counter (e.g., a goods
counter in a factory). Input device 940 can serve to read
carrier 970.

[0050] Output device 950 presents instructions and
data that have been processed. For example, this can
be a monitor or a display, (cathode ray tube (CRT), flat
panel display, liquid crystal display (LCD), speaker, print-
er, plotter, vibration alert device, cellular phone, mobile
device (PDA). Output device 950 can communicate with
the user, but it can also communicate with further com-
puters.

[0051] Input device 940 and output device 950 can be
combined to a single device. Any device 940 and 950
can be provided optional.

[0052] Bus 930 and network 990 provide logical and
physical connections by conveying instruction and data
signals. While connections inside computer 900 are con-
veniently referred to as "bus 930", connections between
computers 900-902 are referred to as "network 990". Op-
tionally, network 990 includes gateways which are com-
puters that specialize in data transmission and protocol
conversion.

[0053] Devices 940 and 950 are coupled to computer
900 by bus 930 (as illustrated) or by network 990 (op-
tional). While the signals inside computer 900 are mostly
electrical signals, the signals in network are electrical,
electromagnetic, optical or wireless (radio) signals.
[0054] Networks are commonplace in offices, enter-
prise-wide computer networks, intranets and the Internet
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(e.g., world wide web WWW). Network 990 can be awired
or awireless network. To name a few network implemen-
tations, network 990 can be, for example, a local area
network (LAN), a wide area network (WAN), a public
switched telephone network (PSTN); a Integrated Serv-
ices Digital Network (ISDN), an infra-red (IR) link, a radio
link, like Universal Mobile Telecommunications System
(UMTS), Global System for Mobile Communication
(GSM), Code Division Multiple Access (CDMA), or sat-
ellite link.

[0055] A variety of transmission protocols, data for-
mats and conventions is known, for example, as trans-
mission control protocol/internet protocol (TCP/IP), hy-
pertext transfer protocol (HTTP), secure HTTP, wireless
application protocol (WAP), unique resource locator
(URL), a unique resource identifier (URI), hypertext
markup language (HTML), extensible markup language
(XML), extensible hypertext markup language (XHTML),
wireless markup language (WML), Standard General-
ized Markup Language (SGML).

[0056] Interfaces coupled between the elements are
also well known in the art. For simplicity, interfaces are
not illustrated. An interface can be, for example, a serial
port interface, a parallel port interface, a game port, a
universal serial bus (USB) interface, an internal or exter-
nal modem, a video adapter, or a sound card.

[0057] Computer and program are closely related. As
used hereinafter, phrases, such as "the computer pro-
vides" and "the program provides", are convenient ab-
breviation to express actions by a computer that is con-
trolled by a program.

[0058] FIG. 2illustrates an area 2, for example a room
or a building, or any other area. It should be understood
that the area 2 may represent a very large building, or a
large number of rooms. The area 2 may even include a
first portion within a building, and a second portion out-
side of the building, or may represent an area that is
entirely external to a building. As a result, it is possible
that persons within the area 2 may not be able to visibly
see or otherwise determine a number of other persons
within the area, if any.

[0059] Within and around the area 2, different objects
4a-d are located. Further located within and around the
area 2 are persons 6a-d. In addition, an interrogator 8 is
located within the area 2. The interrogator 8 is connected
to a controller 10. The controller 10 may retrieve data
from a database 12. The persons 6a-d and the objects
4a-d each carry a unique identification or identifier, such
as, forexample, a RFID tag. The RFID tags may comprise
identification numbers, which may be unique to the indi-
vidual user. The unique identification numbers may be
used to identify the persons 6a-d and the objects 4a-d.

[0060] Interrogator 8 interrogates area 2. During inter-
rogation of area 2, interrogator 8 may read all RFID tags
of the objects 4a-c and the persons 6a-c within area 2.
Persons 6d and objects 4d, which are depicted outside
of area 2, would not be read out by interrogator 8 in this
scenario.
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[0061] After the unique identification numbers are
read, they are transmitted from interrogator 8 to controller
10. Within controller 10, the unique identification num-
bers are used for mapping the identified persons 6a-c
onto user roles, and for mapping the identified objects 4
onto object classes. For example, each of the persons 6
may have a different user role, and each of the objects
4 may also have a different object class. Additionally, or
alternatively, different persons or objects may be classi-
fied into groups of persons or objects, respectively.
[0062] Database 12 may store rules, and may store
the classifications associating person identifiers with per-
sons and their user roles, and associating object identi-
fiers with objects and object classes. The controller 10
may retrieve the classifications and rules from the data-
base 12. The rules may define, for example, which per-
sons of certain user roles, together with which objects of
certain object classes, are required within area 2. Con-
troller 10 may apply these rules and check whether the
persons 6a-c and the objects 4a-c comply with the rules.
[0063] For example, area 2 may be a nuclear power
plant. In this example, object 4a may be classified as
within object class "radioactive." Object 4b may be clas-
sified as object class "computer" and object 4c may be
classified as object class "chemical." Further, person 6a
may be classified as being of user role "physicist." Person
6b may be classified as being of user role "chemist." In
addition, person 6¢ may be identified as of userrole "elec-
trical engineer."

[0064] Interrogator 8 interrogates the identifications of
the persons 6a-c and the objects 4a-c, and identifies the
respective user roles and object classes. The rules may
request that in case radioactive material is within area 2,
a physicist and an electrical engineer are required within
area 2. As in the current example person 6a is identified
as physicist and person 6c¢ is identified as electrical en-
gineer, the present condition complies with the rule.
[0065] In some cases, it may occur that radioactive
material is assumed always to be present in the area 2.
In this case, the rule may simply require that at least one
physicist and one electrical engineer are always present
within area 2. That is, the rule may not require a simul-
taneous check for the presence of radioactive material,
and may thereby save time and other resources (e.g.,
the number of required interrogations) in implementing
the rule.

[0066] A further rule may be defined, which requests
that in case a chemical is in the area 2, a chemist is
required within the area 2. As in the current case the
person 6b is identified as chemist, this rule is also com-
plied with.

[0067] It should be noted in the above examples that
the unique identifiers and/or identification numbers may
be unique to the user role, and not necessarily unique to
the individual person. For example, all chemists may be
assigned the same identification number. In this way, pri-
vate information regarding an individual chemist may be
protected, and resource usage (e.g., memory and
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processing requirements) may be minimized.

[0068] FIG. 3 shows a similar system as FIG. 2. In ad-
dition, an access control 14 is provided. By means of this
access control 14, rules may be applied which allow con-
trolling entry and exit to area 2.

[0069] For instance, one rule may be defined, which
states that a bookkeeper may not enter area 2 if a chem-
ical is within the room. For instance, in case person 6d
wants to enter the room, his or her unique identification
number is read using access controller 14. This unique
identification number is sent to controller 10. Controller
10 retrieves the user role of person 6d from database 12.
The user role of person 6d may be identified as being
"bookkeeper."

[0070] Within area 2, object 4c has been identified as
of object class "chemical." As the exemplary rule states
that a bookkeeper is not allowed to enter the area 2 in
case a chemical is within the room, in the current case
access may be denied to person 6d by access controller
14.

[0071] Another example may be that a rule defines that
only a chemist may exit the room carrying a chemical. In
such a case, when person 6a wants to leave the area 2
carrying object 4c, access controller 14 retrieves the re-
spective unique identification numbers from the RFID
tags attached to person 6a and object 4c. Access con-
troller 14 sends the unique identification numbers to con-
troller 10. Controller 10 uses these unique identification
numbers for determining the user role of person 6a and
the object class of object 4c. These are determined as
user role "physicist" and object class "chemical." As the
exemplary rule states that only a chemist may exit the
area 2 carrying a chemical, exit may be denied to person
6a, as this person is not of user role "chemist."

In case person 6¢ requests exit from area 2 carrying ob-
ject 4c, again, its unique identification number as well as
the unique identification number of object 4c are read by
access controller 14. These numbers are used to deter-
mine the respective user role and object class. The de-
termined unique identification number of person 6¢ al-
lows classifying this person to user group "chemist." The
determined unique identification number of object 4c al-
lows classifying this object to object class "chemical." In
such a case, person 6¢ would be allowed to exit area 2
carrying object 4c, as this would be in compliance with
the exemplary rule.

[0072] The above examples are discussed with re-
spect to user roles (e.g., chemist) and object classes
(e.g., chemical). However, it should be understood that
similar rules could be implemented with respect to indi-
vidual users and/or individual objects. For example, if the
only non-chemist in the area 2 is an administrative as-
sistant, it may not be necessary for the system to create
a user role of "administrative assistant." Rather, the sys-
tem may include rules that apply solely to the adminis-
trative assistant based on the assistant’s unique identi-
fication number. Similarly, a rule may apply to a specific
chemical, rather than to the object class "chemical."
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[0073] Another exemplary rule may request an electri-
cal engineer in a room with a computer. In such a case,
when person 6¢ requests to exit the room the request
may be denied. From the unique identification numbers
of persons 6a-c it may be determined that person 6c¢ is
the only electrical engineer. As non-compliance with the
rule would occur when person 6c¢ leaves the room, exit
may be denied, or a warning message generated.
[0074] FIGS.2and 3 are discussed above with respect
to rules for governing a presence, entrance, or exit of
persons from an the area 2. In the examples given, the
rules govern combinations of users, user roles, objects,
and object classes that may be present, enter, or exit the
area 2. It should be understood that these are merely
examples, and other examples also may exist. For ex-
ample, as referred to above, the rules may also consider
a current state of an object.

[0075] For instance, if the object is an electrical appli-
ance, the rules may consider whether the appliance is
on or off. In FIG. 2, then, if the object 4a is a stove, the
controller 10 may determine from the rules of database
12 that an user having a user role "adult" must be present
in the area 2 when the stove 4a is currently on. Similarly,
in FIG. 3, the identified adult may be prevented from leav-
ing the area 2 in the case where the stove 4a is deter-
mined to be on.

[0076] FIG. 4 shows a screen shot 16 of an example
of an example computer system according to the inven-
tion. For instance, the screen shot 16 may comprise var-
ious windows 16a-16d. Window 16a may comprise a list
of areas being monitored by different interrogators.
These areas are selectable by a user. According to the
user selection of the certain area within window 16a, in
window 16b the respective person identifiers together
with their determined user roles may be shown in a list
in window 16b.

[0077] In addition, the identified object identifiers to-
gether with the determined object classes within the se-
lected area may be shown in window 16¢. In window 16d,
rules may be shown which are defined for the respective
rooms selected in window 16a. Further, compliance with
these rules may be indicated with icons or colors within
window 16c¢. For instance, if the persons and the objects
in the room have user roles and object classes that com-
ply with a particular rule, this rule may be underlined in
green. On the other hand, if the persons in the room do
not have the required user roles set forth by a further
rule, this rule may be underlined in red. Also, an icon may
indicate whether an alarm has been issued.

[0078] FIG. 5 shows a flow chart illustrating an exam-
ple of a process flow of the system of FIG. 2. The person
identifiers within aroom are checked (18). Also, the object
identifiers are checked (20). The determined person
identifiers and object identifiers are sent to a controller
and within the controller the respective user roles are
determined from a database (22). Further, the respective
object classes of the identified objects are determined
from the database (24).
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[0079] Usingthese userrolesand objectclasses, com-
pliance with various rules is checked (26). In case one
of the rules is not complied with, an alarm is generated
(28). After generation of the alarm (28) or if all require-
ments set forth by rules are complied with, the person
identifiers are checked (18) again.

[0080] FIG.6showsanexemplaryflowchartofameth-
od for granting or denying exit from (or access to) an
area. In case a person requests exit from a room (30),
the person identifiers is checked (32). In addition, the
area which the user wants to exit is checked (34), as is
done in step (18, 20) shown in FIG. 5. The user roles of
the users in the area and the user requesting exit as well
as the object classes are retrieved (36) as already de-
picted in FIG. 5 within the steps (22, 24). The information
about the user roles and the object classes is used to
apply rules (38).

[0081] If compliance with the rules would still be in ef-
fect after the user has exited the area, exit is granted
(40). On the other hand, if the user exiting the room has
a user role that is required within the room and no other
user having this user role is within the room, exit is denied
(42).

[0082] Given the inventive method and the inventive
system, monitoring of areas is possible. Security and
safety may be increased, as userroles and object classes
may be accounted for. Certain rules may define combi-
nations of persons and objects are required within par-
ticular areas, perhaps based on user roles, object class-
es, or object states of the persons and objects, or com-
binations thereof. In this way, individuals such as, for
example, the elderly or the very young, may receive im-
proved supervision. Moreover, by ensuring proper su-
pervision and use of dangerous objects including, for ex-
ample, chemicals, radioactive materials, and electrical
appliances, a potential for expensive damages is re-
duced.

REFERENCE NUMBERS

[0083]

2 area

4a-d  object

6a-d  person

8 interrogator

10 controller

12 database

14 access control

16 screen shot

18 check person

20 check object

22 determine user role
24 determine object class
26 apply rules

28 generate alarm

30 request exit

32 check person
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34 check object
36 determine user role and object class
38 apply rules
40 grant exit
42 deny exit
100 computer program product
900 computer
910 processor
920 memory
930 bus
940 input device
950 output device
960 user interface
970 program carrier
980 program signal
990 computer network
999  computer network system
Claims
1. A security system providing monitoring of objects

and persons comprising:

- a classifier operable to associate a person
identifier and user role with each of the persons
and further operable to associate an object iden-
tifier and object class with each of the objects;
an identification interrogator operable to identify
which of the object and person identifiers are
currently present within an area;

- a rule generator operable to implement rules
defining which persons of designated user roles
and which objects of designated object classes
are allowed or required within the area; and

- a controller in communication with the identifi-
cation interrogator and operable to determine
whether the identified object and person identi-
fiers comply with the rules.

The security system of claim 1, wherein the person
identifiers or the object identifiers include wirelessly
accessible tags.

The security system of claim 1 or 2, wherein the ob-
ject identifiers are accessible using a power line of
the objects that is providing electrical power to the
objects.

The security system of any one of claims 1 to 3,
wherein the controller provides an alarm signal when
the identified object or person identifiers do not com-
ply with the rules.

The security system of any one of claims 1 to 4, fur-
ther comprising an access controller operable to con-
trol access to the area such that one of the persons
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10.

11.

16

is allowed to enter or exit the area only if the identified
object or person identifiers still comply with the rules
after the person has entered or exited the area.

The security system of claim 5, wherein the rules
define the userroles such that access to, or exit from,
the area by the associated persons is determined in
combination with designated objects of an object
class.

The security system of any one of claims 1 to 6,
wherein the interrogator is operable to identify object
states, and wherein the rule generator is operable
to implement rules defining which persons are al-
lowed or required within the area, based on the user
roles and the object states.

The security system of any one of claims 1 to 7, com-
prising a central database connected to the controller
and providing the user role for each identified person
or the object class for each identified object.

The security system of claim 8, wherein the rule gen-
erator is connected to the central database and re-
trieves the rules from the central database.

A security system providing monitoring of objects
and persons comprising:

- person identifiers assigned to the persons,
where each person identifier is assigned to at
least one user role;

-objectidentifiers assigned to the objects, where
each object identifier is assigned to at least one
object class;

- an identification interrogator identifying the ob-
ject and person identifiers within an area;

- acentral database providing userroles for each
identified person and object classes for each
identified object;

- a rule generator connected to the central da-
tabase and generating rules from information
from the central database defining which per-
sons of which user roles together with which ob-
jects of which object classes are allowed or re-
quired within the area;

- a controller connected to the identification in-
terrogator and checking whether the identified
identifications comply with the rules; and

- an access controller controlling access to the
area such that one of the persons is allowed to
enter or exit the area only if the identified iden-
tifiers still comply with the rules after the person
has entered or exited the area.

A method for monitoring persons and objects com-
prising:
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- interrogating person identifiers assigned to the
persons, where each person identifier is as-
signed to atleast one userrole, to thereby obtain

an identified person;

- interrogating object identifiers assigned to the &
objects, where each object identifier is assigned

to at least one object class, to thereby obtain an
identified object;

- determining rules defining which persons and
which objects are allowed or required within the 70
area, based on the user roles and the object
classes; and

- checking whether the identified person and ob-
ject comply with the rules.

15
12. A computer program product for monitoring persons
and objects, the computer program product compris-
ing a computer program with instructions operable
to cause a computer to:
20

- instruct an interrogator to:

- interrogate person identifiers assigned to the
persons, where each person identifier is as-
signed to at least one user role, and interrogate
object identifiers assigned to the objects, where 25
each object identifier is assigned to at least one
object class; and

- instruct a rule generator to:

- determine rules defining combinations of per-
sons, userroles, objects, and object classesthat 30
are allowed or required within the area, and

- check whether identifiers currently present
within the area comply with the rules.

13. A computer program for monitoring persons and ob- 35
jects, the computer program product comprising a
computer program with instructions operable to
cause a computer to:

- instruct an interrogator to: 40
- interrogate person identifiers assigned to the
persons, where each person identifier is as-
signed to at least one user role, and interrogate
object identifiers assigned to the objects, where
each object identifier is assigned to at leastone 45
object class; and

- instruct a rule generator to:

- determine rules defining combinations of per-
sons, user roles, objects, and object classes that

are allowed or required within the area, and 50
- check whether identifiers currently present
within the area comply with the rules.

55
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