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(54) Method to establish a peer-to-peer connection between two user agents located behind 
symmetric NATs

(57) A method to establish an Internet connection be-
tween a first (1) and a second (2) user agent is described,
wherein a NAT-table entry in a controllable NAT (7) lo-
cated in the Internet (3) is generated, wherein said NAT-

table entry comprises public IP-address:Port pairs that
are communicated to the user agents (1, 2), wherein the
user agents (1, 2) use said public IP-address:port pairs
for establishing an Internet connection between each oth-
er via the controllable NAT (7).



EP 1 694 034 A1

2

5

10

15

20

25

30

35

40

45

50

55

Description

Technical field:

[0001] The invention relates to a method to establish
an Internet connection between a first and a second user
agent optionally each one located behind a symmetric
NAT, according to the specifying features of claim 1.

Background of the invention:

[0002] Network Address Translation, NAT commonly
is being used by many service providers and private in-
dividuals as a way to get around the problem of not having
enough IP addresses. An enterprise may have a block
of IP addresses assigned to them, but many more com-
puters than the allocated IP addresses. Alternatively, an
individual may have a DSL connection with one IP ad-
dress, but want to have multiple computers hooked up
to the Internet. NAT solves this problem by mapping in-
ternal addresses to external or public addresses. An in-
ternal IP-address:Port pair is mapped to an external IP-
address:port pair, and whenever the NAT receives a
packet with the external IP-address:Port pair, it knows
how to reroute the packet back to the internal IP-address:
Port pair.
[0003] There are four types of NATs known:

- full cone NAT
- restricted cone NAT
- port restricted cone NAT
- symmetric NAT.

[0004] A full cone NAT comprises a NAT table that
stores temporary IP-address and port bindings. Each
record in the NAT-table of a full cone NAT consists of the
internal source IP-address of an internal device located
on the private site of the NAT, the used internal source
port and the assigned external source port on the Internet
site of the NAT. Incoming packets from the Internet are
allowed to get through the NAT if they are addressed to
the external source port of the NAT. New entries within
this NAT table are generated each time an outbound
packet is sent to the public Internet. If incoming or out-
going packets do not refresh a NAT-table entry said entry
will be withdrawn after a specified period of time. Thereby
the full cone NAT accepts all incoming packets whose
destination port matches an external source port com-
prised in any entry in the NAT table, independently from
where the packet was sent.
[0005] In Fig. 3, showing an example of a full cone
NAT, any public Internet host which addresses the NAT
and uses the external source port 61795 of the NAT as
destination port is accepted by the NAT and the NAT will
translate the destination IP-address:port pair to
10.0.0.101:12836.
[0006] In contrast to the Full Cone NAT, a restricted
cone NAT additionally uses a destination IP-address to

identify inbound IP packets. Therefore, as shown in Fig.
4, the NAT table entry is extended by the public IP-ad-
dress of a public Internet host. Restricted cone NATs use
the external source IP-address and generate an external
source port from the internal source IP-address and port,
which means, that as long as those values do not change
also the external source IP-address and port remains the
same. If an application would use the same internal
source port on the internal device to communicate with
two different hosts on the public Internet, the external IP
source port is exactly the same for both hosts, neverthe-
less two record entries are generated in the NAT table
which differ only concerning the host IP addresses. How-
ever, the NAT will block packets coming from another
host, until the client sends out a packet to said other hosts
public IP-address. Once that is done, both hosts can send
packets back to the same internal source port, and they
will both have the same mapping through the NAT
[0007] The port restricted cone NAT is a further exten-
sion of the restricted cone NAT wherein the NAT will block
all packets unless the internal device had previously sent
out a packet to the IP-address and port of the host that
is sending to the NAT. The port restricted cone NAT per-
forms the follow check for every incoming packet: First,
it extracts the destination port and verifies whether there
exists an valid entry in the NAT table. If there is no entry
then the packet is dropped. In the other case, the NAT
compares the host IP-address:port pair with the NAT ta-
ble entries. If these values match, the NAT performs the
IP-address and port translations and forwards the packet
to the internal device. Otherwise the packet is dropped
(Fig. 5). The external source port used by the NAT is
always the same as long as the internal source IP-ad-
dress and port remain the same. The NAT table could
store further entries that differ only concerning the des-
tination IP-address:port pair.
[0008] The behaviour of the symmetric NAT is almost
the same as for the port restricted cone NAT. The differ-
ence is that a specific mapping of internal source IP-ad-
dress:port pair to the NAT’s external source IP-address:
port pair is dependant on the destination IP-address:port
pair that the packet is sent to. As soon as one of these
four values changes, the symmetric NAT generates at
least a new external source port and adds a further entry
in the NAT table (Fig. 6). Due to the strategy described
above, the devices behind a symmetric NAT are very
well secured against any kind of unfriendly access. But
a drawback arises from the strong blocking situation in
case of e.g. connection set-ups using e.g. the Session
Initialization Protocol, SIP. Applications to be used e.g.
to establish a peer-to-peer connection to be used for tel-
ephone communication via the Internet typically use SIP
signaling. Such applications are known as user agents.
The SIP signaling protocol has to tell the peer the desti-
nation IP-address:port pair for the upcoming media ses-
sion during the set up phase. But the external port used
by the symmetric NAT cannot be determined in advance
and the symmetric NAT will generate a NAT port out of
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the internal source IP-address:port pair of the device pro-
viding said user agent located behind the symmetric NAT
and the destination IP-address:port pair at the very mo-
ment when the first packet is sent to the destination IP-
address:port pair. If the other host is also shielded by a
symmetric NAT, the worst case situation is reached.
[0009] To connect two user agents located behind
symmetric NATs it is known to use relays located in the
Internet. Such relays are adding a not negligible packet
delay and are not scalable enough. Furthermore relays
cut a peer-to-peer session into two sessions from relay
to a first peer and from relay to a second peer. Moreover
the relay involves functions above transport layer. Due
to this, relays are not advantageous to be used e.g. to
establish a connection between two user agents to be
used for telephone calls via the Internet.
[0010] So up to now, no solution is known to peer-to-
peer connect two user agents with each other when at
least one is located behind a symmetric NAT.
[0011] Since today all kind of the described NATs are
used, a potential solution should also be able to be used
in combination with user agents not located behind NATs
and also in combination with user agents located behind
other NATs than symmetric NATs.
[0012] Such potential solutions are disclosed in the In-
ternet Engineering Task Force Internet Draft "NAT and
Firewall Scenarios and Solutions for SIP" , June, 2002.
The problems of firewall and NAT traversal for SIP is
classified as complex. This is due, in part, to the large
number of different scenarios and the multitude of solu-
tions developed to solve them. In this Internet Draft, var-
ious scenarios are enumerated which can arise, and for
each, point to some of the existing solutions for that sce-
nario are presented with call flows and explanations for
how it works.

Technical purpose of the invention:

[0013] The technical purpose of the invention is to de-
velop a method that allows establishing an Internet con-
nection to be used to exchange data between two user
agents, wherein at least one user agent can be located
behind a symmetric NAT.

Disclosure of the invention and its advantages:

[0014] The invention’s technical purpose is fully met
by the proposed method to establish an Internet connec-
tion like e.g. a session between a first and a second user
agent wherein a NAT-table entry in a controllable NAT
located in the Internet is generated, e.g. by a server or
by the controllable NAT itself, wherein said NAT-table
entry comprises public IP-address:Port pairs that are
communicated to the user agents e.g. by the server,
wherein the user agents use said public IP-address:port
pairs for establishing an Internet connection between
each other via the controllable NAT.
[0015] Thereby it is important to mention that the public

IP-address:port pairs are generated and entered into the
NAT-table of the controllable NAT before a communica-
tion between the user agents takes place. Said public IP-
address:port pairs are used as destination addresses to
which the user agents send their data to be exchanged
with each other. Since the public IP-address:port pairs
belong to the controllable NAT, the communication be-
tween the user agents takes place via the controllable
NAT by performing only NAT layer functions.
[0016] Said Method with the specifying features of
claim 1 has the advantage over the state of the art, that
it allows to establish a connection between two user
agents that can be located behind symmetric NATs.
Thereby the controllable NAT preferably is a symmetric
NAT since this increases the security of the connection
between the two user agents. The controllable NAT is a
simple component that must not be SIP aware and that
translates IP-addresses and port according to the entry
in the NAT-table. The end-to-end packet delay only in-
creases negligible. The invention allows to place multiple
controllable NATs within the Internet so that the load can
be distributed. Thereby, in a first embodiment, wherein
a server generates the public IP-address:Port pairs to be
entered into the NAT-table, it is possible that only few or
only one server can control many controllable NATs lo-
cated in the Internet. In a second embodiment, the con-
trollable NAT itself generates the public IP-address:Port
pairs to be entered into the NAT-table and offers these
public IP-address:Port pairs to requesting servers. Fur-
thermore controllable NAT functions can easily be added
e.g. into routers. The Method allows to establish any con-
nection between two user agents to be used to exchange
data.
[0017] A preferred embodiment of the invention com-
prises the steps of:

- registration of both user agents at a server,
- sending an invitation message to establish a con-

nection with the second user agent from the first user
agent to the server, wherein said invitation message
comprises a first destination IP-address:Port pair to
which the second user agent shall reply,

- generation of a NAT-table entry in a controllable NAT
located in the Internet by the server, wherein said
NAT-table entry comprises a first and a second pub-
lic IP-address:Port pair,

- replacing the first destination IP-address:Port pair
within the invitation message with the first public IP-
address:Port pair by the server and

- sending the changed invitation message comprising
the first public IP-address:Port pair from the server
to the second user agent,

- receiving the changed invitation message from the
server by the second user agent and extracting the
first public IP-address:Port pair out of said invitation
message,

- sending a confirmation message to establish the
connection with the first user agent from the second
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user agent to the server, wherein said confirmation
comprises a second destination IP-address:Port pair
to which the first user agent shall reply,

- replacing the second destination IP-address:Port
pair within the confirmation message with the second
public IP-address:Port pair by the server and

- sending the changed confirmation message com-
prising the second public IP-address:Port pair from
the server to the first user agent and

- receiving the changed confirmation message from
the server by the first user agent and extracting the
second public IP-address:Port pair out of said con-
firmation message,

- exchanging data between the first and the second
user agent via the controllable NAT, wherein the first
user agent addresses the data to be sent to the sec-
ond user agent to the second public IP-address:Port
pair extracted out of the confirmation message and
wherein the second user agent addresses the data
to be sent to the first user agent to the first public IP-
address:Port pair extracted out of the invitation mes-
sage, and

- completing the NAT-table entry of the controllable
NAT by extracting a first source IP-address:Port pair
from the very first data sent from the first user agent
to the second user agent via the controllable NAT
and a second source IP-address:Port pair from the
very first data sent from the second user agent to
the first user agent via the controllable NAT and in-
serting the first and the second source IP-address:
Port pair into the NAT-table entry of the controllable
NAT.

[0018] In a preferred embodiment of said invention,
after receiving the confirmation message from the sec-
ond user agent the server adds a first source IP-address
of the first user agent comprised in the invitation message
and a second source IP-address of the second user agent
comprised in the confirmation message to the NAT-table
entry of the controllable NAT, wherein the completion of
the NAT-table entry is done by adding a first and a second
source port of the first and the second user agent to the
NAT-table entry comprised in the very first data exchange
between the first and the second user agent via the con-
trollable NAT.
[0019] In another preferred embodiment of said inven-
tion, at least one user agent is located behind a symmetric
NAT.
[0020] In a preferred embodiment of said invention the
server is a proxy server.
[0021] In a particular preferred embodiment of said in-
vention the proxy server is a SIP proxy, wherein the in-
vitation message and the confirmation message are SIP
messages.
[0022] Another preferred embodiment of said inven-
tion the server is characterized in that the connection to
be established between the user agents by the invitation
and the confirmation message is a peer-to-peer connec-

tion.
[0023] In a preferred embodiment of said invention the
data exchanged between the first and the second user
agent comprise a media stream.
[0024] In a further preferred embodiment of said inven-
tion the media stream comprises a voice stream. The
voice stream e.g. allows a first user using the first user
agent to talk with a second user using the second user
agent. By using the method according to the invention,
telephone via Internet is possible for user agents located
behind symmetric NATs.
[0025] A particular preferred embodiment of said in-
vention is characterized in that at least one user agent
is running on a computer. Preferably both user agents
are running on computers. It is also thinkable, that one
of the user agents is running on a Personal Digital As-
sistant, PDA or the like.
[0026] It is also thinkable that instead of the server the
controllable NAT itself generates a new NAT-table entry
comprising a first and a second public IP-address:Port
pair, wherein the controllable NAT communicates said
first and second public IP-address:Port pair to the server
for replacing the first and the second destination IP-ad-
dress:Port pair in the invitation message and in the con-
firmation message with the first and the second public
IP-address:Port pair.
[0027] In another preferred embodiment of the inven-
tion, said method is performed by a computer program
product stored on a computer usable medium comprising
computer readable program means for causing a com-
puter to perform the method mentioned above, when said
computer program product is executed on a computer.

Brief description of the drawing, with

[0028]

Figure 1 showing a scheme of an arrangement to be
used to execute the method according to the
invention before a connection is established,

Figure 2 showing the arrangement of Fig. 1 after a
connection has been established,

Figure 3 showing an example for a full cone NAT,
Figure 4 showing an example for a Restricted Cone

NAT,
Figure 5 showing an example for a Port Restricted

Cone NAT, and
Figure 6 showing an example for a symmetric NAT.

Paths for performing the invention:

[0029] As shown in Figure 1, a first 1 and a second
user agent 2 are connected with the Internet 3. Both user
agents 1, 2 are located behind symmetric NATs 4, 5. A
proxy server 6 is located in the Internet 3. Also a control-
lable NAT 7 is located in the Internet. The controllable
NAT 7 can be controlled by the proxy server 6, wherein
the proxy server 6 is able to generate entries in the NAT-
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table of the controllable NAT 7.
[0030] Figure 2 shows the situation when a peer-to-
peer connection is established between the two user
agents 1, 2 via the controllable NAT 7. The procedure to
establish this connection is the following:

Both user agents 1 and 2 are registered at the proxy
server 6. The first user agent 1 wants to establish a
connection with the second user agent 2. To do this,
an invitation message is sent from the first user agent
1 to the proxy server 6. This invitation message com-
prises a first destination IP-address:port pair to which
the second user agent 2 shall reply. Since the first
user agents 1 is located behind the symmetric NAT
4, a reply from the second user agent 2 to the first
user agent 1 addressed to the first destination IP-
address:port pair would be dropped at the symmetric
NAT 4. To solve this problem, the proxy server 6
examines the invitation message and searches this
first destination IP-address:port pair. The proxy serv-
er 6 replaces the first destination IP-address:port pair
in the invitation message with a first public IP-ad-
dress:port pair and forwards this changed invitation
message to the second user agent 2 via the hole in
the symmetric NAT 5 that has been generated with
the registration of the second user agent 2 at the
proxy server 6. At the same time the proxy server
also generates a NAT-table entry in the controllable
NAT 7. This NAT-table entry comprises the first pub-
lic IP-address:port pair and a second public IP-ad-
dress:port pair. The second user agent 2 receives
the invitation message and extracts the first public
IP-address:port pair out of said message. The sec-
ond user agent 2 uses the first public IP-address:
port pair to configure the destination address for all
data packets, e.g. a data stream, sent to the first user
agent 1. Then, the second user agent 2 generates
a confirmation message and is sending this confir-
mation message to the proxy server 6. This confir-
mation message comprises a second destination IP-
address:port pair to which the first user agent 1 shall
reply. Since the second user agents 1 is located be-
hind the symmetric NAT 5, a reply from the first user
agent 1 to the second user agent 2 addressed to the
second destination IP-address:port pair would be
dropped at the symmetric NAT 5. To solve this prob-
lem, the proxy server 6 also replaces the second
destination IP-address:port pair in the confirmation
message with the second public IP-address:port pair
and forwards this changed confirmation message to
the first user agent 1 via the hole in the symmetric
NAT 4 that has been generated with the registration
of the first user agent 1 at the proxy server 6. The
first user agent 1 receives the confirmation message
and extracts the second public IP-address:port pair
out of said message. The first user agent 1 uses the
second public IP-address:port pair to configure the
destination address for all data packets, e.g. a data

stream, sent to the second user agent 2.

[0031] Now the first 1 and the second user agent 2 can
communicate with each other via the controllable NAT.
To complete the NAT-table entry in the controllable NAT
7, a first source IP-address:port pair is extracted from the
very first data sent from the first user agent 1 to the sec-
ond user agent 2 and a second source IP-address:port
pair is extracted from the very first data sent from the
second user agent 2 to the first user agent 1. The extrac-
tion of these source IP-address:port pairs is done by the
controllable NAT. The first and the second source IP-
address:port pair are inserted into the NAT-table entry
of the controllable NAT. By doing so, the NAT-table entry
of the controllable NAT considering the session between
the first 1 and the second user agent 2 is completed.
[0032] It is important to mention that in Fig. 1 and 2
only a single controllable NAT 7 is shown to keep the
figures concise, but the concept allows also arranging
several controllable NATs in the Internet 3. In general
the proxy server 6 is aware of several controllable NATs,
so that it can distribute the load between different con-
trollable NATs to prevent hot spots in the network as well
as to rearrange media session paths through the Internet
to overcome e.g. error situations, network quality of serv-
ices degradations and the like. The concept is extendible
towards a quality of services controlled load balancing
system with data load accounting per media session.
[0033] In an alternative embodiment of the invention,
the controllable NAT itself generates its NAT-table en-
tries comprising public IP-address:port pairs. The con-
trollable NAT communicates these public IP-address:
port pairs to the proxy server. The proxy server uses
these public IP-address:port pairs to replace the desti-
nation IP-address:port pairs in the invitation message
and in the confirmation message. This embodiment dif-
fers from the example described above thereby, that in-
stead of the proxy server the controllable NAT itself gen-
erates the NAT-table entry comprising public IP-address:
port pairs. In order that the proxy server knows which
public IP-address:port pairs can be used to replace the
destination IP-address:port pairs in the invitation mes-
sage and in the confirmation message, the public IP-ad-
dress:port pairs comprised in the NAT-table entry gen-
erated by the controllable NAT are communicated from
the controllable NAT to the proxy server.

Commercial applicability:

[0034] The invention is commercially applicable par-
ticularly in the field of production and operation of net-
works to be used for Internet traffic.

Claims

1. Method to establish an Internet connection between
a first (1) and a second (2) user agent, characterized
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in
that a NAT-table entry in a controllable NAT (7) lo-
cated in the Internet (3) is generated, wherein said
NAT-table entry comprises public IP-address:Port
pairs that are communicated to the user agents (1,
2), wherein the user agents (1, 2) use said public IP-
address:port pairs for establishing an Internet con-
nection between each other via the controllable NAT
(7).

2. Method according to claim 1, comprising the steps of

- registration of both user agents (1, 2) at a server
(6),
- sending an invitation message to establish a
connection with the second user agent (2) from
the first user agent (1) to the server (6), wherein
said invitation message comprises a first desti-
nation IP-address:Port pair,
- generation of a NAT-table entry in a controlla-
ble NAT (7) located in the Internet (3) by the
server (6), wherein said NAT-table entry com-
prises a first and a second public IP-address:
Port pair,
- replacing the first destination IP-address:Port
pair within the invitation message with the first
public IP-address:Port pair by the server (6) and
- sending the changed invitation message from
the server (6) to the second user agent (2),
- receiving the changed invitation message by
the second user agent (2) and extracting the first
public IP-address:Port pair out of said invitation
message,
- sending a confirmation message from the sec-
ond user agent (2) to the server (6), wherein said
confirmation comprises a second destination IP-
address:Port pair,
- replacing the second destination IP-address:
Port pair within the confirmation message with
the second public IP-address:Port pair by the
server (6) and
- sending the changed confirmation message
comprising the second public IP-address:Port
pair from the server (6) to the first user agent (1)
and
- receiving the changed confirmation message
by the first user agent (1) and extracting the sec-
ond public IP-address:Port pair out of said con-
firmation message,
- exchanging data between the first (1) and the
second user agent (2) via the controllable NAT
(7), wherein the first user agent (1) addresses
to the second public IP-address:Port pair and
wherein the second user agent (2) addresses to
the first public IP-address:Port pair, and
- completing the NAT-table entry of the control-
lable NAT (7) by extracting a first source IP-ad-
dress:Port pair from the very first data sent from

the first user agent (1) to the second user agent
(2) via the controllable NAT (7) and a second
source IP-address:Port pair from the very first
data sent from the second user agent (2) to the
first user agent (1) via the controllable NAT (7)
and inserting the first and the second source IP-
address:Port pair into the NAT-table entry of the
controllable NAT (7).

3. Method according to claim 2,
characterized in
that the server (6) after receiving the confirmation
message from the second user agent (2) adds a first
source IP-address of the first user agent (1) com-
prised in the invitation message and a second source
IP-address of the second user agent (2) comprised
in the confirmation message to the NAT-table entry,
and wherein the completion of the NAT-table entry
is done by adding a first and a second source port
of the first (1) and the second user agent (2) to the
NAT-table entry comprised in the very first data ex-
change between the first (1) and the second user
agent (2) via the configurable NAT (7).

4. Method according to claim 2 or 3,
characterized in
that at least one user agent (1, 2) is located behind
a symmetric NAT (4, 5).

5. Method according to claim 2, 3 or 4,
characterized in
that the server is a proxy server (6).

6. Method according to claim 5,
characterized in
that the proxy server (6) is a SIP proxy, wherein the
invitation message and the confirmation message
are SIP messages.

7. Method according to one of the previous claims,
characterized in
that the connection is a peer-to-peer connection.

8. Method according to one of the previous claims,
characterized in
that the data exchanged between the first (1) and
the second user agent (2) comprise a media stream.

9. Method according to claim 8,
characterized in
that the media stream comprises a voice stream.

10. Method according to one of the previous claims,
characterized in
that at least one user agent (1, 2) is running on a
computer.

11. Method according to one of the claims 2 to 10,
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characterized in
that instead of the server the controllable NAT itself
generates a new NAT-table entry comprising a first
and a second public IP-address:Port pair, wherein
the controllable NAT communicates said first and
second public IP-address:Port pair to the server for
replacing the first and the second destination IP-ad-
dress:Port pair in the invitation message and in the
confirmation message with the first and the second
public IP-address:Port pair.

12. Computer program product stored on a computer
usable medium comprising computer readable pro-
gram means for causing a computer to perform the
method of anyone of the claims 1 to 11, when said
computer program product is executed on a compu-
ter.
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