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(54) RECORDING/REPRODUCTION DEVICE AND CONTENT PROTECTION SYSTEM

(57) A recording/reproduction device 10 receives
content broadcast from a content provision device 11.
The recording/reproduction device 10 encrypts the re-
ceived content using a device key, to generate first en-
crypted content. The recording/reproduction device 10
decrypts the first encrypted content to obtain the content,
performs an image conversion on the obtained content
to generate converted content, and encrypts the convert-
ed content using a medium key to generate second en-
crypted content. The recording/reproduction device 10
writes the second encrypted content, the medium key,
and the device key to a portable medium 14. When the
portable medium 14 is inserted in a mobile information
terminal 15, the mobile information terminal 15 decrypts
the second encrypted content using the medium key to
obtain the converted content, and reproduces the con-
verted content.
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Description

Technical Field

[0001] The present invention relates to a recording/
reproduction device for recording/reproducing content,
and in particular relates to techniques for enhancing user-
friendliness while preventing unauthorized use of con-
tent.

Background Art

[0002] As a copy protection measure for a digital
broadcast program, a control signal "Copy Once", which
indicates recording is permitted only once, is attached to
the digital broadcast program, and the digital broadcast
program with this "Copy Once" control signal is encrypted
and broadcast. Such a digital broadcast program accom-
panied by the "Copy Once" control signal can be record-
ed using a recording/reproduction device that is compat-
ible with CPRM (Content Protection for Recordable Me-
dia). The recorded digital broadcast program cannot be
copied to another device, and can only be moved to an-
other compatible device.

Patent document 1: Japanese Patent Application
Publication No. 2003-228522.
Non-patent document 1: Shinichi Ikeno & Kenji
Koyama Modern Cryptosystem [Gendai Angouri-
ron], I.E.I.C.E.
Non-patent document 2: Eiji Okamoto Introduction
to Modern Encryption [Gendai Angou Nyumon], Ky-
oritsu Shuppan.

Disclosure of the Invention

Problems the Invention is going to Solve

[0003] However, since the digital broadcast program
is high-image-quality content having a large amount of
data, when the move destination is a device having only
a small storage capacity such as a memory card, the
recording/reproduction device needs to compress the
high-image-quality content by image conversion so as to
reduce the data size, before moving it to the memory
card.
This being so, when the content is moved from the move-
destination memory card back to the recording/reproduc-
tion device, the original high-image-quality content has
already been lost as a result of the image conversion.
Hence the recording/reproduction device can no longer
use the high-image-quality content.
[0004] The present invention was conceived to solve
the above problem, and aims to provide a recording/re-
production device and a content protection system with
which, even if content that has undergone image con-
version is moved from the recording/reproduction device
to another device, the content before the image conver-

sion can be used when the content is moved from the
move-destination device back to the recording/reproduc-
tion device.

Means of Solving the Problems

[0005] The stated aim can be achieved by a terminal
device for transferring a right to use content to a portable
medium while protecting a copyright of the content, in-
cluding: a storage unit storing first encrypted content, a
device key, and a medium key, the first encrypted content
being generated by encrypting the content; a decryption
unit operable to decrypt the first encrypted content using
the device key, to generate the content; a conversion unit
operable to perform an irreversible conversion on the
generated content, to generate converted content; an en-
cryption unit operable to encrypt the converted content
using the medium key, to generate second encrypted
content; and a write unit operable to move the medium
key and the second encrypted content to the portable
medium, and read the device key from the storage unit
and write the read device key to the portable medium.
[0006] The stated aim can also be achieved by the
above terminal device, wherein the key deletion unit de-
letes the device key from the storage unit after the write
unit writes the device key to the portable medium, and
the write unit moves the medium key and the second
encrypted content to the portable medium after the key
deletion unit deletes the device key from the storage unit.

Effects of the Invention

[0007] The present invention is a terminal device for
transferring a right to use content to a portable medium
while protecting a copyright of the content, the terminal
device storing first encrypted content, a device key, and
a medium key in a storage area, the first encrypted con-
tent being generated by encrypting the content, decrypt-
ing the first encrypted content using the device key to
generate the content, performing an irreversible conver-
sion on the generated content to generate converted con-
tent, encrypting the converted content using the medium
key to generate second encrypted content, moving the
medium key and the second encrypted content to the
portable medium, and reading the device key from the
storage area and writing the read device key to the port-
able medium, and deleting the device key from the stor-
age area.
[0008] According to this construction, the terminal de-
vice moves the device key to the portable medium in
addition to the second encrypted content and the medium
key. In this way, the use of the content can be disabled
in a state where the first encrypted content is stored in
the storage area.
Since the first encrypted content is stored in the storage
area, even after the second encrypted content is moved
to the portable medium, the content before the image
conversion can be restored by acquiring the device key.
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[0009] Here, the terminal device may be constructed
to delete the device key from the storage area after writing
the device key to the portable medium, and move the
medium key and the second encrypted content to the
portable medium after deleting the device key from the
storage area.
According to this construction, the second encrypted
content and the medium key for decrypting the second
encrypted content are moved to the portable medium
after deleting the device key for decrypting the first en-
crypted content. This prevents a situation where both the
terminal device and the portable medium are simultane-
ously in the content usable state. Hence the user can
use the content within specifications.
[0010] Here, the terminal device may be constructed
to store key information for encrypting the device key,
encrypt the device key using the key information, and
write the encrypted device key to the portable medium
as the device key.
According to this construction, the device key can be writ-
ten to the portable medium more safely, when compared
with the case where the device key is written to the port-
able medium in an unencrypted form.
[0011] Here, the terminal device, after writing the en-
crypted device key to the portable medium, deleting the
device key from the storage area, and moving the medi-
um key and the second encrypted content to the portable
medium, may be constructed to read the encrypted de-
vice key from the portable medium, decrypt the read en-
crypted device key using the key information to generate
the device key, and store the generated device key to
the storage area.
[0012] According to this construction, by reading the
device key which has been moved to the portable medi-
um from the portable medium, the terminal device switch-
es from the content unusable state to the content usable
state. The terminal device decrypts the first encrypted
content stored in the storage area using the read device
key, with it being possible to obtain the content before
the image conversion.
Since the device key is in an encrypted form, the terminal
device can read the device key from the portable medium
more safely, when compared with the case where the
device key is read in an unencrypted form.
[0013] Here, the terminal device may be constructed
to embed the device key in the converted content to gen-
erate key-embedded content, encrypt the key-embed-
ded content using the medium key to generate the sec-
ond encrypted content, delete the device key from the
storage area after embedding the device key in the con-
verted content, and move the medium key and the sec-
ond encrypted content to the portable medium after de-
leting the device key from the storage area.
[0014] According to this construction, the device key
can be moved to the portable medium more safely when
compared with the case where the device key itself is
written to the portable medium. Also, since the second
encrypted content and the medium key for decrypting the

second encrypted content are moved to the portable me-
dium after deleting the device key, a situation where both
the terminal device and the portable medium are in the
content usable state can be avoided. Hence the user can
use the content within specifications.
[0015] Here, the terminal device, after deleting the de-
vice key from the storage unit and moving the medium
key and the second encrypted content to the portable
medium, may be constructed to read the second encrypt-
ed content and the medium key from the portable medi-
um, decrypt the read second encrypted content using the
read medium key to generate the key-embedded con-
tent, and extract the device key from the key-embedded
content and store the extracted device key to the storage
unit.
[0016] According to this construction, by acquiring the
device key which has been moved to the portable medi-
um, the terminal device switches from the content unus-
able state to the content usable state. The terminal device
decrypts the first encrypted content stored therein using
the extracted device key, to thereby obtain the content
before the conversion.
Here, the terminal device, after writing the device key to
the portable medium, deleting the device key from the
storage unit, and moving the medium key and the second
encrypted content to the portable medium, may be con-
structed to read the device key from the portable medium,
and store the read device key to the storage unit.
[0017] According to this construction, by acquiring the
device key which has been moved to the portable medi-
um, the terminal device switches from the content unus-
able state to the content usable state. The terminal device
decrypts the first encrypted content stored in the storage
area using the extracted device key, thereby obtaining
the content before the conversion.
Here, the terminal device may be constructed to read the
first encrypted content and the device key from the stor-
age area, decrypt the read first encrypted content using
the read device key to generate the content, and repro-
duce the generated content.
[0018] According to this construction, when the device
key is stored in the storage area and so the terminal de-
vice is in the content usable state, the terminal device
can decrypt the first encrypted content using the device
key to obtain the content before the conversion, and re-
produce the obtained content.
Also, the present invention is a terminal device for trans-
ferring a right to use content to a portable medium while
protecting a copyright of the content, the terminal device
storing a first encrypted content generated by encrypting
the content and a content key, decrypting the first en-
crypted content using the content key to generate the
content, performing an irreversible conversion on the
generated content to generate converted content, en-
crypting the converted content using the content key to
generate second encrypted content, moving the content
key and the second encrypted content to the portable
medium, and deleting the content key from the storage
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area.
[0019] According to this construction, the terminal de-
vice moves the second encrypted content and the con-
tent key to the portable medium, and also deletes the
content key from the storage area. In this way, the use
of the content can be disabled in a state where the first
encrypted content is stored in the storage area.
Since the first encrypted content is stored in the storage
area, even after the second encrypted content is moved
to the portable medium, the terminal device can restore
the content before the image conversion by acquiring the
content key.
[0020] Here, the terminal device may be constructed
to delete the content key from the storage area after writ-
ing the content key to the portable medium, and move
the second encrypted content to the portable medium
after deleting the content key from the storage area.
According to this construction, a situation where both the
terminal device and the portable medium hold the en-
crypted content and the content key never occurs during
the content movement operation. Since a situation where
both the terminal device and the portable medium are
simultaneously in the content usable state is avoided,
the user can use the content within specifications.
[0021] Here, the terminal device, after moving the con-
tent key and the second encrypted content to the portable
medium and deleting the content key from the storage
area, may be constructed to read the content key from
the portable medium and store the read content key to
the storage area.
According to this construction, by acquiring the device
key which has been moved to the portable medium, the
terminal device switches from the content unusable state
to the content usable state. The terminal device decrypts
the first encrypted content stored in the storage area us-
ing the extracted device key, thereby obtaining the con-
tent before the conversion.
[0022] Also, the present invention is a content protec-
tion system for transferring a right to use content from a
terminal device to a portable medium while protecting a
copyright of the content, the terminal device storing first
encrypted content, a device key, and a medium key in a
first storage area, the first encrypted content being gen-
erated by encrypting the content, decrypting the first en-
crypted content using the device key to generate the con-
tent, performing an irreversible conversion on the gen-
erated content to generate converted content, encrypting
the converted content using the medium key to generate
second encrypted content, moving the medium key and
the second encrypted content to the portable medium,
and reading the device key from the first storage unit and
writing the read device key to the portable medium, and
deleting the device key from the first storage area, the
portable medium including a second storage area for
storing the device key, the medium key, and the second
encrypted content received from the terminal device, the
terminal device deleting the device key from the first stor-
age area after writing the device key to the second stor-

age area, and moving the medium key and the second
encrypted content to the portable medium after deleting
the device key from the first storage area.
[0023] According to this construction, the terminal de-
vice moves the device key to the portable medium in
addition to the second encrypted content and the medium
key. In this way, the use of the content can be disabled
in a state where the first encrypted content is stored in
the first storage area.
Since the first encrypted content is stored in the first stor-
age area, even after the second encrypted content is
moved to the portable medium, the content before the
image conversion can be restored by acquiring the de-
vice key.
[0024] Here, the content protection system, after the
terminal device writes the device key to the portable me-
dium, deletes the device key from the first storage area,
and moves the medium key and the second encrypted
content to the portable medium, may be constructed such
that the terminal device reads the device key form the
portable medium, and stores the read device key to the
first storage area, the portable medium deletes at least
one of the second encrypted content and the medium
key from the second storage area, and the terminal de-
vice reads the device key from the second storage area
after the portable medium deletes the at least one of the
second encrypted content and the medium key from the
second storage area.
[0025] According to this construction, the portable me-
dium can make the second encrypted content unusable
by deleting at least one of the second encrypted content
and the medium key. Also, since the terminal device
reads the device key after the portable medium makes
the second encrypted content unusable, a situation
where both the terminal device and the portable medium
are simultaneously in the content usable state never oc-
curs. Hence the user can use the content within specifi-
cations.
[0026] Here, the content protection system may be
constructed such that the terminal device stores key in-
formation for encrypting the device key in the first storage
area, encrypts the device key using the key information,
writes the encrypted device key to the second storage
area as the device key, and after writing the encrypted
device key, moves the medium key and the second en-
crypted content to the second storage unit, and the sec-
ond storage area stores the encrypted device key as the
device key.
[0027] According to this construction, the device key
can be written to the portable medium more safely, when
compared with the case where the device key is written
to the portable medium in an unencrypted form. Also, a
situation where both the terminal device and the portable
medium are simultaneously in the content usable state
never occurs, so that the user can use the content within
specifications.
Here, the content protection system, after the terminal
device writes the encrypted device key to the portable
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medium, deletes the device key from the first storage
area, and moves the medium key and the second en-
crypted content to the portable medium, may be con-
structed such that the terminal device reads the encrypt-
ed device key from the second storage area, decrypts
the read encrypted device key using the key information
to generate the device key, and stores the generated
device key to the first storage area, the portable medium
deletes at least one of the second encrypted content and
the medium key from the second storage area, and the
terminal device reads the encrypted device key from the
second storage area after the portable medium deletes
the at least one of the second encrypted content and the
medium key from the second storage area.
[0028] According to this construction, by reading the
encrypted device key which has been moved to the port-
able medium and decrypting it, the terminal device
switches from the content unusable state to the content
usable state. The terminal device decrypts the first en-
crypted content stored in the first storage area using the
device key read from the portable medium, with it being
possible to obtain the content before the conversion.
Since the device key read from the portable medium is
in an encrypted form, the terminal device can read the
device key from the portable medium more safely, when
compared with the case where the device key is read in
an unencrypted form. Also, a situation where both the
terminal device and the portable medium are simultane-
ously in the content usable state never occurs, so that
the user can use the content within specifications.
[0029] Here, the content protection system may be
constructed such that the terminal device embeds the
device key in the converted content to generate key-em-
bedded content, encrypts the key-embedded content us-
ing the medium key to generate the second encrypted
content, deletes the device key from the first storage unit
after embedding the device key in the converted content,
and writes the medium key and the second encrypted
content to the second storage unit after deleting the de-
vice key from the first storage unit.
[0030] According to this construction, the device key
can be moved to the portable medium more safely when
compared with the case where the device key itself is
written to the portable medium. Also, since the second
encrypted content and the medium key for decrypting the
second encrypted content are moved to the portable me-
dium after deleting the device key, a situation where both
the terminal device and the portable medium are simul-
taneously in the content usable state can be avoided.
Hence the user can use the content within specifications.
[0031] Here, the content protection system, after the
terminal device deletes the device key from the first stor-
age area and moves the medium key and the second
encrypted content to the second storage unit, may be
constructed such that the terminal device reads the sec-
ond encrypted content and the medium key from the sec-
ond storage area, decrypts the read second encrypted
content using the read medium key to generate the key-

embedded content, extracts the device key from the key-
embedded content, and stores the extracted device key
to the first storage area, and the portable medium deletes
the second encrypted content and the medium key from
the second storage area after the terminal device reads
the second encrypted content and the medium key from
the second storage area.
[0032] According to this construction, by acquiring the
device key which has been moved to the portable medi-
um, the terminal device switches from the content unus-
able state to the content usable state. The terminal device
decrypts the first encrypted content stored therein using
the extracted device key, to thereby obtain the content
before the conversion. Also, since the portable medium
deletes the second encrypted content and the medium
key, a situation where both the terminal device and the
portable medium are simultaneously in the content usa-
ble state never occurs, so that the user can use the con-
tent within specifications.
[0033] Here, the content protection system may be
constructed to further include a mobile information ter-
minal, the mobile information terminal reading, from the
portable medium in which the device key, the medium
key, and the second encrypted content are stored in the
second storage area, the second encrypted content and
the medium key, decrypting the read second encrypted
content using the read medium key to generate the con-
verted content, and reproducing the converted content.
[0034] According to this construction, the user can re-
produce the second encrypted content which has been
moved from the terminal device to the portable medium,
by using the mobile information terminal.
Here, the content protection system may be constructed
to include another terminal device connected with the
terminal device, the another terminal device reading,
from the portable medium in which the device key, the
medium key, and the second encrypted content are
stored in the second storage area, the device key, the
medium key, and the second encrypted content, deleting
at least one of the read medium key and the read second
encrypted content, and acquiring the first encrypted con-
tent from the terminal device after deleting the at least
one of the medium key and the second encrypted con-
tent, the portable medium moves the device key, the me-
dium key, and the second encrypted content to the an-
other terminal device, and the terminal device transmits
the first encrypted content to the another terminal device,
and deletes the first encrypted content from the first stor-
age area.
[0035] According to this construction, the content can
be moved from the portable medium to another terminal
device without causing a situation where the terminal de-
vice, the portable medium, and the another terminal de-
vice are simultaneously in the content usable state. This
enhances user-friendliness.
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Brief Description of the Drawings

[0036]

FIG. 1 shows a construction of a content protection
system 1.
FIG. 2 is a functional block diagram showing a func-
tional construction of a recording/reproduction de-
vice 10.
FIG. 3 shows information stored in a storage unit
104.
FIG. 4 shows specific examples of a title list output
on a monitor 12.
FIG. 5 is a functional block diagram showing a func-
tional construction of a portable medium 14.
FIG. 6 is a functional block diagram showing a func-
tional construction of a mobile phone 15.
FIG. 7 is a flowchart showing an overall operation of
the content protection system 1.
FIG. 8 is a flowchart showing an operation of moving
content from the recording/reproduction device 10
to the portable medium 14.
FIG. 9 shows data held in the recording/reproduction
device 10 and the portable medium 14, in a process
of moving content from the recording/reproduction
device 10 to the portable medium 14.
FIG. 10 is a flowchart showing an operation of mov-
ing content from the portable medium 14 to the re-
cording/reproduction device 10.
FIG. 11 shows data held in the recording/reproduc-
tion device 10 and the portable medium 14, in a proc-
ess of moving content from the portable medium 14
to the recording/reproduction device 10.
FIG. 12 shows a construction of a content protection
system 1a.
FIG. 13 is a functional block diagram showing a func-
tional construction of a PC 16.
FIG. 14 is a flowchart showing an overall operation
of the content protection system 1a.
FIG. 15 is a flowchart showing an operation of mov-
ing content from the portable medium 14 to the PC
16, continuing to FIG. 16.
FIG. 16 is a flowchart showing the operation of mov-
ing content from the portable medium 14 to the PC
16, continuing from FIG. 15.
FIG. 17 shows a construction of a content protection
system 2 and a functional construction of a record-
ing/reproduction device 20.
FIG. 18 is a flowchart showing an operation of mov-
ing content from the recording/reproduction device
20 to the portable medium 14.
FIG. 19 shows data held in the recording/reproduc-
tion device 10 and the portable medium 14, when
moving content from the recording/reproduction de-
vice 20 to the portable medium 14.
FIG. 20 is a flowchart showing an operation of mov-
ing content from the portable medium 14 to the re-
cording/reproduction device 20.

FIG. 21 shows data held in the recording/reproduc-
tion device 20 and the portable medium 14, in a proc-
ess of moving content from the portable medium 14
to the recording/reproduction device 20.
FIG. 22 shows a construction of a content protection
system 3 and a functional construction of a record-
ing/reproduction device 30.
FIG. 23 is a flowchart showing an operation of mov-
ing content from the recording/reproduction device
30 to the portable medium 14.
FIG. 24 shows data held in the recording/reproduc-
tion device 30 and the portable medium 14, in a proc-
ess of moving content from the recording/reproduc-
tion device 30 to the portable medium 14.
FIG. 25 is a flowchart showing an operation of mov-
ing content from the portable medium 14 to the re-
cording/reproduction device 30.
FIG. 26 shows data held in the recording/reproduc-
tion device 30 and the portable medium 14, in a proc-
ess of moving content from the portable medium 14
to the recording/reproduction device 30.
FIG. 27 is a block diagram showing an overall con-
struction of a copyright protection system according
to the present invention.
FIG. 28 is a functional block diagram in a first em-
bodiment of the present invention.
FIG. 29 is a flowchart showing an operation of re-
cording content in a recording/reproduction device
in the first embodiment of the present invention.
FIG. 30 is a flowchart showing an operation of mov-
ing content from the recording/reproduction device
to a portable medium in the first embodiment of the
present invention.
FIG. 31 shows each data storage state when moving
content from the recording/reproduction device to
the portable medium in the first embodiment of the
present invention.
FIG. 32 shows each data storage state when moving
content from the recording/reproduction device to
the portable medium in the first embodiment of the
present invention.
FIG. 33 is a flowchart showing an operation of mov-
ing content from the portable medium to the record-
ing/reproduction device in the first embodiment of
the present invention.
FIG. 34 shows each data storage state whenmoving
content from the portable medium to the recording/
reproduction device in the first embodiment of the
present invention.
FIG. 35 shows each data storage state when moving
content from the portable medium to the recording/
reproduction device in the first embodiment of the
present invention.
FIG. 36 is a flowchart showing an operation of re-
producing content recorded in the recording/repro-
duction device in the first embodiment of the present
invention.
FIG. 37 is a functional block diagram in the first em-
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bodiment of the present invention.
FIG. 38 is a flowchart showing an operation of re-
cording content in a recording/reproduction device
in a second embodiment of the present invention.
FIG. 39 is a flowchart showing an operation of mov-
ing content from the recording/reproduction device
to a portable medium in the second embodiment of
the present invention.
FIG. 40 shows each data storage state when moving
content from the recording/reproduction device to
the portable medium in the second embodiment of
the present invention.
FIG. 41 shows each data storage state when moving
content from the recording/reproduction device to
the portable medium in the second embodiment of
the present invention.
FIG. 42 is a flowchart showing an operation of mov-
ing content from the portable medium to the record-
ing/reproduction device in the second embodiment
of the present invention.
FIG. 43 shows each data storage state when moving
content from the portable medium to the recording/
reproduction device in the second embodiment of
the present invention.
FIG. 44 shows each data storage state when moving
content from the portable medium to the recording/
reproduction device in the second embodiment of
the present invention.
FIG. 45 is a flowchart showing an operation of re-
producing content recorded in the recording/repro-
duction device in the second embodiment of the
present invention.

Description of Reference Numerals

[0037]

1 content protection system
1a content protection system
2 content protection system
3 content protection system
10 recording/reproduction device
11 content provision device
12 monitor
13 speaker
14 portable medium
15 mobile information terminal
16 PC
20 recording/reproduction device
30 recording/reproduction device
101 content reception unit
102 device recording key storage unit
103 encryption unit
104 storage unit
105 decryption unit
106 reproduction unit
107 conversion unit
108 medium recording key generation unit

109 medium recording key storage unit
110 encryption unit
111 device unique key storage unit
112 encryption/decryption unit
113 write/read unit
114 input unit
115 recording control unit
132 input/output unit
133 recording control unit
134 storage unit
141 input/output unit
142 control unit
143 display
144 key operation unit
145 communication unit
146 antenna
147 microphone
148 speaker
161 input/output unit
162 input unit
163 content storage unit
164 medium recording key storage unit
165 decryption unit
166 transmission/reception unit
167 decryption unit
168 decryption unit
169 encryption unit
170 storage unit
171 device recording key storage unit
172 decryption unit
173 reproduction unit
174 display
175 speaker
2001 key embedment/extraction unit
2002 encryption/decryption unit
3001 content key storage unit
3002 content key area

Best Mode for Carrying out the Invention

<First Embodiment>

[0038] The following describes a content protection
system 1 as a first embodiment of the present invention,
with reference to drawings.

<Construction>

1. Overall System

[0039] FIG. 1 shows a construction of the content pro-
tection system 1. As shown in the drawing, the content
protection system 1 is roughly made up of a recording/
reproduction device 10, a content provision device 11, a
monitor 12, a speaker 13, a portable medium 14, and a
mobile information terminal 15.
[0040] The content protection system 1 has the follow-
ing function. Content which is a digital broadcast program
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broadcast from the content provision device 11 installed
in a broadcast station is received by the recording/repro-
duction device 10, and the received content is recorded
and reproduced by the recording/reproduction device 10.
Also, the content recorded in the recording/reproduction
device 10 is moved to the portable medium 14, and the
moved content is reproduced by the mobile information
terminal 15. Further, the content recorded in the portable
medium 14 is moved back to the recording/reproduction
device 10.

2. Content Provision Device 11

[0041] The content provision device 11 is equipped in
the broadcast station, and broadcasts content which is
a transport stream compression-coded according to
MPEG (Moving Picture Experts Group phase) -2. The
content broadcast from the content provision device 11
is received by an antenna of the recording/reproduction
device 10.

3. Recording/reproduction Device 10

[0042] FIG. 2 is a functional block diagram showing a
functional construction of the recording/reproduction de-
vice 10.
As shown in the drawing, the recording/reproduction de-
vice 10 includes a content reception unit 101, a device
recording key storage unit 102, an encryption unit 103,
a storage unit 104, a decryption unit 105, a reproduction
unit 106, a conversion unit 107, a medium recording key
generation unit 108, a medium recording key storage unit
109, an encryption unit 110, a device unique key storage
unit 111, an encryption/decryption unit 112, a write/read
unit 113, an input unit 114, and a recording control unit
115.
[0043] The recording/reproduction device 10 is a com-
puter system provided with a microprocessor, a ROM, a
RAM, a hard disk unit, and the like. As a specific example,
the recording/reproduction device 10 is assumed here to
be a hard disk recorder.

(1) Content Reception Unit 101
The content reception unit 101 includes the antenna.
The content reception unit 101 receives the content
broadcast from the content provision device 11 via
the antenna, and outputs the received content to the
encryption unit 103. The content received by the con-
tent reception unit 101 is high-image-quality content
which has been compression-coded according to
MPEG-2.

[0044]

(2) Device Recording Key Storage Unit 102
The device recording key storage unit 102 stores
device recording key KHDD in advance. Device re-
cording key KHDD is 128-bit data used as an encryp-

tion key when the encryption unit 103 encrypts the
content which has been transmitted from the content
provision device 11 and received by the content re-
ception unit 101. When the encryption/decryption
unit 112 reads device recording key KHDD, the device
recording key storage unit 102 deletes device re-
cording key KHDD stored therein. Also, when the en-
cryption/decryption unit 112 writes device recording
key KHDD, the device recording key storage unit 102
stores device recording key KHDD again.

[0045]

(3) Encryption Unit 103
The encryption unit 103 receives the content from
the content reception unit 101. This content received
by the encryption unit 103 is MPEG-2 content of a
high image quality. Hereafter, MPEG-2 content is
denoted by "C2", to distinguish it from MPEG-4 con-
tent described later. The encryption unit 103 divides
C2 from the beginning in units of 128 bits, thereby
generating content portions. The generated content
portions are denoted by C2(1), C2(2), C2(3), ... ,
C2(M), respectively.

[0046] Also, the encryption unit 103 reads device re-
cording key KHDD from the device recording key storage
unit 102, and applies encryption algorithm E1 to each
content portion C2(n) (n = 1, 2, ..., , M, the same applies
hereafter) using device recording key KHDD as an en-
cryption key, to generate encrypted content portions
EC2(n). Which is to say, EC2(n) = E1 (C2(n), KHDD) . As
one example, encryption algorithm E1 used by the en-
cryption unit 103 is AEC (Advanced Encryption Stand-
ard).
[0047] The encryption unit 103 stores encrypted con-
tent portions EC2 (1), EC2 (2), EC2 (3), ... , EC2 (M) to the
storage unit 104.

(4) Storage Unit 104
The storage unit 104 is actually a hard disk unit, and
includes an encrypted content area 104a, a content
table area 104b, and a device ID area 104c, as
shown in FIG. 3.

[0048] Upon receiving each encrypted content portion
EC2(n) from the encryption unit 103, the storage unit 104
accumulates these encrypted content portion EC2(n) in
the encrypted content area 104a. Data obtained by ac-
cumulating encrypted content portions EC2 (n) is hereaf-
ter referred to as encrypted content EC2.
As shown in FIG. 3, the encrypted content area 104a
stores a plurality of sets of encrypted content EC21,
EC22, EC23, ... . Here, each subscript is used to identify
a different one of the plurality of sets of encrypted content.
Each set of encrypted content EC2 is given a content ID
for uniquely identifying the encrypted content. The en-
crypted content and its content ID are associated with
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each other in the encrypted content area 104a. In detail,
a content ID of EC21 is "CID_X", a content ID of EC22 is
"CID_A", and a content ID of EC23 is "CID_Y".
[0049] The content table area 104b stores a content
table 120. The content table 120 is a table used for man-
aging information relating to encrypted content EC21,
EC22, EC23, ... stored in the encrypted content area
104a. As can be seen from FIG. 3, the content table 120
contains a plurality of sets of content information 121,
122, 123, ....
[0050] Each set of content information has a content
ID field, a title field, a recording duration field, a usability
field, and a move destination device field. The following
data is written in each field.
The content ID field shows a content ID of the corre-
sponding encrypted content stored in the encrypted con-
tent area 104a. The title field shows a title of the content.
The title of the content can be obtained from an EPG, as
one example. The recording duration field shows a re-
cording duration of the content. The usability field shows
the value 0 or 1. The value 0 indicates the content is
unusable. The value 1 indicates the content is usable.
The move destination device field shows a device ID for
identifying a move destination device if the content has
been moved, and does not show any information if the
content has not been moved.
[0051] Each time new encrypted content is stored in
the encrypted content area 104a, corresponding new
content information is stored in the content table 120.
The content information is generated by the recording
control unit 115 described later.
The device ID area 104c stores a device ID "ID_A" for
uniquely identifying the recording/reproduction device
10. Here, the device ID "ID_A" has been set beforehand.
[0052]

(5) Decryption Unit 105
The decryption unit 105 receives designation of con-
tent and an instruction to move the content from the
input unit 114, and reads the designated encrypted
content from the encrypted content area 104a in the
storage unit 104. In more detail, the decryption unit
105 receives a content ID from the input unit 114,
and reads encrypted content whose content ID
matches the received content ID from the encrypted
content area 104a. Suppose the decryption unit 105
reads encrypted content EC22 having the content ID
"CID_A". In this case, the decryption unit 105 divides
encrypted content EC22 in units of 128 bits from the
beginning, to generate encrypted content portions.
These encrypted content portions are denoted by
EC22

(1), EC22
(2), EC22

(3), ... , EC22
(M).

[0053] The decryption unit 105 also reads device re-
cording key KHDD stored in the device recording key stor-
age unit 102, and applies decryption algorithm D1 to each
encrypted content portion EC22

(n) using device record-
ing key KHDD as a decryption key, to generate content

portions C22
(n). Which is to say, C22

(n) = D1 (EC22
(n),

KHDD). Decryption algorithm D1 used here is an algorithm
for converting ciphertext, which is generated by encryp-
tion according to encryption algorithm E1, to plaintext.
[0054] The decryption unit 105 outputs generated con-
tent portions C22

(1), C22
(2), C22

(3), ... , C22
(M) to the con-

version unit 107.
Also, when reproducing the content, the decryption unit
105 decrypts encrypted content EC2 read from the stor-
age unit 104 using device recording key KHDD, and out-
puts the decrypted content to the reproduction unit 106,
according to an instruction from the reproduction unit
106.
[0055]

(6) Reproduction Unit 106
The reproduction unit 106 receives designation of
content and an instruction to reproduce the content
from the input unit 114, and outputs the received
instruction to the decryption unit 105.
The reproduction unit 106 is actually provided with
an MPEG decoder and the like. The reproduction
unit 106 receives content C2 decrypted by the de-
cryption unit 105, and decodes received content C2
to generate a video signal and an audio signal. The
reproduction unit 106 outputs the video signal to the
monitor 12, and the audio signal to the speaker 13.

[0056] Also, when instructed by the input unit 114, the
reproduction unit 106 reads a title list from the recording
control unit 115, and outputs the read title list to the mon-
itor 12. The title list is GUI data generated based on the
content table 120 stored in the content table area 104b.
The generation of the title list will be described later.
FIGS. 4A and 4B show specific examples of the title list.
Title list 125 shown in FIG. 4A contains title information
126, 127, and 128. Each set of title information has a title
field, a recording duration field, and a usability field. Title
information 126 corresponds to content information 121,
title information 127 corresponds to content information
122, and title information 128 corresponds to content in-
formation 123. The usability field in each set of title in-
formation shows either "s" or "3" . The sign "s" indicates
the content is usable, whereas the sign "3" indicates the
content is unusable. Title list 129 shown in FIG. 4B con-
tains title information 130 and 131, which each has a title
field and a recording duration field. Title information 130
corresponds to content information 121, and title infor-
mation 131 corresponds to content information 123.
Which is to say, title list 129 does not contain information
about unusable content.
[0057] Here, the aforementioned designation of con-
tent to be reproduced and content to be moved may be
made in such a manner that the input unit 114 selects
one set of title information while title list 125 or title list
126 is being displayed on the monitor 12.

(7) Conversion Unit 107
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The conversion unit 107 is actually constituted by a
downconverter for converting MPEG-2 data to
MPEG-4 data, and the like. The conversion unit 107
sequentially receives content portions C2 (n) gener-
ated by the decryption unit 105, and compression-
converts received content portions C2 (n) to MPEG-
4. Hereafter, each content portion converted to
MPEG-4 is denoted by C4 (n).

[0058] As a specific example, the conversion unit 107
receives C22

(1), C22
(2), C22

(3), ... , C22
(M) from the de-

cryption unit 105, and generates C42
(1), C42

(2),
C42

(3), ... , C42
(M). The conversion unit 107 outputs gen-

erated content portions C42
(1), C42

(2), C42
(3), ... , C42

(M)

to the encryption unit 110 in sequence.
Since the conversion from MPEG-2 to MPEG-4 can be
realized by a known technique, its explanation has been
omitted here.
[0059]

(8) Medium Recording Key Generation Unit 108
The medium recording key generation unit 108 is
constituted by a random number generator and the
like, and generates medium recording key KT. Me-
dium recording key KT is 128-bit data used as an
encryption key when the encryption unit 110 per-
forms encryption. The medium recording key gener-
ation unit 108 outputs generated medium recording
key KT to the medium recording key storage unit 109.

[0060]

(9) Medium Recording Key Storage Unit 109
The medium recording key storage unit 109 receives
medium recording key KT from themedium recording
key generation unit 108, and stores received medi-
um recording key KT. After the write/read unit 113
writes medium recording key KT to the portable me-
dium 14, the medium recording key storage unit 109
deletes medium recording key KT stored therein.
(10) Encryption Unit 110
The encryption unit 110 sequentially receives con-
tent portions C4(n) from the conversion unit 107. The
encryption unit 110 also reads device recording key
KT from the medium recording key storage unit 109,
and applies encryption algorithm E2 to each content
portion C4(n) using medium recording key KT as an
encryption key, to generate encrypted content por-
tions EC4(n). Which is to say, EC4(n) = E2 (C4(n),
KT) . Encryption algorithm E2 used by the encryption
unit 110 is AES as one example.

[0061] Suppose the encryption unit 110 sequentially
encrypts content portions C42

(1), C42
(2), C42

(3), ... ,
C42

(M) to generate EC42
(1), EC42

(2), EC42
(3), ... ,

EC42
(M), as a specific example. The encryption unit 110

outputs generated encrypted content portions EC42
(1),

EC42
(2), EC42

(3), ... , EC42
(M) to the write/read unit 113.

[0062]

(11) Device Unique Key Storage Unit 111
The device unique key storage unit 111 holds device
unique key Ka in advance. Device unique key Ka is
56-bit data used for encrypting and decrypting de-
vice recording key KHDD. (12) Encryption/decryption
Unit 112
The encryption/decryption unit 112 reads device re-
cording key KHDD from the device recording key stor-
age unit 102, and also reads device unique key Ka
from the device unique key storage unit 111. The
encryption/decryption unit 112 applies encryption al-
gorithm E3 to device recording key KHDD using de-
vice unique key Ka as an encryption key, to generate
encrypted device recording key EKHDD. The encryp-
tion/decryption unit 112 outputs encrypted device re-
cording key EKHDD to the write/read unit 113, togeth-
er with the device ID "ID_A" read from the device ID
area 104c in the storage unit 104. For example, en-
cryption algorithm E3 is DES.

[0063] Also, upon receiving encrypted device
recording key EKHDD and a device ID from the write/read
unit 113, the encryption/decryption unit 112 judges
whether the received device ID matches the device ID
"ID_A" of the recording/reproduction device 10 stored in
the device ID area 104c.
If the received device ID matches "ID_A", the encryption/
decryption unit 112 reads device unique key Ka from the
device unique key storage unit 111, and applies
decryption algorithm D3 to encrypted device recording
key EKHDD using device unique key Ka as a decryption
key, to generate device recording key KHDD. The
encryption/decryption unit 112 writes generated device
recording key KHDD to the device recording key storage
unit 102.
[0064] If the received device ID does not match "ID_
A", the encryption/decryption unit 112 abandons the re-
ceived device ID and encrypted device recording key
EKHDD. Decryption algorithm D3 used here is an algo-
rithm for converting ciphertext, which is generated by en-
cryption according to encryption algorithm E3, to plain-
text.

(13) Write/read Unit 113
The write/read unit 113 is equipped with a memory
card slot. In a state where the portable medium 14
is inserted in the memory card slot, the write/read
unit 113 writes encrypted content portions EC4 (n)

received from the encryption unit 110, encrypted de-
vice recording key EKHDD and the device ID "ID_A"
received from the encryption/decryption unit 112,
and medium recording key KT received from the me-
dium recording key storage unit 109, to the portable
medium 14. Here, each time the write/read unit 113
receives one encrypted content portion EC4(n) from
the encryption unit 110, the write/read unit 113 writes
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it to the portable medium 14. As a specific example,
the write/read unit 113 writes encrypted content por-
tions EC42

(1), EC42
(2), EC42

(3), ... , EC42
(M) to the

portable medium 14.

[0065] Also, the write/read unit 113 reads encrypted
device recording key EKHDD from the portable medium
14, and outputs encrypted device recording key EKHDD
to the encryption/decryption unit 112.

(14) Input Unit 114
The input unit 114 receives an instruction made by
a user input, and outputs the received instruction to
the decryption unit 105 or the reproduction unit 106.
As a specific example, the input unit 114 can be con-
stituted by a remote control and a remote control
light-receiving unit. Instructions received by the input
unit 114 include a reproduction instruction, a move
instruction, and a title list display instruction.

[0066] The reproduction instruction indicates to de-
crypt encrypted content stored in the storage unit 104
and output the decrypted content to the monitor 12 and
the speaker 13. The move instruction indicates to com-
pression-convert encrypted content stored in the storage
unit 104 and move the compression-converted encrypted
content to the portable medium 14.

(15) Recording Control Unit 115
The recording control unit 115 generates, each time
encrypted content is recorded to the encrypted con-
tent area 104a in the storage unit 104, content infor-
mation corresponding to the recorded encrypted
content, and adds the generated content information
to the content table 120 in the content table area
104b. Also, the recording control unit 115 changes
the usability field of content information correspond-
ing to content which has become unusable as a re-
sult of being moved to the portable medium 14, from
"1" to "0". Further, the recording control unit 15
changes the usability field of content information cor-
responding to content which has become usable as
a result of being moved from the portable medium
14, from "0" to "1".

[0067] Also, the recording control unit 115 generates
the title list from the content table 120. For example, title
list 125 shown in FIG. 4A is generated by the recording
control unit 115. For each set of content information in-
cluded in the content table 120, the recording control unit
115 extracts information written in the title field and the
recording duration field. The recording control unit 115
also sets "s" if the usability field is "1", and "3" if the
usability field is "0". Having done so, the recording control
unit 115 generates title information made up of the title
field, the recording duration field, and the usability field.
The recording control unit 115 generates title list 125
which contains title information corresponding to each

set of content information in the content table 120, and
retains title list 125 therein.
[0068] Here, the recording control unit 115 may in-
stead generate title list 129 shown in FIG. 4B. In this
case, the recording control unit 115 extracts each set of
content information whose usability field is "1", from the
content table 120. For each extracted set of content in-
formation, the recording control unit 115 extracts infor-
mation written in the title field and the recording duration
field, and generates title information made up of the title
field and the recording duration field. The recording con-
trol unit 115 generates title list 129 which contains title
information corresponding to each extracted set of con-
tent information, and retains title list 129 therein.

4. Monitor 12 and Speaker 13

[0069] The monitor 12 and the speaker 13 are actually
realized by a digital television connected to the recording/
reproduction device 10. The monitor 12 receives the vid-
eo signal from the reproduction unit 106, and outputs the
received video signal. The speaker 13 receives the audio
signal from the reproduction unit 106, and outputs the
received audio signal.

5. Portable Medium 14

[0070] FIG. 5 is a functional block diagram showing a
functional construction of the portable medium 14. As
illustrated, the portable medium 14 includes an input/out-
put unit 132, a recording control unit 133, and a storage
unit 134. The storage unit 134 includes an encrypted con-
tent area 134a, a medium recording key area 134b, an
encrypted device recording key area 134c, and a device
ID area 134d.
[0071] The portable medium 14 is a card-type memory
used in a state of being inserted in a memory card slot
of the recording/reproduction device 10 or the mobile in-
formation terminal 15. A specific example of the portable
medium 14 is an SD memory card.
Encrypted content is moved from the recording/repro-
duction device 10 to the portable medium 14, in a state
where the portable medium 14 is inserted in the memory
card slot of the recording/reproduction device 10. The
moved encrypted content is stored in the encrypted con-
tent area 134a. The encrypted content stored in the en-
crypted content area 134a can be reproduced using the
mobile information terminal 15, in a state where the port-
able medium 14 is inserted in the memory card slot of
the mobile information terminal 15. Also, the encrypted
content stored in the encrypted content area 134a can
be moved back to the recording/reproduction device 10,
in a state where the portable medium 14 is inserted in
the recording/reproduction device 10.

(1) Input/output Unit 132
The input/output unit 132 is made up of a connector
pin, an interface driver, and the like, and is an inter-
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face for conducting input/output of data with a device
in which the portable medium 14 is inserted.

[0072] In a state where the portable medium 14 is in-
serted in the memory card slot of the recording/repro-
duction device 10, the input/output unit 132 receives en-
crypted content portions EC4(n), encrypted device re-
cording key EKHDD, the device ID "ID_A", and medium
recording key KT from the write/read unit 113 in the re-
cording/reproduction device 10, and outputs the received
data to the recording control unit 133. Here, each time
the input/output unit 132 receives one encrypted content
portion EC4 (n) from the write/read unit 113, the input/
output unit 132 outputs it to the recording control unit
133. As a specific example, the input/output unit 132 re-
ceives encrypted content portions EC42

(1), EC42
(2),

EC42
(3), ... , EC42

(M). Also, upon receiving encrypted de-
vice recording key EKHDD, the device ID "ID_A", and a
device ID "ID_B" from the recording control unit 133, the
input/output unit 132 outputs received encrypted device
recording key EKHDD, device ID "ID_A", and device ID
"ID_B" to the write/read unit 113.
[0073] In a state where the portable medium 14 is in-
serted in the memory card slot of the mobile information
terminal 15, the input/output unit 132 receives encrypted
content EC4 and medium recording key KT from the re-
cording control unit 133, and outputs received encrypted
content EC4 and medium recording key KT to an input/
output unit 141 in the mobile information terminal 15.

(2) Recording Control Unit 133

(a) When the Portable Medium 14 is Inserted in
the Recording/reproduction Device 10
The recording control unit 133 writes various da-
ta received from the input/output unit 132, to cor-
responding areas in the storage unit 134. In
more detail, the recording control unit 133 writes
encrypted content portions EC4 (n) received
from the input/output unit 132 to the encrypted
content area 134a in sequence, encrypted de-
vice recording key EKHDD and the device ID "ID_
A" to the encrypted device recording key area
134c, and medium recording key KT to the me-
dium recording key area 134b.

[0074] Also, when moving content to the recording/re-
production device 10, the recording control unit 133 de-
letes encrypted content EC4 stored in the encrypted con-
tent area 134a and medium recording key KT stored in
the medium recording key area 134b. Having done so,
the recording control unit 133 reads encrypted device
recording key EKHDD from the encrypted device record-
ing key area 134c, and outputs encrypted device record-
ing key EKHDD to the input/output unit 132.

(b) When the Portable Medium 14 is Inserted in the
Mobile information terminal 15

The recording control unit 133 reads encrypted con-
tent EC4 stored in the encrypted content area 134a
and medium recording key KT stored in the medium
recording key area 134b, and outputs encrypted con-
tent EC4 and medium recording key KT to the input/
output unit 132.

[0075]

(3) Storage Unit 134
The storage unit 134 is actually constituted by a flash
memory.
The encrypted content area 134a stores encrypted
content EC4 which is obtained by accumulating en-
crypted content portions EC4(n) received from the
recording/reproduction device 10 via the recording
control unit 133 and the input/output unit 132. As a
specific example, the encrypted content area 134a
receives and accumulates encrypted content por-
tions EC42

(1), EC42
(2), EC42

(3), ... , EC42
(M) , and

thereby stores encrypted content EC42.

[0076] The medium recording key area 134b stores
medium recording key KT received from the recording/
reproduction device 10 via the recording control unit 133
and the input/output unit 132.
The encrypted device recording key area 134c stores
encrypted device recording key EKHDD received from the
recording/reproduction device 10 via the recording con-
trol unit 133 and the input/output unit 132.
The device ID area 134d stores the device ID "ID_B" for
uniquely identifying the portable medium 14. Here, the
device ID "ID_B" has been set beforehand.

8. Mobile Information Terminal 15

[0077] FIG. 6 is a functional block diagram showing a
functional construction of the mobile information terminal
15. As shown in the drawing, the mobile information ter-
minal 15 includes an input/output unit 141, a control unit
142, a display 143, a key operation unit 144, a commu-
nication unit 145, an antenna 146, a microphone 147,
and a speaker 148. As one example, the mobile infor-
mation terminal 15 is a mobile phone that performs com-
munications using a radio wave.
[0078] The mobile information terminal 15 is a compu-
ter system provided with a CPU, a ROM, a RAM, a mem-
ory card slot, and the like.
The input/output unit 141 is constituted by the memory
card slot and the like. In a state where the portable me-
dium 14 is inserted in the memory card slot, the input/
output unit 141 reads encrypted content EC4 stored in
the encrypted content area 134a and medium recording
key KT stored in the medium recording key area 134b,
and outputs encrypted content EC4 and medium record-
ing key KT to the control unit 142.
[0079] The control unit 142 receives encrypted content
EC4 and medium recording key KT from the input/output
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unit 141, and divides encrypted content EC4 from the
beginning into 128-bit encrypted content portions EC4(n).
The control unit 142 applies decryption algorithm D2 to
each encrypted content portion EC4(n) using medium re-
cording key KT as a decryption key, to thereby obtain
content portions C4(n). Which is to say, C4(n) = D2
(EC4(n), KT). Decryption algorithm D2 used by the control
unit 142 here is an algorithm for converting ciphertext,
which is generated by encryption according to encryption
algorithm E2, to plaintext.
[0080] As a specific example, it is supposed here that
the control unit 142 sequentially decrypts encrypted con-
tent portions EC42

(1), EC42
(2), EC42

(3), EC42
(M) to there-

by generate C42
(1), C42

(2), C42
(3), ... , C42

(M).
The control unit 142 then sequentially decodes content
portions C42

(n), to generate a video signal and an audio
signal. The control unit 142 outputs the video signal to
the display 143, and the audio signal to the speaker 148.
[0081] The key operation unit 144, the communication
unit 145, the antenna 146, the microphone 147, and the
speaker 148 have general functions of a mobile phone
such as telephone calls and e-mail transmission/recep-
tion. These construction elements can be realized by
known techniques and so their explanation has been
omitted here.

<Operations>

[0082] Operations of the content protection system 1
are described below, using flowcharts and the like shown
in FIGS. 7 to 11.

1. Overall Operation of the System

[0083] FIG. 7 is a flowchart showing an overall opera-
tion of the content protection system 1 and a state of
each device during the operation.
The content provision device 11 broadcasts content (step
S1). The recording/reproduction device 10 receives the
content via the antenna (step S2). At this time, the re-
cording/reproduction device 10 is in a content usable
state (step S3).
[0084] The recording/reproduction device 10 which is
in the content usable state stores encrypted content EC2
generated by encrypting the content, which has been
compression-coded according to MPEG-2, using device
recording key KHDD. The recording/reproduction device
10 decrypts encrypted content EC2 using device record-
ing key KHDD to generate content C2, and outputs content
C2 to the monitor 12 and the speaker 13. The monitor
12 and the speaker 13 reproduce content C2 (step S11).
[0085] The recording/reproduction device 10 which is
in the content usable state (step S3) transfers a right to
use the content to the portable medium 14, by moving
the content to the portable medium 14 inserted in the
memory card slot of the recording/reproduction device
10 (step S4). Having moved the content to the portable
medium 14, the recording/reproduction device 10 enters

a content unusable state (step S5).
The portable medium 14 to which the content has been
moved from the recording/reproduction device 10 enters
the content usable state (step S6).
[0086] The portable medium 14 which is in the content
usable state stores encrypted content EC4, medium
recording key KT, and encrypted device recording key
EKHDD. Encrypted content EC4 is generated by
encrypting content C4, which has been compression-
coded according to MPEG-4, using medium recording
key KT.
The portable medium 14 is inserted in the memory card
slot of the mobile information terminal 15, and outputs
encrypted content EC4 and medium recording key KT to
the mobile information terminal 15. The mobile
information terminal 15 decrypts encrypted content EC4
using medium recording key KT, and reproduces content
C4 (step S12).
[0087] Following this, the portable medium 14 is insert-
ed in the memory card slot of the recording/reproduction
device 10, and transfers the content use right to the re-
cording/reproduction device 10 by moving the content to
the recording / reproduction device 10 (step S7). Hav-
ingmoved the content to the recording/reproduction de-
vice 10, the portable medium 14 enters the content un-
usable state (step S8).
The recording/reproduction device 10 to which the con-
tent has been moved from the portable medium 14 enters
the content usable state (step S9). The recording/repro-
duction device 10 which is in the content usable state
outputs content C2 to the monitor 12 and the speaker
13, and the monitor 12 and the speaker 13 reproduce
content C2 (step S11).

2. Operation of Transferring the Content Use Right from
the Recording/reproduction Device 10 to the Portable
Medium 14

[0088] FIG. 8 is a flowchart showing an operation of
moving content from the recording/reproduction device
10 to the portable medium 14. This operation is a detailed
operation of step S4 in FIG. 7.
The medium recording key generation unit 108 in the
recording/reproduction device 10 generates medium re-
cording key KT (step S101), and stores generated medi-
um recording key KT to the medium recording key storage
unit 109.
[0089] Next, the recording/reproduction device 10 di-
vides encrypted content EC2 stored in the encrypted con-
tent area 104a in the storage unit 104, into encrypted
content portions EC2(n). The recording/reproduction de-
vice 10 then iterates steps S102 to S112 for each of n =
1, 2, ... , M. Likewise, the portable medium 14 iterates
step S107 to S109 for each of n = 1, 2, ... , M.
[0090] First, the decryption unit 105 in the recording/
reproduction device 10 decrypts encrypted content por-
tion EC2(n) using device recording key KHDD, to generate
content portion C2(n) (step S103). Next, the conversion
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unit 107 downconverts MPEG-2 content portion C2 (n) to
MPEG-4 content portion C4(n) (step S104). Following
this, the encryption unit 110 encrypts content portion
C4(n) using medium recording key KT, to generate en-
crypted content portion EC4(n) (step S105) .
[0091] The write/read unit 113 outputs encrypted con-
tent portion EC4 (n) to the portable medium 14. The input/
output unit 132 in the portable medium 14 receives en-
crypted content portion EC4(n) (step S106). The record-
ing control unit 133 in the portable medium 14 receives
encrypted content portion EC4(n) via the input/output unit
141, and writes encrypted content portion EC4(n) to the
encrypted content area 134a in the storage unit 134. The
encrypted content area 134a stores encrypted content
portion EC4 (n) (step S108). As a result of accumulating
each encrypted content portion EC4 (n) in the encrypted
content area 134a, encrypted content EC4 is obtained
in the portable medium 14 (step S110).
[0092] After the output of step S106, the recording/
reproduction device 10 deletes encrypted content portion
EC4 (n) (step S111). Once the iteration has completed
for all of n = 1, 2, ... , M (step S112), the encryption/de-
cryption unit 112 reads device recording key KHDD from
the device recording key storage unit 102, and device
unique key Ka from the device unique key storage unit
111. The encryption/decryption unit 112 encrypts device
recording key KHDD using device unique key Ka as an
encryption key, to generate encrypted device recording
key EKHDD (step S113).
[0093] Following this, the encryption/decryption unit
112 reads ID_A from the device ID area 104c in the stor-
age unit 104 (step S114), and outputs ID_A to the write/
read unit 113 together with encrypted device recording
key EKHDD generated in step S113. The write/readunit
113 outputs encrypted device recording key EKHDD and
ID_A to the portable medium 14. The input/output unit
132 in the portable medium 14 receives encrypted device
recording key EKHDD and ID_A (step S115).
[0094] The recording control unit 133 in the portable
medium 14 writes EKHDD and ID_A to the encrypted de-
vice recording key area 134c. The encrypted device re-
cording key area 134c stores EKHDD and ID_A (step
S116).
After the output in step S115, the recording/reproduction
device 10 deletes device recording key KHDD from the
device recording key storage unit 102 (step S117). Next,
the write/read unit 113 reads medium recording key KT
from the medium recording key storage unit 109 (step
S118), and outputs read medium recording key KT to the
portable medium 14. The input/output unit 132 in the port-
able medium 14 receives medium recording key KT (step
S119).
[0095] The recording control unit 133 in the portable
medium 14 writes medium recording key KT to the me-
dium recording key area 134b. The medium recording
key area 134b stores medium recording key KT (step
S120). After the output in step S119, the recording/re-
production device 10 deletes medium recording key KT

from the medium recording key storage unit 109 (step
S121).
Having written medium recording key KT to the medium
recording key area 134b, the recording control unit 133
in the portable medium 14 reads ID_B from the device
ID area 134d (step S122), and outputs ID_B to the re-
cording/reproduction device 10 via the input/output unit
132. The write/read unit 113 in the recording/reproduc-
tion device 10 receives ID_B (step S123).
[0096] The write/read unit 113 outputs ID_B to the re-
cording control unit 115. The recording control unit 115
receives ID_B, specifies content information correspond-
ing to the moved content in the content table 120 stored
in the content table area 104b in the storage unit 104,
and writes ID_B to the move destination device field of
the specified content information (step S124).
[0097] FIG. 9 shows data held in the recording/repro-
duction device 10 and the portable medium 14, in the
process of moving content from the recording/reproduc-
tion device 10 to the portable medium 14.
FIG. 9A shows data held in the recording/reproduction
device 10 and the portable medium 14, before the content
movement operation.
[0098] In the recording/reproduction device 10, the
encrypted content area 104a stores encrypted MPEG-2
content EC2, the medium recording key storage unit 109
stores medium recording key KT, and the device
recording key storage unit 102 stores device recording
key KHDD.
In the portable medium 14, the encrypted content area
134a, the medium recording key area 134b, and the
encrypted device recording key area 134c do not hold
any data.
[0099] At this time, the recording/reproduction device
10 is in the content usable state, and can use the MPEG-
2 content. The portable medium 14 does not hold the
content and so is in the content unusable state.
FIG. 9B shows data held in the recording/reproduction
device 10 and the portable medium 14, at a point where
the writing of encrypted content EC4 to the portable me-
dium 14 ends.
[0100] In the recording/reproduction device 10, the
encrypted content area 104a stores encrypted MPEG-2
content EC2, the medium recording key storage unit 109
stores medium recording key KT, and the device
recording key storage unit 102 stores device recording
key KHDD.
In the portable medium 14, the encrypted content area
134a stores encrypted MPEG-4 content EC4, whilst the
medium recording key area 134b and the encrypted
device recording key area 134c do not hold any data.
[0101] At this time, the recording/reproduction device
10 is in the content usable state, and can use the MPEG-
2 content. The portable medium 14 holds encrypted
MPEG-4 content EC4 but does not hold medium record-
ing key KT for decrypting encrypted MPEG-4 content
EC4, and so is in the content unusable state.
FIG. 9C shows data held in the recording/reproduction
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device 10 and the portable medium 14, at a point where
the movement of device recording key KHDD to the port-
able medium 14 ends.
[0102] In the recording/reproduction device 10, the en-
crypted content area 104a stores encrypted MPEG-2
content EC2, the medium recording key storage unit 109
stores medium recording key KT, and the device record-
ing key storage unit 102 does not hold any data.
In the portable medium 14, the encrypted content area
134a stores encryptedMPEG-4 content EC4, the medi-
um recording key area 134b does not hold any data, and
the encrypted device recording key area 134c stores en-
crypted device recording key EKHDD.
[0103] At this time, the recording/reproduction device
10 holds the encrypted MPEG-2 content but does not
hold device recording key KHDD for decrypting the en-
crypted MPEG-2 content, and so is in the content unus-
able state. The portable medium 14 holds the encrypted
MPEG-4 content but does not holdmediumrecording key
KT for decrypting the encrypted MPEG-4 content, and so
is in the content unusable state.
FIG. 9D shows data held in the recording/reproduction
device 10 and the portable medium 14, at a point where
the content movement operation ends.
[0104] In the recording/reproduction device 10, the en-
crypted content area 104a stores encrypted MPEG-2
content EC2, whilst the medium recording key storage
unit 109 and the device recording key storage unit 102
do not hold any data.
In the portable medium 14, the encrypted content area
134a stores encrypted MPEG-4 content EC4, the medi-
um recording key area 134b stores medium recording
key KT, and the encrypted device recording key area
134c stores encrypted device recording key EKHDD.
[0105] At this time, the recording/reproduction device
10 holds encryptedMPEG-2 content EC2 but does not
hold device recording key KHDD for decrypting encrypted
MPEG-2 content EC2, and so is in the content unusable
state. The portable medium 14 holds encrypted MPEG-
4 content EC4 and medium recording key KT for decrypt-
ing encrypted MPEG-4 content EC4, and so is in the
content usable state.

3. Operation of Transferring the Content Use Right from
the Portable Medium 14 to the Recording/reproduction
Device 10

[0106] FIG. 10 is a flowchart showing an operation of
moving content from the portable medium 14 to the re-
cording/reproduction device 10. This operation is a de-
tailed operation of step S7 shown in FIG. 7.
[0107] The recording control unit 133 in the portable
medium 14 deletes medium recording key KT from the
medium recording key area 134b in the storage unit 134
(step S131), and further deletes encrypted content EC4
from the encrypted content area 134a in the storage unit
134 (step S132).
Next, the recording control unit 133 reads encrypted de-

vice recording key EKHDD and the device ID "ID_A" from
the encrypted device recording key area 134c in the stor-
age unit 134 (step S133), and outputs encrypted device
recording key EKHDD and ID_A to the recording/repro-
duction device 10 via the input/output unit 132. The write/
read unit 113 in the recording/reproduction device 10 re-
ceives encrypted device recording key EKHDD and ID_A
(step S134), and outputs encrypted device recording key
EKHDD and ID_A to the encryption/decryption unit 112.
[0108] The encryptson/decryption unit 112 checks
whether the received device ID "ID_A" matches the
device ID of the recording/reproduction device 10 (step
S135). If the two device IDs do not match (step S136:
NO), the write/read unit 113 abandons the received
device ID "ID_A" and encrypted device recording key
EKHDD. After this, the recording/reproduction device 10
performs error handling such as outputting an error
message to the monitor 12 (step S137).
[0109] If the received device ID "ID_A" matches the
device ID of the recording/reproduction device 10 (step
S136: YES), the encryption/decryption unit 112 reads
device unique key Ka from the device unique key storage
unit 111, and decrypts encrypted device recording key
EKHDD using device unique key Ka as an encryption key,
to generate device recording key KHDD (step S138).
The encryption/decryption unit 112 writes generated de-
vice recording key KHDD to the device recording key stor-
age unit 102. The device recording key storage unit 102
stores device recording key KHDD (step S139).
[0110] Once device recording key KHDD has been
stored in the device recording key storage unit 102, the
recording control unit 133 in the portable medium 14 de-
letes encrypted device recording key EKHDD and the de-
vice ID "ID_A" stored in the encrypted device recording
key area 134c (step S140).
FIG. 11 shows data held in the recording/reproduction
device 10 and the portable medium 14, in the process of
moving content from the portable medium 14 to the re-
cording/reproduction device 10.
[0111] FIG. 11A shows data held in the recording/re-
production device 10 and the portable medium 14 before
the content movement operation. The state shown in FIG.
11A is the same as that shown in FIG. 9D. That is, the
recording/reproduction device 10 holds encrypted
MPEG-2 content EC2 but does not hold device recording
key KHDD for decrypting encrypted MPEG-2 content EC2,
and so is in the content unusable state. The portable
medium 14 holds encrypted MPEG-4 content EC4 and
medium recording key KT for decrypting encrypted
MPEG-4 content EC4, and so is in the content usable
state.
[0112] FIG. 11B shows data held in the recording/re-
production device 10 and the portable medium 14, at a
point where the deletion of encrypted content EC4 and
medium recording key KT ends.
In the recording/reproduction device 10, the encrypted
content area 104a stores encrypted MPEG-2 content
EC2, whilst the medium recording key storage unit 109
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and the device recording key storage unit 102 do not hold
any data.
[0113] In the portable medium 14, the encrypted con-
tent area 134a and the medium recording key area 134b
do not hold any data, whilst the encrypted device record-
ing key area 134c holds encrypted device recording key
EKHDD.
At this time, the recording/reproduction device 10 holds
encrypted MPEG-2 content EC2 but does not hold device
recording key KHDD for decrypting encrypted MPEG-2
content EC2, and so is in the content unusable state. The
portable medium 14 does not hold the content, and so is
in the content unusable state.
[0114] FIG. 11C shows data held in the recording/re-
production device 10 and the portable medium 14, at a
point where the content movement operation ends.
In the recording/reproduction device 10, the encrypted
content area 104a stores encrypted MPEG-2 content
EC2, the medium recording key storage unit 109 does
not hold any data, and the device recording key storage
unit 102 stores device recording key KHDD.
[0115] In the portable medium 14, the encrypted con-
tent area 134a, the medium recording key area 134b,
and the encrypted device recording key area 134c do not
hold any data.
At this time, the recording/reproduction device 10 is in
the content usable state, and can use the MPEG-2 con-
tent of a high image quality. Meanwhile, the portable me-
dium 14 is in the content unusable state.
Though this embodiment describes a construction in
which, when moving content from the portable medium
14 to the recording/reproduction device 10, first the re-
cording control unit 133 in the portable medium 14 de-
letes medium recording key KT in step S131 in FIG. 10,
but the present invention is not limited to this construc-
tion.
[0116] For instance, the following modification is ap-
plicable. When moving content from the portable medium
14 to the recording/reproduction device 10, the record-
ing/reproduction device 10 reads the device ID stored in
the encrypted device recording key area 134c in the port-
able medium 14, and checks whether the read device ID
matches the device ID of the recording/reproduction de-
vice 10, in order to judge whether the content to be moved
is the content which the recording/reproduction device
10 itself has moved to the portable medium 14.
[0117] If the two device IDs match and the recording/
reproduction device 10 judges that the content to be
moved is the content which the recording/reproduction
device 10 itself has moved to the portable medium 14,
the recording/reproduction device 10 notifies the portable
medium 14 of the judgment result. Upon receiving the
notification, the portable medium 14 performs step S131
onward.
If the two device IDs do not match and the recording/
reproduction device 10 judges that the content to be
moved is not the content which the recording/reproduc-
tion device 10 itself has moved to the portable medium

14, the recording/reproduction device 10 notifies the port-
able medium 14 of the judgment result. Upon receiving
the notification, the portable medium 14 terminates the
content movement operation.
[0118] Alternatively, instead of deleting medium re-
cording key KT in step S131, medium recording key KT
may be temporarily disabled by, for example, inverting a
specific bit of medium recording key KT or moving medi-
um recording key KT to a temporary save folder. In this
case, if the judgment in step S136 is YES, deletion of
medium recording key KT which has been temporarily
disabled is performed along with step S140. If the judg-
ment in step S136 is NO, medium recording key KT which
has been temporarily disabled is enabled as the error
handling of step S137.

<Modifications>

[0119] The following describes a content protection
system 1a as a modification to the first embodiment. FIG.
12 shows a system construction of the content protection
system 1a. As illustrated, the content protection system
1a is roughly made up of the recording/reproduction de-
vice 10, the content provision device 11, the monitor 12,
the speaker 13, the portable medium 14, the mobile in-
formation terminal 15, and a PC 16.
[0120] The content protection system 1a has a con-
struction in which the PC 16 has been added to the con-
tent protection system 1. The recording/reproduction de-
vice 10 and the PC 16 are connected via a cable.
The content protection system 1a further moves content
which has been moved from the recording/reproduction
device 10 to the portable medium 14, from the portable
medium 14 to the PC 16.
The content provision device 11, the monitor 12, the
speaker 13, the portable medium 14, and the mobile in-
formation terminal 15 are the same as those in the con-
tent protection system 1, so that their explanation has
been omitted here.

1. Construction of the Recording/reproduction Device 10

[0121] The recording/reproduction device 10 is con-
nected with the PC 16, as mentioned earlier. The record-
ing/reproduction device 10 includes a transmission/re-
ception unit for performing data transmission/reception
and the like with the PC 16, in addition to the construction
elements shown in the functional block diagram of FIG.
2. The transmission/reception unit in the recording/repro-
duction device 10 reads data stored in the storage unit
104 and the device unique key storage unit 111, and
transmits the read data to the PC16. The transmission/
reception unit also checks a device ID received from the
PC 16.

2. Construction of the PC 16

[0122] FIG. 13 is a functional block diagram showing
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a functional construction of the PC 16. As shown in the
drawing, the PC 16 includes an input/output unit 161, an
input unit 162, a content storage unit 163, a medium re-
cording key storage unit 164, a decryption unit 165, a
transmission/reception unit 166, a decryption unit 167, a
decryption unit 168, an encryption unit 169, a storage
unit 170, a device recording key storage unit 171, a de-
cryption unit 172, a reproduction unit 173, a display 174,
and a speaker 175.
[0123] The PC 16 is actually a computer system pro-
vided with a microprocessor, a ROM, a RAM, a hard disk
unit, a display, a keyboard, a mouse, and the like. Here,
the PC 16 and the recording/reproduction device 10 are
connected via a cable.

(1) Input/output Unit 161
The input/output unit 161 is a memory card interface
provided with a memory card slot, an interface driver,
and the like. The input/output unit 161 reads data
from the portable medium 14, in a state where the
portable medium 14 is inserted in the memory card
slot.

[0124] In detail, upon receiving a signal for reading
content from the input unit 162, the input/output unit 161
reads encrypted content EC4 which has been
compression-coded according to MPEG-4, from the
encrypted content area 134a in the portable medium 14.
The input/output unit 161 writes read encrypted content
EC4 to the content storage unit 163. Also, the input/
output unit 161 reads medium recording key KT from the
medium recording key area 134b in the portable medium
14, and writes medium recording key KT to the medium
recording key storage unit 164. Further, the input/output
unit 161 reads encrypted device recording key EKHDD
from the encrypted device recording key area 134c in the
portable medium 14, and outputs encrypted device
recording key EKHDD to the decryption unit 167.
[0125]

(2) Input Unit 162
The input unit 162 is constituted by the keyboard,
the mouse, and the like, and receives a request
made by the user operating the keyboard and the
mouse. The input unit 162 generates a signal corre-
sponding to the received request, and outputs the
generated signal to the input/output unit 161, the de-
cryption unit 165, or the reproduction unit 173.

[0126]

(3) Content Storage Unit 163
The content storage unit 163 stores encrypted
MPEG-4 content EC4 read from the portable medi-
um 14 by the input/output unit 161.
(4) Medium Recording Key Storage Unit 164
The medium recording key storage unit 164 stores
medium recording key KT read from the portable me-

dium 14 by the input/output unit 161.

[0127]

(5) Decryption Unit 165
The decryption unit 165, upon receiving a signal to
reproduce the MPEG-4 content from the input unit
162, reads encrypted content EC4 from the content
storage unit 163 and medium recording key KT from
the medium recording key storage unit 164.
The decryption unit 165 divides encrypted content
EC4 from the beginning in units of 128 bits, to gen-
erate encrypted content portions EC4(n).

[0128] The decryption unit 165 applies decryption al-
gorithm D2 to each encrypted content portion EC4 (n) us-
ing medium recording key KT as a decryption key, to gen-
erate content portions C4 (n). The decryption unit 165
then outputs content portions C4 (n) sequentially to the
reproduction unit 173.

(6) Transmission/reception Unit 166
The transmission/reception unit 166 includes a cable
connector and the like, and receives encrypted con-
tent EC2 which has been compression-coded ac-
cording to MPEG-2 and device unique key Ka from
the recording/reproduction device 10 to which the
PC 16 is connected via the cable. The transmission/
reception unit 166 outputs encrypted content EC2 to
the decryption unit 168, and device unique key Ka
to the decryption unit 167.

[0129]

(7) Decryption Unit 167
The decryption unit 167 receives encrypted device
recording key EKHDD read from the portable medium
14 by the input/output unit 161, and device unique
key Ka from the recording/reproduction device 10
via the transmission/reception unit 166.
The decryption unit 167 applies decryption algorithm
D3 to encrypted device recording key EKHDD using
device unique key Ka as a decryption key, to gener-
ate device recording key KHDD. The decryption unit
167 outputs device recording key KHDD to the de-
cryption unit 168. Here, decryption algorithm D3 is
an algorithm for converting ciphertext, which is gen-
erated by encryption according to encryption algo-
rithm E3, to plaintext.

[0130]

(8) Decryption Unit 168
The decryption unit 168 receives encrypted content
EC2 from the recording/reproduction device 10 via
the transmission/reception unit 166, and device re-
cording key KHDD from the decryption unit 167.
The decryption unit 168 divides encrypted content
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EC2 from the beginning into 128-bit encrypted con-
tent portions EC2(n). The decryption unit applies de-
cryption algorithm D1 to each encrypted content por-
tion EC2 (n) using device recording key KHDD as a
decryption key, to generate content portions C2(n).
The decryption unit 168 sequentially outputs content
portions C2(n) to the encryption unit 169.

[0131]

(9) Encryption Unit 169
The encryption unit 169 receives content portions
C2(n) from the decryption unit 168.
The encryption unit 103 also reads device recording
key KPC from the device recording key storage unit
171. The encryption unit 103 applies encryption al-
gorithm E1 to each content portion C2(n) using device
recording key KPC as an encryption key, to generate
encrypted content portions EC2(n). Which is to say,
EC2(n) = E1 (C2 (n), KPC).

[0132] The encryption unit 169 stores encrypted con-
tent portions EC2 (n) to the storage unit 170.

(10) Storage Unit 170
The storage unit 170 stores encrypted content EC2
which is obtained by accumulating encrypted con-
tent portions EC2(n) output from the encryption unit
169.

[0133]

(11) Device Recording Key Storage Unit 171
The device recording key storage unit 171 stores
device recording key KPC in advance. Device record-
ing key KPC is 128-bit data that is used as an en-
cryption key by the encryption unit 169 and also used
as a decryption key by the decryption unit 172.
(12) Decryption Unit 172
The decryption unit 172 reads encrypted content
EC2 from the storage unit 170, and divides encrypted
content EC2 from the beginning in units of 128 bits,
thereby generating encrypted content portions
EC2(n).

[0134] Also, the decryption unit 172 reads device re-
cording key KPC stored in the device recording key stor-
age unit 171, and applies decryption algorithm D1 to each
encrypted content portion EC2(n) using device recording
key KPC as a decryption key, to generate content portions
C2(n). Which is to say, C2(n) = D1 (EC2(n), KPC). Here,
decryption algorithm D1 is an algorithm for converting
ciphertext, which is generated by encryption according
to encryption algorithm E1, to plaintext.
[0135] The decryption unit 172 sequentially outputs
content portions C2(n) to the reproduction unit 173.

(13) Reproduction Unit 173

The reproduction unit 173 is provided with an MPEG-
2 decoder and an MPEG-4 decoder.
Upon receiving content C4 which has been compres-
sion-coded according to MPEG-4 from the decryp-
tion unit 165, the reproduction unit 173 decodes con-
tent C4 using the MPEG-4 decoder, to generate a
video signal and an audio signal.

[0136] Upon receiving content C2 which has been
compression-coded according to MPEG-2 from the de-
cryption unit 172, the reproduction unit 173 decodes con-
tent C2 using the MPEG-2 decoder, to generate a video
signal and an audio signal.
The reproduction unit 173 outputs the generated video
signal to the display 174, and the generated audio signal
to the speaker 175.
[0137]

(14) Display 174 and Speaker 175
The display 174 receives the video signal from the
reproduction unit 173, and outputs the video signal.
The speaker 175 receives the audio signal from the
reproduction unit 173, and outputs the audio signal.

3. Operation of the Operation of the Entire System

[0138] The following describes an overall operation of
the content protection system 1a and a state of each
device in the operation, using flowcharts shown in FIGS.
7 and 14.
[0139] First, in steps S1 to S6 shown in FIG. 7, the
content protection system 1a operates in the same way
as the content protection system 1. Step S6 is followed
by the procedure shown in FIG. 14.
A content use right transfer operation is performed be-
tween the recording/reproduction device 10 which is in
the content unusable state (step S5), the portable medi-
um 14 which is in the content usable state (step S6), and
the PC 16 (step S13).
[0140] The recording/reproduction device 10 remains
in the content unusable state (step S14). Also, as a result
of moving the content, the portable medium 14 enters
the content unusable state (step S15). Meanwhile, the
PC 16 to which the content has been moved is in the
content usable state (step S16).
The recording/reproduction device 10 which is in the con-
tent usable state outputs and reproduces the content
(step S17).

4. Content Use Right Transfer Operation

[0141] The operation of transferring the content use
right from the portable medium 14 to the PC 16 is de-
scribed below, using flowcharts shown in FIGS. 15 and
16. This operation is a detailed operation of step S13
shown in FIG. 14.
In a state where the portable medium 14 is inserted in
the memory card slot of the PC 16, the input/output unit
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161 in the PC 16 receives a move request made by the
user operating the input unit 162 (step S151). Having
received the move request, the input/output unit 161 out-
puts a content read instruction to the portable medium
14 (step S152).
[0142] The recording control unit 133 in the portable
medium 14 receives the content read instruction via the
input/output unit 132. The recording control unit 133 re-
sponsively reads encrypted content EC4 from the en-
crypted content area 134a (step S153), and outputs en-
crypted content EC4 to the PC 16 via the input/output
unit 132. The input/output unit 161 in the PC 16 receives
encrypted content EC4 (step S154). The input/output unit
161 writes received encrypted content EC4 to the content
storage unit 163. The content storage unit 163 stores
encrypted content EC4 (step S155).
[0143] After the output of encrypted content EC4 to the
PC 16 in step S154, the recording control unit 133 deletes
encrypted content EC4 from the encrypted content area
134a (step S156) .
Next, the recording control unit 133 reads medium re-
cording key KT from the medium recording key area 134b
(step S157), and outputs medium recording key KT to
the PC 16 via the input/output unit 132. The input/output
unit 161 in the PC 16 receives medium recording key KT
(step S158). The input/output unit 161 writes received
medium recording key KT to the medium recording key
storage unit 164. The medium recording key storage unit
164 stores medium recording key KT (step S159) . The
recording control unit 133 in the portable medium 14 then
deletes medium recording key KT from the medium re-
cording key area 134b (step S160).
[0144] After the output of medium recording key KT to
the PC 16 in step S158, the recording control unit 133
reads encrypted device recording key EKHDD and ID_A
from the encrypted device recording key area 134c (step
S161), and outputs encrypted device recording key
EKHDD and ID_A to the PC 16 via the input/output unit
132. The input/output unit 161 in the PC 16 receives
encrypted device recording key EKHDD and ID_A (step
S162). The input/output unit 161 outputs encrypted
device recording key EKHDD to the decryption unit 167.
The decryption unit 167 receives encrypted device
recording key EKHDD and stores it therein (step S163).
The input/output unit 161 also outputs ID_A to the
transmission/reception unit 166.
[0145] Meanwhile, the recording control unit 133 in the
portable medium 14 deletes encrypted device recording
key EKHDD and ID_A from the encrypted device record-
ing key area 134c (step S164).
Note here that during the period from steps S159 to S163,
the PC 16 can use the MPEG-4 content.
The PC 16 deletes encrypted content EC4 stored in the
content storage unit 163 and medium recording key KT
stored in the medium recording key storage unit 164 (step
S165). After ensuring that encrypted content EC4 and
medium recording key KT have been deleted, the PC 16
requests the MPEG-2 content from the recording/repro-

duction device 10 via the transmission/reception unit 166
(step S166).
[0146] In detail, the transmission/reception unit 166
transmits a signal for requesting the MPEG-2 content
and the device ID "ID_A" received from the input/output
unit 161, to the recording/reproduction device 10. The
transmission/reception unit in the recording/reproduction
device 10 receives the signal for requesting the MPEG-
2 content and the device ID "ID_A" (step S167).
The transmission/reception unit in the recording/repro-
duction device 10 reads the device ID from the device
ID area 104c in the storage unit 104, and checks whether
the read device ID matches the received device ID "ID_
A" (step S168). If the two device IDs do not match (step
S169: NO), the transmission/reception unit abandons the
received device ID "ID_A", and notifies the PC 16 of an
error (step S170).
[0147] If the two device IDs match (step S169: YES),
the transmission/reception unit reads encrypted content
EC2 from the encrypted content area 104a in the storage
unit 104, and also reads device unique key Ka from the
device unique key storage unit 111 (step S171). The
transmission/reception unit transmits encrypted content
EC2 and device unique key Ka to the PC 16. The trans-
mission/reception unit 166 in the PC 16 receives encrypt-
ed content EC4 and device unique key Ka (step S172).
After this, the recording/reproduction device 10 deletes
encrypted content EC2 and device unique key Ka (step
S173).
[0148] The transmission/reception unit 166 in the PC
16 outputs received device unique key Ka to the decryp-
tion unit 167. The decryption unit 167 decrypts encrypted
device recording key EKHDD using device unique key Ka
to generate device recording key KHDD (step S181). The
decryption unit 167 outputs generated device recording
key KHDD to the decryption unit 168.
Also, the transmission/reception unit 166 outputs re-
ceived encrypted content EC to the decryption unit 168.
The decryption unit 168 divides received encrypted con-
tent EC2 from the beginning into 128-bit encrypted con-
tent portions EC2(n).
[0149] Next, an iteration of steps S182 to S186 is per-
formed for each of n = 1, 2, ... , M. The decryption unit
168 decrypts encrypted content portion EC2(n) using de-
vice recording key KHDD to generate content portion C2(n)

(step S183). The decryption unit 168 outputs generated
content portion C2(n) to the encryption unit 169. The en-
cryption unit 169 reads device recording key KPC from
the device recording key storage unit 171, and encrypts
content portion C2(n) using read device recording key
KPC as an encryption key to generate encrypted content
portion EC2(n) (step S184).
[0150] The encryption unit 169 stores generated en-
crypted content portion EC2(n) to the storage unit 170
(step S185).
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<Second Embodiment>

[0151] The following describes a content protection
system 2 as a second embodiment of the present inven-
tion.

<Construction>

1. Overall System

[0152] FIG. 17 shows a construction of the content pro-
tection system 2 and a functional construction of a re-
cording/reproduction device 20. As shown in the drawing,
the content protection system 2 is roughly made up of
the recording/reproduction device 20, the content provi-
sion device 11, the monitor 12, the speaker 13, the port-
able medium 14, and the mobile information terminal 15.
[0153] The content protection system 2 has the follow-
ing function similar to the content protection system 1.
Content which is a digital broadcast programbroadcast
from the content provision device 11 installed in a broad-
cast station is received by the recording/reproduction de-
vice 20, and the received content is recorded and repro-
duced by the recording/reproduction device 20. The re-
corded content is also moved to the portable medium 14,
and reproduced by the mobile information terminal 15.
Further, the content is moved from the portable medium
14 back to the recording/reproduction device 20.
[0154] The content provision device 11 and the mobile
information terminal 15 have the same functions and con-
structions as the corresponding devices in the content
protection system 1.
Note here that the input/output unit 132, the recording
control unit 133, and the device ID area 134d in the port-
able medium 14 are not shown in FIG. 14. The portable
medium 14 in the content protection system 2 does not
have the encrypted device recording key area 134c.
[0155] The following describes the recording/repro-
duction device 20 which is the difference of the content
protection system 2 from the content protection system 1.

2. Recording/reproduction Device 20

[0156] As shown in FIG. 17, the recording/reproduc-
tion device 20 includes a content reception unit 201, a
device recording key storage unit 202, an encryption unit
203, a storage unit 204, a decryption unit 205, a repro-
duction unit 206, a conversion unit 207, a medium re-
cording key generation unit 208, a medium recording key
storage unit 209, a write/read unit 213, an input unit 214,
a recording control unit 215, a key embedment/extraction
unit 2001, and an encryption/decryption unit 2002.
[0157] The difference of the recording/reproduction
device 20 from the recording/reproduction device 10
shown in FIG. 2 lies in that the recording/reproduction
device 20 does not include construction elements corre-
sponding to the device unique key storage unit 111 and
the encryption/decryption unit 112, but includes the key

embedment/extraction unit 2001 and the encryption/de-
cryption unit 2002.
The content reception unit 201, the device recording key
storage unit 202, the encryption unit 203, the storage unit
204, the decryption unit 205, the reproduction unit 206,
the conversion unit 207, the medium recording key gen-
eration unit 208, the medium recording key storage unit
209, the write/read unit 213, the input unit 214, and the
recording control unit 215 have respectively the same
constructions and functions as the content reception unit
101, the device recording key storage unit 102, the en-
cryption unit 103, the storage unit 104, the decryption
unit 105, the reproduction unit 106, the conversion unit
107, the medium recording key generation unit 108, the
medium recording key storage unit 109, the write/read
unit 113, the input unit 114, and the recording control unit
115 shown in FIG. 2, and so their explanation has been
omitted here.
[0158]

(1) Key Embedment/extraction Unit 2001
The key embedment/extraction unit 2001 sequen-
tially receives content portions C4(n) which have
been compression-converted from MPEG-2 to
MPEG-4 by the conversion unit 207, and accumu-
lates them. The key embedment/extraction unit 2001
also reads device recording key KHDD from the de-
vice recording key storage unit 202.
The key embedment/extraction unit 2001 embeds
device recording key KHDD into content C4 formed
by accumulating content portions C4(n). In more de-
tail, the key embedment/extraction unit 2001 em-
beds device recording key KHDD into a reserve area
in a header of content C4.

[0159] The key embedment/extraction unit 2001 out-
puts content C4 in which device recording key KHDD has
been embedded, to the encryption/decryption unit 2002.
Also, the key embedment/extraction unit 2001 receives
content portions C4 (n) obtained by dividing content C4
in which device recording key KHDD has been embedded
in units of 128 bits, and accumulates them. The key em-
bedment/extraction unit 2001 extracts device recording
key KHDD from the header of content C4, and writes ex-
tracted device recording key KHDD to the device record-
ing key storage unit 202. The key embedment/extraction
unit 2001 abandons content C4 from which device re-
cording key KHDD has been extracted.
[0160]

(2) Encryption/decryption Unit 2002
The encryption/decryption unit 2002 receives con-
tent C4 in which device recording key KHDD has been
embedded from the key embedment/extraction unit
2001, and divides content C4 into 128-bit content
portions C4(n). The encryption/decryption unit 2002
also reads medium recording key KT from the medi-
um recording key storage unit 209.
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[0161] The encryption/decryption unit 2002 encrypts
each content portion C4(n) using medium recording key
KT as an encryption key, to generate encrypted content
portions EC4(n). The encryption/decryption unit 2002 out-
puts generated encrypted content portions EC4(n) to the
write/read unit 213.
Also, the encryption/decryption unit 2002 receives en-
crypted content EC4 and medium recording key KT from
the write/read unit 213, and divides encrypted content
EC4 from the beginning into 128-bit encrypted content
portions EC4(n). The encryption/decryption unit 2002 de-
crypts each encrypted content portion EC4(n) using me-
dium recording key KT as a decryption key, to generate
content portions C4(n). The encryption/decryption unit
2002 outputs generated content portions C4 (n) to the
key embedment/extraction unit 2001.

<Operation>

1. Overall System

[0162] An overall operation of the content protection
system 2 can be obtained by replacing "recording/repro-
duction device 10" in the flowchart of FIG. 7 with "record-
ing/reproduction device 20".

2. Operation of Transferring the Content Use Right from
the Recording/reproduction Device 20 to the Portable
Medium 14

[0163] FIG. 18 is a flowchart showing an operation of
moving content from the recording/reproduction device
20 to the portable medium 14. This operation is a detailed
operation of step S4 in FIG. 7 where "recording/repro-
duction device 10" has been replaced with "recording/
reproduction device 20".
[0164] The medium recording key generation unit 208
in the recording/reproduction device 20 generates medi-
um recording key KT (step S201), and stores generated
medium recording key KT to the medium recording key
storage unit 209.
Next, the recording/reproduction device 20 divides en-
crypted content EC2 stored in the encrypted content area
in the storage unit 204, into encrypted content portions
EC2 (n). The recording/reproduction device 20 then per-
forms an iteration of steps S202 to S205 for each of n =
1, 2, ... , M. Also, the portable medium 14 performs an
iteration of steps S211 to S213 for each of n = 1, 2, ... , M.
[0165] First, the decryption unit 205 in the recording/
reproduction device 20 decrypts encrypted content por-
tion EC2(n) using device recording key KHDD, to generate
content portion C2(n) (step S203). Following this, the con-
version unit 207 downconverts MPEG-2 content portion
C2(n) to generate MPEG-4 content portion C4(n) (step
S204). The key embedment/extraction unit 2001 accu-
mulates content portions C4(n) generated in step S204,
thereby obtaining content C4 (step S206). The key em-
bedment/extraction unit 2001 embeds device recording

key KHDD in the header of content C4 (step S207).
[0166] The recording/reproduction device 20 then per-
forms an iteration of steps S208 to S230 for each of n =
1, 2, ... , M.
The encryption/decryption unit 2002 receives content C4
from the key embedment/extraction unit 2001, and di-
vides received content C4 from the beginning into 128-
bit content portions C4(n). The encryption/decryption unit
2002 also reads medium recording key KT from the me-
dium recording key storage unit 209.
[0167] The encryption/decryption unit 2002 encrypts
content portion C4 (n) using medium recording key KT as
an encryption key, to generate encrypted content portion
EC4 (n) (step S209). The encryption/decryption unit 2002
outputs generated encrypted content portion EC4(n) to
the write/read unit 213.
The write/read unit 213 outputs encrypted content portion
EC4(n) to the portable medium 14. The input/output unit
132 in the portable medium 14 receives encrypted con-
tent portion EC4(n) (step S210). The recording control
unit 133 in the portable medium 14 receives encrypted
content portion EC4(n) via the input/output unit 141, and
writes encrypted content portion EC4(n) to the encrypted
content area 134a in the storage unit 134. The encrypted
content area 134a stores encrypted content portion
EC4(n) (step S212).
[0168] After the output of each encrypted content por-
tion EC4(n) in step S210, the recording/reproduction de-
vice 20 deletes device recording key KHDD from the de-
vice recording key storage unit 202 (step S215). Next,
the write/read unit 213 reads the device ID "ID_A" from
the storage unit 204 (step S216), and outputs ID_A to
the portable medium 14. The input/output unit 132 in the
portable medium 14 receives ID_A (step S217).
[0169] The recording control unit 133 in the portable
medium 14 receives ID_A, and writes received ID_A to
a predetermined area in the storage unit 134. The storage
unit 134 stores ID_A (step S218).
After this, the write/read unit 213 reads medium recording
key KT from the medium recording key storage unit 209
(step S219), and outputs read medium recording key KT
to the portable medium 14. The input/output unit 132 in
the portable medium 14 receives KT (step S220).
[0170] The recording control unit 133 in the portable
medium 14 writes medium recording key KT to the me-
dium recording key area 134b. The medium recording
key area 134b stores KT (step S221). After the output of
medium recording key KT in step S220, the recording/
reproduction device 20 deletes medium recording key
KT from the medium recording key storage unit 209 (step
S222).
Having written medium recording key KT to the medium
recording key area 134b, the recording control unit 133
in the portable medium 14 reads ID_B from the device
ID area 134d (step S223), and passes ID_B to the input/
output unit 132. The input/output unit 132 outputs ID_B
to the recording/reproduction device 20. The write/read
unit 213 in the recording/reproduction device 20 receives
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ID_B (step S224).
[0171] The write/read unit 213 outputs received ID_B
to the recording control unit 215. Having received ID_B,
the recording control unit 215 stores it to the storage unit
204 (step S225).
FIG. 19 shows data held in the recording/reproduction
device 20 and the portable medium 14, in the process of
moving content from the recording/reproduction device
20 to the portable medium 14.
[0172] FIG. 19A shows data held in the recording/re-
production device 20 and the portable medium 14 before
the content movement operation.
In the recording/reproduction device 20, the storage unit
204 stores encrypted MPEG-2 content EC2, the medium
recording key storage unit 209 stores medium recording
key KT, and the device recording key storage unit 202
stores device recording key KHDD.
[0173] In the portable medium 14, meanwhile, the en-
crypted content area 134a and the medium recording
key area 134b do not hold any data.
At this time, the recording/reproduction device 20 is in
the content usable state and can use the MPEG-2 con-
tent. On the other hand, the portable medium 14 does
not hold the content and so is in the content unusable
state.
[0174] FIG. 19B shows data held in the recording/re-
production device 20 and the portable medium 14, at a
point where the writing of encrypted content EC4 to the
portable medium 14 ends.
In the recording/reproduction device 20, the storage unit
204 stores encrypted MPEG-2 content EC2, the medium
recording key storage unit 209 stores medium recording
key KT, and the device recording key storage unit 202
stores device recording key KHDD.
[0175] In the portable medium 14, the encrypted con-
tent area 134a stores the encryptedMPEG-4 content with
device recording key KHDD being embedded in the head-
er. Here, "(KHDD) EC4" denotes encrypted MPEG-4 con-
tent EC4 in the header of which device recording key
KHDD is embedded. Meanwhile, the medium recording
key area 134b does not hold any data.
At this time, the recording/reproduction device 20 is in
the content usable state and can use the MPEG-2 con-
tent. The portable medium 14 holds encrypted MPEG-4
content EC4 and device recording key KHDD embedded
in the encrypted MPEG-4 content but does not holdme-
dium recording key KT for decrypting the encrypted
MPEG-4 content, and so is in the content unusable state.
[0176] FIG. 19C shows data held in the recording/re-
production device 20 and the portable medium 14 at a
point where the movement of device recording key KHDD
to the portable medium 14 ends.
In the recording/reproduction device 20, the storage unit
204 stores encrypted MPEG-2 content EC2, the medium
recording key storage unit 209 stores medium recording
key KT, and the device recording key storage unit 202
does not hold any data.
[0177] In the portable medium 14, the encrypted con-

tent area 134a stores encrypted MPEG-4 content (KHDD)
EC4 in which device recording key KHDD is embedded,
and the medium recording key area 134b does not hold
any data.
At this time, the recording/reproduction device 20 holds
the encrypted MPEG-2 content but does not hold device
recording key KHDD for decrypting the encrypted MPEG-
2 content, and so is in the content unusable state. The
portable medium 14 holds the encrypted MPEG-4 con-
tent and device recording key KHDD embedded in the
encrypted MPEG-4 content but does not hold medium
recording key KT for decrypting the encrypted MPEG-4
content, and so is in the content unusable state.
[0178] FIG. 19D shows data held in the recording/re-
production device 20 and the portable medium 14 at a
point where the content movement operation ends.
In the recording/reproduction device 20, the storage unit
204 stores encryptedMPEG-2 content EC2, whilst the
medium recording key storage unit 109 and the device
recording key storage unit 102 do not hold any data.
[0179] In the portable medium 14, the encrypted con-
tent area 134a stores encrypted MPEG-4 content (KHDD)
EC4 in which device recording key KHDD is embedded,
and the medium recording key area 134b stores medium
recording key KT.
At this time, the recording/reproduction device 20 holds
encrypted MPEG-2 content EC2 but does not hold device
recording key KHDD for decrypting encrypted MPEG-2
content EC2, and so is in the content unusable state. On
the other hand, the portable medium 14 stores encrypted
MPEG-4 content (KHDD) EC4 in which device recording
key KHDD is embedded and medium recording key KT for
decrypting the encrypted MPEG-4 content, and so is in
the content usable state.

3. Operation of Transferring the Content Use Right from
the Portable Medium 14 to the Recording/reproduction
Device 20

[0180] FIG. 20 is a flowchart showing an operation of
moving content from the portable medium 14 to the re-
cording/reproduction device 20. This operation is a de-
tailed operation of step S7 in FIG. 7 where "recording/
reproduction device 10" has been replaced with "record-
ing/reproduction device 20".
The recording control unit 133 in the portable medium
14 reads the device ID "ID_A" stored in step S218 from
the predetermined area in the storage unit 134 (step
S241), and outputs the read device ID "ID_A" to the re-
cording/reproduction device 20 via the input/output unit
132. The write/read unit 213 in the recording/reproduc-
tion device 20 receives the device ID "ID_A" (step S242).
[0181] The write/read unit 213 reads the device ID from
the storage unit 204, and checks whether the read device
ID matches the device ID "ID_A" received in step S242
(step S243). If the two device IDs do not match (step
S244: NO), the write/read unit 213 abandons the re-
ceived device ID "ID_A", and performs error handling

41 42



EP 1 717 710 A1

23

5

10

15

20

25

30

35

40

45

50

55

such as outputting an error message to the monitor 12
(step S245). If the two device IDs match (step S244:
YES), the operation continues.
[0182] The recording control unit 133 in the portable
medium 14 reads medium recording key KT from the me-
dium recording key area 134b (step S246), and outputs
read medium recording key KT to the write/read unit 213
via the input/output unit 132. The write/read unit 213 re-
ceives KT (step S247). The write/read unit 213 outputs
medium recording key KT to the encryption/decryption
unit 2002, and the encryption/decryption unit 2002 stores
medium recording key KT therein (step S248).
[0183] After theoutputof KT in stepS247, the recording
control unit 133 deletes medium recording key KT from
the medium recording key area 134b (step S249). Next,
the recording control unit 133 reads encrypted content
EC4 which contains KHDD in the header from the encrypt-
ed content area 134a (step S250), and outputs encrypted
content EC4 which contains KHDD in the header to the
write/read unit 213 via the input/output unit 132. The
write/read unit 213 receives EC4 (step S251).
[0184] The write/read unit 213 outputs received en-
crypted content EC4 to the encryption/decryption unit
2002, and the encryption/decryption unit 2002 stores en-
crypted content EC4 therein (step S252).
The encryption/decryption unit 2002 divides encrypted
content EC4 from the beginning into 128-bit encrypted
content portions EC4(n), and performs an iteration of
steps S253 to S255 for each of n = 1, 2, ... , M. The en-
cryption/decryption unit 2002 decrypts encrypted content
portion EC4(n) using medium recording key KT as a de-
cryption key, to generate content portion C4(n) (step
S254). The encryption/decryption unit 2002 outputs gen-
erated content portion C4(n) to the key embedment/ex-
traction unit 2001, which accumulates each content por-
tion C4(n).
[0185] The key embedment/extraction unit 2001 ex-
tracts device recording key KHDD from the header of con-
tent C4 obtained by accumulating content portions C4(n)

(step S256). The key embedment/extraction unit 2001
abandons content C4 from which device recording key
KHDD has been extracted (step S257).
The key embedment/extraction unit 2001 writes extract-
ed device recording key KHDD to the device recording
key storage unit 202, and the device recording key stor-
age unit 202 stores device recording key KHDD therein
(step S258).
[0186] FIG. 21 shows data held in the recording/repro-
duction device 20 and the portable medium 14, in the
process of moving content from the portable medium 14
to the recording/reproduction device 20.
FIG. 21A shows data held in the recording/reproduction
device 20 and the portable medium 14 before the content
movement operation. A state shown in FIG. 21A is the
same as the state shown in FIG. 19D. That is, the re-
cording/reproduction device 20 holds encrypted MPEG-
2 content EC2 but does not hold device recording key
KHDD for decrypting encrypted MPEG-2 content EC2,

and so is in the content unusable state. The portable
medium 14 holds encrypted MPEG-4 content EC4 and
medium recording key KT for decrypting encrypted
MPEG-4 content EC4, and so is in the content usable
state.
[0187] FIG. 21B shows data held in the recording/re-
production device 20 and the portable medium, at a point
where the movement of encrypted content EC4 and me-
dium recording key KT from the portable medium 14 to
the recording/reproduction device 20 ends.
In the recording/reproduction device 20, the storage unit
204 stores encrypted MPEG-2 content EC2, whilst the
medium recording key storage unit 209 and the device
recording key storage unit 202 do not hold any data.
[0188] In the portable medium 14, the encrypted con-
tent area 134a and the medium recording key area 134b
do not hold any data.
At this time, the recording/reproduction device 20 holds
encrypted MPEG-2 content EC2 but does not hold device
recording key KHDD for decrypting encrypted MPEG-2
content EC2, and so is in the content unusable state. The
portable medium 14 is in the content unusable state, too.
[0189] FIG. 21C shows data held in the recording/re-
production device 20 and the portable medium 14 at a
point where the content movement operation ends.
In the recording/reproduction device 20, the storage unit
204 stores encrypted MPEG-2 content EC2, the medium
recording key storage unit 209 does not hold any data,
and the device recording key storage unit 102 stores de-
vice recording key KHDD.
[0190] In the portable medium 14, the encrypted con-
tent area 134a, the medium recording area 134b, and
the encrypted device recording key area 134c do not hold
any data.
At this time, the recording/reproduction device 20 is in
the content usable state and can use the MPEG-2 con-
tent of a high image quality. Meanwhile, the portable me-
dium 14 does not hold the content and is in the content
unusable state.

<Third Embodiment>

[0191] The following describes a content protection
system 3 as a third embodiment of the present invention.

<Construction>

1. Overall System

[0192] FIG. 22 shows a construction of the content pro-
tection system 3 and a functional construction of a re-
cording/reproduction device 30. As shown in the drawing,
the content protection system 3 is roughly made up of
the recording/reproduction device 30, the content provi-
sion device 11, the monitor 12, the speaker 13, the port-
able medium 14, and the mobile information terminal 15.
[0193] The content protection system 3 has the follow-
ing function similar to the content protection system 1.
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Content which is a digital broadcast program broadcast
form the content provision device 11 installed in a broad-
cast station is received by the recording/reproduction de-
vice 30, and the received content is recorded and repro-
duced by the recording/reproduction device 30. Also, the
content stored in the recording/reproduction device 30 is
moved to the portable medium 14, and the moved content
is reproduced by the mobile information terminal 15. Fur-
ther, the content stored in the portable medium 14 is
moved back to the recording/reproduction device 30.
[0194] The content provision device 11 and the mobile
information terminal 15 have the same functions and con-
structions as the corresponding devices in the content
protection system 1.
Note here that the input/output unit 132, the recording
control unit 133, and the device ID area 134d in the port-
able medium 14 are not shown in FIG. 14. The portable
medium 14 in the content protection system 3 does not
have the medium recording key area 134b and the device
recording key area 134c, but has a content key area
3002.
[0195] The following mainly describes the recording/
reproduction device 30 which is the difference of the con-
tent protection system 3 from the content protection sys-
tem 1.

2. Recording/reproduction Device 30

[0196] As shown in FIG. 22, the recording/reproduc-
tion device 30 includes a content reception unit 301, an
encryption unit 303, a storage unit 304, a decryption unit
305, a reproduction unit 306, a conversion unit 307, an
encryption unit 310, a write/read unit 313, an input unit
314, a recording control unit 315, and a content key stor-
age unit 3001.
[0197] The difference of the recording/reproduction
device 30 from the recording/reproduction device 10
shown in FIG. 2 lies in that the recording/reproduction
device 30 does not include construction elements corre-
sponding to the medium recording key generation unit
108, the medium recording key storage unit 109, the de-
vice unique key storage unit 111, and the encryption/
decryption unit 112, and includes the content key storage
unit 3001 instead of the device recording key storage unit
102.
The content reception unit 301, the encryption unit 303,
the storage unit 304, the decryption unit 305, the repro-
duction unit 306, the conversion unit 307, the write/read
unit 313, the input unit 314, and the recording control unit
315 have respectively the same constructions and func-
tions as the content reception unit 101, the encryption
unit 103, the storage unit 104, the decryption unit 105,
the reproduction unit 106, the conversion unit 107, the
write/read unit 113, the input unit 114, and the recording
control unit 115 shown in FIG. 1.
[0198] The content key storage unit 3001 stores con-
tent key KC in advance. Content key KC is 128-bit key
data used as an encryption key or a decryption key in

each of encryption of MPEG-2 content C2 by the encryp-
tion unit 303, decryption of encrypted MPEG-2 content
EC2 by the decryption unit 305, and encryption of MPEG-
4 content C4 by the encryption unit 310.
[0199] Which is to say, the third embodiment has a
feature of substituting the same content key KC for both
device recording key KHDD used as the key data in the
encryption of C2 and the decryption of EC2 and medium
recording key KT used in the encryption of C4 in the first
and second embodiments.

<Operation>

1. Overall System

[0200] An overall operation of the content protection
system 3 can be obtained by replacing "recording/repro-
duction device 10" in the flowchart of FIG. 7 with "record-
ing/reproduction device 30".

2. Operation of Transferring the Content Use Right from
the Recording/reproduction Device 30 to the Portable
Medium 14

[0201] FIG. 23 is as flowchart showing an operation of
moving content from the recording/reproduction device
30 to the portable medium 14. This operation is a detailed
operation of step S4 in FIG. 7 where "recording/repro-
duction device 10" has been replaced with "recording/
reproduction device 30".
The encryption unit 303 in the recording/reproduction de-
vice 30 reads content key KC from the content key stor-
age unit 3001 (step S301). The encryption unit 303 also
reads encrypted content EC2 from the storage unit 304,
and divides read encrypted content EC2 into encrypted
content portions EC2(n). After this, an iteration of steps
S302 to S306 is performed for each of n = 1, 2, ... , M.
[0202] First, the decryption unit 305 in the recording/
reproduction device 30 decrypts encrypted content por-
tion EC2 (n) using content key KC, to generate content
portion C2(n) (step S303). Next, the conversion unit 307
downconverts MPEG-2 content portion C2(n) to MPEG-
4 content portion C4(n) (step S304).
The encryption unit 310 reads content key KC from the
content key storage unit 3001, and encrypts content por-
tion C4(n) using content key KC as an encryption key to
generate encrypted content portion EC4(n) (step S305).
The encryption unit 310 accumulates each encrypted
content portion EC4(n).
[0203] Following this, the write/read unit 313 reads
content key KC from the content key storage unit 302,
and the device ID "ID_A" from the storage unit 304 (step
S307). The write/read unit 313 outputs read content key
KC and device ID "ID_A" to the portable medium 14. The
input/output unit 132 in the portable medium 14 receives
content key KC and the device ID "ID_A" (step S308).
[0204] The recording control unit 133 in the portable
medium 14 receives content key KC and the device ID
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"ID_A", and writes received content key KC to the content
key area 3002. The content key area 3002 stores content
key KC. Also, the recording control unit 133 writes the
device ID "ID_A" to the predetermined area in the storage
unit 134 (Step S309).
After the output of content KC in step S308, the recording/
reproduction device 30 deletes content key KC from the
content key storage unit 3001 (step S310).
[0205] Next, the write/read unit 313 reads encrypted
content EC4 stored in the encryption unit 310 (step
S311), and outputs read encrypted content EC4 to the
portable medium 14. The input/output unit 132 in the port-
able medium 14 receives encrypted content EC4 (step
S312). The recording control unit 133 in the portable me-
dium 14 receives encrypted content EC4 via the input/
output unit 132, and stores it in the encrypted content
area 134a (step S313).
[0206] Having stored encrypted content EC4, the re-
cording control unit 133 reads ID_B from the device ID
area 134d (step S314), and passes ID_B to the input/
output unit 132. The input/output unit 132 outputs ID_B
to the recording/reproduction device 30. The write/read
unit 313 in the recording/reproduction device 30 receives
ID_B (step S315).
The write/read unit 313 outputs received ID_B to the re-
cording control unit 315. The recording control unit 315
receives ID_B, and stores it to the storage unit 304 (step
S316).
[0207] FIG. 24 shows data held in the recording/repro-
duction device 30 and the portable medium 14 in the
process of moving content form the recording/reproduc-
tion device 30 to the portable medium 14.
FIG. 24A shows data held in the recording/reproduction
device 30 and the portable medium 14 before the content
movement operation.
[0208] In the recording/reproduction device 30, the
storage unit 304 stores encrypted MPEG-2 content EC2,
and the content key storage unit 3001 stores content key
KC.
In the portable medium 14, meanwhile, the encrypted
content key 134a and the content key area 3002 do not
hold any data.
At this time, the recording/reproduction device 20 is in
the content usable state and can use the MPEG-2 con-
tent. On the other hand, the portable medium 14 does
not hold the content and is in the content unusable state.
[0209] FIG. 24B shows data held in the recording/re-
production device 30 and the portable medium 14 at a
point where the movement of content key KC ends.
In the recording/reproduction device 30, the storage unit
304 stores encrypted MPEG-2 content EC2, but the con-
tent key storage unit 3001 does not hold any data.
In the portable medium 14, the encrypted content area
134a does not hold any data, but the content key area
3002 stores content key KC.
[0210] At this time, the recording/reproduction device
30 holds encrypted content EC2 but does not hold con-
tent key KC for decrypting encrypted content EC2, and

so is in the content unusable state. The portable medium
14 holds content key KC but does not hold the encrypted
content itself, and so is in the content unusable state.
FIG. 24C shows data held in the recording/reproduction
device 30 and the portable medium 14 at a point where
the content movement operation ends.
[0211] In the recording/reproduction device 30, the
storage unit 304 stores encrypted MPEG-2 content EC2,
but the content key storage unit 3001 does not hold any
data.
In the portable medium 14, the encrypted content area
134a stores encrypted MPEG-4 content EC4, and the
content key area 3002 stores content key KC.
At this time, the recording/reproduction device 30 holds
encrypted MPEG-2 content EC2 but does not hold con-
tent key KC for decrypting encrypted MPEG-2 content
EC2, and so is in the content unusable state. On the other
hand, the portable medium 14 holds encrypted MPEG-
4 content EC4 and content key KC for decrypting encrypt-
ed MPEG-4 content EC4, and so is in the content usable
state.

3. Operation of Transferring the Content Use Right from
the Portable Medium 14 to the Recording/reproduction
Device 30

[0212] FIG. 25 is a flowchart showing an operation of
moving content from the portable medium 14 to the re-
cording/reproduction device 30. This operation is a de-
tailed operation of step S7 in FIG. 7 where "recording/
reproduction device 10" has been replaced with "record-
ing/reproduction device 30".
The recording control unit 133 in the portable medium
14 deletes encrypted content EC4 from the encrypted
content area 134a (step S331). The recording control
unit 133 then reads content key KC from the content key
area 3002, and the device ID "ID_A" from the predeter-
mined area (step S332).
[0213] The recording control unit 133 outputs content
key KC and the device ID "ID_A" to the recording/repro-
duction device 30 via the input/output unit 132. The write/
read unit 313 in the recording/reproduction device 30 re-
ceives content key KC and the device ID "ID_A" (step
S334). The write/read unit 313 checks whether the re-
ceived device ID "ID_A" matches the device ID of the
recording/reproduction device 30 (step S335). If the two
device IDs do not match (step S336: NO), the write/read
unit 313 abandons the received device ID "ID_A" and
content key KC. After this, the recording/reproduction de-
vice 30 performs error handling such as outputting an
error message to the monitor 12 (step S337).
[0214] If the received device ID "ID_A" matches the
device ID of the recording/reproduction device 30 (step
S336: YES), the write/read unit 313 writes content key
KC to the content key storage unit 3001, and the content
key storage unit 3001 stores content key KC (step S338).
Once content key KC has been stored in the content key
storage unit 3001, the recording control unit 133 in the
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portable medium 14 deletes content key KC stored in the
content key area 3002 (step S339), and also deletes the
device ID "ID_A" stored in the predetermined area (step
S340).
[0215] FIG. 26 shows data held in the recording/repro-
duction device 30 and the portable medium 14 in the
process of moving content from the portable medium 14
to the recording/reproduction device 30.
FIG. 26A shows data held in the recording/reproduction
device 30 and the portable medium 14 before the content
movement operation. A state shown in FIG. 26A is the
same as the state shownin FIG.24C. That is, the record-
ing/reproduction device 30 holds encrypted MPEG-2
content EC2 but does not hold content key KC for de-
crypting encrypted MPEG-2 content EC2, and so is in
the content unusable state. On the other hand, the port-
able medium 14 holds encrypted MPEG-4 content EC4
and content key KC for decrypting encrypted MPEG-4
content EC4, and so is in the content usable state.
[0216] FIG. 26B shows data held in the recording/re-
production device 30 and the portable medium 14 at a
point where the deletion of encrypted content EC4 ends.
In the recording/reproduction device 30, the storage unit
304 stores encrypted MPEG-2 content EC2, whilst the
content key storage unit 3001 does not hold any data.
In the portable medium 14, the encrypted content area
134a does not hold any data, whilst the content key area
3002 holds content key KC.
[0217] At this time, the recording/reproduction device
30 holds encrypted MPEG-2 content EC2 but does not
hold content key KC for decrypting encrypted MPEG-2
content EC2, and so is in the content unusable state. The
portable medium 14 holds content key KC but does not
hold the content itself, and so is in the content unusable
state.
FIG. 26C shows data held in the recording/reproduction
device 30 and the portable medium 14 at a point where
the content movement operation ends.
[0218] In the recording/reproduction device 30, the
storage unit 304 stores encrypted MPEG-2 content EC2,
and the content key storage unit 3001 stores content key
KC.
In the portable medium 14, the encrypted content area
134a and the content key area 3002 do not hold any data.
At this time, the recording/reproduction device 10 is in
the content usable state and can use the MPEG-2 con-
tent of a high image quality. On the other hand, the port-
able medium 14 does not hold the content and so is in
the content unusable state.

<Fourth Embodiment>

[0219] The following describes another embodiment
of the present invention with reference to drawings. FIG.
27 is a block diagram showing an overall construction of
a copyright protection system to which the present in-
vention relates. This system is roughly made up of a con-
tent provision device 1101 for providing content, a re-

cording/reproduction device 1102 for acquiring the con-
tent, recording/reproducing the content, and moving the
content, and a recording/reproduction device 1103 and
a portable medium 1104 for acquiring the moved content.
[0220] When receiving the content from the content
provision device 1101 and recording it, the recording/
reproduction device 1102 encrypts the content and
records the encrypted content in an internal HDD or the
like. Whenmoving the content, the recording/reproduc-
tion device 1102 checks (authenticates) whether a de-
vice or portable medium which is a move destination of
the content is authorized before the movement. After the
movement of the content ends, the recording/reproduc-
tion device 1102 makes the content stored therein unus-
able. For example, the authentication can be performed
according to a procedure prescribed by DTCP if the move
destination is a device, and according to a procedure
prescribed by CPRM SD (Content Protection for Record-
able Media Specification SD Memory Card Book) if the
move destination is a portable medium. As an alternative,
known techniques disclosed in non-patent documents 1
and 2 may be used for the authentication. Thus, the au-
thentication can be realized using a known technique
and so its detailed explanation has been omitted here.
[0221] FIG. 28 is a functional block diagram of the re-
cording/reproduction device 1102 and the portable me-
dium 1104 when content is recorded and reproduced by
the recording/reproduction device 1102 and further
moved from the recording/reproduction device 1102 to
the portable medium 1104 in the fourth embodiment of
the present invention.
The recording/reproduction device 1102 includes a re-
ception unit 1201, a judgment unit 1202, a copy control
information storage unit 1204, a key generation unit
1205, a content key storage unit 1206, a control unit 1203,
an encryption unit 1208, an encrypted content storage
unit 1210, a conversion unit 1207, an encryption unit
1209, and an encrypted content storage unit 1211. The
reception unit 1201 receives copy control information and
content from outside. The judgment unit 1202 judges
whether the received content is recordable to the record-
ing/reproduction device 1102 (more specifically to the
encrypted content storage units 1210 and 1211 de-
scribed later), based on the copy control information. The
copy control information storage unit 1204 updates the
copy control information if necessary, and stores the copy
control information. The key generation unit 1205 gen-
erates a content key used for encrypting the received
content. The content key storage unit 1206 stores the
generated content key. The control unit 1203 controls
access to the content key stored in the content key stor-
age unit 1206. The encryption unit 1208 encrypts the
received content using the content key to generate first
encrypted content. The encrypted content storage unit
1210 stores the first encrypted content. The conversion
unit 1207 converts the received content. The encryption
unit 1209 encrypts the converted content using the con-
tent key to generate second encrypted content. The en-
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crypted content storage unit 1211 stores the second en-
crypted content.
[0222] The recording/reproduction device 1102 further
includes a decryption unit 1221, a reproduction unit 1222,
a judgment unit 1212, an authentication unit 1223, an
encryption/decryption unit 1225, and a write/read unit
1213. The decryption unit 1221 decrypts the first encrypt-
ed content or the second encrypted content using the
content key. The reproduction unit 1222 reproduces the
decrypted first encrypted content or second encrypted
content. The judgment unit 1212 judges whether the sec-
ond encrypted content stored in the encrypted content
storage unit 1211 is movable from the recording/repro-
duction device 1102 to the portable medium 1104 based
on the copy control information stored in the copy control
information storage unit 1204, or judges whether the sec-
ond encrypted content stored in an encrypted content
storage unit 1218 in the portable medium 1104 is mov-
able from the portable medium 1104 to the recording/
reproduction device 1102 based on the copy control in-
formation stored in a copy control information storage
unit 1216 in the portable medium 1104. The authentica-
tion unit 1223 performs mutual authentication between
the recording/reproduction device 1102 and the portable
medium 1104. The encryption/decryption unit 1225 en-
crypts/decrypts the content key and copy control infor-
mation to be transferred between the recording/repro-
duction device 1102 and the portable medium 1104 when
the authentication is successful. The write/read unit 1213
writes the copy control information stored in the copy
control information storage unit 1204, the content key
stored in the content key storage unit 1206, and the sec-
ond encrypted content stored in the encrypted content
storage unit 1211 to the portable medium 1104, or reads
data from the portable medium 1104.
[0223] The control unit 1203, the copy control informa-
tion storage unit 1204, and the content key storage unit
1206 in the recording/reproduction device 1102 are pro-
vided in a secure area 1214 that cannot be read/written
externally. This area 1214 is actually realized by tamper-
proof hardware, tamperproof software, or a combination
thereof. Meanwhile, the encrypted content storage units
1210 and 1211 are provided in an area 1215 that can be
read/written externally. This area 1215 is realized by an
HDD (Hard Disk Drive) as one example.
[0224] The portable medium 1104 includes an authen-
tication unit 1224 and an encryption/decryption unit 1226.
The authentication unit 1224 performs mutual authenti-
cation between the recording/reproduction device 1102
and the portable medium 1104. The encryption/decryp-
tion unit 1226 encrypts/decrypts the content key and copy
control information to be transferred between the record-
ing/reproduction device 1102 and the portable medium
1104 when the authentication is successful.
The portable medium 1104 further includes the encrypt-
ed content storage unit 1218, a content key storage unit
1217, and the copy control information storage unit 1216.
The encrypted content storage unit 1218 stores the sec-

ond encrypted content. The content key storage unit
1217 stores the content key. The copy control information
storage unit 1216 stores the copy control information.
The copy control information storage unit 1216 and the
content key storage unit 1217 in the portable medium
1104 are provided in an area 1219 that cannot be read/
written externally except by an authorized device. This
area 1219 can be read/written by the recording/repro-
duction device 1102, only if the authentication unit 1224
in the portable medium 1104 and the authentication unit
1223 in the recording/reproduction device 1102 have
succeeded in the mutual authentication. Meanwhile, the
encrypted content storage unit 1218 is provided in an
area 1220 that can be read/written externally.
[0225] An operation of recording received content in
the recording/reproduction device 1102 is described be-
low, with reference to FIG. 29.
Step S501: The reception unit 1201 in the recording/re-
production device 1102 receives content and copy con-
trol information.
Step S502: The judgment unit 1202 judges whether the
copy control information indicates that the received con-
tent is recordable to the recording/reproduction device
1102. If the judgment unit 1202 judges that the received
content is not recordable, the operation is terminated. If
the judgment unit 1202 judges that the received content
is recordable, the operation is continued.
[0226] Step S503: The copy control information is up-
dated if necessary, and stored to the copy control infor-
mation storage unit 1204.
Step S504: The key generation unit 1205 generates a
content key, and stores the content key to the content
key storage unit 1206.
Step S505 : The encryption unit 1208 encrypts the re-
ceived content using the content key stored in the content
key storage unit 1206, to generate first encrypted con-
tent.
[0227] Step S506: The first encrypted content is stored
in the encrypted content storage unit 1210.
Step S507: The conversion unit 1207 converts the re-
ceived content.
Step S508: The encryption unit 1209 encrypts the con-
verted content using the content key stored in the content
key storage unit 1206, to generate second encrypted
content.
Step S509: The second encrypted content is stored in
the encrypted content storage unit 1211.
[0228] The copy control information used here in-
cludes, for example, "Copy Never" that indicates copying
is prohibited and "Copy One Generation" that indicates
copying is permitted only once. This being so, the judg-
ment unit 1202 judges that the content is not recordable
if the copy control information is "Copy Never", and judg-
es that the content is recordable if the copy control infor-
mation is "Copy One Generation". In the latter case, when
the content is recorded in the recording/reproduction de-
vice 1102, the copy control information is changed from
"Copy One Generation" to "No More Copy" indicating
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that copying is prohibited, and then stored in the copy
control information storage unit 1204.
[0229] Also, for example when the received content is
MPEG-2 video content, the conversion unit 1207 con-
verts the received content to MPEG-4 video content.
An operation of moving content from the recording/re-
production device 1102 to the portable medium 1104 is
described next, with reference to FIG. 30.
Step S401: The judgment unit 1212 in the recording/re-
production device 1102 receives the copy control infor-
mation stored in the copy control information storage unit
1204 via the write/read unit 1213, and judges whether
the received copy control information indicates that the
second encrypted content stored in the encrypted con-
tent storage unit 1211 is movable to the portable medium
1104. If the judgment unit 1212 judges that the second
encrypted content is not movable, the operation is termi-
nated. If the judgment unit 1212 judges that the second
encrypted content is movable, the operation is continued.
[0230] Step S402: The authentication unit 1223 in the
recording/reproduction device 104 performs mutual au-
thentication with the authentication unit 1224 in the port-
able medium 1104. If the mutual authentication is suc-
cessful, the authentication units 1223 and 1224 each
generate a session key. If the mutual authentication is
not successful, the operation is terminated.
Step S403: The write/read unit 1213 reads the copy con-
trol information stored in the copy control information
storage unit 1204 and the content key stored in the con-
tent key storage unit 1206.
[0231] At this time, the control unit 1203 makes the
content key stored in the content key storage unit 1206
unusable so as to prohibit subsequent access to the
stored content key.
Step S404: The write/read unit 1213 encrypts the read
copy control information and content key using the ses-
sion key through the encryption/decryption unit 1225,
and transmits the encrypted copy control information and
content key to the portable medium 1104. The portable
medium 1104 decrypts the received encrypted copy con-
trol information and content key using the session key
through the encryption/decryption unit 1226, and stores
the decrypted copy control information and content key
therein.
[0232] Step S405: The recording/reproduction device
1102 deletes the copy control information stored in the
copy control information storage unit 1204 and the con-
tent key stored in the content key storage unit 1206.
Step S406: The write/read unit 1213 reads the second
encrypted content stored in the encrypted content stor-
age unit 1211.
Step S407: The read second encrypted content is stored
to the portable medium 1104.
[0233] Step S408: The second encrypted content
stored in the encrypted content storage unit 1211 is de-
leted.
FIGS. 30 and 31 show data storage states of the record-
ing/reproduction device 1102 and the portable medium

1104 in the above operation. FIGS. 30A shows data stor-
age states when step S401 begins, FIG. 30B shows data
storage states when step S403 ends, FIG. 30C shows
data storage states when step 5404 ends, FIG. 30D
shows data storage states when step S405 ends, FIG.
31E shows data storage states when step S407 ends,
and FIG. 31F shows data storage states when step S408
ends.
[0234] In step S403, the control unit 1203 makes the
content key stored in the content key storage unit 1206
unusable so as to prohibit subsequent access to the
stored content key. As a result, even if power fails or the
portable medium 1104 is removed from the recording/
reproduction device 1102 by unauthorized means at a
point between when step S404 ends and when step S405
begins (FIG. 30C), a situation where the content key is
simultaneously usable in both the recording/reproduction
device 1102 and the portable medium 1104 can be avoid-
ed. Also, even if power fails at any point from FIGS. 30A
to 31F, the content key exists in any of the recording/
reproduction device 1102 and the portable medium 1104,
and so a situation where the content key is lost in both
the move source and the move destination and as a result
the content becomes unusable can be avoided.
[0235] The mutual authentication and session key
sharing performed by the authentication units 1223 and
1224 in step S402 can be realized using, for example, a
challenge-response mutual authentication and session
key sharing method. The challenge-response mutual au-
thentication and session key sharing method is well
known and so its explanation has been omitted here.
An operation of moving content from the portable medium
1104 to the recording/reproduction device 1102 is de-
scribed below, with reference to FIG. 32.
[0236] Step S601: The judgment unit 1212 in the re-
cording/reproduction device 1102 receives the copy con-
trol information stored in the copy control information
storage unit 1216 in the portable medium 1104 via the
write/read unit 1213, and judges whether the received
copy control information indicates that the second en-
crypted content stored in the encrypted content storage
unit 1218 in the portable medium 1104 is movable to the
recording/reproduction device 1102. If the judgment unit
1212 judges that the second encrypted content is not
movable, the operation is terminated. If the judgment unit
1212 judges that the second encrypted content is mov-
able, the operation is continued.
[0237] Step S602: The authentication unit 1223 in the
recording/reproduction device 104 performs mutual au-
thentication with the authentication unit 1224 in the port-
able medium 1104. If the mutual authentication is suc-
cessful, the authentication units 1223 and 1224 each
generate a session key. If the mutual authentication is
not successful, the operation is terminated.
Step S603: The write/read unit 1213 reads the copy con-
trol information stored in the copy control information
storage unit 1216 and the content key stored in the con-
tent key storage unit 1217 in the portable medium 1104.
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Here, the encryption/decryption unit 1226 in the portable
medium 1104 encrypts the copy control information and
the content key using the session key, and outputs the
encrypted copy control information and content key to
the recording/reproduction device 1102. The encryption/
decryption unit 1225 in the recording/reproduction device
1102 decrypts the received encrypted copy control infor-
mation and content key using the session key, and out-
puts the decrypted copy control information and content
key to the write/read unit 1213.
[0238] Step S604: The write/read unit 1213 stores the
copy control information and the content key respectively
to the copy control information storage unit 1204 and the
content key storage unit 1206 in the recording/reproduc-
tion device 1102. At this time, the control unit 223 makes
the content key stored in the content key storage unit
1206 unusable so as to prohibit access to the stored con-
tent key.
Step S605: The portable medium 1104 deletes the copy
control information stored in the copy control information
storage unit 1216 and the content key stored in the con-
tent key storage unit 1217.
[0239] The control unit 223 makes the content key
stored in the content key storage unit 1206 usable so as
to permit access to the stored content key.
Step S606: The write/read unit 1213 reads the second
encrypted content stored in the encrypted content stor-
age unit 1218 in the portable medium 1104.
Step S607: The read second encrypted content is stored
to the encrypted content storage unit 1211 in the record-
ing/reproduction device 1102.
[0240] Step S608: The second encrypted content
stored in the encrypted content storage unit 1218 in the
portable medium 1104 is deleted.
FIGS. 33 and 34 show data storage states of the record-
ing/reproduction device 1102 and the portable medium
1104 in the above operation. FIG. 33A shows data stor-
age states when step S601 begins, FIG. 33B shows data
storage states when step S604 ends, FIG. 33C shows
data storage states when step S605 ends, FIG. 33D
shows data storage states when step S607 ends, and
FIG. 34E shows data storage states when step S608
ends.
[0241] An operation of reproducing the recorded first
encrypted content or second encrypted content in the
recording/reproduction device 1102 is described next,
with reference to FIG. 35.
Step S801: The decryption unit 1221 reads the first en-
crypted content from the encrypted content storage unit
1210 or the second encrypted content from the encrypted
content storage unit 1211.
[0242] Step S802: The decryption unit 1221 reads the
content key from the content key storage unit 1206.
At this time, the control unit 1203 makes the content key
stored in the content key storage unit 1206 unusable so
as to prohibit subsequent access to the stored content
key.
Step S803: The decryption unit 1221 decrypts the read

first encrypted content or second encrypted content us-
ing the read content key.
[0243] Step S804: The reproduction unit 1222 repro-
duces the decrypted first encrypted content or second
encrypted content. Once the reproduction has ended,
the content key stored in the content key storage unit
1206 is made usable.
Since the control unit 1203 makes the stored content key
unusable so as to prohibit access in step S802, it is pos-
sible to prevent the decryption and reproduction of the
first encrypted content and the decryption and reproduc-
tion of the second encrypted content from being simul-
taneously performed.

<Modifications>

[0244] The fourth embodiment describes the case
where when moving the second encrypted content from
the recording/reproduction device 1102 to the portable
medium 1104, the control unit 1203 in the recording/re-
production device 1102 makes the content key unusable
so as to prohibit access to the content key. As an alter-
native, a control unit may be provided in the area 1219
of the portable medium 1104. In this case, the following
operation is performed when moving the second encrypt-
ed content from the recording/reproduction device 1102
to the portable medium 1104.
[0245] Step S401: The judgment unit 1212 in the re-
cording/reproduction device 1102 receives the copy con-
trol information stored in the copy control information
storage unit 1204 via the write/read unit 1213, and judges
whether the received copy control information indicates
that thesecond encrypted content stored in the encrypted
content storage unit 1211 is movable to the portable me-
dium 1104. If the judgment unit 1212 judges that the sec-
ond encrypted content is not movable, the operation is
terminated. If the judgment unit 1212 judges that the sec-
ond encrypted content is movable, the operation is con-
tinued.
[0246] Step S402: The authentication unit 1223 in the
recording/reproduction device 104 performs mutual au-
thentication with the authentication unit 1224 in the port-
able medium 1104. If the mutual authentication is suc-
cessful, the authentication units 1223 and 1224 each
generate a session key. If the mutual authentication is
not successful, the operation is terminated.
Step S403: The write/read unit 1213 reads the copy con-
trol information stored in the copy control information
storage unit 1204 and the content key stored in the con-
tent key storage unit 1206.
[0247] Step S404: The write/read unit 1213 encrypts
the read copy control information and content key using
the session key through the encryption/decryption unit
1225, and transmits the encrypted copy control informa-
tion and content key to the portable medium 1104. The
portable medium 1104 decrypts the received encrypted
copy control information and content key using the ses-
sion key through the encryption/decryption unit 1226,
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and stores the decrypted copy control information and
content key therein.
[0248] At this time, the control unit in the portable me-
dium 1104 makes the content key stored in the content
key storage unit 1217 in the portable medium 1104 un-
usable so as to prohibit access to the stored content key.
Step S405: The recording/reproduction device 1102 de-
letes the copy control information stored in the copy con-
trol information storage unit 1204 and the content key
stored in the content key storage unit 1206.
At this time, the control unit in the portable medium 1104
makes the content key stored in the content key storage
unit 1217 usable so as to permit access to the stored
content key.
[0249] Step S406: The write/read unit 1213 reads the
second encrypted content stored in the encrypted con-
tent storage unit 1211.
Step S407: The read second encrypted content is stored
to the portable medium 1104.
Step S408: The second encrypted content stored in the
encrypted content storage unit 1211 is deleted.
[0250] The fourth embodiment describes the case
where when moving the second encrypted content from
the portable medium 1104 to the recording/reproduction
device 1102, the control unit 1203 in the recording/repro-
duction device 1102 makes the content key unusable so
as to prohibit access to the content key. As an alternative,
a control unit may be provided in the area 1219 in the
portable medium 1104. An operation in this case is the
same as the above steps S401 to S408, and so its ex-
planation has been omitted here.
[0251] The fourth embodiment describes the case
where the control unit 1203 is provided in the recording/
reproduction device 1102, but a control unit may be pro-
vided in both the recording/reproduction device 1102 and
the portable medium 1104.
The fourth embodiment describes a construction in which
the received content and the converted content are each
encrypted using the same content key, but the present
invention is not limited to this construction. For example,
the received content and the converted content may be
encrypted using different content keys. The following de-
scribes this construction as a fifth embodiment of the
present invention.

<Fifth Embodiment>

[0252] FIG. 36 is a functional block diagram showing
a recording/reproduction device 1102a and a portable
medium 1104a when content is recorded and reproduced
by the recording/reproduction device 1102a and further
moved from the recording/reproduction device 1102a to
the portable medium 1104a.
[0253] The recording/reproduction device 1102a in-
cludes a reception unit 1201a, a judgment unit 1202a, a
copy control information storage unit 1204a, a key gen-
eration unit 1205a, a content key storage unit 1206a1, a
content key storage unit 1206a2, a control unit 1203a,

an encryption unit 1208a, an encrypted content storage
unit 1210a, a conversion unit 1207a, and an encryption
unit 1209a. The reception unit 1201a receives copy con-
trol information and content from outside. The judgment
unit 1202a judges whether the received content is re-
cordable to the recording/reproduction device 1102a
(more specifically to the encrypted content storage units
1210a and 1211a described later), based on the copy
control information. The copy control information storage
unit 1204a updates the copy control information if nec-
essary, and stores the copy control information. The key
generation unit 1205a generates a first content key for
encrypting the received content and a second content
key. The content key storage unit 1206a1 stores the gen-
erated first content key. The content key storage unit
1206a2 stores the generated second content key. The
control unit 1203a controls access to the first and second
content keys stored respectively in the content key stor-
age units 1206a1 and 1206a2. The encryption unit 1208a
encrypts the received content using the first content key
to generate first encrypted content. The encrypted con-
tent storage unit 1210a stores the first encrypted content.
The conversion unit 1207a converts the received con-
tent. The encryption unit 1209a encrypts the converted
content using the second content key to generate second
encrypted content.
[0254] The recording/reproduction device 1102a fur-
ther includes an encrypted content storage unit 1211a,
a decryption unit 1221a, a reproduction unit 1222a, a
judgment unit 1212a, authentication units 1223a and
1224a, an encryption/decryption units 1225a and 1226a,
and a write/read unit 1213a. The encrypted content stor-
age unit 1211a stores the second encrypted content. The
decryption unit 1221a decrypts the first encrypted con-
tent using the first content key or the second encrypted
content using the second content key. The reproduction
unit 1222a reproduces the decrypted first encrypted con-
tent or second encrypted content. The judgment unit
1212a judges whether the second encrypted content
stored in the encrypted content storage unit 1211a is
movable from the recording/reproduction device 1102a
to the portable medium 1104a based on the copy control
information stored in the copy control information storage
unit 1204a, or judges whether the second encrypted con-
tent stored in an encrypted content storage unit 1218a
of the portable medium 1104a is movable from the port-
able medium 1104a to the recording/reproduction device
1102a based on the copy control information stored in a
copy control information storage unit 1216a of the port-
able medium 1104 described later. The authentication
unit 1223a performs mutual authentication between the
recording/reproduction device 1102a and the portable
medium 1104a. The encryption/decryption unit 1225a
encrypts/decrypts the copy control information and the
first or second content key to be transferred between the
recording/reproduction device 1102a and the portable
medium 1104a when the authentication is successful.
The write/read unit 1213a writes the copy control infor-
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mation stored in the copy control information storage unit
1204a, the first content key stored in the content key
storage unit 1206a1 or the second content key stored in
the content key storage unit 1206a2, and the second en-
crypted content stored in the encrypted content storage
unit 1211a to the portable medium 1104a, or reads data
from the portable medium 1104a.
[0255] The copy control information storage unit
1204a, the control unit 1203a, and the content key stor-
age units 1206a1 and 1206a2 in the recording/reproduc-
tion device are provided in a secure area 1214a that can-
not be read/written externally. This area 1214a is actually
realized by tamperproof hardware, tamperproof soft-
ware, or a combination thereof. Meanwhile, the encrypt-
ed content storage units 1210a and 1211a are provided
in an area 1215a that can be read/written externally. This
area 1215a is realized by an HDD (Hard Disk Drive) as
one example.
[0256] The portable medium 1104a includes an au-
thentication unit 1224a and an encryption/decryption unit
1226a. The authentication unit 1224a performs mutual
authentication between the recording/reproduction de-
vice 1102a and the portable medium 1104a. The encryp-
tion/decryption unit 1226a encrypts/decrypts the copy
control information and the first or second content key to
be transferred between the recording/reproduction de-
vice 1102a and the portable medium 1104a when the
authentication is successful.
[0257] The portable medium 1104a further includes
the encrypted content storage unit 1218a, a content key
storage unit 1217a, and the copy control information stor-
age unit 1216a. The encrypted content storage unit
1218a stores the second encrypted content. The content
key storage unit 1217a stores the first content key or the
second content key. The copy control information stor-
age unit 1216a stores the copy control information. The
copy control information storage unit 1216a and the con-
tent key storage unit 1217a in the portable medium 1104a
are provided in an area 1219a that cannot be read/written
externally except by an authorized device. This area
1219a can be read/written by the recording/reproduction
device 1102a, only if the authentication unit 1224a in the
portable medium 1104a and the authentication unit
1223a in the recording/reproduction device 1102a have
succeeded in the mutual authentication. Meanwhile, the
encrypted content storage unit 1218a is provided in an
area 1220a that can be read/written externally.
[0258] An operation of recording received content in
the recording/reproduction device 1102a is described be-
low, with reference to FIG. 37.
Step S501a: The reception unit 1201a in the recording/
reproduction device 1102a receives content and copy
control information.
Step S502a: The judgment unit 1202a judges whether
the copy control information indicates that the received
content is recordable to the recording/reproduction de-
vice 1102a. If the judgment unit 1202a judges that the
received content is not recordable, the operation is ter-

minated. If the judgment unit 1202a judges that the re-
ceived content is recordable, the operation is continued.
[0259] Step S503a: The copy control information is up-
dated if necessary, and stored in the copy control infor-
mation storage unit 1204a.
Step S504a: The key generation unit 1205a generates
a first content key and a second content key, and stores
the first content key and the second content key respec-
tively to the content key storage units 1206a1 and
1206a2.
Step S505a: The encryption unit 1208a encrypts the re-
ceived content using the first content key stored in the
content key storage unit 1206a1, to generate first en-
crypted content.
[0260] Step S506a: The first encrypted content is
stored in the encrypted content storage unit 1210a.
Step S507a: The conversion unit 1207a converts the re-
ceived content.
Step S508a: The encryption unit 1209a encrypts the con-
verted content using the second content key stored in
the content key storage unit 1206a2, to generate second
encrypted content.
[0261] Step S509a: The second encrypted content is
stored in the encrypted content storage unit 1211a.
The copy control information used here includes, for ex-
ample, "Copy Never" that indicates copying is prohibited
and "Copy One Generation" that indicates copying is per-
mitted only once, as in the fourth embodiment. This being
so, the judgment unit 1202a judges that the content is
not recordable if the copy control information is "Copy
Never", and judges that the content is recordable if the
copy control information is "Copy One Generation". In
the latter case, when the content is recorded in the re-
cording/reproduction device 1102a, the copy control in-
formation is changed from "Copy One Generation" to "No
More Copy" that indicates no more copying is permitted,
and stored in the copy control information storage unit
1204a.
[0262] Also, for example when the received content is
MPEG-2 video content, the conversion unit 1207a con-
verts the received content to MPEG-4 video content.
An operation of moving content from the recording/re-
production device 1102a to the portable medium 1104a
is described next, with reference to FIG. 38.
Step S401a: The judgment unit 1212a in the recording/
reproduction device 1102a receives the copy control in-
formation stored in the copy control information storage
unit 1204a via the write/read unit 1213a, and judges
whether the received copy control information indicates
that thesecond encrypted content stored in the encrypted
content storage unit 1211a is movable to the portable
medium 1104a. If the judgment unit 1212a judges that
the second encrypted content is not movable, the oper-
ation is terminated. If the judgment unit 1212a judges
that the second encrypted content is movable, the oper-
ation is continued.
[0263] Step S402a: The authentication unit 1223a in
the recording/reproduction device 104a performs mutual
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authentication with the authentication unit 1224a in the
portable medium 1104a. If the mutual authentication is
successful, the authentication units 1223a and 1224a
each generate a session key. If the mutual authentication
is not successful, the operation is terminated.
Step S403a: The write/read unit 1213a reads the copy
control information stored in the copy control information
storage unit 1204a and the second content key stored in
the content key storage unit 1206a2.
[0264] At this time, the control unit 1203a makes the
first content key stored in the content key storage unit
1206a1 and the second content key stored in the content
key storage unit 1206a2 unusable, so as to prohibit sub-
sequent access to the stored first and second content
keys.
Step S404a: The write/read unit 1213 encrypts the read
copy control information and second content key using
the session key through the encryption/decryption unit
1225a, and transmits the encrypted copy control infor-
mation and second content key to the portable medium
1104a . The portable medium 1104a decrypts the re-
ceived encrypted copy control information and second
content key using the session key through the encryption/
decryption unit 1226a, and stores the decrypted copy
control information and second content key therein.
[0265] Step S405a: The recording/reproduction de-
vice 1102a deletes the copy control information stored
in the copy control information storage unit 1204a and
the second content key stored in the content key storage
unit 1206a2.
Step S406a: The write/read unit 1213a reads the second
encrypted content stored in the encrypted content stor-
age unit 1211a.
Step S407a: The read second encrypted content is
stored to the portable medium 1104a.
[0266] Step S408a: The second encrypted content
stored in the encrypted content storage unit 1211a is de-
leted.
FIGS. 39 and 40 show data storage states of the record-
ing/reproduction device 1102a and the portable medium
1104a in the above operation. FIGS. 39A shows data
storage states when step S401a begins, FIG. 39B shows
data storage states when step S403a ends, FIG. 39C
shows data storage states when step S404a ends, FIG.
39D shows data storage states when step S405a ends,
FIG. 40E shows data storage states when step S407a
ends, and FIG. 40F shows data storage states when step
S408a ends.
[0267] In step S403a, the control unit 1203a makes
the first content key stored in the content key storage unit
1206a1 and the second content key stored in the content
key storage unit 1206a2 unusable, so as to prohibit sub-
sequent access to the stored first and second content
keys. As a result, even if power fails or the portable me-
dium 1104a is removed from the recording/reproduction
device 1102a by unauthorized means at a point between
when step S404a ends and step S405a begins, a situa-
tion where the first and second content keys are usable

simultaneously in both the recording/reproduction device
1102a and the portable medium 1104a can be avoided.
Also, even if power fails at any point from FIGS. 39A to
40F, the first and second content keys exist in any of the
recording/reproduction device 1102a and the portable
medium 1104a, and so a situation where the first and
second content keys are lost in both the move source
and the move destination and as a result the content
becomes unusable can be avoided.
[0268] The mutual authentication and session key
sharing performed by the authentication units 1223a and
1224a in step S402a canbe realized using, for example,
a challenge-response mutual authentication and session
key sharing method as in the fourth embodiment. The
challenge-response mutual authentication and session
key sharing method is well known and so its explanation
has been omitted here.
An operation of moving content form the portable medium
1104a to the recording/reproduction device 1102a is de-
scribed below, with reference to FIG. 41.
[0269] Step S601a: The judgment unit 1212a in the
recording/reproduction device 1102a receives the copy
control information stored in the copy control information
storage unit 1216a in the portable medium 1104a via the
write/read unit 1213a, and judges whether the received
copy control information indicates that the second en-
crypted content stored in the encrypted content storage
unit 1218a in the portable medium 1104a is movable to
the recording/reproduction device 1102a. If the judgment
unit 1212a judges that the second encrypted content is
not movable, the operation is terminated. If the judgment
unit 1212a judges that the second encrypted content is
movable, the operation is continued.
[0270] Step S602a: The authentication unit 1223a in
the recording/reproduction device 104a performs mutual
authentication with the authentication unit 1224a in the
portable medium 1104a. If the mutual authentication is
successful, the authentication units 1223a and 1224a
each generate a session key. If the mutual authentication
is not successful, the operation is terminated.
Step S603a: The write/read unit 1213a reads the copy
control information stored in the copy control information
storage unit 1216a and the second content key stored in
the content key storage unit 1217a in the portable medi-
um 1104a. Here, the encryption/decryption unit 1226a in
the portable medium 1104a encrypts the copy control
information and the second content key using the session
key, and outputs the encrypted copy control information
and second content key to the recording/reproduction
device 1102a. The encryption/decryption unit 1225a in
the recording/reproduction device 1102a decrypts the re-
ceived encrypted copy control information and second
content key using the session key, and outputs the de-
crypted copy control information and second content key
to the write/read unit 1213a.
[0271] Step S604a: The write/read unit 1213a stores
the copy control information and the second content key
respectively to the copy control information storage unit
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1204a and the content key storage unit 1206a2 in the
recording/reproduction device 1102a. Here, the control
unit 1203a makes the second content key stored in the
content key storage unit 1206a2 unusable, so as to pro-
hibit access to the stored second content key.
[0272] Step S605a: The copy control information
stored in the copy control information storage unit 1216a
and the second content key stored in the content key
storage unit 1217a are deleted.
The control unit 1203a makes the content key stored in
the content key storage unit 1206a2 and the first content
key stored in the content key storage unit 1206a1 usable.
[0273] Step S606a: The write/read unit 1213a reads
the second encrypted content stored in the encrypted
content storage unit 1218a in the portable medium
1104a.
Step S607a: The read second encrypted content is
stored to the encrypted content storage unit 1211a in the
recording/reproduction device 1102a.
Step S608a: The second encrypted content stored in the
encrypted content storage unit 1218a in the portable me-
dium 1104a is deleted.
[0274] FIGS. 42 and 43 show data storage states of
the recording/reproduction device 1102a and the porta-
ble medium 1104a in the above operation. FIG. 42A
shows data storage states when step S601a begins, FIG.
42B shows data storage states when step S604a ends,
FIG. 42C shows data storage states when step S605a
ends, FIG. 42D shows data storage states when step
S607a ends, and FIG. 43E shows data storage states
when step S608a ends.
[0275] An operation of reproducing the recorded first
encrypted content or second encrypted content in the
recording/reproduction device 1102a is described next,
with reference to FIG. 44.
Step S701a: The decryption unit 1221a reads the first
encrypted content from the encrypted content storage
unit 1210a or the second encrypted content from the en-
crypted content storage unit 1211a.
[0276] Step S702a: The decryption unit 1221a reads
the first content key from the content key storage unit
1206a1 or the second content key from the content key
storage unit 1206a2.
At this time, the control unit 1203a makes the first content
key stored in the content key storage unit 1206a1 and
the second content key stored in the content key storage
unit 1206a2 unusable, so as to prohibit subsequent ac-
cess to the stored first and second content keys.
[0277] Step S703a: The decryption unit 1221a de-
crypts the read first encrypted content or second encrypt-
ed content using the read first content key or second
content key.
Step S704a: The reproduction unit 1222a reproduces the
decrypted first encrypted content or second encrypted
content.
[0278] Since the control unit 1203a makes the first and
second content keys unusable so as to prohibit access
to the first and second content keys in step S702a, it is

possible to prevent the decryption and reproduction of
the first encrypted content and the decryption and repro-
duction of the second encrypted content from being si-
multaneously performed.

<Modifications>

[0279]

(1) In the fourth and fifth embodiments, the provision
of content from the content provision device 1101 or
1101a to the recording/reproduction device 1102 or
1102a can be conducted using various methods
such as terrestrial broadcasting, satellite broadcast-
ing, internet communications, and recording media
such as DVD.

[0280]

(2) In the fourth and fifth embodiments, the content
and the copy control information received by the re-
ception unit 1201 or 1201a may be in an encrypted
form. In this case, the encrypted content and copy
control information are decrypted before the judg-
ment by the judgment unit 1202 or 1202a.
(3) The fourth and fifth embodiments describe a con-
struction of generating one set of converted content
from the received content and encrypting and re-
cording the converted content, but the present in-
vention is not limited to this construction. For exam-
ple, a plurality of sets of converted content may be
generated from the received content using different
conversion methods and encrypted and recorded,
with one or more sets of converted content being
moved from the recording/reproduction device to the
portable medium. Also, the fourth and fifth embodi-
ments describe the case where the received content
itself is retained without conversion, but the received
content itself may be converted (using a different
conversion method from the one used for the second
encrypted content).

[0281]

(4) The fourth and fifth embodiments describe the
case where the key generation unit 1205 or 1205a
in the recording/reproduction device 1102 or 1102a
generates the content key or the first and second
content keys and stores the content key or the first
and second content keys to the content key storage
unit 1206 or the content key storage units 1206a1
and 1206a2. However, the present invention should
not be limited to this. For instance, the content key
may be generated outside and supplied to the re-
cording/reproduction device 1102 or 1102a.

[0282]
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(5) In the fourth and fifth embodiments, an SD mem-
ory card can be used as the portable medium 1104
or 1104a as one example. In this case, the authen-
tication units 1123 and 1124 or 1123a and 1124a
and the encryption/decryption units 1225 and 1226
or 1225a and 1226a operate according to CPRM SD.
(6) The fourth and fifth embodiments describe the
case where the second encrypted content is moved
from the recording/reproduction device 1102 or
1102a to the portable medium 1104 or 1104a, but
the first encrypted content may be moved from the
recording/reproduction device 1102 or 1102a to the
portable medium 1104 to 1104a.

[0283]

(7) The fourth and fifth embodiments describe the
case where the content is moved from the recording/
reproduction device to the portable medium or from
the portable medium to the recording/reproduction
device, but this is not a limit for the present invention.
As one example, the content may be moved from
the recording/reproduction device to another record-
ing/reproduction device.
(8) In this case, the authentication units and the en-
cryption/decryption units in the recording/reproduc-
tion devices 1102 and 1103 operate according to
DTCP.

[0284]

(9) The fourth and fifth embodiments describe the
case where when moving the content from the re-
cording/reproduction device to the portable medium
or from the portable medium to the recording/repro-
duction device, various data stored in the recording/
reproduction device or the portable medium is de-
leted. However, the present invention is not limited
to such. For example, instead of deleting the encrypt-
ed content stored in the portable medium, the con-
tent key necessary for decrypting the encrypted con-
tent may be deleted so as to make the encrypted
content unusable. Also, instead of deleting the data,
part of the data may be destroyed so as to make the
data unusable. Also, instead of deleting the data, the
data may be made unusable so as to prohibit unau-
thorized access to the data.

[0285]

(10) In the fourth and fifth embodiments, the record-
ing/reproduction device may include a storage unit
which stores a state transition in the content move-
ment operation. In this case, when the content move-
ment operation was not completedproperly, the re-
cording/reproduction device may judge whether the
content movement operation is to be continued or to
be performed from the beginning again, based on

the state transition stored in the storage unit. Also,
the recording/reproduction device may include a no-
tification unit which notifies the user of the state tran-
sition stored in the storage unit. In this case, the re-
cording/reproduction device may notify the user that
the content movement operation was not completed
properly, and determine whether the content move-
ment operation is to be continued or to be performed
from the beginning again based on an instruction
from the user.

[0286]

(11) In the fourth and fifth embodiments, when the
recording/reproduction device or the portable medi-
um deletes the content key after moving the content
key, the receiver of the content key may notify the
sender of the content key that the content key has
been received properly, so that the sender deletes
the content key after confirming the reception based
on the notification.
(12) The fourth and fifth embodiments may be mod-
ified in the following manner. The content is given
an identifier for uniquely identifying the content.
Whenmoving the content from the portable medium
back to the recording/reproduction device, the re-
cording/reproduction device judges whether the
identifier of the encrypted content stored in the port-
able medium matches an encrypted content identi-
fier held therein, and permits the movement of the
content back to the recording/reproduction device
only when the two identifiers match. Also, instead of
the identifier for uniquely identifying the content, the
content may be given an identifier for uniquely iden-
tifying the recording/reproduction device which is the
move source of the content. In such a case, the re-
cording/reproduction device judges whether the
identifier of the recording/reproduction device ac-
companying the content matches the identifier of the
recording/reproduction device, and permits the
movement of the content back to the recording/re-
production device only when the two identifiers
match.

[0287]

(13) The fourth and fifth embodiments may be mod-
ified in the following way. For each of a plurality of
sets of content, first encrypted content and second
encrypted content are generated and stored respec-
tively in the encrypted content storage units 1210
and 1211 or 1210a and 1 211a, and copy control
information and a content key (or first and second
content keys) are stored respectively in the copy con-
trol information storage unit 1204 or 1204a and the
content key storage unit 1206 or 1206a1 and
1206a2. In this case, in order to enable the content
key and the copy control information corresponding
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to the content to be identified, the first encrypted con-
tent and the second encrypted contentmay be stored
to the encrypted content storage units 1201 and
1211 or 1210a and 1211a together with content iden-
tification information, and the copy control informa-
tion and the content key (or the first and second con-
tent keys) may be stored to the copy control infor-
mation storage unit 1204 or 1204a and the content
key storage unit 1206 or 1206a1 and 1206a2 togeth-
er with the content identification information. In this
way, for example when moving the second encrypt-
ed content to the portable medium 1104a, the copy
control information and the content key (or the first
and second content keys) having the same content
identification information as the second encrypted
content can be found in the copy control information
storage unit 1204 or 1204a and the content key stor-
age unit 1206 or 1206a1 and 1206a2.
(14) The fourth and fifth embodiments describe the
case where the content is provided from the external
content provision device, but this is not a limit for the
present invention. For instance, the recording/repro-
duction device may read the content from a storage
medium inserted therein.

<Conclusion>

[0288]

(1) As described above, the present invention is a
copyright protection system capable of moving con-
tent from a first device which holds the content to a
second device or moving the content from the sec-
ond device to the first device, the first device includ-
ing: a content storage unit operable to store first en-
crypted content and second encrypted content that
is related to the first encrypted content; a key storage
unit operable to store a content key for decrypting
the first encrypted content or the second encrypted
content; and a key control unit operable to control
access to the content key, the second device includ-
ing a content storage unit operable to store the first
encrypted content or the second encrypted content;
and a key storage unit operable to store the content
key, wherein when moving the first encrypted con-
tent or the second encrypted content from the first
device to the second device, the content key stored
in the key storage unit in the first device is stored to
the key storage unit in the second device and the
first encrypted content or the second encrypted con-
tent stored in the content storage unit in the first de-
vice is stored to the content storage unit in thesecond
device under the control of the key control unit in the
first device.

[0289]

(2) In the copyright protection system of (1), the key

control unit in the first device may make the content
key stored in the key storage unit in the first device
unusable, and store the content key stored in the
key storage unit in the first device to the key storage
unit in the second device.
(3) In the copyright protection system of (1), the key
control unit in the first device may delete the content
key stored in the key storage unit in the first device,
and store the content key stored in the key storage
unit in the first device to the key storage unit in the
second device.

[0290]

(4) In the copyright protection system of (1), the key
control unit in the first device may make the content
key stored in the key storage unit in the first device
unusable, store the content key stored in the key
storage unit in the first device to the key storage unit
in the second device, and delete the content key
stored in the key storage unit in the first device.
(5) In the copyright protection system of (1), the first
device may further include: an authentication unit,
wherein the second device further includes: an au-
thentication unit, the authentication unit in the first
device performs authentication with the authentica-
tion unit in the second device, and the content key
stored in the key storage unit in the first device is
stored to the key storage unit in the second device
if the authentication is successful.

[0291]

(6) In the copyright protection system of (1), the first
device may further include: an authentication unit;
and a key encryption unit, wherein the second device
further includes: an authentication unit; and a key
encryption unit, the authentication unit in the first de-
vice performs authentication with the authentication
unit in the second device, the authentication unit in
the first device and the authentication unit in the sec-
ond device each generate a session key if the au-
thentication is successful, the key encryption unit in
the first device encrypts the content key stored in the
key storage unit in the first device using the session
key and sends the encrypted content key to the sec-
ond device, and the key encryption unit in the second
device decrypts the received encrypted content key
using the session key and stores the decrypted con-
tent key to the key storage unit in the second device.

[0292]

(7) In the copyright protection system of (1), the first
device may further include: a copy control informa-
tion storage unit operable to store copy control in-
formation; and a judgment unit operable to judge
whether or not the first encryption content or the sec-
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ond encrypted content is movable from the first de-
vice to the second device based on the copy control
information.

[0293]

(8) In the copyright protection system of (1), when
moving the first encrypted content or the second en-
crypted content from the second device to the first
device, the content key stored in the key storage unit
in the second device may be stored to the key stor-
age unit in the first device and the first encrypted
content or the second encrypted content stored in
the content storage unit in the second device may
be stored to the content storage unit in the first device
under the control of the key control unit in the first
device.

[0294]

(9) In the copyright protection system of (8), the key
control unit in the first device may make the content
key stored in the key storage unit in the first device
unusable, store the content key stored in the key
storage unit in the second device to the key storage
unit in the first device, delete the content key stored
in the key storage unit in the second device, and
make the content key stored in the key storage unit
in the first device usable.

[0295]

(10) In the copyright protection system of (1), the first
encrypted content may be generated by encrypting
the content using the content key, wherein the sec-
ond encrypted content is generated by encrypting
converted content, which is obtained by converting
the content, using the content key.
(11) In the copyright protection system of (1), the first
device may be a recording/reproduction device,
wherein the second device is a portable medium that
can be read and written by the recording/reproduc-
tion device.

[0296]

(12) Also, the present invention is a recording/repro-
duction device capable of moving content to a port-
able medium or moving the content from the portable
medium, including: a content storage unit operable
to store first encrypted content and second encrypt-
ed content that is related to the first encrypted con-
tent; a key storage unit operable to store a content
key for decrypting the first encrypted content or the
second encrypted content; and a key control unit op-
erable to control access to the content key, wherein
when moving the first encrypted content or the sec-
ond encrypted content from the recording/reproduc-

tion device to the portable medium, the content key
stored in the key storage unit in the recording/repro-
duction device is stored to the portable medium and
the first encrypted content or the second encrypted
content stored in the content storage unit in the first
device is stored to the portable medium under the
control of the key control unit in the recording/repro-
duction device.

[0297]

(13) In the above recording/reproduction device,
when moving the first encrypted content or the sec-
ond encrypted content from the portable medium to
the recording/reproduction device, the content key
stored in a key storage unit in the portable medium
may be stored to the key storage unit in the recording/
reproduction device and the first encrypted content
or the second encrypted content stored in a content
storage unit in the portable medium may be stored
to the content storage unit in the recording/reproduc-
tion device under the control of the key control unit
in the recording/reproduction device.

[0298]

(14) Also, the present invention is a portable medium
capable of moving content to a recording/reproduc-
tion device or moving the content from the recording/
reproduction device, including: a content storage
unit operable to store first encrypted content or sec-
ond encrypted content; and a key storage unit oper-
able to store a content key for decrypting the first
encrypted content or the second encrypted content,
wherein when moving the first encrypted content or
the second encrypted content from the recording/
reproduction device to the portable medium, the con-
tent key stored in a key storage unit in the recording/
reproduction device is stored to the key storage unit
in the portable medium and the first encrypted con-
tent or the second encrypted content stored in a con-
tent storage unit in the recording/reproduction device
is stored to the content storage unit in the portable
medium under control of a key control unit in the
recording/reproduction device.

[0299]

(15) In the above portable medium, when moving
the first encrypted content or the second encrypted
content from the portable medium to the recording/
reproduction device, the content key stored in the
key storage unit in the portable medium is stored to
the key storage unit in the recording/reproduction
device and the first encrypted content or the second
encrypted content stored in the content storage unit
in the portable medium is stored to the content stor-
age unit in the recording/reproduction device under
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the control of the key control unit in the recording/
reproduction device.

[0300]

(16) Also, the present invention is a copyright pro-
tection system capable of moving content from a first
device which holds the content to a second device
or moving the content from the second device to the
first device, the first device including: a content stor-
age unit operable to store first encrypted content and
second encrypted content that is related to the first
encrypted content; a key storage unit operable to
store a first content key for decrypting the first en-
crypted content and a second content key for de-
crypting the second encrypted content; and a key
control unit operable to control access to the first
content key and the second content key, the second
device including: a content storage unit operable to
store the first encrypted content or the second en-
crypted content; and a key storage unit operable to
store the first content key or the second content key,
wherein when moving the first encrypted content or
the second encrypted content from the first device
to the second device, the first content key or the sec-
ond content key stored in the key storage unit in the
first device is stored to the key stored unit in the sec-
ond device and the first encrypted content or the sec-
ond encrypted content stored in the content storage
unit in the first device is stored to the content storage
unit in the second device under the control of the key
control unit in the first device.

[0301]

(17) In the copyright protection system of (16), the
key control unit in the first device may make the first
content key and the second content key stored in
the key storage unit in the first device unusable, store
the first content key or the second content key stored
in the key storage unit in the first device to the key
storage unit in the second device, and delete, from
the key storage unit in the first device, the first content
key or the second content key which has been stored
to the key storage unit in the second device.

[0302]

(18) In the copyright protection system of (16), when
moving the first encrypted content or the second en-
crypted content from the second device to the first
device, the first content key or the second content
key stored in the key storage unit in the second de-
vice is stored to the key storage unit in the first device
and the first encrypted content or the second en-
crypted content stored in the content storage unit in
the second device is stored to the content storage
unit in the first device under the control of the key

control unit in the first device.

[0303]

(19) In the copyright protection system of (18), the
key control unit in the first device may make the first
content key or the second content key to be stored
to the key storage unit in the first device unusable,
store the first content key or the second content key
stored in the key storage unit in the second device
to the key storage unit in the first device, delete the
first content key or the second content key stored in
the key storage unit in the second device, and make
the first content key or the second content key stored
in the key storage unit in the first device usable.

<Other Modifications>

[0304]

(1) The above embodiments describe a construction
of moving the content from the recording/reproduc-
tion device to the portablemedium, but the present
invention is not limited to this. For example, the con-
tent may be moved from the recording/reproduction
device to another recording/reproduction device.
(2) The above embodiments describe the case
where, to move the content from the recording/re-
production device to the portable medium, the
MPEG-2 content of a high image quality is converted
to the MPEG-4 content of a low image quality. How-
ever, the image conversion is not limited to the con-
version from MPEG-2 to MPEG-4, so long as it is an
irreversible conversion.

[0305]

(3) The present invention includes not only the case
of moving the content which has undergone the im-
age conversion, but also the case of moving the con-
tent without the image conversion. Which is to say,
the present invention is a terminal device that trans-
fers a right to use content to a portable medium while
protecting a copyright of the content, including: a
storage unit storing first encrypted content generat-
ed by encrypting the content, a device key for de-
crypting the first encrypted content, and a medium
key different from the device key; a decryption unit
operable to decrypt the encrypted content using the
device key to generate the content; an encryption
unit operable to encrypt the generated content using
the medium key to generate second encrypted con-
tent; a write unit operable to write the device key, the
medium key, and the second encrypted content to
the portable medium; and a key deletion unit oper-
able to delete the device key from the first storage
unit.
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[0306]

(4) The second embodiment may be modified such
that the recording/reproduction device 20 encrypts
device recording key KHDD using device unique key
Ka and moves it to the portable medium 14. Likewise,
the third embodiment may be modified such that the
recording/reproduction device 30 encrypts content
key KC using device unique key Ka and moves it to
the portable medium 14.
(5) The above embodiments describe the case
where when moving the content from the portable
medium to the recording/reproduction device, the
encrypted content and the medium recording key
held in the portable medium which is the move
source are both deleted. However, the present in-
vention is not limited to this. For instance, only one
of the encrypted content and the medium recording
key may be deleted.

[0307] Also, instead of deleting the encrypted content
and the medium recording key, part of one of the encrypt-
ed content and the medium recording key may be de-
stroyed so as to make the data unusable.

(6) The recording/reproduction device according to
the present invention may include a storage unit that
stores a state transition in the content movement
operation. Which is to say, the recording/reproduc-
tion device may include a state holding unit operable
to hold a content movement state, wherein if the con-
tent movement operation was not completed prop-
erly, the content movement state held in the state
holding unit is notified to the user. In this way, when
the content movement operation was not completed
properly, the recording/reproduction device can
judge whether the content movement operation is to
be continued or to be performed from the beginning
again, based on the content movement state held in
the state holding unit.

[0308] The recording/reproduction device may further
include a notification unit operable to notify the user of
the content movement state held in the state holding unit.
In this case, the recording/reproduction device can notify
the user that the content movement operation was not
completed properly, and determine whether the content
movement operation is to be continued or to be per-
formed from the beginning again, based on an instruction
from the user.
[0309]

(7) The above embodiments may be modified such
that when the recording/reproduction device or the
portable medium moves the key and then deletes
the key stored therein, the recording/reproduction
device or the portable medium deletes the key after
confirming that the key has been properly received

by the move destination. In this case, the move des-
tination may notify the move source that the key has
been properly received.
(8) The first embodiment describes the case where
the recording/reproduction device 10 encrypts de-
vice recording key KHDD using device unique key
Ka, but this is not a limit for the present invention.
For example, the recording/reproduction device 10
may encrypt device recording key KHDD using not
device unique key Ka but a common key shared by
a plurality of devices. Alternatively, the recording/
reproduction device 10 may encrypt device record-
ing key KHDD using a manufacturer unique key
uniquely assigned to each device manufacturer. Al-
so, the recording/reproduction device 10 may gen-
erate a key in each encryption operation and encrypt
KHDD using the generated key.

[0310]

(9) The above embodiments describe the case
where the recording/reproduction device acquires
content which is a digital broadcast program broad-
cast from the external content provision device 11,
but it should be obvious that the present invention is
not limited to such. For example, the recording/re-
production device may readdigital content stored in
a storage medium inserted in the recording/repro-
duction device.
(10) The present invention also includes a construc-
tion in which mutual authentication is performed be-
tween devices based on an authentication proce-
dure prescribed by DTCP, and content movement is
performed if the authentication is successful.

[0311]

(11) The title list generated by the recording/repro-
duction device is not limited to title lists 125 and 129
shown in FIG. 4. As one example. a thumbnail of
content may be used as title information. In such a
case, usability information may be presented to the
user by, for example, displaying a large thumbnail
for usable content and a small thumbnail for unusa-
ble content.

[0312]

(12) The above embodiments describe the case
where the key (device key) for encrypting the content
recorded by the recording/reproduction device and
the key (medium key) for encrypting the content re-
corded by the portable medium are different, but this
is not a limit for the present invention. For example,
the following modification is applicable.
The present invention is a terminal device for trans-
ferring a right to use content to a portable medium
while protecting a copyright of the content, including:
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a storage unit storing first encrypted content and a
content key, the first encrypted content being gen-
erated by encrypting the content; a decryption unit
operable to decrypt the first encrypted content using
the content key to generate the content; a conversion
unit operable to perform an irreversible conversion
on the generated content to generate converted con-
tent; an encryption unit operable to encrypt the con-
verted content using the content key to generate sec-
ond encrypted content; a movement unit operable
to move the content key and the second encrypted
content to the portable medium; and a key deletion
unit operable to delete the content key from the stor-
age unit.

[0313] Here, the key deletion unit may delete the con-
tent key from the storage unit after the movement unit
writes the content key to the portable medium, wherein
the movement unit moves the second encrypted content
to the portable medium after the key deletion unit deletes
the content key from the storage unit.
Here, the terminal medium, after the movement unit
moves the content key and the second encrypted content
to the portable medium and the key deletion unit deletes
the content key from the storage unit, may further include:
a read unit operable to read the content key from the
portable medium, wherein the read unit stores the read
content key to the storage unit.
[0314] Also, the present invention is a content move-
ment method used in a terminal device for transferring a
right to use content to a portable medium while protecting
a copyright of the content, the terminal device storing first
encrypted content and a content key, the first encrypted
content being generated by encrypting the content, the
content movement method including: a decryption step
of decrypting the first encrypted content using the content
key to generate the content; a conversion step of per-
forming an irreversible conversion on the generated con-
tent to generate converted content; an encryption step
of encrypting the converted content using the content
key to generate second encrypted content; a movement
step of moving the content key and the second encrypted
content to the portable medium; and a key deletion step
of deleting the content key from the terminal device.
[0315] Here, the key deletion step may delete the con-
tent key from the terminal device after the movement
step writes the content key to the portable medium,
wherein the movement step moves the second encrypted
content to the portable medium after the key deletion
step deletes the content key from the terminal device.
Also, the present invention is a contentmovement pro-
gram used in a terminal device for transferring a right to
use content to a portable medium while protecting a cop-
yright of the content, the terminal device storing first en-
crypted content and a content key, the first encrypted
content being generated by encrypting the content, the
content movement program including: a decryption step
of decrypting the first encrypted content using the content

key to generate the content; a conversion step of per-
forming an irreversible conversion on the generated con-
tent to generate converted content; an encryption step
of encrypting the converted content using the content
key to generate second encrypted content; a movement
step of moving the content key and the second encrypted
content to the portable medium; and a key deletion step
of deleting the content key from the terminal device.
[0316] Here, the key deletion step may delete the con-
tent key from the terminal device after the movement
step writes the content key to the portable medium,
wherein the movement step moves the second encrypted
content to the portable medium after the key deletion
step deletes the content key from the terminal device.

(13) The above embodiments describe the case
where the portable medium to which the content is
moved from the recording/reproduction device is a
card-type memory such as an SD card, but it should
be obvious that the present invention is not limited
to this. For example, the portable medium may be a
readable/writable DVD.

[0317]

(14) The present invention also applies to a method
described above. This method may be realized by a
computer program that is executed by a computer.
Such a computer program may be distributed as a
digital signal.
The present invention may be realized by a compu-
ter-readable storage medium, such as a flexible disk,
a hard disk, a CD-ROM, an MO, a DVD, a DVD-
ROM, a DVD-RAM, a BD (Blu-ray Disc), or a semi-
conductor memory, on which the above computer
program or digital signal is recorded. Conversely,
the present invention may also be realized by the
computer program or digital signal that is recorded
on such a storage medium.

[0318] The computer program or digital signal that
achieves the present invention may also be transmitted
via a network, such as an electronic communications net-
work, a wired or wireless communications network, or an
internet.
The present invention can also be realized by a computer
system that includes a microprocessor and a memory.
In this case, the computer program can be stored in the
memory, with the microprocessor operating in accord-
ance with this computer program.
[0319] The computer program or digital signal may be
provided to an independent computer system by distrib-
uting a storage medium on which the computer program
or digital signal is recorded, or by transmitting the com-
puter program or digital signal via a network or the like.
The independent computer system may then execute the
computer program or digital signal to function as the
present invention.
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(15) The above embodiments and modifications may
be freely combined.

Industrial Applicability

[0320] According to the present invention, even if con-
tent which has undergone image conversion is moved to
another device, the original content can be restored.
Hence the present invention can be used as a mecha-
nism for protecting a copyright of content without causing
a decrease in user-friendliness, in an industry for distrib-
uting content to users, an industry for manufacturing con-
tent recording/reproduction devices, and an industry for
selling content recording/reproduction devices.

Claims

1. A terminal device for transferring a right to use con-
tent to a portable medium while protecting a copy-
right of the content, comprising:

a storage unit storing first encrypted content, a
device key, and a medium key, the first encrypt-
ed content being generated by encrypting the
content;
a decryption unit operable to decrypt the first
encrypted content using the device key, to gen-
erate the content;
a conversion unit operable to perform an irre-
versible conversion on the generated content,
to generate converted content;
an encryption unit operable to encrypt the con-
verted content using the medium key, to gener-
ate second encrypted content;
a write unit operable to move the medium key
and the second encrypted content to the porta-
ble medium, and read the device key from the
storage unit and write the read device key to the
portable medium; and
a key deletion unit operable to delete the device
key from the storage unit.

2. The terminal device of Claim 1,
wherein the key deletion unit deletes the device key
from the storage unit after the write unit writes the
device key to the portable medium, and
the write unit moves the medium key and the second
encrypted content to the portable medium after the
key deletion unit deletes the device key from the stor-
age unit.

3. The terminal device of Claim 2,
wherein the storage unit further stores key informa-
tion for encrypting the device key,
the encryption unit further encrypts the device key
using the key information; and
the write unit writes the encrypted device key to the

portable medium, as the device key.

4. The terminal device of Claim 3 after the write unit
writes the encrypted device key to the portable me-
dium, the key deletion unit deletes the device key
from the storage unit, and the write unit moves the
medium key and the second encrypted content to
the portable medium, further comprising:

a read unit operable to read the encrypted de-
vice key from the portable medium,
wherein the decryption unit further decrypts the
read encrypted device key using the key infor-
mation to generate the device key, and stores
the generated device key to the storage unit.

5. The terminal device of Claim 1, further comprising:

an embedment unit operable to embed the de-
vice key in the converted content, to generate
key-embedded content,
wherein the encryption unit encrypts the key-
embedded content using the medium key, to
generate the second encrypted content,
the key deletion unit deletes the device key from
the storage unit after the embedment unit em-
beds the device key in the converted content,
and
the write unit moves the medium key and the
second encrypted content to the portable medi-
um after the key deletion unit deletes the device
key from the storage unit.

6. The terminal device of Claim 5 after the key deletion
unit deletes the device key from the storage unit and
the write unit moves the medium key and the second
encrypted content to the portable medium, further
comprising:

an extraction unit operable to extract the device
key from the key-embedded content, and store
the extracted device key to the storage unit,
wherein a read unit reads the second encrypted
content and the medium key from the portable
medium, and
the decryption unit further decrypts the read sec-
ond encrypted content using the read medium
key to generate the key-embedded content, and
outputs the generated key-embedded content
to the extraction unit.

7. The terminal device of Claim 1 after the write unit
writes the device key to the portable medium, the
key deletion unit deletes the device key from the stor-
age unit, and the write unit moves the medium key
and the second encrypted content to the portable
medium, further comprising:
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a read unit operable to read the device key from
the portable medium,
wherein the read unit stores the read device key
to the storage unit.

8. The terminal device of Claim 7, further comprising:

a reproduction unit operable to reproduce the
content,
wherein the decryption unit further reads the first
encrypted content and the device key from the
storage unit, decrypts the read first encrypted
content using the read device key to generate
the content, and outputs the generated content
to the reproduction unit.

9. A content protection system for transferring a right
to use content from a terminal device to a portable
medium while protecting a copyright of the content,
the terminal device comprising:

a first storage unit storing first encrypted con-
tent, a device key, and a medium key, the first
encrypted content being generated by encrypt-
ing the content;
a decryption unit operable to decrypt the first
encrypted content using the device key, to gen-
erate the content;
a conversion unit operable to perform an irre-
versible conversion on the generated content,
to generate converted content;
an encryption unit operable to encrypt the con-
verted content using the medium key, to gener-
ate second encrypted content;
a write unit operable to move the medium key
and the second encrypted content to the porta-
ble medium, and read the device key from the
first storage unit and write the read device key
to the portable medium; and
a key deletion unit operable to delete the device
key from the first storage unit, and
the portable medium comprising:
a second storage unit operable to store the de-
vice key, the medium key, and the second en-
crypted content received from the terminal de-
vice,
wherein the key deletion unit deletes the device
key from the first storage unit after the write unit
writes the device key to the second storage unit,
and
the write unit moves the medium key and the
second encrypted content to the portablemedi-
umafter the key deletion unit deletes the device
key from the first storage unit.

10. The content protection system of Claim 9 after the
write unit writes the device key to the portable me-
dium, the key deletion unit deletes the device key

from the first storage unit, and the write unit moves
the medium key and the second encrypted content
to the portable medium,
wherein the terminal device further comprises:

a read unit operable to read the device key form
the second storage unit,
the read unit stores the read device key to the
first storage unit,
the portable medium further comprises:
a deletion unit operable to delete at least one of
the second encrypted content and the medium
key from the second storage unit, and
the read unit reads the device key from the sec-
ond storage unit after the deletion unit deletes
the at least one of the second encrypted content
and the medium key from the second storage
unit.

11. The content protection system of Claim 9,
wherein the first storage unit further stores key in-
formation for encrypting the device key,
the encryption unit further encrypts the device key
using the key information,
the write unit writes the encrypted device key to the
second storage unit as the device key, and after writ-
ing the encrypted device key, moves the medium
key and the second encrypted content to the second
storage unit, and
the second storage unit stores the encrypted device
key as the device key.

12. The content protection system of Claim 11 after the
write unit writes the encrypted device key to the sec-
ond storage unit, the key deletion unit deletes the
device key from the first storage unit, and the write
unit moves the medium key and the second encrypt-
ed content to the second storage unit,
wherein the terminal device further comprises:

a read unit operable to read the encrypted de-
vice key from the second storage unit,
wherein the decryption unit further decrypts the
read encrypted device key using the key infor-
mation to generate the device key, and stores
the generated device key to the first storage unit,
the portable medium further comprises:
a deletion unit operable to delete at least one of
the second encrypted content and the medium
key from the second storage unit, and
the read unit reads the encrypted device key
from the second storage unit after the deletion
unit deletes the at least one of the second en-
crypted content and the medium key from the
second storage unit.

13. The content protection system of Claim 9,
wherein the terminal device further comprises:
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an embedment unit operable to embed the de-
vice key in the converted content, to generate
key-embedded content,
the encryption unit encrypts the key-embedded
content using the medium key, to generate the
second encrypted content,
the key deletion unit deletes the device key from
the first storage unit after the embedment unit
embeds the device key in the converted content,
and
the write unit writes the medium key and the sec-
ond encrypted content to the second storage
unit after the key deletion unit deletes the device
key from the first storage unit.

14. The content protection system of Claim 13 after the
key deletion unit deletes the device key from the first
storage unit and the write unit moves the medium
key and the second encrypted content to the second
storage unit,
wherein the terminal device further comprises:

an extraction unit operable to extract the device
key from the key-embedded content, and store
the extracted device key to the first storage unit,
a read unit reads the second encrypted content
and the medium key from the second storage
unit,
the decryption unit further decrypts the read sec-
ond encrypted content using the read medium
key to generate the key-embedded content, and
outputs the generated key-embedded content
to the extraction unit, and
the portable medium deletes the second en-
crypted content and the medium key from the
second storage unit after the terminal device
reads the second encrypted content and the me-
dium key from the second storage unit.

15. The content protection system of Claim 9, further
including a mobile information terminal,
wherein the mobile information terminal reads, from
the portable medium in which the device key, the
medium key, and the second encrypted content are
stored in the second storage unit, the second en-
crypted content and the medium key, decrypts the
read second encrypted content using the read me-
dium key to generate the converted content, and re-
produces the converted content.

16. The content protection systemof Claim 9, further in-
cluding another terminal device connected with the
terminal device,
wherein the another terminal device comprises:

a read unit operable to read, from the portable
medium in which the device key, the medium
key, and the second encrypted content are

stored in thesecond storage unit, thedevice key,
the medium key, and the second encrypted con-
tent;
a deletion unit operable to delete at least one of
the medium key and the second encrypted con-
tent read by the read unit; and
an acquisition unit operable to acquire the first
encrypted content from the terminal device, after
the deletion unit deletes the at least one of the
medium key and the second encrypted content,
the portable medium moves the device key, the
medium key, and the second encrypted content
to the another terminal device, and
the terminal device further comprises:
a transmission unit operable to transmit the first
encrypted content to the another terminal de-
vice; and
a content deletion unit operable to delete the
first encrypted content from the first storage unit.

17. A portable medium for receiving a right to use content
from a terminal device while protecting a copyright
of the content, a recording device including: a stor-
age unit storing first encrypted content, a device key,
and a medium key, the first encrypted content being
generated by encrypting the content; a decryption
unit operable to decrypt the first encrypted content
using the device key, to generate the content; a con-
version unit operable to perform an irreversible con-
version on the generated content, to generate con-
verted content; an encryption unit operable to en-
crypt the converted content using the medium key,
to generate second encrypted content; a write unit
operable to move the medium key and the second
encrypted content to the portable medium, and read
the device key from the first storage unit and write
the read device key to the portable medium; and a
key deletion unit operable to delete the device key
from the first storage unit,
the portable medium comprising:

a storage unit operable to store the device key,
the medium key, and the second encrypted con-
tent.

18. A content movement method used in a terminal de-
vice for transferring a right to use content to a port-
able medium while protecting a copyright of the con-
tent, the terminal device storing first encrypted con-
tent, a device key, and a medium key, the first en-
crypted content being generated by encrypting the
content, the content movement method comprising:

a decryption step of decrypting the first encrypt-
ed content using the device key, to generate the
content;
a conversion step of performing an irreversible
conversion on the generated content, to gener-
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ate converted content;
an encryption step of encrypting the converted
content using the medium key, to generate sec-
ond encrypted content;
a write step of moving the medium key and the
second encrypted content to the portable medi-
um, and reading the device key from the storage
unit and writing the read device key to the port-
able medium; and
a key deletion step of deleting the device key
from the terminal device.

19. The content movement method of Claim 18,
wherein the key deletion step deletes the device key
from the terminal device after the write step writes
the device key to the portable medium, and
the write step moves the medium key and the second
encrypted content to the portable medium after the
key deletion step deletes the device key from the
terminal device.

20. A content movement program used in a terminal de-
vice for transferring a right to use content to a port-
able medium while protecting a copyright of the con-
tent, the terminal device storing first encrypted con-
tent, a device key, and a medium key, the first en-
crypted content being generated by encrypting the
content, the content movement program comprising:

a decryption step of decrypting the first encrypt-
ed content using the device key, to generate the
content;
a conversion step of performing an irreversible
conversion on the generated content, to gener-
ate converted content;
an encryption step of encrypting the converted
content using the medium key, to generate sec-
ond encrypted content;
a write step of moving the medium key and the
second encrypted content to the portable medi-
um, and reading the device key from the storage
unit and writing the read device key to the port-
able medium; and
a key deletion step of deleting the device key
from the terminal device.

21. The content movement program of Claim 20,
wherein the key deletion step deletes the device key
from the terminal device after the write step writes
the device key to the portable medium, and
the write step moves the medium key and the second
encrypted content to the portable medium after the
key deletion step deletes the device key from the
terminal device.

Amended claims under Art. 19.1 PCT

1. A terminal device for transferring a right to use con-
tent to a portable medium while protecting a copy-
right of the content, comprising:

a storage unit storing first encrypted content, a
device key, and a medium key, the first encrypt-
ed content being generated by encrypting the
content;
a decryption unit operable to decrypt the first
encrypted content using the device key, to gen-
erate the content;
a conversion unit operable to perform an irre-
versible conversion on the generated content,
to generate converted content;
an encryption unit operable to encrypt the con-
verted content using the medium key, to gener-
ate second encrypted content;
a write unit operable to move the medium key
and the second encrypted content to the porta-
ble medium, and read the device key from the
storage unit and write the read device key to the
portable medium; and
a key deletion unit operable to delete the device
key from the storage unit.

2. The terminal device of Claim 1,
wherein the key deletion unit deletes the device key
from the storage unit after the write unit writes the
device key to the portable medium, and
the write unit moves the medium key and the second
encrypted content to the portable medium after the
key deletion unit deletes the device key from the stor-
age unit.

3. The terminal device of Claim 2,
wherein the storage unit further stores key informa-
tion for encrypting the device key,
the encryption unit further encrypts the device key
using the key information; and
the write unit writes the encrypted device key to the
portable medium, as the device key.

4. The terminal device of Claim 3 after the write unit
writes the encrypted device key to the portable me-
dium, the key deletion unit deletes the device key
from the storage unit, and the write unit moves the
medium key and the second encrypted content to
the portable medium, further comprising:

a read unit operable to read the encrypted de-
vice key from the portable medium,
wherein the decryption unit further decrypts the
read encrypted device key using the key infor-
mation to generate the device key, and stores
the generated device key to the storage unit.
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5. The terminal device of Claim 1, further comprising:

an embedment unit operable to embed the de-
vice key in the converted content, to generate
key-embedded content,
wherein the encryption unit encrypts the key-
embedded content using the medium key, to
generate the second encrypted content,
the key deletion unit deletes the device key from
the storage unit after the embedment unit em-
beds the device key in the converted content,
and
the write unit moves the medium key and the
second encrypted content to the portable medi-
um after the key deletion unit deletes the device
key from the storage unit.

6. The terminal device of Claim 5 after the key deletion
unit deletes the device key from the storage unit and
the write unit moves the medium key and the second
encrypted content to the portable medium, further
comprising:

an extraction unit operable to extract the device
key from the key-embedded content, and store
the extracted device key to the storage unit,
wherein a read unit reads the second encrypted
content and the medium key from the portable
medium, and
the decryption unit further decrypts the read sec-
ond encrypted content using the read medium
key to generate the key-embedded content, and
outputs the generated key-embedded content
to the extraction unit.

7. The terminal device of Claim 1 after the write unit
writes the device key to the portable medium, the
key deletion unit deletes the device key from the stor-
age unit, and the write unit moves the medium key
and the second encrypted content to the portable
medium, further comprising:

a read unit operable to read the device key from
the portable medium,
wherein the read unit stores the read device key
to the storage unit.

8. The terminal device of Claim 7, further comprising:

a reproduction unit operable to reproduce the
content,
wherein the decryption unit further reads the first
encrypted content and the device key from the
storage unit, decrypts the read first encrypted
content using the read device key to generate
the content, and outputs the generated content
to the reproduction unit.

9. A content protection system for transferring a right
to use content from a terminal device to a portable
medium while protecting a copyright of the content,
the terminal device comprising:

a first storage unit storing first encrypted con-
tent, a device key, and a medium key, the first
encrypted content being generated by encrypt-
ing the content;
a decryption unit operable to decrypt the first
encrypted content using the device key, to gen-
erate the content;
a conversion unit operable to perform an irre-
versible conversion on the generated content,
to generate converted content;
an encryption unit operable to encrypt the con-
verted content using the medium key, to gener-
ate second encrypted content;
a write unit operable to move the medium key
and the second encrypted content to the porta-
ble medium, and read the device key from the
first storage unit and write the read device key
to the portable medium; and
a key deletion unit operable to delete the device
key from the first storage unit, and
the portable medium comprising:
a second storage unit operable to store the de-
vice key, the medium key, and the second en-
crypted content received from the terminal de-
vice,
wherein the key deletion unit deletes the device
key from the first storage unit after the write unit
writes the device key to the second storage unit,
and
the write unit moves the medium key and the
second encrypted content to the portable medi-
um after the key deletion unit deletes the device
key from the first storage unit.

10. The content protection system of Claim 9 after the
write unit writes the device key to the portable me-
dium, the key deletion unit deletes the device key
from the first storage unit, and the write unit moves
the medium key and the second encrypted content
to the portable medium,
wherein the terminal device further comprises:

a read unit operable to read the device key form
the second storage unit,
the read unit stores the read device key to the
first storage unit,
the portable medium further comprises:
a deletion unit operable to delete at least one of
the second encrypted content and the medium
key from the second storage unit, and
the read unit reads the device key from the sec-
ond storage unit after the deletion unit deletes
the at least one of the second encrypted content
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and the medium key from the second storage
unit.

11. The content protection system of Claim 9,
wherein the first storage unit further stores key in-
formation for encrypting the device key,
the encryption unit further encrypts the device key
using the key information,
the write unit writes the encrypted device key to the
second storage unit as the device key, and after writ-
ing the encrypted device key, moves the medium
key and the second encrypted content to the second
storage unit, and
the second storage unit stores the encrypted device
key as the device key.

12. The content protection system of Claim 11 after the
write unit writes the encrypted device key to the sec-
ond storage unit, the key deletion unit deletes the
device key from the first storage unit, and the write
unit moves the medium key and the second encrypt-
ed content to the second storage unit,
wherein the terminal device further comprises:

a read unit operable to read the encrypted de-
vice key from the second storage unit,
wherein the decryption unit further decrypts the
read encrypted device key using the key infor-
mation to generate the device key, and stores
the generated device key to the first storage unit,
the portable medium further comprises:
a deletion unit operable to delete at least one of
the second encrypted content and the medium
key from the second storage unit, and
the read unit reads the encrypted device key
from the second storage unit after the deletion
unit deletes the at least one of the second en-
crypted content and the medium key from the
second storage unit.

13. The content protection system of Claim 9,
wherein the terminal device further comprises:

an embedment unit operable to embed the de-
vice key in the converted content, to generate
key-embedded content,
the encryption unit encrypts the key-embedded
content using the medium key, to generate the
second encrypted content,
the key deletion unit deletes the device key from
the first storage unit after the embedment unit
embeds the device key in the converted content,
and
the write unit writes the medium key and the sec-
ond encrypted content to the second storage
unit after the key deletion unit deletes the device
key from the first storage unit.

14. The content protection system of Claim 13 after the
key deletion unit deletes the device key from the first
storage unit and the write unit moves the medium
key and the second encrypted content to the second
storage unit,
wherein the terminal device further comprises:

an extraction unit operable to extract the device
key from the key-embedded content, and store
the extracted device key to the first storage unit,
a read unit reads the second encrypted content
and the medium key from the second storage
unit,
the decryption unit further decrypts the read sec-
ond encrypted content using the read medium
key to generate the key-embedded content, and
outputs the generated key-embedded content
to the extraction unit, and
the portable mediumdeletes the second en-
crypted content and the medium key from the
second storage unit after the terminal device
reads the second encrypted content and the me-
dium key from the second storage unit.

15. The content protection systemof Claim 9, further in-
cluding a mobile information terminal,
wherein the mobile information terminal reads, from
the portable medium in which the device key, the
medium key, and the second encrypted content are
stored in the second storage unit, the second en-
crypted content and the medium key, decrypts the
read second encrypted content using the read me-
dium key to generate the converted content, and re-
produces the converted content.

16. The content protection system of Claim 9, further
including another terminal device connected with the
terminal device,
wherein the another terminal device comprises:

a read unit operable to read, from the portable
medium in which the device key, the medium
key, and the second encrypted content are
stored in thesecond storage unit, thedevice key,
the medium key, and the second encrypted con-
tent;
a deletion unit operable to delete at least one of
the medium key and the second encrypted con-
tent read by the read unit; and
an acquisition unit operable to acquire the first
encrypted content from the terminal device, after
the deletion unit deletes the at least one of the
medium key and the second encrypted content,
the portable medium moves the device key, the
medium key, and the second encrypted content
to the another terminal device, and
the terminal device further comprises:
a transmission unit operable to transmit the first
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encrypted content to the another terminal de-
vice; and
a content deletion unit operable to delete the
first encrypted content from the first storage unit.

17. (Amended) A portable medium for receiving a right
to use content from a terminal device while protecting
a copyright of the content, the terminal device includ-
ing: a storage unit storing first encrypted content, a
device key, and a medium key, the first encrypted
content being generated by encrypting the content;
a decryption unit operable to decrypt the first en-
crypted content using the device key, to generate
the content; a conversion unit operable to perform
an irreversible conversion on the generated content,
to generate converted content; an encryption unit
operable to encrypt the converted content using the
medium key, to generate second encrypted content;
a write unit operable to move the medium key and
the second encrypted content to the portable medi-
um, and read the device key from the first storage
unit and write the read device key to the portable
medium; and a key deletion unit operable to delete
the device key from the first storage unit,
the portable medium comprising:

a storage unit operable to store the device key,
the medium key, and the second encrypted con-
tent.

18. A content movement method used in a terminal de-
vice for transferring a right to use content to a port-
able medium while protecting a copyright of the con-
tent, the terminal device storing first encrypted con-
tent, a device key, and a medium key, the first en-
crypted content being generated by encrypting the
content, the content movement method comprising:

a decryption step of decrypting the first encrypt-
ed content using the device key, to generate the
content;
a conversion step of performing an irreversible
conversion on the generated content, to gener-
ate converted content;
an encryption step of encrypting the converted
content using the medium key, to generate sec-
ond encrypted content;
a write step of moving the medium key and the
second encrypted content to the portable medi-
um, and reading the device key from the storage
unit and writing the read device key to the port-
able medium; and
a key deletion step of deleting the device key
from the terminal device.

19. The content movement method of Claim 18,
wherein the key deletion step deletes the device key
from the terminal device after the write step writes

the device key to the portable medium, and
the write step moves the medium key and the second
encrypted content to the portable medium after the
key deletion step deletes the device key from the
terminal device.

20. A content movement program used in a terminal de-
vice for transferring a right to use content to a port-
able medium while protecting a copyright of the con-
tent, the terminal device storing first encrypted con-
tent, a device key, and a medium key, the first en-
crypted content being generated by encrypting the
content, the content movement program comprising:

a decryption step of decrypting the first encrypt-
ed content using the device key, to generate the
content;
a conversion step of performing an irreversible
conversion on the generated content, to gener-
ate converted content;
an encryption step of encrypting the converted
content using the medium key, to generate sec-
ond encrypted content;
a write step of moving the medium key and the
second encrypted content to the portable medi-
um, and reading the device key from the storage
unit and writing the read device key to the port-
able medium; and
a key deletion step of deleting the device key
from the terminal device.

21. The content movement program of Claim 20,
wherein the key deletion step deletes the device key
from the terminal device after the write step writes
the device key to the portable medium, and
the write step moves the medium key and the second
encrypted content to the portable medium after the
key deletion step deletes the device key from the
terminal device.
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