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(57) In one embodiment, a communication device in-
cludes a key strength controlling agent 308 operable to
(i) receive a request for a cryptographic key; (ii) deter-
mine, from a restriction identifier, whether the crypto-
graphic key strength is restricted; (iii) when the crypto-
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graphic key is restricted, cause the use of a second cryp-
tographic key having a second key strength; and (iv)
when the cryptographic key is not restricted, cause the
use of a first cryptographic key having afirst key strength.
The first and second key strengths are different.
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Description
FIELD OF THE INVENTION

[0001] The invention relates generally to encryption
and particularly to weakening encryption strength.

BACKGROUND OF THE INVENTION

[0002] The increasing use of the Internetis making se-
curity a primary concern of Internet users. To provide
security, Virtual Private Networks (VPNs) have been de-
veloped. A VPN is an IP connection between two sites
over the public IP network that has its payload traffic en-
crypted so that only the source and destination can de-
crypt the traffic packets. VPNs encrypt not only payload
but also the protocol stack informational items, which
may be used to compromise a customer site in atechnical
session attack profile.

[0003] A large number of VPN protocols have been
developed. The Point-to-Point Tunneling Protocol (PP-
TP) provides encryption and authentication for remote
dial-up and LAN-to-LAN connections, uses a control ses-
sion to establish and maintain a secure tunnel from send-
er to receiver, and uses a data session to provide data
transmission. The Layer 2 Forward protocol (L2F) pro-
vides tunneling between an Internet Service Provider’s
(ISP) dial-up server and the network. The user establish-
es a dial-up Point-to-Point Protocol (PPP) connection to
the ISP’s server, which then wraps the PPP frames inside
an L2F frame for routing over the network. The Layer 2
Tunneling Protocol defines a method for tunneling PPP
sessions across a network. It combines both PPTP and
L2F. IP Security or IPSec is a suite of protocols that in-
cludes an Authentication Header (AH), an Encapsulating
Security Payload (ESP), and the Internet Key Exchange
(IKE). Operating at Layer 3, IPSec provides address au-
thentication via AH, data encryption via ESP, and auto-
mated key exchanges between sender and receiver
nodes using IKE. Other VPN protocols include Secure
Real Time Protocol (SRTP), Transport LAN Service
(TLS), and Secure Socket Layer or SSL protocol.
[0004] An exemplary IPSec session will be discussed
with reference to Figs. 1 and 2. First and second com-
munication devices 100 and 104, such as IP hardphones,
softphones, Personal Computers (PCs), laptops, and
Personal Digital Assistants (PDAs), are connected via
the untrusted or insecure network 108 (such as the In-
ternet). The communication devices seek to establish a
secured session and must perform a key exchange. As
will be appreciated, keys 200 are produced by a random
number generator 204. The keys 200 are used by each
of the firstand second communication devices to encrypt
and decrypt and authenticate plain and cipher text 208
and 212, respectively. In symmetrical encryption, encryp-
tion and decryption are performed by inputting identical
keys 200 into the same encryption algorithm 216 at each
of the session nodes.
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[0005] To exchange keys, the IKE protocol uses the
Diffie-Hellman encryption algorithm for key generation
and provides three different methods of key exchange,
namely main mode, aggressive mode, and quick mode.
In main mode, six messages (three back-and-forth ex-
changes) are sent between the nodes. The first two mes-
sage establish a specific security policy, the next two
messages contain key information, and the last two mes-
sages provide authentication information. Aggressive
mode is similar to main mode and achieves the same
result. The difference is thatthere are only two exchanges
(four messages sent between sender and receiver) in-
stead of three. Quick mode is used to generate new keys
after all necessary information has been exchanged be-
tween the communicating nodes via main or aggressive
modes.

[0006] Many countries, such as the U.S., place strict
exportcontrols on cryptography technology and products
for reasons of national security. In the U.S., export con-
trols on commercial encryption products are adminis-
tered by the Bureau of Industry and Security in the U.S.
Department of Commerce, as authorized by the Export
Administration Regulations or EAR, and by the Office of
Defense Trade Controls (DTC) in the State Department,
as authorized by the Information Technology Adminis-
tration Regulations or ITAR. Historically, strict controls
have been placed on granting export licenses for encryp-
tion products stronger than a certain level. Other coun-
tries have similar regulations.

[0007] An ongoing challenge for companies selling
cryptographically enabled products internationally is con-
trolling the strength of the encryption product effectively.
For such products sold in the U.S., encryption strength
is much more loosely controlled than for such products
sold in other countries, particularly certain strictly export
controlled countries, such as Iran, Cuba, and North Ko-
rea.

[0008] Oneapproachtocontrolling encryption strength
is to vary the encryption algorithm based upon product
destination. This is done using a license file. By way of
illustration, a license file utility controls whether or not the
device supports first or second encryption algorithms of
differing strengths. Examples of weaker encryption algo-
rithms include the Data Encryption Standard-56 (DES)
and of stronger encryption algorithms include Triple or
Three DES and Advanced Encryption Standard or AES.
As will be appreciated, DES is much weaker than Triple
DES. A flag is set or unset in the license file when the
device is not to support the stronger encryption algorithm.
During a license check and/or session negotiation, the
license utility will deactivate the stronger encryption al-
gorithm and activate the weaker encryption algorithm
when the flag indicates that the device is not to support
the stronger encryption algorithm and activate the strong-
er encryption algorithm and deactivate the weaker en-
cryption algorithm when the flag indicates that the device
is to support the stronger encryption algorithm.

[0009] In another approach that has been implement-
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ed by web browser and server vendors (e.g., Netscape™,
Microsoft™, etc.), an application is not allowed to nego-
tiate strong keys of long key lengths and associated ci-
pher suites (encryption algorithms), unless the web serv-
er, web browser, and web browser certificate are of a
version, type, and strength to allow for strong cipher
suites and key sizes to be used. Otherwise, weak keys
of short key lengths and associated cipher suites are
used.

[0010] Problems with these approaches include the
transparency, to a sophisticated user, of the activation
of the weaker encryption algorithm. Based on this knowl-
edge, sophisticated users may attemptto alter the license
file to activate the stronger encryption algorithm. This
transparency is particularly a problem where the user
can view freely the certificate and determine if the soft-
ware version is such that encryption is restricted.
[0011] Another problem is that the software vendor
needs to manage two software packages depending up-
on whether the product is to be exported or remain in the
country of manufacture. The vendor thus must ensure
that the package having a higher encryption strength
does not leave the country of manufacture.

SUMMARY OF THE INVENTION

[0012] These and other needs are addressed by the
various embodiments and configurations of the present
invention. The present invention is directed generally to
the variation of key strength, in addition to or in lieu of
encryption algorithm variation, to lower encryption
strength, particularly for products to be exported.
[0013] In a first embodiment, the present invention is
directed to a method for providing a cryptographic key
that includes the steps of:

(a) receiving a request for a cryptographic key;

(b) determining, from a restriction identifier, whether
the cryptographic key strength is restricted;

(c) when the cryptographic key is restricted, using a
second cryptographic key having a second key
strength; and

(d) when the cryptographic key is not restricted, us-
ing a first cryptographic key having a first key
strength. The first key strength is higher than the
second key strength.

[0014] The second key is preferably derived from the
first key. Typically, the first key is generated by a random
number generator. The second key is a handicapped or
compromised version of the first key. Some of the bits in
the first key are the same as the corresponding bits in
the second key while others are different. The differing
bits are commonly maintained constant from key-to-key
and/or are generated using a mask.

[0015] Handicapping of the second key may also be
done by decreasing the degree of randomness of all or
some of the bits of the generated key. In other words,
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the degree of randomness of the random number gen-
erator is controlled or handicapped so that the number
of possible variations for a given key is less than the
theoretical number of possible variations. Thus, the pos-
sible variations for a 16-bit key is less than 216 and pref-
erably less than 50% of the number of possible variations.
[0016] In either case, the use of weakened keys inher-
ently weakens the cryptographic strength of the cipher
suite regardless of the specific cipher suite used. As such
concerns over export are largely eliminated. By locating
the restriction identifier in a protected license file, the end
user has no idea if the keys for a particular session are
strong or weak. Embedding the restriction identifier in the
license file can also obviate the need for the vendor to
manage multiple versions of the software and/or different
types of certificates.

[0017] It is further preferred that the first and second
keys have the same key sizes (e.g., key lengths). Al-
though it is possible to use only part of the first key in the
second key or for the second key to be a shortened or
truncated version of the first key, for purposes of simplic-
ity the first and second keys should have the same
number of bits, though their effective key strengths may
differ.

[0018] In one configuration, the restriction identifier is
a software flag located somewhere in the communication
device. The flag causes the masking of keys (the first
keys) generated for an encrypted session so that the ses-
sion keys (the second keys) are relatively weak (e.g., 40
bits). Known, fixed keys could also be used unless the
software flag is set (or unset). The configuration can be
extended to allow the license file to control the flag so
that different levels of strength could be offered (e.g., 56-
bit, 80-bit, 90-bit, etc.) as well as different methods of
masking the key.

[0019] Unlike the prior art, the same cipher suite or
encryption algorithm is preferably used for the first and
second keys. Even a relatively strong cipher suite, such
as Triple DES, can be substantially weakened by use of
the second key.

[0020] The presentinvention can provide a simple and
effective way to comply with pertinent product export reg-
ulations while permitting the government to access the
data encrypted using the second key. By "cracking" the
key and knowing the cipher suite used, the government
can decrypt easily the data in electronic messages.
[0021] These and other advantages will be apparent
from the disclosure of the invention(s) contained herein.
[0022] As used herein, " at least one", "one or more",
and "and/or" are open-ended expressions that are both
conjunctive and disjunctive in operation. For example,
each of the expressions "at least one of A, B and C", "at
least one of A, B, or C", "one or more of A, B, and C",
"one or more of A, B, or C" and "A, B, and/or C" means
A alone, B alone, C alone, A and B together, A and C
together, B and C together, or A, B and C together.
[0023] The above-described embodiments and config-
urations are neither complete nor exhaustive. As will be
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appreciated, other embodiments of the invention are pos-
sible utilizing, alone or in combination, one or more of
the features set forth above or described in detail below.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024]

Fig. 1 is a block diagram of a VPN communication
according to the prior art;

Fig. 2 is a block diagram of an encryption/decryption
process according to the prior art;

Fig. 3 is a block diagram of a communication device
according to an embodiment of the present inven-
tion;

Fig. 4 is a block diagram of a key modification archi-
tecture according to an embodiment of the present
invention;

Fig. 5 depicts a mask according to an embodiment
of the present invention;

Fig. 6 depicts a mask according to an embodiment
of the present invention;

Fig. 7 depicts a mask according to an embodiment
of the present invention; and

Fig. 8 is a flowchart according to an embodiment of
the present invention.

DETAILED DESCRIPTION

[0025] A first embodiment of the present invention will
be described with reference to Figs. 3-4. A communica-
tion device 300 according to the present invention in-
cludes a memory 304 and processor 310. The commu-
nication device can be any of a number of packet-
switched devices, including without limitation Personal
Computer (PC), laptop, Personal Digital Assistant (PDA),
IP hardphone, IP softphone, wireless phone, cellular
phone, instant messaging software, and networking
equipment. Memory 304 can be volatile, nonvolatile, or
a combination thereof. Although any memory configura-
tion may be employed, the preferred configuration is a
hard disk drive. The processor 308 is preferably a micro-
processor, amicrocontroller, or a digital signal processor.
[0026] Includedin memory 304 are a key strength con-
trolling agent 308, a license file 312, a key modifier 316,
and a random number generator 320. The key strength
controlling agent 312, in response to a data structure in
the license file 312 (which contains license permissions
and restrictions such as enabled features, disabled fea-
tures, license duration, hardware identifiers for which the
license is valid, and the like), invokes the key modifier
316 to provide a second key 404 having a second effec-
tive key strength. When the key modifier 316 is not in-
voked in response to the data structure, a first key 400
is outputted by the random number generator 320 having
a first effective key strength. The second effective key
strength is less than, and more preferably no more than
about 50% of, the first effective key strength. In a pre-
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ferred configuration, the actual lengths of the first and
second keys are the same but their effective key lengths
are different.

[0027] As will be appreciated, "key strength” refers to
a number of possible combinations or keys. Key strength
is commonly a function of key length. For example, the
key strength for a 16-bit key is 216, a 32-bit key is 232, a
64-bit key is 264 and a 128-bit key is 2128, By using a
weaker key strength, the effective cryptographic strength
of encryption using the first key is less than that using
the second key. The first key is used, for example, in non-
export-restricted products, and the second key is used
in export-restricted products.

[0028] The same encryption algorithm is commonly
used for both the first and second keys. Any encryption
algorithm, whether using symmetric or asymmetric keys,
can be used. Examples of suitable encryption algorithms
include AES, Federal Information Protocol Standard 197,
DES, three DES, RC4, Rivest Shamir and Adelman
(RSA), Diffie-Hellman, Digital Signal Algorithm or DSA,
Lucifer, Madryga, NewDES, FEAL, REDOC, LOKI, Khu-
fu and Khafre, RC2, IDEA, MMB, CA-1.1, Skipjack,
GOST, CAST, Blowfish, SAFER, 3-Way, Crab,
SXAL8/MBAL, RCS5, knapsack algorithms; Pohlig-Hell-
man, Rabin, EIGamal, McEliece, Elliptic Curve Crypto-
systems, LUC, finite automation public-key cryptosys-
tems, DSA variants, discrete logarithm signature
schemes, Ong-Schnorr-Shamir, ESIGN, cellular autom-
ata, and the like. In asymmetric key applications, the first
and second keys commonly refer to the private key and
notthe public key of a party, since the publickey is derived
from the private key.

[0029] The key strength controlling agent 308 checks
the license file 312 during periodic license checks and in
response to session negotiation requests when two
nodes are establishing secured session parameters, in-
cluding encryption protocols and keys.

[0030] The data structure is typically a type of use re-
striction identifier that identifies a level of use restrictions
from a governmental or other entity. The restriction iden-
tifier may identify only one level or multiple levels of usage
restrictions. Each usage level restriction would have a
corresponding second key strength, with the second key
strengths being different from one another; that is, the
highest or strictest level of restriction would have a key
strength that is lower than the lowest or most lenient level
of restriction.

[0031] In one configuration, the data structure in the
license file 312 can be any indicator, such as a flag. It
may be set to a value of 1, for example, when export
controls apply and setto a value of 0 when export controls
do not apply or vice versa.

[0032] In another configuration, the data structure is a
country code identifying a country to which the product
is being exported. Each country has a unique identifying
code. This configuration permits the use of levels or tiers
of key strengths depending on the countries of export.
This configuration further allows post-sale key strength
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modifications to reflect changes in pertinent export laws
and regulations. For example, such modifications may
be needed when a country is taken off or added to the
list of countries subject to the most restrictive export con-
trols.

[0033] In another configuration, the data structure in-
cludes pseudo- or machine code indicating how to modify
the first key to produce the second key. Multiple data
structures would correspond to multiple different tech-
niques to manipulate or modify the first key, with each
technique producing a corresponding second key
strength that is different from the second key strengths
produced by the other techniques.

[0034] In one configuration, a Global Positioning Sys-
tem or GPS module (not shown) provides geographic
location information (or GPS signals or GPS coordinates)
to the key strength controlling agent 308. The GPS co-
ordinates can be mapped to a table of GPS coordinates
to determine a country in which the device 300 is located
and/or whether the device 300 is currently located in a
use-restricted geographic area. When the device is
moved to a restricted country or geographic area, the
GPS location signals cause the key strength controlling
agent 308 to change automatically, and without changes
to the data structure, the effective key strength. The GPS
module may be located within the device or in an external
dongle or other device that plugs into the device. In the
latter configuration, the device is inoperable unless the
module is plugged in. This configuration prevents unlaw-
ful post-sale transportation of the device to a restricted
country. A suitable GPS-location architecture is dis-
closed in U.S. Patent Application Serial No. 10/811,412,
filed March 25, 2004, entitled "GPS Hardware Key for
Software Licensing", to Walker, which is incorporated
herein by this reference.

[0035] The key modifier 316, in a preferred configura-
tion, alters the first key outputted by the random number
generator to form the second key. The random number
generator 320 is preferably a random source or a cryp-
tographically secure pseudo-random-bit generator. Ex-
ample generators include linear congruential generators,
Feedback Shift Registers (e.g., linear and nonlinear
FSRs, feedback carry shift registers, etc.), A5 algorithm,
Hughes XPD/KPD algorithm, Nanoteq algorithm, Ramb-
utan algorithm, additive generators, Gifford stream ci-
pher, Algorithm M, PDZIP algorithm, RC4 algorithm,
SEAL algorithm, WAKE algorithm, RAND tables, and
random noise generators.

[0036] The modification may be effected in a number
of differing ways.

[0037] In one way, only specific characters in the first
key may be used in the second key, with the remaining
characters being set collectively to the same value or
individually to predetermined or constant values. For ex-
ample, in a randomly or pseudo-randomly selected 168-
bit key, the first and last 56 bits are altered to be identical
with the middle 56 bits being randomly or pseudo-ran-
domly selected. Inthe example, the effective key strength
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of the first key is 2168 while that of the second key is 2112,
In another example, only the last 20 bits of a randomly
or pseudo-randomly selected 64-bit key are randomly or
pseudo-randomly selected. The effective key strength of
the second key is 220, In another example, the first 100
bits of a randomly or pseudo-randomly selected 168-bit
key are set to the same value, such as one or zero. The
effective key strength of the second key is 268.

[0038] In another way, a mask is applied to the first
key to alter values in the second key in a selected se-
guence or pattern. Masking may be done in a number of
ways. A first masking technique is shown in Fig. 5, which
uses an n-bit key. The first key 400 includes bits X;, Xy,
X5, X3, ... X,. A logical (Boolean) operation is used
whereby all of the bits that are to be controlled and sub-
jected to the AND operation with zeros. For example,
when X, and the corresponding position 500 in the
Boolean logic are both "1" the corresponding bit position
504 in the second key is "1". When either or both of X,
and the corresponding position 500 in the Boolean logic
are "0" (as shown) the corresponding bit position 504 in
the second key is "0". As can be seen from Fig. 5, the
corresponding bit position 504 in the second key will al-
ways be "0". This operation is applied to the first and
second bit positions Xy and X; but not to the other bit
positions X, X3, ... X;,. The effective second key strength
is thus 2™2, Another masking technique is shown in Fig.
6. As can be seen from Fig. 6, certain bits in the first key
400, namely X, and X,, are substituted, in a selected
pattern, for bit positions in the second key 404. Thus, X,
is substituted for the first, third, and fourth bit positions
in the second key, and X, is substituted for the second
and fifth bit positions in the second key. The second key
strength is thus 2M3. Another masking technique is
shown in Fig. 7. As can be seen from Fig. 7, the values
for Xy and X4 and X, and X3 are subjected to the AND
operation. Thus, when either or both members of the first
pair of key bits (X and X;) and when either or both mem-
bers of the second pair of key bits (X, and X5) are zero,
the values for each member of the appropriate pair is "0",
and when both members of the first pair of key bits (X,
and X;) and when both members of the second pair of
key bits (X, and X3) are one, the values for each member
of the appropriate pair is "1". This operation has effec-
tively converted four possible combinations for each key
pair (i.e., (0,0), (0,1), (1,0), and (1,1)) into only two pos-
sible combinations, namely (0,0) and (1,1). As will be
appreciated, other masking operations may be envi-
sioned by one of ordinary skill in the art.

[0039] Fig. 8 shows an operational embodiment of the
key strength controlling agent 308.

[0040] In step 800, the agent 308 receives a key re-
quest from another component of the device 300.
[0041] In decision diamond 804, the agent 308 deter-
mines whether key modification of the first key is required.
This determination is made by reviewing the data struc-
ture in the license file 312. If not, the agent 308 does
nothing and permits the first key to be provided to the
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requesting component. If so, the agent 308 invokes the
key modifier 316.

[0042] The key modifier 316, in step 808, modifies the
first key to produce the second key.

[0043] In step 812, the agent 308 outputs the second
key, and not the first key, to the requesting component.
[0044] A number of variations and modifications of the
invention can be used. It would be possible to provide
for some features of the invention without providing oth-
ers.

[0045] Forexampleinone alternative embodiment, the
random number generator itself is modified to produce
little variation in output when restrictions apply. For ex-
ample, the generator may select random or pseudo-ran-
dom numbers for only a subset of the bits in the key. In
other words, the number generator is configured so that
the possibility of a every bit being changed is not equal.
Some bits are more likely to change than others. In an-
other example, the output itself is intentionally not ran-
dom or only partially random. In other words, the possi-
bility of bit changing is less than a random degree of
chance.

[0046] In another alternative embodiment, the agent
308 and/or modifier 316 are embodied as software, hard-
ware (e.g., a logic circuit such as an Application Specific
Integrated Circuit or ASIC), or a combination thereof.
[0047] The presentinvention, in various embodiments,
includes components, methods, processes, systems
and/or apparatus substantially as depicted and de-
scribed herein, including various embodiments, subcom-
binations, and subsets thereof. Those of skill in the art
will understand how to make and use the present inven-
tion after understanding the present disclosure. The
presentinvention, in various embodiments, includes pro-
viding devices and processes in the absence of items
not depicted and/or described herein or in various em-
bodiments hereof, including in the absence of such items
as may have been used in previous devices or processes,
e.g., for improving performance, achieving ease and\or
reducing cost of implementation.

[0048] The foregoing discussion of the invention has
been presented for purposes of illustration and descrip-
tion. The foregoing is not intended to limit the invention
to the form or forms disclosed herein. In the foregoing
Detailed Description for example, various features of the
invention are grouped together in one or more embodi-
ments for the purpose of streamlining the disclosure. This
method of disclosure is not to be interpreted as reflecting
an intention that the claimed invention requires more fea-
tures than are expressly recited in each claim. Rather,
as the following claims reflect, inventive aspects lie in
less than all features of a single foregoing disclosed em-
bodiment. Thus, the following claims are hereby incor-
porated into this Detailed Description, with each claim
standing on its own as a separate preferred embodiment
of the invention.

[0049] Moreover, though the description of the inven-
tion has included description of one or more embodi-
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ments and certain variations and modifications, other var-
iations and modifications are within the scope of the in-
vention, e.g., as may be within the skill and knowledge
of those in the art, after understanding the present dis-
closure. It is intended to obtain rights which include al-
ternative embodiments to the extent permitted, including
alternate, interchangeable and/or equivalent structures,
functions, ranges or steps to those claimed, whether or
not such alternate, interchangeable and/or equivalent
structures, functions, ranges or steps are disclosed here-
in, and without intending to publicly dedicate any patent-
able subject matter.

Claims

1. A method for providing a cryptographic key, com-
prising:

(a) receiving a request for a cryptographic key;
(b) determining, from a restriction identifier,
whether the cryptographic key strength is re-
stricted;

(c) when the cryptographic key is restricted, us-
ing a second cryptographic key having a second
key strength; and

(d) when the cryptographic key is not restricted,
using a first cryptographic key having a first key
strength, wherein the first key strength is higher
than the second key strength.

2. The method of claim 1, wherein the restriction iden-
tifier is in a license file and identifies a country of
export and wherein the second key is derived from
the first key.

3. The method of claim 1, wherein the restriction iden-
tifier is a geographic location signal and wherein the
determining step comprises:

(b1) receiving the geographic location signal in-
dicating a spatial location of an associated com-
munication device, the geographic location sig-
nal providing geographical location coordinates;
and

(b2) mapping the coordinates to determine
whether or not cryptographic key strength is re-
stricted.

4. The method of claim 1, wherein the first and second
keys have the same key lengths, wherein at least
some of the bits in the first and second keys are the
same and wherein the cryptographic key is restricted
and wherein step (c) comprises:

(c1) generating the first key; and
(c2) modifying the first key to produce the sec-
ond key; and further comprising:
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(e) atleast one of encrypting and decrypting
a message using the second key when the
cryptographic key is restricted and the first
key when the cryptographic key is not re-
stricted, wherein the same cipher suite is
used with the first and second keys, wherein
the modifying step (c2) changes at least
some of the bits of the first key as set forth
in a predetermined pattern.

A computer readable medium comprising executa-
ble instructions to perform the steps of claim 1.

A communication device, comprising:

key strength controlling means for (i) receiving
a request for a cryptographic key; (ii) determin-
ing, from a restriction identifier, whether the
cryptographic key strength is restricted; (iii)
when the cryptographic key is restricted, caus-
ing the use of a second cryptographic key having
a second key strength; and (iv) when the cryp-
tographic key is not restricted, causing the use
of a first cryptographic key having a first key
strength, wherein the first key strength is higher
than the second key strength.

The device of claim 6, wherein the restriction identi-
fier is in a license file and identifies a country of ex-
port.

The device of claim 6, wherein the restriction identi-
fier is a geographic location signal and wherein the
agent receives the geographic location signal indi-
cating a spatial location of an associated communi-
cation device, the geographic location signal provid-
ing geographic location coordinates and maps the
geographiclocation coordinates to determine wheth-
er or not cryptographic key strength is restricted.

The device of claim 6, wherein the cryptographic key
is restricted and wherein the second key is derived
from the first key.

The device of claim 9, wherein the first and second
keys have the same key lengths, wherein at least
some of the bits in the first and second keys are the
same, and further comprising a cipher suite to atleast
one of encrypt and decrypt a message using the sec-
ond key when the cryptographic key is restricted and
the first key when the cryptographic key is not re-
stricted, wherein the same cipher suite is used with
the first and second keys.

The device of claim 9, wherein the first key has first
and second sets of bits, wherein the second key has
third and fourth sets of bits, and wherein the first and
third sets of bits are the same but the second and
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