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(57) A method for restoring the missing data packets
comprises the steps as following: dividing the data to be
transmitted into one or more data packets, ranking the
data packets according to importance, and determining
parity rule of said data packets; transmitting terminal car-
rying out the calculation on the basis of predetermined

and transmitting corresponding parity units to the receiv-
ing terminal; the receiving terminal restoring the missing

data packets on the basis of the received data packets,

parity units and parity rule. The resistibility to the data
packets missing is improved by means of the present
invention.

METHOD FOR RESTORING THE MISSING DATA PACKETS

the transmitting end and the receiving end respectively
create a check matrix used for generating check units
by calculation on the data units

the transmitting end partitions each frame of image data
of the video sequence to be transmitted into a plurality

consistent with the order of the capability of being
recovered of the data units determined by the check matrix

the transmitting end performs calculation on the sorted data
units to generate the corresponding check units according to;
the check matrix

L~

the transmitting end transmits the data units in the
sorted order to the receiving end, and transmits each
check unit to the receiving end

L~

1

the receiving end recovers the lost data units
according to the received data units and check
units as well as the created check matrix
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Description
Field of the Invention

[0001] The presentinvention relates to the field of multimedia communication technology, and particularly to a method
for recovering a lost data unit.

Background of the Invention

[0002] The multimedia communication service is a primarily developed service in the Next Generation Network (NGN),
and is implemented by using the IP-based packet switched technology to transmit multimedia packets over a wired or
wireless channel.

[0003] The multimedia communication service generally selects an IP (Internet Protocol) network as a bearer network
for the transmission of the multimedia data. However, as a bearer network, the IP network has the disadvantage that it
cannot provide a full QoS (Quality of Service) guarantee. Although some strategies have been developed to provide
certain QoS for the bearer layer of the IP network, it is far from being sufficient to provide services for a carrier class
network. Thus, for a multimedia communication service which utilizes the IP network as its bearer network, especially
a communication service with a high real-time demand, such as the audio/video communication, a corresponding meas-
ures for QoS guarantee from the bearer layer to the application layer of the network should be established so as to
ensure the accurate transmission of the multimedia data. The measures for QoS guarantee should take into account
not only the problems such as multi-path and fading associated with the wireless channel, but also the problems of the
multimedia packets during transmission cause by network congestion such as delay, and packet loss.

[0004] When the data packets obtained by packetizing the multimedia data are transmitted over the IP network, they
may be lost due to the transmission quality of the transmission channel. Accordingly, the packet loss will lead to a
decreased recovery quality of speeches or images received by the receiving end, and thereby a significant deterioration
of the overall performance of the multimedia communication. So in a multimedia communication system, the resilience
and correction of errors due to the packet loss is very critical for improving the quality of the multimedia communication.
The common correction measures include the packet retransmission mechanism and Forward Error Correction (FEC)
mechanism.

[0005] The packet retransmission mechanism means to require a transmitting end to retransmit the lost packet(s). In
this way, the problem of communication quality degradation due to the packet loss can be solved effectively. However,
the communication delay due to the lost packet retransmission by the transmitting end is usually intolerable for a session-
based application, such as a video-conference, etc., especially for an application based on IP multicast service which
is now increasing rapidly. In such a case, it is impossible to provide packet retransmission for each user to retransmit
the lost packet(s). For this reason, the retransmission mechanism is generally applicable to only the multimedia com-
munication services which have a relatively low real-time demand.

[0006] The FEC mechanism is usually applicable to the multimedia communication services with a higher real-time
demand. For the multimedia communication data transmitted based on IP network, the FEC mechanism for it often
utilizes the Erasure Codes to recover the lost packets effectively. The principle of the Erasure Codes is as follows:
[0007] The receiving end recovers the lost packet(s) according to the inherent redundancy between the received
packets. At present, a Reed-Solomon (RS) Code is generally used as the common Erasure Code. In the case of a code
rate of 1/2, a RS Code enables the recovery of 33% of the lost packets. However, the computational complexity is much
higher when utilizing a RS Code to recover the lost packets, which limits the application of the RS Code to the services
with a large amount of data.

[0008] The H.264 standard, in which many error-resilience approaches are presented, is an IP-oriented video com-
pression codec transmission standard finally constituted in May, 2003 by the International Telecommunication Union
(ITU). The RFC 2733 protocol which supports the H.264 standard and is advanced by the Internet Engineering Task
Force (IETF), i.e. "An RTP Payload Format for Generic Forward Error Correction" protocol, specifies a payload format
of the multimedia data encapsulated in a Real-time Transport Protocol (RTP) data packet. The RFC 2733 protocol
specifies three RTP packetization approaches for the FEC mechanism. Based on these three RTP packetization ap-
proaches, the FEC algorithm is to perform an Exclusive Or (XOR) operation to RTP data packets to generate FEC check
packets, wherein the format of the generated FEC check packets also follows the format of the RTP data packets; then
the transmitting end transmits the RTP data packets and the generated FEC check packets to the receiving end respec-
tively; the receiving end recovers the lost packet(s) due to the quality of the transmission channel according to the
received RTP data packets and the FEC check packets.

[0009] The three RTP packetization approaches for the FEC mechanism specified in the RFC 2733 protocol are as
follows:

[0010] (1) the first scheme:
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abcde _each letter represents one multimedia data packet following the RTP format;
f(a, b) f(b, c) f(c, d) f(d, e)  _each function value represents one FEC check packet;

[0011] The meaning of the above representation is: for a sequence of multimedia data packets a, b, c, d, e..., a XOR
function expression f( ) is used to generate the corresponding check packets. For example, if the data packets a and b
are input parameters respectively, the output value f(a, b) derived from the XOR operation of the function f( ) is regarded
as a check packet, i.e.:

f(a, b)=a®b  _the check packet f(a, b) is obtained by performing XOR operation on each binary bit of the data packet
a and each corresponding binary bit of the data packet b in a proper order;

[0012] In this way, the rest may be deduced by analogy, that is, the check packets f(b, c), f(c,d), f(d, €) may be obtained
respectively;
[0013] (2) The second scheme:

f(a, b) f(a, c) f(a, b, c) f(c, d) f(c, e) f(c, d, e)  _each function value represents one FEC check packet;

[0014] The process for generating each of the check packets is the same as that of the first scheme;
[0015] (3) The thirst scheme:

abcd _each variable represents one multimedia data packet following the RTP format;
f(a, b, c) f(a, c, d) f(a, b, d)  _each value represents one FEC check packet;

[0016] The process of generating each of the check packets is also the same as that of the first scheme.

[0017] In summary, the relationship between the RTP data packets and the FEC check packets may be described
using a mathematical model of a check matrix: in which the elements of the check matrix are 0 or 1. If the element at
the crossing of the mth row and the nth column is 1, it means that the mth check packet and the nth data packet are
correlated (i.e. the related packets, as the parameters of the function f( ) respectively, participate in the generation of
the check packet). While if the element at the crossing of the mth row and the nth column is 0, it means that the mth
check packet is independent of the nth data packet.

[0018] Forexample, the relationship between the RTP data packets and the generated FEC check packets in the third
scheme can be expressed by the following check matrix:

HHH”

b
1
0
1

[0019] In the above matrix, a, b, c and d represent four data packets respectively; the first check packet f1 = f(a, b, c)
= a®b®c because each of the elements at the crossings of the first row with the columns in which the data packets a,
b and c are located is 1. Similarly, the second check packet f2=(a, ¢, d) = a®c@d and the third check packet f3=f(a, b,
d) = a®@b@d. Each of the check packets is generated by performing an XOR operation on each corresponding bit of each
of the data packets.

[0020] Also in the RFC2733 protocol, the length of the longest RTP data packet is used as a reference, zero(s) are
padded at the end of the rest data packets so that the lengths of all of the data packets participating in the XOR operation
may be made identical. Therefore, the length of a FEC check packetis equal to that of the longest data packet participating
in generating the FEC packet.

[0021] The three RTP packetization approaches for the FEC mechanism advanced in the RFC 2733 protocol have
the following characteristics respectively:

[0022] The first scheme enables the recovery of a single lost data packet with a probability of 100%, and the recovery
of any two lost data packets with a probability of 94%; however it cannot recover three successively lost data packets.
The redundancy of this packetization approach is 44.4%, in which:
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Redundancy = the number of check packets / (the number of data packets + the number of

check packets) x100%.

[0023] The characteristic of the second scheme lies in that only the check packets are transmitted while the data
packets are not transmitted, and the original data packets are recovered according to the received check packets at the
receiving end. The redundancy of this packetization approach is 16.7%. However, this scheme can recover only any
single lost data packet as well as certain successively lost data packets, but cannot recover the data packets according
to a single received check packet.

[0024] On a condition that the redundancy is 42.9%, the third scheme can recover any single lost data packets, two
successively lost data packets or certain three lost data packets. The probability of completely recovering three lost data
packets is 80%, however this scheme cannot recover three successively lost data packets with a probability of 100%.
[0025] For example, when the packets f(a, b, c), ¢ and f(a, c, d) are lost at the same time, the packet c cannot be
recovered; when the packets f(a, c, d), f(a, b, d) and d are lost simultaneously, the packet d cannot be recovered.
[0026] In addition, during the process of calculating and generating the check packets, the length of the longest data
packet is used as the reference, zeros have to be padded at the ends of all the rest data packets such that the lengths
of all the data packets participating in the XOR operations are identical, and thus the length of a generated check packet
is equal to that of the longest data packet participating in generating the check packet, which by all means leads to a
higher bit overhead occupied by the check packets and hence a lower data transmission efficiency.

[0027] Ascanbe seenfromthe above thatthe packetization approaches in the RFC 2733 protocol have an insufficiency
in the capability of recovering the lost data packets so that the lost packet(s) due to the quality of the transmission channel
cannot be recovered efficiently, which brings about a deterioration in the overall performance of the multimedia com-
munication to a certain extent.

Summary of the Invention

[0028] The embodiments of the present invention are to provide a method for recovering a lost data unit to improve
the loss-preventive capability of the data units.

[0029] The embodiments of the presentinvention provide a method for recovering a lost data unit. The method includes
the steps of:

(1) partitioning data to be transmitted into at least one data units, sorting the data units according to importance
levels of the data units, and determining a check rule for the data units;

(2) performing, by a transmitting end, a calculation on the sorted data units according to a predetermined algorithm
depending on the check rule, to generate corresponding check units;

(3) transmitting, by the transmitting end, the data units to a receiving end in a sorted order, and transmitting the
corresponding check units to the receiving end;

(4) recovering, by the receiving end, a lost data unit according to the received data units and check units as well as
the check rule.

[0030] Preferably, the check rule for the data units may be determined by a check matrix based on which a calculation
is performed on the data units to generate the check units.

[0031] Preferably, the transmitting end may partition the data to be transmitted into a plurality of blocks and encapsulate
each of the blocks in one data unit, the number of the blocks in one data unit is equal to a number of columns of the
check matrix.

[0032] Preferably, an order of importance of the data units may be consistent with an order of capabilities of being
recovered of the data units determined by the check matrix.

[0033] Preferably, the check matrix may be a matrix with (m-1) rows and m columns, in which m is a natural number
greater than 2.

[0034] Preferably, the check matrix may be generated in the following steps:

(11) in a first row of the check matrix, setting a second element to 0, and all the rest of the elements as 1;

(12) setting all elements of a first column of the check matrix to 1;

(13) in a second column of the check matrix, setting a first element to 0, and all the rest of the elements to 1;

(14) setting all the anti-diagonal elements of a lower-right sub-matrix, which has not been filled with elements and
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has a dimension of (m-2) X (m-2) within the check matrix, to 1;
(15) setting all the rest of the elements of the sub-matrix to 0.

[0035] Preferably, the m may be equal to 5 or equal to 4. The data may be the image data of a video sequence.
[0036] Preferably, the image data of the video sequence may be partitioned into one or more data units in the following
steps:

(21) partitioning each frame of intra-frame coded image data into a plurality of blocks with identical lengths;

(22) partitioning each frame of predicted frame image data or backward predicted frame image data into three
Network Abstraction Layer Units (NALU);

(23) joining the first two bytes identifying a length information of a Network Abstraction Layer Unit (NALU) in each
ofthe three Network Abstraction Layer Units (NALU) together, after which, joining the rest of each Network Abstraction
Layer Unit (NALU) together to form a large data block;

(24) partitioning, as a whole, the formed large data block into a plurality of blocks with identical lengths.

[0037] When the length of each frame of intra-frame coded frame image data in step (21) or the length of each large
data block in step (23) is not divisible by the number of the blocks to be partitioned, the remainder k bytes may be filled
into k data units bearing image data with higher importance levels after the sorting in step (3), in which each of the k
data units is filled with one remainder byte, and k is less than the number of the blocks to be partitioned.

[0038] Preferably, a data unit bearing image data with the highest importance level is arranged in the first place.
[0039] Preferably, the check units may be generated by selecting corresponding data units from the one or more data
units and performing Exclusive Or (XOR) operation on the selected data units according to values of the element of a
corresponding column of the check matrix.

[0040] Preferably, the lost data unit may be recovered by the receiving end by selecting corresponding data units and
check units received and performing Exclusive Or (XOR) operations on the selected data units and check units.
[0041] Preferably, the data units are IP data packets or circuit-switched data frames.

[0042] In the method for recovering a lost data unit according to the embodiments of the present invention, (m-1)
check units may be generated by performing calculation on m data units based on a created optimal check matrix.
Furthermore, according to the different capabilities of being recovered of different data units if lost during the transmission,
the data units bearing the image data with different importance levels may be sorted and transmitted in an order of the
capability of being recovered, thereby the receiving end may recover the lost data unit better. As a result, the loss-
preventive capability of the data units in the multimedia communication system may be improved so as to better the
quality and effect of the multimedia communication.

[0043] In addition, in the method for recovering a lost data unit according to the embodiments of the present invention,
the multimedia image data are partitioned into a plurality of blocks of approximately identical lengths. In this way, it is
no longer necessary to pad zeros after some data units to make the lengths of all the data units the same as that of the
longest data unit because zero padding leads to larger bit overhead of the transmission channel in which the check units
are transmitted and hence a low transmission efficiency of the whole system. Therefore, the method according to the
embodiments of the present invention improves the overall transmission efficiency of the multimedia communication
system.

Brief Description of the Drawings

[0044] FIG.1 is a flow diagram illustrating the implementation principle of a method for recovering a lost data unit
according to an embodiment of the present invention;

[0045] FIG.2 is a schematic diagram illustrating a data partition of a P frame or a B frame in a method for recovering
a lost data unit according to an embodiment of the present invention;

[0046] FIG.3 is a schematic diagram illustrating the probabilities of recovering the lost data units by use of a 4x3
check matrix in a method for recovering a lost data unit according to an embodiment of the present invention;

[0047] FIG4 is a schematic diagram illustrating the probabilities of recovering the lost data units by use of a 54 check
matrix in @ method for recovering a lost data unit according to an embodiment of the present invention.

Detailed Description of the Embodiments
[0048] Some technical indexes related to the method for recovering a lost data unit according to embodiments of the

present invention will be described first as follows:
[0049] Assuming that a loss of a data unit is an independent event during the transmission of data units over a
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transmission channel, if the channel loss rate is Pc, and there are C,,, combinations when n data units among m data

units are lost, the probability that n data units among the m data units are lost is:
n m-n
p(m,n)=C_p.-(1-p.)

[0050] In all the combinations when n data units are lost, the number of the combinations including packet i is C,"';ll s

so the probability that the lost n data units include the ith data unit is:

pi=lcm/cain=12,m}

[0051] While under the circumstance that n data units are lost simultaneously, the probability p; that the ith data unit
cannot be recovered is:

p, =2, py - plmn)-c(n,i
-1

c n n n m-=n .
=Z—-Cmpc A=p)"" - e(n,i)
-1 M

[0052] Inthe above equation, c(n, i) represents a function of the parameters n and i, and the function can be determined
by a check matrix.
[0053] Then the probability that the lost data units cannot be recovered may be expressed by Py y:

m-1
_1
Idec T m zpl
i=0

[0054] Wherein d represents the number of the data units, c represents the number of the generated check units by
calculation, then the total number of the transmitted data units is m = d+c.

[0055] In addition, in order to judge the recovery effects of different check matrixes for the lost data units as a whole,
a probability Py, , may be further used to represent the probability of a lost data unit combination that can be recovered
completely.

[0056] The specificimplementation process of the method for recovering a lost data unit according to the embodiments
of the present invention will be described in detail with reference to the accompanying drawings and tables below.
[0057] Referringto FIG.1, which is a flow diagram illustrating the implementation principle of the method for recovering
alost data unit according to an embodiment of the present invention. The method for recovering a lost data unit according
to the embodiments of the present invention is mainly used for recovering the lost data units during transmission in an
IP network multimedia communication system, and the specificimplementation process of the method may be as follows:
[0058] Step S10, a transmitting end and a receiving end of video image data create a check matrix used for generating
check units by performing calculation on the data units respectively. The created check matrix is mainly used to generate
the corresponding check units by performing calculation on each of the data units. The structure of the check matrix and
the element values therein determine that each of the check units is generated by different data units participating in
the calculation. As a result, the capabilities of being recovered of the data units when lost may be different. That is, the
specific structure of the created check matrix determines the capability of being recovered of each data unit when lost
in transmission.
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[0059] Inthe method for recovering a lost data unit according to an embodiment of the present invention, the structure
of the created check matrix is of (m-1) rows and m columns, in which m is a natural number greater than 2, and the
process of creating the check matrix may be as follows:

[0060] 1) firstly, in the first row of the check matrix H, the second element is set to 0 and all the rest of the elements
are set to 1;

[0061] 2) secondly, in the first column of the check matrix H, all the elements of are set to 1;

[0062] 3)then, inthe second column of the check matrix H, the first element of is set to 0 and all the rest of the elements
are setto 1;

[0063] 4) then, all the anti-diagonal elements of a lower-right sub-matrix H* without filled elements, the dimension of

which is (m-2) X (m-2) in the check matrix, are set to 1; the sub-matrix H* is in the lower-right position of the whole check
matrix H, the upper-left vertex element of H* is the element on the second row and the third column of the check matrix
H, and the lower-right vertex element of H* is the element on the (m-1)th row and the mth column of the check matrix H.

[0064] 5) finally, all the rest elements of the sub-matrix H* are set to 0.

[0065] For example, supposing m = 7, the process of creating a 67 (i.e. 6 rows and 7 columns) check matrix may
be as follows:

[0066] @ firstly, the elements of the first row are setas C1={1,0,1.....,1,1};

[0067] @ secondly, the elements of the first column are setas D 1 ={1,1,1.....,1,1};

[0068] ® then the elements of the second column are set as D2 = {0,1,1,.....,1,1};

[0069] @ for asub-matrix H* with the element (2, 3) as its upper-left vertex element and the element (6, 7) as its lower-
right vertex element as well as a dimension of 5x5, all the anti-diagonal elements of the sub-matrix H* are set to 1;

[0070] ® finally, all the rest elements of the sub-matrix H* are set to 0;
[0071] the above-mentioned process for creating the check matrix may be illustrated as follows:
M o111 111ror1r1t111)ftrotrtr 1 11Jto11111]fto11111]
1 11 11 1{jl1 1 0 0 0 0 1
1 11 11 i 1100010
1 11 H* 11 1 1100100
1 11 11 1 1101000
i i i1 Jir Ji1' 1100 0 O]
(1) @ 3) @) 6)

[0072] Wherein, a check matrix obtained by exchanging any two columns of the check matrix created by the above
manner is also an optimal check matrix.

[0073] Many times of experiments and tests on the creating method and the structure of the check matrix according
to an embodiment of the present invention show when m=5, i.e. a 5X4 check matrix is best for recovering the lost data
units; while in asecond place, when m=4,i.e. a4 X 3 check matrix also shows a good effect for recovering the lost data units.
[0074] Step S20, the transmitting end partitions each frame of image data in the video sequence to be transmitted
into multiple blocks. The number of the blocks is equal to the number of columns of the check matrix created in step
S10. Then the transmitting end encapsulates each of the blocks into one data unit respectively. For example, when the
number of columns of the created check matrix is 5, the transmitting end should partition each frame of image data of
the video sequence to be transmitted into 5 blocks.

[0075] Wherein, the operation that the transmitting end partitioning each frame of image data of the video sequence
to be transmitted into m (m is a natural number greater than 2) blocks is a data partitioning to the H.264 video image
data, in which the data can be partitioned into m blocks of approximately identical sizes according to the sequence
header information, Network Abstraction Layer (NAL) Unit header information, intra-frame coding information, motion
vector, inter-frame coding information, and the like of the image data.

[0076] After the data partitioning of the image data, the three data partitioning blocks of a same image frame generally
have different data partitioning lengths, the most important data partitioning block usually has a shorter data length,
while the data block containing the AC coefficient (AC coefficient: AC=Alternating Current, represents a coefficient
corresponding to the non-zero frequency components of a pixel after DCT transform) usually has the longest data length.
So, partitioning each frame of the image data into blocks with approximately identical lengths based on different channel
coding schemes and constituting the corresponding data units as required may reduce redundant bits during the trans-
mission of the data units and improve the efficiencies of the channel coding and transmission.

[0077] Wherein the process of partitioning each frame of image data of the video sequence into m blocks with ap-
proximately identical lengths may include the following steps:

[0078] Each frame of Intra-frame coded frame (i.e. | frame, Intra frame) image data is partitioned into m blocks with
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identical lengths in a proper order. The | frame employs the IDR coding mode, the image data borne in the | frame are
the most important data in the entire sequence code stream, and also the basis for recovering the overall data units, so
for the | frame coded data, the whole frame of image data code stream is partitioned into 5 parts with approximately
identical lengths in a proper order, and these 5 parts are put into the corresponding data units for transmission.

[0079] Each frame of predicted frame (i.e. P frame) image data or backward predicted frame (i.e. B frame) image data
is partitioned into three Network Abstraction Layer Units (NALU); then the first two bytes identifying the length information
of a NALU in each of the three NALUs are joined together, the rest of each NALU are also joined after the joined bytes
respectively to form a large data block; then the formed large data block is partitioned, as an entirety, into m blocks with
identical lengths.

[0080] In the case that the length of an | frame image data is not divisible by m, or the length of a formed large data
block is not divisible by m, when divided by m, the remainder k (k<m) bytes are filled in the corresponding k data units
having higher importance levels after all the data units are sorted according to the importance levels of the image data
borne in them, and each data unit is filled with one remainder byte.

[0081] Referring to FIG2, which is a schematic diagram illustrating the data partitioning to a P frame or a B frame in
the method for recovering the lost data units according to an embodiment of the present invention. For P frame image
data and B frame image data, three NALUs will be generated after the corresponding data partitioning to each frame of
image data according to the standard. The three NALUs are put into m blocks with identical length in order according
to the priority of each NALU, thereby each P frame image data or each B frame image data is partitioned into blocks
with identical length. As shown in FIG.2, which is a schematic diagram illustrating the operation of partitioning each P
image data or each B frame image data into 5 blocks with approximately identical lengths. The 5 blocks Packet1...
Packet5 are arranged from high priority to low priority, and the length of each block is the quotient obtained by exactly
dividing the image data amount of the current frame by 5; if a remainder exists, the lengths of the blocks are increased
in turn from the block with the highest priority. For example, if the remainder is 3 bits, the lengths of Packet1, Packet2
and Packet 3 will be respectively increased by 1bit. In FIG2, It will be taken as an example that a P frame is partitioned
into 3 NALUs which are DPA, DPB and DPC respectively, in which the length of DPA is represented by Len1, the length
of DPB is represented by Len2 and the length of DPA is represented by Len3; the units Lenl-3 identifying the lengths of
the 3 data partitioning parts, i.e., 6 bytes altogether, are located in the block Packet1; the parts DPA, DPB and DPC in
the frame are respectively put in the rest part of Packet1...Packet5 after partitioning, thereby, the P frame image data
are partitioned into 5 blocks with approximately identical lengths.

[0082] The data unit mentioned in the embodiments of the present invention is a general description; it includes not
only the IP data packets but also the circuit-switched data frames, and includes any other data units with certain length
and structure.

[0083] Step S30, the transmitting end sorts the data units according to the importance level of the image data borne
in each of data units, such that the order of importance of the data units is consistent with the order of the capability of
being recovered of the data units determined by the check matrix. The importance of different parts of compression
coded video image data are different, thus the data with higher importance should be endowed with stronger loss-
preventive protection capability so as to protect the data most efficiently during the transmission. So the transmitting
end may sort the data units according to the importance level of the image data borne in each data unit, and the sorting
result should makes the order of importance of the data units consistent with the order of the capability of being recovered
of the data units determined by the check matrix.

[0084] Many times of experiments and tests on the creating method and structure of the check matrix according to
the embodiments of the present invention show that when m=5, i.e. a 5X4 check matrix is best for recovering the lost
data units, while for the 5 data units using a 5xX4 check matrix, the data unit having the strongest capability of being
recovered is the first (in the case that 4 data units are lost simultaneously), therefore the most important image data
should be put into the first data unit (i.e. the No.0 data unit), and the data unit bearing the image data with the highest
importance level should be arranged in the first place. For m=4, i.e. among 4 data units using a 4 X3 check matrix, the
capability of being recovered of the first data unit is also the strongest, so the most important data information also should
be put in this data unit, and the image data with lower importance level are input in the rest of the 3 data units in order.
In this case, the data unit bearing the image data with the highest importance level should be arranged in the first place.
In actual fact, in any case of m>2, the data unit bearing the image data with the highest importance level should be
arranged in the first place.

[0085] Step S40, the transmitting end performs calculations on the multiple of sorted data units to generate the multiple
of corresponding check units according to the check matrix created in step S 10. Wherein each check unit is generated
by an XOR operation to the corresponding data units selected from the multiple of data units according to the element
values of the corresponding row of the check matrix. For example, when calculating check units from m data units
according to a (m-1) Xm check matrix, the method for generating the kth (k<=m-1) check unit may be: if the jth (1<=j<=m)
element of the kth row of the check matrix is 1, the jth data will participate in the XOR operation; while if this element is
0, the jth data will not participate in the XOR operation.
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[0086] For example, according to the above method for creating the check matrix, assuming there are 5 data units a,
b, ¢, d and e, then a 5x4 check matrix created for the 5 data units may be:

- = =
— == O o
_— O O =
S = O =
S O = = 0

[0087] The corresponding 4 check units may be obtained by the corresponding XOR operations to the 5 data units
according to the above-mentioned 5X4 check matrix, and the operations may be:

[0088] thefirst check unit selects the corresponding data units to perform the XOR operation according to the elements
of the first row of the check matrix, f1=f(a, ¢, d, e)=a®@c®d®e;

[0089] the second check unit selects the corresponding data units to perform the XOR operation according to the
elements of the second row of the check matrix, f2=f(a, b, e)=a®b®e;

[0090] the third check unit selects the corresponding data units to perform the XOR operation according to the elements
of the third row of the check matrix, f3=f(a, b, d)=a®b&d;

[0091] the fourth check unit selects the corresponding data units to perform the XOR operation according to the
elements of the fourth row of the check matrix, f4=f(a, b, c)=a®b®c;

[0092] As can be seen that for the 5 data units a, b, ¢, d and e, 4 corresponding check units 1, 2, f3 and f4 may be
generated according to the check matrix.

[0093] Step S50, the transmitting end transmits the multiple of data units in the order of step S30 to the receiving end
via the IP network transmission system, and transmits each of the check units generated in step S40 to the receiving end;
[0094] Step S60, the receiving end recovers the lost data unit(s) according to the received data units and check units,
as well as the check matrix created in step S10. Accordingly, the receiving end selects the corresponding data units and
check units to perform the XOR operations to recover the corresponding lost data units according to the check unit. For
example, in the case of the 5X4 check matrix,

[0095] the first check unit f1=f(a, c, d, e)=a®c®d®e;

[0096] the second check unit f2=f(a, b, e)=a®b®e ;

[0097] the third check unit f3=f(a, b, d)=a®b&®d ;

[0098] the forth check unit f4=f(a, b, c)=a®b&c ;

[0099] if the second data unit b is lost during transmission, while the four check units f1, f2, f3 and f4 are received
normally, since:

f1E02O3D 4= aDcPdPe® adbde DadbDdD a®bBc=b

the receiving end performs the XOR operation to the four check units f1, f2, f3 and 4 bit by bit, and the lost data unit b
may be recovered.

[0100] Referring to FIG.3 together with FIG.4, which are schematic diagrams illustrating recovery probabilities of
recovering the lost data units by use of a 4 X3 check matrix and by use of a 5x4 check matrix in the method for recovering
the lost data units according to embodiments of the present invention respectively. As can be seen from these two figures
that the probabilities of being recovered of the data units are different because the positions of the elements in the 4 X3
check matrix and in the 5x4 check matrix and the number of the data units required in generating the check units are
different. Both the method of 4 X3 check matrix (i.e. 4 data units are used for generate 3 check units) and the method
of 5X4 check matrix (i.e. 5 data units are used for generate 4 check units) have this characteristic. As can be seen from
FIG. 3 and FIG 4 that the probability of being recovered of the data unit 5 (i.e., the node 5 in FIG.4) in the scheme of
5X4 check matrix is most significant.

[0101] The different effects produced by the approach of 4 X3 check matrix and the approach of 5x4 check matrix in
the method for recovering the lost data units according to the embodiments of the present invention will be described
below. Wherein the code rates and redundancies of the 4 X3 approach and the 5x4 approach (code rate =1- redundancy)
are shown in the following table:



10

15

20

25

30

35

40

45

50

55

EP 1788 822 A1

4x3 5x4
Code Rate R | 4/7 5/9
Redundancy | 42.9% | 44.4%

[0102] As can be seen that, compared with the 4 X3 approach, the code rate of the 5x4 approach is reduced and the
redundancy thereof is increased. This table shows that the stronger the loss-preventive protection for the data units of
the check matrix structure is, the higher the required redundancy is, and the lower the corresponding code rate is. Thus
when selecting different check matrix structures to protect the data units with different protection endeavor, itis necessary
to compromise between the code rate and the redundancy.

[0103] Then, as shown in the following table, the probabilities for recovering different lost data units by use of the 4x3
approach and the 5Xx4 approach are compared:

Number of lost data units 1 2 3 4 5
4x3 100% | 100% 80% 0 0
5x4 100% | 100% | 95.24% | 69.05% 0

[0104] As can be seen that, with the 4X3 approach, any single lost data unit may be recovered with a probability of
100%; any two lost data units may also be recovered with a probability of 100%; while three successively lost data units
may be recovered with a probability of 80%.

[0105] With the 5X4 approach, any single lost data unit maybe recovered with a probability of 100%; any two lost data
units may also be recovered with a probability of 100%; while three successively lost data units may be recovered with
a probability of 95.24%; further, four successively lost data units maybe recovered with a probability of 69.05%. So the
check matrix of the 5xX4 approach is a preferred embodiment of the method for recovering the lost data units.

[0106] Finally, as shown in the following table, the erasure capabilities (i.e. the capability that cannot recovery the
data units) of the 4 X3 approach and the 5x4 approach will be compared:

Packet-loss rate before erasure 3% 5% 10% 20% 30%
Psxs 8.43E-05 | 3.99E-04 | 3.30E-03 | 2.68E-02 | 8.66E-02
Pswa 4.16E-05 | 2.09E-04 | 1.98E-03 | 1.96E-02 | 7.27E-02
Erasure capability ratio 2.0 1.9 1.7 1.4 1.2

[0107] The above table refers to: the erasure capability values corresponding to Py, for different network packet-
loss rates. For example, when the network packet-loss rate is 5%, the erasure capability of P43 is 3.99X 104,

[0108] In summary, compared with the prior art, the method for recovering the lost data units according to the embod-
iments of the present invention enables the recovery of three non-successively lost data units with a probability of 100%
while the redundancy is increased by only 1.5%, and enables the recovery of three successively lost data units with a
probability of 95.24%. In the case that the loss rate of the data units is high (for example, 30% of the data units are lost),
the recovery performance can be improved by 20%. In addition, with the method according to the embodiments of the
present invention, four successively lost data units may be recovered with a probability of 69%.

[0109] Further, in the method for recovering the lost data units according to the embodiments of the present invention,
the data units are sorted according to the different importance levels of the image data borne in the data units before
transmission. Although the redundancies for protecting all the data units are identical as a whole, certain importantimage
data may be protected better.

[0110] Inaddition, in the method for recovering the lost data unit according to the embodiments of the present invention,
each frame of image data is partitioned into the parts with approximately identical lengths. After the identical-length
partitioning for each frame of image data, the redundancy information of the check units is minimized, and the transmission
efficiency of the IP network transmission system can be improved.

[0111] While the present invention has been illustrated and described with reference to some embodiments, the
present invention is not limited to these. Those skilled in the art should recognize that various variations and modifications
can be made without departing from the spirit and scope of the present invention as defined by the accompanying claims.

10
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Claims

1.

A method for recovering a lost data unit, comprising:

(1) partitioning data to be transmitted into at least one data units, sorting the data units according to importance
levels of the data units, and determining a check rule for the data units;

(2) performing, by a transmitting end, a calculation on the sorted data units according to a predetermined
algorithm based on the check rule, to generate corresponding check units;

(3) transmitting, by the transmitting end, the data units to a receiving end in a sorted order, and transmitting the
corresponding check units to the receiving end;

(4) recovering, by the receiving end, a lost data unit according to the received data units and check units as
well as the check rule.

The method according to claim 1, wherein the check rule for the data units is determined by a check matrix, a
calculation being performed on the data units based on the check matrix to generate the check units.

The method according to claim 2, further comprising:

partitioning, by the transmitting end, the data to be transmitted into a plurality of blocks and encapsulating each
of the blocks in one data unit, the number of the blocks in the one data unit being equal to a number of columns
of the check matrix.

The method according to claim 3, wherein
an order of importance of the data units is consistent with an order of capabilities of being recovered of the data
units determined by the check matrix.

The method according to claim 2, wherein the check matrix is a matrix with (m-1) rows and m columns, the m being
a natural number greater than 2.

The method according to claim 5, wherein the process of generating the check matrix comprises:

(11) setting the second element of the first row of the check matrix to 0, and all the remaining elements of the
first row of the check matrix to 1;

(12) setting all elements of the first column of the check matrix to 1;

(13) setting the first element of the second column of the check matrix to 0, and all the remaining elements of
the second column of the check matrix to 1;

(14) setting all the anti-diagonal elements of a lower-right sub-matrix to 1, the lower-right sub-matrix having not
been filled with elements and has a dimension of (m-2) X(m-2) within the check matrix;

(15) setting all the rest of the elements of the sub-matrix to 0.

The method according to claim 5 or 6, wherein the m is equal to 5 or equal to 4.
The method according to claim 3 or 4, wherein the data is image data of a video sequence.

The method according to claim 8, wherein the process of partitioning the image data of the video sequence into one
or more data units comprises:

(21) partitioning each frame of intra-frame coded image data into a plurality of blocks with identical lengths;
(22) partitioning each frame of predicted frame image data or backward predicted frame image data into three
Network Abstraction Layer Units (NALU);

(23) joining the first two bytes identifying a length information of a Network Abstraction Layer Unit (NALU) in
each of the three Network Abstraction Layer Units (NALU) together, and joining the rest part of each Network
Abstraction Layer Unit (NALU) together to form a large data block;

(24) partitioning, as a whole, the formed large data block into a plurality of blocks with identical lengths.

10. The method according to claim 9, further comprising:

when a length of each frame of intra-frame coded frame image data in step (21) or a length of each large data

11
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block in step (23) is not divisible by the number of the blocks to be partitioned, filling remainder k bytes into k
data units bearing image data with higher importance levels after the sorting in step (3), wherein each of the k
data units is filled with one remainder byte, and k is less than the number of the blocks to be partitioned.

The method according to claim 8, wherein a data unit bearing image data with the highest importance level is
arranged in the first place.

The method according to claim 5, wherein the check units are generated by selecting corresponding data units from
the one or more data units and performing Exclusive Or (XOR) operation to the selected data units according to the
values of the elements of a corresponding column of the check matrix.

The method according to claim 12, wherein the lost data unit is recovered by the receiving end by selecting corre-
sponding data units and check units received and performing Exclusive Or (XOR) operations on the selected data

units and check units.

The method according to claim 1, 2, 3, 4, 5, or 6, wherein the data units are |IP data packets or circuit-switched data
frames.

The method according to claim 1, wherein the transmitting end transmits the data units and check units to the
receiving end over an IP network.

12
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the transmitting end and the receiving end respectively
create a check matrix used for generating check units
by calculation on the data units

S10

v

the transmitting end partitions each frame of image data
of the video sequence to be transmitted into a plurality
of blocks and encapsulates each block to one data unit
respectively, the number of the blocks is equal to the
column number of the check matrix,

v

the transmitting end sorts the data units according to the
importance level of the image data borne in each of data
units, such that the importance order of the data units is
consistent with the order of the capability of being
recovered of the data units determined by the check matrix

S30

Y

the transmitting end performs calculation on the sorted data
units to generate the corresponding check units according to
the check matrix

S40

the transmitting end transmits the data units in the
sorted order to the receiving end, and transmits each
check unit to the receiving end

S50

Y

the receiving end recovers the lost data units
according to the received data units and check
units as well as the created check matrix

860
-/

Fig.1
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