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Description

Field of the Invention

[0001] This invention generally relates to security of
data processing systems. More specifically this invention
relates to a method and apparatus for immunizing one
or more computer systems in a network against attacks,
as by computer viruses and the like, while preserving
useful access to data.

Background Art

[0002] Computer systems interconnect through vari-
ous internal networks and external networks such as the
Internet. At a given location, individual computers may
connect to the Internet directly. In other locations, one or
more individual computers, or users, may interconnect
by means of an internal network to a server that connects
to the Internet. Both types of systems are susceptible to
damage by so-called "viruses". Generally a virus is re-
ceived as a program or piece of code that typically is part
of a "message".

[0003] A "message" can take many forms. In browser
applications, a "message" may include one or more HT-
TP (HyperText Transfer Protocol) packets. An e-mail
message may contain one or more POP (Post Office Pro-
tocol) or SMTP (Simple Mail Transfer Protocol) packets.
An IM message will contain one or more packets accord-
ing to any of several instant messaging protocols. AVOIP
message will contain at least one VOIP (Voice over In-
ternet Telephone) packet.

[0004] A virus-infected message generally corrupts
data by replicating itself in a receiving party’s, or "recip-
ient's" computer system or by transmitting itself across
a network even bypassing firewalls and other security
systems. In the following discussion the phrase "corrupt-
ing message" refers to any message that can corrupt the
contents of one or more files or otherwise disrupt oper-
ations in a computer system.

[0005] Companies like Symantec Corporation and
MacAfee, Inc. have developed virus detection programs.
A virus detection program typically resides on the same
hard disk as receives the messages. Such a program
compares an incoming message with a set of conditions,
often called "definitions" or "signatures," that define
known viruses. If an incoming message meets one of
these conditions, it is presumed to be a corrupting mes-
sage and is isolated by being deleted or by being placed
in quarantine.

[0006] As described above, the incoming message is
processed in the same memory as other programs. As
alternative, it is possible to use a sacrificial machine as
a destination for each incoming message. For example,
U. S. Patent No. 5,842,002 (1998) to Schnurer et al. dis-
closes a virus trapping device that is disclosed to detect
and eliminate computer viruses before they enter a com-
puter system. More specifically, atrapping device creates
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a virtual world that simulates a host computer system
that is made to fool a computer virus into thinking it is
present on a host or target system. Any disruptive be-
havior occurring within the simulated host computer sys-
tem is detected and enables the system to remove the
virus from the data stream before-it is delivered to the
host.

[0007] U. S. Patent No. 6,901,519 (2005) to Stewart
et al. discloses an e-mail virus immunization system and
method that utilizes a sacrificial server. Incoming e-mail
messages are forwarded to the sacrificial server where
they are converted to non-executable format and sent to
the recipient. The sacrificial server can then be checked
for virus activity. If any attachments are found to be sus-
picious, they are also stripped and presented to the re-
cipient.

[0008] U.S. Patent No. 6,931,552 (2005) to Pritchard
et al. discloses a host personal computer and a separate
sacrificial VTS (Virus Trap computer System) machine.
The VTS machine is a separate computer system that
receives all communications that are directed to a host
personal computer. The VTS machine detects intrusions
and includes a virus detector. If a virus is detected, the
entire VTS machine is sacrificed and then restored from
a secure memory.

[0009] Drawbacks characterize each of these sys-
tems. First, certain of the foregoing and other approaches
to the detection of viruses and prevention of corruption
require a priori knowledge of a virus. Thus the system
that receives a "yet to be defined" or "new" virus may
process a corrupting message with adverse results not-
withstanding having tested the message for a virus. This
potential for processing of corrupting messages by a giv-
en system continues for an indefinite number of days
until the virus has been identified and a definition has
been transferred to the virus detection system in that giv-
en system. A corrupting message that fails to be detected
is called a "false negative" message.

[0010] Second, virus detection systems are subject to
identifying non-corrupted messages as being infected.
Any such message is called a "false positive" message.
A "false positive" message exists when a virus detection
system detects a non-corrupting message as a corrupt-
ing message because the non-corrupting message ac-
cidentally meets a virus detection condition. In many sit-
uations the "false positive" messageis lostto the recipient
even though the message in fact contains no virus.
[0011] Whatis needed is a method and apparatus that
is easy to implement that: (1) allows known valid mes-
sages to pass to the recipient's computer system, (2)
immunizes computer systems in a network from the ad-
verse impacts of false positive and false negative mes-
sages, and (3) permits the recipient controlled, safe ac-
cess to those messages that are not deemed to be valid,
including false positive messages, for the purpose of
viewing and/or manipulating such messages.
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Disclosure of Invention

[0012] Therefore it is an object of this invention to im-
munize computer systems in a network from the adverse
effects of corrupting messages.

[0013] Another object of this invention is to immunize
a computer systems in a network from the adverse effects
of corrupting messages while allowing a recipientrestrict-
ed access to some or all messages that appear to be
corrupting.

[0014] Stillanother object of this invention is to provide
a method and apparatus for immunizing a computer sys-
tem against the adverse effects that otherwise would oc-
cur if a corrupting message were received in a recipient’s
computer system even before the message is known to
be corrupting.

[0015] Thisinventioncan be appliedto a variety of data
processing systems, typically to a data processing net-
work including a server machine, or "server"; and at least
one recipient computer system for receiving messages.
The server interfaces the recipient computer system to
a communications path over which messages, including
potentially corrupting messages, are received.

[0016] In accordance with this invention, a recipient’s
computer system in a data processing network receives
messages of a given protocol over a communications
path through a server with a message buffer. Immuniza-
tion is achieved by generating for the recipient an isolated
protocol controlled environment set for the incoming
message. The isolated controlled environment set in-
cludes message criteria by which a message can be de-
termined to be free of corrupting contents and transmis-
sion criteria for defining a message disposition. The mes-
sage buffer receives the message. The received mes-
sage is processed in the isolated controlled environment
set according to the message criteria thereby to select a
transmission criterion that controls the disposition of the
message.

Brief Description of the Drawings

[0017] The various objects, advantages and novel fea-
tures of this invention will be more fully apparent from a
reading of the following detailed description in conjunc-
tion with the accompanying drawings in which like refer-
ence numerals refer to like parts, and in which:

FIG. 1 is a block diagram of a data processing net-
work incorporating one embodiment of an immuni-
zation system of this invention;

FIG. 2 is a flow chart that presents an overview of
the operation of this invention;

FIG. 3 is a flow diagram that depicts the installation,
configuration and initialization of this invention;
FIG. 4 is a schematic block view of an administrator
data file that is useful in implementing this invention;
FIG. 5is a schematic block view of configuration files
shown in FIG. 1 and generated during configuration
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phase of the operations shown in FIG. 3;

FIG. 6 is a flow diagram of one embodiment of a task
dispatcher shown in FIG. 1;

FIGS. 7A and 7B constitute a flow diagram that gen-
erally depicts a process by which all incoming HTTP
messages are processed;

FIG. 8 constitutes a flow diagram of a process for
providing a browser controlled environment set for
a recipient as utilized in FIG. 7;

FIG. 9 is a more detailed block diagram of a browser
controlled environment data file shown in FIG. 5;
FIG. 10 is a block diagram representing an initial
browser controlled environment set generated for a
particular recipient using the information in FIG. 9;
FIGS. 11A and 11B constitute a flow diagram of a
process for testing incoming HTTP messages as in-
itiated in FIG. 7A;

FIG. 12is a block diagram of a process used in FIGS.
11A and 11B for handling received HTTP messages;
FIG. 13 is a block diagram of the browser controlled
environment data file in FIG. 9 after modification in
accordance with certain processing shown in FIG.
12;

FIG. 14 is a block diagram of the browser controlled
environment set of FIG. 10 after modification in ac-
cordance with certain processing shown in FIG. 12;
FIG. 15is a general flow diagram of an e-mail control
process;

FIG. 16 is a block diagram of an e-mail controlled
environment data file;

FIG. 17 is a block diagram of an e-mail controlled
environment set;

FIG. 18 constitutes a flow diagram of a process by
which a selected message is handled in an e-mail
controlled environment set;

FIG. 19 is a more detailed flow diagram of a process
shown in FIG. 18 by which a message is tested
against certain validity rules;

FIG. 20 is a flow diagram of a process shown in FIG.
18 by which e-mail attachments are tested;

FIG. 21 is a flow diagram of a specific process for
implementing an e-mail attachment process shown
in FIG. 20; and

FIG. 22 is a flow diagram of a process used by the
process in FIG. 21.

Best Mode for Carrying Out the Invention

[0018] FIG. 1depicts atypical data processing network
10 that includes a server 11 interfaced to the Internet 12
as an example of an external communications path over
which messages of various protocols comprising one or
more data packets can be transmitted and received. The
server 11 also connects through an internal network to
a plurality or group of "N" recipients 13. Specific recipients
13(1) through 13(3), 13(N-1) and 13(N) are shown. In a
conventional data processing network a router (not
shown) interconnects the individual network components
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such as the server 11, the Internet 12 and each of the
recipients 13.

[0019] The server 11 has a conventional structure.
FIG. 1 depicts those elements that are relevant to this
invention including a server processor 14, server storage
15 and a server random access memory (RAM) 16. The
general operation of these components individually and
in concert is well known to those of ordinary skill in the art.
[0020] Each recipient 13, such as the recipient 13(1),
interacts with the server 11 by means of a device capable
of establishing two-way communications over the net-
work 10 and the Internet 12. Such devices include, but
are not limited to, workstations, personal computers, cer-
tain cell phones and personal digital assistants (PDA’s).
In the following discussion "recipient” is used inter-
changeably to designate both the device and the individ-
ual using such a device. The exact meaning will be ap-
parent from the context. This invention protects each re-
cipient in a network against a corrupting message from
the Internet 12; i.e., a message containing corrupting
contents.

[0021] Each recipient will have access to applications
for implementing different Internet protocols (hereinafter
"Internet applications" or "protocol-based applications")
and to word processing, spreadsheet, PDF and other ap-
plications by which the recipient produces and edits doc-
uments and files (hereinafter "production applications,").
In FIG. 1, for example, the recipient 13(1) has a set of
protocol-based applications 20 including an Internet
browser application 21 and an e-mail application 22. Any
recipient may include additional protocol-based applica-
tions such as a VOIP application 23 and an IM application
24, both shown as dashed boxes to indicate their optional
status. In some situations a particular recipient may in-
clude alternative embodiments of one or more of these
protocol-based applications. For example; it is possible
for an individual recipient to include multiple Internet
browser applications.

[0022] Each of the recipients 13 also includes a set of
production applications 25; in FIG. 1 recipient 13(1) in-
cludes a word processor 26, a spreadsheet processor
27 and a portable document format (PDF) processor 28.

IMMUNIZATION SYSTEM 30

[0023] In one implementation of this invention as
shown in FIG. 1, the server 11 is modified by the addition
of an immunization system 30 shown for purposes of
discussion as being resident in the server RAM 16 and
server storage 15. The immunization system 30 includes
an operating system 31 and a router 32. The router 32
performs the function of the prior art router and handles
all communications between the Internet 12 and the each
of the recipients 13 (1) through 13(N). With this connec-
tion, all communications to and from the Internet 12 pass
through the immunization system 30.
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A. General Operation

[0024] FIG. 2 is a flow chart that depicts the general
operation of the immunization system 30. Specific imple-
mentations, particularly with respect to browser and e-
mail applications, are described later.

[0025] Itis assumed that Internet connections take the
form of a session for each Internet protocol. An individual
recipient begins a session for a specific Internet protocol
at step 33 by any of a variety of Internet-application de-
pendent procedures. For example, the recipient 13(1)
may generate an Internet browser session by transmit-
ting an HTTP data packet from the Internet browser 21.
A request for receiving e-mail, as from the e-mail appli-
cation 22, whether performed automatically or manually,
can initiate an e-mail session. The VOIP application 23
or the IM application 24 initiates a session when an ap-
propriate VOIP or IM protocol data packet is sent or re-
ceived.

[0026] Referring now to FIGS. 1 and 2, during a ses-
sion an incoming message in the form of one or more
data packets will be received from the Internet 12. The
router 32 transfers each incoming message into a mes-
sage buffer 34 as shown in step 35 of FIG. 2. A packet
monitor 36 determines the protocol of the message, the
receipt of the message and other message characteris-
tics in step 37. In step 40, a task manager 41 initiates a
process for providing a controlled environment set for the
determined protocol from a CE pool 42. This selection is
also based on configuration data about the recipient 13
(1) in a configurations file 43. Specific examples are
shown later.

[0027] It is important to understand that the selection
of a particular set of controlled environment set is deter-
mined by both the protocol and the recipient’s configu-
ration. Also, each controlled environment set is isolated
from both the recipient and other portions of the server
11. For example, a virtual machine can implement each
controlled environment set so each controlled environ-
ment set is isolated from and independent of the recipi-
ent’'s computer system.

[0028] Afterthe task manager41 retrieves a set of con-
trolled environments, step 44 determines whether the
number of any controlled environments in the CE pool
has reached a predetermined value, such as 0, indicating
that step 40 has retrieved a last controlled environment
from the CE pool 42. If this occurs, step 45 launches a
process for replenishing the corresponding controlled en-
vironment in the CE pool 42 from a template store 46,
normally in the server storage 15. The template store 46
contains one template for each Internet and production
application permitted to exist in the network. Each tem-
plate corresponds to a specific one of the production or
Internet applications, but has no correspondence to a
specific recipient. As will become apparent, the CE pool
42 provides a repository for copies of the individual tem-
plates in the RAM 16 for purposes of increasing process-
ing efficiency. Some implementations may merely obtain
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copies directly from the template store 46 without the use
of a CE pool. Processes for monitoring and replenishing
pools from templates are well known in the art.

[0029] Next step 47 activates the retrieved set of con-
trolled environments as an instance of a controlled envi-
ronment set for the recipient as one of a plurality of active
sets in an instantiations group 50. Step 51 processes the
message in the corresponding active controlled environ-
ment set according to message criteria. That is, the mes-
sage criteria determine whether that the message con-
tains any corrupting contents. In a simple example, the
message criteria could determine that an incoming mes-
sage was free of any corrupting contents only if the mes-
sage contains no embedded or attached files. A more
complex set of criteria could determine that an incoming
message with an embedded or attached word processing
file was free of corrupting contents only if the word
processing file were free of any macros. A wide variety
of criteria can be used to make this determination of mes-
sage validity.

[0030] The system also includes a forwarding rule pa-
rameters file 52 that, for some protocols, define the pos-
sible dispositions for a message after processing in step
51 and constitute transmission criteria. An active set of
controlled environments may also define other various
transmission criteria. Generally after step 51 completes
processing the message, step 53 disposes of the mes-
sage according to three possible outcomes. First, the
message is sent to the recipient, such as the recipient
13(1). Second, for certain protocols the message is sent
to a blocked messages store 54 that can store these mes-
sages for a predetermined time as described later. In this
embodiment, the blocked messages store 54 is shown
in the server storage 15; it might also be located in the
server RAM 16. Third, a remote access connection is
established between a remote access program 55 of the
recipient and the corresponding controlled environment
set to enable the recipient to review, and in some situa-
tions manipulate the message or portion thereof.
[0031] In some embodiments it may be desirable to
assure that an instantiation of a controlled environment
set be active only while the recipient actually uses the
protocol-based application. When that is desired, steps
56 and 57 represent a process that monitors activity. If
session activity occurs regularly, control passes back to
step 35 to await a next incoming message, an outgoing
message or some other measure of session activity to
initiate another interval. If there is no activity during the
session interval, step 56 transfers to terminate the ses-
sion thereby to inactivate the instantiation of the control-
led environment set for that recipient and protocol in step
57.

[0032] As will now be apparent, incorporating the im-
munization system 30 of this invention operating accord-
ing to the general process shown in FIG. 2 achieves the
objects of this invention. For example, steps 51 and 53
in FIG. 2 use message criteria to assure that any mes-
sage transferred to the recipient is free from any corrupt-
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ing contents. This immunizes the recipient's computer
system from the adverse effects of such corrupting mes-
sages.

[0033] Controlling the disposition of any incoming
message in response to the operations of steps 51 and
53 provides a means for immunizing a recipient’s com-
puter system. For example, a message that may be cor-
rupted may be viewed by a recipient with restricted ac-
cess to some or all of the message as by remote viewing
and/or message modification within the controlled envi-
ronments.

[0034] A more thorough understanding of this inven-
tion can now be obtained by referring to two specific em-
bodiments of an immunization system 30 shown in FIG.
1 and phases of operation, namely:

(1) the installation, configuration and initialization of
the immunization system 30;

(2) the operation of atask dispatcher shownin FIG. 1;
(3) the operation of the immunization system 30 with
respect to HTTP messages; and

(4) the operation of the immunization system 30 with
respect to e-mail messages.

B. Installation, Configuration and Initialization

[0035] FIG. 3 depictsathree-partprocessforinstalling,
configuring and initializing the immunization system 30
in FIG. 1, to function according to this invention. Step 60
in FIG. 3 represents a process by which an administrator
loads an executable file package to server storage 15 in
FIG. 1 and then runs an installation package to install the
immunization system 30 and to produce the various com-
ponents shown in FIG. 1. If the installation is not valid,
step 61 transfers control to step 62 that generates an
error message. Normally, however, control transfers
from step.61 to step 63 to allow the administrator to con-
figure the immunization system 30. Such installation
processes form no part of this invention and are well
known in the art.

[0036] Whenthe administratoris prepared to configure
the system, control transfers to step 64. The configuration
process requests information for generating an adminis-
trator data file 65 shown in detail in FIG. 4. Basically the
administrator data file 65 is a repository for static config-
uration information about all recipients and applications.
For example, the administrator data file 65 includes a
recipient’s classes and permissions file 66 that identifies
each possible recipient class, the permissions associat-
ed with such a class and the recipients in each class.
The administrator populates a recipient list 67 with the
identification of each of the active recipients in the recip-
ient group 13. Alternatives for maintaining this and other
lists in a current state are well known in the art.

[0037] A configuration module 70 includes information
concerning other static information. For example, it is
possible to store blocked messages in the block mes-
sages store 54 of FIG. 1. The configuration module 70
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can include the time interval that should pass before a
message is deleted from the block messages store 54.
[0038] As previously indicated with respect to FIG. 1,
each recipient will include a set of Internet or protocol-
based applications 20 and a set of production applica-
tions 25. An application list 71 in the administrator data
file 66 of FIG. 4 lists each such protocol-based and pro-
duction application but without any reference to any re-
cipient. As will be apparent, other potential applications
might also be listed with active and inactive status vari-
ables assigned to each identification.

[0039] A CE pool parameters file 72 may include, for
each controlled environment, the maximum and mini-
mum numbers of copies that should reside in the CE pool
42 in FIG. 1. Step 73 requests the entry of such data.
[0040] Once this information has been added to the
administrator data file 65, the administrator can enter re-
cipient configuration information. In FIG. 3, step 74 rep-
resents the first step by selecting a recipient from the
recipientlist 67 in FIG. 4 and generating a recipient profile
as shown, for example, in FIG. 5 by a recipient profile 75
(1) for the recipient 13(1). Step 76 in FIG. 3 represents
the process of populating the configuration for this recip-
ient using other information in the administrator data file
65 of FIG. 4.

[0041] More specifically, step 76 stores the selected
recipient’s identification in a recipient identification field
77 forthe recipient profile 75(1) in FIG. 5. A givenrecipient
may be assigned to multiple classes. The recipient de-
fines one of those classes on logging in. That class is
listed in an active class field 78.

[0042] Various components of browser controlled en-
vironment data are stored in a file 80. Another file 81
receives information concerning e-mail controlled envi-
ronment data. The specific details of the files 80 and 81
are described later. There will be one such environment
data file for each protocol-based application available to
the recipient. The process by which an administrator en-
ters in that information will be apparent to those of ordi-
nary skill in the art.

[0043] From FIGS. 3 and 5 it also will be apparent that
additional recipient profiles, can be produced. Step 82 in
FIG. 3 allows the administrator either to enter more re-
cipient data by transferring control back to step 74 or to
terminate the entry of recipient configuration by transfer-
ring to step 83.

[0044] Steps 64 and 76 have been described in terms
of a procedure that is integral with the installation and
configuration of the immunization system 30 of FIG. 1. It
will also be apparent that profiles can be added, deleted
or modified using known procedures typical to server ap-
plications. Further, in such a situation a step correspond-
ing to step 82 could merely terminate any further opera-
tions once all the recipient’s have been entered or mod-
ified.

[0045] During the process shown in FIG. 3, step 83
allows the administrator to elect to initialize the immuni-
zation system 30. Essentially, step 83 represents a wait
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loop that continues until the administrator elects to start
the immunization system 30. It will also be obvious that
this might be an independent process. In any event, step
84 uses the information in the template store 46 and the
CE pool parameters file 72 to populate the CE pool 42
with controlled environments. As will be apparent, each
controlled environment in the CE pool 42 will be directly
related to a particular application, but not to any recipient.
They are therefore unassigned to a recipient and consid-
ered to be inactive. Once the CE pool 42 is populated,
step 84 performs such other known processes as are
necessary to enable the activation of the immunization
system 30. Upon being activate, the immunization sys-
tem 30 uses the router 32 in FIG. 1 to direct all incoming
messages from the Internet 12 to the message buffer 34
through the packet monitor 36.

C. Task Dispatcher Operation

[0046] When step 84 in FIG. 3 enables the immuniza-
tion system 30 of FIG. 1 the packet monitor 36 monitors
each message sent to or received from the Internet 12.
After processing an incoming or outgoing message, the
packet monitor 36 passes information about the message
protocol, addresses and message content to the task dis-
patcher 41 that responds by means of a process control
90in FIG. 6.

[0047] More specifically, when the packet monitor 36
identifies an incoming or outgoing protocol-based mes-
sage, as represented by step 91 in FIG. 6, the task dis-
patcher 41 uses step 92 to identify the recipient and mes-
sage protocol. If step 92 identifies the message as relat-
ing to a browser message, step 93 calls process 94 to
initiate the browser control for the recipient as outlined
in FIGS. 7A through 17. If an e-mail message is detected,
step 95 calls process 96 to initiate an e-mail control for
the recipient as disclosed in FIGS. 18 through 21. If the
message is characterized as a VOIP or IM protocol, step
97 or step 98 will carry a corresponding one of the proc-
esses 99 and 100, respectively. Step 101 enables a proc-
ess 102 in response to other protocols. If no task is de-
fined, an error condition exists; so the task terminates.
[0048] Controls for VOIP, IM and other protocols will
incorporate many of the features of the browser and e-
mail protocol controls. The adaptation of such features
to these other protocols will be apparent to those of or-
dinary skill in the art.

D. Browser Control Operation

[0049] The implementation of the process generally
depicted in FIG. 2 can be more readily understood by
describing in greater detail the operation of the immuni-
zation system 30 of FIG. 1 in accordance with this inven-
tion with respect to communications between a recipi-
ent’'s browser 21 and a destination website. The partic-
ular example selected for the purposes of this description
comprises a sessionincluding (1) the initiation of a brows-
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er operation by entering a website address at the recip-
ient 13(1), (2) the receipt of a web page that includes a
link to a spreadsheet and (3) a request by the recipient
13(1) to download that spreadsheet.

(1) Browser Operation - Website Address Entered

[0050] Whentherecipient13(1)initiates a session with
a website, the Internet browser 21 generates an HTTP
data packet that includes the recipient's address, the
website address and the recipient’s browser among other
information. This data packet passes through the router
32. When the packet monitor 36 identifies this data packet
as a browser data packet, step 93 in FIG. 6 transfers
control to initiate a browser control process 94 for the
recipient of FIGS. 7A and 7B.

[0051] If a session time-out is implemented, step 103
in FIG. 7A retrieves a session time value. Typically such
a value will be in terms of hours. Process 104 then uses
this value to begin an asynchronous session time out 105
as shown in FIG. 7B. Specifically, step 106 monitors a
counter for a specific value that indicates that the interval
has elapsed. If it has not, step 106 transfers control to
step 107 toincrement or decrementthe value in the timer.
As this is a first outgoing transmission, the session inter-
val will not have lapsed so control passes to process 110
in FIG. 7A.

[0052] Process 110 provides a browser controlled en-
vironment set (hereinafter a "browser CE set") for this
browser and recipient as shown in FIG. 8. Step 111
checks the instantiations group 50 in FIG. 1 to ascertain
the existence of an active master browser controlled en-
vironment (hereinafter a "browser master CE") for this
browser and recipient. As an example, assume that the
recipientis initiating a session and no such browser mas-
ter CE exists. Step 112 transfers control to step 113 that
assigns a browser master CE in the CE pool 42 to the
recipient to begin the construction of a browser CE set
for this recipient and browser as a member of the instan-
tiations group 50.

[0053] FIG. 9 depicts the browser controlled environ-
ment data file 80 of FIG. 5 in greater detail. For this file
80, it is assumed that the administrator data file 65 iden-
tifies a shadow browser CE 114, a first supplementary
browser CE 115 and a second supplementary browser
CE 116. The shadow browser ID 114 identifies a browser
CE thatis analogous to the recipient’s browser 21 which,
in the following discussion, is designated as a "native"
browser. The supplementary browser CE identifications
at 115 and 116 correspond to different browsers. For
example, if the native browser is a Mozilla browser, the
shadow browser ID will point to a controlled environment
that is functionally equivalent to the Mozilla browser. That
is, the shadow browser may comprise an exact copy of
the Mozilla browser or some modified or abridged version
thereof. Each of the supplementary browser CEs identi-
fied by pointers 115 and 116 could include an Opera and
Netscape browser CE or functional equivalent thereof.

10

15

20

25

30

35

40

45

50

55

[0054] Step 113 in FIG. 8 utilizes this information and
other information in the recipient 13(1) profile 75(1) in
FIG. 3 to generate a browser master CE 120 in FIG. 10
as acomponentin a browser master set 121. The brows-
er master CE 120 is derived from a browser master CE
template obtained from the template store 46. The tem-
plate and corresponding browser master CE 120 contain
a recipient ID field 122. A browser message buffer 123
receives any incoming HTTP message. An active brows-
er ID field 124 identifies which of the native and shadow
browsers is currently an active browser. Initially the active
browser ID field 124 identifies the recipient’s native
browser 21. A pass-thru flag 125 provides a control func-
tion related to transmission criteria. A comparative anal-
ysis module 126 can be used in circumstances during
the testing of any incoming HTTP protocol messages as
described later. An enabled browser CE list 127 identifies
each enabled or active browser CE. A remote access
communications module 128 enables communications
between the browser CE set 121 and remote access pro-
gram 55in FIG. 1. A control process module 130 controls
all of the operations of the browser master CE 120 as
described in more detail later with respect to FIGS. 11A
and 11B.

[0055] Concurrently with, or in series with this process,
step 131 in FIG. 8 determines if the number of browser
master CE’s has reached a minimum, e.g., 0. In this em-
bodiment step 113 determines whether a last browser
master CE in the CE pool 42 has been assigned. Ifit has,
a parallel process 132 uses a corresponding template
from the template store 46 to replenish the browser mas-
ter CEs to the maximum number as defined by data in
the CE pool parameters list 72 in FIG. 4.

[0056] Step 133 assigns a shadow browser CE in the
CE pool 42 to the recipient. This shadow browser, as
previously indicated, corresponds to the native browser.
Step 134, like step 131, determines if the last correspond-
ing browser CE in the CE pool 42 has been retrieved. If
it has, step 135 replenishes the CE pool 42 from the tem-
plate store 46 in FIG. 1 with one or more copies of this
browser’s controlled environment as determined by the
information in the CE pool parameters file 72 of FIG. 4.
Step 136 in FIG. 8 then enters the information about the
recipient’s native browser in the active browser ID 124
of FIG. 10 thereby setting the recipient’s native browser
as the active browser.

[0057] In this particular example, the browser control-
led environment data file 80 in FIG. 9 identifies two sup-
plementary browsers. Steps 140 through 143 represent
the process for selecting a supplementary browser CE
as identified in the browser controlled environment data
file 80, assigning that supplementary browser CE to the
browser CE set 121 for the recipient, and replenishing
the CE pool 42 as needed. When'this process is com-
plete, step 144 determines whether any additional sup-
plementary browser CE must be incorporated in the
browser CE set 121. After each supplementary browser
CE has been added, step 145 updates the browser en-
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vironment data file 80. Now the browser CE set 121 in
FIG. 10 will include the shadow browser CE 150, the
supplementary browser #1 CE 151 and the supplemen-
tary browser #2 CE 152.

[0058] Control returns to step 153 in FIG. 7A to deter-
mine whether the HTTP message is an outgoing mes-
sage. In this example, it is; so step 153 directs control to
step 154 whereby the recipient’s native browser trans-
mits the HTTP message onto the Internet. In step 155
the browser master CE 120 causes each of the shadow
browser CE 150, the first supplementary browser CE 151
and second supplementary browser CE 152 to generate
corresponding messages onto the Internet with corre-
sponding return addresses. That is, this invention causes
a plurality of messages to be sent to the same website.
Each message is identical except for the address of the
native and each browser CE.

(2) Receipt of Web Page

[0059] If the packet monitor 36 in FIG. 1 determines
that a message is received from the website, step 153 in
FIG. 7A transfers control to process 156 to determine
whether that incoming message is free of any corrupting
contents.

[0060] During the configuration step 76 in FIG. 3, the
administrator assigns two time values. The first is the
session time stored in session time field 160 in FIG. 10.
The second is a response time stored in a response time
field 161. The value in the response time field 161 will
generally be measured in seconds. This value may be
derived from configuration file 70 or may be modified by
the administrator.

[0061] As will now be apparent, if a long time lapses
between successive incoming and/or outgoing messag-
es, the time represented by the value in the session time
field 160 will expire. In that case, step 106 in FIG. 7B
branches to step 162 and terminates the session by de-
activating the browser CE set 121 in FIG. 10.

[0062] The control process 130 of FIGS. 10, 11A and
11B handle that incoming message to the recipient by
processing the message in the browser CE set 121 in
FIG. 10 that is assigned to the native browser and the
recipient. As steps 154 and 155 in FIG. 7A transmitted
multiple messages to the same websites, the server re-
ceives multiple return messages directed to the native
browser, the shadow browser CE and each supplemen-
tary browser CE. In this specific example four messages
should be received.

[0063] Inresponse to a first set of outgoing messages
in this particular example, step 170 in FIG. 11A deter-
mines that multiple controlled environments, namely the
first supplementary browser CE 151 and the second sup-
plementary browser CE 152, are assigned to the recipient
13(1). Therefore, step 171 transfers to step 172 to load
and start a response timer with the value in the response
time field 161 in FIG. 10. This establishes an interval
during which all the return messages should be collected
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in the browser message buffer 123 as represented by
step 173. Assuming all the messages are received before
the response timer expires, steps 174 and 175 transfer
control to step 176. Otherwise step 174 transfers control
to step 177 so the process proceeds with those messag-
es that have been received.

[0064] Step 176 represents one message criteria that
requires all the HTTP incoming messages to be identical.
If they are all identical the message may be free of cor-
rupting contents. In that case, step 178 transfers control
to a process 180 shown in FIG. 12 for handling one of
the messages.

[0065] Referring to FIG. 12, step 181 assures that the
browser CE set 120 is complete. Specifically, step 181
determines whether the incoming HTTP message con-
tains a file or document that requires operation of a pro-
duction application, such as one of the production appli-
cations 25 in FIG. 1. In this specific example, this initial
message merely contains data for a webpage, so step
182 transfers control to step 183.

[0066] Step 183 analyzesthe HTML content of the HT-
TP message according to any of a number of message
criteria and performs any necessary modifications. For
example, step 183 could detect a direct reference to a
disk path, such as "c:\...." In this situation it may be de-
sirable to modify the HTML string by replacing the disk
path with a null string. As another example, modification
may be made if the incoming message includes a Java
script subroutine that can not be shown to be safe. Often
two HTTP messages may have different contentbecause
one of the browsers associated with the browser CE set
121 is a newer version of another browser. In this situa-
tion it might be required to modify the HTML string to
improve display. These and other situations can be an-
alyzed by known techniques. If such a modification oc-
curs, then, while the incoming message may be safe, it
is, nevertheless, designated to be a modified message.
[0067] Step 184 then determines whether the pass-
thruflag 125in FIG. 10is on. Assuming that this message
has not been modified previously, step 184 transfers to
step 185. If step 183 has not modified the content of the
HTTP message, step 185 transfers control to step 186
to indicate that the test has been passed. That is, the
message criteria that define a message as valid by re-
quiring identical messages with no modification have
been met. If any of these message criteria are not met,
the message is deemed suspicious and requires special
handling, even though it may be safe.

[0068] With a safe message, step 187 in FIG. 11A
transfers control to step 190 that sends the HTTP mes-
sage to the recipient’s native browser e.g., the Internet
browser 21 in FIG. 1. In addition, step 191 replicates the
message to each of the shadow browser CE 150, the
enabled first supplementary browser CE 151 and the sec-
ond supplementary browser CE 152 in FIG. 10 to main-
tain synchronism with the native browser 21 in FIG. 1. In
this example, each browser CE is enabled.

[0069] If step 183 in FIG. 12 were to modify the mes-
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sage for any reason, step 185 would transfer control to
step 192 to determine if the message was directed to the
native browser. Assuming that the message is directed
to the native browser, step 193 sets the pass-thru flag
125 to an "off" state. In addition step 193 sets the shadow
browser CE to be the active browser. Step 194 then ini-
tiates remote access between the recipient and the re-
cipient’s browser controlled environment set, particularly
the active browser, now the shadow browser CE by in-
terconnecting the remote access program 55 in FIG. 1
with the remote access communications module 128 in
FIG. 10 and corresponding remote access communica-
tions module in the active browser CE. Step 195 then
sends a message that prompts the recipient to initiate
the remote access. The result is that the native browser
is isolated.

[0070] Such isolation might be implemented by send-
ing a visual message to the recipient whereupon the re-
cipient initiates remote access manually. Remote com-
munications could also be initiated automatically. Step
196 then represents the conclusion that the test has
failed.

[0071] Whenever the test fails, step 187 in FIG. 11A
bypasses step 190 and sends the HTTP message only
to the recipient’s shadow browser CE 150 and the ena-
bled ones of the first supplementary browser CE 151 and
the second supplementary browser CE 152. The mes-
sage therefore does not transfer to the recipient’s native
browser 21 in FIG. 1. That is, the message, not having
been proven to be valid, becomes available only remotely
to the recipient. Further, as the pass-thru flag 125 has
been set to an "off" state, step 184 in FIG. 12 will always
force a test failure so all further communications will be
by remote access.

[0072] If the process in step 176 in FIG. 11A deter-
mines that all the incoming messages are not identical,
step 178 transfers control to step 200 in FIG. 11B to con-
duct a comparative analysis of all the incoming HTTP
messages. A typical comparative analysis in step 200
could be in the form of a heuristic analysis that attempts
to identify one of the different messages as a potentially
valid message. Some differences among the messages
directed to the native browser and to each browser CE
in the browser CE set may be due to inherent character-
istics of the different browsers that requested the mes-
sage. There exists a set of rules and facts from which it
may be concluded that one specific message is valid.
Process 200 applies those rules in an attempt to desig-
nate those messages that the analysis deems to be valid.
If successful, process 200 can then designate an active
browser. Process 200 also can disable any supplemen-
tary browser CE that is associated with a message that
is not shown to be valid. If this occurs, process 200 des-
ignates an active browser and updates the enabled
browser CE list 127 to disable any browser CE associated
with a non-selected message and reaches a conclusion.
Each disabled browser CE remains in that state until the
end of a session. Other embodiments may permit a re-
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cipient to be notified of such issues and permit the recip-
ientto terminate an existing session, as to one destination
site, and begin afresh with another destination site.
[0073] Ifthe process 200 is able to reach a conclusion,
step 201 transfers control to step 202 to select the iden-
tified active browser as a source for the HTTP message
test 180. If the processing inthe HTTP message handling
process 180 indicates the test has passed, step 203
transfers control to step 204 thereby to send the message
to the shadow browser CE 150. As previously described
with respect to FIG. 12, a message can pass the test of
process 180 only if the recipient’s native browser is the
active browser. Step 206 replicates the message to the
active browser.

[0074] Next the browser control process module 130
initiates a loop to test the messages addressed to each
remaining enabled supplementary browser CE in the
browser CE set 121. Step 207 selects one such supple-
mentary browser CE. The process 180 handles the cor-
responding message. In this situation, however, the mes-
sage as presented or modified by the process 180 is sent
directly to the selected supplementary browser CE by
step 210 whether the process determines that the mes-
sage has passed or failed the analysis. Step 211 acts as
a loop control. When the last message to an enabled
supplementary browser CE has been processed, the
control process 130 for this message ends.

[0075] Now assume that the analysis of step 200 in
FIG. 11B is unable to reach a conclusion. If the process
reaches step 212, the native browser no longer is the
active browser. Step 212 then selects the shadow brows-
er CE or a supplementary browser CE to be the active
browser and sets the pass-thru flag 125 to "OFF". This
selection can be accomplished using any of a number of
analyses. In one analysis, the administrative data file
could contain rules that define an order of selection. An-
other analysis could use information about the recipient,
prior experience with communications with websites gen-
erally or the specific website and prior experience with
selections. A similar analysis would identify a shadow
browser, if necessary.

[0076] Step 213 then disables each browser CE that
does nothave anidentical message to the selected active
browser message. Then process 180 handles that HTTP
message. If the test passes, step 204 sends the HTTP
message to the recipient’s shadow browser CE and the
active browser in step 206 because, as shown in FIG.
12, process 180 has tested the message from the native
browser. Steps 207, 210 and 211 and process 180 proc-
ess each remaining enabled browser CE as previously
described. When step 211 determines no additional sup-
plementary browser CE remains, the processing of this
set of incoming messages terminates.

[0077] Under certain operation conditions only one
browser controlled environment may exist. For example,
the browser CE set 121 includes only a shadow browser
CE. Alternatively, step 213 disable any browser CE that
does not have identical HTTP messages. If, over time,
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all the supplemental controlled environments become
disabled, only a single browser CE will exist. Step 171 in
FIG. 11A responds by transferring control to the process
180 to handle the HTTP message. If the conditions of
the process 180 are met, step 217 transfers control to
step 220 thereby to send a message directly to the re-
cipient’s shadow browser and to the active browser CE
in step 221. Otherwise, step 217 transfers the message
only to the active browser CE.

(3) Retrieving the Linked File

[0078] Intheexample, and assuming thattheincoming
HTTP message is transferred to the recipient’s native
browser 21 in FIG. 1, the recipient now is assumed to
activate the spreadsheet link. The task dispatcher 90 in
FIG. 6 transfers the task to browser control 94 of FIG. 7A
and loads a new session time out value for the session
time field 161. The process of FIG. 8 comprising steps
111 and 112 determines that the instantiations 50 in-
cludes the master browser CE set 121, so control trans-
fers to step 153 in FIG. 7A thereby bypassing the previ-
ously described process of forming a browser CE set for
this recipient and browser. Step 153 sends the message
by means of each various native browser and browser
CE set to the Internet 12.

[0079] Returning orincoming messages transfer to the
browser message buffer 123 in FIG. 10. The packet mon-
itor 36 detects the message characteristics, namely the
presence of a spreadsheet file within the message. Con-
trol then transfers to the process 156 in FIGS. 11A and
11B.

[0080] Assuming that the session has produced no
changes, steps 170 through 177 in FIG. 11A transfer con-
trol to the process in FIG. 12. Step 182 indicates that the
there is no controlled environment corresponding to the
spreadsheet processor 27 in FIG. 1. Consequently step
182 transfers control to step 230 that assigns a controlled
environment corresponding to that spreadsheet applica-
tion to the browser CE set and updates the master brows-
er CE 120. In this specific example, step 230 retrieves
and adds a spreadsheet CE 231 to the browser CE set
121 asshowninFIG. 14. Likewise, the browser controlled
environment data 80 of FIG. 9 changes by adding a
spreadsheet CE identification 232 in FIG. 13. Steps 233
and 234 then monitor the number of corresponding In-
ternet production programs available in the CE pool 42
and replenish the CE pool 42 as required.

[0081] This messageis handledin FIGS. 11Aand 11B
in the same manner as previously described. During the
message handling process 180 of FIG. 12, step 183 calls
the application controlled environment, in this case the
spreadsheet CE 231, to analyze the spreadsheet file.
This analysis may, for example, identify and delete any
macros in the file. Such an action constitutes a modifica-
tion that may initiate remote access, if such remote ac-
cess had not been initiated in response to the analysis
of a prior incoming message during the session.
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[0082] As will now be understood, the data structures
and processes of FIGS. 7 through 14 provide a method
and subsystem for immunizing a recipient's computer
system in a data processing network from the corrupting
content of an incoming protocol received over a commu-
nications path, such as from the Internet. More particu-
larly, for the HTTP protocol the server 11 runs the immu-
nization system 30 and a set of at least one controlled
environment comprising a browser CE set 121 in FIG.
10 including a browser message buffer 123. The packet
monitor 36 and task dispatcher 41 respond by transfer-
ring control to the processes of FIGS. 7 through 14. The
process for handling HTTP messages 180 shown in FIG.
12 and step 200 in FIG. 11B collectively represent, with
other steps, message criteria by which a message can
be determined to be free of corrupting contents. For in-
coming browser HTTP messages, the decisions made
in the process of FIGS. 11A and 11B define a set of mes-
sage transmission criteria that routes controls to the dis-
position of the message. That is, if the message is free
of corrupting contents, the message transfers to the re-
cipient’s native browser as shown by step 190 and 220
in FIG. 11A. Otherwise the message remains in a con-
trolled environment thereby to be accessible only remote-
ly. Thus messages that might reach the recipient in prior
art systems do not reach the recipient in accordance with
this invention. Moreover, even if a message may contain
corrupting contents, the recipient can view the message
and carry on the session while still keeping a suspicious
message in isolation.

E-MAIL CONTROL

[0083] The processing of e-mail protocol messages
pursuant to this invention follows the same basic philos-
ophy as the processing of HTTP protocol messages. That
is; each incoming e-mail protocol message initially trans-
fersto anisolated controlled environment and then trans-
fers to the recipient only if it is free of corrupting contents.
Otherwise the message becomes available for viewing
by the recipient remotely to a controlled environment.
[0084] More specifically, when the message buffer 34
in FIG. 1 receives an incoming e-mail message, the pack-
et monitor 36 decodes the message as an incoming e-
mail protocol message. The task dispatcher 41 responds
to the output of the packet monitor 36 by initiating e-mail
control for the recipient through the process 96 shown in
FIGS. 6 and 15.

[0085] More particularly, the server processor 14 in
FIG. 1 operates according to the process of FIG. 15 by
starting a session time-out interval using the value from
the session time buffer like the session time-out interval
for the browser control at step 300. Step 301 determines
if an instantiation of e-mail environment exists for this
recipient and e-mail protocol. Assume, for purposes of
this discussion that a first request for e-mails is being
sent during a session. No such e-mail CE set exists. Step
302 transfers control to step 303 to establish such an e-
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mail CE set as one of the instantiations group 50 in FIG.
1 to serve as a controlled environment for the recipient.
[0086] The process for providing an e-mail CE set in-
stantiation corresponds in many aspects to the process
for forming a browser CE set as shown in FIG. 8. Step
302 transfers control to process 303 in FIG. 15 to estab-
lish the e-mail CE set for the recipient and the e-mail
application. Process 303 is not shown in detail; however,
the steps correspond to steps 113 through 135 in FIG.
8, modified to use the e-mail controlled environment data
81 of FIG. 5 and particularly shown in FIG. 16. That is,
the data 81 includes an e-mail program ID field 304 for
the recipient. FIG. 17 depicts the e-mail CE set 305
shown in FIG. 17. In addition, the process establishes an
e-mail program CE 307 corresponding to the e-mail pro-
gram protocol. Additional entries shown by dashed
blocks in FIGS. 16 and 17 represent optional matters.
They are described later.

[0087] The process 303 produces an e-mail master
CE 306 with a recipient ID field 310 to produce a unique
e-mail master CE 306 for the recipient. A session time
field 312 establishes an interval of inactivity that will
cause a session to terminate. An incoming e-mail mes-
sage is transferred into an e-mail message buffer 313 for
processing in response to a control process 314 shown
in FIGS. 18 through 20. The control process 314 uses
information in a virus detector 315 and validity rules 316
to determine whether the message in the e-mail message
buffer 313 is free of corrupting contents. The control proc-
ess module 314 uses certain ones of a set of forwarding
rules 317 to control the destination of the e-mail message.
A remote access communications module 320 provides
a means for rendering the e-mail message for remote
viewing by the recipient.

[0088] Referring again to FIG. 15, step 321 responds
to the completion of the e-mail master CE 306 by extract-
ing certain ones of the forwarding rule parameters 52 in
FIG. 1 for populating the forwarding rules buffer 317 in
FIG. 17. Step 322 then selects a message from the mes-
sage buffer 34 in FIG. 1 for transfer to the e-mail message
buffer 313 in FIG. 17. As the e-mail master CE set 305
constitutes an isolated controlled environment, all
processing of the e-mail message as contained in the e-
mail message buffer 313 can not impact the server 10 or
therecipient 13. Step 323 retrieves the session time value
from the session time field 312 to restart the session timer
312inFIG. 17. Process 324 then processes the selected
message in the recipient’s e-mail CE set, such as the e-
mail CE set 305 in FIG. 17. Details of this processing are
described later.

[0089] Steps 325 and 326 represent a loop control for
allowing steps 322 and 323 and process 324 to handle
multiple e-mail messages in an orderly fashion. Step 325
represents a process for determining whether a session
has timed out. That is, once all the e-mail messages in
the message buffer 34 for this recipient have been proc-
essed, the session timer 312 may indicate the end of the
sessioninterval. If that occurs, control passes to step 326
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to remove the instance of the e-mail CE set from the
server RAM 16, particularly from the instantiations group
50. If another message exists in the message buffer 34,
control returns to step 322. Likewise, if a new e-mail mes-
sage is received after all the e-mail messages in the mes-
sage buffer 34 have been processed and prior to the
expiration of the session time-out interval, the process
96 starts again thereby restarting the session timer using
the prior instantiation of the e-mail CE set, such as the
e-mail CE set 305 in FIG. 17.

(1) Processing the E-mail Message

[0090] Now referring to FIG. 18 and the details of the
process 324, message criteria determine whether the in-
coming e-mail message is free of any known virus as
defined by the virus detector 315. Step 330 represents
a switch that determines whether any virus detection will
occur. The administrator normally controls this switch.
[0091] If the switch is "ON", step 330 transfers control
to step 331 that processes the message with the virus
detector 315 in FIG. 17 to determine whether any e-mail
message characteristics match any definition provided
by the known virus detector 315. If no virus is detected,
the message either is actually free of any virus or is a
false negative. Step 331 transfers control to process 332
that tests the message with respect to the validity rules
316. These rules can range from the simple to the com-
plex.

[0092] In one implementation of this invention, the
process 332 analyses the e-mail message as shown in
FIG. 19. As known, e-mail messages can appear in text
form or in non-text, typically HTML, form. If the e-mail
message contains text, step 334 transfers control to step
335 to analyze any attachments. If the message is other
than text, particularly an HTML message, step 334 trans-
fers to step 336 to determine whether the message is
valid. The procedure for making this determination will
use the same steps as shown in FIG. 12. If the message
is not valid, control passes to step 337 thereby to desig-
nate the message as being not valid. That is, while the
message may actually be valid, it has not been proven
to be valid; so it remains suspicious.

[0093] Assuming that the message is pure text or is
otherwise valid, step 335 determines whether the e-mail
message contains one or more attachments. If there are
no attachments, step 335 transfers to step 340 to desig-
nate the message as being valid.

(2) Processing E-mail Attachments

[0094] If one or more attachments exist, step 341 se-
lects an attachment for analysis in step 342. This analysis
can have a wide range of testing. In one implementation
the testing may use very simplified criteria. For example,
if an analysis shows the attachment contains a macro of
any type, the testcanfailand step 342 can transfer control
to step 337 to designate the message as not valid. Over
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time, however, more sophisticated analysis may be pro-
vided, such as identifying certain macros which are
known not to be corrupting. In that case the analysis of
step 342 would first determine whether which of the mac-
ros match one of the list of non-corrupting macros.
[0095] In even more sophisticated approaches it may
be that the analysis will be detailed as described later
with respect to FIGS. 20 and 21 using controlled envi-
ronments that are related to the application that charac-
terizes the attachment. For example, if the attachment is
a word processing document, step 342 could implement
an e-mail CE set 305 as shown in FIG. 17 with a word
processor control environment 343 based upon a word
processor ID 344 in the e-mail controlled environment
data 81 for the recipient as shown in FIG. 16.

[0096] Similarly, FIG. 17 shows the use of an optional
spreadsheet processor CE 345 selected on the basis of
information contained in a spreadsheet processor ID field
346 in FIG. 16 and a PDF processor 347 based upon
information contained in a PDF processor ID field 350 in
FIG. 16.

[0097] In whatever approach, step 351 in FIG. 19is a
loop control that assures that the process of steps 341
and 342 continues until either an invalid attachment is
identified or all the attachments have been processed.
When all the attachments have been processed, all the
attachments are valid so step 351 transfers control back
to step 340 to deem the entire message and attachments
as being valid.

[0098] If the process 332 in FIG. 19 determines the
message to be valid, step 352 in FIG. 18 transfers control
to step 353 that sends the message directly to the recip-
ient for processing by the appropriate message type han-
dling module in a normal manner. That is, the recipient
processes the e-mail message and any attached files.
Step 353 also deletes the message from the message
buffer 34 in FIG. 1 and the e-mail message buffer 313 in
FIG. 17.

[0099] If the various message criteria embodied in the
virus detector 315 in FIG. 17 and the validity rules 316
determine that the e-mail message can not be deemed
valid, step 352 transfers control to step 354 to process
the message in accordance with message transmission
criteria based upon the extracted forwarding rules 317 in
FIG. 17. Specifically, step 354 uses the status of the prior
testing, other information and the forwarding rules 317
to identify a disposition for the message. The general
implementation of forwarding rules in the forwarding rules
store 52 and forwarding rules buffer 317 will be known
to a person of ordinary skill in the art. Other information
may include input parameters such as: (1) specific user
identification or user class specification, (2) a status pa-
rameter that modifies a response on the basis of the mes-
sage status, such as whether the message was previ-
ously processed by the validity rules, (3) a source ad-
dress (e.g., a "trusted source") list and (4) user authority.
Each forwarding rule uses a combination of these pa-
rameter values and generates a rule output that controls
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the e-mail message destination or outcome. FIG. 18 de-
picts four possible destinations or outcomes, namely: (1)
the e-mail message is deleted, (2) the e-mail message
is forwarded to the recipient even though it has not been
proven to be valid (step 353), (3) the e-mail message is
made available to the recipient by remote viewing, or (4)
the message is sent to a blocked message store for sub-
sequent processing.

[0100] Step 355 determines whether the rule output
requires the deletion of the message. If it does, the rule
output may also establish a notification protocol repre-
sented by steps 356 and 357 that will notify the recipient
that the message has been received and deleted without
being transferred to the recipient. Step 360 represents
the procedure for deleting the message from the mes-
sage buffer 34 and the e-mail message buffer 313. This
process may actually delete the message, with or without
the generation of audit information, or merely designate
the message for later deletion by a utility application.
[0101] The second possible rule outputis thatthe mes-
sage is to be forwarded to a recipient under controlled
circumstances. For example, a recipient may be empow-
ered to receive an e-mail message that is not found to
be valid provided the message is being sent from a trust-
ed source. In that case step 361 permits step 362 to for-
ward the message to the recipient. Step 362 also deletes
the message from the message buffer 34 and the e-mail
message buffer 313.

[0102] Still another possible rule output allows the re-
cipient limited access to the message, but under controls
that prevent any inadvertent transfer of the message to
the recipient. In that event, steps 355, 361 and 363 trans-
fer control to step 364. Step 364 creates aremote access
session between the recipient and the e-mail CE set for
the e-mail program and recipient. Basically step 364 es-
tablishes a link between the remote access communica-
tions module 320 in the e-mail master CE 306 in FIG. 17
and the remote access program module associated with
the recipient, such as the remote access program module
55 associated with recipient 13(1) in FIG. 1. All output
from the e-mail CE set 305, as a host computer, is then
replicated to the recipient’s computer system acting as
a remote viewer and controller. More specifically, step
364 displays the e-mail message remotely if the message
is HTML; otherwise a text message is transferred directly
to the recipient with a notification that all the attachments
need to be reviewed remotely.

[0103] If an e-mail message contains one or more at-
tachments, a process 365.in FIG. 18 provides a method
for processing and displaying the information in those
attachments as shown in FIGS. 20 and 21. FIG. 20 pro-
vides an overview in which step 366 selects and identifies
an attachment in the e-mail message buffer 313. Step
366 selects one of those attachments for analysis by
process 367 shown in more detail in FIG. 21. Each at-
tachmentis then processed. A loop control decision block
370 allows each attachment to be processed in an orderly
manner.
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[0104] Referring to FIG. 21, the process begins by us-
ing a process 371 to provide a corresponding processor
CE. Each attachment will correspond to a particular one
of the production processors 25 in FIG. 1. A correspond-
ing controlled environment needs to exist in the e-mail
master CE set for the recipient. If it does not, the process
371 obtains one from the CE pool 42 in FIG. 1 using a
procedure like the procedure depicted in FIG. 8. Further,
the production processor CE for an e-mail attachment
generated from a template will be the same as a produc-
tion processor CE used for processing a download during
a browser session.

[0105] Step 372 represents the process of copying the
selected attachment to a buffer in the recipient’s produc-
tion application CE for that particular production program.
Thatiis, if the attachment is a word document, the attach-
ment will be copied to a buffer in the word processor CE
343 of FIG. 17. Processing then occurs with one of a
possible number of other forwarding rules being gener-
ated.

[0106] The attachment can now be processed in an
appropriate production application CE for the recipient
and e-mail message protocol; for example, the word
processor CE 343 in FIG. 17 for to a word processor
attachment or the spreadsheet processor CE 345 for a
spreadsheet attachment.

[0107] Step 373 represents the remote display of the
attachment on the recipient’s screen and enablement of
communications whereby the recipient can interact with
the corresponding production application CE. Generally
the recipient will have the option to manipulate the at-
tachment in this production application CE.

[0108] If the recipient elects not to manipulate the at-
tachment, step 374 transfers to step 375 where either
the forwarding rules or the recipient determine whether
the attachment is to be saved or deleted. If the message
is to be saved, step 376 marks the attachment for reten-
tion in the blocked messages store 54 in FIG. 1. Other-
wise step 377 marks the attachment for deletion.
[0109] Ifthe recipient decides to manipulate the attach-
ment, all processing occurs in the production application
CE associated with the attachment according to a proc-
ess 380 shown in greater detail in FIG. 22. Manipulation
allows a recipient to view and alter an attachment that is
suspect. If, for example, the attachment is a word
processing document, the process 380, particularly step
381in FIG. 22, allows the recipient to edit the document
remotely in the word processor CE 343. The process 380
provides the recipient a number of options after one or
more manipulations occur.

[0110] If the recipient performs some manipulations,
but does not need to save the revised attachment, the
recipient elects to "exit" the procedure. Step 382 then
causes processing to return to step 375 in FIG. 1. No
additional processing occurs.

[0111] In some situations, the recipient may desire to
produce a "safe derivative" version of the attachment. In
that case steps 382 and 383 transfer to step 384 to im-
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plement a process by which the displayed attachment is
converted into a safe or clean form, called a "derivative".
For example, if the attachment being displayed is a word
processing or spreadsheet file, step 384 might initiate a
process for converting the word processing or spread-
sheet file into a derivative PDF file thereby stripping any
macros associated with the attachment. After the con-
version is complete, step 385 transfers the safe derivative
document to the recipient. As it is safe, the receipt of the
PDF document poses no risk of corrupting the recipient
computer system. Then the process returns to step 381
to allow further manipulation.

[0112] Itis also possible to provide a recipient with oth-
er manipulation options. If the recipient selects one such
option after performing a set of manipulations, control
passes to step 386 to process the option and then return
control to step 386.

[0113] Manipulations continue until the recipient elects
to exit whereupon step 382 in FIG. 22 returns control to
step 375in FIG. 21.

[0114] When the process of FIG. 22 has been com-
pleted, control returns to step 370 that then transfers con-
trol to step 390 to determine the final disposition of the
message including its attachments. If the recipient elects
not to save the message, control transfers to step 391 to
delete the entire message including all the attachments,
if any.

[0115] Iftherecipient elects to save the message, con-
trol transfers to step 392 that enables the save all of the
message or only portions of the message. If the recipient
elects to save all the message, step 393 enables the
entire message to be transferred to the blocked messag-
es store 54 in FIG. 1. Otherwise, step 394 enables the
message with only those attachments marked for reten-
tion to transfer to the blocked messages store 54. Steps
391, 393 and 394 may, in differentembodiments, perform
the transfer directly or mark the messages for subse-
quent transfer by a utility. This completes the process by
which a message is viewed and enabled for manipula-
tion.

[0116] Referring again to FIG. 18, step 395 represents
another possible disposition. In this example, step 395
requests instructions from the recipient. Typically the op-
tions are to save or delete the message. If step 396 de-
termines that the recipient asks to save the message,
step 397 transfers the message to the blocked messages
store 54 in FIG. 1. Step 398 deletes the message from
the message buffer 34 in FIG. 1 and the e-mail message
buffer 313 in FIG. 17.

[0117] Now looking at this invention from the perspec-
tive of a recipient, one of two possible events will occur
upon receipt of an e-mail message. If the message is
determined to be valid, the recipient processes the mes-
sage. In this event, the operation of the invention is trans-
parent to the recipient. Moreover, the recipient interacts
with the message normally.

[0118] The second possible event occurs if the mes-
sage is not deemed to be valid. Then the forwarding rules
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control the notice to the recipient. That notice will also
indicate whether the message is available for viewing
and possible interaction or manipulation on a restricted
basis or not available. Any transfer of the message to the
recipient is tightly controlled.

Other Processes

[0119] FIG. 6 also discloses controls for VOIP, IM and
other message protocols. It will now be apparent that
each of these protocols can be processed using the basic
procedures illustrated by example with respect to brows-
er and e-mail messages. That is, in the immunization
system of this invention, each control is characterized by
a protocol-based controlled environment (CE) set for a
single recipient that includes:

1) A protocol-based master CE that:

i) includes at least some, if not all, message cri-
teria to determine if a corresponding protocol
message can be deemed to be valid or can only
be deemed to be suspicious;

ii) includes at least some, if not all, transmission
criteria to determine whether the message is
sent to the recipient, is made available to the
recipient through remote access or is sent to
some other destination;

2) At least one protocol-based CE that corresponds
to the message protocol;

3) Optionally, at least one production application CE
that is adapted to process any attachments associ-
ated with an incoming message and that includes
message criteria and transmission criteria; and

4) A remote access capability to enable interaction
between arecipient and the controlled environment.

[0120] It will now be apparent that this invention has
been disclosed in terms of certain embodiments, but that
many modifications can be made to the disclosed appa-
ratus and methodology without departing from the inven-
tion. FIGS. 1 through 22 depict specific logical represen-
tations of this invention from which’diverse implementa-
tions will be apparent to those skilled in the art. For ex-
ample, the flow charts represent specific functional se-
quences of procedures or steps. These specific sequenc-
es can be altered. Other implementations could incorpo-
rate functional equivalents through a hardware decision
tree logic circuit or a coded module that monitors a
number of inputs to generate a signal or signal sequence
as arule output. Therefore, itis the intent of the appended
claims to cover all such variations and modifications as
come within the scope of this invention.
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Claims

1. A method forimmunizing a recipient’s computer sys-
temin a data processing network from the corrupting
contents of a message of a given protocol received
over a communications path through a server with a
message buffer, said method comprising the steps
of:

A) providing for the recipient an isolated proto-
col-based controlled environment set for the in-
coming message including:

i) message criteria by which a message can
be determined to be free of corrupting con-
tents, and

ii) message transmission criteria for defin-
ing alternate message dispositions includ-
ing a disposition whereby the recipient’s
computer system is granted limited access
to a message that is not free of corrupting
contents in the controlled environment,

B) receiving the message in the message buffer,
and
C) controlling the destination of the message by:

i) analyzing the content of the received mes-
sage from the message buffer in the con-
trolled environment set according to the
message criteria,

ii) selecting a transmission criterion in re-
sponse to said processing of the message,
and

i) disposing of the message in accordance
with the selected transmission criterion.

2. Amethod as recited in claim 1 wherein the controlled
environment set is provided in the server.

3. Amethod as recited in claim 1 wherein said provision
of the controlled environment set for a given protocol
and recipient includes providing a protocol-depend-
ent master controlled environment that contains at
least some of the message and transmission criteria.

4. A method as recited in claim 3 capable of receiving
messages in a plurality of protocols, said message
receiving including the steps of determining the pro-
tocol for each incoming message and directing the
message to a controlled environment set for the giv-
en protocol and recipient.

5. A method as recited in claim 3 wherein the recipient
utilizes a given protocol-based application for gen-
erating and receiving messages, said method addi-
tionally including providing a protocol-based appli-
cation controlled environment in the controlled envi-
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ronment set for the recipient’s application with at
least one of the message criteria.

A method as recited in claim 5 wherein plural protocol
based applications are adapted for processing a
message, said method including analyzing informa-
tion about the message protocol and recipient and
selecting protocol-based application controlled en-
vironments to be included in the controlled-environ-
ment set for the recipient and protocol.

A method as recited in claim 5 wherein said selection
of a transmission criteria includes analyzing at least
one transmission criterion in the protocol-based ap-
plication controlled environment.

A method as recited in claim 5 wherein a message
includes a link to another message component cor-
responding to one of a plurality of production appli-
cations, said providing of the controlled environment
set including the step of providing a production ap-
plication controlled environment for processing the
linked message component.

A method as recited in claim 7 wherein plural pro-
duction applications are adapted for processing the
message component, said method including the
steps of analyzing information about the link and re-
cipient and selecting a production application con-
trolled environment for processing the message
component.

A method as recited in claim 1 wherein said trans-
mission criteria additionally includes a criterion that
causes:

i) the message to transfer to the recipient’s com-
puter system, or

ii) the establishment of remote access to the
message in the controlled environment as-
signed to the protocol and recipient by the re-
cipient’s computer system.

A method as recited in claim 1 wherein the server
connects to a plurality of recipients and wherein said
step of providing a controlled environment set in-
cludes providing an instance of a controlled environ-
ment set for each combination of the given protocol
and recipient.

A method as recited in claim 11 adapted to receive
messages of diverse protocols for a given recipient
wherein said message receiving includes the steps
of determining the protocol of and recipient for an
incoming message and directing the message to an
instance of the controlled environment set for that
protocol and the given recipient.
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A method as recited in claim 12 wherein the mes-
sages are HTTP protocol messages processed by
a browser as a protocol-based application, said pro-
vision of a controlled environment set for the browser
and recipient including:

i) providing a browser master controlled envi-
ronment for processing the message, and

ii) providing at least one browser application
controlled environment, a first browser applica-
tion controlled environment constituting a shad-
ow browser CE that corresponds to the browser.

A method as recited in claim 13 wherein, in response
toarecipient’s initiation of a transmission ofan HTTP
message, the browser master control causes each
of the’ browser application controlled environments
to transmit an outgoing HTTP message with aunique
return address whereby a plurality of outgoing mes-
sages are sent to a specific site, and wherein each
ofthe responsive incoming messages are processed
in the browser application controlled environment.

Amethod asrecited in claim 14 wherein the message
contains HTML content and certain message criteria
define valid HTML content, said processing including
analyzing at least one of the incoming messages to
the browser application controlled environments with
respect to the HTML content and message criteria.

A method as recited in claim 14 wherein said
processing determines whether all the incoming
messages are identical in accordance with another
message criteria, the selection of a transmission cri-
terion being dependent on said processing.

A method as recited in claim 16 wherein said
processing fails to determine that messages are
identical, said processing including selecting at least
one message for analysis and analyzing at least one
selected message for message validity.

Amethod as recited in claim 17 wherein the selection
of a transmission criterion is taken from the group of
transmission criteria wherein the group additionally
includes:

i) a transmission criterion that transfers the mes-
sage to the recipient when the analysis of in-
coming messages identifies a valid message,
and

ii) a transmission criterion limits the transfer of
message to a browser application controlled en-
vironment in the controlled environment set.

Amethod asrecited in claim 18 wherein said analysis
includes conducting a comparative analysis of all the
incoming HTTP messages and selecting one of the
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browser application controlled environments for
processing the message.

A method as recited in claim 19 wherein said analysis
is dependent upon the information about the recipi-
ent.

A method as recited in claim 15 wherein the message
includes HTML content and said analysis includes:

i) identifying the content of the message that re-
quires analysis by a production application,

ii) providing a production application controlled
environment for the controlled environment set,
and

i) analyzing the content in the production appli-
cation controlled environment.

A method as recited in claim 12 wherein the mes-
sages are e-mail protocol messages processed by
an e-mail application at the recipient’s computer sys-
tem, said provision of a controlled environment set
for the e-mail protocol and recipient including:

i) providing an e-mail master controlled environ-
ment for processing an incoming e-mail mes-
sage, and
ii) providing an e-mail application controlled en-
vironment.

A method as recited in claim 22 wherein said e-mail
master controlled environment includes message
criteria and said processing determines thatthe mes-
sage meets all the criteria, the selected transmission
criterion enabling a transfer of the e-mail message
to the recipient’s computer system.

A method as recited in claim 23 wherein said mes-
sage criteria include validity rules that establish the
validity for different types of e-mail messages.

A method as recited in claim 24 wherein the validity
rules include:

i) a text only e-mail message is valid, or

i) an e-mail message without attachmentsis val-
id, or

iii) an e-mailmessage and all attachments there-
to are valid.

A method as recited in claim 24 wherein the e-mail
message is processed in accordance with message
criteria that detect the existence of a virus in the e-
mail message.

A method as recited in claim 22 wherein said analysis
fails to determine that the e-mail message is valid
and the transmission criteria additionally includes
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30
criteria for:

i) enabling the recipient to access the e-mail
message remotely in the controlled environment
set,

ii) provide limited access by establishing a link
between the recipient's computer system and
the e-mail controlled environment set for the re-
cipient.

A method as recited in claim 27 wherein the e-mail
message includes atleastone attachmentforagiven
production application and wherein said processing
of the e-mail message includes providing a produc-
tion application controlled environment for analyzing
the attachment.

A method as recited in claim 28 including enabling
the recipient to:

i) manipulate the attachment over the remote
access link, or

ii) request the production of a safe derivative
copy of the attachment for transfer to the recip-
ient’'s computer system.

A method as recited in claim 27 wherein the trans-
mission criteria include criteria for:

i) enabling the e-mail message to be transferred
to the recipient’s computer system or

ii) deleting the e-mail message from the control-
led environment set with notification to the re-
cipient’s computer system, or

iii) deleting the e-mail message from the control-
led environment set without notification to the
recipient’s computer system, or

iv) enabling the recipient to store the e-mail mes-
sage in a blocked message store in the server.

Apparatus forimmunizing data in computer systems
from corruption including means for performing the
method as recited in any of claims 1 through 30.

Patentanspriiche

1.

Verfahren zum Immunisieren eines Computersy-
stems eines Empféngers in einem Datenverarbei-
tungsnetz gegen die korrumpierenden Inhalte einer
Nachricht eines bestimmten Protokolls, die auf ei-
nem Kommunikationspfad Gber einen Server mit ei-
nem Nachrichtenspeicher empfangen wird, wobei
das Verfahren die folgenden Schritte umfasst:

A) dem Empfanger Bereitstellen eines isolierten
protokollbasierten Satzes kontrollierter Umge-
bungen flr die eintreffende Nachricht, der Fol-
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gendes beinhaltet:

i) Nachrichtenkriterien, nach denen eine
Nachricht frei von korrumpierenden Inhal-
ten erklart werden kann, und

ii) Nachrichtenlibertragungskriterien zum
Definieren alternativer Nachrichtendisposi-
tionen, die eine Disposition beinhalten,
nach der dem Computersystem des Emp-
fangers in der kontrollierten Umgebung ein
eingeschrankter Zugriff auf eine Nachricht
gewahrt wird, die nicht frei von korrumpie-
renden Inhalten ist,

B) Empfangen der Nachrichtim Nachrichtenpuf-
fer, und

C) Kontrollieren des Bestimmungsorts der
Nachricht durch:

i) Analysieren des Inhalts der empfangenen
Nachricht vom Nachrichtenpuffer im Satz
kontrollierter Umgebungen gemafR den
Nachrichtenkriterien,

ii) Auswéhlen eines Ubertragungskriteri-
ums in Reaktion auf die Verarbeitung der
Nachricht, und

iii) Verfigen uber die Nachricht gemaR dem
ausgewahlten Ubertragungskriterium.

Verfahren nach Anspruch 1, wobei der Satz kontrol-
lierter Umgebungen im Server vorgesehen ist.

Verfahren nach Anspruch 1, wobei das Vorsehen
des Satzes kontrollierter Umgebungen fiir eine be-
stimmtes Protokoll und einen bestimmten Empfan-
ger das Vorsehen einer protokollabhangigen kon-
trollierten Masterumgebung beinhaltet, die minde-
stens einige der Nachrichten- und Ubertragungskri-
terien enthalt.

Verfahren nach Anspruch 3, das dazu fahig ist,
Nachrichten in einer Vielzahl von Protokollen zu
empfangen, wobei das Nachrichten-Empfangen die
Schritte des Bestimmens des Protokolls fiir jede ein-
treffende Nachricht und das Richten der Nachricht
an einen Satz kontrollierter Umgebungen flir das be-
stimmte Protokoll und den bestimmten Empfénger
beinhaltet.

Verfahren nach Anspruch 3, wobei der Empfénger
eine bestimmte protokollbasierte Anwendung zum
Erzeugen und zum Empfangen von Nachrichten ver-
wendet, wobei das Verfahren zuséatzlich das Vorse-
hen einer kontrollierten Umgebung fiir protokollba-
sierte Anwendungen im Satz kontrollierter Umge-
bungen fur die Anwendung des Empfangers mit min-
destens einem der Nachrichtenkriterien beinhaltet.
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Verfahren nach Anspruch 5, wobei mehrere proto-
kollbasierte Anwendungen zum Verarbeiten einer
Nachricht ausgelegt sind, wobei das Verfahren das
Analysieren von Informationen Uber das Nachrich-
tenprotokoll und den Empfanger und das Auswahlen
kontrollierter Umgebungen fur protokollbasierte An-
wendungen, die in den Satz kontrollierter Umgebun-
gen fur den Empfanger und das Protokoll aufzuneh-
men sind, beinhaltet.

Verfahren nach Anspruch 5, wobei die Auswahl ei-
nes Ubertragungskriteriums das Analysieren minde-
stens eines Ubertragungskriteriums in der kontrol-
lierten Umgebung fiir protokollbasierte Anwendun-
gen beinhaltet.

Verfahren nach Anspruch 5, wobei eine Nachricht
eine Verknupfung mit einer anderen Nachrichten-
komponente enthalt, die einer aus einer Vielzahl von
Produktionsanwendungen entspricht, wobei das
Vorsehen des Satzes kontrollierter Umgebungen
den Schritt des Vorsehens einer kontrollierten Pro-
duktionsanwendungsumgebung zum Verarbeiten
der verknupften Nachrichtenkomponente beinhaltet.

Verfahren nach Anspruch 7, wobei mehrere Produk-
tionsanwendungen zum Verarbeiten der Nachrich-
tenkomponente ausgelegt sind, wobei das Verfah-
ren die Schritte des Analysierens von Informationen
Uber die Verkniipfung und den Empfanger und das
Auswahlen einer kontrollierten Produktionsanwen-
dungsumgebung zum Verarbeiten der Nachrichten-
komponente beinhaltet.

Verfahren nach Anspruch 1, wobei die Ubertra-
gungskriterien zusatzlich ein Kriterium enthalten,
das Folgendes verursacht:

i) dass die Nachricht an das Computersystem
des Empfangers bertragen wird, oder

ii) dass ein entfernter Zugriff auf die Nachricht
in der kontrollierten Umgebung eingerichtet
wird, die durch das Computersystem des Emp-
fangers dem Protokoll und dem Empféanger zu-
gewiesen wird.

Verfahren nach Anspruch 1, wobei der Server mit
einer Vielzahl von Empfangern verbunden ist und
wobei der Schritt des Vorsehens eines Satzes kon-
trollierter Umgebungen das Vorsehen einer Instanz
eines Satzes kontrollierter Umgebungen fiir jede
Kombination des bestimmtes Protokolls mit einem
Empféanger beinhaltet.

. Verfahren nach Anspruch 11, das dazu ausgelegt
ist, Nachrichten verschiedener Protokolle fiir einen
bestimmten Empfanger zu empfangen, wobei das
Nachrichten-Empfangen die Schritte des Bestim-
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mens des Protokolls und des Empfangers fir eine
eintreffende Nachricht und das Richten der Nach-
richt an eine Instanz des Satzes kontrollierter Um-
gebungen fiir dieses Protokoll und den bestimmten
Empféanger beinhaltet.

Verfahren nach Anspruch 12, wobei die Nachrichten
HTTP-Protokoll-Nachrichten sind, die von einem
Browser als eine protokollbasierte Anwendung ver-
arbeitet werden, wobei das Vorsehen eines Satzes
kontrollierter Umgebungen fir den Browser und den
Empféanger Folgendes beinhaltet:

i) Vorsehen einer kontrollierten Browser-Ma-
sterumgebung zum Verarbeiten der Nachricht,
und

ii) Vorsehen mindestens einer kontrollierten
Browseranwendungsumgebung, wobei eine er-
ste kontrollierte Browseranwendungsumge-
bung eine kontrollierte Schattenbrowserumge-
bung darstellt, die dem Browser entspricht.

Verfahren nach Anspruch 13, wobei die Browser-
Master-Kontrolle in Reaktion auf die Einleitung einer
Ubertragung einer HTTP-Nachricht durch einen Be-
nutzer verursacht, dass jede der kontrollierten Brow-
seranwendungsumgebungen eine abgehende HT-
TP-Nachricht mit einer eindeutigen Rickadresse
sendet, wodurch eine Vielzahl abgehender Nach-
richten an eine spezifische Site gesendet wird und
wobei jede der eintreffenden Antwortnachrichten in
der kontrollierten Browseranwendungsumgebung
verarbeitet wird.

Verfahren nach Anspruch 14, wobei die Nachricht
HTML-Inhalte enthalt und bestimmte Nachrichten-
kriterien glltige HTML-Inhalte definieren, wobei die
Verarbeitung das Analysieren mindestens einer der
eintreffenden Nachrichten an die kontrollierten
Browseranwendungsumgebungen hinsichtlich der
HTML-Inhalte und Nachrichtenkriterien beinhaltet.

Verfahren nach Anspruch 14, wobei die Verarbei-
tung bestimmt, ob alle eintreffenden Nachrichten ge-
maf einem weiteren Nachrichtenkriterium identisch
sind, wobei die Auswahl eines Ubertragungskriteri-
ums von der Verarbeitung abhéngig ist.

Verfahren nach Anspruch 16, wobei die Verarbei-
tung feststellt, dass Nachrichten nichtidentisch sind,
wobei die Verarbeitung das Auswéhlen mindestens
einer Nachricht zur Analyse und das Analysieren
mindestens einer ausgewahlten Nachricht nach
Nachrichtenglltigkeit beinhaltet.

Verfahren nach Anspruch 17, wobei die Auswahl ei-
nes Ubertragungskriteriums aus der Gruppe von
Ubertragungskriterien erfolgt, wobei die Gruppe zu-
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satzlich enthalt:

i) ein Ubertragungskriterium, das die Nachricht
an den Empfanger Ubertrégt, wenn die Analyse
eintreffender Nachrichten eine glltige Nachricht
identifiziert, und

ii) ein Ubertragungskriterium, das die Nachrich-
tenilibertragung auf eine kontrollierte Browser-
anwendungsumgebung im Satz kontrollierter
Umgebungen einschréankt.

Verfahren nach Anspruch 18, wobei die Analyse das
Durchfiihren einer vergleichenden Analyse aller ein-
treffender HTTP-Nachrichten und das Auswahlen ei-
ner der kontrollierten Browseranwendungsumge-
bungen zum Verarbeiten der Nachricht beinhaltet.

Verfahren nach Anspruch 19, wobei die Analyse von
den Informationen Uber den Empfanger abhangt.

Verfahren nach Anspruch 15, wobei die Nachricht
HTML-Inhalt enthalt und die Analyse Folgendes ent-
halt:

i) Identifizieren des Inhalts der Nachricht, der
einer Analyse durch eine Produktionsanwen-
dung bedarf,

ii) Vorsehen einer kontrollierten Produktionsan-
wendungsumgebung fiir den Satz kontrollierter
Umgebungen, und

iii) Analysieren der Inhalte in der kontrollierten
Produktionsanwendungsumgebung.

Verfahren nach Anspruch 12, wobei die Nachrichten
E-Mail-Protokoll-Nachrichten sind, die von einer E-
Mail-Anwendung bei einem Computersystem eines
Empféngers verarbeitet werden, wobei das Vorse-
hen eines Satzes kontrollierter Umgebungen fiir das
E-Mail-Protokoll und den Empfénger Folgendes be-
inhaltet:

i) Vorsehen einer kontrollierten E-Mail-Master-
Umgebung zum Verarbeiten einer eintreffenden
E-Mail-Nachricht, und

ii) Vorsehen einer kontrollierten E-Mail-Anwen-
dungs-Umgebung.

Verfahren nach Anspruch 22, wobei die kontrollierte
E-Mail-Master-Umgebung Nachrichtenkriterien be-
inhaltet und die Verarbeitung bestimmt, dass die
Nachricht mit allen Kriterien Ubereinstimmt, wobei
das ausgewahlte Ubertragungskriterium eine Uber-
tragung der E-Mail-Nachricht an das Computersy-
stem des Empfangers ermdglicht.

Verfahren nach Anspruch 23, wobei die Nachrich-
tenkriterien Gultigkeitsregeln enthalten, welche die
Gultigkeit fir unterschiedliche Arten von E-Mail-
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30.
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Nachrichten feststellen.

Verfahren nach Anspruch 24, wobei die Giiltigkeits-
regeln enthalten dass:

i) eine ausschlieBlich Text enthaltende E-Mail-
Nachricht glltig ist, oder

ii) eine E-Mail-Nachricht ohne Anhénge giiltig
ist, oder

i) eine E-Mail-Nachricht und alle daran hangen-
den Anhange gliltig sind.

Verfahren nach Anspruch 24, wobei die E-Mail-
Nachricht gemal Nachrichtenkriterien verarbeitet
wird, welche die Existenz eines Virus in der E-Mail-
Nachricht entdecken.

Verfahren nach Anspruch 22, wobei die Analyse
feststellt, dass die E-Mail-Nachricht nicht gultig ist,
und die Ubertragungskriterien zusatzlich Kriterien
fir Folgendes enthalten:

i) es dem Empfanger zu ermdglichen, in dem
Satz kontrollierter Umgebungen entfernt auf die
E-Mail-Nachricht zuzugreifen,

ii) eingeschrankten Zugriff vorzusehen, indem
eine Verknipfung zwischen dem Computersy-
stem des Empféngers und dem Satz kontrollier-
ter E-Mail-Umgebungen fiir den Empfanger her-
gestellt wird.

Verfahren nach Anspruch 27, wobei die E-Mail-
Nachricht mindestens einen Anhang fiir eine be-
stimmte Produktionsanwendung enthalt und wobei
die Verarbeitung der E-Mail-Nachricht das Vorsehen
einer kontrollierten Produktionsanwendungsumge-
bung zum Analysieren des Anhangs beinhaltet.

Verfahren nach Anspruch 28, das enthalt, dass es
dem Empfanger ermdglicht wird:

i) den Anhang Uber die entfernte Zugriffsver-
knlpfung zu manipulieren, oder

i) die Erstellung einer sicheren abgeleiteten Ko-
pie des Anhangs zur Ubertragung an das Com-
putersystem des Empfangers anzufordern.

Verfahren nach Anspruch 27, wobei die Ubertra-
gungskriterien Kriterien fiir Folgendes beinhalten:

i) Ermdglichen, dass die E-Mail-Nachricht an
das Computersystem des Empfangers tbertra-
gen wird, oder

ii) Loschen der E-Mail-Nachricht aus dem Satz
kontrollierter Umgebungen mit Mitteilung an das
Computersystem des Empfangers, oder

iii) Loschen der E-Mail-Nachricht aus dem Satz
kontrollierter Umgebungen ohne Mitteilung an
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das Computersystem des Empfangers, oder
iv) Ermoglichen, dass der Empfanger die E-
Mail-Nachricht in einem gesperrten Nachrich-
tenspeicher im Server speichert.

31. Vorrichtung zum Immunisieren von Daten in Com-

putersystemen gegen Korrumpierung, die Mittel zum
Durchfiihren des Verfahrens nach einem der An-
spriche 1 bis 30 enthalt.

Revendications

Procédé d’'immunisation du systéme informatique
d’un destinataire dans un réseau de traitement de
données contre le contenu corrompu d’'un message
d’un protocole donné regu sur un trajet de commu-
nication par le biais d’'un serveur 8 mémoire tampon
de messages, ledit procédé comprenant les étapes
consistant a :

A) prévoir pour le destinataire un ensemble d’en-
vironnement contrélé basé sur un protocole iso-
Ié et destiné au message entrant comprenant :

i) des critéres de message selon lesquels
un message peut étre déterminé comme
étant exempt de contenu corrompu, et

i) des critéres de transmission de message
destinés a définir des dispositions de mes-
sage alternatives comprenant une disposi-
tion selon laquelle le systeme informatique
du destinataire se voir accorder un acces
limité a un message qui n'est pas exempt
de contenu corrompu dans I'environnement
controlé,

B) recevoir le message dans lamémoire tampon
de messages, et
C) contréler la destination du message en :

i) analysant le contenu du message regu de
la part de la mémoire tampon de messages
dans I'ensemble d’environnement contrélé
selon les critéres de message,

ii) sélectionner un critére de transmission
en réponse audit traitement du message, et
i) éliminer le message selon le critére de
transmission sélectionné.

Procédé selon la revendication 1, dans lequel I'en-
semble d’environnement controlé est prévu dans le
serveur.

Procédé selon la revendication 1, dans lequel ladite
mise a disposition de 'ensemble d’environnement
contrélé pour un protocole donné et un destinataire
donné comprend le fait de prévoir un environnement
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contr6lé maitre dépendant d’un protocole qui con-
tient au moins une partie des critéres de message
et de transmission.

Procédé selon larevendication 3 capable de recevoir
des messages dans une pluralité de protocoles, la-
dite réception de messages comprenant les étapes
consistant a déterminer le protocole pour chaque
message entrant et a orienter le message vers un
ensemble d’environnement contrélé pour le proto-
cole donné et le destinataire donné.

Procédé selon larevendication 3, dans lequel le des-
tinataire utilise une application basée sur un proto-
coledonné destinée a générer et arecevoir des mes-
sages, ledit procédé comprenant en outre le fait de
prévoir un environnement contrélé d’application ba-
sée sur un protocole dans I'ensemble d’environne-
ment contrélé destiné a I'application du destinataire
avec au moins l'un des critéres de message.

Procédé selon la revendication 5, dans lequel plu-
sieurs applications basées sur des protocoles sont
adaptées pour traiter un message, ledit procédé
comprenant I'analyse d’informations relatives au
protocole de message et au destinataire et la sélec-
tion d’environnements contrélés d’applications ba-
sées sur des protocoles a inclure dans I'ensemble
d’environnement contrdlé prévu pour le destinataire
et le protocole.

Procédé selon la revendication 5, dans lequel ladite
sélection d’'un critere de transmission comprend
I'analyse d’au moins un critére de transmission dans
I'environnement contrélé d’application basée sur un
protocole.

Procédé selon la revendication 5, dans lequel un
message comprend un lien vers un autre composant
de message correspondant a I'une d’une pluralité
d’applications de production, ladite mise a disposi-
tion de I'ensemble d’environnement contrdlé com-
prenant I'étape consistant a prévoir un environne-
ment controlé d’application de production destiné a
traiter le composant de message lié.

Procédé selon la revendication 7, dans lequel plu-
sieurs applications de production sont adaptées
pour traiter le composant de message, ledit procédé
comprenant les étapes consistant a analyser des in-
formations relatives au lien et au destinataire et a
sélectionner un environnement contrélé d’applica-
tion de production destiné a traiter le composant de
message.

Procédé selon la revendication 1, dans lequel ledit
critére de transmission comprend en outre un critére
qui provoque :
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11.

12.

13.

14.

15.
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i) le transfert du message vers le systéme infor-
matique du destinataire, ou
ii) I'établissement d’un accés a distance au mes-
sage dans I'environnement contr6lé attribué au
protocole et au destinataire par le systéme in-
formatique du destinataire.

Procédé selon la revendication 1, dans lequel le ser-
veur se connecte a une pluralité de destinataires et
dans lequel ladite étape consistant a prévoir un en-
semble d’environnement contrélé comprend le fait
de prévoir une instance d’'un ensemble d’environne-
ment contrdlé pour chaque combinaison du proto-
cole donné et du destinataire donné.

Procédé selon la revendication 11 adapté afin de
recevoir des messages de protocoles diverses pour
un destinataire donné, dans lequel ladite réception
de message comprend les étapes consistant a dé-
terminer le protocole d’un destinataire pour un mes-
sage entrant et a orienter le message vers une ins-
tance de I'ensemble d’environnement contrdlé prévu
pour ce protocole et le destinataire donné.

Procédé selon la revendication 12, dans lequel les
messages sont des messages de protocole HTTP
traités parun navigateur en tant qu’application basée
sur un protocole, ladite mise a disposition d’'un en-
semble d’environnement contrdlé pour le navigateur
et le destinataire comprenant :

i) le fait de prévoir un environnement contrélé
maitre de navigateur destiné a traiter le messa-
ge, et

ii) le fait de prévoir au moins un environnement
contrdlé d’application de navigateur, un premier
environnement contrélé d’application de navi-
gateur constituant un navigateur fantéme CE qui
correspond au navigateur.

Procédé selon la revendication 13, dans lequel, en
réponse a la transmission d’'un message HTTP par
un destinataire, la commande maitre de navigateur
provoque le fait que chacun des environnements
contrélés d’application de navigateur transmette un
message HTTP sortant avec une adresse de retour
unique, moyennant quoi une pluralité de messages
sortants est envoyée a un site spécifique, et dans
lequel chacun des messages entrants de réponse
est traité dans I'environnement contrélé d’applica-
tion de navigateur.

Procédé selon la revendication 14, dans lequel le
message contient un contenu HTML et certains cri-
téres de message définissent un contenu HTML va-
lide, ledit traitement comprenant I'analyse d’au
moins I'un des messages entrants destinés aux en-
vironnements contrélés d’application de navigateur
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17.

18.

19.

20.

21.

22,

39

par rapport au contenu HTML et aux critéres de mes-
sage.

Procédé selon la revendication 14, dans lequel ledit
traitement détermine si tous les messages entrants
sont identiques selon d’autres critéres de message,
la sélection d’un critére de transmission dépendant
dudit traitement.

Procédé selon la revendication 16, dans lequel ledit
traitement n’arrive pas a déterminer que les messa-
ges sont identiques, ledit traitement comprenant la
sélection d’au moins un message a analyser etl'ana-
lyse d’au moins un message sélectionné en termes
de validité.

Procédé selon la revendication 17, dans lequel la
sélection d’un critére de transmission a lieu parmi le
groupe de criteres de transmission, dans lequel le
groupe comprend en outre :

i) un critére de transmission qui transfére le mes-
sage au destinataire lorsque I'analyse des mes-
sages entrants identifie un message valide, et
ii) un critére de transmission qui limite le transfert
du message vers un environnement controlé
d’'application de navigateur dans I'ensemble
d’environnement controélé.

Procédé selonlarevendication 18, dans lequel ladite
analyse comprend la réalisation d’'une analyse com-
parative de I'ensemble des messages HTTP en-
trants etla sélection de I'un des environnements con-
trélés d’application de navigateur pour traiter le mes-
sage.

Procédé selon larevendication 19, dans lequel ladite
analyse dépend des informations relatives au desti-
nataire.

Procédé selon la revendication 15, dans lequel le
message comprend un contenu HTML et ladite ana-
lyse comprend :

i) l'identification du contenu du message qui né-
cessite une analyse par une application de pro-
duction,

ii) le fait de prévoir un environnement contrdlé
d’application de production pour I'ensemble
d’environnement contrélé, et

iii) 'analyse du contenu dans I'environnement
contrdlé d’application de production.

Procédé selon la revendication 12, dans lequel les
messages sont des messages de protocole de mes-
sagerie électronique traités par une application de
messagerie électronique au niveau du systéme in-
formatique du destinataire, ladite mise a disposition
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26.

27.

28.

40

d’'un ensemble d’environnement contrélé pour le
protocole de messagerie électronique et le destina-
taire comprenant :

i) le fait de prévoir un environnement contrblé
maitre de messagerie électronique destiné a
traiter un message électronique entrant, et

ii) le fait de prévoir un environnement contrélé
d’application de messagerie électronique.

Procédé selon la revendication 22, dans lequel ledit
environnement contr6lé maitre de messagerie élec-
tronique comprend des critéres de message et ledit
traitement détermine que le message est conforme
a 'ensemble des critéres, le critére de transmission
sélectionné permettant un transfert du message
électronique vers le systeme informatique du desti-
nataire.

Procédé selon la revendication 23, dans lequel les-
dits critéres de message comprennent des régles de
validité qui établissent la validité pour différents ty-
pes de messages électroniques.

Procédé selon la revendication 24, dans lequel les
regles de validité comprenne que :

i) un message électronique de texte seul est va-
lide, ou

i) un message électronique sans piéce jointe
est valide, ou

iii) un message électronique et toutes les piéces
jointes sont valides.

Procédé selon la revendication 24, dans lequel le
message électronique est traité selon des criteres
de message qui détectent'existence d’un virus dans
le message électronique.

Procédé selon larevendication 22, dans lequel ladite
analyse n’arrive pas a déterminer que le message
électronique est valide et le critére de transmission
comprend en outre un critere destiné a :

i) permettre au destinataire d’accéder a distance
au message électronique dans I'ensemble d’en-
vironnement controlé,

ii) prévoir un acces limité en établissant un lien
entre le systéme informatique du destinataire et
'ensemble d’environnement contr6lé de mes-
sagerie électronique prévu pour le destinataire.

Procédé selon la revendication 27, dans lequel le
message électronique comprend au moins une pié-
ce jointe destinée a une application de production
donnée et dans lequel ledit traitement du message
électronique comprend le fait de prévoir un environ-
nement contrélé d’application de production destiné
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a analyser la piéce jointe.

29. Procédé selon larevendication 28 comprenant le fait
de permettre au destinataire de :

i) manipuler la piéce jointe sur le lien d’accés a
distance, ou

ii) demander la production d’une copie dérivée
sécurisée de la piéce jointe en vue du transfert
vers le systeme informatique du destinataire.

30. Procédé selon la revendication 27, dans lequel les
criteres de transmission comprennent des critéres
destinés a :

i) permettre au message électronique d'étre
transféré vers le systéme informatique du des-
tinataire ou

ii) supprimer le message électronique de l'en-
semble d’environnement contrélé avec une no-
tification au systéme informatique du destinatai-
re, ou

iii) supprimer le message électronique de I'en-
semble d’environnement contrdlé sans notifica-
tion au systéme informatique du destinataire, ou
iv) permettre au destinataire de stocker le mes-
sage électronique dans une mémoire de mes-
sages bloqués sur le serveur.

31. Appareil d'immunisation de données contre la cor-
ruption dans des systémes informatiques compre-
nant un moyen destiné a réaliser le procédé selon
I'une quelconque des revendications 1 a 30.
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