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(54) System and method for managing multiple smart card sessions

(57) A system and method is provided for managing
multiple smart card sessions with multiple communica-
tions or computing devices in association with a single
smart card reader. A wireless smart card reader is pro-
vided for communicating with a plurality of devices re-
quiring smart card functionality in a number of smart card
sessions, in which each smart card session is addressed
with an identifier identifying a single device. The smart
card session is secured by a wireless connection pairing
and by a secure pairing, such that each connection be-
tween the smart card reader and a device is secured
against all other devices in communication with the smart
card reader using a master connection key, which is
unique for each device.
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Description

[0001] The presentinvention relates generally to smart
card readers, and in particular to the handling of multiple
devices requiring smart card access over a wireless com-
munication link with a smart card reader.

[0002] Smart cards, also referred to as chip cards or
integrated circuit cards, are devices with an embedded
integrated circuit (such as a microprocessor and/or mem-
ory) for use as storage of sensitive data or user authen-
tication. Smart cards may comprise memory for storing
financial or personal data, or private data such as private
keys used in the S/IMIME (Secured Multipurpose Internet
Mail Extensions) encryption technique. Preferably, some
of this data may be secured using a PIN (personal iden-
tification number) or a password as an access control
measure. In order to access the protected data stored in
the card’'s memory, a user must be validated by providing
the correct PIN or password.

[0003] Typically, the smartcard does notinclude adata
entry device for direct entry of a PIN or password for the
purpose of user authentication, and instead the smart
card is used in conjunction with a smart card reader that
is in communication with an input device. When the smart
card is in communication with the smart card reader, a
PIN or password may be provided by the user via the
input device to the smart card reader. The reader may
then pass the user-entered PIN or password on to the
smart card for verification, so that the smart card can
authenticate the user.

[0004] However, smart card readers typically rely on
a dedicated connection with the connecting device, such
as a Universal Serial Bus (USB) connection between the
mobile device or personal computer and the smart card
reader, or a wireless communication link between the
smart card reader and a single connecting device. There-
fore, the smart card reader is effectively dedicated for
use with a first computing and/or communications device,
and cannot be used in conjunction with a further mobile
device or other communications or computing device
without first severing the connection between the first
device and the smart card reader.

[0005] Itis therefore desirable to provide a system and
method by which a smart card reader may be used with
multiple computing devices, including mobile communi-
cation devices and other computing devices such as per-
sonal computers.

Brief Description of the Drawings

[0006] In drawings which illustrate by way of example
only a preferred embodiment of the invention,

Figure 1 is a schematic diagram of a wireless smart
card system comprising a first and second mobile
device, a smart card reader, and a smart card.

Figure 2 is a schematic diagram of a wireless smart
card system comprising two connecting devices, a
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smart card reader, and a smart card.

Figure 3 is a block diagram of the connecting devices
and smart card reader of Figure 2.

Figure 4 is a schematic representation of a method
for pairing a connecting device with a smart card
reader.

Description of Preferred Embodiments

[0007] In the following detailed description, numerous
specific details are set forth in order to provide a thorough
understanding of various preferred embodiments. How-
ever, it will be understood by those of ordinary skill in the
art that these embodiments may be practised without
these specific details. In other instances, well-known
methods, procedures, components and circuits have not
been described in detail, but will be understood by those
skilled in the art.

[0008] In accordance with a preferred embodiment,
there is provided a method for connecting a plurality of
communication devices with a smart card reader config-
ured to interface with a smart card for providing smart
card sessions, comprising the steps of receiving a re-
quest at a smart card reader for a connection from a first
communication device, the request comprising a first
identifier for the first communication device; generating
atthe smart card reader a first security value for provision
to the first communication device for establishing a se-
cure pairing; establishing at the smart card reader first
master connection key data for generating a first master
connection key; generating at the smart card reader a
first master connection key from the first master connec-
tion key data, wherein the first communication device is
configured to generate the first master connection key
from the first master connection key data, the first master
connection key being used to secure data transmitted
between the smart card reader and the first communica-
tion device, and wherein data transmitted to the first com-
munication device comprises the first identifier; receiving
arequest at the smart card reader for a connection from
a second communication device, the request comprising
a first identifier for the second communication device;
generating and transmitting from the smart card reader
a second security value to the second communication
device for establishing a secure pairing; establishing at
the smart card reader second master connection key da-
ta for generating a second master connection key; gen-
erating at the smart card reader a second master con-
nection key from the second master connection key data,
wherein the second communication device is configured
to generate the second master connection key from the
second master connection key data, the second master
connection key being used to secure data transmitted
between the smart card reader and the second commu-
nication device and wherein data transmitted to the sec-
ond communication device comprises the second iden-
tifier.

[0009] An embodiment further provides a smart card
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reader for providing a plurality of communication devices
with smart card sessions, the smart card reader having
a smart card reader identifier, comprising an interface for
a smart card; a communications interface for wireless
communication with a plurality of communication devic-
es; a display; a memory configured to store a plurality of
identifiers associated with the plurality of communication
devices; a processor configured to generate security val-
ues, master connection key data, and master connection
keys, wherein the smart card reader is adapted to receive
requests for connections from a plurality of communica-
tion devices, the requests comprising at least one iden-
tifier for each of the plurality of communication devices,
store the at least one identifier in the memory, generate
for each of the plurality of communication devices a plu-
rality of security values to establish a secure pairing with
each of the plurality of communication devices, and store
the plurality of security values in the memory, establish
in respect of each of the plurality of communication de-
vices master connection key data, and store the master
connection key data in the memory; and generate a plu-
rality of master connection keys from the master connec-
tion key data, such that each of the plurality of commu-
nication devices is associated with a different master con-
nection key, and wherein the plurality of master connec-
tion keys is used to secure data transmitted between the
smart card reader and the associated communication de-
vice in a smart card session.

[0010] Referring to Figure 1, a schematic diagram of
an exemplary system is provided, according to some em-
bodiments of the invention. A system 100 includes a first
mobile device 102 and a first wireless smart card reader
104. The mobile device 102 and smart card reader 104
are able to communicate over a wireless communication
link 106. A non-exhaustive list of examples of wireless
local area network standards for wireless communication
link 106 includes the Institute of Electrical and Electronic
Engineers (IEEE) for Wireless LAN MAC and Physical
layer (PHY) 802.11 a, b, g and n specifications or future
related standards, the Bluetooth® standard, the Zigbee™
standard and the like.

[0011] A smart card 108 is shown inserted into smart
card reader 104. Smart cards are personalized security
devices, defined by the IS07816 standard and its deriv-
atives, as published by the International Organization for
Standardization. A smart card may have a form factor of
a credit card and may include a semiconductor device.
The semiconductor device may include a memory that
can be programmed with a secret key and with an au-
thentication certificate, and may include a decryption en-
gine, e.g., a processor and/or dedicated decryption logic.
The smart card’s functionality may be embedded in a
device having a different form factor and being capable
of communicating over an additional communication pro-
tocol, for example a Universal Serial Bus (USB) device.
[0012] A smart card may include a connector for pow-
ering the semiconductor device and performing serial
communication with an external device. The smart card
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reader 104 may be provided in one of a number of form
factors, including, but not limited to, a portable reader
that can be worn on the person, for example by means
of a lanyard (not shown) suspended around a user’s
neck. Alternatively, the reader 104 may be provided in a
desktop reader form factor, or other form factor suitable
for the smart card environment that will be apparent to
the skilled reader.

[0013] The person whose security information is
stored on smart card 108 may use smart card reader 104
for identification and to digitally sign and/or decrypt mes-
sages sent by device 102. For example, mobile device
102 may be able to send and receive e-mail messages
via an e-mail server (not shown). The mobile device 102
may be configured to employ the Secure Multipurpose
Internet Mail Extensions (S/MIME) protocol, such that e-
mail messages received at the mobile device 102 are
encrypted using a symmetric algorithm with a random
session key generated by the sender of the e-mail mes-
sage and encrypted by the recipient’s (most likely the
user of the mobile device 102) public key and sent with
the message, and messages sent from the mobile device
102 are likewise encrypted with a random session key
generated at the mobile device 102. Upon receipt of an
encrypted e-mail message, mobile device 102 may ex-
tract the encrypted session key and send it to smart card
reader 104 via the communication link 106. Smart card
reader 104 may send the encrypted session key to smart
card 108, and the decryption engine of smart card 108
may decrypt the encrypted session key using the recip-
ient’s private decryption key, which is stored in smart
card 108. Smart card reader 104 may retrieve the de-
crypted session key from smart card 108 and forward it
to mobile device 102 via communication link 106 so that
mobile device 102 can decrypt the received e-mail mes-
sage. The smart card 108 may prevent unauthorized use
of the recipient’s private decryption key by requiring that
a password or personal identification number (PIN) be
supplied before allowing the decryption operation to pro-
ceed.

[0014] Similarly, to add a digital signature to an e-mail
message being sent by mobile device 102, mobile device
102 may send a hash of the contents of the e-mail mes-
sage to smart card reader 104 over communication link
106. Smart card reader 104 may pass the hash to smart
card 108, which may produce a digital signature from the
hash and the sender’s private signing key, which is stored
in smart card 108. Smart card 108 may then pass the
digital signature to smart card reader 104, which may
forward it to mobile device 102 via communication link
106 so that mobile device 102 can transmit it along with
the e-mail message to the e-mail server. Again, smart
card 108 may prevent unauthorized use of the recipient’s
private signing key by requiring that a password or PIN
be supplied before allowing the signing operation to pro-
ceed.

[0015] As those skilled in the art will appreciate, the
mobile device 102 may be configured to provide other



5 EP 1 850 255 A1 6

functions besides encryption that may require authenti-
cation by the smart card 108 via the smart card reader
104.

[0016] As shown in Figure 1, the smart card reader
104 may be configured to communicate over a further
wireless communication link 206 with a further mobile
device 202. The further mobile device 202 may be con-
figured to operate in a similar manner as the first mobile
device 102; for example, it may be configured to employ
the S/MIME protocol for encrypting and decrypting elec-
tronic messages, such as e-mail messages, in a manner
similar to that described above. The further mobile device
202 may provide other functions that require authentica-
tion by the same smart card 108 in the same smart card
reader 104, if both mobile devices 102, 202 are desig-
nated for use by the same smart card user. It is more
likely, however, that the user of the smart card 108 and
the smart card reader 104 will require the security func-
tions of the smart card 108 for operating a mobile device
102 and another computing device 250, such as the per-
sonal computer shown in Figure 2.

[0017] Figure 2shows afurtherexemplary system 200,
comprising the mobile device 102, a personal computer
250, and the smart card reader 104 in communication
with the smart card 108. In a manner similar to the system
10 of Figure 1, the computer 250 and the smart card
reader 104 are able to communicate over a wireless com-
munication link 256. The user of the smart card 108 for
authentication functions may use the smart card 108 and
the smart card reader 104 for identification and to digitally
sign and/or decrypt messages sent by the personal com-
puter 250, in a manner similar to that described above in
the context of the first mobile device 102 in Figure 1. In
addition, the smart card 108 and the smart card reader
104 may be used for other authentication purposes, for
example for authenticating the smart card user during
the login process for either the mobile device 102 or the
personal computer 250.

[0018] As in the previously described exemplary sys-
tem, the personal computer 250 may be able to send and
receive e-mail messages via an e-mail server (not
shown). The personal computer 250 may be configured
to employ the S/MIME protocol, such that e-mail mes-
sages received at and send from the personal computer
250 are encrypted using a symmetric algorithm with an
encrypted, random session key generated by the sender
of the e-mail message. Upon receipt of an encrypted e-
mail message, the personal computer 250 may extract
the session key encrypted using the recipient's (most
likely the personal computer user’s) public key, and may
send it to smart card reader 104 via communication link
256. Smart card reader 104 may send the encrypted ses-
sion key to smart card 108, and the decryption engine of
smart card 108 may decrypt the encrypted session key
using the recipient’s private decryption key, which is
stored in smart card 108. Smart card reader 104 may
retrieve the decrypted session key from smart card 108
and forward it to the personal computer 260 via commu-
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nication link 256 so that the personal computer 250 can
decrypt the received e-mail message.

[0019] Similarly, to add a digital signature to an e-mail
message being sent by the personal computer 250, the
personal computer 250 may send a hash of the contents
of the e-mail message to smart card reader 104 over
communication link 256. Smart card reader 104 may
pass the hash to smart card 108, which may produce a
digital signature from the hash and the sender’s private
signing key, which is stored in smart card 108. Smart
card 108 may then pass the digital signature to smart
card reader 104, which may forward it to the personal
computer 250 via communication link 256 so that mobile
device 102 can transmit it along with the e-mail message
to the e-mail server. As those skilled in the art will appre-
ciate, the personal computer 250 may be configured to
provide other functions besides encryption, digital sign-
ing, decryption or verification, which may require authen-
tication by the smart card 108 via the smart card reader
104.

[0020] In all of the foregoing examples, the smart card
108 may prevent unauthorized use of the smart card us-
er’s private decryption key by requiring that a password
or personal identification number (PIN) be supplied be-
fore allowing the decryption operation to proceed. When
the user of the smart card 108 and smart card reader 104
and of the mobile communication device 102, 202 or the
personal computer 250 wishes to add a digital signature
send an encrypted message to a remote recipient, in a
similar manner the smart card 108 may prevent unau-
thorized use of the recipient’s private signing key by re-
quiring that a password or PIN be supplied before allow-
ing the signing operation to proceed.

[0021] A block diagram of the smart card reader 104,
the mobile device 102, and a computing device 250 is
provided in Figure 3. In the preferred embodiment, the
smart card reader 104, the mobile device 102, and the
computing device 250 each comprises a two-way RF
communication device having data communication ca-
pabilities and optionally voice communication capabili-
ties. Preferably each of the mobile device 102 and the
computing device 250 has the capability to communicate
with other computer systems via a local or wide area
network.

[0022] The smart card reader 104 preferably compris-
es a processor 326, configured to execute code 329
stored in a memory element 328. The processor 326 and
memory element 328 may be provided on a single appli-
cation-specific integrated circuit, or the processor 326
and the memory element 328 may be provided in sepa-
rate integrated circuits or other circuits configured to pro-
vide functionality for executing program instructions and
storing program instructions and other data, respectively.
The processor is connected to a smart card interface
330. The memory 328 may comprise both volatile and
non-volatile memory such as random access memory
(RAM) and read-only memory (ROM); preferably sensi-
tive information, such as keys and personal identification
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numbers (PINs), are stored in volatile memory.

[0023] The code 329 provided in the smart card reader
104 may include operating system software, password
verification code, and specific applications, which may
be stored in non-volatile memory. For example the code
329 may comprise drivers for the smart card reader 104
and code for managing the drivers and a protocol stack
for communicating with the communications interface
324 which comprises a receiver and a transmitter (not
shown) and is connected to an antenna 322.

[0024] The smart card reader 104 may also be config-
ured to interface with the user via the input means 112,
here provided as a button for manipulation by the user,
and via the display 110, here a single-line readout for
displaying strings of alphanumeric characters as shown
in Figures 1 and 2. The communications interface 324
may also comprise other processing means, such as a
digital signal processor and local oscillators. The smart
card reader 104 may include a power supply (not shown),
which in the case of a portable smart card reader is pro-
vided by at least one battery or power cell. Preferably the
casing and the power supply of the smart card reader
104 is configured such that removal of the casing discon-
nects the power supply, thereby clearing the volatile
memory of the reader 104. The smart card reader 104
may also be provided with a further output means, not
shown, such as a light emitting diode (LED), which may
be tri-coloured for indicating the status of the smart card
reader 104.

[0025] The mobile device 102 comprises an input
means, here shown as a keyboard 114, although alter-
native or additional input means, such as thumbwheels
and buttons, may also be provided. The mobile device
102 also comprises an output means, such as a display
116; the mobile device 102 may also be provided with a
speaker, not shown. The mobile device comprises an
antenna 302 connected to a communication interface
304, which in turn communicates with a processor 306.
The communication interface 304 may include similar
components as the communication interface 324 of the
smart card reader 104, such as a digital signal processor,
local oscillator, a receiver, and a transmitter. The proc-
essor 306 accesses a memory element 308 which stores
code 309, which may include operating system software
and application-specific software, as well as drivers and
protocol stacks for handling communication over one or
more communication links, such as the wireless commu-
nication link 106. The memory element 308 may include
both volatile and non-volatile memory. The memory ele-
ment 308 and the processor 306 may be provided in a
single application-specific integrated circuit, or may be
provided as separate components. The processor 306
may execute a number of applications that control basic
operations, such as data and voice communications via
the communication interface 304, as well as a personal
information manager that may be installed during man-
ufacture and e-mail client for composing, editing, digitally
signing and encrypting and digitally verifying and decrypt-
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ing messages.

[0026] Similarly, a computing device 250 is provided
with an input device such as a keyboard 270, and is pro-
vided with an output means such as a monitor 272. If the
computing device 250 is capable of wireless communi-
cation with the smart card reader 104, then it will also
comprise an antenna 280 in communication with a com-
munications interface 278, which like the communica-
tions interfaces of the mobile device 102 and the smart
card reader 104, may comprise a receiver, transmitter,
digital signal processor, and local oscillators. The com-
puting device 250 may comprise multiple data storage
means, denoted in Figure 3 by the memory element 284.
The memory 284 may include RAM, ROM, and other
storage media including a hard drive and removable dig-
ital storage media; the memory 284 stores code 289 that
is executed by the processor 290. The code 289 may
include operating system software, drivers for the com-
munications interface 278, a protocol stack for commu-
nicating via the communications interface 278, a person-
al information manager and an e-mail client for compos-
ing, editing, digitally signing and encrypting and digitally
verifying and decrypting messages. The personal infor-
mation manager, e-mail client, and other data stores on
the computing device 250 are preferably capable of being
reconciled with similar data stores on the mobile device
102.

[0027] The specific design and implementation of the
communications interfaces of the smart card reader 104,
the mobile device 102, and the computing device 260
are dependent upon the communication network in which
the devices are intended to operate. In a preferred em-
bodiment, the computing device 250 and the mobile de-
vice 102 each communicate with the smart card reader
104 via wireless communication links 256 and 106 re-
spectively, for example in accordance with the Blue-
tooth® standard. Preferably, in order to ensure the se-
curity of the wireless communication links 106, 256, a
system of pairing mechanisms is employed. An exem-
plary method by which a connection is made between a
connecting device, such as a mobile device 102 or an-
other computing device 256, and the smart card reader
104 is shown in Figure 4.

[0028] When the connecting device 102 or 256 deter-
mines that smart card functionality is needed, the device
102 or 256 may attempt to detect the availability of a
nearby smart card reader 104 at step 410. For example,
when a smart card reader 104 provided with a smart card
108 is powered up or reset, preferably by pressing the
button 112 when the reader 104 is in a power off state,
orwhen asmart card 108 is inserted, the reader 104 may
enter a discoverable mode in which it awaits a request
for a connection from a device 102 or 250. The smart
card reader 104 does not have to be in a discoverable
mode in order to receive and process a request for a
connection.

[0029] Ifthis is the first time that the connecting device
102 or 250 has attempted to connect to the smart card



9 EP 1 850 255 A1 10

reader 104 or no previous wireless connection pairing
between the device 102 or 250 and the reader 104 cur-
rently exists, a wireless connection pairing step is carried
out. Alternatively, policy settings may be configured so
that the wireless connection pairing is forced upon certain
events, such as removal and reinsertion of a smart card
108inthereader 104, ora maximum number of password
attempts on a connecting device while attempting to ac-
cess the smart card 108, or other events that may be
defined by those skilled in the art.

[0030] Thesmartcardreader 104 displays an identifier
or reader ID, which is a preferably unique value associ-
ated with the reader 104, in the display 110 at step 415.
This reader ID may comprise the Media Access Control
(MAC) address of the reader 104. The reader ID may be
displayed in response to a user action, for example by
pressing the button 112 on the smart card reader 104.
The user is prompted at step 412 by the connecting de-
vice 102 or 250 to enter the reader ID via the input means
114 or 270 at step 420 for storage in memory 308 or 284.
This step thus identifies to the connecting mobile or other
computing device 102 or 250 which smart card reader
104 is to be used for security functions by the device 102
or 250. Once the reader ID is input on the device 102 or
250, a security value is exchanged between the smart
card reader 104 and the connecting device 102 or 250.
The smart card reader 104 is configured to display this
security value, for example a PIN, at step 425; the PIN
is read by the user and entered on the connecting device
102 or 250 at step 430, preferably in response to a prompt
417. The reader 104 may be configured to display the
PIN once the button 112 is actuated, so for example, the
connecting device 102 or 250 may be configured to
prompt the user to press the button 112 on the reader
104 as well as to enter the new value displayed by the
reader 104 at step 417. This completes the wireless con-
nection pairing; the connecting device 102 or 250 thus
stores the reader ID and the PIN provided by the smart
card reader 104.

[0031] Further mobile devices 102 or computing de-
vices 250 may be wireless connection paired at this stage
in a similar manner. The reader ID displayed by the smart
card reader 104 will be the same as the value previously
displayed; the PIN, however, may be a different value
than the PIN used during the pairing of a previous device
102 or 250. The PIN may be a random value generated
by the code 329 resident on the smart card reader 104,
seeded by one or more sources of entropy using tech-
nigues known in the art. Once the connecting device 102
or 250 has stored the PIN, it transmits a confirmation to
the reader 104 and the reader 104 erases the PIN from
the display 110.

[0032] Once the wireless connection pairing (or pair-
ings) is (or are) established between one or more con-
necting devices 102 or 250 and the smart card reader
104, the devices and the reader are preferably paired
with a further secure pairing. For each connecting device
102 or 250, the reader 104 is configured to display a
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secure pairing key on its display 110 at step 435, which
is read by the user and entered on the connecting device
102 or 250 at step 440 for storage in memory 308 or 284.
The secure pairing key preferably comprises a random
value generated by the code 329 resident in the smart
card reader 104. The reader 104 may be configured to
display this secure pairing key once the button 112 on
the reader 104 is actuated, and again, the connecting
device 102 or 250 may be configured at step 432 to
prompt the user to enter the secure pairing key, and if
necessary to press the button 112 in order to display the
secure pairing key. After the secure pairing is complete,
the connecting device 102 or 250 may transmit confir-
mation that the key was received to the reader 104 and
the reader 104 erases the secure pairing key from the
display 110. The secure pairing key may be used by the
connection device 102 or 250 and the smart card reader
104 to generate a further connection key for use in com-
munications between the device 102 or 250 and the smart
card reader 104.

[0033] Preferably, the secure pairing is initiated and
completed before one of the following activities is at-
tempted: importation of certificates stored on the smart
card 108 into the connecting device 102 or 250; private
key operations for signing a message to be sent from the
connecting device 102 or 250 or decrypting a message
received by the connecting device 102 or 250; launch of
a configuration utility on the connecting device 102 or
250 for configuring reader-specific settings; a user-initi-
ated device password change on the connecting device
102 or 250; any other attempt by the connecting device
102 or 250 to connect to the smart card reader 104. Other
events and activities may trigger a secure pairing. If the
connecting device 102 or 250 and the reader 104 have
already entered into a secure pairing, then it is not nec-
essary to re-initiate the secure pairing steps.

[0034] In addition, policy settings may be configured
to wipe the secure pairing keys from the memory 308,
284 of the connecting device 102 or 250 respectively, or
from the memory 328 of the smart card reader 104 upon
certain events. If the secure pairing keys are wiped, then
the connecting device 102 or 250 and the smart card
reader 104 will initiate another secure pairing before the
reader 104 accesses the smart card 108 on behalf of the
connecting device 102 or 250.

[0035] Further mobile devices 102 or computing de-
vices 250 may enter into a secure pairing at this stage in
a similar manner. For each device requesting a secure
pairing, the smart card reader 104 may generate a new
secure pairing key for display in display 110. Preferably,
the system 100 or 200 is configured such that upon pair-
ing of subsequentdevices 102, 250, the reader 104 push-
es the device’s identifier, its MAC address, and the time
at which the pairing was made to all previously paired
devices 102, 250.

[0036] Once the secure pairing is completed, the con-
necting device 102 or 250 and the reader 104 may ne-
gotiate any further communications protocols for the
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wireless communication link 106 or 256 at step 450. For
example, once the wireless connection pairing and the
secure pairing steps are complete, the connecting device
102 or 250 may request from the reader 104 a list of
supported encryption protocols and algorithms; the read-
er 104 may create a list of supported protocols and al-
gorithms and transmit it to the connecting device 102 or
250; and upon receipt of the list, the connecting device
102 or 250 selects an encryption algorithm supported by
the connecting device, and transmits instructions to the
reader 104 to use the selected algorithm for future proc-
esses requiring encryption during the lifetime of the cur-
rent secure pairing. Preferably, the reader 104 and the
connecting device 102 or 250 also establish master con-
nection key data for creating a master connection key for
deriving further connection keys for use in transmitting
data at step 455, using techniques known in the art. Pref-
erably the master connection key itself is not transmitted
between the reader 104 and the connecting device 102
or 250; rather, the key establishment protocol is known
to both the reader 104 and the connecting device 102 or
250, sothat each reader and device may use the selected
encryption algorithm to generate its own copy of the mas-
ter connection key from master connection key data. The
master connection key data may comprise the secure
pairing key generated at step 435 and copied to the con-
necting device 102 or 250 at step 440. The master con-
nection key data may comprise the secure pairing key
along with a further seed value, generated by either the
connection device 102 or 250 or the reader 104, and
transmitted to the reader 104 or the connecting device
102 or 250 as a separate step. In one embodiment, the
connecting device 102 or 250 may include the seed val-
ue, preferably a randomly-generated value at least 64
bytes long, with the instructions sent to the reader 104
along with the selected encryption algorithm. The master
connection key may be used by both the reader 104 and
the connecting device 102, 250 to derive a plurality of
keys for use in the transport layer, for example keys for
encrypting, decrypting, and authenticating messages
transmitted between the reader 104 and the connecting
device 102, 250. A new master connection key is pref-
erably generated for each device 102 or 250 that pairs
with the smart card reader 104; thus, each device 102 or
250 that is paired with the reader 104 will store a single
master connection key, while the reader 104 will store
one master connection key for each device that is validly
paired with the reader 104. A second device 102, 250
that is paired with the reader 104 is therefore unable to
decrypt messages passed between the reader 104 and
a first device 102, 250, even though both devices may
be paired with the reader 104 at the same time.

[0037] In addition to the encryption of messages be-
tween the reader 104 and the device 102 or 250, a further
access control method is preferably implemented. Once
a first device, for example the mobile device 102, com-
pletes the secure pairing step, the mobile device 102
then sets a connection password. The connection pass-
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word may be set by the user in response to a prompt at
step 460, and is transmitted to the reader 102 and stored
in memory 328 at step 465. The connection password
controls access to the reader 104 by requiring the pass-
word for all future connections. The same connection
password may be used for all devices 102, 250 that are
paired with the reader 102. Thus, once a secure pairing
is accomplished, as shown in Figure 4 if the reader 102
determines that the connecting device 102 or 250 is not
the first device 102, 250 to be paired with the reader and
a connection password already exists, the connection
password is transmitted to the connecting device 102 or
250 for storage, and the connecting device 102 or 250
is configured to use this password to access the smart
card reader 104. The user therefore is not required to
memorize an additional password for each device paired
with the smart card reader 104.

[0038] The password also prevents an attacker from
being able to connect debugging tools to the smart card
reader 104 to extract the master connection key. The
password verification code provided in the smart card
reader memory 328 may be executed to verify the con-
nection password during future transactions. The con-
nection password is preferably required to be entered by
the user on the connecting device 102 or 250, and verified
by the smart card reader 104, before certain functions
are carried out, such as changing the connection pass-
word, altering the system configuration, orinvoking smart
card sessions for performing security-related functions
such as encryption or decryption.

[0039] Preferably, policies are set to configure the
smart card reader 104 to accept a limited number of at-
tempts to enter the connection password in future trans-
actions, and other policies to determine the minimum and
maximum length of the connection password, the relative
strength of the password, and other password security
measures that are known in the art. One policy may in-
clude a single count of connection password attempts
for all devices connected to a given smart card reader
104; for example, if a mobile device 102 and two other
computing devices 250 are wireless connection paired
with the smart card reader 104, and the password veri-
fication code on the smart card reader 104 is configured
to allow a maximum of five connection password at-
tempts, those five connection password attempts apply
to all three devices paired with the smart card reader 104;
if the user fails to enter the correct connection password
on five consecutive attempts on one computing device
250, the user cannot turn to the mobile device 102 and
make further attempts without the wireless connection
and secure pairing information being wiped from the
memory 328 of the smart card reader 104. In addition, if
the connection password is changed by the user using
one connecting device 250, preferably all other devices
(in this example the other computing device 250 and the
mobile device 102) are disconnected and will be chal-
lenged for the new connection password when they at-
tempt to reconnect to the smart card reader 104.
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[0040] Once the secure pairing step is complete and
the connection password is established, the wireless
communication link is secured between the device 102
or 250 and the smart card reader 104. The reader 104
is thus available for one or more smart card sessions with
the one or more connecting devices 102 or 250 paired
with the reader 104. It will be appreciated by those skilled
in the art that an implementation of the method described
above would preferably incorporate other steps; for ex-
ample, the smart card reader 104 or the connecting de-
vice 102 or 250 may be configured to wait a maximum
period of time for a next step in the method outlined in
Figure 4 to be executed. In the event of a timeout due to
any cause, for example one of the devices moving out
of range and causing the wireless link 106 or 256 to be
dropped, the pairing process may be aborted and the
reader display 110 may be cleared, or the PIN or secure
pairing key stored by the connecting device 102 or 250
and by the reader 104 may be erased, with the result that
the pairing process must be restarted.

[0041] The system also comprises connection-specific
settings that relate to the connection between a device
and the smart card reader 104. Thus, for example, there
are connection-specific settings relevant to the smart
card reader-computing device 250 connection, and con-
nection-specific settings relevant to the smart card read-
er-mobile device 102 connection. These connection-spe-
cific settings are managed separately for each connect-
ing device 250, 102. A master copy of the connection-
specific settings may be stored on the relevant device
2500r 102, and are sent to the reader 104 from the device
250 or 102 when a connection is made between the de-
vice 250 or 102 and the reader 104.

[0042] The connection-specific settings may include a
reader ID, which identifies the last connected reader by
its ID number; a connected indicator for indicating wheth-
ertherelevantdevice is currently connected to the reader
104; and one or more timeout setting for determining
when and if pairing information should be cleared from
the smart card reader in respect of a connection. For
example, an erase key timeout setting may be used to
determine how long after a wireless connection is
dropped that the corresponding pairing information is
cleared. A long-term timeout setting may be used to de-
termine how frequently the secure pairing information is
cleared. Other timeout settings may be related to the re-
moval of the smart card 108 from the smart card reader
104, the number of transactions provided by the smart
card 108, or inactivity.

[0043] The reader-specific settings may include LED
settings for correlating various LED output signals with
the state of the smart card reader 104; for example, the
LED settings may be configured such that flashing red
denotes low battery status, flashing blue means that the
smart card is transmitting or receiving data over the wire-
less communication link 106 or 206. The reader-specific
settings may also include a communications range set-
ting for specifying the power level of the radio on the
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smart card reader 104; a power saving mode for config-
uring radio functions to reduce power consumption; and
a power-off timeout for setting the maximum period of
time that the smart card reader 104 will remain on without
a wireless connection with a mobile device 102 or a com-
puting device 250. The reader-specific settings may also
include a connection heartbeat period for testing whether
a connection between the smart card reader 104 and a
device 102 or 250 should be closed; for example, the
mobile or other computing device 102, 250 may be con-
figured to send a signal to the smart card reader 104 at
a frequency determined by the connection heartbeat pe-
riod setting, and the smart card reader 104 may be con-
figured to acknowledge the signal. If this heartbeat is
missed by either the smart card reader 104 or the device
102 or 250, then the wireless connection between the
smart card reader 104 and the device 102 or 250 is
dropped.

[0044] Additional policy settings may be provided in
the smart card reader 104 operating system software and
in the utilities provided on the mobile device 102 or other
computing device 250. These policy settings may ad-
dress the maximum number of devices that can be con-
nected to the smart card reader 104, and other settings
affecting the operation of the smart card system as a
whole.

[0045] Atransaction, or smartcard session, comprises
a set of instructions or data transmitted from a connecting
device 102 or 250 to the smart card reader 104, or vice
versa. Inthe preferred embodiment, only a single session
may be open at a given time, and a session may be used
by only a single connection. The session is typically sub-
stantially shorter than the lifetime of the secure or wire-
less connection pairing.

[0046] Preferably, when the connecting device 102 or
250 is configured to request security functions from a
smart card 108, the device 102 or 250 is configured to
construct a command which may comprise a number of
data for transmission over the wireless link 106, 256, to
the smart card reader 104. The device 102 or 250 may
first construct and transmit a request for a smart card
session; the request may comprise the reader ID or the
MAC address of the reader 104; a device identifier, which
may comprise a MAC address for the connecting device
102 or 250, or a device name previously provided to the
reader 104 during the pairing process; and an instruction
requesting a session. If the request is acknowledged by
the reader 104, the device 102 or 250 may then construct
and transmit one or more commands. Preferably, the
command comprises the reader ID or the MAC address
of the smart card reader 104; the payload, which may
comprise an instruction to be carried out by the smart
card reader 104, or other data; and the device identifier
of the connecting device 102 or 250. Upon receipt of the
command over the wireless link 106, 256, the reader 104
is therefore able to determine which device sent the com-
mand, and can format any acknowledgement or re-
sponse with the MAC address or device name of the
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transmitting connecting device 102 or 250. Each com-
mand is preferably secured or signed using a key derived
from the master connection key, which is preferably
unique to each connecting device 102, 250; the reader
104 will decrypt or authenticate the command using the
appropriate key derived from the master connection key
stored in the smart card reader 104. The reader 104 may
likewise encrypt or sign the commands or responses
transmitted to the connecting device 102, 250 using keys
derived from the master connection key, and the con-
necting device 102, 250 in turn may decrypt or authenti-
cate the received messages using its stored master con-
nection key and the keys derived therefrom.

[0047] During a single smart card session, a connect-
ing device 102, 250 may transmit a number of commands
to the smart card reader 104, and the smart card reader
104 may in turn transmit a number of responses or ac-
knowledgements to the connecting device 102, 250.
While it is unlikely that a second connecting device 102,
250 would need to transmit commands to the smart card
reader 104 at the same time as a first device if the smart
card reader and the paired devices 102, 250 are operated
by a single user, the smart card reader 104 may be con-
figured to handle simultaneous received commands. In
the preferred embodiment, if the smart card reader 104
is engaged in a first smart card session with a first device
102 or 250 when another request for a second smart card
session is received by the reader 104, the reader 104
caches the request in its memory 328; when the first
smart card session is terminated, the reader 104 re-
trieves the cached request and transmits an acknowl-
edgement to the second device 102 or 250, thus opening
the smart card session with the second device. The sec-
ond device 102 or 250 then proceeds by transmitting a
command to the reader 104. In an alternative embodi-
ment, the reader 104 ignores other requests for smart
card sessions until the first smart card session is termi-
nated. In either of these embodiments, the second device
102 or 250, while its request for a session is not imme-
diately handled, continues to receive and transmit the
heartbeat described above and may be configured to
maintain its wireless and secure pairing so long as the
heartbeat is received.

[0048] In afurther embodiment, a further request for a
smart card session is acknowledged by the smart card
reader 104 during an existing smart card session, and
the reader 104 interleaves the commands received, proc-
essed, and the responses transmitted from and to the
separate connecting devices 102, 250. Alternatively, if
the request for a smart card session includes an identifier
of the nature of the transaction required, the reader 104
may prioritize the requested smart card sessions in ac-
cordance with a predetermined order of precedence. For
example, requests for smart card functionality for a user
to log into a device 102, 250 may be granted higher pri-
ority than arequest for a user to digitally sign an outbound
electronic mail message.

[0049] The system 100 or 200 comprises reader spe-
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cific settings, which are shared among all devices. In the
exemplary embodiment described here, the reader-spe-
cific settings are shared among the mobile device 102,
the smart card reader 104, and the computing device
250. A master copy of the reader-specific settings is
stored by the smart card reader 104 in the memory 328.
Each of the mobile device 102 and the computing device
250 caches the last-known reader-specific settings. The
reader-specific settings are preferably displayable by the
mobile device 102 and the computing device 250, and
may be configurable by the user via either the mobile
device 102 or the computing device 250, for example by
launching smart card reader configuration utility code
stored on the device 102 or 250. Preferably reader-spe-
cific settings are configured in accordance with a set pro-
tocol to avoid conflicts; for example, if configuration util-
ities are running concurrently on both the mobile device
102 and the computing device 250, preferably the device
that saves the reader-specific settings last "wins" and the
most recently-saved reader-specific settings are propa-
gatedtothe smart card reader 104 and to the other device
250 or 102 and saved. Preferably the reader-specific set-
tings are not changeable on a device 102 or 250 unless
there is a connection between the device 102 or 250 and
the smart card reader 104.

[0050] Those skilled inthe art will appreciate that other
embodiments of the system described herein may in-
clude zero or more mobile devices 102, and zero or more
other computing devices 250, and that the computing
devices 250 described above may include any appropri-
ate digital device for processing information, including
mobile communication devices, personal digital assist-
ants, tablet computers, desktop computers, and the like.
In a preferred embodiment, the smart card reader 104
may be configured to allow a simultaneous connection
to only one mobile device 102, but a plurality of other
computing devices 250.

[0051] Various embodiments of the present invention
having been thus described in detail by way of example,
it will be apparent to those skilled in the art that variations
and modifications may be made without departing from
the invention. The invention includes all such variations
and modifications as fall within the scope of the appended
claims.

[0052] A portion of the disclosure of this patent docu-
ment contains material which is subject to copyright pro-
tection. The copyright owner has no objection to the fac-
simile reproduction by any one of the patent document
or patent disclosure, as it appears in the Patent and
Trademark Office patent file or records, but otherwise
reserves all copyrights whatsoever.

Claims
1.  Amethod for connecting a plurality of communication

devices with a smart card reader (104) configured
to interface with a smart card (108) for providing
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smart card sessions, comprising the steps of:

receiving a request at a smart card reader (104)
for a connection from a first communication de-
vice (102), the request comprising a first identi-
fier for the first communication device (102);
generating and transmitting from the smart card
reader (104) afirst security value to the first com-
munication device (102) for establishing a se-
cure pairing;

establishing at the smart card reader (104) first
master connection key data for generating a first
master connection key;

generating at the smart card reader (104) a first
master connection key from the first master con-
nection key data,

wherein the first communication device (102) is
configured to generate the first master connec-
tion key from the first master connection key da-
ta, the first master connection key being used
to secure data transmitted between the smart
card reader (104) and the first communication
device (102), and wherein data transmitted to
the first communication device (102) comprises
the first identifier;

receiving a request at the smart card reader
(104) for a connection from a second communi-
cation device (250), the request comprising a
second identifier for the second communication
device (250);

generating and transmitting from the smart card
reader (104) a second security value to the sec-
ond communication device (250) for establish-
ing a secure pairing;

establishing at the smart card reader (104) sec-
ond master connection key data for generating
a second master connection key;

generating at the smart card reader (104) a sec-
ond master connection key from the second
master connection key data,

wherein the second communication device (250) is
configured to generate the second master connec-
tion key from the second master connection key da-
ta, the second master connection key being used to
secure data transmitted between the smart card
reader (104) and the second communication device
(250) and wherein data transmitted to the second
communication device (250) comprises the second
identifier.

The method of claim 1, further comprising the steps
of:

after receiving a request at a smart card reader
for a connection from a first communication de-
vice, transmitting connection pairing information
to the first communication device for establish-
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ing a connection pairing; and

after receiving a request at a smart card reader
for a connection from a second communication
device, transmitting the connection pairing infor-
mation to the second communication device for
establishing a connection pairing;

wherein the connection pairing information compris-
es an identifier for the smart card reader.

The method of claim 1, further comprising the steps
of:

after receiving a request at a smart card reader
for a connection from a first communication de-
vice, determining whether a connection pairing
exists between the first communication device
and the smart card reader, and if not, transmit-
ting connection pairing information to the first
communication device for establishing a con-
nection pairing; and

after receiving a request at a smart card reader
for a connection from a second communication
device, determining whether a connection pair-
ing exists between the second communication
device and the smart card reader, and if not,
transmitting the connection pairing information
to the second communication device for estab-
lishing a connection pairing;

wherein the connection pairing information compris-
es an identifier for the smart card reader.

The method of any preceding claim, wherein the re-
quest at a smart card reader for a connection from
a first or a second communication device comprises
a request for a smart card session.

The method of claim 4, further comprising the steps
of:

when a request for a connection from one of the
plurality of communication devices is received,
determining whether the smart card reader is
currently providing a first smart card session to
another of the plurality of communication devic-
es;

caching the request for a connection if the smart
card reader is currently providing a first smart
card session; and

providing a second smart card session in re-
sponse to the cached request for a connection
when the first smart card session is terminated.

6. The method of claim 4, wherein a smart card session

comprises a series of transmissions, the method fur-
ther comprising the steps of:



19 EP 1 850 255 A1

when a request for a connection from one of the
plurality of communication devices is received,
determining whether the smart card reader is
currently providing a first smart card session to
another of the plurality of communication devic-
es; and

if the smart card reader is currently providing a
first smart card session, providing a second
smart card session to the second communica-
tion device by interleaving the series of trans-
missions associated with the second smart card
session with the series of transmissions associ-
ated with the first smart card session.

The method of any preceding claim, wherein the step
of generating at a smart card reader a security value
for provision to a communication device for estab-
lishing a secure pairing comprises the steps of:

generating a security value;

displaying the security value on the smart card
reader;

receiving the security value at the communica-
tion device; and

receiving acknowledgement that the communi-
cation device has received the security value.

The method of claim 7, wherein the step of generat-
ing at a smart card reader a master connection key
from the master connection key data and the security
value comprises the steps of:

deriving, at the communication device, a master
connection key from the master connection key
data, wherein the master connection key data
comprises the security value associated with the
communication device; and

deriving, at the smart card reader, a master con-
nection key from the master connection key da-
ta, wherein the master connection key data com-
prises the security value associated with the
communication device;

such that the master connection key derived at
each of the communication device and the smart
card reader are identical.

The method of claim 8, wherein the step of generat-
ing at a smart card reader a master connection key
from the master connection key data and the security
value,

wherein the master connection key is used to secure
data transmitted to and from a communication de-
vice, comprises the steps of generating at least one
encryption key from the master connection key for
encrypting data for transmission between the smart
card reader and the communication device.

10. The method of any preceding claim, wherein the first
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11.

12.

13.

20

and second communication devices and the smart
card reader each comprise a wireless communica-
tion interface for communicating between the first
and second communication devices and the smart
card reader.

The method of claim 10 wherein the wireless con-
nection interface is a Bluetooth connection interface.

The method of any preceding claim wherein at least
one of the communication devices is a mobile com-
munication device.

A smart card reader (104) for providing a plurality of
communication devices (102, 250) with smart card
sessions, the smart card reader (104) having a smart
card reader identifier, comprising:

an interface for a smart card (108);

a communications interface for wireless com-
munication with a plurality of communication de-
vices (102, 250);

a display (110);

a memory (328) configured to store a plurality
of identifiers associated with the plurality of com-
munication devices (102, 250);

a processor (326) configured to generate secu-
rity values, master connection key data, and
master connection keys,

wherein the smart card reader (104) is adapted to:

receive requests for connections from a plurality
of communication devices, the requests com-
prising at least one identifier for each of the plu-
rality of communication devices (102, 250);
store the at least one identifier in the memory
(328);

generate for each of the plurality of communica-
tion devices (102, 250) a plurality of security val-
ues to establish a secure pairing with each of
the plurality of communication devices (102,
250), and store the plurality of security values in
the memory (328);

establish in respect of each of the plurality of
communication devices (102, 250) master con-
nection key data, and store the plurality of mas-
ter connection key data in the memory (328);
generate a plurality of master connection keys
from the master connection key data, such that
each of the plurality of communication devices
(102, 250) is associated with a different master
connection key, and wherein the plurality of
master connection keys is used to secure data
transmitted between the smart card reader (104)
and the associated communication device in a
smart card session.
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The smart card reader of claim 13, wherein the smart
card reader is further adapted to transmit connection
pairing information to each of the plurality of com-
munication devices for establishing a connection
pairing with each of the plurality of communication
devices, wherein the connection pairing information
transmitted to each of the plurality of communication
devices comprises the smart card reader identifier.

The smart card reader of claim 13 or claim 14, where-
in the smart card reader (104) is adapted to receive
requests for connections comprising requests for a
smart card session.

The smart card reader of claim 15, wherein the smart
card reader is further adapted to:

determine, upon receipt of a request for a con-
nection from one of a plurality of communication
devices, whether the smart card reader is cur-
rently providing a first smart card session to an-
other of the plurality of communication devices;
cache the request for a connection if the smart
card reader is currently providing a first smart
card session; and

provide a second smart card session in re-
sponse to the cached request for a connection
when the first smart card session is terminated.

The smart card reader of claim 15, wherein a smart
card session comprises a series of transmissions,
and the smart card reader is further adapted to:

determine, upon receipt of a request for a con-
nection from one of a plurality of communication
devices, whether the smart card reader is cur-
rently providing a first smart card session to an-
other of the plurality of communication devices;
if the smart card reader is currently providing a
first smart card session, provide a second smart
card session to the second communication de-
vice by interleaving the series of transmissions
associated with the second smart card session
with the series of transmissions associated with
the first smart card session.

The smart card reader of any one of claims 13 to 17,
wherein the smart card reader is further adapted to
generate at least one encryption key from each of
the master connection keys.

A system for providing a plurality of communication
devices with smart card sessions, comprising:

the smart card reader of any one of claims 13
to 18; and

at least one communication device comprising
a wireless communication interface for commu-
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20.

21.

22,

23.

24.

25.

22
nicating between with the smart card reader.

The smart card reader of any one of claims 13to 18,
wherein the wireless connection interface is a Blue-
tooth connection interface.

The system of claim 19, wherein the wireless con-
nection interface is a Bluetooth connection interface.

The system of claim 19 or claim 21, wherein the at
least one communication device is a mobile commu-
nication device.

A communications device comprising the smart card
reader of any one of claims 13 to 18 and 20.

A mobile communications device comprising the
smart card reader of any one of claims 13 to 18 and
20.

A computer-readable medium comprising code ex-
ecutable by a computing device for carrying out the
method of any one of claims 1 to 12.

Amended claims in accordance with Rule 86(2) EPC.

1. A method for connecting a plurality of communi-
cation devices (102, 250) with a smart card reader
(104) configured to interface with a smart card (108)
for providing smart card sessions, comprising the
steps of:

receiving a request at a smart card reader (104)
for a connection from a first communication de-
vice (102), the request comprising a first identi-
fier for the first communication device (102);
generating and transmitting from the smart card
reader (104) afirst security value to the first com-
munication device (102) for establishing a se-
cure pairing;

establishing at the smart card reader (104) first
master connection key data for generating a first
master connection key;

generating at the smart card reader (104) a first
master connection key from the first master con-
nection key data,

wherein the first communication device (102) is con-
figured to generate the first master connection key
from the first master connection key data, the first
master connection key being used to secure data
transmitted between the smart card reader (104) and
the first communication device (102), and wherein
data transmitted to the first communication device
(102) comprises the first identifier;

receiving atthe smart card reader (104) a connection
password established at the first communication de-
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vice (102) for controlling access to the smart card
reader (104) and storing the connection password
in memory (328);

receiving a request at the smart card reader (104)
for a connection from a second communication de-
vice (250), the request comprising a second identifier
for the second communication device (250);
generating and transmitting from the smart card
reader (104) a second security value to the second
communication device (250) for establishing a se-
cure pairing;

establishing at the smart card reader (104) second
master connection key data for generating a second
master connection key;

generating at the smart card reader (104) a second
master connection key from the second master con-
nection key data,

wherein the second communication device (250) is
configured to generate the second master connec-
tion key from the second master connection key da-
ta, the second master connection key being used to
secure data transmitted between the smart card
reader (104) and the second communication device
(250) and wherein data transmitted to the second
communication device (250) comprises the second
identifier;

transmitting the connection password to the second
communication device (250), such that the connec-
tion password controls access to the smart card
reader (104) for both the first and second communi-
cation devices (102, 250).

2. The method of claim 1, further comprising the
steps of:

after receiving a request at a smart card reader
(104) for a connection from a first communica-
tion device (102), transmitting connection pair-
ing information to the first communication device
for establishing a connection pairing; and

after receiving a request at a smart card reader
(104) for a connection from a second communi-
cation device (250), transmitting the connection
pairing information to the second communica-
tion device for establishing a connection pairing;

wherein the connection pairing information compris-
es an identifier for the smart card reader (104).

3. The method of claim 1, further comprising the
steps of:

after receiving a request at a smart card reader
(104) for a connection from a first communica-
tion device (102), determining whether a con-
nection pairing exists between the first commu-
nication device (102) and the smart card reader
(104), and if not, transmitting connection pairing
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information to the first communication device
(102) for establishing a connection pairing; and
after receiving a request at a smart card reader
(104) for a connection from a second communi-
cation device (250), determining whether a con-
nection pairing exists between the second com-
munication device (250) and the smart card
reader (104), and if not, transmitting the connec-
tion pairing information to the second commu-
nication device for establishing a connection
pairing;

wherein the connection pairing information compris-
es an identifier for the smart card reader (104).

4. The method of any preceding claim, further com-
prising the steps of:

receiving, at the smart card reader (104), a set
of reader-specific settings relating to the smart
card reader (104) configured at one of the first
or second communication devices (102, 250);
storing the received set of reader-specific set-
tings at the smart card reader (104); and
transmitting the received set of reader-specific
settings to the other of the first or second com-
munication devices (102, 250).

5. The method of claim 3 or claim 4, wherein the
request at the smart card reader (104) for a connec-
tion from the first or second communication device
(102, 250) comprises a request for a smart card ses-
sion, the method further comprising the steps of:

when a request for a connection from one of the
plurality of communication devices (102, 202,
250) is received, determining whether the smart
card reader (104) is currently providing a first
smart card session to another of the plurality of
communication devices;

caching the request for a connection if the smart
card reader (104) is currently providing a first
smart card session; and

providing a second smart card session in re-
sponse to the cached request for a connection
when the first smart card session is terminated.

6. The method of claim 3 or claim 4, wherein the
request at the smart card reader (104) for a connec-
tion from the first or second communication device
(102, 250) comprises a request for a smart card ses-
sion comprising a series of transmissions, the meth-
od further comprising the steps of:

when a request for a connection from one of the
plurality of communication devices is received,
determining whether the smart card reader is
currently providing a first smart card session to
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another of the plurality of communication devic-
es; and

if the smart card reader is currently providing a
first smart card session, providing a second
smart card session to the second communica-
tion device by interleaving the series of trans-
missions associated with the second smart card
session with the series of transmissions associ-
ated with the first smart card session.

7. The method of any preceding claim, wherein the
step of generating at a smart card reader (104) a
security value for provision to a communication de-
vice for establishing a secure pairing comprises the
steps of:

generating a security value;

displaying the security value on the smart card
reader;

receiving the security value at the communica-
tion device; and

receiving acknowledgement that the communi-
cation device has received the security value.

8. The method of claim 7, wherein the step of gen-
erating at a smart card reader (104) a master con-
nection key from the master connection key data and
the security value comprises the steps of:

deriving, at the communication device, a master
connection key from the master connection key
data, wherein the master connection key data
comprises the security value associated with the
communication device; and

deriving, atthe smart card reader, a master con-
nection key from the master connection key da-
ta, wherein the master connection key data com-
prises the security value associated with the
communication device;

such that the master connection key derived at
each ofthe communication device and the smart
card reader are identical.

9. The method of claim 8, wherein the step of gen-
erating at a smart card reader a master connection
key from the master connection key data and the
security value, wherein the master connection key
is used to secure data transmitted to and from a com-
munication device, comprises the steps of generat-
ing at least one encryption key from the master con-
nection key for encrypting data for transmission be-
tween the smart card reader and the communication
device.

10. The method of any preceding claim, wherein the
first and second communication devices and the
smart card reader each comprise a wireless com-
munication interface for communicating between the
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first and second communication devices and the
smart card reader.

11. The method of claim 10 wherein the wireless
connection interface is a Bluetooth connection inter-
face.

12. The method of any preceding claim wherein at
least one of the communication devices is a mobile
communication device.

13. A smart card reader (104) for providing a plurality
of communication devices (102, 250) with smart card
sessions, the smart card reader (104) having a smart
card reader identifier, comprising:

an interface for a smart card (108);

a communications interface for wireless com-
munication with a plurality of communication de-
vices (102, 250);

a display (110);

a memory (328) configured to store a plurality
of identifiers associated with the plurality of com-
munication devices (102, 250) and reader-spe-
cific settings relating to the smart card reader
(104);

a processor (326) configured to generate secu-
rity values, master connection key data, and
master connection keys,

wherein the smart card reader (104) is adapted
to:

receive requests for connections from a plu-
rality of communication devices, the re-
quests comprising at least one identifier for
each of the plurality of communication de-
vices (102, 250);

store the at least one identifier in the mem-
ory (328);

generate for each of the plurality of commu-
nication devices (102, 250) a plurality of se-
curity values to establish a secure pairing
with each of the plurality of communication
devices (102, 250), and store the plurality
of security values in the memory (328);
establish in respect of each of the plurality
of communication devices (102, 250) mas-
ter connection key data, and store the plu-
rality of master connection key data in the
memory (328);

generate a plurality of master connection
keys from the master connection key data,
such that each of the plurality of communi-
cation devices (102, 250) is associated with
a different master connection key, and
wherein the plurality of master connection
keys is used to secure data transmitted be-
tween the smart card reader (104) and the
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associated communication device in a
smart card session;

wherein a copy of the reader-specific settings relat-
ing to the smart card reader (104) are cached on at
least one of the plurality of communication devices
(102, 250) and the smart card reader is adapted to
receive changes to the cached copy of the reader-
specific settings made on the at least one of the plu-
rality of communication devices, and to transmit the
said changes to another of the plurality of commu-
nication devices.

14. The smart card reader of claim 13, wherein the
smart card reader is further adapted to transmit con-
nection pairing information to each of the plurality of
communication devices for establishing a connec-
tion pairing with each of the plurality of communica-
tion devices, wherein the connection pairing infor-
mation transmitted to each of the plurality of com-
munication devices comprises the smart card reader
identifier.

15. The smart card reader of claim 13 or claim 14,
wherein the smart card reader (104) is adapted to
store a connection password in the memory (328),
wherein the connection password is established at
afirst of the plurality of communication devices (102,
250) in a secure pairing with the smart card reader
(104) for controlling access to the smart card reader
(104), and to transmit the connection password to a
further of the plurality of communication devices
(102, 250) establishing a secure pairing with the
smart card reader (104) after the secure pairing of
the first of the plurality of communication devices,
such that the connection password controls access
to the smart card reader (104) for all of the plurality
of communication devices.

16. The smart card reader of claim 13, 14, or 15,
wherein the smart card reader is further adapted to:

receive requests for connections comprising re-
quests for a smart card session;

determine, upon receipt of a request for a con-
nection from one of a plurality of communication
devices, whether the smart card reader is cur-
rently providing a first smart card session to an-
other of the plurality of communication devices;
cache the request for a connection if the smart
card reader is currently providing a first smart
card session; and

provide a second smart card session in re-
sponse to the cached request for a connection
when the first smart card session is terminated.

17. The smart card reader of claim 13, 14, or 15,
wherein a smart card session comprises a series of
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transmissions, and the smart card reader is further
adapted to:

receive requests for connections comprising re-
quests for a smart card session;

determine, upon receipt of a request for a con-
nection from one of a plurality of communication
devices, whether the smart card reader is cur-
rently providing a first smart card session to an-
other of the plurality of communication devices;
if the smart card reader is currently providing a
first smart card session, provide a second smart
card session to the second communication de-
vice by interleaving the series of transmissions
associated with the second smart card session
with the series of transmissions associated with
the first smart card session.

18. The smart card reader of any one of claims 13
to 17, wherein the smart card reader is further adapt-
ed to generate at least one encryption key from each
of the master connection keys.

19. A system for providing a plurality of communica-
tion devices with smart card sessions, comprising:

the smart card reader of any one of claims 13
to 18; and

at least one communication device comprising
a wireless communication interface for commu-
nicating between with the smart card reader.

20. The smart card reader of any one of claims 13
to 18, wherein the wireless connection interface is a
Bluetooth connection interface.

21. The system of claim 19, wherein the wireless
connection interface is a Bluetooth connection inter-
face.

22. The system of claim 19 or claim 21, wherein the
at least one communication device is a mobile com-
munication device.

23. A communications device comprising the smart
card reader of any one of claims 13 to 18 and 20.

24. A mobile communications device comprising the
smart card reader of any one of claims 13 to 18 and
20.

25. A computer-readable medium comprising code
executable by a computing device for carrying out
the method of any one of claims 1 to 12.
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