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(54) Intelligent Mobile controlled anti-theft System

(57) To provide an easy configurable solution for
guaranteeing a control on different objects labelled using
RFID tags, it is proposed to apply a method to control
the distance of an object labelled by a RFID tag from a
telecommunications terminal equipped with a RFID read-
er and a register module. The method comprises the pre-
liminary step to register the RFID tag at the register mod-

ule. After an activation of a RFID detection procedure
e.g. by the user of that telecommunications terminal, the
further step of that method is applied consisting on the
measure at repeated time using the RFID reader of the
signal strength transmitted via the RFID link between the
tag and the RFID reader. An alarm signal is automatically
initiated in case that measured signal strength is below
a predefined threshold value.
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Description

Technical Field

[0001] The present invention relates to a method to
control the distance of an object labelled by a Radio Fre-
quency IDentity [RFID] tag from a telecommunications
terminal equipped with a RFID reader and a register mod-
ule. That method comprises the step to register the RFID
tag at the register module. The present invention is also
related to a telecommunications terminal comprising a
RFID reader and a register module for registering a RFID
tag labelling an object. Furthermore, the present inven-
tion is related to a computer readable medium comprising
codes to be executed on a telecommunications terminal
with a RFID reader and a register module to store RFID
tag labelling some object.

Background of the invention

[0002] Radio frequency identification or RFID, is a
method of identifying unit items using radio waves. RFID
is a promising technology for many corporations that
seek to improve their processes. However, RFID cannot
provide the fullest benefits as a standalone technology.
Corporations look for an integrated solution of RFID with
their existing infrastructure and wish to smoothly incor-
porate RFID into their mobile enterprise applications. In
this context is described in a white paper from Dora Karali
with the title "Integration of RFID and Cellular Technolo-
gies" with the reference UCLA-WINMEC-2004-205-
RFID-M2M an overview of the technology with some ex-
ample applications describing the benefits and the chal-
lenges for integrating RFID with cell phone.
[0003] One of the examples from that white paper re-
fers to a smartphone with a RFID tag as a handheld de-
vice that can connect to GSM or another wireless phone
network. Such device has embedded or attached a RFID
chip with some identification information programmed on
it. Apart from the cellphone antenna used to connect to
the wireless network operator, the device also contains
a RF antenna to allow for communication with the RFID
reader. When the smartphone with the RFID tag and the
RFID reader are within range they can communicate; the
RFID tag information is sent to the reader and the reader
can write some information back to the smartphone’s
RFID tag. A second example from that white paper is a
smartphone with RFID reader as a handheld device that
can connect to the wireless phone network. It contains a
RFID reader that can collect data from various RFID tags.
Such smartphone should also include a RF antenna.
[0004] One of the application concerns the collection
of real-time information like location information about a
position or status to some centre. Such location based
application competes with GPS while being quite differ-
ent in a technical point of view. RFID’s can give relative
position in contrast to GPS that provides absolute posi-
tion. With RFID, the reader has to be relatively close to

the tags hence users have to be conscious of the tagged
object. And location based applications using RFID tech-
nology limits the accessibility of a network on the physical
tagging of spaces and objects. If the tag is lost or removed
the accessibility to this location’s services is lost.
[0005] In WO 2005008575 is described a reader de-
vice for RFID transponders, which implements enhanced
RFID transponder functionality. In particular, such reader
device is capable to serve as a RFID transponder. It com-
prises a reader logic unit, a radio/high frequency (RF/HF)
interface and an antenna. The reader device is adapted
to communicate with RFID transponders in a reader op-
eration mode. The reader device comprises additionally
a transponder logic unit connected to the reader device
in particular to the RF/HF interface such that the reader
device acts as a RFID transponder in a transponder op-
eration mode. Such reader device can be attached, con-
nected, implemented and/or embedded in electronic de-
vice particularly portable electronic devices. In
JP2005157787 is described a radio tag search report
system consisting of a mobile terminal device and a radio
tag search report program that ensures that a user of the
mobile terminal device can purchase merchandise or the
like advertised by such advertising media as hanging
posters. The use of such radio tag search report system
allows the following configuration: from an advertising
RFID tag attached to a hanging poster, advertising infor-
mation is recorded into the tag information table of a cel-
lular phone as an entry upon an instruction of the user
of the cellular phone via an RFID tag reader attached to
the cellular phone. The RFID tag reader of the cellular
phone periodically searches nearby areas; if it reads mer-
chandise information from the merchandise RFID tag of
a piece of merchandise and if an entry matching this mer-
chandise information has been registered in the tag in-
formation table the cellular phone uses an image or voice
to report to the user that the piece of merchandise exists
nearby.

Summary of the invention

[0006] The object of the present invention is to provide
an easy configurable solution for guaranteeing a control
on different objects labelled using RFID tags.
[0007] This object is achieved in accordance with the
invention by applying a method to control the distance of
an object labelled by a RFID tag from a telecommunica-
tions terminal equipped with a RFID reader and a register
module. The method comprises the preliminary step to
register the RFID tag at the register module. After an
activation of a RFID detection procedure e.g. by the user
of that telecommunications terminal, the further step of
that method is applied consisting on the measure at re-
peated time using the RFID reader of the signal strength
transmitted via the RFID link between the tag and the
RFID reader. An alarm signal is automatically initiated in
case that measured signal strength is below a predefined
threshold value.
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[0008] In an advantageous embodiment of the inven-
tion different objects are labelled each by a specific RFID
tag registered at the register module of the telecommu-
nications terminal. In that case, after the RFID procedure
is activated then is measured the signal strength of the
different RFID links to the different RFID tags. An alarm
signal is then initiated after measuring the first signal
strength being below the predefined threshold value. In
an alternative embodiment according to the invention,
the telecommunications terminal is blocked rendering
any further use of that telecommunications terminal im-
possible in the case the signal strength from more than
a single RFID link is below the predefined threshold val-
ue. It is conceivable in that case when the mobile phone
is blocked that an alarm is sent to a provider. Such an
alarm may be identified by the provider to the situation
that at least two different RFID links between the tele-
communications terminal and two different registered
RFID tags are lost which could correspond to the missing
of the telecommunications terminal.
[0009] In a further embodiment according to the inven-
tion, the RFID tag labelling the object comprises infor-
mation allowing to identify the owner of that object. That
embodiment has the advantage among other things to
enable the setup of a personalized matching between
the telecommunications terminal and one or different ob-
jects of the owner of that telecommunications terminal
while the objects are labelled by RFID tags. With that
personalized matching it is possible for the user of the
telecommunications terminal to keep a control on that
telecommunications terminal and/or the different objects
labelled by the RFID tags registered at the telecommu-
nications terminal.
[0010] The invention further relates to a telecommuni-
cations terminal comprising a RFID reader and a register
module. The telecommunications terminal comprises fur-
thermore a detection module. At first is registered on the
register module from the telecommunications terminal a
RFID tag labelling an object. Afterwards the detection
module at the telecommunications terminal can be acti-
vated for performing a repeated measurement using the
RFID reader of the signal strength transmitted via the
RFID link between the RFID tag and the RFID reader.
The result of such measurement is compared to a pre-
defined threshold value. And in the case the measured
signal strength is below that predefined threshold value,
then the detection module initiates an alarm signal. In
some embodiment according to the invention, such alarm
signal can activate an alarm bell on the telecommunica-
tions terminal possibly together with the display on the
monitor of that telecommunications terminal of some in-
formation like an identification of that object. Such tele-
communications terminal according to the invention can
be advantageously used in the case that more than one
RFID tags are registered at the registered module from
the telecommunications terminal. In that case, the detec-
tion module performs a measurement of signals strength
corresponding to the different RFID links between the

telecommunications terminal and the different RFID tags
labelling different objects. The use of a telecommunica-
tions terminal according to the invention allows to keep
control on that telecommunications terminal and/or the
different labelled objects. This can be advantageously
achieved when the measurement by the detection mod-
ule of the telecommunications terminal of a signal
strength for more than one RFID link below the threshold
value initiates together with the alarm signal the blocking
of the telecommunications terminal. In such a way, when
the owner of the telecommunications terminal loose the
telecommunications terminal e.g. while being stolen, the
telecommunications terminal is then automatically
blocked by the detection module. This is particular ad-
vantage for a telecommunications terminal being a mo-
bile phone since in a blocking state the thief will be unable
to use that telecommunications terminal. The blocking
procedure of the telecommunications terminal can be in-
itiated together with the transmission of an alarm signal
to some provider to which that telecommunications ter-
minal is possibly registered.
[0011] The invention also relates to a computer read-
able medium comprising codes to be executed on a tel-
ecommunications terminal with a RFID reader and a reg-
ister module for storing RFID tag labelling some object.
Such codes comprise codes that when executed activate
a RFID detection procedure using that RFID reader and
the stored RFID tag. The detection procedure is based
on a repeated measurement of the signal strength trans-
mitted via the RFID link between the RFID tag and the
RFID reader. The codes comprises also codes to initiate
an alarm signal in case that measured signal strength is
below a predefined threshold value.
[0012] Advantageous developments of the invention
are described in the dependent claims, the following de-
scription and the drawings.

Description of the drawings

[0013] An exemplary embodiment of the invention will
now be explained further with the reference to the at-
tached drawing in which:

Fig. 1 is a schematic view of a telecommunications
terminal together with an object according to the in-
vention.

Detailed description of preferred embodiments

[0014] In figure 1 is described a telecommunications
terminal according to the invention being preferably but
not exclusively a mobile phone comprises a RFID reader
and a register module for registering RFID tag labelling
an object in the present case an umbrella. Such RFID
tag can be attached to the umbrella by the owner of the
umbrella. The owner has then to register that RFID on
his mobile phone allowing then to perform a detection
procedure with that mobile phone according to the inven-
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tion of the umbrella. For that, the user has to activate that
detection procedure on his mobile phone. After being ac-
tivated, the mobile phone performs a detection measure-
ment at regular time interval possibly defined by the user
himself. The choice of the time interval could be defined
according to the actual use case. For example, in some
other overcrowd surrounding it may be preferable to de-
fine a very short time interval of e.g. less than 1 minute.
In contrast, in a more peaceful surrounding, the time in-
terval could be set to more than few minutes which may
be less power consuming.
[0015] Since nowadays every telecommunications ter-
minal comprises a keyboard, it may be easy for the user
to register that RFID tag and any new RFID tags on that
telecommunications terminal. After the user activates the
detection procedure at the telecommunications terminal
- here the mobile device - then the RFID reader of the
telecommunications terminal set up RF link with the RFID
tag of the umbrella. The detection module on the tele-
communications terminal measures the signal strength
of that RFID link. Such signal strength is directly propor-
tional to the distance between the telecommunications
terminal and the umbrella and comes from the induction
field of the RFID link. Such induction field can have a
typical range of 3 to 10 metres while in some embodi-
ments the user could fixed himself starting at which range
an alarm signal has to be initiate by the telecommunica-
tions terminal. Accordingly, such a choice will define the
predefined threshold radio at which the alarm signal has
to be initiated.
[0016] At the moment the umbrella starts to be in a
range beyond the predefined tolerable range an alarm
signal is initiated on the telecommunications terminal.
Such alarm signal could be a ringing at the telecommu-
nications terminal possibly together with some informa-
tion displayed on the telecommunications terminal like
the identification of the object corresponding to the RFID
tag beyond the tolerable range in the present case the
umbrella. Such implementation of the invention would
advantageously help the user to realize e.g. that he is
missing his umbrella.
[0017] In a further implementation of the invention, the
detection procedure could be used for different RFID tags
labelling different objects. In that case, the measurement
could be performed almost simultaneously or in some
alternative way i.e. one after the other between the dif-
ferent RFID tags. And in the case the signal range of at
least more than one RFID link fall below the predefined
threshold, a different alarm signal could be initiated which
could comprising possibly but not exclusively an auto-
matic blocking of the telecommunications terminal. In-
deed, such situation could correspond to the loss from
the user of his telecommunications terminal possibly due
to some theft. In such a way, the thief of the telecommu-
nications terminal would be unable to use that telecom-
munications terminal and possibly help to determine the
initial owner of that telecommunications terminal. Option-
ally, the different RFID tags labelling the objects owned

by the owner of the telecommunications terminal could
comprise personal information of that owner. This could
help in the case the object is really lost i.e. allowing for
example a third person with a different RFID reader to
identify the owner of that umbrella e.g. by name and pos-
sibly also by address or email.
[0018] It is possible that the alarm signal initiates dif-
ferent kinds of alarms like a ringing or sending some mes-
sage and/or SMS. The use of an embodiment according
the invention has the great advantage that an RFID link
can be set up between the RFID reader of the telecom-
munications terminal and a RFID tag without requiring
some direct contact neither optical nor electrical since
the RF signal penetrates through different kinds of ma-
terial like fabric (textile) e.g. clothes or wood, leather.
RFID tags are very cheap allowing a full range of appli-
cations.

Claims

1. A method to control the distance of an object labelled
by a Radio Frequency IDentity [RFID] tag from a tel-
ecommunications terminal equipped with a RFID
reader and a register module, the method comprises
the steps

• to register the RFID tag at the register module;
while being characterized by the step
• to activate a RFID detection procedure com-
prising the step to measure repeatedly with the
RFID reader the signal strength transmitted via
the RFID link between the tag and the RFID
reader while initiating an alarm signal in case
that measured signal strength is below a prede-
fined threshold value.

2. The method according to claim 1 whereby different
objects are labelled each by a specific RFID tag reg-
istered at register module of the telecommunications
terminal while when the RFID procedure is activated
then is measured the signal strength of the different
RFID links to the different RFID tags.

3. The method according to claim 2 whereby when the
signal strength from more than one RFID link is below
the predefined threshold value then the telecommu-
nications terminal is blocked.

4. The method according to claim 3 whereby the tele-
communications terminal is a mobile phone while
when blocked an alarm is sent to a provider.

5. The method according to claim 1 whereby the RFID
tag comprises information allowing to identify the
owner of the object labelled with that RFID tag.

6. A telecommunications terminal comprises a Radio
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Frequency IDentity [RFID] reader and a register
module for registering a RFID tag labelling an object
while the telecommunications terminal is character-
ized in that it comprises a detection module for per-
forming a repeated measurement after being acti-
vated with the RFID reader of the signal strength
transmitted via the RFID link between the RFID tag
and the RFID reader while the detection module in-
itiates an alarm signal in case that measured signal
strength is below a predefined threshold value.

7. The telecommunications terminal according to claim
6 wherein at the register module are registered dif-
ferent RFID tags labelling each an object while the
detection module after being activated performs re-
peated measurement of the signal strength transmit-
ted via the different RFID links between the RFID-
tags and the RFID reader.

8. The telecommunications terminal according to claim
7 wherein the measurement by the detection module
of the telecommunications terminal of signal
strengths for more than one RFID link below the
threshold value blocks that telecommunications ter-
minal.

9. The telecommunications terminal according to claim
8 wherein it is a mobile phone while when blocked
an alarm is sent to a provider.

10. A computer readable medium comprising codes to
be executed on a telecommunications terminal with
a Radio Frequency IDtentity [RFID] reader and a reg-
ister module to store RFID tag labelling some object,
while the codes are characterized in that some
codes when executed activate a RFID detection pro-
cedure using that RFID reader and the stored RFID
tag, that detection procedure being based on a re-
peated measurement of the signal strength transmit-
ted via the RFID link between the RFID tag and the
RFID reader while an alarm signal is initiated in case
that measured signal strength is below a predefined
threshold value.
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