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Description
FIELD OF THE INVENTION

[0001] Aspects of this invention relates to building trust
in software code before installing or executing it.

BACKGROUND OF THE INVENTION

[0002] Although users and operating systems may
work hard to preventit, personal computers can become
hotbeds of malicious software. So-called malware (e.g.,
worms, trojans, downloads, etc.) can attack a computer,
delete files, steal personal information, propagate itself
to a user’s contacts, and generally make life difficult for
the unsuspecting user. When a computer becomes in-
fected with malware, user productivity decreases due to
the loss of work product, the loss of computer perform-
ance, and the time spent trying to clean up the mess.
Such productivity losses cost individuals and businesses
great deals of time and money every year.

[0003] FIG. 2 depicts a variety of software entry points
for a computer 209. Each entry point presents a possible
channel for malware and other undesirable software to
be copied or installed onto computer 209. The term mal-
ware is used to mean intentionally malicious software,
and can include computer viruses (e.g., worms, Trojan
horses), keystroke loggers, adware, spyware, and other
programs that may have nefarious purposes running
counter to the interests of the user or corporation to whom
computer 209 belongs.

[0004] Notall undesirable software is necessarily mal-
ware. Such software may have no nefarious purpose,
but may have side effects which are undesirable. For
example, some corporations do not allow their employ-
ees to use instant messaging software, due to the dis-
traction that such programs can create. Parents and oth-
er organizations may find that peer-to-peer file swapping
networks are inappropriate on their computer, perhaps
due to the likelihood of catching a computer virus from a
download. Otherreasons why otherwise benevolent soft-
ware may be considered undesirable include excessive
file size, excessive network traffic, system incompatibil-
ity, age-inappropriate material, or the program may just
be plain annoying.

[0005] Returning to FIG. 2, there are many entry points
in through which executable code can be downloaded,
copied, or otherwise installed onto computer 209. Per-
haps the most prevalent source of malware and other
undesirable software is the Internet 201, whether unfil-
tered, or partially filtered by a firewall 202. Executable
code can be downloaded intentionally or unintentionally
via web browsers, email programs, file swapping net-
works, instant message programs, Internet Relay Chat
(IRC), and other programs which connect to the Internet.
Usually, users initiate the download of malware from the
Internet unintentionally (other undesirable software may
be intentionally downloaded), although some malware
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can be injected onto computer 209 by a hacker or by
another computer via existing software vulnerabilities on
computer 209.

[0006] Another software entry point for computer 209
sitting on a network is second computer 203, which may
be connected directly or indirectly via a LAN connection.
A user may initiate a file copy from a second computer
203, or second computer 203 may automatically copy a
file over to computer 209. Second computer 203 may be
a server or any other compromised computing device
connected by a network. Users are more likely to trust
executable code which comes from within their own net-
work, a potential vulnerability which has been exploited
by some malware.

[0007] Additional sources of malware and other unde-
sirable software may include personal digital assistant
204 or other synching devices, such as music players or
cellular phones (not shown). Also, portable memory de-
vices such as USB drive 205, or an external hard drive
(not shown), may be a source of software. Conventional
sources of software, such as a DvD ROM 206, CD
ROMs, floppy diskettes, and so forth may also contain
undesirable code. Ultimately, even a user 210 with
enough experience could enter malicious or undesirable
code directly into computer 210, without ever copying a
single file. Such a user 210 could type in a script, for
example, and execute it to track all keystrokes or credit
card numbers used on computer 209.

[0008] The spectrum of personal computers users can
be divided into three categories, based on the attention
each pays to computer security. At one end are the ex-
tremely diligent users. These are the users who run fire-
walls and anti-virus programs, apply patches promptly,
check the digital certificates of downloads, and research
all software before installing it. At the other end are the
carefree users. These are the users who install anything
and everything, swap files on untrusted networks, ignore
security messages, and whose machines are a veritable
menagerie of software, both beneficial and malicious.
[0009] Inbetween these extremes, there is the largest
group of users overall. These conscientious users would
like to keep their computers secure, but either don’t have
the time to commit to researching new software or mal-
ware, or don’t understand enough about the implications
of each installation decision. Despite these users’ good
intentions, they can easily be tricked into installing mal-
ware, sometimes without their knowledge. Even users
who avoid the known malware tricks can’t avoid some
software due to the rapid evolution of malware. Once
infected, these users have a difficult time finding and re-
moving all vestiges of malicious software.

[0010] Ultimately, conscientious users of personal
computers need new methods and systems for defending
their computers against malware. They need to be able
to make reliable decisions aboutinstalling new programs
without having to waste a lot of time researching each
publisher and application. They need a way to reliably
keep their computers in the known good state the ma-
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chine was probably in when it left the computer factory.
They need to be able to avoid the trickery employed by
makers of malware, and/or other problems with software,
without having to become software experts. For a solu-
tion to the problem of malware and other undesirable
software to be effective, it must be able to protect com-
puter 110 from software arriving through most if not all
of the entry points described above.

[0011] EP 1 457 885 A2 discloses a computer imple-
mented method for authorizing a file containing compu-
ter-executable code, the method comprising establishing
an authorization policy, determining a content-depend-
entidentifier for the file, searching for evidence about the
file, wherein searching comprises a search based on the
content dependentidentifier, determining whether the file
is authorized using the authorization policy. WO
98/21683 A2 also discloses such a computer-implement-
ed method.

SUMMARY OF THE INVENTION

[0012] The presentinvention provides a computer-im-
plemented method and system for authorizing a first file
containing computer-executable code according to inde-
pendent claims 1 and 5. The dependent claims relate to
special embodiments thereof.

[0013] The following presents a simplified summary in
order to provide a basic understanding of some aspects
of the invention. The summary is not an extensive over-
view of the invention. It is neither intended to identify key
or critical elements of the invention nor to delineate the
scope of the invention. The following summary merely
presents some concepts of the invention in a simplified
form as a prelude to the more detailed description below.
[0014] A first aspect of the invention provides for au-
thorization of a file containing computer-executable
code. An authorization policy may be established, which
may include an evaluation of one or more content ratings
of the file, source and publisher information for the file,
and/or other pieces of evidence. Content ratings may be
sought by, for example, creating a cryptographic hash of
the file and querying ratings services based on the hash.
In addition to hashes of the file, one or a combination of
identifiers may be used for an file (e.g. public key, appli-
cation name, etc.).

[0015] A second aspect of the invention allows for pro-
viding a rating of a file. A rating request is received which
may include a cryptographic hash of the file, other iden-
tifier, or a combination of identifiers. The hash may be
used as a search key for a content rating search. A reply
may be generated based on any found content ratings.
The reply may also include source and/or publisher rat-
ings as well.

[0016] These and other aspects of the present inven-
tion will be discussed below in Detailed Description of
lllustrative Embodiments in connection with the figures.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0017] A more complete understanding of the present
invention and the advantages thereof may be acquired
by referring to the following description in consideration
of the accompanying drawings, in which like reference
numbers indicate like features, and wherein:

FIG. 1 is a functional block diagram of an operating
environment that may be used for one or more as-
pects of an illustrative embodiment of the invention;
FIG. 2 depicts a variety of software entry points pro-
vided by an illustrative embodiment of the invention;
FIG. 3 depicts the use of a cryptographic hash to
create content-specific identifiers provided by an il-
lustrative embodiment of the invention;

FIG. 4 depicts a tiered approach to excluding unde-
sirable software provided by an illustrative embodi-
ment of the invention;

FIG. 5 depicts the use of software rating services
provided by an illustrative embodiment of the inven-
tion;

FIG. 6 is a flowchart showing a method for authoriz-
ing a file provided by an illustrative embodiment of
the invention;

FIG.7is aflowchart showing a method for evaluating
file authorization using a policy provided by an illus-
trative embodiment of the invention;

FIG. 8 depicts a sample authorization dialog includ-
ing third party ratings provided by an illustrative em-
bodiment of the invention; and

FIG. 9 is a flowchart showing a method for providing
a rating for a file as provided by an illustrative em-
bodiment of the invention.

DETAILED DESCRIPTION OF ILLUSTRATIVE EM-
BODIMENTS

[0018] Inthe following description of variousillustrative
embodiments, reference is made to the accompanying
drawings, which form a part hereof, and in which are
shown by way of illustration various embodiments in
which the invention may be practiced. Although certain
items in the following description are said to connect or
be connected to each other, it should be understood that
these items may be either directly orindirectly connected.

lllustrative Operating Environment

[0019] FIG. 1illustrates an example of a suitable com-
puting system environment 100 in which aspects of the
invention may be implemented. Computing system en-
vironment 100 is only one example of a suitable comput-
ing environment and is not intended to suggest any lim-
itation as to the scope of use or functionality of the inven-
tion. Neither should computing system environment 100
be interpreted as having any dependency or requirement
relating to any one or combination of components illus-
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trated in illustrative computing system environment 100.
[0020] Theinvention is operational with numerous oth-
er general purpose or special purpose computing system
environments or configurations. Examples of well known
computing systems, environments, and/or configura-
tions that may be suitable for use with the invention in-
clude, but are not limited to, personal computers (PCs);
server computers; hand-held and other portable devices
such as personal digital assistants (PDAs), tablet PCs or
laptop PCs; multiprocessor systems; microprocessor-
based systems; set top boxes; programmable consumer
electronics; network PCs; minicomputers; mainframe
computers; distributed computing environments that in-
clude any of the above systems or devices; and the like.
[0021] Aspects of the invention may be described in
the general context of computer-executable instructions,
such as program modules, being executed by a compu-
ter. Generally, program modules include routines, pro-
grams, objects, components, data structures, etc. that
perform particular tasks or implement particular abstract
data types. The invention may also be operational with
distributed computing environments where tasks are per-
formed by remote processing devices that are linked
through a communications network. In a distributed com-
puting environment, program modules may be located in
both local and remote computer storage media including
memory storage devices.

[0022] With reference to FIG. 1, illustrative computing
system environment 100 includes a general purpose
computing device in the form of a computer 110. Com-
ponents of computer 110 may include, but are not limited
to, a processing unit 120, a system memory 130, and a
system bus 121 that couples various system components
including system memory 130 to processing unit 120.
System bus 121 may be any of several types of bus struc-
tures including a memory bus or memory controller, a
peripheral bus, and a local bus using any of a variety of
bus architectures. By way of example, and not limitation,
such architectures include Industry Standard Architec-
ture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, Advanced Graphics Port
(AGP) bus, and Peripheral Component Interconnect
(PCI) bus, also known as Mezzanine bus.

[0023] Computer 110 typically includes a variety of
computer-readable media. Computer readable media
can be any available media that can be accessed by com-
puter 110 such as volatile, nonvolatile, removable, and
non-removable media. By way of example, and not lim-
itation, computer-readable media may include computer
storage media and communication media. Computer
storage media may include volatile, nonvolatile, remov-
able, and non-removable media implemented in any
method or technology for storage of information such as
computer-readable instructions, data structures, pro-
gram modules or other data. Computer storage media
includes, but is not limited to, random-access memory
(RAM), read-only memory (ROM), electrically-erasable
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programmable ROM (EEPROM), flash memory or other
memory technology, compact-disc ROM (CD-ROM), dig-
ital video disc (DVD) or other optical disk storage, mag-
netic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium
which can be used to store the desired information and
which can accessed by computer 110. Communication
media typically embodies computer-readable instruc-
tions, data structures, program modules or other data in
a modulated data signal such as a carrier wave or other
transport mechanism and includes any information de-
livery media. The term "modulated data signal" means a
signal that has one or more of its characteristics set or
changed in such a manner as to encode information in
the signal. By way of example, and not limitation, com-
munication media includes wired media such as a wired
network or direct-wired connection, and wireless media
such as acoustic, radio frequency (RF) (e.g., BLUE-
TOOTH, WiFi, UWB), optical (e.g., infrared) and other
wireless media. Any single computer-readable medium,
as well as any combinations of multiple computer-read-
able media are intended to be included within the scope
of the term computer-readable medium.

[0024] System memory 130 includes computer stor-
age media in the form of volatile and/or nonvolatile mem-
ory such as ROM 131 and RAM 132. A basic input/output
system (BIOS) 133, containing the basic routines that
help to transfer information between elements within
computer 110, such as during start-up, is typically stored
in ROM 131. RAM 132 typically contains data and/or pro-
gram modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By
way of example, and not limitation, FIG. 1 illustrates soft-
ware in the form of computer-executable instructions in-
cluding operating system 134, application programs 135,
other program modules 136, and program data 137.
[0025] Computer 110 may also include other computer
storage media. By way of example only, FIG. 1 illustrates
a hard disk drive 141 that reads from or writes to non-
removable, nonvolatile magnetic media, a magnetic disk
drive 151 that reads from or writes to a removable, non-
volatile magnetic disk 152, and an optical disk drive 155
that reads from or writes to a removable, nonvolatile op-
tical disk 156 such as a CD-ROM, DVD, or other optical
media. Other computer storage media that can be used
in the illustrative operating environment include, but are
not limited to, magnetic tape cassettes, flash memory
cards, digital video tape, solid state RAM, solid state
ROM, and the like. Hard disk drive 141 is typically con-
nected to system bus 121 through a non-removable
memory interface such as aninterface 140, and magnetic
disk drive 151 and optical disk drive 155 are typically
connected to system bus 121 by a removable memory
interface, such as an interface 150.

[0026] The drives and their associated computer stor-
age media discussed above and illustrated in FIG. 1 pro-
vide storage of computer-readable instructions, data
structures, program modules and other data for computer
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110. In FIG. 1, for example, hard disk drive 141 is illus-
trated as storing an operating system 144, application
programs 145, other program modules 146, and program
data 147. Note that these components can either be the
same as or different from operating system 134, appli-
cation programs 135, other program modules 136, and
program data 137, respectively. Operating system 144,
application programs 145, other program modules 146,
and program data 147 are assigned different reference
numbers in FIG. 1 to illustrate that they may be different
copies. A user may enter commands and information into
computer 110 through input devices such as a keyboard
162 and pointing device 161, commonly referred to as a
mouse, trackball or touch pad. Such pointing devices
may provide pressure information, providing not only a
location of input, but also the pressure exerted while click-
ing or touching the device. Other input devices (not
shown) may include a microphone, joystick, game pad,
satellite dish, scanner, or the like. These and other input
devices are often coupled to processing unit 120 through
a user input interface 160 that is coupled to system bus
121, but may be connected by other interface and bus
structures, such as a parallel port, game port, universal
serial bus (USB), or IEEE 1394 serial bus (FIREWIRE).
A monitor 184 or other type of display device is also cou-
pled to the system bus 121 via an interface, such as a
video adapter 183. Video adapter 183 may have ad-
vanced 2D or 3D graphics capabilities, in addition to its
own specialized processor and memory.

[0027] Computer 110 may also include a digitizer 185
to allow a user to provide input using a stylus 186. Digi-
tizer 185 may either be integrated into monitor 184 or
another display device, or be part of a separate device,
such as a digitizer pad. Computer 110 may also include
other peripheral output devices such as speakers 189
and a printer 188, which may be connected through an
output peripheral interface 187.

[0028] Computer 110 may operate in a networked en-
vironment using logical connections to one or more re-
mote computers, such as a remote computer 180. Re-
mote computer 180 may be a personal computer, a serv-
er, arouter, anetwork PC, a peerdevice or othercommon
network node, and typically includes many or all of the
elements described above relative to computer 110, al-
though only a memory storage device 181 has been il-
lustrated in FIG. 1. The logical connections depicted in
FIG. 1include a local area network (LAN) 171 and awide
area network (WAN) 173, but may also or alternatively
include other networks, such as the Internet. Such net-
working environments are commonplace in homes, of-
fices, enterprise-wide computer networks, intranets and
the Internet.

[0029] When used in a LAN networking environment,
computer 110 is coupled to the LAN 171 through a net-
work interface or adapter 170. When used in a WAN net-
working environment, computer 110 may include a mo-
dem 172 or another device for establishing communica-
tions over WAN 173, such as the Internet. Modem 172,
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which may be internal or external, may be connected to
system bus 121 via user input interface 160 or another
appropriate mechanism. In a networked environment,
program modules depicted relative to computer 110, or
portions thereof, may be stored remotely such as in re-
mote storage device 181. By way of example, and not
limitation, FIG. 1 illustrates remote application programs
182 as residing on memory device 181. It will be appre-
ciated that the network connections shown are illustrative
and other means of establishing a communications link
between the computers may be used.

Application Identity

[0030] Accurate recognition of computer-executable
code allows software to be properly identified, independ-
ent of flename. Computer-executable code on computer
110 is virtually always stored in conventional computer
files, whether stored on hard disk-drive 141 or in another
form of memory. Each file may be provided a filename,
one which is typically readable and provides some guid-
ance as to the contents of the file. However, filenames
can be easily changed and are not a reliable way of iden-
tifying the executable code stored within the file. Even
the same file having the same filename can have updates
and revisions, such that the content of the same-named
file (e.g., winword.exe) may contain entirely different
pieces of executable code. Moreover, the code within
familiar applications can be digitally modified and com-
promised, injecting malicious code directly into the un-
derlying program.

[0031] Using a hash of the contents of a file offers a
more reliable, content-specific way of identifying a file.
Other ways of more reliably identifying a file may include
using a filename, a file size, an associated public key, or
some combination thereof. Cryptographic hashes are
one content-specific tool well known among computer
security professionals. They are frequently used to create
digital signatures, used in assuring that messages and
files are truly coming from their purported source. Cryp-
tographic hashes essentially are digital fingerprints and
may be based on the contents of a file. The flename may
be ignored. Although a hacker can easily mimic a filena-
me, it is effectively impossible to mimic the content of the
file with a modified version and be able to maintain the
same cryptographic hash.

[0032] FIG. 3 depicts the use of a cryptographic hash
to create content-specific identifiers provided by an illus-
trative embodiment of the invention. The hash utilized
may be the product of any well-known hash function, such
as SHA-1 or MD-5, or may be the product of any effec-
tively unique content-specific hash function. These hash
functions take a message, the digital content of a file,
and run it through a standardized mathematical function
to create a digest, or digital fingerprint, which may be a
128-bit, 160-bit, or any other sized chunk of data. Small
changes in the message create radically different di-
gests, and the digest provides no useful information
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about the content of the file, other than its identity. Two
files having exactly the same content (having no other
data appended) will produce exactly the same digest.
The likelihood of two different files having exactly the
same digest is infinitesimally small, so as to create an
effectively unique content-dependent identifier. The
process and product of creating unique digests for files
containing executable code may be referred to herein as
application identity.

[0033] In the illustrative embodiment shown in FIG. 3,
message 301 is the file, "GoodFile.exe," having a certain
size and content. The digital content of the file includes
executable code, code which is believed to be benevo-
lent. Running the content of the file through hash function
305 produces digest 311 having 128 bits. Counterfeit
message 302 is a file called, "GoodFile.exe," but we are
not certain that it is the same file. First of all, counterfeit
message 302 has a different size, which is an easy indi-
cation that its contents are not the same as message
301. When the contents of counterfeit message 302 are
run through the same hash function 305, it produces a
completely different digest 302. Because of this differ-
ence in digests, we can now be assured that counterfeit
message 302 does not contain the same content as mes-
sage 301. Counterfeit message 303 presents a bigger
challenge. This file has the same filename, and exactly
the same size in bytes. It even looks very much like the
same code as inside message 301. However, malicious
code segment 320 has been injected into the file, replac-
ing some code so that the file size is the same. Running
the file through the same hash function 305, however,
produces a different digest 313. Again, because of this
difference in the digests, we are assured that counterfeit
message 303 is not the same "GoodFile.exe" as mes-
sage 301.

[0034] Such hash functions may be computed for all
computer files known to contain benevolent executable
code. This list of digests is referred to herein as an allow
list. Likewise, hash functions may be computed for all
files known to contain malicious executable code, re-
ferred to herein as an exclude list. These lists may not
justinclude known applications, butmay also include files
containing dynamically linked code, documents contain-
ing scripts, and any other file containing potentially un-
desirable instructions for a computer. Having an allow
list and an exclude list of digests of known executable
code enables a computer to generate a digest for a file
recently downloaded or copied, and compare it to the
catalog of known digests. In this way, counterfeit appli-
cations and known bad code can be excluded from ex-
ecution without having to analyze the instructions con-
tained within the file line by line, or relying on other evi-
dence.

[0035] Just having a list of known digests may not be
enough to exclude all bad code from being installed or
executed on a computer. There are literally millions of
files containing executable code residing on Internet
servers and CD ROMs around the world. New executable
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code, both good and bad, is being written every day.
Maintaining a list of known digests is a starting point, but
additional evidence may be needed to judge whether ex-
ecutable code downloaded or otherwise installed on a
computer is undesirable.

[0036] Such additional evidence may include the loca-
tion from which the software was downloaded, such as
a network address or portion thereof (e.g. internet proto-
col (IP) address or portion of an IP address) and/or a
domain or portion of a domain (e.g., malware.com). Ev-
idence may also include the public key for any digitally
signed code, either downloaded or copied. Each piece
of evidence about the source of the code may also be
compared against various allow lists and/or exclude lists,
for IP addresses (or portions of IP addresses) known to
be good or bad, domains (or portions of domains) known
to be good or bad, and/or certificate signers known to be
good or bad. Although not as reliable as evaluating the
file itself, examining the source and signature of execut-
able code may provide further evidence as to whether or
not the code should be run, downloaded, or copied. Ad-
ditionally, combinations of evidence respective to a file
identifier (or identifiers) can serve to provide a stronger
form of evidence.

[0037] Ultimately, individual computer users may de-
velop policies for themselves based on application iden-
tity, source, and signature, as well as other evidence.
They may configure their computers to automatically ex-
clude some files and automatically install other files.
Those files which miss certain thresholds may require a
dialog be shown to the user asking him or her to decide
whether they trust the installation. Hopefully, however,
such dialogs will be minimal, so as to not annoy the user
and lose all effectiveness. More on such trust policies is
set forth below.

[0038] FIG. 4 depicts an example of a tiered approach
to excluding undesirable software from computer 110
provided by an illustrative embodiment of the invention.
Corporate computer user 405 is using computer 110,
which is connected to the Internet 403, via a corporate
server 401 and via an Internet Service Provider (ISP)
402. The connections shown are merely representative,
as other computers, routers, network appliances, mo-
dems, etc., may be connected in between the devices
shown. Each device 402, 401, 110 has software 412,
411,410 with exclusion policiesimplemented, each using
evidence about software entering from the Internet 403.
Each may use application identity, as described above,
to create digests which are then compared to various
allow lists and exclude lists. Software 412, 411, 410 on
each device may also use evidence about the source
and public key of each piece of incoming software, again
using allow lists and exclude lists that may include asso-
ciated evidence to selectively allow or exclude files. Dif-
ferent policies may be enacted at different levels in order
to allow for various considerations, such as frequency of
updates, processing power, and so forth.

[0039] Files A-E have each either been requested by
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or sent to computer 110, either as attachments to email,
or as Internet downloads of one sort or another. At the
ISP 402, software installed on one or more servers may
be checking for particular files among all the Internet traf-
fic that is delivered to their customers. This software may
perform hashes on all files, and evaluate source IP ad-
dresses or portion of IP address, public key, and do-
mains. Given the volume of traffic handled by ISP 402,
however, it may only evaluate IP addresses and do-
mains. The computational requirements for building di-
gests for every incoming file may be too great for ISP
402 to handle, so other forms of evidence may be utilized
in combination with other file identifiers. In addition, the
delay caused by such computations may be undesirable
for end user 405, especially for downloads specifically
requested by the user. Even with a cursory search, ISP
402 may be able to exclude file B, knowing that everything
that comes from a particular IP address is always mali-
cious. Any file filtering that takes place at the ISP level
is likely only the most optimistic, allowing most files, ex-
cluding only those files for which the evidence is over-
whelming against allowing them. This may include, for
example, email worms and Trojan horses.

[0040] Once files A and C-E are received by corporate
server401,they may again be evaluated based on digest,
source, and/or public key. At this level, the computational
requirements may allow for hash calculations, and the
files may be compared against various allow lists and/or
exclude lists that may include additional forms of evi-
dence. Corporate server 401 may exclude not only
known bad files, but may also exclude certain files for
corporate policy reasons. For example, using application
identity, corporate server 401 may, as a rule, exclude
Internet chat programs or instant message programs. In
this manner, corporate server 401 prevents user 405
from downloading a banned file in the first place, let alone
installing it. In addition, at the corporate level, applica-
tions which do not appear on either an allow list or an
exclude list may be passed on to the user. Here, file A
may be excluded for policy reasons, perhaps because it
is agame. Andfile D is not recognized on any of the lists,
and so is allowed to go through.

[0041] Finally, bythetimefiles C and D getto computer
110, they have already been evaluated, if only on a cur-
sory level, by two other layers of protection. Software 410
operating on computer 110 is able to evaluate further
evidence about files C and D. Application C is allowed
to be installed on storage 415 of computer 110, because
its digest appears on an allow list of installable applica-
tions. File D, unrecognized by corporate server 401, may
not appear on any known lists on computer 110. Howev-
er, because the source domain of the address is known
to be suspicious, the policy set up on computer 110 ex-
cludes file D.

Rating Services

[0042] While the setup provided in FIG. 4 may be pre-
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ferred for its multiple levels of protection, computers
which reside in small business, in homes, and in unen-
lightened corporations may not be afforded additional
layers of protection. Software on these machines may
have to do all the work associated with allowing and ex-
cluding files. As such, these computers need sources of
information about files, IP addresses (or portions of IP
addresses), public keys, and domains (or portions of do-
mains) that they can trust.

[0043] FIG. 5 depicts the use of software rating serv-
ices by computer 110 provided by an illustrative embod-
iment of the invention. Computer user 405 would like to
enable software on computer 110 to use allow lists and
exclude lists in order to selectively exclude or allow soft-
ware to be installed or copied onto computer 110. Com-
puter user 405 has just downloaded suspect file 501 "Un-
known.dll" containing executable code. Computer 110
generates digital fingerprint 502 using hash function 305.
In addition, computer 110 collects one or more pieces of
evidence about suspect file 501 in the form of time and
date of download, source IP address (or portion of IP
address) and source domain name (or portion of do-
main). Such additional evidence may include information
about a public key for suspect file 501. In the case of files
copied to computer 110 from another device not on the
Internet, less information about the source may be avail-
able.

[0044] Computer user 405, when installing software to
filter executable code, may have selected a rating service
from among the universe of ratings services 510, 511,
512 available via a network such as an intranet or the
Internet. Alternatively, the software may have been in-
stalled by the original equipment manufacturer (OEM)
before computer 110 was shipped from the factory. In
either case, a rating service may have been pre-selected
for or by the user.

[0045] Aratingservice is a provider of trust recommen-
dations for individual software files and/or software
sources. A rating service may provide complete allow
lists and/or exclude lists to computer 110. Alternatively,
computer 110 may query a rating service, providing iden-
tifiers and a body of evidence about a file, and getting a
reply from the rating service with a recommendation. In
either case, the user, the OEM, or a corporate IT depart-
ment has chosen a rating service because they trust that
the owner of the rating service will make accurate and
trustworthy selections.

[0046] Rating services may be created and maintained
by connectivity providers 510, software or hardware ven-
dors 511, or third party providers 512 (to which computer
110 has no relationship). Connectivity providers 510 of
rating services may include the corporate IT department
for the corporation to which computer 110 belongs, an
Internet Service Provider who provides Internet connec-
tivity, or a vendor of network software such as a firewall
vendor. Software or hardware vendors 511 may be pro-
viders of rating services based on their existing relation-
ship to computer 110. An operating system (OS) vendor
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may provide software to filter files with the operating sys-
tem, and may pre-populate computer 110 with allow lists
and/or exclude lists. In addition, the OS vendor (e.g., Mi-
crosoft, Red Hat, Apple) may provide updates to the lists,
as well as handle rating service queries. Likewise, an
OEM vendor (e.g., Dell, Toshiba) may provide such soft-
ware and also provide the rating service. Finally, the soft-
ware to filter files may be packaged separately, and the
vendor selling it may provide a rating service. In each
case, an organization with which computer 110 should
have a prior trust relationship may take on the duty of
providing updated rating services to computer 110.
[0047] Third party providers 512 of rating services may
include online communities and publishers whom user
405 trusts. This may include publishers who already rate
software and products (e.g., CNET, PC Magazine, Con-
sumer Reports, Jack & Jill Magazine), online communi-
ties of interest (e.g., MSDN, Slashdot, churches, profes-
sional societies, etc.), or other trusted information pro-
viders (e.g., Symantec, McAfee). In addition, groups of
users may band together and form their own rating serv-
ice, with white and exclude lists.

[0048] Ratingservices510,511,512provide computer
110 with information about individual files containing ex-
ecutable code and sources of files. This information may
be stored in a database, in a flat file, in a web page, or
other structured storage medium. Files may be indexed
based on a computed hash digest or other identifiers.
When computer 110 queries a rating service, the query
includes a digest of the suspect file (which may be com-
puted by computer 110) or other identifier, possibly ac-
companied by source and public key information. In re-
sponse to the query, the rating service may perform a
search for a recommendation of the file using the digest
received from computer 110 as a search key. Based on
its own information sources (e.g., the feedback or expe-
rience of other users, editorial and/or technical evalua-
tions, etc.), the rating service may provide a recommen-
dation in the form of a content rating in response.
[0049] Arating service may also search a database (or
other structured storage) for the source IP address or a
portion thereof, the domain, or the publisher (from the
certificate), or public key. Based on its own information
sources (e.g., experience with other files from that
source, country of origin, privacy policy, etc.), the rating
service may provide a source rating as an alternative to
(or in addition to) the content rating. It can be expected
that a solid content rating for or against a particular file
will be stronger than a source recommendation, but a
source rating may provide enough information for com-
puter 110 and/or user 405 to decide whether or not to
install or run the file.

[0050] A rating service may be able to provide addi-
tional information about a file that can be used by an
authorization policy in determining whether to install or
run. This may include the following: Is the file recom-
mended? Is the file virus free? Does the file provide a
standardized add/remove option? Does the file overwrite
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system settings like firewall ports or file associations?
Does the file auto-update by default? Does the file use
a privacy guarantee? Is the publisher recommended?
How much risk is associated with the file? Does the file
listen on ports for incoming connections? Will the file
change firewall settings automatically to listen on ports?
Is there an editorial review of the application? Is there
more information on the publisher’s privacy practices?
[0051] One difficulty confronted by rating services is
the constant updating and patching of software which
occurs after a user has installed an application. For ex-
ample, an operating system such as Windows XP™ may
require regular updates and patches to provide new func-
tionality or patch bugs and security holes. Each new
patch would have a new content-dependent identifier,
greatly expanding the size of a database of tracked soft-
ware, perhaps unnecessarily. Rating services may track
a family of related software without tracking individual
updates or patches. For example, a received query may
include not only the identifier of the update, but also the
identifier of the software being updated. In addition, the
received query may include the signed publisher of both
the update or patch, and the underlying software. If both
pieces of software are signed by the same publisher, and
the publisher is trusted, then the update may be provided
a positive rating without actually evaluating it. This may
save a rating service from needing to evaluate every
patch or update.

[0052] FIG. 6 illustrates a method for authorizing a file
using a rating service provided by an illustrative embod-
iment of the invention. When a new file containing exe-
cutable code is detected within computer 110, informa-
tion aboutthe file is stored at step 601, which may include
information about a publisher, a source, a time of down-
load, a file size, and other evidence which may assist in
an installation or application execution decision. At step
602, a computer 110 determines a content-dependent
identifier or identifiers for the file, perhaps using a SHA-
1, MD-5, or similar hash function to produce an effectively
unique content-dependent identifier. At step 603, a query
is assembled to be sent to one or more rating services
in order to get a content rating. The query may include
an XML or HTML segment, including the content-de-
pendent identifier, source and public key information,
download time, and so forth. The information provided in
the query may be meant primarily to confirm the identity
of the suspect file, and hopefully procure the most accu-
rate rating from the one or more rating services. The que-
ry may alternatively take one of many other forms, in-
cluding a pre-determined text or binary query. The rating
service or services may provide evidence about the file
in the form of responses.

[0053] At step 604, computer 110 evaluates the file
againstaninstallation or execution policy. The policy may
have been configured by either the user, the corporate
owner, the hardware vendor, the operating system ven-
dor, or some other related party. The policy may include
a user query in certain instances. If the file is authorized
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using the policy, at decision 605, then the fact of author-
ization will be stored. Storing this authorization may be
important, as executable code may be rechecked to see
if it's authorized when it is actually being fetched to run
or being processed. Because not every piece of execut-
able code entering computer 110 will necessarily be
caught (e.g., where it was entered by a user via the key-
board), code may need to be checked for authorization
each time it runs. Such a check may be installed at a low
level within the computer, such as in the operating sys-
tem. Having such a step would ensure that only pre-au-
thorized code will run. If the authorization policy did not
authorize the file, then at step 607, the file will be quar-
antined. This may mean that it will be deleted or further
inspected for malicious code. Regardless, the file will not
be able to run without more investigation or may only be
able to run in a limited mode without additional forms of
evidence.

[0054] FIG. 7 illustrates a method for evaluating file
authorization using a policy provided by an illustrative
embodiment of the invention. Here, computer 110 has
gathered evidence about a file that has recently been
added. At step 701, computer 110 inspects a first body
of evidence to determine authorization. There may be a
ranking to the evidence. For example, the content rat-
ing(s) at step 702 may first be examined, the publisher
at step 703 may next be examined, and then the source
address at step 704 may be examined. Additional evi-
dence may be used, such as the additional information
provided by the ratings services listed above. At decision
705, each individual piece of evidence or combination of
evidence is evaluated against the policy put in place. If
the first evidence examined is a content-based rating or
multiple ratings, and none of the queried rating services
provided any useful evidence, then additional evidence
may be needed. At decision 710, if there is additional
evidence available which may salvage the program, then
computer 110 may reevaluate the policy. If no more ev-
idence is available, then the file is not authorized at step
709. Back at decision 705, if the file is determined to be
authorized based on the policy, then at step 706, the file
is authorized. If the policy determines that it is not clear
whether or not the file should be authorized, then at step
707, a dialog may be presented to the user providing
information including content ratings for the file in ques-
tion. The user then decides whether to authorize the file
at decision 708.

[0055] Policies may be enacted by an individual user
or may be enacted at the enterprise level to enforce cor-
porate software policies. Policies may also be enacted
by default by the manufacturer of the computer or the
provider of the operating system or file filtering software.
Moreover, users or enterprise managers may sign up for
rating services by visiting multiple rating service web-
sites, or a single website providing access to several dif-
ferent rating services. Configuring policies may require
providing users a complex interface, one which is flexible
enough to provide a hierarchy of complex rules. An ex-
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ample of a configured security policy may look like the
following: (1) Trust all software signed by Microsoft, (2)
Trust all software known and recommended by PC Mag-
azine (no signature necessary), (3) Prompt user for other
signed software, and (4) Reject all other unsigned soft-
ware. Rating conflicts among multiple rating services
(e.g., CNET says a piece of software is good, but Slash-
dot says it's bad) will certainly arise. Reconciling these
conflicts may require configurable policies, such as the
priority system described above. Alternative policies may
include only allowing software which all subscribed rating
services approve, weighting evaluations from particular
rating services or of particular publishers, and so forth.
[0056] FIG. 8 depicts a sample authorization dialog
801 including third party ratings provided by computer
110 according to an illustrative embodiment of the inven-
tion. When a user’s authorization policy calls for it, dialog
801 will ask whether or not they would like a particular
file 803 to be authorized. Hopefully, the use of such a
dialog will be minimal, so as not to annoy the user. Dialog
801 includes information about file 803, rating service
reviews 802 of the program, as well as buttons 804, 805
to authorize or decline the installation. Dialogs similar to
dialog 801 may be used when previously unauthorized
executable code is attempting to execute for the first time,
is being installed on computer 110, or is being transferred
to computer 110. In addition, such dialogs may be used
when executable code attempts to access or modify a
sensitive aspect of computer 110 for the first time, includ-
ing but not limited to changing a browser start page, ac-
cessing a network, writing to a particular registry key, etc.
[0057] FIG.9illustrates a method for providing a rating
for a file as provided by an illustrative embodiment of the
invention. Rating services may use a method similar to
the one illustrated here to provide content and source
ratings. As described above, the rating service will main-
tain a database of ratings. When a user wishes to install
or run a file, computer 110 may issue a query to a rating
service using a predetermined format (e.g., XML or
HTML) which includes an effectively unique content-de-
pendent identifier or identifiers. The query may also in-
clude file source information. At step 901, the rating serv-
ice receives the query and at step 902, searches for a
content rating using the content-dependent identifier or
identifiers as a search key. If arating is found at decision
903, then at step 904, the content rating information is
added to the reply. If, at decision 905, information about
the file source is available, then at step 906, the source
information is added to the reply. At step 907, any addi-
tional information of the sort described above is added
to the reply. And at step 908, the reply is sent back to
computer 110.

[0058] While the invention has been described with re-
spect to specific examples including presently preferred
modes of carrying out the invention, those skilled in the
art will appreciate that there are numerous variations and
permutations of the above described devices and tech-
niques that fall within the scope of the invention as set
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forth in the appended claims. A claim element should not
be interpreted as being in means-plus-function format
unless the phrase "means for", "step for", or "steps for"
is included in that element. Also, numerically-labeled
steps in method claims are for labeling purposes only
and should not be interpreted as requiring a particular

ordering of steps.

Claims

1. A computer-implemented method for authorizing a
first file containing computer-executable code, the
method comprising:

establishing an authorization policy;
determining a first content-dependent identifier
for the first file, wherein the first file is an update
or a patch for a second file;

determining a second content-dependent iden-
tifier of the second file;

searching for evidence about the first file, said
searching for evidence comprising querying one
or more rating services (510,511, 512), wherein
the query includes the first content-dependent
identifier and the second content-dependent
identifier and wherein, when the first file and the
second file are signed by the same publisher
and when the same publisher is trusted, the first
file is provided a positive rating; and
determining whether the first file is authorized
based on the positive rating using the authori-
zation policy.

2. The method of claim 1, wherein the first content-de-
pendent identifier comprises a cryptographic hash
of the contents of the first file.

3. The method of claim 1, further comprising:
evaluating the authorization policy responsive to the
first file being received by a computer.

4. The method of claim 1, further comprising: storing
an authorization of the authorized first file responsive
to a determination that the first file is authorized.

5. A system for authorizing a first file containing com-
puter-executable code, the system comprising:

a storage element, configured to store the first
file and information about the first file; and

a processor coupled to the storage element and
configured

to determine a first content- dependent identifier
for the first file, wherein the first file is an update
or a patch for a second file,

to determine a second content-dependent iden-
tifier of the second file,
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to determine a signed publisher of the first and
second files,

to search for evidence about the first file, said
searching for evidence comprising queryingone
or more rating services (510,511, 512), wherein
the query includes the first content-dependent
identifier and the second content-dependent
identifier and wherein,

when the first file and the second file are signed
by the same publisher and when the same pub-
lisher is trusted, the first file is provided a positive
rating, and

to determine whether the first file is authorized
based on the positive rating and an authorization

policy.

The system of claim 5, wherein the second content-
dependent identifier is a cryptographic hash of the
contents of the second file.

The system of claim 5, wherein the processor is fur-
ther configured to store information about a publisher
of the first file in the storage element, wherein the
publisher is determined based on a public key asso-
ciated with the first file.

Patentanspriiche

Computerimplementiertes Verfahren zum Autorisie-
ren einer ersten Datei, die einen computerausfiihr-
baren Code enthalt, wobei das Verfahren umfasst:

Erstellen einer Autorisierungsrichtlinie;
Bestimmen einer ersten inhaltsabhangigen
Kennung fiir die erste Datei, wobei die erste Da-
tei eine Aktualisierung oder ein Patch fiir eine
zweite Datei ist;

Bestimmen einer zweiten inhaltsabhangigen
Kennung der zweiten Datei;

Suchen nach Belegen uber die erste Datei, wo-
bei das Suchen nach Belegen das Abfragen ei-
nes oder mehrerer Bewertungsdienste (510,
511, 512) umfasst, wobei die Abfrage die erste
inhaltsabhangige Kennung und die zweite in-
haltsabhangige Kennung umfasst und wobei,
wenn die erste Datei und die zweite Datei durch
denselben Herausgeber signiert sind und wenn
derselbe Herausgeber vertrauenswirdig ist, der
ersten Datei eine positive Bewertung erteilt wird;
und

Bestimmen, ob die erste Datei basierend auf der
positiven Bewertung anhand der Autorisie-
rungsrichtlinie autorisiert ist.

2. Verfahren nach Anspruch 1, wobei die erste inhalts-

abhangige Kennung einen kryptografischen Hash
des Inhalts der ersten Datei umfasst.



19 EP 1 862 005 B1 20

Verfahren nach Anspruch 1, ferner umfassend:
Auswerten der Autorisierungsrichtlinie als Reaktion
auf die erste Datei, die durch einen Computer emp-
fangen wird.

Verfahren nach Anspruch 1, ferner umfassend:
Speichern einer Autorisierung der autorisierten ers-
ten Datei als Reaktion auf eine Feststellung, dass
die erste Datei autorisiert ist.

System zum Autorisieren einer ersten Datei, die ei-
nen computerausfiihrbaren Code enthalt, wobei das
System umfasst:

ein Speicherelement, das dazu eingerichtet ist,
die erste Datei und Informationen tber die erste
Datei zu speichern; und

einen Prozessor, der mit dem Speicherelement
gekoppelt und dazu eingerichtet ist, eine erste
inhaltsabhangige Kennung fir die erste Datei
zu bestimmen, wobei die erste Datei eine Aktu-
alisierung oder ein Patch fir eine zweite Datei
ist,

um eine zweite inhaltsabhangige Kennung der
zweiten Datei zu bestimmen,

um einen signierten Herausgeber der ersten
und zweiten Datei zu bestimmen,

um nach Belegen uber die erste Datei zu su-
chen, wobei das Suchen nach Belegen das Ab-
fragen eines oder mehrerer Bewertungsdienste
(510, 511, 512) umfasst, wobei die Abfrage die
erste inhaltsabhangige Kennung und die zweite
inhaltsabhangige Kennung umfasst und wobei,
wenn die erste Datei und die zweite Datei durch
denselben Herausgeber signiert sind und wenn
derselbe Herausgeber vertrauenswiirdig ist, der
ersten Datei eine positive Bewertung erteilt wird,
und

um zu bestimmen, ob die erste Datei basierend
auf der positiven Bewertung und einer Autori-
sierungsrichtlinie autorisiert ist.

System nach Anspruch 5, wobei die zweite inhalts-
abhangige Kennung ein kryptografischer Hash des
Inhalts der zweiten Datei ist.

System nach Anspruch 5, wobei der Prozessor fer-
ner dazu eingerichtet ist, Informationen Uber einen
Herausgeber der ersten Datei im Speicherelement
zu speichern, wobei der Herausgeber basierend auf
einem offentlichen Schlissel bestimmt wird, der mit
der ersten Datei verknipft ist.

Revendications

Procédé mis en ceuvre par ordinateur pour autoriser
un premier fichier contenant un code exécutable par
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ordinateur, le procédé comprenant les étapes con-
sistant a :

établir une politique d’autorisation ;

déterminer un premier identifiant dépendant du
contenu pour le premierfichier, le premier fichier
étant une mise a jour ou un correctif pour un
deuxiéme fichier ;

déterminer un deuxiéme identifiant dépendant
du contenu pour le deuxiéme fichier ;
rechercher des preuves concernant le premier
fichier, ladite recherche de preuves consistant
a interroger un ou plusieurs services de classe-
ment (510, 511, 512), l'interrogation contenant
le premier identifiant dépendant du contenu et
le deuxiéme identifiant dépendant du contenu
et, lorsque le premier fichier et le deuxiéme fi-
chier sont signés par le méme éditeur et que ce
méme éditeur est un éditeur de confiance, le
premier fichier se voyant attribuer un classe-
ment positif ; et

déterminer si le premier fichier est autorisé
d’apres le classement positif a I'aide de la poli-
tique d’autorisation.

Procédé selon larevendication 1, danslequel le pre-
mier identifiant dépendant du contenu contient une
empreinte numérique cryptographique du contenu
du premier fichier.

Procédé selon la revendication 1, comprenant éga-
lement les étapes consistant a :

évaluer la politique d’autorisation en réponse au fait
que le premier fichier a été regu par un ordinateur.

Procédé selon la revendication 1, comprenant éga-
lementI'étape consistanta : stocker une autorisation
du premier fichier autorisé en réponse a une déter-
mination du fait que le premier fichier est autorisé.

Systeme pour autoriser un premier fichier contenant
un code exécutable par ordinateur, le systéme
comprenant :

un élément de stockage, configuré pour stocker
le premier fichier et des informations concernant
le premier fichier ; et

un processeur couplé a I'élément de stockage
et configuré

pour déterminer un premier identifiant dépen-
dant du contenu pour le premier fichier, le pre-
mier fichier étant une mise a jour ou un correctif
pour un deuxiéme fichier,

pour déterminer un deuxiéme identifiant dépen-
dant du contenu pour le deuxieme fichier,

pour déterminer un éditeur signé des premier et
deuxiéme fichiers,

pour rechercher des preuves concernant le pre-
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mier fichier, ladite recherche de preuves consis-
tant a interroger un ou plusieurs services de
classement (510, 511, 512), I'interrogation con-
tenant le premier identifiant dépendant du con-
tenu et le deuxieme identifiant dépendant du 5
contenu et, lorsque le premier fichier et le
deuxiéme fichier sont signés par le méme édi-
teur et que ce méme éditeur est un éditeur de
confiance, le premier fichier se voyant attribuer

un classement positif, et 10
pour déterminer si le premier fichier est autorisé
d’aprés le classement positif et une politique
d’autorisation.

Systeme selon la revendication 5, dans lequel le 75
deuxiéme identifiant dépendant du contenu est une
empreinte numérique cryptographique du contenu

du deuxiéme fichier.

Systeme selon larevendication 5, danslequel le pro- 20
cesseur est également configuré pour stocker des
informations concernant un éditeur du premier fi-
chier dans I'élément de stockage, I'éditeur étant dé-

terminé d’aprés une clé publique associée au pre-
mier fichier. 25
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