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Description

Field of the invention

[0001] The invention relates to information technolo-
gies, and, more particularly, it relates to systems for op-
erational and information support of voting preparation
and implementation procedure and for summarizing the
voting results used for various purposes on territories of
a different extent.

Background of the invention

[0002] It is well known that the voting right is one of
the basic principles of democracy guaranteeing involve-
ment of citizens in a political life at a country level, and
at national, regional and local levels and, therefore, the
procedures used for voting preparation and implemen-
tation should correspond to the principles of democratic
elections and referenda.

[0003] The urgency of automation in the processes of
operational and information support of the activity of or-
ganizational structures and citizens in preparation and
implementation of various elections and referenda is ob-
vious.

[0004] Information and communication technologies
are used more and more in everyday life, and are also
used for involvement of the population in the course of
preparation and implementation of elections and refer-
enda including a rise of people knowledge of the popu-
lation about the legal bases of a daily life and their rights,
measures on strengthening the democratic base of the
voting systems are well grounded.

[0005] According to the Guidelines of the Council of
Europe, when using the operational and informational
technologies for voting support and implementation, the
voters should be provided with a possibility of voting not
only at the polling place of their election district but also
in other places and with other voting capabilities. In ad-
dition, maximum participation of all citizens having the
voting right should be provided with a possibility of par-
ticipation in voting and referenda with an access to elec-
tion process even if these are invalid voters and those
who cannot be present physically at the polling place and
to use the resources available. In so doing efficiency and
reliability should be provided during the transfer of the
voting results, as well as the information on the course
of preparation and implementation of voting, information
on the variants to be given to a voter for realization of his
or her election including information on the candidates.
[0006] In this case, it is necessary to prevent double
voting by one voter with respect to one selection variant
and only one voting channel with application of safe and
reliable methods of summing up all voices and finding a
correct result.

[0007] Besides, voting should be secretand organized
so that at any stage of the voting procedure, in particular,
at a stage of establishment of the voter identity to elimi-
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nate everything that could break the secret of the voter’s
will, and the count of votes should eliminate a possibility
of establishment of any link between the vote cast and a
concrete voter. Therefore, itis necessary that the expect-
ed number of cast votes in the bulletin reception device
does not give a possibility of linking the result obtained
with a concrete voter. Under conditions of a monitored
environment the information on the cast vote should be
hidden as soon as the vote cast is over.

[0008] Besides, the system should provide availability
and integrity of cast votes, as well as their confidentiality
prior to the beginning of vote count. In so doing the data
on the quantity of voices submitted for this or that election
variant should not be available to the public until the mo-
ment of closing the voting.

[0009] At any election it is necessary to have a regu-
larly updated accessible and complete electoral register
and a list of participants of a referendum, as well as a list
of candidates. The voter should have a possibility to
check up the information about him in the electoral reg-
ister. A mechanism of establishment of voter identity is
thus necessary.

[0010] The voting bulletin should be authentic at all
voting sites, and the fact that the voice has been cast
should be well documented.

[0011] In so doing for compatibility of the technical
components used in the system equipped with compo-
nents of different manufacturers, it is necessary to use
common standards.

[0012] The legal acts regulating elections or a referen-
dum should accurately define the time frames concerning
all stages of the elections or referendum both prior and
after thereof.

[0013] Much attention has been paid to the solution of
this problem.
[0014] Known in the art are various developments

which foresee the use operational and information sup-
port of the process of preparation and implementation of
elections and referenda, systems of registration and
count of the total quantity of voices as information objects
fed to an operational and/or intellectual system for struc-
tured information processing and subsequent allocation
for usage.

[0015] Known in the art are a method and a system for
conduction of voting among a plurality of voters including
submission to the voter of a primary bulletin having a part
for voting and a unique identifying part, acquaintance by
the voter with answers in the voting part, creation of a
secondary bulletin by making a copy of the first bulletin,
return of the first cast vote bulletin to the voter, display
of all secondary bulletins recorded during the voting, a
permission for each voter to view or correct to exact cor-
respondence of the displayed bulletin to the primary bul-
letin, confirmation by the voter of the corrected records
inthe secondary bulletin, presentation in a tabulated form
of the confirmed voices, proclamation of the tabulated
records, a permit to the opposition to view or correct the
tabulated records according to the approved voters’ se-
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lection, recording of the results of the review or correction
of the tabulated records (US, 6,726,090, B1). In so doing
the bulletin can be marked by at least one identification
character for a characteristic of the primary bulletin, the
secondary bulletin is marked similarly by another char-
acter, and are marked by respective identical characters,
calling the voter to the official representative of election
campaign with claims if the secondary and primary bul-
letins are not identical.

[0016] Also known in the art are method and system
including submission to a plurality of voters of displayed
information according to the voting system comprising at
least two selections, and each displayed image relates
to one selection, a count of the quantity of images, auto-
matic detection of relations of the cast votes, determina-
tion of the total relations of the cast votes (US, 6,739,508,
B2)

[0017] Known in the art is a voting system for voters
at a place of their residence including a control computer
of an election campaign submitting election data includ-
ing one or more bulletins and a voter identifier, an inte-
grated official smart card configured by said computer,
a smart card activation device and an voting machine
which reads out the voter identification code from the
smart card and the voter password, displays at least one
bulletin for voting to the identified voter (US, 6,550,675,
B2). The system provides discussion with the voter about
his/her election variants and saving the discussion re-
sults after the voting.

[0018] Known inthe art are voting method and system
intended for independent checking the bulletin, in which
the voting is carried out using a voting computer station
adapted for submission of a bulletin, acceptation of the
voter’s selection according to the bulletin, temporary sav-
ing the voter’s selection, printing the voter's selection
from the temporary storage, comparison of the printed
election with the temporarily saved election by the voter,
adecision of the voter on the election correctness, saving
the final election results and direction of the bulletins with
a selection for registration (US, 6,769,613, B2).

[0019] Alsoknown in the artis a voting system for sim-
plifying the selection according to the jurisdiction includ-
ing a central computer, a managing agent for remote vot-
ing comprising a database, a mobile storage device com-
patible with the central computer and used for transmis-
sion and data acquisition from the central computer and
compatible with the managing agent, data transfer and
data acquisition from the database, in which the data are
saved in a mobile storage of a battery supplied storage
device. In this system said managing agent has a re-
source for creation of an electronic version of the selec-
tion made and its saving in a database, and in which the
mobile storage device has a possibility of moving be-
tween the managing agent and the central computer for
data transfer therebetween. (US, 6,641,033, B2). In so
doing the storage device may contain an image of many
types of bulletins according to the jurisdiction, and the
system may comprise an additional voting server for
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guiding the bulletin recognized as submitted into a data-
base by telecommunication means.

[0020] Known in the art are method and system for
obtaining voters’ opinions and estimation concerning var-
ious objects, in which the voter is given information in-
cluding opinions of the other voters with whom he may
agree or disagree, or introduce another idea, and search
a database for finding out all possible variants. In thus
case, the system includes a database for information
storage, a personal computer, a web server and a means
for communication with the database; the voting results
are processed in the personal computer with a displayed
image of ratio of opinions (WO 00/17824, A1).

[0021] Also known in the art are method and system
for communication of mobile terminals with a database
by means of a communication system comprising a
source of information, a positional transceiver placed at
the place of location of a broadcast system and connect-
ed to a data source, and the transmitted information con-
tains data identifying the information source and a mobile
terminal including a first transceiver connected to the po-
sitional transceiver and a second transceiver connected
to a network, and in which the identifying information in-
cludes a point which identifies the location of the posi-
tional transceiver with respective data in the data source
(US, 6,549,625 B1).

[0022] In addition, known in the art are developments
of methods of forming information to create databases
for storing various information on the course of voting
and referenda preparation and implementation, which
may be given to users including voters, to official bodies
carrying out the voting preparation and implementation,
to monitoring bodies and to independent observers.
[0023] Forexample, there is known a computer-based
method of saving configured information for a computer
network including creation of a domain having a logically
organized structure and comprising a plurality of do-
mains, each domain being linked with one or more com-
puters of the network, and each domain including a name
and address of a server for each domain located in a
logical directory or a directory belonging to this domain,
and creation in each database domain respective infor-
mation on this domain and these resources, and saving
said database in a data storage medium of at least one
computer linked with this domain, as well as a method
of saving configured information in a network database
(US, 5,664,170 A).

[0024] Known in the art is a method using container
objects compatible with computers for exchange with
names of informational products and with their appropri-
ate information content saved in a storage device com-
patible with the said container objects (US, 6,230,211
B1).

[0025] For example, known in the art is a method of
organization of objects of information into a block of hi-
erarchically structured data using a computer system
with provision of an object of information including the
object itself, its attributes and their interlinking, creation
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in a dynamic mode of an information package from the
objects identified as meeting the content of the package
and building-up a hierarchic structure using said object
of information, and a computer program for decryption
of the structure of the hierarchical organization of said
information packages in a dynamic mode (US, 6,721,757
B2).

[0026] A lot of attention is also given to the problem of
a quick and reliably protected method of submission of
information kept in databases to users of various levels
with various scope of access to such information.
[0027] For example, known in the art are method and
system for monitoring the user calls to the network envi-
ronment resources in a computer network having a plu-
rality of users and comprising a computer-server moni-
toring the information resource organized as a hierarchic
structure of elements including higher-level elements
and additional elements subordinated to the higher-level
on the hierarchy. In this system modification of the re-
source attributes is performed by receiving a request for
updating the attribute from the first element of the hier-
archic structure with an access to the network for the
user who is special for the additional element, determine
the correspondence of the attribute to the list of attributes
in the first element, identify a second element subordi-
nate to the first one, form a copy of the list of attributes
of the second element, update the copy according to the
order on updating the attributes and put the updated copy
of the list of attributes in the first element (US, 6,061,684,
A).

[0028] However, the above described methods and
systems can function only as parts of automation of op-
erational and information processes since they do not
allow one to carry out organization of operational and
information service of afull cycle of the step-by-step prep-
aration and implementation of elections and referenda
and to use the already accumulated experience and in-
formation for conduction of new election campaigns us-
ing standard equipment, as well as to provide applicability
of various voting resources in one election campaign ac-
ceptable for regions with various territorial extentand var-
ious personnel support.

Disclosure of the invention

[0029] According to the inventors’ opinion, the most
expedient is a system approach to development of sys-
tems of automated voting processes taking into account
the interconnected character of legal, organizational and
technical aspects of automation of election processes.

[0030] An object of the present invention is to develop
a system of voting support, preparation and implemen-
tation, solution of organizational tasks of voting prepara-
tion and implementation including submission of opera-
tional and information support of the activity of organiza-
tional structures on large territories with provision of in-
formation for usage not only in a specific case of a voting
procedure but also for the future election campaigns and
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elections at various level in various voting regions with
application of various methods of supplying the voter with
election possibility, wide open acquaintance with the in-
formation on the course of preparation and voting during
the implementation of an election campaign or a refer-
endum, as well as protection of the operational and in-
formation processes from unauthorized access and pro-
tection of information in the system.

[0031] We have set up a task of development of a sys-
tem for voting support, preparation and implementation
at all levels, in which the activity of the organizational
structures engaged in the voting preparation and imple-
mentation, as well as the operation on forming voting
bulletins, with respect to the information transfer, regis-
tration of voters and vote tabulation are structured by
operations with creation of information objects fulfilled in
an accepted single format and allowing one to make re-
ception, processing, saving and submission to users of
the information with application of common high-efficien-
cy technologies in a convenient form for acquaintance
and ordering in an automatic mode by means of soft/
hardware complexes while observing the general pre-
scribed requirements of the regulatory legal acts, formal-
ized parameters and criteria of selection and checking,
and the prepared and submitted information is to be
saved with a possibility of its recovery for future applica-
tion.

[0032] This task has been solved by developing a au-
tomated operational information system for support of
voting preparation and implementation including a nec-
essary amount of elements of the system making up in
a voting region a territorially-distributed branched struc-
ture having interconnected central and peripheral ele-
ments of the system and a unit connected to all other
elements of the system, said being a server, in which
communication between the elements is provided by
means of acceptable communication facilities such as
the Intranet network, and each element of the system
including a complex of devices equipped with soft/hard-
ware means allowing one to perform automatic on-line
monitoring and correction of their state, updating, cus-
tomization in real time and/or in session time:

- input of initial information containing information ob-
jects into the system by means of the soft/hardware
complex of the automated system;

- processing said information in a digital form to gen-
erate data blocks containing said information objects
and providing a possibility of their display as a text
and/or graphics and/or digits and/or table form with
a possibility of editing said image;

- review of the displayed information in said data
blocks generated by the complex of the automated
system, checking their correspondence to the initial
information;

- inputof additional data in said generated data blocks
allowing one to identify said information as informa-
tion relating to the election in a definite instant of time
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and to identify the element of the automated system
providing input of said information into said automat-
ed system;

subsequent recording and storing said data blocks
containing said information objects with a possibility
of data processing by the cumulative total method;
transfer of the information to the other elements of
the system;

display and visualization of the information con-
tained in said data blocks;

saving the data blocks containing said information;
identification of the user of the automated system at
his call to the element of the automated system; in
which case at least one of the central elements is a
central control element of said system anditis further
adapted to control the operation of the other ele-
ments of the automated system, and the database
server is further adapted to automatically create a
common database by means of:

reception, recording, accumulations and saving the
information objects arriving in real time and/or in ses-
sion time from the elements of the automated system
in said data blocks generated by these objects;
processing the received data blocks with creation of
address blocks including information concerning one
type of voting and/or one element of the automated
system and/or one element of the voting network
and/or one direction of activity of the system ele-
ments and/or one user, and saving the address
blocks with a possibility of their recovery;
processing the information of the address blocks with
creation of final data blocks containing the informa-
tion with cumulative total and saving the final data
blocks with a possibility of their recovery;
processing the information contained in said data
blocks, address blocks and final data blocks with cre-
ation of statistical data blocks by the parameters pre-
scribed by normative legal acts and their saving with
a possibility of their recovery;

generation of the information blocks containing in-
formation storedin the common database, according
to the dispatch regulations provided for the users
registered in the database;

generation of open information blocks according to
the prescribed list of information for the future open
representation by means of visualization tools;
generation of output information blocks according to
the prescribed list for future allocation on the Internet
network sites;

creation of a voting bulletin block containing infor-
mation allowing one to identify the bulletin as a voting
bulletinsincluding at least two selection variants from
the registered selection variants and having at least
two localized selection fields adapted for making the
election by introduction a marking element by the
voting participant in one of the selection fields;
introduction an additional classification indexin each
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said data blocks, address blocks, final data blocks,
information blocks, open information blocks, output
information blocks, allowing one to identify each said
blocks in the database;

saving the software package installed in the ele-
ments of the automated system including initial
packs and service packs, as well as the results of
testing the state of the soft/hardware elements of
automated system at monitoring;

saving of copies of the initial and corrected data
blocks of the common database on a carrier accept-
able for operation in the automated system not con-
nected to a database;

registration of the issue and movement of confiden-
tial paperwork including voting bulletins, in which
case the interaction of the system elements provides
operation of the system and the common database
in the interactive mode for directory service of users
and a complex of operations:

- maintenance of the information contained in the
common database in an actual state by means
of its correction and updating;

- reception of users call to the common database
and saving this call;

- verifying whether the call has an identification
index, verification of the access rights given of
the calling user concerning the access to the
information stored in the common database,

- search of information in the common database
associated with the user’s call and checking the
user authorization,

- creation of a response to the user call,

- sending a response to the user in the browse
mode according to the scope of rights of the call-
ing user if the user call to the database includes
an identification index corresponding to the
identification index of this user in said common
database;

- automatic performance of a complex of opera-
tions on protection of the automated system
against an unauthorized access;

- acomplex of operations on information security;
in which case the automated system comprises
atleast one element linked at least with the cen-
tral element and with the database server of the
system and adapted for:

- user access to the information resources of the
automated system via the Internet network;

- on-line access to the information on the course
of voting and on the preliminary voting results
being automatically processed in a real-time
mode in the voting region by means of a suitable
interface and displays;

- publication in the Internet network of the infor-
mation on the course of voting and the total vot-
ing results within 24 hours after the voting is
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over;

- displaying of the information on the course of
voting and voting results on a large multiple-ac-
cess display.

[0033] In so doing the system according to the inven-
tion is provided with a possibility of submission to the
users of information generated in blocks:

- information on the beginning of the election cam-
paign;

- data including regulatory legal acts regulating the
activity on the voting preparation and implementa-
tion and necessary legal information;

- data containing time schedules of work on voting
preparation and implementation and on the final vot-
ing results;

- data containing information on administrative terri-
torial division of the voting region;

- dataincluding documentary forms prescribed for re-
ports in various organizational structures connected
with the voting with a possibility of filling these forms,

- data including preliminary, current and total reports
on the voting preparation and implementation;

- data generated in the course of the voting prepara-
tion and implementation by each of the elements of
the automated system,

- data on the voting preparation and implementation
at a definite point of the voting network,

- data on the object to be included in the number of
selection variants for voting;

- data including a list of registered selection variants
for voting,

- data on prospective voters;

- data including lists of prospective voters according
to the administrative territorial division of the voting
region;

- data including a form of the voting bulletin and re-
quirement to its content;

- data on the formed voting bulletin with a possibility
of its duplication on a carrier acceptable for voting;

- data on registration of the voter and on the voting
bulletin submitted to him;

- data including lists of registered voters including re-
sults of checking said lists for the presence of "dou-
bles",

- data on the voting process dynamics and on the
quantity of cast votes during the voting time;

- data containing information on the beginning, end
and the content of the agitation campaign in a voting
region;

- data containing information on the voting summary
in the voting region and/or its administrative territorial
voting sites;

- data containing information on the documents grant-
ed to the elected person,

- data of the statistical processing of the obtained in-
formation;
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- information on closing the voting;

- data containing information on arrival, expenditure
and return of monetary funds intended for voting
preparation and implementation;

- information of termination of the election campaign;

- information on termination of the powers of an official
and/or authority;

- information on granting the powers to the elected
official and/or authority;

- information according to a prescribed list of informa-
tion given for the future open access to mass media
and/or acceptable visualization tools;

- information according to a prescribed list of informa-
tion submitted for future display on sites of the Inter-
net network;

- information on the operation of the soft/hardware el-
ements of the automated system and communica-
tion facilities and on the results of monitoring their
status and service with a possibility of displaying the
information contained in said blocks on a display.

[0034] Besides, according to the invention, in the sys-
tem the information on regulatory legal acts regulating
the activity on the voting preparation and implementation
at least includes:

- voting type and purpose;

- voting region and its division into administrative ter-
ritorial sites for voting preparation and implementa-
tion;

- date and time of the beginning and end of the voting
preparation procedure;

- date and time of the beginning and end of the voting;

- criteria on estimation of the selection variant for its
registration as a variant given for voting in the voting
region and/or its voting sites;

- voting resources rendered to the voter for realization
of his/her selection rights;

- voter identification parameters;

- criteriaforrecognizing the voter as registered for vot-
ing purposes;

- criteria for recognizing the bulletin filled by the voter
as valid and for the selection being made;

- criteria for recognizing report of the site of the voting
network on the voting results as valid;

- criteria for recognizing the voting as implemented;

- indexes assigned to said type of data for their iden-
tification in the common database information con-
tent.

[0035] Besides, in the system according to the inven-
tion the data on the operation of the voting structures,
which are carrying out the activity on the voting prepara-
tion and implementation include at least:

- regulatory legal acts regulating their action;
- functional features of said sites, their interaction, and
a hierarchic structure of the voting network;
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- prescribed forms of accounts and reports;

- information on the personnel;

- ascope of rights given for realization of their activity;

- information on special identification indexes as-
signed to each of the elements of the system, which
must be included in the volume of the information
block generated by said elements for input into said
common database and/or for transfer to other ele-
ments and/or automated system, and allowing said
automated system to identify the data source;

- data generated in the course of the voting prepara-
tion and implementation of documents including ac-
counting documents;

- information generated by the element of the auto-
mated system in said data blocks containing the in-
formation received by the system in the course of
the voting preparation and implementation, and pro-
viding a possibility of its display in the form of a text
and/or graphics and/or digits and/or a table;

- date and time of the voting beginning and end.

[0036] Besides, in the system according to the inven-
tion the data containing information on the administrative
territorial division of the voting region include a graphic
image of the voting region map with indication of the
boundaries of division of the region into voting sites with
a possibility of detailing the site parameters.

[0037] In addition, in the system according to the in-
vention the data on the object to be included in the
number of selection variants for voting comprise at least
the following:

- parameters allowing one to identify the object of a
prospective election among other prospective elec-
tion objects;

- adataamount necessary for conduction by the voter
of a comparative estimation of the selection variants
therebetween;

- dataregistered according to the regulatory legal acts
for variants submitted for voting, in the scope of data
necessary for conduction of a comparative estima-
tion of the selection variants;

- information on the selection variants which have
been given upinregistration, and the reasons of such
a refusal.

[0038] Besides, in the system according to the inven-
tion the data on a prospective voter comprise at least the
following:

- dataon the person who has reached the age of legal
capacity for voting whose residence is within the ad-
ministrative territorial site of the voting region allow-
ing the system to identify him among other persons
living in this area,

- dataonthe voting process participant necessary and
sufficient for his identification among prospective
voters,
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- alistof prospective voters reached of the age of legal
capacity for voting and living in each of the adminis-
trative territorial sites of the voting region,

- dataon the person who has reached the age of legal
capacity for voting who expressed a desire to vote
at a voting site which is not his residence place,

- data of the documents given to the voter by his re-
quest for voting at a voting site which is not his res-
idence place.

[0039] In so doing the system is adapted for voting, in
which a voting object is selected from the group including
a referendum, presidential elections, a higher official
election, election of the head of a municipal union, elec-
tions of the head of an administration, election of a dep-
uty, a recall of a person from an election post, a recall of
a deputy, and the system has a structure of interaction
of the system elements among themselves and with ex-
ternal elements corresponding to the voting purpose and
to the voting region.

[0040] Besides, according to the invention, the system
is adapted for the voting support whose type is selected
from the group including direct voting and correspond-
ence voting.

[0041] Inthis case, according to the invention, the vot-
ing region may be selected by the system from the group
including a state, a federal union, a Federation subject,
a municipal union, an administrative territorial site.
[0042] Besides, the system according to the invention
allows one to carry out the voting preparation and imple-
mentation in one voting region simultaneously for the
several voting objects at any combination of the voting
objects and types.

[0043] In so doing the system according to the inven-
tion can be adapted for voting for referendum, a recall of
a person from an election post, a recall of a deputy, the
selection variant being an answer to atleast on one ques-
tion, the bulletin has at least two selection fields for an
answer to one question, and the answer is recorded in
the bulletin by introducing a marker element in one of the
two selection fields.

[0044] Besides, the system according to the invention
may be used for voting for purposes selected from the
group including presidential election, a higher official
election, election of the head of a municipal union, elec-
tion of the head of an administration, election of a deputy,
in which case, when creating a common database of an
automated system, additional information blocks are
formed, which include:

- dataon registration of an election campaign with as-
signment to it a special code which must be included
in the information blocks concerning the voting prep-
aration and implementation for the selected purpose,
and allowing one to identify such information in the
common database information content;

- information on the beginning of the election cam-

paign;
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- information on the beginning and end, and on the
content of the agitation campaign;

- information on the termination of the election
campaign;

- information on the termination of the powers of
the official and/or authority;

- information on granting the powers to the elect-
ed official and/or authority;

- dataontheelection collectives including political
parties and/or election blocks and/or initiative
groups of voters slating a candidate including:

- information on the involvement of said election
collectives in election campaigns;

- information on the authorized representatives of
the election collectives;

- dataon the candidate slated by the election col-
lective including data on his property and in-
come;

- data on the authorized representatives of the
candidate;

- dataonthe documents granted to the registered
authorized representative;

- data on the candidate;

- dataonthe arrival and expenditure of the money
resources of the election funds of the candidates
and on the obtained budgetary funds including
for free broadcast time and printing areas;

- data on the registration of the candidate to be
included in the bulletin as a voting object;

- data of the documents granted to the elected
person;

- the results of monitoring the legitimacy of the
donations;

- theresults of checking the data on the candidate
property and income; and the automated system
is further used for forming and granting registra-
tion documents to the candidate and for forming
and granting to the elected person the document
on his election.

[0045] Besides, the system according to the invention
may have a multilevel structure according to the estab-
lished administrative territorial division of the voting re-
gion and hierarchy of its elements.

[0046] In so doing, according to the invention, the sys-
tem has parameters of identification of a voter such as a
surname, a name, a patronymic, a date of birth, a birth-
place, aresidence or registrations and a document prov-
ing and identity card.

[0047] Besides, the system according to the invention
provides the user with information in the form of data
blocks to be displayed on a computer display and includ-

ing:

- adatablock containing an index identifying this user;
- adata block containing information permitted for ac-
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cess by the user authorized for this access;
- adata block for open acquaintance.

[0048] Besides, the system according to the invention
gives to the user in a real-time and/or session mode an
image of the statistical information on the voting prepa-
ration and implementation on an appropriate cartograph-
ic image of the territory and/or areas of an administrative
territorial division of the voting region and/or the voting
region as a whole.

Brief description of the drawings

[0049] The invention is further described by way of ex-
amples of possible embodiments of realization of the au-
tomated operational information system according to the
invention with reference to the accompanying drawings,
in which:

Fig. 1 is a block diagram of the client-server archi-
tecture of the central element of the automated op-
erational information system according to the inven-
tion;

Fig. 2. is a block diagram of the client-server archi-
tecture of a regional element of the automated sys-
tem according to the invention;

Fig. 3 is a block diagram of the client-server archi-
tecture of a territorial element of the automated sys-
tem according to the invention;

Fig. 4 is a block diagram of the input and output in-
formation on a subsystem of the automatic election
processes of the automated system according to the
invention;

Figs. 5, 5a are a block diagram of the information
flows in the automatic election processes at simul-
taneous election of the President of the Russian Fed-
eration and a federal referendum;

Figs. 6, 6a are a block diagram of the information
flows in the automatic election processes at election
to the State Duma of the Federal Assembly of the
Russian Federation;

Figs. 7, 7a are a block diagram of the information
flows at automatic election processes at election to
a regional legislative authority (for election system
1,3,5);

Figs. 8, 8a are a block diagram of the information
flows at election to a regional legislative authority
(the election system 2,4 is combined with election
systems 1,3,5);

Figs. 9, 9a are a block diagram of the information
flows at simultaneous election to a regional legisla-
tive authority, a chief executive of the region and
implementation of a regional referendum;

Figs. 10, 10a is a block diagram of the information
flows at simultaneous election to a legislative author-
ity of a territory, a chief executive of the territory and
implementation of a territorial referendum;

Fig. 11 is a block diagram of the information flows at
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implementation of a regional referendum;

Fig. 12 is a structure of the «Service» software com-
plex of a maintenance and service subsystem of the
automated system according to the invention;

Fig. 13 is a structure of a process control and mon-
itoring subsystem;

Fig. 14 is a layout of the components of the process
control and monitoring subsystem;

Fig. 15 is a functional diagram of the process control
and monitoring subsystem,

Fig. 16 is a block diagram of the information flows
providing monitoring of the technical state of the local
computer network of the complex of automated re-
sources of the central electoral commission;

Fig. 17 is architecture of the «Service» software com-
plex of the maintenance and service subsystem;
Fig. 18 is architecture of the «Service» software com-
plex of the elements of the automated system ac-
cordingto the invention, i.e. the complex of automatic
resources of the electoral commission;

Fig. 19 is a scheme of the information flows when
monitoring the processes;

Fig. 20 is a scheme of operation of the automated
operational information system according to the in-
vention at election on a federal level.

[0050] The above examples of performance of the sys-
tem according to the invention are not beyond the scope
of the patent claims and do not limit the possibilities of
application or modification of the invention.

[0051] The best embodiment of the invention

[0052] The system according to the invention can be
used in election campaigns at various levels, in different
voting regions having a different territorial extent and a
various number of voters in the voting regions. For ex-
ample, the system can be used both for presidential elec-
tion and for election of officers at various regional deri-
vations.

[0053] In this case, the system can be formed again
either using the available territorial structural network of
the elements possessing the described above possibili-
ties of the system elements according to the invention or
its part while keeping the interaction of the necessary
peripheral elements of the system with the central ele-
ment and the database of the system.

[0054] In so doing various information resources may
be used, for example, the information of aregulatory legal
character relating to the common legal rules, to electoral
registers which, according to the invention, are main-
tained by the system in an actual state.

[0055] Besides, the system according to the invention
can be used simultaneously for preparation and imple-
mentation of several election campaigns and referenda
both in one voting region, for voting in the same day, and
in different regions of different campaigns simultaneously
at voting at different time.

[0056] In the automated system according to the in-
vention having the territorially-distributed structure of el-
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ements the layout of the system elements may coincide
with places of accommodation of the voting network or
may be different.

[0057] The system according to the invention may be
described on an example of its application for election
campaign on the territory of the Russian Federation, in
particular, election campaigns of a federal level, as well
as campaigns of regional and local scales.

[0058] In so doing if the organizational structure of
such an election campaign and a voting network accord-
ing to the legislative and normative acts is a multilevel
structure presented by several levels of elements, the
structure of the automated system according to the in-
vention organized for solution of functional tasks of sup-
port, preparation and implementation of such campaigns
will also be multilevel.

[0059] The architecture of the operational information
system according to the invention may be illustrated on
an example of an embodiment of its use for the state
automated system of the Russian Federation (SAS).
[0060] The SAS system is structurally multilevel and
includes computers, networks, applications, processes.
The different levels are relatively independent but they
are closely linked to each other. By interaction between
the elements at various levels in the system, a plurality
of services and functions of the operational information
system is realized. Each level has its own agents for con-
trolling and monitoring this level. At movement on the
hierarchical levels upwards a certain scheme of control-
ling interactions is formed.

[0061] In so doing the elements of the automated op-
erational information system according to the invention
set up an automation complex arranged at electoral com-
mission of different levels.

[0062] The elements of the automated operational in-
formation system according to the invention comprise
automation equipment complexes (AEC) and soft/hard-
ware means (SHM), for example, personal computers
equipped with hi-tech operating systems, such as Win-
dows Microsoft and DBMS Oracle providing realization
of a common technology of data acquisition, processing,
accumulation, storage, search, reception/transmission
and distribution, and special applications realizing the
tasks of complex automation of all major processes.
[0063] The architecture of the elements of the auto-
mated system according to the invention represents au-
tomatic equipment complexes (AEC) that may be differ-
ent.

[0064] For example, as shown in Fig. 1, for the central
electoral commission (CEC) is a two-link client-server
architecture for a professional category providing imple-
mentation of election campaigns using automated elec-
tion technologies, and a three-link client-server architec-
ture for users having an access to the information only
in a review mode, for example, using report generators
such as Crystal Report with an application server of Crys-
tal Enterprise. In this case, the CEC members are con-
nected via the Intranet with the database servers (DBS)
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and data storage units, and the computer workstations
at a place of allocation of CEC are connected to the serv-
ers of the applications databases.

[0065] Forexample, as is shown in Fig. 2, for the AEC
of the electoral commission of a subject of the Russian
Federation (ECSRF) is a two-link client-server architec-
ture, in which the computer workstations at places of al-
location of the ECSRF are connected to the DBS servers
through the Intranet network, DBS applications and Web-
server.

[0066] Forthe AEC of other electoral commissions an
optimal solution is a two-level architecture, in which a
multi-user database control system (MUDCS) combined
with an automated working station (AWS) operating in a
peer-to-peer network. The reliability can be increased
using a back-up server for the DBS (Fig. 3). In this case
the MUDCS software, for example, SQLBase is installed
on two computers of the peer-to-peer AEC network. In
so doing on the main server is provided with a DB, and
the back-up server stores the directory of the DB copies.
[0067] The SAS system is made territorially distributed
and, therefore, the data needed processing can be
formed and entered at the same places and elements of
the system, for example, at the complex of automatic
resources of territorial electoral commission (AEC TEC),
to be processed in other places of the system, for exam-
ple, the AEC electoral commission of subjects of the Rus-
sian Federation (AEC ECSRF) and used at a third place,
for example, in AEC of the Central Electoral Commission
of the Russian Federation (AEC CEC). The use of the
distributed processing atthe input, a change and removal
of data allows one to reduce the load on the server and
to use the total power of the AEC in a more rational man-
ner.

[0068] The information systems may be based on var-
ious architectures of a different configuration, for exam-
ple, a client-server may be used. Their core is a multi-
user system for database control (MUDBCS), performing
the functions of server of a database (DB). The server is
primarily intended for storage, transfer and sharing infor-
mation between the clients. A client in such a configura-
tion is an automated workstation with a graphic interface
to access applications.

[0069] The interaction between the AEC ECSRF and
AEC TEC and AEC of the district electoral commission
(AEC DEC) is carried out via a switched telephone com-
munication channel. The interaction between the AEC
CEC and the AEC ECSREF is effected through dedicated
communication channels, and the information exchange
- by means of the DIONIS mail system.

[0070] The SAS system in a real-time mode provides
operation of the following subsystems:

- functional subsystems:
- subsystems used for automation of election proc-

esses supporting the activity of the electoral com-
mission of all levels according to the acting regula-
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tory legal acts,

subsystems of registration of voters, referendum
participants, providing data in a digital and graphic
mode and automated creation of electoral registers
of local electoral commissions,

subsystems for automation of the administrative ac-
tivity of electoral commission providing logistics
management and document circulation of all elec-
toral commissions,

reference subsystems based on the WEB sites and
Internet technologies to provide the user access to
information resources of the automated system ac-
cording to the invention and a display of information
in a text, cartographic, digital and tabulated form,
the Internet portal subsystem providing operative
presentation of information on the course of the elec-
tion campaigns, on the voting process, on the pre-
liminary and final voting results, and on the activity
of electoral commission of all levels at realization of
campaigns of federal, regional and municipal levels,
subsystem for large-format display of multiple ac-
cess information providing control of submission of
information from the SAS databases, realization of
video conferences and television bridges, realization
of TV shootings, and providing operation of the fol-
lowing subsystems:

communication and data transfer subsystems based
on leased and switched telephone communication
stations of a public telephone network, switching sta-
tions and subscriber unit and providing transmission
of all types of an information traffic between sub-
scribers and databases of the automated system,
subsystems for controlling and monitoring the oper-
ation of processing the functional information moni-
toring of the operation of SHM/AEC devices and in-
formation protection devices, monitoring of the state
of other subsystems of the automated system,
subsystems for maintenance and service of the AEC
of all levels providing testing and software duplica-
tion, creation of reconfiguration models of regional
fragments of the automated system for implementa-
tion of several elections simultaneously, software in-
stallation, updating the complexes of automatic re-
sources of the automated system according to the
invention, and for other tasks,

subsystems providing information security, verifica-
tion and delimitation of authority of the users, mon-
itoring attacks from external sources, cryptographic
protection of information flows, and virus protection,
subsystems for personal training, providing educa-
tion and training of users and service personnel, in-
cluding remote training, to operate the automated
operational information system according to the in-
vention,

finance managing subsystems providing automation
of the planning and financing activity and book keep-
ing at the electoral commissions.
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[0071] The SAS system provides operation of all SAS
subsystems when conducting all types of election cam-
paigns prescribed by the legislation:

- referenda;

- election to a post;

- election of deputies of a collegiate body including a
legislative or power body or a local government rep-
resentative body;

- recall from an election post or a recall of a deputy.

[0072] The support, preparation and implementation
of election of deputies are possible using five election
systems identified in the SAS by digital codes:

1 election by a plurality of majority one-mandate or
multi-mandate districts;

2 - election in a district by a proportional system;

3 - election by a mixed system;

4 - election by a majority voted system;

5 - election by a mixed system.

[0073] The vertical information interaction is estab-
lished depending on the type of election between the
SAS levels. Each level is determined by a configurator
of the soft/hardware means.

[0074] The SAS system is adapted for operation in two
modes: main mode and training mode. Each complex of
automatic resources has two databases are established:
oneisrealusedinthe main mode, and the otheris dummy
used in the training mode.

[0075] In the operating mode at preparation, realiza-
tion and summation of the election or referenda at a fed-
eral level the whole SAS system operates continuously
round-the-clock. At preparation, realization and summa-
tion of the election or referenda at regional or municipal
level individual fragments of the SAS system operate
continuously round-the-clock.

[0076] Intheintervals between election campaigns the
SAS may be used for information service of federal, re-
gional or local authorities.

[0077] The users of the SAS system represent a com-
mon single interface. In the SAS use is made of a single
system of classification and coding.

[0078] The operation of the SAS subsystems is run
using software written according to the functional tasks
of the subsystems and providing interaction of the sub-
systems among themselves and with the databases, and
interaction of the databases among themselves and with
the voting resources.

[0079] The information representing the result of op-
eration of whole subsystems of the automated system
according to the invention is published on a Web site in
an approved output format.

[0080] The SAS system operation is provided by inter-
action of all above-described subsystems. The construc-
tive and soft/hardware support of the SAS as a whole
and its subsystems can be made on the basis of well
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known software and hardware means providing perform-
ance of the tasks of the subsystems and of the SAS sys-
tem as a whole.

[0081] The operation of the SAS may be illustrated on
an example of realization of some subsystems of the SAS
system.

[0082] The subsystem of automation of election
processes (SAEP) provides:

- data entry, including input, updating, removal and
review of data using a display;

- batch entry of some types of data from files;

- data processing;

- creation of reports and election documents;

- generation of messages to be transmitted and
processing of messages received through commu-
nication lines;

- userrequests processing for the purpose of informa-
tion retrieval under various search conditions.

[0083] The level of automation of the processes of the
voting preparation and implementation depends on the
type of an election campaign, a role of the electoral com-
mission in it, voting type (primary or repeated voting),
and a level of realization of the campaign.

[0084] The electoral commission role is determined by
the position of the commission on the tree of territorial-
election division (TED), created when conducting each
election campaign.

[0085] Its functions are associated with the electoral
commission role. For example, the commission role may
be organizing, transferring, registering (for example, a
district commission) or another.

[0086] The SAEP subsystem functions at the AEC
electoral commissions with a hierarchic subordination
structure. The number of users of the subsystem in each
individual AEC varies. At the AEC of regional and local
levels the subsystem can operate with several worksta-
tions, at the AEC of the CEC the number of workstation
is determined by a volume of the processed information
including input, removal, updating, and removal of the
DB data, review and analysis of information.

[0087] When conducting election campaigns, the
SAEP provides combination of campaigns of the federal,
regional and municipal levels, as well as teamwork of
several electoral commissions with the same complexes
of automation resources providing sharing of information
flows and data processing by the election types.

[0088] For storage of current and retrospective infor-
mation a database is used, which operates under control
of the MUDBCS multi-user system providing operation
in the client-server architecture.

[0089] The input data of the subsystem of automation
of election processes include:

- data entered by means of a keyboard and a display;
- messages received via e-mail or read from magnetic
disks;
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- data from a database;

- data as a part of files intended for batch input;

- datain a request forms;

- parameters of creation of reports;

- datareceived from the automation resources of local
electoral commissions, for example, from a machine
for voting and processing the voting results.

[0090] As shown in Fig. 4, the input data of the SAEP
subsystem is information formed:

- onthe basis of the data of all-Russian classifiers and
dictionaries determining the unity of terminology and
a conceptual apparatus of election processes;

- on the basis of regulatory legal acts, for example,
the Law of the Russian Federation on election and
implementation of a referendum, the Law of the Rus-
sian Federation on forming election districts;

- on the basis of the information from the authorities
of the Russian Federation, judicial authorities of the
Russian Federation, bodies of the Ministry of Internal
Affairs of the Russian Federation, public associa-
tions and citizens, candidates, authorized banks,
electoral commissions.

[0091]
clude:

The output data of the SAEP subsystem in-

- data stored in the database;

- datadisplayed on the screen of a personal computer
(PC) for review;

- messages transmitted via e-mail channels;

- reports on a PC screen, on a paper carrier or in the
form of a file.

[0092] As shown in Fig. 4, the SAEP output data con-
sist of the information, for example, formed:

- on the basis of references and reports on planning
election campaigns, on a territorially-election divi-
sion of regions of the Russian Federations;

- register of voters;

- reports of election collectives including financial;

- reports on candidates including financial;

- lists of candidates and elected persons;

- references and reports on the course of voting and
their display on schematic maps;

- reports on termination of election campaigns includ-
ing protocols of voting and summary tables and im-
age of voting results on schematic maps,

as well as information on certificates of authorized rep-
resentatives and of the authorized representatives of
election collectives, certificates of the candidates, their
authorized representatives and authorized representa-
tives, certificates of the elected persons.

[0093] The functional structure of interaction of the
AEC at a hierarchical level used in the SAS, in the SAEP
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is provided by complexes of target programs (TP):

- the «Election process» TP unifying the software pro-
viding implementation of election campaigns of all
kinds and levels, reception of the voting results and
the results of an election campaign as a whole, and
including programs: "Planning", "Electoral Commis-
sions", "Candidate/Deputy”, "Totals", "Agitation",
"Shell";

- the "Legislation" TP providing legal information in
the election legislation sphere, submission of regu-
latory legal acts;

- the "Voter" TP for conduction of registers of voters,
their analysis and checking for the presence of dou-
bles;

- the «Finance Management» TP to control the elec-
tion funds of the candidates and election collectives;

- the "Cartography" TP for delimitation of election ter-
ritorial divisions, as well as of an image on carto-
graphic background of the information on the elec-
tion campaigns, the course and voting results;

- the"Classifier" TP for the centralized conduction and
dispatch of public classifiers, linear dictionaries and
references used for semantic control of entered val-
ues and allowing one to store their codes instead of
their values that leads to reduction of the volume of
the stored information.

[0094] The packages of programs can be adapted for
solution of other tasks of the subsystem. Programs can
be improved with development of the SAS system and
the extension of its functional tasks.

[0095] For example, the "Candidate/deputy" program
provides automatic acquisition, registration and submis-
sion to users of the following data:

- by registration of election collectives: election
blocks, election associations, initiative groups of vot-
ers;

- ondrawing lists of candidates put forward by them;

- data on signatures in support of the candidates, on
checking the authenticity of the signatures;

- by the results of a toss-up for determining an order
of allocation of the candidates in the voting bulletin;

- by creation of make-up pages of voting bulletins;

- by the voting results;

- by preparation of registration certificates and other
documents on the course of preparation and imple-
mentation of an election campaign, as well as results
of statistical processing of data according to desira-
ble parameters of sampling including comparative
statistical processing of data of various election cam-
paigns.

[0096] For example, the "Agitation" program provides
control of the pre-election campaign conducted by can-
didates or election collectives, registration and checking
violations of the election legislation. This program also
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carries out registration of the poll results, controls the
conditions of access of registered candidates and elec-
tion blocks to mass media, conditions of conduction of
mass actions, conditions of release of printing, audio-
visual and other agitation materials, as well as reveals
abuses using the Internet network, and provides control
of expenditure of funds for agitation, for example, togeth-
er with the «Finance Management» TP.

[0097] For example, the "Shell" program is used for
support of the operation in a session, for transmission
and reception of messages, as well as for installing in
the automated operational information system of various
programs and creation of databases. In so doing the fol-
lowing is provided:

- entry a session with user identification and selection
of a mode of operation - working or training;

- forming a menu of the head screen of the session
taking into account the user category;

- forming a list of election campaigns, supporting a
search in this list and providing an access for oper-
ation in an election campaign in the list;

- forming a menu of election actions;

- call of program modules corresponding to the points
in the menu;

- administration of operations on the automation
equipment: registration of users and assignment
some rights to them, adjustment of the parameters
of operation of the automation equipment and com-
puter workstations, switching of the modes: working
and training;

- copyingof a current election campaign from the main
database into the training one with replacement of
the real information on the candidates and election
collectives by the conditional test information;

- information exchange between the DB of different
AEC via e-mail channels, for example, using the DI-
ONIS multi-user electronic center of communication
services, a call to which is made by calling the trans-
port module TM for Windows;

- copying the programs TP of the subsystem of auto-
mated election processes from a carrier, for exam-
ple, a compact disc to a file of the AEC server, in-
stallation of the main and training databases, adjust-
ment of the user computer workstation.

[0098] The main information with which the "Legisla-
tion" TP operates is the electronic text of the regulatory
legal acts (RLA), for example, in the form of a file in the
Word text editor in the ASCII format and a registration
form RLA displayed on the PC screen by the user or in
the course of automation linguistic processing of the RLA
text. The "Legislation" TP provides operation of the AEC,
for example, of the central electoral commission of the
Russian Federation and electoral commission of sub-
jects of the Russian Federation, in which case the "Leg-
islation" TP can be run by well known devices, for exam-
ple, the Centura Team Developer processor.
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[0099] The «Cartography» TP provides automatic
mapping, input and editing of maps, a change of the car-
tographic layers of the election territories, division into
election into voting districts and sites, output of subject
information on a cartographic background, as well as cre-
ation, display and saving of sequence of the topic sche-
matic maps. Besides, this TP provides preparation of
presentations, election calendars and a state of the AEC
on sites, creation of output forms on requests of users in
a dynamic mode, operation with the archive of topic
maps, demonstration of multimedia presentations.
[0100] In so doing the division into election districts
and sites is made in an automatic and/or manual mode
with monitoring of the process of division in the form of
step-by-step dialogue. Selection of variants of division is
provided both by a deviation from an average rate of rep-
resentation of voters, and by mutual deviation of a
number of voters in various districts with preset accuracy
taking into account the predetermined criteria for an es-
timation of the best variant of division.

[0101] The topicinformation on the cartographic back-
ground from the data base of the automated operational
information system may be presented in the form of lists,
graphic diagrams or by color selection of cartographic
fragments.

[0102] For example, at a step of preparation to voting,
a total number of sites and listed number of voters are
displayed. After the voting has been started, information
is added on opening the voting sites, a voting course
within a given account time, for example, on the amount
of the cast voters. After the election is over, information
is presented on the voting results, percent of the voices
submitted for candidates, the «against all» poll. The di-
alogue of presenting the subject information may be built
up under a selected display scenario.

[0103] The «Classifier» TP provides a centralized in-
put of system-wide classifiers and dictionaries formed
mainly in the AEC CEC and extended to the other AEC
automated system. Entered in the AEC ECSRF are data
on regional and local public associations. For operation
with registers of voters, the AEC of various levels may
be added with dictionaries of names and patronymics.
[0104] The AEC CEC are added with new values and
codes of values, a feature "retro" to the values which
should not be used more for coding, and are necessary
only for decoding, review of the structure of the values
and codes of values corresponding to them, as well as
a unloading of the dictionary information in files for their
transfer to others AEC. In so doing when unloading the
hierarchical classifier two variants of the unloading are
provided: an unload of the entire classifier or a certain
hierarchical branch that is necessary, for example, for
unloading a fragment of the classifier of administrative
territorial division of the Russian Federation correspond-
ing to a certain subject of the Russian Federation.
[0105] On all others AEC of the SAS system a review
of the dictionary information including indication of the
sorting scheme of values and their codes, as well as load-
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ing of classifiers, dictionaries and references from the
files sent from the AEC CEC is provided.

[0106] For data storage each AEC uses a common
integrated database controlled from the data base control
system providing multi-user operation in a client-server,
for example, the MUDBCS Oracle. An integration of in-
formation requirements in the common logical database
structure is a basis for development at various references
and reports, in which any type of information can be uni-
fied for analysis.

[0107] The information objects have a main primary
key in the form of an identifier generated by the above
mentioned «Election process» package of programs in
the form of intersystem registration numbers (IRN). The
IRN value is unique in the whole set of the system data-
bases during the entire time of existence of the SAS. The
input of the IRN in the structure of the DB tables allows
one to reduce the volume of indexes, quick search in-
cluding transfer between the DB tables to simplify the
access to databases, for example, by using the SQL lan-
guage which is the main international language standard
for relational and objective-relational DB servers and cre-
ates a basis for integration with other control systems of
information resources.

[0108] Each information object in a logical structure
has special technological fields allowing one to register
the information on the entered and updated data. This
information may include the data input date and time, the
identifier of the user who has made the input, as well as
date and time of the last updating of the data and identifier
of the user who has made the last updating. In addition,
a possibility is provided to obtain data identifying the AEC
as a source of the entered information, for example, in-
formation on the AEC manufacturer number on which
there was made the initial input of a copy of the informa-
tion object in the DB that is important for the case when
the automated election process is carried out on a plu-
rality of AEC of the system.

[0109] The BD structure includes a subsystem with ta-
bles simulating the meta-model of the SAEP subsystem
combining the tables with the lists of all information ob-
jects, for which there are developed forms of data
processing, all reports, requests, and messages and
compositions of information objects therein, and their
identifying codes.

[0110] The main structural component of the meta-
model is a circuit of selective action for all kinds of election
campaigns, election systems and roles of electoral com-
missions, on which basis there menus to access election
operations are formed dynamically in the form of pop-up
windows.

[0111] Onthe basis of a meta-model and the MUDBCS
data dictionary, a possibility of addition of new attributes
into the structure of information objects without changing
the programs of reception and transmission of messages
passing is provided.

[0112] In the integrated DB structure the concept of
different roles, which are possible for the same electoral
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commission in various election campaigns with its in-
volvement, is taken into account. For example, in the
election of deputies of the State Duma of the Federal
Assembly of the Russian Federation a situation is simu-
lated, when on the territory of some subjects of the Rus-
sian Federation thereis no district electoral commissions,
and their role is performed by the electoral commission
of some subject of the Russian Federation.

[0113] The userinterface of the subsystem of automa-
tion of election processes is a general-purpose graphic
interface meeting the modem requirements to this type
of equipment.

[0114] For example, the structure of the head screen
of a session may have a horizontal menu and an area in
the center of the screen with a list of current election
campaigns comprising columns with a level and a name
of an election campaign, a voting date, and a date of a
decision of finishing the campaign, as well as other data
relating to the election campaigns. The interface allows
the user to carry out the check the status of the election
campaigns in a dynamic mode. The head screen menu
of the subsystem provides access to information of the
other SAS subsystems.

[0115] Ineach AEC the user can analyze three sets of
election campaigns:

- acurrentelection campaigns accessible to operation
therein in the list of the head screen of the session;

- acurrent election campaigns organized in subordi-
nate IR and sent as a part of messages for their re-
view and analysis;

- acompleted election campaigns, data on which re-
late to retrospective information.

[0116] Selection of campaigns from the two latter sets
is possible by request only.

[0117] Forindividual types of information requests are
organized allowing one to obtain statistics on the most
actual analyzed indices. A statistical index can be pro-
duced in the form of an absolute and percentage value.
[0118] For example, the "Statistics of a group of can-
didates» allows one to obtain a large list of summary
statistical data on the candidates for election to a post,
in which the statistics of promotion of the candidates is
combined with and their social set-up. For example, by
the following parameters:

- anumber of proposed candidates including men and
women:

- from promoting subjects (collectives, groups
and self-promotion);

- from deputies or elected officials;

- having two work places;

- having a previous conviction;

- having a dual citizenship;

- participating in election for the first time;

- specified belonging to a public association;
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- anumber of candidates:
- registered:

- by a solution of an electoral commission;
- upon court order;
- after refusal in registration:

- anumber of refusals in registration;

- anumber of cancels of registration;

- candidates who have left the number
of candidates before registration and
after it.

[0119] Insodoing a possibility is provided of construc-
tion of diagrams, for example, column-like or circular, and
a list candidates corresponding to the statistical param-
eter is provided.

[0120] In a review of the protocols of reception and
transmission of messages, in addition to typical protocol
characteristics for each message, the screen displays
the name of an election campaign, the mailer name, the
place of the AEC, from which the message was sent. The
analysis of protocols by an individual campaign and the
election as a whole is possible.

[0121] The addressing in transmission of messages
under the election campaign is based on the addressing
by the structure of a territorially-election division (TED).
If several election campaigns are conducted in parallel,
several addressing shames are by the amount of these
campaigns taking into account the TED created for each
campaign. The AEC CEC gathers the data on federal,
regional campaigns and on campaigns for territories of
subjects of the Federation. The AEC ECSRF gathers da-
ta on the regional campaigns and the local campaigns
of any level conducted on the territory of any subject of
the Russian Federation.

[0122] Thediagrams of dataflowsrealizedinthe SAEP
SAS subsystem by automation equipment of different
levels are provided by the electoral commissions: district
electoral commission (DEC), territorial electoral commis-
sion (TEC), central territorial electoral (CEC) and the
commission of subjects of the Russian Federation (EC-
SREF) are presented on examples of automated election
processes at the simultaneous presidential election in
the Russian Federation and the federal referendum
(Figs. 5, 5a), at election of deputies of the State Duma
of the Federal Assembly of the Russian Federation (Figs.
6, 6a) by the mixed election system: in a single district
with a proportional system and in majority districts. Also
when conducting the election to a regional legislative au-
thority simultaneously on territories by the election sys-
tems in a plurality of majority districts and by the mixed
system (Figs. 7,7a), and the same election at their com-
bination simultaneously with district election by the pro-
portional system and under the majority voted system
(Fig. 8, 8a).

[0123] A diagram of the data flows at simultaneous
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election to a regional legislative authority, the chief ex-
ecutive of the region and implementation of a regional
referendum is presented on Figs. 9, 9a.

[0124] Adiagram ofthe data flows, whenimplementing
simultaneous election to a legislative authority of a terri-
tory and a chief executive of the territory, and implemen-
tation of a territorial referendum is shown in Figs. 10, 10a.
[0125] A scheme of automation of the processes of the
voting preparation and implementation at implementa-
tion of a regional referendum is shown in Fig. 11.
[0126] As it is shown in the presented diagrams, the
input data flows when conducting various election cam-
paigns are processed and distributed at various levels
differently.

[0127] In so doing the automation of the election proc-
esses using identical input data for combination of the
processes of creation and processing of document of var-
ious election campaigns, for example, at registration of
voters, at creation of voting bulletins, forms of protocols
at vote count allows one to considerably reduce the op-
erating time, the quantity of operators and the volume of
the information to be transmitted.

[0128] The Subsystem of the register of voters (SVR)
and referendum participants provides automation of the
activity of electoral commissions of all levels associated
with the registration and accounting of voters, referen-
dum participants and with preparation and implementa-
tion of election and referenda of all levels. The SVR sub-
system provides generation of data in a digital and graph-
ic form and automated creation of a register of voters at
a district electoral commission.

[0129] The block diagram of the SVR subsystem is
based on the interaction of the AEC of all levels with
respective external data sources and databases of the
SAS system.

[0130] The external data sources of for the subsystem
database are passport and visa service offices, civil reg-
istration bodies, military registration and enlistment offic-
es, courts of justice, migratory service offices.

[0131] The subsystem performs the following func-
tions:

- akeyboard input of data on voters;

- data exchange with external data sources;

- dataexchange betweenthe AEC and DB atall levels;

- conduction of classifiers, references and dictionaries
of the subsystem;

- maintenance of the subsystem databases;

- creation of lists of voters, referendum participants;

- input of additional data on voters;

- generation of reports and statistical data;

- maintenance of data in subscription lists;

- managing the subsystem operation;

- installation and updating of the subsystem software;

- data exchange with the DB of the SAS system.

[0132] The subsystem uses a system of classifiers, for
example, formed on the basis of the all-Russian classi-
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fiers allowing one to identify the coordinates of the place
of residence of citizens, and other important classifiers
providing identification in the subsystem database of a
person in the register of voters and during the voting on
the basis of the document presented by him at the reg-
istration at a voting site.

[0133] Inthe AEC CEC the subsystem uses a DB serv-
er, a server of applications and the client software, in the
AEC ECSRF use is made of the DB server and the client
software. The operation of the SVR subsystem can be
realized by means of any well known software, for exam-
ple, on the basis of the Windows 2000 operating system.
[0134] The subsystem also supplies the users with in-
formation by means of acceptable image resources, for
example, on screens of displays by means of various
screen forms. A lot of images displayed on the screen
can be corrected by the user according to the level of
access given to him.

[0135] The subsystem provides a possibility of check-
ing the reliability of the information identifying the voter,
checking for possible doubles, checking the bibliographic
data, as well as of creation and correction of the register
of voters in the TVD regions, as well as a possibility of
presenting statistical data on territories.

[0136] Theinformation and reference subsystem (IRS)
is intended for directory service in the work of the mem-
bers of electoral commissions, managers of the electoral
commission AEC CEC and AEC IKSRF by publication in
the intranet network of information contained in the infor-
mation fund of the whole automated SAS system. The
IRS subsystem functions on the soft/hardware ofthe AEC
AEC CEC environment and AEC IR of the subjects of
the Russian Federation.

[0137] The IRS subsystem provides automation of
processes of creation of information to be sent to users
by their requests. This information is stored in an inte-
grated database (IDB) of the AEC CEC managed by the
database control system (DBCS), for example, Oracle 9i
Enterprise, and IDB AEC ECSRF under control of the
DB Oracle 9i Standard. The subsystem is run using, for
example, a package of programs from the Crystal Enter-
prise and a client-server made in a multilevel architecture
in four layers including a plurality of functional elements:

- aclient layer performing a task of administration of
the whole subsystem, verifying the rights of users,
changes of adjustment of the servers, input or re-
moval of access keys, publication and review of re-
ports;

- a control layer performing the tasks of safety, dis-
patching requests to respective servers and storing
versions of reports with saved data;

- an operating layer forming calls directly to the data-
base and generating reports;

- adatalayer linking, for example, desktop databases
with relational databases or the ERP-systems.

[0138] The layer modules can be installed both on one
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and on several computers depending on the type of tasks
to be solved. The communication between the modules
can effect by means of the Crystal Business Framework,
for example, using the TCP/IP protocol.

[0139] Insodoingthe IRS subsystem provides a com-
mon access to information resources from computer
workstations (CWS) submitting the users with text,
graphic and cartographic information.

[0140] The TP structure of the reference subsystem
includes software providing:

- automated creation of Web-pages using all informa-
tion resources of the automated operational informa-
tion system and their publication on the subsystem
site by user requests;

- common access from the user computer worksta-
tions to the information resources of the system by
using standard templates for Web-pages of the sec-
ond and the next levels;

- automatic creation of hyperlinks for interconnected
documents providing a possibility of transfer from
one Web-page to another under these references;

- an access from the main page of the site to the main
sections of the site;

- an access to the main sections of the site from the
Web-pages of the second and the next levels;

- photographic and thematic search;

- a possibility of comparison of the election results in
a graphic form by comparable data;

- apossibility of output of information to a printer with-
out the graphic elements used for navigation over a
site;

- user self-training using the "help" mode, which is au-
tomatically called from each Web-page and compris-
es a user’s guide and information providing inde-
pendent operation with IRS for a nonprofessional us-
er;

- a possibility of administration of the IRS by adding
sections, publications of information from external
sources, acquisition and processing of statistical in-
formation using the information resources of the au-
tomated operational information system according
to the invention.

[0141] The IRS resources also include means for so-
lution of analytical problems associated with complicated
calculations, forecasting, modeling of scenarios "that-if"
and so on. For this purpose, the system makes use of
the technology of multi-dimensional databases, for ex-
ample, made in the form of a set of products of the OLAP
technology - Oracle Express, which includes a server of
multidimensional DB, special-purpose developments in
the client-server and Web environment, as well as ready
analytical applications.

[0142] A user using such a simple manipulator as a
mouse can create dynamic interactive reports in a tabu-
lated form or graphic form, obtain various fragments of
multidimensional information, detail data on any hierar-
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chical level and conduct dynamic aggregation. In so do-
ing all obtained interactive tables, diagrams and graphics
can be placed on pages which can be combined into
«multipage books» or briefings. The analysis results can
be easily sent by e-mail or to export on a corporate Web-
site.

[0143] The interaction of the IRS with other SAS sub-
systems s carried out at a data level of the integrated DB.
[0144] The operation of the IRS users is performed
from any computer workstation of the AEC CEC or the
AEC ECSRF which are provided with a browser. The
operation of the IRS administrator is performed from the
administrator workstation, in which software is installed
that is intended for support of the TP of the reference
subsystem. The operation of the user with the IRS con-
sists in an election of an information section using the
navigation menu and filling of the search requisites. The
requisites structure is determined by the user require-
ments. In the course of operation the user may specify
a request adding or changing the search data.

[0145] The input data for the IRS are data of the IDB
AEC CEC, IDB AEC ECSREF, requests for information
search in the IDB.

[0146] The output data of the IRS are all kinds of ref-
erences and reports formed by all the SAS subsystems.
[0147] The subsystem of display of the multiple-
access information (MADI) provides a visual image of
the results of election campaigns and the process of their
implementation, as well as use of visualization services
during the period between the election for conducting
various video conferences, presentations and support of
daily activity of electoral commissions, in particular, dis-
play of a current state of the AEC automated system ac-
cording to the invention.

[0148] The input information for the subsystem is as
follows:

- external video information sources, for example, on-
air broadcasting;

- video, audio and graphic information prepared by
means of other information systems and intended
for visualization on displays;

- information from the databases of the automated op-
erational information system according to the inven-
tion.

[0149]
cludes:

The output information of the subsystem in-

- information displayed on displays;
- hard copies of the displayed information;
- archive records of the displayed information.

[0150] The subsystem includes elements which are a
part of the AEC:

- data sources intended for displaying, for example:
personal computers, video-recorders, terminals of
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video conferences, video and television cameras,
nonlinear image stations, television receivers;

- means for information controls and distribution, for
example: video-and-audio information switching de-
vices, video processors, controllers of cartoon imag-
es, control panels, servers of a digital broadcast, ra-
dio-frequency modulators, converters;

- image display devices, for example: projective in-
stallations with large coated screens, plasma panels,
home television receivers, screen monitors, person-
al computers, for example, as a part of computer
workstations;

- acoustic resources audio, for example, audio ampli-
fiers and systems, microphones, mixer consoles;

- resources fortranslation of television signals through
fiber optic channels;

- information exchange systems - a dedicated line of
a local area network of the AEC CEC, local video
networks, a cable system for transmission of video
and control information.

[0151] For example, the AEC CEC include large-for-
mat displays such as a projector and a video-wall in the
CEC building, small-size displays such as television re-
ceivers and plasma panels, video information distributors
such as a cable television network, a system for archiving
video information, audio amplifiers and systems, com-
puters used as graphic servers which can be also used
for preparation of information display.

[0152] The AEC ECSRF include video information
sources such as personal computers, video recorders,
terminals of video conferences, documenting resources
such as color laser printers and information displays.
[0153] The soft’/hardware subsystems perform the
above functions at the AEC CEC, for example, the soft/
hardware of the CWS includes well known operating sys-
tems. In so doing the computer data processing work-
stations of the CWS have a standard video system of a
class not lower than XGA and can provide operation of
the "Cartography" package of programs of the subsystem
of automated election processes, graphic packages of
two- and the three-dimensional pictures, animation pack-
ages, database reporting facilities. The control and com-
mutation facilities provide a possibility of local individual
monitoring with creation of information images displayed
from the operator workstation. The images transmitted
of images from the control devices to large-size displays
such as plasma displays are sent as RGB signals.
[0154] When monitoring the course of election or ref-
erenda and summation of the voting results, the informa-
tion to be displayed is formed mainly by means of the
«Cartography» TP and using graphics packages and oth-
er software for creation of any graphic and text informa-
tion.

[0155] The television and video conferences are or-
ganized using an information source in the form of a video
signal from television and video cameras and video ter-
minals.
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[0156] When conducting conferences and presenta-
tions the main data sources are a video recorder and
personal computers.

[0157] The capabilities oftheimage display subsystem
allow simultaneous display in a multi-channel mode, for
example, of up to 15 sources of video information.
[0158] The operation control and monitoring subsys-
tem (OCM) provides automation of control processes,
status data acquisition and processing and operation of
the SAS subsystems and elements including computers,
network equipment, operating systems, databases and
AEC of every level, regional fragments of the SAS, cen-
tralized control and monitoring of the SAS as a whole at
the AEC CEC level. The subsystem provides independ-
ent operation of each componentincorporated in this sys-
tem.

[0159] Forexample, the structure of the OCM subsys-
tem is based on the well known universal platform CA
Unicenter TNG. In this case, the subsystem core realizes
the "manager-agent" scheme (Fig. 13). This scheme pro-
vides control, event processing and special functional
tasks, and the information is submitted to the users and
dispatching operators by means of interfaces and plotters
of reports.

[0160] The arrangement of components of the OCM
subsystem is shown in Fig. 14. The interaction of the
subsystem elements is performed by means of a data
transfer subsystem.

[0161] A flow diagram of input and output data of the
OCM subsystem is shown in Fig. 15. Each agent gathers
data and controls a certain element of a network or an
application. The managing servers of the control system
obtain data from the agents, generalize them and store
in the DB. Each control object sends its own data set,
which the OCM subsystem receives, processes and
stores, and then according to the selected control policy
produces a control action and transfers it to a desirable
control object.

[0162] The interaction of the OCM subsystem with the
other SAS subsystems is carried out through an integrat-
ed DB. A set of DB of the OCM subsystem operating on
the basis of the DB resources are subcircuits of an inte-
grated DB. In this case, the DB determines access rights
to the DB subcircuits. The DB OCM subsystems present
adata set necessary for support of the interaction of OCM
subsystem with the other SAS subsystems.

[0163] For example, to obtain data for monitoring the
regulation, the OCM subsystem uses the information
gathered by the subsystem of automated election proc-
esses. Each operation is characterized by a type, a place
and time of its implementation. Each regulation of an
election campaignrepresentis alist of works to be carried
out is linked with a concrete election campaign. The date
and result form a work status. The set of work statuses
allows one to track the course of performance of regula-
tions and its violation. The subsystem of automated elec-
tion processes monitors the processes of information ex-
change within the limits of the election campaign and
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transfers the information on the end of works to the OCM
subsystem.

[0164] The information support means of the users of
SAS of the OCM subsystem include electronic "bulletin
boards" and means for support of «hot lines», for exam-
ple, in a question/answer mode.

[0165] The OCM subsystem provides automatic oper-
ation in two operational areas - the area of control of the
operation of the soft’/hardware devices and the area of
acquisition and processing of the information on the state
and operation of all subsystems of the automated oper-
ational information system according to hierarchical prin-
ciples of its construction:

- remote inventory of the AEC soft/hardware;

- remote distribution and modification of the special
software;

- remote monitoring and search of faults in the AEC;

- acquisition, processing and submission of data on
failures in the regulations for presenting guideline
information:;

- creation of information funds relating to service and
control of the system operation.

[0166] The OCM subsystem provides, for example,
automated control of alocal area network AEC CEC (LAN
CEC), checking the completeness and state of the SAS,
monitoring the data transmission channels.

[0167] Fig. 16 is a diagram of an automated test of a
technical state of a local area network AEC CEC.
[0168] For user convenience, the state of realization
ofthe monitoring functions may be presented by the OCM
subsystem in the form of a map, on which servers, CWS,
network devices and data channels and their character-
istics are shown.

[0169] In the OCM subsystem built up in an architec-
ture of a control system with distributed "manager-agent”
information systems, two sets of control standards are
used - on the basis of the SNVP protocol and the ISO
international standards using the CMIP protocol as a pro-
tocol of interaction of agents and managers.

[0170] The data on currentloads on the data channels
from network devices are fed to the OCM subsystem,
and are dynamically analyzed and used for preventing
an overload of the data channels, for example, during
federal election, by using the backup possibilities of the
subsystem.

[0171] Atthe momentof peakloads onthe central serv-
ers AEC CEC, for example, on the day of voting during
the federal election, on the safety subsystem using the
information on the active mode of the databases co-acts
with the OCM subsystem for rising the capacity of the
servers and can transfer the DB servers in a mode of
limited access for the users informing the OCM subsys-
tem about this action.

[0172] The use of the subsystem allows one to reduce
the operating cost at the expense of minimization of idle
times and qualitative adjustment of the equipment, to op-
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eratively solve arising problems due to constant control
monitoring the equipment for possible faults, to create a
flexible scaled information infrastructure due to its quick
reconfiguration, evolution and extension, as well as to
provide installation, adjustment and support the AEC sys-
tem elements with necessary software.

[0173] The information security subsystem (ISSS)
providing authentication and delimitation of the authority
of the users, monitoring attacks from external sources,
cryptographic protection of information flows, and virus
protection. This implies conduction of policy of safety by
creation, removal and modification of service and secu-
rity mechanisms, distribution of respective information
and reaction to incidents, support of common access to
the SAS system, monitoring the service of directories.
[0174] The personnel training subsystem (TS) is a
combination of resources and methods of education and
organizational structures to carrying out an educational
process. The personnel include experts of the SAS, for
example, employers of the CEC apparatus, system ad-
ministrators of AEC at all levels and the AEC service
personnel, and the SAS users, for example, members of
electoral commissions and their secretariat, employers
of other federal, regional or local structures who have the
rightto use the SAS resources. The package of programs
for organization of training and programs for remote train-
ing are applied using the Web technologies.

[0175] The structure of the TS subsystem has three
levels: with coordination by hierarchy and a support of
educational processes.

[0176] The TS subsystem comprises the following el-
ements:

- information service including structured information
arrays, for example, an information fund and classi-
fiers, incorporated into a local database of the TS
subsystem;

- educational and training bodies including plans and
programs, learning courses and training techniques,
qualification requirements to the SAS specialists and
users;

- organizational measures including, for example, or-
ganizations, divisions and individual permanent staff
carrying out the learning process;

- software including programs for automatic solution
of problems of the TS subsystem;

- hardware for operation of the TS subsystem.

[0177] The information exchange between the levels
of the TS subsystem is carried out through fragments of
the local database of the OK subsystem by data replica-
tion, e-mail, via telecommunication channels using the
TCP/IP protocols and by a file transfer on carriers, for
example, CD-ROM.

[0178] The TS subsystem is distributed and stan-
dalone. If necessary, the information exchange with other
subsystems is carried out using standard resources of
data import and export.
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[0179] The maintenance and service subsystem
(MSS) at all levels provides software testing and back-
up, creation of models of reconfiguration of regional frag-
ments of the automated system for simultaneous imple-
mentation of several election campaigns, software instal-
lation, modernization of the automation equipment of the
automated system according to the invention and for
solving other tasks. The subsystem closely cooperates
with other subsystems, for example, with the subsystem
for automation of management activity and with process
control and monitoring subsystem.

[0180] In addition to the MSS, an important participant
of service is service centers whose main function is serv-
ice of the soft/hardware means CAS SAS. In this case,
each service center can be connected to several CAS of
various levels. Each center has a stand used for modeling
the SAS operation.

[0181] The subsystem database is a part of the distrib-
uted SAS database and is placed on the servers of CAS
CEC, CAS ECSRF and on the stands of the service cent-
ers.

[0182] The subsystem provides a possibility of printing
service documents of all objects and levels by means of
any known software, for example, by means of the Word
text editor and Excel electronic table. The subsystem is
run by the "Service" package of programs developed on
the operated objects: the CAS CEC (three-level model
with a dedicated server of applications), CAS ECSRF
(three-level model without a dedicated server of applica-
tions) and the soft/hardware stands of the service cent-
ers. The "Service" TP architecture is shown in Fig. 17.
[0183] In so doing it is expedient to use a three-link
technology, for example, with three-level architecture:

- data storage, in the DB server, for example, for the
CAS CEC - Oracle 9i Enterprise Edition with a server
of applications Oracle 9i, for the TP unit as a part of
the soft/hardware package of the service center (with
server DB Oracle 9i Standard Edition), for the CAS
of territorial and district electoral commission - in the
form of a three-level model without a dedicated serv-
er of applications, where the DB SQL base is used
as a DB server;

- logical realized by the "service-manager" program
(Fig. 18);

- presentation realized by the "services-client" pro-
gram.

[0184] In this case, in the DB three-level architecture
the data storage level does not include functional tasks
responsible for the logical level. The DB keeps the history
of change of the objects of storage and creation of data
for response to requests. In this case, the following ob-
jects are used:

- classifiers, for example, in the form of linear value
lists, for example, of repair types;
- references, for example, in the form of objects with
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a complex structure providing identification by name
or by object code, for example, of a hierarchical con-
struction. The reference element is characterized by
a code, value and a set of properties. For example,
"CAS objects", «system administrators”, "electoral
commission", "developers", «repair
centers», "suppliers”, «service centersy;

- documents, for example, «delivery plan», "working
plan", "act", etc.;

- directories, for example, «registration elementsy,
"equipment”, "printers", "monitors", etc.;

- events of a subject domain having exact date and
place of occurrence, for example, "inventory", "re-
pair" and so on;

- logs of events of one type in a strictly set chronolog-
ical sequence and hierarchy, for example, «facts of

movement of equipment» and so on.

[0185] The subsystem provides, for example, an au-
tomated process of inventory calculation, in particular,
by means of soft/hardware devices.

[0186] Data exchange between the CAS servers can
be provided by means of the data transfer medium used
in the SAS. The information security is provided by pro-
tection of that CAS, in whose environment the TP "Serv-
ice" functions.

[0187] Supervision of the access to the resources of
the computer workstations with client applications is pro-
vided by respective protection systems in ascope of func-
tionality determined by proper adjustment including cre-
ation of a closed software environment.

[0188] Theinformationrepresentingresultof operation
of the TP of the whole subsystems of the state automated
system is published on a Web-site according to an ap-
proved output form.

[0189] The interaction of the elements of the automat-
ed operational information system according to the in-
vention during the operation of the above described sub-
systems may be illustrated on an example of interaction
of the CAS of various levels of the SAS at the election of
a president of the Russian Federation as shown in Fig.
20.

[0190] The central element 1 of the system according
to the invention is arranged at the first top level of the
system - in the element 1a of the voting networks - the
central Electoral Commission of the Russian Federation;
elements 2 of the second level of the system are arranged
in elements 2a of the voting networks - electoral com-
mission of subjects of the Russian Federation, elements
3 of the third level are arranged in elements 3a of the
voting networks - in the district electoral commissions,
elements 4 of the fourth level - in elements 4a of the
voting networks - in the territorial electoral commissions,
elements 5 of the fifth levels - in elements 5a of the voting
networks - the local electoral commissions.

[0191] The elements 1-5 of the systems are intercon-
nected through a transmission environment based on the
radial-central principle with a central unit in the central
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element 1 and units in the elements 2 which, in turn, are
connected by communication lines to elements 3 and 4,
and include suitable communication facilities, for exam-
ple, communication channels 6 of a public telephone net-
work, digital communication channels 7, satellite com-
munications channels 8 and 9.

[0192] Shown in the drawing is element 5c of the sys-
tems whose location does not coincide with the location
of elements 5a of the voting networks, and transmission
of information between element 5c and element 5a of the
voting networks is carried out by means of acceptable
communication facilities, and elements 5¢c are mobile and
adapted for implementation of correspondence voting
with the help soft/hardware means. There are also shown
elements 5b of the systems which are also elements of
the voting network - mobile resources of electronic voting.
[0193] The element 1 of the operational information
system is the control element. The elements 1-4 with
other elements of the voting network are connected via
communication facilities to a database whose creation
and operation is carried out by means of a server 10
connected to the elements 6-9 of the systems and pro-
vided with an operating system, for example, the DB of
the Oracle system.

[0194] Such a modular construction of the automated
system allows one to search the necessary information,
and automatically perform a preset scenario of opera-
tions of the system.

[0195] When starting the election campaign on presi-
dential election, the central element 1 forms a structure
of a territorially distributed voting network, providing al-
location of the elements 2-5 in the voting region taking
into accountits division into administrative territorial sites,
and to support the elements with communication facilities
and necessary technical facilities.

[0196] The central control element 1 forms a structure
of an operational information system comprising a nec-
essary amount of elements-modules, at least one of
which is a central control element 1 arranged at the cen-
tral control station of the voting network, and another el-
ement, for example 12 is connected to other external
bases (not shown in the drawing), and an element 13 is
adapted for output of information intended for open ac-
quaintance from the operational information system.
[0197] Then the general-purpose and dedicated soft/
hardware are installed in the elements of the operational
information system and tested under actual operating
conditions.

[0198] Inthe course of operation of the automated sys-
tem the soft/hardware facilities are continuously moni-
tored and the software package is updated. In the proc-
ess of installation of a service pack, a preset scenario of
actions is carried out automatically. This scenario may
include operations which a file system, a start of a script
for database modification, a start of an executable mod-
ule, a stop/start of the Windows services, and computer
reboot. Then a procedure inventory is started, in which
the presence of all information, operational and servicing
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systems of the element of the operational information
system s checked, as well as correspondence of the files
to a preset standard. The results of the inventory proce-
dure are put in a report.

[0199] After that the elements 1a-4a, 5a, 5b and 5c¢ of
the voting network are connected to the elements of 1-5
of the system with a server 10.

[0200] Selection of operating personnel of electoral
commissions and their training is effected.

[0201] After forming the elements of the automated
system, all organizational and accounting activity of the
elements of the voting network is carried out according
to the obtained references and reference documents,
and formalized criteria for estimation of the activity of
voters, formalized indices, reporting and accounting
forms are established.

[0202] A common database of the election campaign
is generated. In so doing the use of the modem multi-
user DB Oracle provides complete integration of the func-
tional systems of the automated system with creation of
integrated databases at each level of the system ele-
ments with a complete combination of logical data struc-
tures over the whole system according to definite rules.
[0203] Using the element 13, information blocks are
formed comprising the necessary legal, reference and
normative information, forms of reports and registration
for operation of the voting network sites, as well as infor-
mation for conducting agitation work, terms of commu-
nication session and instruction for calling the database,
installed classification codes and identification indexes
of various information objects. For example, the indexes
identifying an electoral commission, a voting place, a type
of request, user’s address, a voter’s sex, age, etc. These
data are sent to the server 10 when creating a common
database of the election campaign and dispatch to the
territorial voting sites.

[0204] Besides, lists of prospective voters saved in the
database are presented, which are set up according to
the place of residence of the voter at a [lace of allocation,
forexample, a site, district, territory, a Federation subject,
voting region.

[0205] The team of the electoral commissions of the
elements 1 a to 5a of the voting networks performs pre-
paratory, organizational and agitation work and generate
primary information on promotion of candidates, checks
the data on the candidates, for example, by a request in
external databases through the element 13, for example,
to the state automated systems "passport control", "fron-
tier control", "migration”, "justice", «population state reg-
ister».

[0206] The information prepared at each point of the
voting network is sent to an element of the automated
system, for example, to the element 3 which enters this
information into the database and processes the infor-
mation objects to create data blocks comprising an infor-
mation object, an index identifying this object, an index
of a point of the voting network, an index of the element
3 and the time of input of the information. The blocks are
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stored in the database, and are made available to a user
by his request, for example, via the element 4, for review
provided that is authorized for access within the scope
according to the element 3.

[0207] Inthis case, the operation of points of the voting
network is strictly regulated by time and volume of infor-
mation prepared for reports that makes possible an op-
erative input of the information into the soft/hardware fa-
cilities, quick search and its quick statistical processing,
as well as data transfer to other elements of the system.
[0208] The central electoral commission gives estab-
lished forms of voting bulletins and puts them into the
database. After registration of candidates the commis-
sion forms a voting bulletin, containing not less than two
registered candidates and two selection fields for each
candidate, said bulletin being printed on a paper carrier.
[0209] In the voting procedure at points of the voting
network the voters are registered on the basis of the es-
tablished voter identification parameters, for example, a
date of birth, a birthplace, surname, name, patronymics.
[0210] The voters take bulletins or other voting docu-
ments and the secretary registers the fact of their output
putting down an electoral commission mark thereon.
[0211] Bulletins are accepted from the voter in means
of reception of bulletins, for example such as a closed
voting urn. After the voting time is over, the urn is un-
sealed, and the members of the electoral commission
count the accepted bulletins, check them by criteria of
validity and the presence of marks of the voter election.
The accounting forms are filled and a total protocol is
written.

[0212] When using electronic voting resources, the
voters are given an image of a voting bulletin, the voter’s
selection is registered, an automated statistical process-
ing of voting results is made, and protocols of the voting
results are formed in an automated mode.

[0213] The protocols are directed to electoral commis-
sion of a higher level of hierarchy, for example, from a
local commission in a territorial one, and then, after cre-
ation of a protocol by the territorial commission it is sent
to the district commissions, in parallel sending the infor-
mation in an established format is sent to an element of
the system for information input and processing.

[0214] The central electoral commission sums up the
voting results and makes a decision on termination of the
election campaign or its repetition, and gives to the elect-
ed person the document on his/her election.

[0215] During the operation of the system it is auto-
matically protected against unauthorized access by
means of programmed processes of information coding,
checking the content of the entered information, user
identification, call check in the system, and blocking any
attempt of penetration into the system.

[0216] During the voting preparation and implementa-
tion an automatic access to information resources of the
automated systemis provided via the Web network, open
access for acquaintance in the on-line mode on acces-
sible displays and visualization means, for example, on
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a display screen, on a large-size screen, as well as by
publication in mass media, in the Internet network, when
conducting video conferences.

[0217] In this case, the use of the claimed automated
operational information system allows one to carry out
transparent election, automate routine processes of
compilation of accounting forms, provide conduction of
all operations within the limits of the established regula-
tions, and eliminate falsification of bulletins and to provide
a possibility of monitoring the course of voting.

Industrial applicability

[0218] The automated operation-information system
for voting support, preparation and implementation ac-
cording to the invention can be realized by means of the
well known hi-tech computer technology with application
of known means and software products.

Claims

1. An automated operational information system for
voting support, preparation and implementation in-
cluding a necessary amount of system elements set
up at least in the voting region of a territorially-dis-
tributed branched structure interconnecting the cen-
tral and peripheral elements of the system, and an
element connected to all other elements of the sys-
tem, said element being a server, in which the com-
munication between the elements is carried out by
means of suitable communication facilities and the
Intranet network, each element of the system includ-
ing a complex of soft/hardware means allowing one
to perform on-line automatic monitoring and correc-
tion of their state, updating, adjustment, and provid-
ing in real time and/or in session time:

- input of initial information with information ob-
jects into the system by means of the soft/hard-
ware means of the automated system;

- processing said information in a digital form to
produce data blocks containing said information
objects and providing a possibility of their display
as a text and/or graphics and/or digits and/or a
table with a possibility of editing said image;

- a review of the displayed information in said
data blocks formed by the automated system
element, checking their correspondence to the
initial information:;

- input of additional data in said formed data
blocks, allowing one to identify said information
as information relating to the voting conducted
in a definite instant of time, and to identify the
automated system element that performs input
of said information into said automated system;
- subsequent recording and storing said data
blocks containing said information objects with
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a possibility of data processing by way of cumu-
lative total;

- transfer of said information to other elements
of the system;

-display and visualization of the information con-
tained in said data blocks;

- saving the data blocks containing said infor-
mation;

- identification of the automated system user at
his call to the automated system element, in
which case at least one of the central elements
is a central control element of said system and
is further adapted to the control the operation of
the other elements of the automated system,
and the database server being further adapted
to automatically create a common database by
means of:

- reception, record, accumulation and storage
of the information objects arriving in real time
and/or in session time from the elements of the
automated system in said data blocks formed
by these objects;

- processing the obtained data blocks to produce
address blocks including information relating to
one type of voting and/or to one automated sys-
tem element and/or one element of the voting
network and/or one direction of activity of the
system elements and/or one user, said address
blocks being saved with a possibility of their re-
covery;

- processing the information of the address
blocks to produce final data blocks containing
information by the cumulative total and saving
the final data blocks with a possibility of their
recovery;

- processing the information contained in said
data blocks, address blocks and final data
blocks, to produce statistical data blocks by pa-
rameters established by the regulatory legal
acts and their saving with a possibility of subse-
quent recovery;

- creation of information blocks containing infor-
mation saved in the common database accord-
ingtotherules of dispatch to the usersregistered
in the database;

- creation of open information blocks according
to a preset list of information for future open dis-
play by means of acceptable visualization
means;

- creation of output information blocks according
to a preset list for subsequent display on sites
of the Internet network;

- creation of a voting bulletin containing informa-
tion allowing one to identify the bulletin as one
of the voting bulletins including at least two se-
lection variants from the registered selection
variants and having at least two localized selec-
tion fields adapted for making selection by intro-
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ducing by the voter a marking element in one of
the selection fields;

- providing each of said data blocks with address
blocks, final data blocks, coded information
blocks, open information blocks, outputinforma-
tion blocks, an additional classification index al-
lowing one to identify each of said blocks in the
database;

- saving the software package installed in the
elements of the automated system including in-
itial packs and service packs, and the results of
testing the state of the soft/hardware elements
of the automated system during the monitoring;
- saving copies of the initial and corrected data
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network;

- provision of open acquaintance in the on-line
mode of display and visualization of the infor-
mation in the course of voting with an image of
preliminary voting results automatically proc-
essed in real-time mode in the voting region;

- publication in the Internet network of the infor-
mation on the course of voting and the total vot-
ing results within 24 hours after the voting is
over;

- using large-size multiple-access visualization
devices for display of the information on the
course of voting and voting summary.

blocks of the common database on a carrierac- 75 2. The system as claimed in claim 1, characterized in
ceptable for operation in an automated system that give the users are granted with information
not connected to the database; formed in blocks:

- registration of entry and movement of docu-
mentary forms including voting bulletins;

- information on the beginning of the election

20 campaign;
and in so doing the joint operation of the system el- - data containing regulatory legal acts regulating
ements to run the system and the common database the activity on the voting preparation and imple-
in an interactive mode for directory service for the mentation, and the necessary legal information;
users with performance of the complex of operations - data containing time schedules on the voting
on: 25 preparation and implementation and the results
of their fulfillment;
- maintenance in an actual state of the informa- - data containing information on the administra-
tion saved in the common database by changing tive territorial division of the voting region;
and updating said information; - data including reporting forms used for reports
- reception of a user call to the common data- 30 at various organizational structures in connec-
base and saving said call; tion with the voting and the rules of their filling,
- checking the presence and circulation of the -dataincluding current and final accounting doc-
identification index, verification of the scope of uments on the voting preparation and imple-
rights of the user to access the information in mentation;
the common database, 35 - data generated in the course of the voting prep-
- search of information in the common database aration and implementation by each of the ele-
according to call and scope of the rights of the ments of the automated system,
calling user, - data containing information on the voting prep-
- creation of a response to the user call, aration and implementation at a definite point of
- sending to the user the formed response ina 40 the voting network,
browse mode according to the scope of rights - data on an object to be included into the voting
of the calling user, ifthe user call to the database selection variants;
comprises an identification index corresponding - data including the list of the registered voting
to the identification index of this user kept in said selection variants,
common database; 45 - data on prospective voters;
- conduction in an automatic mode of a complex - data including lists of prospective voters ac-
of protection measures to prevent unauthorized cording to the administrative territorial division
access to the system; of the voting region;
- conduction of a complex of operations on in- - data including the voting bulletin form and re-
formation security; 50 quirement to its content;

- data on the formed voting bulletin with a pos-
the automated system in this case comprises at least sibility of its duplication on a carrier acceptable
one element connected at least to the central ele- to voting;
ment and to the database server of the system adapt- - data on registration of the voter and on the
ed for: 55 voting bulletin submitted to him;

- granting the users with access to information
resources of the automated system via the Web

23

- data including lists of registered voters includ-
ing results of checking said lists on the presence
of "doubles",
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- data on voting process dynamics and on the
quantity of the cast votes during the voting time;
- data containing information on the voting be-
ginning and end, and on the content of the agi-
tation campaign in the voting region;

- data containing information on the voting sum-
mary in the voting region and/or its administra-
tive territorial sites;

- data containing information on the documents
handed to the elected person,

- data of the statistical processing of the obtained
information;

- information on the voting termination;

- data containing information on arrival, expend-
iture and return of money resources used for the
voting support and implementation;

- information on the election campaign termina-
tion;

- information on the termination of powers of the
official and/or authority;

- information on granting the powers to the elect-
ed official and/or authority;

-information according to a preset data list given
for future open access to mass media and/or on
acceptable visualization facilities;

- information according to a preset data list used
for future display in the Internet network;

- information on the operation of the soft/hard-
ware elements of the automated system and of
the communication facilities and results of mon-
itoring their state and service status with a pos-
sibility of displaying the information contained in
said blocks on displays.

The system as claimed in claim 1, characterized in
that the information on the regulatory legal acts reg-
ulating the activity on the voting preparation and im-
plementation at least includes:

- voting type and purpose;

- voting region and its division into the adminis-
trative territorial sites for voting preparation and
implementation;

- date and time of the beginning and end of the
voting preparation procedure;

- date and time of the beginning and end of the
voting process;

- criteria for estimation of his/her selection vari-
antfor registration as a variant registered for vot-
ing in the voting region and/or its voting sites;

- voting resources rendered to the voter for re-
alization of his/her election rights;

- voter identification parameters;

- criteria for recognizing the voter as registered
for voting purposes;

- criteria for recognizing the bulletin filled by the
voter as valid and the selection made;

- criteria for recognizing the report the voting re-
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sults received the site of the voting network as
valid;

- criteria for recognizing the voting as completed;
- indexes assigned to said type of data for their
identification in the information of the common
database.

System as claimed in claim 1, characterized in that
the data on the operation of the central control station
and territorial points of the voting network carrying
out their activity on the voting preparation and im-
plementation at least include:

- regulatory legal acts regulating the voting ac-
tivity;

- functional features of said sites, their interac-
tion, a hierarchic structure of the voting network;
- preset forms of accounts and reports;

- information on the personnel;

- scope of rights given for performing their ac-
tivity;

- information on special identification indexes
assigned to each of the elements of the system,
which must be included into the volume of the
information block formed by said elements for
input into said common database and/or for
transfer to other elements and/or to another au-
tomated system, allowing one in said automated
system to identify the data source and associ-
ated information;

- data generated in the course of the voting prep-
aration including accounting documents;

- information generated by the automated sys-
tem element in said data blocks containing data
obtained by the system in the course of the vot-
ing preparation and implementation, and provid-
ing a possibility of its display as text and/or
graphics and/or digits and/or as a table;

- dates and times of the voting beginning and
end.

System as claimed in claim 1, characterized in that
the data containing information on the administrative
territorial division of the voting region includes a
graphic image of a voting region map with indication
of the boundaries of the division of the region in vot-
ing sites with a possibility of detailing the site param-
eters.

System as claimed in claim 1, characterized in that
the data on the object to be included into the number
of the voting selection variants, comprise at least:

- parameters allowing one to identify an object
of a prospective selection among other prospec-
tive selection objects;

- data required by a voter to perform a compar-
ative estimation of the selection variants;
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- data of the selection variants registered ac-
cording to the requirements of the regulatory le-
gal acts presented for voting in the scope of data
necessary for conduction of a comparative es-
timation of the selection variants;

- information on the selection variants rejected
for registration and the reasons of such a rejec-
tion.

System as claimed in claim 1, characterized in that
the data on the prospective voter comprise:

- data on the person who reached the age of
legal capacity for voting and residing at the ad-
ministrative territorial site of the voting region,
allowing one to identify him among other per-
sons living in this region,

- data on the voting process participant neces-
sary and sufficient for his identification among
prospective voters,

- a list of prospective voters reached the age of
legal capacity for voting and living in each of the
administrative territorial sites of the voting re-
gion,

- data on a person who has reached the age of
legal capacity for voting who expressed a desire
to vote at a voting site which is not his residence
place,

- data of the documents given to the voter by his
request for voting at a voting site which is not
his residence place.

The system as claimed in claim 1, characterized in
that the voting purpose is selected from the group
including a referendum, presidential election, higher
official election, election of the head of a municipal
union, election of the head of administration, election
of a deputy, a recall of a person from an election
post, arecall of a deputy, and the system has a struc-
ture of interaction of the system elements among
themselves and with external elements correspond-
ing to the voting purpose and to the voting region.

The system as claimed in claim 1, characterized in
that the voting type is selected from the group in-
cluding direct voting and correspondence voting.

The system as claimed in claim 1, characterized in
that the voting region is selected from the group in-
cluding a state, a federal formation, a Federation
subject, a municipal union, an administrative territo-
rial site.

The system as claimed in claim 1, characterized in
that it allows one to carry out voting preparation and
implementation in one voting region for the several
voting objects simultaneously at any combination of
the voting objects and types.
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The system as claimed in claim 1, characterized in
that the voting is conducted for a referendum, a re-
call of a person from an election post, recall of a
deputy, and the selection variant being an answer
to at least one question, the bulletin has at least two
fields for a election for an answer to one question,
and the answer is recorded in the bulletin by intro-
ducing a marker element in one of the two selection
fields.

The system as claimed in claim 1, characterized in
that the voting preparation and implementation are
effected for the purposes selected from the group
including presidential election, higher official elec-
tion, election of a head of a municipal union, election
of a head of administration, election of a deputy, in
which case, creation of a common database of a
automated system is added with creation of informa-
tion blocks comprising:

- data on registration of an election campaign
with assignment to it a special code index which
must be included in the information blocks relat-
ing to the voting preparation and implementation
for the selected purpose, allowing one to identify
such information in the common database infor-
mation content;

- information on the beginning of the election
campaign;

- information on the beginning and end and on
the content of the agitation campaign;

- information on the termination of the election
campaign;

- information on the termination of the powers
of an official and/or authority;

- information on granting the powers to the elect-
ed official and/or authority;

- data on the election collectives including polit-
ical parties and/or election blocks and/or initia-
tive groups of voters slating a candidate for elec-
tion including:

- information on the involvement of said election
collectives in the election campaigns;

- information on the authorized representatives
of the election collectives;

- data on the candidate slated by the election
collective including data on his property and in-
come;

- data on the authorized representatives of the
candidate;

- data on the documents granted to the regis-
tered authorized representative;

- data on the candidate;

- data on arrival and expense of the money re-
sources of the election funds of the candidates
and on the obtained budgetary funds including
for free broadcast time and printing areas;

- data on the registration of the candidate to be
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included in the bulletin as a voting object;

- data on the documents granted to the elected
person;

- results of monitoring the legitimacy of the do-
nations;

- results of checking the data on the candidate
property and income;

and the automated system is further used for
forming and granting registration documents to
the candidate and for forming and granting to
the elected personthe documenton his election.

The system as claimed in claim 1, characterized in
that it has a multilevel structure according to the es-
tablished administrative territorial division of the vot-
ing region and a hierarchy of its elements.

The system as claimed in claim 1, characterized in
that the voteridentification parameters include a sur-
name, a name, a patronymic, a date of birth, a birth-
place, a residence or registrations and an identifica-
tion card.

The system as claimed in claim 1, characterized in
that the information to be viewed by the user is an
image on a display consisting of data bulk selected
from the group including:

- a data block comprising an index identifying
this user;

- a data block containing information permitted
for the user access in correspondence with the
rights granted to him;

- a data block open for acquaintance.

The system as claimed in claim 1, characterized in
that the image of statistical information on the voting
preparation and implementation on respective is
submitted to the user in the form of a cartographic
image of the territory and/or sites of an administrative
territorial division of the voting region, and/or of the
entire voting region in real-time mode and/or in a
session mode.
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