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(54) Alarm management system

(57)  Device 2, 3, 4 are capable of generating alarm

signals 21, 31, 41 having varying severity levels indicat-

ing, for example, whether the device is approaching or
exceeding an overload condition, or a partial or total fail-
ure ofthedevice. Thealarms 21, 31, 41, with their severity
levels, are received by an alarm "trap" 5 and forwarded

to a monitoring system 6, 7, 8. The invention provides an

additional "significance" flag, relating to the operational

importance of the device generating the alarm, which is
applied to alarms received by the trap 5. The significance
and severity flags are used to sort the alarms in order to
identify the most significant alarms. An additional moni-
toring function 9 may generate this information 20, 30,
40 from network information 10 held in the monitoring
system 6. The information 20, 30, 40 is used by the mon-
itoring system 5 to modify the alarm data 21, 31, 41 to
generate modified alarm data 22, 32,42.
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Description

[0001] This invention relates to the management of
alarm signals in a monitoring system. Such systems are
configured to receive signals from the devices being
monitored in the event of a condition exceeding a prede-
termined value, or some other condition indicative of a
malfunction or other condition requiring attention or re-
cording.

[0002] In acomplex system the significance of a fault,
overload, or other condition on the system as a whole
can depend on a number of factors, many of which are
external to the device reporting the condition. For exam-
ple, one device may be used for test purposes, whilst in
another part of the system a similar device may be used
in "mission critical" or "safety critical" applications. In the
latter case, there may, or may not, be backup resources
available in the event of such failure or overload. The
availability of backup resources is not fixed because any
backup facility is, necessarily, also subject to similar
faults, overloads, and other conditions.

[0003] There is therefore a need to indicate the critical
events which actually affect service, such that allocation
of resource to meet such conditions can be prioritised
accordingly.

[0004] According to the invention, there is provided an
alarm management system in which a plurality of devices
are capable of transmitting alarm signals to a monitoring
centre, the system having the capability of generating
first and second alarm signal types, the first type indica-
tive of a service-affecting event and the second indicative
of a non-service affecting event, and wherein the moni-
toring centre is configured to distinguish the two types of
signal, to record both types of signal. In one embodiment,
the first type of signal is forwarded to an alerting system,
whilst the second type is merely recorded.

[0005] The first and second alarm signal types may be
distinguished by the presence or absence of a flag. This
flag may be applied autonomously by the device gener-
ating the alarm signal. However, in a preferred arrange-
ment a separate function, having overview of the various
devices making up the complete system, and their inter-
relationships, may determine whether an alarm condition
of any particular device is service-affecting. This may
take into account dynamic properties, such as the avail-
ability or current loading of other devices.

[0006] In a preferred arrangement, the alarm signals
alsoinclude anindication of their severity. The monitoring
centre may be arranged such that a significance value
is applied to the alarm signal, which is a function of both
the severity and the presence or absence of a service-
affecting flag. In the embodiment to be described, the
presence of the service-affecting flag raises the signifi-
cance value of any alarm to a value higher than that of
any alarm not carrying the flag, whatever their respective
severity values.

[0007] Anembodiment of the invention will now be de-
scribed, by way of example, with reference to the Figures,
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in which

Figure 1 is a schematic depiction of the various ele-
ments that co-operate to form a first embodiment of
the invention, and the message flows between them
Figure 2 is a schematic depiction of the various ele-
ments that co-operate to form a second embodiment
of the invention, and the message flows between
them

Figure 3 is a depiction of the process performed by
the invention

Figure 4 depicts in tabular form a series of alarms,
and a typical display layout for these alarms.

[0008] In these embodiments, three devices 2, 3, 4
form part of a network 1. Each device 2, 3, 4 is capable
of generating alarm signals 21, 31, 41 having varying
severity levels. These different levels indicate, for exam-
ple, whether the device is approaching or exceeding an
overload condition, or a partial or total failure of the de-
vice. The alarms 21, 31, 41, with their severity levels, are
received by an alarm "trap" 5 and forwarded to a moni-
toring system 6, 7, 8. The user of the monitoring system
can then use the different severity levels to prioritise re-
medial work, such as when to dedicate further resources
to relieve an overload or replace a failed component.
[0009] However, eachindividualcomponent2,3,4can
only report on the significance of the event it is reporting
relative to other possible events taking place at the same
component. A minor defect in a safety-critical compo-
nent, or one which supports a function of high commercial
importance, or a function on which many other functions
depend, may be much more significant than a similar
defect, or even a more major one, in a little-used subsys-
tem, or in an experimental test-rig. Similarly, the availa-
bility, or absence, of backup systems for the failed com-
ponent will determine how significant the failure is to the
overall system. It would be possible to weight the alarm
severity levels according to the importance of the com-
ponents generating them, but this would require constant
updating of the components as the system of which they
form a part changes around them: for example when a
previously experimental system goes "live", or as de-
mand increases, thereby reducing the amount of spare
capacity available. Moreover, many of these changes are
of an uncontrolled nature: for example the availability of
a backup system depends on the condition, and current
loading, of that system.

[0010] To overcome this problem, the invention pro-
vides an additional "significance" flag, which is applied
to alarms received by the trap 5. This significance flag
20, 30, 40 may be applied either by a component 9 of
the monitoring system as shown in Figure 1, or as an
additional function 29, 39, 49 of the devices 2, 3, 4 gen-
erating the alarm, as shown in Figure 2. In either case,
the flag to be applied is determined from the operational
importance of the device generating the alarm. An addi-
tional monitoring function 9 may generate this information
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20, 30, 40 from network information 10 held in the mon-
itoring system 6. The information 20, 30, 40 may be used
by the monitoring system 5 to modify the alarm data 21,
31, 41 to generate modified alarm data 22, 32,42 as
shown in Figure 1. Alternatively the information 20, 30,
40 may be downloaded to the individual components 29,
39, 49 as shown in Figure 2, so that they can generate
the appropriate modified alarms 22, 32, 42 themselves.
In this embodiment the alarm signals are modified by
setting a "flag" 20, 30, 40 if the respective device 2, 3, 4
is service-critical.

[0011] The operation of the monitoring system 6 and
display system 7 is illustrated in Figure 3, with a typical
display represented in Figure 4. The monitoring system
6 receives the modified alarm signals 22, 32, 42 (step
60). It reads the severity value 21, 22, 32 (step 61) and
also determines whether the significance flag 20, 30, 40
is set (step 62). If the flag is set, an alert 64 is generated
on an alarm system 11 to call attention to the event.
[0012] A significance value 23, 33, 43 is generated
(step 63) the data received by the monitoring system.
This value is determined by the severity value 21, 31, 41
of the alarm and by whether the flag 20, 30, 40 has been
set. In this embodiment the significance value is set at
the sum of the severity value and a second value F which
is set equal to zero if the flag is not set, and to a value
greater than the maximum severity value if the flag is set.
(In the example shown in Figure 4, the severity values
82 for the events 81 are in a range from 1 to 5, and the
flag value F is set to zero or 10, so that the significance
values 85 for critical events fall in the range 11 to 15).
[0013] Alerts can then be passed to a processor 7 in
which they are sorted in order of their significance values
85 (step 70) for presentation on a display device 8. In
this embodiment the display 8 is updated on receipt of
each alert (step 80), the location 81, severity 82, time 83
and, if appropriate, the critical nature 84 of each event
being recorded. As shown in Figure 4, all the alarms 800,
801, 802 for which the flags have been set are grouped
together and take priority over any alarms 810, 811 .....
819 for which the flag is not set. This is the case even
though some of the non-critical alarms 810, 811, 812,
have severity values 82 higher than any of those for the
critical alarms 800, 801, 802. This allows an operator to
readily identify the events of critical significance, to which
he has been alerted by the alarm system 11, as such
events will be displayed first, followed by those of a 'nor-
mal’ severity.

[0014] The significance flag may be set by external
correlation processes when appropriate. For example if
a system 2 determines that an event has occurred a pre-
determined number of times within a time period, this
may be reported to, or detected by, the monitoring system
6 which sets the appropriate flag 20 such that the signif-
icance of events occurring to that device 2 are enhanced.
Similar correlation may be used between reports ema-
nating from different devices 3, 4. This may be appropri-
ate if, for example, the failure of both devices 3, 4 is in-
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dicative of a more widespread problem, or of a link 34
between them. Again, service may be unaffected by the
failure of either of a pair of duplicate devices, but failure
of both may be a service-affecting event.

Claims

1. Alarm management system in which a plurality of
devices are capable of transmitting alarm signals to
amonitoring centre, the system having the capability
of generating first and second alarm signal types,
the first type indicative of a service-affecting event
and the second indicative of a non-service affecting
event, and wherein the monitoring centre is config-
ured to distinguish the two types of signal, and to
record both types of signal, and to generate different
responses to the two types of signal.

2. Analarm management system according to claim 1,
having means to forward only the first type of signal
to an alerting system.

3. An alarm management system according to claim 1
or claim 2, comprising means in the device generat-
ing the alarm signal for applying a flag to the first
type of signal, and means in the monitoring centre
for identifying the presence or absence of the flag.

4. An alarm management system according to claim 3
wherein the device generating the alarm signal de-
termines whether to apply the flag autonomously.

5. Analarm management system according to claim 3,
wherein the monitoring system determines, from the
inter-relationships of the monitored devices, whether
an alarm condition of any particular device is service-
affecting, and generates instructions for the moni-
tored devices to determine the conditions under
which the flag should be applied.

6. An alarm management system according to claim 5,
having means for determining dynamic properties of
devices related to each other, and means for gener-
ating instructions for each of the related devices in
accordance with the said dynamic properties.

7. Analarm management system according to claim 6,
in which the alarm signals also include an indication
of their severity.

8. Analarm management system according to any pre-
ceding claim in which a significance value is applied
to each alarm signal, the significance value being a
function of both the severity and of whether the con-
dition is service-affecting.

9. An alarm management system according to claim 8,
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in which the significance value of any service-affect-
ing condition is raised to a value higher than that of
any non-service affecting condition, whatever their
respective severity values.

A method of handling alarm signals generated by a
plurality of devices, wherein first and second alarm
signal types are generated, the first type indicative
of aservice-affecting eventand the secondindicative
of a non-service affecting event, a monitoring centre
records the signals and generates a first type of re-
sponse to signals of the first type, and a different
response to signals of the second type.

A method according to claim 10, wherein only the
first type of signal is forwarded to an alerting system.

A method according to claim 10 or claim 11, wherein
a flag is applied to signals of the first type, and the
monitoring centre identifies the presence or absence
of the flag.

A method according to claim 12, wherein the device
generating the alarm signal determines whether to
apply the flag autonomously.

A method according to claim 12, wherein the moni-
toring system determines, from the inter-relation-
ships of the monitored devices, whether an alarm
condition of any particular device is service-affect-
ing, and generates instructions for the monitored de-
vices to determine the conditions under which the
flag should be applied.

A method according to claim 14, wherein the moni-
toring system determines dynamic properties of de-
vices related to each other and generates instruc-
tions for each of the related devices in accordance
with the said dynamic properties.

A method according to claim 15, in which the alarm
signals also include an indication of their severity.

A method according to claim 10, 11, 12, 13 14, 15
or 16 in which a significance value is applied to each
alarm signal, the significance value being a function
of both the severity and of whether the condition is
service-affecting.

A method according to claim 17, in which the signif-
icance value of any service-affecting condition is
raised to a value higher than that of any non-service
affecting condition, whatever their respective sever-
ity values.
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