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Description
BACKGROUND OF THE INVENTIONS

[0001] The present invention relates to a system and
method of seamlessly switching between embedded and
external functions on a multi-function printer.

[0002] The present invention relates to a system and
method to allow the removal and addition of functions on
a multi-function printer.

[0003] The present invention relates to a system and
method for image thumbnail/preview on an image
processing device.

[0004] The present invention is directed to methods
and computer-based systems for authenticating a user
of an image processing system.

[0005] Conventionally, Multi-Function Printers (MFPs)
could be configured to use embedded functions, func-
tions that were installed in a storage device in the MFP,
or alternatively MFPs could be configured to use prede-
termined external functions, the predetermined external
functions being functions that were installed on the MFP
but used an external server to accomplish functions other
than image scanning/printing. However, once an MFP
was configured to use embedded functions, it was not
possible for the user to use any external functions. Sim-
ilarly, once a MFP was configured to use the predeter-
mined external functions the user was unable to use the
embedded functions. Thus when the external server be-
came unavailable the user was unable to use the function
of the MFP without a service person physically visiting
the MFP to change the configuration of the MFP.
[0006] Additionally, when the MFP was configured to
use the predetermined external functions each time a
new external function was added to a network accessible
by the MFP, a service person was required to physically
visit the site of the MFP to upgrade the configuration of
the MFP to include the newly added external function.
[0007] Conventionally, when a user wanted to install
a new service on a multi-function printer ("MFP") such
as a file storage application, a new application had to be
installed to the MFP that made these services available,
as shown in Figure 19.

[0008] In order to leverage these applications in an
MFP context, the applications are installed by a service
person that would travel to the physical site of the multi-
function printer and install the applications manually. In
addition if a user or a retailer wanted to remove an ap-
plication from the MFP a service person was required to
visit the physical site of the MFP and physically uninstall
the application.

[0009] The presentinventors have determined that us-
ers of conventional multifunction devices are unable to
determine until after printing or saving if a scan on a mul-
tifunction device had been successful orif the input pages
need to be scanned again. In addition, the inventors have
determined that users of conventional devices are unable
to verify the scan quality of the job and verify things such
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as barcodes, signatures, anti-copying marks or water-
marks that developed on the scan.

[0010] Over the past several years, there has been an
increase in the number and types of document-related
applications available over networks. These applications
can include document management systems, such as
those specializing in managing documents of various
specific contents, for example medical, legal, financial,
marketing, scientific, educational, etc. Other applications
include various delivery systems, such as e-mail servers,
facsimile servers, and/or regular mail delivery. Yet other
applications include document processing systems, such
as format conversion and optical character recognition
systems. Further applications include document man-
agement systems used to store, organize, and manage
various documents. These document management sys-
tems used to store, organize, and manage various doc-
uments may be referred to as "backend" applications.
[0011] Various systems for accessing these network
applications from image processing devices (e.g., scan-
ners, printers, copy machines, cameras) have been con-
templated. One system associates a computer with each
image processing device for managing the documents
with the network applications. The computers communi-
cate with the various network applications to enable the
use of the applications by the user of the image process-
ing devices. For example, the computers request and
receive from the network applications information about
the format and content of the data required by the appli-
cations to manage the documents. The computers proc-
ess this information and configure the image processing
devices to provide the correct format and content.
[0012] Theimage processing devices also typically in-
corporate some type of monitoring system to track the
resource usage of the image processing device. These
monitoring systems authenticate a user and provide the
ability to track copy, print and fax activities based on at-
tributes such as document name, printer, port, date and
time, paper size, finishing options and choice between
black and white or color. Such a process allows billing
reports, invoices, etc. to be generated based on the au-
thenticated user’s actions at the image processing de-
vice. Thus, before operating an image processing device
that includes such a monitoring system, the user must
first be authenticated with the monitoring system. Such
authentication typically involves the entry of some sort
of personal information or data from the user.

[0013] Once a user is granted access to the image
processing device, an additional authentication step typ-
ically is performed to gain access to one or more of the
above noted backend applications. Forexample, the user
may additionally log into a server or network to which the
image processing device is connected in order to gain
access to this server or network.

[0014] Thus, the present inventors have realized that
current systems may require a user to log in multiple
times ata single image processing device in order to both
gain access to the image processing device and a back-
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end application associated with the image processing
device. The inventors have realized that such redundan-
cy is burdensome for the user of the image processing
device, and may force users to memorize different user
authentication information associated with each neces-
sary log in procedure.

SUMMARY OF THE INVENTIONS

[0015] The present inventions provide, inter alia, a
method including the step of launching a host application
of an image handling device. The image handling device
includes at least one embedded function and a network
interface. The method further includes determining ex-
ternal functions for the image handling device. The ex-
ternal functions utilize the network interface and including
operations which are performed remotely from the image
handling device. The method also includes storing infor-
mation regarding available external functions determined
by the determining in a configuration file and presenting
a graphical interface that includes selectable graphical
indicia representing each function accessible on the im-
age handling device including the at least one embedded
function and the available external functions. In addition,
the method includes executing the at least one embed-
ded function and the determined external functions
based on a selection of the corresponding graphical in-
dicia.

[0016] Also provided by the present inventions is an
image handling device that includes a host application
configured to provide a core service of the image handling
device and including at least one embedded function and
a network interface. Also included in the image handling
device is an external function unit configured to deter-
mine external functions for the image handling device,
the external functions utilizing the network interface and
including operations which are performed remotely from
the image handling device. A configuration file configured
to store information regarding available external func-
tions determined by the determining is included in the
image handling device along with a display configured
to present a graphical interface that includes selectable
graphical indicia representing each function accessible
on the image handling device including the at least one
embedded function and the available external functions.
In addition, an input unit configured to receive user input
and to execute the selected at least one embedded func-
tion or the determined external function based on the
selection of the corresponding graphical indicia is includ-
ed in the image handling device.

[0017] The present inventions provide, inter alia, a
method that includes launching a host application of an
image handling device. The image handling device in-
cludes at least one plug-in and a corresponding set of
services. The method further includes accessing a con-
figuration file of the image handling device. The config-
uration file includes information regarding the activation
status of each service corresponding to the at least one
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plug-in. Also included in the method is launching the at
least one plug-in based on the information regarding the
activation of each service. The plug-in provides the cor-
responding set of activated services to the host applica-
tion. The method includes presenting a graphical inter-
face that includes a graphical indicia of each activated
service corresponding to each activated plug-in.

[0018] Alsoincluded inthe presentinventionis a meth-
od thatincludes launching a host application on animage
handling device. The image handling device includes an
application layer, hardware and an operating system.
The method also includes launching an activation man-
ager. The activation manager determines which installed
plug-ins and which services corresponding to the in-
stalled plug-ins to activate. The method includes reading
a configuration file stored on the image handling device.
The configuration file includes information identifying the
image handling device, the user of the image handing
device and the services corresponding to the installed
plug-ins. The method includes determining the activation
status of each service in the configuration file and updat-
ing the configuration file based on the determining. The
configuration file is updated to include information re-
garding the activation status of each service. The method
also includes generating a project array based on the
number of installed plug-ins, generating a service array
for each project and displaying a project array window.
The project array window graphically displays each
projectincluded in the project array. The method includes
determining the activation status of each project selected
by a user and each corresponding service and displaying
a main window and a default service window when a
project is selected in the project array window and is de-
termined to be active. The main window includes graph-
ical indicia of the activated project services.

[0019] Also included in the present invention is an im-
age handling device which includes a host application
configured to provide the core service of the image han-
dling device, a plug-in application configured to be pro-
grammatically invoked by the host application, an acti-
vation manager configured to control access to the plug-
in application and a configuration file updated by the ac-
tivation manager stored in a memory and including infor-
mation regarding activation of the plug-in application and
functions corresponding to the plug-in application, the
host application configured to programmatically invoke
the plug-in in accordance with information regarding ac-
tivation in the configuration file.

[0020] The present invention provides, inter alia, a
method of modifying images including the steps of scan-
ning at least one document having multiple pages, dis-
playing a thumbnail image of at least one of the pages
of the scanned document, displaying a selectable graph-
ical indicia corresponding to at least one operation for
modifying at least one image of the scanned document,
selecting the selectable graphical indicia and modifying
the at least one image in accordance with said selecting.
[0021] Alsoincluded inthe presentinventionis a meth-
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od that includes scanning at least one document having
multiple pages, displaying a preview image of at least
one of the pages of the scanned document, displaying a
selectable graphical indicia corresponding to at least one
operation for modifying the preview image, selecting the
selectable graphical indicia and modifying the preview
image in accordance with said selecting.

[0022] The present inventors have determined that
there is a need for amore efficient and customizable login
procedure forimage processing devices and the systems
associated therewith. Specifically, the present invention
is directed to using authorization information and user
credentials based on an authentication procedure at the
monitoring system for authentication at a second server
and various backend applications without user interven-
tion.

[0023] The present invention, therefore, is directed to
a system and method for authenticating a user of an im-
age processing system. User credentials are received at
an authentication device corresponding to an image
processing device, and transmitted to a first server re-
mote from the authentication device. The validity of the
user credentials are judged by comparing the received
user credentials to authentication information stored at
the first server, and a result of the judging is transmitted
to the image processing device. The image processing
device then requests access to a second server remote
from the image processing device, and the second server
transmits a request for the user credentials to the first
server. After receiving the user credentials from the first
server, the second server performs user authentication.
[0024] It is to be understood that both the foregoing
general description of the invention and the following de-
tailed description are exemplary, but are not restrictive,
of the invention.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE
DRAWINGS

[0025] Other objects, features and advantages of the
present invention will become more apparent from the
following detailed description when read in conjunction
with the accompanying drawings, in which:

Fig.1 is a block diagram showing an office set-up
which includes several MFPs;

Fig. 2 is a block diagram of an application layer of
an MFP according to an exemplary embodiment of
the present invention;

Fig. 3 is a block diagram showing a Unified Client
Application according to an embodiment of the
present invention;

Fig. 4 is ablock diagram showing an embedded func-
tion according to an exemplary embodiment of the
present invention;

Fig. 5 is a block diagram showing an example of the
embedded function of the Document Mall applica-
tion;
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Figs. 6A and 6B are process diagrams showing ex-
emplary software architecture;

Figs. 7A, 7B, 7C, 7D(i), 7D(ii), 7E, 7F(i),7F(ii) and
TF(iii) are flowcharts showing a procedure of the
process of the Server/Serverless Unified Client Main
thread;

Figs. 8A and 8B are a flowchart of the Server/Server-
less Unified Client Upload thread;

Fig. 9 shows an exemplary project array window
which allows the user to select a project;

Fig. 10 shows a main window which allows the user
to select different services of the selected project;
Figs. 11A-11F show an example of a config.xml file;
Fig. 12 is exemplary user interface of an eCabinet
(TM) embedded function in which the eCabinet
project main window and the eCabinet owner service
window are displayed;

Fig. 13 is an exemplary user interface of an eCabinet
embedded function in which the ecabinet project
main window and eCabinet Folder service window
are displayed;

Fig. 14 is an exemplary user interface of an eCabinet
embedded function in which the eCabinet project
main window and the scan settings service window
are displayed;

Fig. 15 is an exemplary user interface of an eCabinet
embedded function in which the eCabinet project
main window and the scan settings service scan size
sub-window are displayed;

Fig. 16 is an exemplary user interface of an eCabinet
embedded function in which the eCabinet project
main window and the job log service window are dis-
played;

Fig. 17 is an exemplary user interface of an Email
embedded function in which the Email project main
window and the Email selection window are dis-
played;

Fig. 18 is a block diagram showing a typical software
configuration for a multi-function printer.

Fig.19 is a block diagram showing a typical applica-
tion layer included on a conventional MFP;

Fig. 20 is a block diagram of an application layer of
an MFP according to an exemplary embodiment of
the present invention;

Fig. 21 is a block diagram showing a Unified Client
Application according to an embodiment of the
present invention;

Fig. 22 is a block diagram showing a plug-in accord-
ing to an exemplary embodiment of the present in-
vention;

Fig. 23 is a block diagram showing an example of a
plug-in for a Document Mall application;

Figs. 24A and 24B are process diagrams showing
exemplary software architecture;

Figs. 25A, 25B, 25C, 25D and 25E are flowcharts
showing a procedure of the process of the Unified
Client Main thread;

Figs. 26A and 26B are a flowchart of the Unified Cli-
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ent Upload thread;

Fig. 27 shows an exemplary project array window
which allows the user to select a project;

Fig. 28 shows a main window which allows the user
to select different services of the selected project;
Figs. 29A-29B show an example of a config.xml file;
Fig. 30 is exemplary user interface of an eCabinet
(TM) plug-in in which the eCabinet project main win-
dow and the eCabinet Owner service window are
displayed;

Fig. 31 is an exemplary user interface of an eCabinet
plug-in in which the eCabinet project main window
and eCabinet Folder service window are displayed;
Fig. 32 is an exemplary user interface of an eCabinet
plug-in in which the eCabinet project main window
and the scan settings service window are displayed;
Fig. 33 is an exemplary user interface of an eCabinet
plug-in in which the eCabinet project main window
and the scan settings service scan size sub-window
are displayed;

Fig. 34 is an exemplary user interface of an eCabinet
plug-in in which the eCabinet project main window
and the job log service window are displayed;

Fig. 35 shows a general configuration screen dis-
played by the Unified Client remote configuration
web page;

Fig. 36 shows an eCabinet server screen displayed
by the Unified Client remote configuration web page;
Fig. 37 shows a default scan settings screen dis-
played by the Unified Client remote configuration
web page;

Fig. 38 is a block diagram showing a software con-
figuration of the multi-function printer relative to the
hardware and operating system according to an em-
bodiment of the present invention;

Fig. 39is a hardware configuration of the image form-
ing apparatus according to an embodiment of the
present invention; and

Fig. 40 is a block diagram showing a typical software
configuration for a multi-function printer.

Figure 41 is a diagram showing an overview of the
relationship between input documents, a multi-func-
tion device, a document preview, output documents
and a server according to an exemplary embodiment
of the present invention;

Figure 42A shows an exemplary MFD main window
in addition to an exemplary preview page including
a preview button;

Figure 42B shows an exemplary MFD main window
in addition to an exemplary preview page including
a highlighted preview button;

Figure 42C shows an exemplary MFD main window
in addition to an exemplary preview page including
an expanded Preview Page Range drop-down box;
Figure 43A shows an exemplary Thumbnail selec-
tion window;

Figure 44 shows a second exemplary Thumbnail se-
lection window;
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Figure 45 shows an exemplary preview detail win-
dow including a preview window in which the
scanned page is displayed;

Figure 46 shows an exemplary deletion confirmation
pop-up box that is displayed when the delete button
is selected in the preview detail window;

Figure 47 shows an exemplary cancellation confir-
mation pop-up box that is displayed when the cancel
button is selected in the single preview detail window
or thumbnail selection window;

Figure 48 shows an exemplary undo confirmation
pop-up box that is displayed when the undo button
is selected in the single preview detail window or
thumbnail selection window;

Figures 49A & 49B illustrate a manage services win-
dow used to remotely manage services on a Glo-
balScan server;

Figures 50A & 50B illustrate a server configuration
settings window for the image preview function used
to remotely change image preview function settings
on the GlobalScan server;

Figures 51A & 51B illustrates a profile settings win-
dow used to services with profiles on the GlobalScan
server;

Figures 52A & 52B illustrates a profile settings win-
dow with a image preview function related service
linked with a profile on the GlobalScan server;
Figure 53 is a flowchart which illustrates the interac-
tion between a MFD and a server for creating the
preview window;

Figures 54A-C are an example of the return xml sent
from the server to the MFD in response to an API
Get Available Services query from the MFD;
Figures 55A and 55B are a flowchart whichillustrates
the interaction between a MFD and a server for per-
forming a number of preview operations on the
scanned job;

Figure 56 is a flowchart that illustrates the different
types of function calls submitted by the MFD to the
server;

Figure 57 is a flowchart showing the complete image
preview process between the user, MFD and Glo-
balScan server;

Figure 58Ais a flowchart showing the image preview
initialization process between the user, MFD and
GlobalScan server;

Figure 58B illustrates the return XML data sent by
the server in response to the initialization request;
Figure 59A is a flowchart showing the image preview
rotate operation process between the user, MFD and
GlobalScan server;

Figure 59B illustrates the rotate request syntax and
the return XML data sent by the server in response
to the rotate request;

Figure 60A is a flowchart showing the image preview
zoom operation process between the user, MFD and
GlobalScan server;

Figure 60B illustrates the zoom request syntax and
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the return XML data sent by the server in response
to the zoom request;

Figure 61Ais a flowchart showing the image preview
pan operation process between the user, MFD and
GlobalScan server;

Figure 61B illustrates the pan request syntax and
the return XML data sent by the server in response
to the pan request;

Figure 62Ais a flowchart showing the image preview
delete operation process between the user, MFD
and GlobalScan server;

Figure 62B illustrates the delete request syntax and
the return XML data sent by the server in response
to the delete request;

Figure 63Ais a flowchart showing the image preview
next/previous operation process between the user,
MFD and GlobalScan server;

Figure 63B illustrates the next/previous request syn-
tax and the return XML data sent by the server in
response to the next/previous request;

Figure 64Ais a flowchart showing the image preview
submit or cancel operation process between the us-
er, MFD and GlobalScan server;

Figure 64B illustrates the submit, cancel or restore
request syntax and the return XML data sent by the
server in response to the submit, cancel or restore
request; and

Figure 65 is a hardware configuration of the image
forming apparatus according to an embodiment of
the present invention.

Figure 66 is a block diagram showing an overall sys-
tem configuration according to one embodiment of
the present invention;

Figure 67 is a block diagram illustrating components
of the image processing device and document man-
ager server according to one embodiment of the
present invention;

Figure 68 shows an example of a process for per-
forming authentication at the monitoring system ac-
cording to one embodiment of the present invention;
Figures 69 shows an example of a process for per-
forming authentication at the monitoring system ac-
cording to one embodiment of the present invention;
Figures 70A and 70B is a flowchart illustrating the
steps for performing user authentication at the doc-
ument manager server and backend applications ac-
cording to one embodiment of the present invention;
Figure 71 is aflowchart showing a forced logout proc-
ess according to one embodiment of the present in-
vention;

Figure 72 is a diagram illustrating the overall system
configuration of the system according to one embod-
iment of the present invention;

Figure 73 is a block diagram illustrating an image
processing device according to one embodiment of
the present invention;

Figure 74 is a schematic representation of an image
processing device according to one embodiment of
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the present invention;

Figure 75 is a block diagram illustrating a server ac-
cording to one embodiment of the present invention;
and

Figure 76 is a schematic representation of a server
according to one embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF THE INVENTIONS

[0026] Referring now to Figures 1-18 of the drawings
wherein like reference numbers designate identical or
corresponding parts throughout the several views and
more particularly to Figure 1 thereof, this is illustrated a
typical set-up including a main office 511 and a branch
office 510 remote from the main office 511. The branch
office 510 includes a branch office MFP 500 and a
number of branch office personal computers (PCs)
501-502. Connected via a network is the main office 511.
The main office 511 includes a GlobalScan(TM) server
504, a main office MFP 505 and a main office PC 506.
Also included external to the main office 511 and the
branch office is a document mall server 503.

[0027] An embodiment of the present invention ena-
bles seamless integration of both embedded and external
functions on the MFP 500. Embedded functions are the
functions that are installed on the MFP and are performed
locally on the MFP. The embedded functions can be im-
plemented used a plug-in. External functions are func-
tions that utilize an external server such as a globalscan
server to perform the function. The MFP is any printer or
copier which includes multiple functions such as scan-
ning, printing and/or faxing. Additionally, the MFP de-
scribed above may include a copier that scans and prints
a document in response to a single command, as scan-
ning and printing are distinct functions.

[0028] The embedded functions of the MFP are con-
figured as follows. Figure 2 shows an application layer 1
of an MFP including a unified client application 5. The
unified client application 5 installed on a MFP includes a
core application 6, the core application being an applica-
tion that includes primary routines that serve the appli-
cation. These primary routines typically carry out basic
functions of the MFP including scanning, printing, copy-
ing, faxing, and communicating, for example. Included
below the core application 6 is the activation manager
6b. The activation manager is the portion of the unified
client application that determines the activation status of
functions and corresponding services. In addition, the
activation manager 6b generates a config.xml file 7
based on the determination of the activation status. The
configuration file may be any type of configuration file
including an extensible markup language such as XML,
Standard Generalized Markup Language (SGML), GML,
RDF/XML, RSS, Atom, MathML, XHTML, SVG, DSDL,
XUL, MXML, EAD or Klip.

[0029] It should also be noted that according to one
embodiment, the configuration file is able to be used in
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a mixed brand environment. Even if, for example, several
different brands of copiers are used in an environment
such as an office or a building, each unique brand will be
able to utilize the configuration file. In addition each dif-
ferent MFP may be able to load the unified client archi-
tecture and the embedded functions. Thus, each copier
or multi-function device will be able to have the same
basic interface and commands limited only be the func-
tionality of the specific copier or multi-function printer in
question. According to an alternate embodiment, differ-
ent configuration files can be used by different manufac-
tures or models.

[0030] The activation manager 6b provides the ability
to activate or de-activate any embedded functions in-
stalled on the MFP or any external function operable by
the MFP. As a result, all available embedded functional-
ities can be pre-installed on the MFP at the factory. When
a user takes delivery of the MFP, the MFP may have
some of the embedded functions activated or none of the
embedded functions activated. If none of the embedded
functions are activated, the user can activate the embed-
ded functions as the user sees fit, such as when the need
arises.

[0031] Different types of activation schemes are also
available. For example, the user may be able to activate
embedded or external functions for a limited time on a
trial basis. Alternatively, the user may be able to buy,
lease, or license the use of the embedded or external
functions for a one time use or a time-based use such
as for a week or a month. This could be useful for organ-
izations that have higher demand during certain times of
the year such as during tax season.

[0032] Additionally, the activation manager enables
different fee options to be used on the MFP. For example,
a user may pay a monthly subscription fee for use of
embedded or external functions. When the user nolonger
needs the embedded or external functions, the use can
be discontinued via a central server using the activation
manager 6b. Additionally, embedded or external func-
tions can be de-activated based on expiration dates. For
example, a user could buy a six month subscription to
an embedded or external function, and once the six
months have expired the embedded or external function
can be deactivated.

[0033] Further, if the user has the ability to activate
embedded or external functions (such as the user has
financial decision making abilities) the activation manag-
er 6b enables the user to activate embedded or external
functions in different ways. For example, using a device
attached to the MFP, a user’s ability to buy activation
could be verified. Devices such as a smart card, biomet-
rics, PIN code, magnetic strip card or proximity card could
be used as well as other existing ID verification systems
to enable the purchase/activation.

[0034] With respect to the activation, in the event that
a user has control over a number of MFPs, the activation
process can be accomplished remotely and collectively.
Thus, a large number of MFPs can have embedded or

10

15

20

25

30

35

40

45

50

55

external functions activated virtually simultaneously us-
ing a remote station. This enables uniformity in an organ-
ization and also saves a significant amount of time as
there is no need to visit each MFP to perform an activation
or deactivation.

[0035] The config.xmlfile 7 includes settings regarding
unified client application 5 in addition to activation infor-
mation. Additionally, embedded functions 8a...n are con-
trolled by the core application 6.

[0036] Different types of embedded functions can be
installed in the unified client application 6. For example,
in the present example depicted in Figure 2, a Document
Mall embedded function 8a, an eCabinet embedded
function 8b and a generic embedded function 8n are in-
stalled.

[0037] Document Mall is an application for creating a
secure online document storage, enabling an online
shared workspace. Document Mall combines security
with web-based document management and collabora-
tion features delivered as an on-demand, document man-
agement and document imaging service.

[0038] Likewise, eCabinet is a network document re-
pository that integrates with multi-function printers.
eCabinet provides users with the ability to capture doc-
uments and automatically index them, providing archive
security coupled with fast retrieval.

[0039] An embedded function generally includes pro-
grams or code for operating the hardware of the multi-
function printer via the core application 6. An alternate
illustration of the Unified Client application 5 shown in
Figure 2 is set forth in Figure 3 which includes the core
application 6, the activation manager 6b which, according
to one exemplary embodiment, is separate from the core
application, the config.xml file 7 including activation in-
formation and the embedded functions 8, the embedded
functions including an activation reading part 9.

[0040] Figure 4 shows an example of an internal struc-
ture of an embedded function 8 according to one embod-
iment of the present invention. For example, the embed-
ded function 8 may include a single service window 10a
or may also include a number of service windows such
as 10a...10n. Each service window 10a...n is a user in-
terface that enables the user to interface with the service
that corresponds to the service window 10a...n. The serv-
ice window 10a...n also includes a corresponding activa-
tion reading part 15a....n. The activation reading part
15a...nis the first function performed when a service win-
dow 10a...n is executed and checks to see if the service
window is active before any other functions are per-
formed. Further explanation of the service window
10a...n will be discussed below with respect to Figures
12-16. The embedded function 8 may also include a sin-
gle service data 11a oranumber of service data elements
11a...n. The service data elements 11a...n also include
an activation reading part 16a ... n. As noted above with
regard to the service window activation reading part
15a...n, the activation reading part 15a...n ensures that
the service data elements are activated. Each service
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window 10a...n has corresponding service data 11a...n.
In addition, the activation reading part of the service win-
dow 15a...n corresponds to the activation reading part
16a...n of the service data 11a...n. The service data
11a...n generally includes service name, service id, con-
figuration data corresponding to the service window
10a...n, default service window data and run time data
entered by users through service window 10a...n.
[0041] The embedded function 8 also includes a serv-
ice data handler 12 and optionally may include a login
window 13 and login data 14, in other words, an authen-
tication user interface. The service data handler 12 is the
portion of the unified client application that uploads data
from the MFP to a receiving device. Included in the serv-
ice data handler 12 is an activation reading part 17. The
activation reading part 17 checks the activation informa-
tion in the config.xml 7 file to ensure that the service data
handler 12 is activated before any corresponding func-
tions of the service data handler 12 are preformed. In
each embedded function 8, there may be multiple service
windows 10a...nand service data elements 11a...n. How-
ever, according to one preferred embodiment, there is
only one service data handler 12. Other embodiments
may have more than one service data handler 12.
[0042] Figure 5 depicts an example of the Document
Mall embedded function 8a. The Document Mall service
can be installed on the core application 6 as an embed-
ded function 8. When the Document Mall embedded
function 8a is installed in the unified client application 5,
the services provided by Document Mall are extended to
the MFP in which the unified client application 5 is in-
stalled. The Document Mall embedded function 8a pref-
erably includes the optional login window 23 and login
data 24. These options allow user names, passwords
and accounts to be input and utilized by the embedded
function 8a, allowing the embedded function 8a to restrict
unauthorized users from use of the embedded function
8a.

[0043] The Document Mall embedded function 8a fur-
ther includes several different service windows and serv-
ice data. For example, in the Document Mall embedded
function 8b, an e-mail service window 20a and a folder
service window 20b are included. The email service win-
dow 20a is a user interface enabling a user to enter a
Document Mall stored email address as a scan destina-
tion, while the folder service window 20b is a user inter-
face that enables a user to select a Document Mall folder
as the scan destination. Further, an e-mail service data
21a and folder service data 21b are also included. The
e-mail service data 21a and the folder service data 21b
correspond to the data generated by the e-mail service
window 20a and the folder service window 20b, respec-
tively. Both the service windows 20a and 20b and the
service data elements 21a and 21b include activation
reading parts 25a...b and 26a...b. The activation reading
parts are the first functions performed by the service win-
dow/data element pairs and are used to ensure that the
corresponding service window/data is activated and able
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to perform a function. The Document Mall embedded
function 8b also includes a service data handler 22. In
the example of the Document Mall 8a the service data
handler 22 is used as an upload handler that merges
both the e-mail service data 21a and the folder service
data 21b into one upload.xml file, and sends the upload
file to a Document Mall server through an https post com-
mand, for example. Other uses for the service data han-
dler 22 not mentioned in this example are also possible.
The service data handler 22 also includes an activation
reading part 27. The activation reading part 27 allows the
service data handler 22 to ensure activation before per-
forming any functions.

[0044] Figure 6a shows the unified client software ar-
chitecture structure. The unified client application 5,
shown in Figures 2 and 3, is launched by a unified client
main thread 30. In Figure 6a, the unified client main
thread 30 is shown as including an activation reading
part 30a, a project array 31 and a project array window
32. The main thread 30 initializes the core application 6
and uses the activation reading part 30a to read the con-
fig.xml file 7 in order to create the project array 31 based
on the activation information found in the config.xml file
7. The config.xml file 7 includes activation information
regarding several projects 33a...n, each project 33a...n
corresponding to at least one embedded function 8, one
external function or a set including embedded and exter-
nal functions.

[0045] The project array 31 is a list of projects that are
found to be active in the unified client application. The
project array 31 is constructed by reading <project> tags
included in the config.xml file 7. Further, the main thread
30 creates service arrays 34a...n for each project 33a...n
by reading <service> tags and activation information in-
cluded in the config.xml file 7. The service array is a list
of the activated services installed under a respective
project. The main thread 30 also displays the project ar-
ray window 32. The project array window 32 is the first
screen displayed when using or executing the unified cli-
ent application 6. However, according to one embodi-
ment of the invention, if only one project 33b is installed
on the system, the project array window 32 will be by-
passed. The project array window 32 displays project
buttons for the user to select. When a project button is
selected, the corresponding project 33a...n is invoked. It
should also be noted that the project array window 32
may or may not display un-activated projects depending
on the activation information found in the config.xml file
7.Forexample, in one configuration if no function is found
to be activated by the main thread 30 for a project 33a..,
n, a project 33a...n may not be created for the function
making it seem to the user as if the project does not phys-
ically exist on the MFP. In contrast, in another configu-
ration if a function is found not to be activated, the main
thread 30 may create a project 33a...n corresponding to
the function. However, when the user attempts to execute
the project 33a...n via the project array window 32 instead
of loading the corresponding main window 35 the project
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33a...n, the system will give the user the ability to activate
the project 33a...n. Additionally, the system may give the
user the ability to see a demonstration of the project
33a...n or use the project for a limited time. A more de-
tailed discussion of the activation process can be found
below with reference to Figure 7E. The project array win-
dow 32 will be discussed in further detail below with re-
spect to Figure 9.

[0046] Several projects 33a...n are shown in Figure 6a
connected to the project array 31. Each project 33a...n
includes an activation reading part 28a. The activation
reading part 28a determines how the project 33a...n will
be executed and which services 38a...n are included in
a service array 34a...n. Each project 33a...n can manage
a login/logout process of the project 33a...n through a
corresponding login data 36 and login window 37. For
example, if authentication is needed in the project
33a...n, a login window 37 can be used to display a login
window which will be displayed before the user can begin
accessing the project 33a...n, Once the login/logout but-
ton is pressed, a corresponding login and logout handler
used by login data 36 will be called.

[0047] Further, the project 33a...n can control the post
login process. For example, each service 38a...n can de-
fine its own post login process for its service window dis-
played by the service window 40a...n. When the authen-
tication succeeds, the post login process of each service
38a...n will be called sequentially.

[0048] Thelogin window displayed by the login window
37 described above, is an example of an authentication
user interface ("UI") display. The login window, displayed
by the login window 37, interfaces with the login data
which is included in the login data 36 and includes an
authentication process definition. Additionally, the login
window used by the login window 37 can be implemented
to request additional authentication information. As one
example, for the Document Mall embedded function 8a,
the Document Mall login window 23 may be implemented
to include a place for users to enter account information.
Other information may be utilized by the login window
37. Additionally, the login data can be accessed by each
service window 40a...n and service data handler 12. Fur-
ther, each project 33a...n includes a main window 35 and
a service array 34a...n.

[0049] In Figure 6a, a main window 35 is associated
with the project 33b. Although the main window 35 is only
illustrated under project 33b, each project 33a...n may
be implemented to include a main window. The main win-
dow 35 is used for service management for each service
38a...n which corresponds to a button, the button being
a user selectable link to a service window, included in
the main window 35. For example, in the Document Mall
embedded function 8a example, the main window 35 in-
cludes buttons for scanned setting handling, document
name input and login button handling. Another example
of the main window 35 is discussed below with respect
to Figure 10.

[0050] Included in each project 33a...n is a service ar-
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ray 34a...n. Each service array 34a...n includes a list of
the activated services 38a...n. A service 38a...nis a func-
tion operable on the MFP. A project 33a...n may include
a combination of embedded functions and external func-
tions. A project 33a...n may also include only embedded
functions or only external functions. In the case that a
project includes both embedded and external functions
and the functions conflict, such as both the external and
embedded functions perform the same operation, priority
information found in the config.xml file 7 is used to de-
termine whether the embedded or external function is
called when the service is selected in the main window
35. The present invention also includes the feature that
if, for example, an external function has priority but the
external function is unreachable due to a network prob-
lem the embedded function can seamlessly step in for
the unavailable external function a will perform the func-
tion.

[0051] Each service 38a...n corresponding to an em-
bedded function includes an activation reading part
29a...n, a service window 40a...n and service data
39a...n. The activation reading part 29a...n is the first
operation activated by a service 38a...n and determines
if the service is activated. A service window included in
the embedded function 40a...n displays a service window
user interface. Further, the service window 40a...n per-
forms the post-login process or gets and sets default val-
ues in the service data 39a...n. For example, in the post-
login process of the Document Mall embedded function
8a example, a Document Mall folder service downloads
the user’s folder list and sets the user’s folder as the
default folder destination. The service window 40a...n al-
so performs interactive operations with the user to inter-
act and update the service data in the service data
39a...n. The service window 40a...n is an abstract class
and, as such, certain behaviors of the service window
40a...n are predefined in the code. However, a developer
is able to add features to, or extend the service window
depending on the needs of the developer. For example,
in the Document Mall embedded function 8a example, a
Document Mall e-mail service window supports both e-
mail address search using the Document Mall service,
and manual e-mail address entry.

[0052] The service data 39a...n is updated by the serv-
ice window 40a...n based on user operations. Further,
the service data 39a...n is accessed by an activated serv-
ice data handler 12 when upload operations are per-
formed. For example, if activated, the sending of e-mails
or uploading to network folders may be performed by the
service data handler 12 as is done in the Document Mall
embedded function example 8a. As with the service win-
dow 40a...n, the service data 39a...n is an abstract class
which can be updated or extended by developers to cre-
ate further service related data. For example, in the Doc-
ument Mall embedded function 8a example, the Docu-
ment Mall e-mail service sends an e-mail based on the
e-mail destination address that is saved in the service
data included in the service data 39a...n.



17 EP 1 953 599 A1 18

[0053] Each service 41 corresponding to an external
function also includes an activation reading part 29a...n,
however there is no locally stored service data and the
service window 42 only acts as a display interface for
sending information to the external server corresponding
to the external service.

[0054] Thus, the unified client main thread 30 includes
a project array 31 which lists several projects 33a...n
which may or may notinclude embedded or external func-
tions, each project including the service array 34a...n
which lists several services 38a...n corresponding to
functions which may or may not be activated. As dis-
cussed above different embodiments of the present in-
vention handle the inclusion of activated and non-acti-
vated projects and services in the corresponding project
or service array. In one embodiment, only activated
projects and services are included in the corresponding
project and service arrays. In another embodiment the
un-activated projects and services are included in the
corresponding project and service arrays, when a user
attempts to utilize the functionality of the inactivated
projects and services the user is given the ability to buy
or activate the service. Further detail regarding this fea-
ture will be discussed below with regard to the activation
manager. The projects 33a...n found in the project array
are displayed on a project array window 32 and each
project includes a main window 35, and optionally a login
window which is displayed before the main window 35,
the login window could alternatively be displayed simul-
taneously with the main window 35. Further, each service
38a...nincludes a service window included in the service
window 40a...n.

[0055] It should also be noted that multiple functions
can be associated with a single project 33a...n. For ex-
ample, if the eCabinet Email function and the eCabinet
Folder are included in a single project 33a...n, users will
see links to both eCabinet Email and eCabinet Folder
service windows 40a...n in main window 35. If a user
enters all necessary information in corresponding service
windows 40a...n, one scan job can be delivered using
both the eCabinet Folder and eCabinet Email operations.
[0056] Turning now to Figure 6b, this figure connects
to Figure 6a by symbol connector A. Once a scan by the
MFP is completed, upload data 50 is created. The upload
data 50 includes a document name, scan data, login data
and service data, for example. The upload data 50 can
also include any other information that can be uploaded
by a service data handler 54a...n to a reception device.
The service data handler 54a...n includes an activation
reading part 55a...n and performs upload of data from
the MFP, each service data handler being related to a
project 33a...n. An upload thread/job monitor 51 includes
a job queue 53. The upload thread/job monitor 51 is a
background process that monitors the job queue 53 and
processes the jobs when they become available. The
upload thread/job monitor 51 is connected to the service
data handler 54a...n. When a scan completes, the main
thread 30 posts its final upload data 50 and adds it to the
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job queue 53.

[0057] For each job, the upload thread/job monitor 51
groups upload data 50 based on the corresponding serv-
ice data handler 54a...n and invokes the corresponding
service data handler 54a...n to process the upload data
50. For example, in the Document Mall embedded func-
tion 8a example, the upload thread/job monitor 51 passes
generic data such as scan or image file related informa-
tion, login data e-mail service data and folder service
data to the Document Mall service data handler 54a...n
to be processed. Once the upload thread/job monitor 51
has completed the above steps, the final steps are to get
a job upload status and update a job log. The job upload
status is the status of the upload by the service data han-
dler 54a...n and the job log is the list of jobs processed
by the upload thread/job monitor 51.

[0058] As described above, the service data handler
54a...n performs the upload of the upload data 50. How-
ever, the service data handler 54a...n will only perform
its function if activation is first confirmed by the activation
reading part 55a...n. For example, in the Document Mall
embedded function 8a example, the activation reading
part 55a...n will access the config.xml 7 to confirm that
the service data handler 54a...n is activated. If activation
is confirmed, then the service data handler 54a...n re-
ceives generic data, login data e-mail service data such
as e-mail destinations and folder service data such as
folder destinations. Finally the service data handler
54a...n composes the received upload data 50 into an
upload.xml file and uploads the xml file to a Document
Mall server designated in the config.xml file 7 via a http
post process. Finally the service data handler 54a...n re-
ports the upload status to the job monitor for job logging.
[0059] Any processes descriptions or blocks in flow-
charts should be understood as representing modules,
segments, portions of code which include one or more
executable instructions for implementing specific logical
functions or steps in the process, and alternate imple-
mentations are included within the scope of the exem-
plary embodiment of the present invention in which func-
tions may be executed out of order from that shown or
discussed, including substantially concurrently or in re-
verse order, depending upon the functionality involved,
as would be understood by those skilled in the art.
[0060] Figures 7A-7F show a flowchart of the unified
client main thread 30. After starting in Figure 7A, the uni-
fied client application 5 is initialized in step 60. The unified
client application 5 is initialized by first initializing the core
application 6. Next in step 61, the external functions are
determined and the config.xml file 7 is updated. Further
detail regarding the external functions determining proc-
ess is found in Figure 7F. In step 62, the installed em-
bedded functions are determined and the config.xml file
7 is updated. It should be noted that the config.xml is
updated each time a new function is installed on the MFP
[0061] Nextin step 63, the activation manager 6b de-
termines activation status of each external and internal
function found in the config.xml file located on the MFP,
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further detail of this process is found in Figure 7E.
[0062] In step 64, priority is determined between two
conflicting external and embedded functions. The proc-
ess for determining priority is based on information re-
ceived by the activation manager.

[0063] The flow then moves onto step 65 where the
config.xml file 7 is read. The config.xml file 7 includes
settings for the core application 6 and for the functions
which are operable on the MFP via the host or core ap-
plication 6. A project array 31 is then constructed in step
66 based on the functions determined in steps 61 and
62 above. Next in step 67, the service array 34a...n is
constructed for each project 33a...n. Further a main win-
dow 35 is constructed in step 68. Figure 10, discussed
in more detail below, shows an example of the main win-
dow 35. Flow then proceeds to process B in Figure 7B.
[0064] InFigure 7B, the project array window 32 is cre-
ated in step 70 using the project array. The project array
window 32 will only display projects that are activated or
are available for activation by the user utilizing the MFP.
Thus if the user utilizing the MFP does not have the au-
thority to activate new projects, then only the previously
activated projects will be available for selection. The
project array window 32 is then displayed in step 71 and
in step 72 a project is selected based on manual user
input.

[0065] Once the projectis selected by step 73, the flow
then proceeds to step 73 where the user selection is
stored in a log file. It should be noted that the present
invention allows all user access and transactions within
the MFP to be tracked and recorded. The log file can
then be transmitted over the network to a central repos-
itory for billing uses, audit reporting or other purposes. It
should also be noted that the log file stores use access
and use information to be stored for both embedded and
external functions accessed via the MFP.

[0066] When step 73 is accomplished, the system flow
proceeds to step 74 where the selected project is initial-
ized. From step 74 of Figure 7b, flow proceeds to process
C of Figure 7C.

[0067] Turning now to Figure 7C, step 80 determines
if the initialized project includes a login window 37. If no
login window 37 is installed, flow proceeds to process E
of Figure 7D. If the project includes a login window 37,
then the flow proceeds to step 81 where it is determined
if the login is activated. If the login is not activated, flow
proceeds to process E of Figure 7D. If the login is acti-
vated then flow proceeds to step 82 where both the login
window class and the login data class are loaded.
[0068] Once the classfiles have been loaded, the login
window is displayed in step 83. The login window includes
both a login button and a cancel button. Depending on
which button is determined to have been pressed in step
84, the flow proceeds differently- When the login button
is pressed, the flow proceeds to step 85 in which the
process login function of the login window 37 is called.
However, if the cancel button is pressed in step 84, the
flow proceeds to process D in Figure 7B. Process D re-
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turns the flow to step 70.

[0069] If the login button is pressed in step 84 the login
function of the login window 37 is called in step 85. Step
86 checks to see if the login was successful. If the login
was not successful, the flow proceeds to step 87 to reset
the login window and then returns to step 83. If the login
was successful, then the flow proceeds to process E in
Figure 7D.

[0070] Thus Figure 7C includes the general procedure
of completing authentication if the login window 37 is in-
stalled in the selected project 33a...n. If no login window
37 is installed or the window 37 is not activated, then the
entire login process is skipped.

[0071] Turning now to Figure 7D(i), in step 90, service
data for each service is loaded. Once the service data is
loaded, the flow proceeds to step 91 where the post-login
function of each service is called. In step 92, the logout
listener is set in the main window 35. Additionally, in step
93 a service button for each service 38a...n is created in
the main window 35. The service window class for each
service is then loaded in step 94 and the upload data 50
is initialized or created in step 95.

[0072] Once the upload data 50 is initialized in step
95, the main window 35 is displayed to the user in step
96. The default service is then selected in step 97. It
should be noted that the default service will always be
an activated service. Then the service window corre-
sponding to the selected service is displayed in step 98.
In step 99 service data is input in the service window
displayed in step 98. The flow then proceeds to step 100
in Figure 7D(ii) which checks if the auto-logout time has
expired. The auto-logout feature forces the flow to pro-
ceed to the logout step 104 if no user activity is detected
for a predetermined period of time. If the auto-logout time
is determined not to have expired in step 100, the flow
proceeds to step 101 which determines if a button was
pressed. If a button was pressed, the flow proceeds to
step 102, if not the flow returns to step 100. Step 102
determined which button was pressed. If one of the serv-
ice buttons was pressed, then the flow proceeds to step
103 where the selected service is set. The flow then re-
turns to step 98 in Figure 7D(i) where the newly selected
service window is displayed. If in step 102 the logout
button is pressed the flow proceeds to step 104 where
each service is reset, the main window 35 is reset and
the upload data is reset.

[0073] If the MFP "start button" is pressed by the user
in step 102 the flow proceeds to step 105. In step 105
the scan is completed. The flow then proceeds to step
106 where the upload data 50 is copied and added to the
job queue 53.

[0074] Figure 7E shows a more detailed description of
the activation manager 6a workflow. Specifically, Figure
7E shows details of the process of step 63 shown in Fig-
ure 7A. Step 63 is made up of five steps 63A-E. In step
63A the activation manager 6a starts up and reads the
previously installed config.xml file 7. Included in the con-
fig.xml file 7 is MFP information, further discussion of the
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contents of the config.xml file 7 can be found below with
regard to Figures 11A-11E.

[0075] The activation manager then contacts an Acti-
vation Database over a network in step 63B and sends
information regarding the MFP to the Activation Data-
base to verify the MFP and account information in step
63C. In step 63D, the activation manager 6a retrieves
activation information and priority information regarding
the priority between conflicting external and embedded
functions from the Activation Database based on the sent
MFP information. The activation manager 6A then up-
dates the activation information in the config.xml file 7
based on the received information in 63E.

[0076] Inthe present embodiment, the activation man-
ager updates the config.xml file 7 by contacting an acti-
vation database. In an alternate embodiment, the activa-
tion information could be retrieved from another MFP in
the network that had contacted the activation database
at a previous time.

[0077] Figures 7F(i), 7F(ii) and 7F(iii) show a more de-
tailed description of the external functions determination
workflow. Specifically, Figures 7F(i), 7F(ii) and 7F(iii)
show three embodiments of the internal process of step
61 shown in Figure 7A.

[0078] The first embodiment shown in Figure 7F(i)
comprises steps 600-602. In step 600, the flow reads the
config.xml to identify any services that are indicated as
corresponding to external functions. Then in step 601,
using the information in the config.xml file 7 the availa-
bility of the external functions are confirmed. For exam-
ple, if several globalScan functions were previously
stored in the config.xml file 7 such as globalscan email
or globalscan fax, the flow would then confirm that the
globalscan server still exists and that the functions pre-
viously included in the config.xml file are still available.
In step 602 the flow then updates the config.xml file 7
and indicates if the functions are not available.

[0079] Embodiments two and three relate to the situ-
ation in which the external functions available to the MFP
are not known and are not previously stored in the con-
fig.xml of the MFP. Thus, the MFP has the ability to dis-
cover external functions based user input using a search
mechanism or automatically as is described in embodi-
ments two and three.

[0080] The second embodiment shown in Figure 7F(ii)
comprises steps 603 and 604. In step 603 the network
is scanned using a discovery mechanism and available
external functions are discovered. For example, referring
back to Figure 1, the branch office MFP 500 could dis-
cover the globalscan server 504 and connect to the serv-
er 504 and discover a number of services that are avail-
able on globalscan server 504.

[0081] Once available external functions are discov-
ered in step 603 the config.xml file 7 is updated in step
604.

[0082] The third embodiment shown in Figure 7F(iii)
comprises steps 605-608. The third embodiment differs
from the second embodiment in that the address of the
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server including the external functions is already known
by the MFP. Thus, in step 605 the MFP connects to the
external function server. In step 606 the MFP uploads
MFP and account information to the external function
server. This allows the external function server to confirm
that the MFP has the authority to use the external func-
tions provided by the server. In step 607 a list of available
services is downloaded by the MFP and is used in step
608 to update the config.xml with available external func-
tions.

[0083] However, it should be noted that even though
in step 606 the MFP uploads information to the external
function server the unified client platform uses a uniform
security policy that allows the user to be authenticated
for both embedded and external functions at the same
time. Using the activation manager 6A this step is ac-
complished because although a function may be availa-
ble to be accessed via the MFP the user may not have
access to this function, thus the function is de-activated
even if it is included in the config.xml file 7.

[0084] Turning now to Figures 8A and 8B, Figures 8A
and 8B show a flowchart of the unified client upload
thread 51. After starting, a job monitor initialization is per-
formed in step 120. The system then checks if any jobs
are in the job queue 53 in step 121. If no jobs are deter-
mined to exist in the job queue 53, flow proceeds back
to the beginning of step 121. The system continues in
this for a loop until a job is observed in the job queue 53.
[0085] When a job is determined to exist in the job
queue 53 in step 121, flow proceeds to step 122 and gets
the job from the job queue 53 and groups services in-
cluded in the job based on the corresponding service
data handler 54a...n. Next, the generic login data and
corresponding service data is passed to the service data
handler 54a...n in step 123. In step 124 it is determined
if the service data handler 54a...n is activated. If the serv-
ice data handler is not activated flow proceeds to step
128 where the job is not processed for the service data
handler 54a...n. The flow then proceeds to step 129
where the job upload status is sent to the job monitor.
Flow then proceeds to step 127.

[0086] If however in step 124 the service data handler
54a...nis activated, the service data handler 54a...n then
processes the job upload data 50 in step 125.

[0087] Oncethe service data handler 54a...n has proc-
essed the job upload data 50, the job monitor 51 gets the
job upload status from the service data handler 54a...n
and updates the job log in step 126. Flow then proceeds
to step 127 which checks to see if there are any more
service data handlers 54a...n. If no service data handlers
54a...n remain for the job, then flow moves back to step
121 to check for new jobs in the queue. If more service
data handlers 54a...n are included in 127, flow proceeds
back to step 123 and processes steps 123-126 again.
This loop continues until no service data handlers 54a...n
remain for a job.

[0088] Thus the unified client upload thread includes
two loops, the first checks for new jobs in the queue. The
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second loop occurs once a job is determined to exist, in
the second loop, the system loops through checks to
make sure all of the activated service data handlers
54a...n in a job have been processed.

[0089] Moving now to Figure 9, there is shown an ex-
ample of a project array window 32. The project array
window 32 includes a line reserved for system messages
151. Also included is a unified clientlogo 152 and instruc-
tions to the user on how to use the project array window
153. The project array window 153 also includes several
project buttons that are selectable by the user 154 and
link the user to the main window 35 and default service
window of the selected project 33a...n. Examples of such
buttons are the Document Mall button 154, eCabinet but-
ton 154A, Email button 154B, Fax document button
154C, scan to folder 154D or other similar type projects
buttons 154n. The scroll bar 155 allows a number of
project buttons to be installed in the project array window
32. Thus the function of the project array window 35 is
to allow a user to select which project 33a...n the user
may like to use on the MFP.

[0090] Figure 10 shows an example of a main window
35. The main window 35 includes the unified client logo
161 as well as the document name 162 and a logout
button 163. As discussed earlier with respect to Figure
7d, the logout button 163 allows the user to log out of the
selected project and return to the project array window
32 described in Figure 9. The main window 35 also in-
cludes a number of buttons 156 through 159 which cor-
respond to a number of services or alternatively one serv-
ice if only one function is associated with the project
33a...n. The buttons displayed in the main window 35
correspond to the project 33a...n which was selected in
the project array window 32. For example, when the Doc-
ument Mall project is selected 154 in the project array
window 35, several Document Mall related buttons are
available. For example, the button 156 allows the user
to open a scan to a Document Mall e-mail service window.
Item 157 allows the user to open a scan to a folder service
window. Item 158 is a button that open up the scan set-
tings service window. While item 159 allows the user to
open up the job log service window. The invention is not
limited to the number of buttons included in Figure 10 or
the services shown in Figure 10. Additionally arrow but-
tons 160a and 160b allow the user scroll through a
number of service buttons. Thus, any type of service but-
ton can be installed on the main window 35.

[0091] Figures 11A-11E show an example a config.xml
file 7 according to one embodiment of the present inven-
tion. It should be noted that Figures 11A-11E are not
intended to be a comprehensive example of how a con-
fig.xml file 7 may be designed, instead Figures 11A-11E
include one way that a config.xml file 7 might be written
for activation of a unified client application 5.

[0092] Figure 11abeginsthe example of the config.xml
file 7. In line 1 of Figure 11A, the config.xml file 7 begins
with the root tag. Under the root tag are the jar file list
tags which include different jar files that are installed on
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the system. A jar file is a single file that includes several
class files. The class files each include portions of code
that, in the present example, correspond to different serv-
ices 38a...n. Inthe presentembodiment, the jar files listed
in the config.xml file 7 correspond to embedded functions
that are installed in the unified client application 5. In this
example, the eCabinet jar file, the Document Mall jar file
and the EmbeddedEmail.jar file are installed. The eCab-
inet jar file corresponds to the eCabinet embedded func-
tion 8b and the Document Mall jar file corresponds to the
Document Mal embedded function 8a. The EmbeddedE-
mail jar file corresponds to the embedded email function.
Each embedded function is included in a project 33a...n.
[0093] The MFP section startingon line 7 includes sev-
eral tags which relate the MFP and the account associ-
ated with the MFP. On line 8 is found the MFPSerialNo
tag which includes the MFP serial number. The MFP se-
rial number is a uniqgue number which identifies the hard-
ware of the MFP. On line 9 is found the MACAddress tag
which includes the MFP MAC Address. The MAC ad-
dress is a unique network identification code that identi-
fies the network interface of the MFP. On line 10 is found
the AccountName tag which includes the account name
to which the MFP is registered. In the present example
the account name is Ricoh.

[0094] On line 11 the UserName tag is found which
includes the username of the user currently logged into
the MFP. It should be noted that in alternate embodi-
ments no UserName tag is used. In addition, the Model-
Name tag not shown in Figure 11A can be included in
the MFP section. The ModelName tag identifies the mod-
el name of the MFP. Finally on line 12 the close MFP tag
is found which identifies the end of the MFP section.
[0095] As noted above with regard to Figure 7E, the
portion of the config.xml file 7 enclosed in the MFP tags
is part of the MFP information sent to the activation da-
tabase. The MFP information is then used by the activa-
tion database to determine which services are activated.
Thus the data in the MFPSerialNo, MACAddress and
ServiceName tags can be used as a unique key.
[0096] In line 13, the project tag begins the project
33a...n and in line 14 the project name is designated, in
this example the project name is described as eCabinet.
The default scan setting, included in line 15, is empty in
this example but could include a number of different set-
tings. In line 16 the default resolution setting tag is in-
cluded, in this example, the default resolution is set to
200, which corresponds to 200 dpi. In line 17 the default
double side scan setting is included. In this example the
default double side scan setting is setto false. This setting
allows the user to set if the multi-function printer will scan
both sides of the paper instead of just a single side.
[0097] In line 19 the login setting for the project is in-
cluded. In this example, the eCabinet project does not
have a login. However, this setting could also be set to
true. In one embodiment of the config.xml file 7, if in line
19 the login setting is set to true, in line 20, a login class
may be included. Other embodiments may not include
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the class file in this manner. In this example, no login
class is included because the login setting in line 19 is
set to false.

[0098] As discussed earlier, each project 33a...n in-
cludes anumber of services 38a...n. Inline 21, the service
tag begins the section describing a service 38a...n. In
line 22, the service’s name is included and in line 23 the
display nameis alsoincluded. Inthis example, the service
name is set to eCabinet and the display name is set to
eCabinet Owner. The display name setting shows how
the service is displayed in the service buttons in the main
window 35.

[0099] Line 24 shows the Activation open tag. This tag
begins the activation section of the service. Included in
the activation section are several tags related to the ac-
tivation of the service. The example shown in Figure 11A
is one way of including activation information in the con-
fig.xml 7 file, other ways are also possible. On line 25 the
ActivationRequired tag is found. This tag includes a
boolean indicator which denotes whether or not activa-
tion is required for the service in question. In the present
example, shown on line 25, the ActivationRequired tag
is listed as "Y", however if the tag included a "N" or "F"
indicator the service would always be available to be used
on the MFP. The default value for this tag is "Y".

[0100] The next tag in the activation tag section is the
Activated tag which is found on line 26. As with the Ac-
tivationRequired tag noted above, the Activation tag in-
cludes a Boolean indicator. The Boolean indicator cor-
responds to whether or not the service in question is ac-
tivated. If the indicator shows "N" or "F" then the service
will not be available to the user of the MFP unless the
user goes through an activation process. In the present
example the Activated tag includes a"Y" indicator. When
a "Y" indicator is found in the Activated tag, the Activa-
tionDate and ExpirationDate tags found on lines 27 and
28 list the date that the service was activated and the
expiration date of the activation, respectively. The Expi-
rationDate tag is useful in the case that the Activation
Database is unable to be contacted. If the Activation Da-
tabase is unreachable, the activation manager can com-
pare the internal date stamp of the MFP with the infor-
mation found in the ExpirationDate tag of the config.xml
file 7 to ensure that the activation is still valid. Finally, the
Activation close tag is found on line 29.

[0101] In should be noted that several different tags
may be used in the Activation Section depending on the
type of activation used. In the present example, time-
based activation is used, however, when different types
of activation are used different tags may be used in the
activation section.

[0102] Foreach project a data handler is included and
for each service corresponding to an embedded function
a service window class file is included. In this example,
in lines 30-32 the service window class file is listed. The
service window class file includes all the code necessary
to display the service window. In lines 33-35 the data
handler class file is listed. This includes all the code nec-
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essary for the data handler in this project.

[0103] Beginning on line 1 of Figure 11B, the configu-
ration data for this service is included. In this example,
on line 29 the eCabinet server address is listed as
11.11.11.111. The address 11.11.11.111 is an example
ofanaddress that may be used other addresses including
IPv6 addresses or named addresses, such as domain
names, can also be used. Further, the eCabinet server
port is listed as port 81. Other port numbers could also
be used in this example.

[0104] Beginning on line 6, the data handler configu-
ration data is included. In this example, the data handler
configuration data includes the eCabinet server address
on lines 8-9 and the FTP port on line 10. If no FTP port
is included in line 10 a default ftp port is used, such as
21.0n line 11, the data handler configuration data tag is
closed and on line 12 the service is closed. Thus the
eCabinet service configuration in this example is de-
scribed between lines 21 of Figure 11A and line 12 of
Figure 11B.

[0105] On line 13 a second service included under-
neath the eCabinet project is described. Beginning on
line 13, the service tag opens the service. The service
name in this example is included on line 14 and is listed
as eCabinet Folder. The display name included on line
15 is listed as eCabinet Folder.

[0106] Lines 16-21 show the Activation section for the
eCabinetFolder service. As was described with regard
to the eCabinet service above, the Activation section of
the eCabinetFolder service includes open and close Ac-
tivation tags, an ActivationRequired tag, an Activated tag,
an ActivationDate tag and an ExpirationDate tag.
[0107] Additionally, as was the case in the eCabinet
service described above, the eCabinet Folder service al-
soincludes a service window class shown on lines 22-24
and a data handler class included in lines 25-27. Also
included in the eCabinet folder service are the eCabinet
server address, on line 29, and the eCabinet server port
included online 31. Also in this example, the data handler
configuration data tag area begins on line 33 andincludes
an eCabinet server address, on line 34, and a FTP port
setting on line 1 of Figure 11C. The Data handler config-
uration data tag area is closed on line 2, the service is
closed on line 3 and the project is closed on line 4. Thus
in this example, the eCabinet project includes two serv-
ices, the eCabinet service and the eCabinet Folder serv-
ice.

[0108] Line 6 continues the example of the config.xml
file 7. On line 6 of Figure 11C, a new project is opened
with a project tag. The project name is described on line
7 as Document Mall. In this example, in line 8, the default
scan setting tag is opened and closed denoting the de-
fault setting and, in line 9, the default resolution is set to
200. In line 10, the default double siding scan is set to
true and in line 12 the login setting is set to true. As was
noted in the discussion regarding eCabinet project
above, because the login setting is set to true in line 12,
in lines 13 and 14 the login class file is included. In con-
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trast to the eCabinet project described above, in the Doc-
ument Mall project example, the login class is included.
[0109] Beginning on line 15, the service tags included
under the Document Mall project are described. The first
service begins with a service tag, included on line 15. In
line 16, the service name DMEmail is included and on
line 17 the display name DM Email is also included.
[0110] Lines 18-23 show the Activation section for the
DocumentMall Email service. As was described with re-
gardtothe other services described above, the Activation
section of the DocumentMall Email service includes open
and close Activation tags, an ActivationRequired tag, an
Activated tag, an ActivationDate tag and an Expiration-
Date tag.

[0111] The service window class is described at lines
24-26 and the data handler class is described in lines
27-29.

[0112] Beginning on line 30, the configuration data for
the Document Mall email service is included. In this ex-
ample, in line 31, the Document Mall server address is
included as documentmall.com and in line 32 the config-
uration data tag is closed. In line 33 the data handler
configuration data tag is opened. Within this tag, in lines
34-35, the Document Mall server address is included and
on line 1 of Figure 11D the data handler configuration
data tag is closed. In line 2 the Document Mall Email
service is closed.

[0113] Line 3 begins a second service under the Doc-
ument Mall project with the service tag. On line 4 the
service name of DMFolder is included and in line 5 the
display name DM folder is also included. In lines 6-12
the activation portion of the service is included. In lines
13-15 the service window class is described and in lines
16-18 the data handler class is described. In line 19, the
configuration data begins with the configuration data tag.
In line 20, the Document Mall server address is included.
In line 21 the configuration data is closed. Lines 22-24
show the data handler configuration data, with line 23
showing the Document Mall server address. In line 25,
the close service tag closes the service. In line 26, the
close project tag closes the Document Mall project.
[0114] Line 28 includes a project tag which begins a
new project. Line 29 includes the project name which is
Email. The default scan setting, included in line 30, is
empty in this example. In line 31 the default resolution
setting tag is included, in this example, the default reso-
lution is set to 200, which corresponds to 200 dpi. In lines
32-33 the default double side scan setting is included. In
this example, the default double side scan setting is set
to false.

[0115] Inlines 34-35 the login setting for the project is
included. The haslogin setting is false and the loginclass
tag is empty. The Email project shown in the present
example has two services, the embedded email service
found in lines 1-25 of Figure 11E and the GlobalS-
canEmail service found in lines 26 to line 6 of Figure 11F.
Both services include an external tag section which is
found in lines 10-14 for the embedded email and line 35
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to line 5 of Figure 11F for the GlobalScanEmail.

[0116] The external tag section includes Embedded,
ExternalAddress and Priority tags. The Embedded tag is
a Boolean value that describes how the service is per-
formed using the MFP. If the Embedded tag is set to true,
then the service corresponds to a function that is embed-
ded or physically installed on the MFP. If the Embedded
tagis setto F, then the service corresponds to an external
function or a function in which the function is performed
on an external server. For example, for the Email function
described in lines 26 to line 6 of Figure 11F, an image is
scanned on the MFP locally but the email itself is created
and the scanned image is converted into PDF on an ex-
ternal server. Thus, the function of creating the Email is
performed externally from the MFP.

[0117] The ExternalAddress tag is empty when the
Embedded tag is set to true. However, when the Embed-
dedtagis setto F, then the ExternalAddress tag includes
the network address of the server on which the external
function corresponding to the service is located.

[0118] The Priority tag is used to determine the priority
for two services in the same project which are conflicting.
In the present example, the embedded email function
and GlobalScanEmail function are conflicting because
both services perform the same function in the same
project. Thus, the External tag section includes a tag that
allows the MFP to know which service has priority over
the other or whether the user will be using the embedded
or external email function by default when the Email func-
tion is selected. As described earlier, if the external func-
tion is determined to have priority, but the external func-
tion server is unavailable, the embedded function can be
enabled as a failsafe. The user will thus suffer no disrup-
tion in MFP functionality even though the external service
is unreachable.

[0119] The Email project is then closed on line 7 of
Figure 11F and in line 8, the close root tag closes the
config.xml file 7.

[0120] A functional example of the unified client appli-
cation 5 installed on a multi-function printer will now be
described in Figures 12-17. In Figures 12-16 of this ex-
ample, the unified client application 5 is installed with the
eCabinet embedded function 8b. In Figure 17 the unified
client application 5 also includes the Email external/em-
bedded function. The unified client application 5 with an
eCabinet embedded function 8b is developed using
SDK/J and uses the CVM option on each MFP in which
the unified client application 5 is installed. SDK/J is an
embedded software architecture software development
kit ("SDK") which allows in house developers, independ-
ent software vendors and system integrators to deliver
customized JAVA based solutions on MFPs. The CVM
option is the java virtual machine that is able to be in-
stalled on the MFP. Other types of virtual machines
and/or programming languages can be used to create
embedded functions associated with the unified client
application.

[0121] The example of the unified client application 5
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with the eCabinet embedded function 8b uses 2 SDK/J
type applications, the 2 SDK/J applications are, for ex-
ample, one Java xlet application which implements major
unified client functionalities and one servlet application
which allows user to update the config.xml file 7 remotely
via aweb browser. Some of the services or functions that
are supported by the unified client application 5 with the
eCabinet embedded function 8b are: scan to eCabinet
server, scan to eCabinet folder, scan settings and job log
viewing. These services are represented as service but-
tons in the eCabinet project main window 35.

[0122] In Figure 12, an example of a main window 35
and service window 173 is shown. The main window 35
and the eCabinet owner service window 173 are dis-
played. The main window 35 includes a logo 161 as well
as the document name 162 and an end session or logout
button 163. Further, several service buttons 164-167 are
also included in the main window 35. In the eCabinet
example, the first service button is the eCabinet owner
button 164. In figure 12, this button is selected and as a
result the corresponding eCabinet owner service window
173 is displayed. The left side of the eCabinet owner
service window includes an order list window 168 and a
refresh button 169. Further, on the left side of the eCab-
inet owner service window 173 there is a selected own-
er'swindow 170. Alsoincluded are a public 171 and reset
button 172. The eCabinet owner button offers users the
ability to select the eCabinet owner for use with the eCab-
inet Folder service and eCabinet Email service (not
shown). The owner list is downloaded from the eCabinet
server automatically and is displayed in the owner list
window 168. Multiple owners can be selected if no eCab-
inet folder is selected in the eCabinet folder window 193.
When an eCabinet folder is selected in eCabinet folder
window 193, only a single owner selection is allowed.
The owner list window 168 shows a list of the owners.
The selected window 170 shows the destination owners.
Toadd adestination owner, the user can highlight desired
owners in the owner list window 168 and press the right
arrow button 175. To delete a destination owner, the user
can highlight the owner in the selected window 170 and
press the left arrow 176. The refresh button 169, allows
the user to download the owner list from the server again.
The public button 171 allows the user to set the attribute
of the scan document to public or private. The reset but-
ton 172 allows the user to remove all of the contents of
the selected window.

[0123] Figure 13 shows an example of the main win-
dow 35 with the eCabinet folder service button 165 se-
lected and the eCabinet folder service window 193 dis-
played. In this example, the eCabinet folder button 165
has been selected and as a result the eCabinet folder
service window 193 is displayed. The eCabinet folder
service window 193 includes a folder list window 189, a
refresh button 190, a selected window 191, and a reset
button 192. The eCabinet folder service offers users the
ability to scan to the eCabinet folder service. The eCab-
inet folder list is downloaded from the eCabinet server
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automatically using the configuration settings included in
the config.xml file 7. When a user selects the eCabinet
folder button 165, the unified client application 5 prompts
the user with a software keyboard allowing the user to
enter a user name and a password. The unified client
application 5 then downloads the user’s folder tree and
displays the tree in the folder list window. Note that using
the eCabinet folder service requires single owner selec-
tion. If multiple owners have been selected in eCabinet
owner service window 173 and the user presses eCab-
inet folder button 165, an error message will pop up stat-
ing eCabinet folder service requires single owner selec-
tion. The folder list window 189 shows a user’s eCabinet
folder tree. The user can browse the folder tree in the
folder list window 189. To add a destination folder, the
user can highlight the desired folder in the folder list win-
dow 189 and press the right arrow button 175. To delete
a destination folder in the selected window 191, the user
can highlight the desired folder in the selected window
191 and press the left arrow button 176. It should also
be noted that multiple folders can be selected. The re-
fresh button 190 allows the user to download the eCab-
inet folder list again from the eCabinet server. If the re-
fresh button 190 is pressed, the user will be prompted
for the user name and password entry again. The reset
button 192 allows all the contents placed in the selected
window 191 to be removed. It should also be noted that
the eCabinet folder list, included in the folder list window
189, is dependent upon the owner selected in the eCab-
inet owner service window 173 included in Figure 12.
The user that is selected and included in the selected
window 170, is the user who corresponds to the folder
list included in the folder list window 189.

[0124] Figure 14 shows the user interface for an ex-
ample of when the scan settings button 166 is selected.
When the scan settings 166 button is selected, the scan
settings service window is displayed 218. The scan set-
ting service window includes several options including
resolution 209, original 211, image type 214 and file for-
mat 215. Under the resolution option 209, several differ-
ent buttons relating to scanner resolution are used. In
this example, DPI 200, 210a, 300 DPI, 210b, 400 DPI,
210c, or 600 DPI, 210n, are available to be selected.
Other similar types of DPI options resolution options
could also be used. The original option 211, includes two
buttons. The first button 212a allows the one sided option
to be selected. The second button 212n allows the two
sided option to be selected. Further, a batch scan button
isdisplayed 213. The image type option 214 alsoincludes
a drop-down menu listing a number of image types. In
the currentexample, the text option is displayed. It should
also be noted that in the image type drop-down box text,
photo, gray scale or photo options are available. Similar-
ly, under the file format option 215, a second drop-down
box is included listing a number of different file formats.
In the present example, the PDF option is displayed.
However, in the file format drop-down box single page
tiff, multi-page tiff, jpeg and PDF options are available.
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Also included on the scan setting service window 218 is
a scan size 216 button and a reset button 217.

[0125] The scan size button 216 opens a new window
which is shown in Figure 15. The scan size window 219
is still part of the scan sittings service window 218. How-
ever, the scan size window 219 is displayed in place of
the scan setting service window 218 under the main win-
dow 35. In the scan size window 219, several different
options are available. For example, auto detect 239, 8x11
5-1/2 x 8-1/2 A5, 240a, 8-1/2x11 5-1/2x8-1/2 A5 240b,
11x17 a3, B4 JIS 270c, 8-1/2x13 A4 B5 JIS 240d, and
8-1/2x14 A4 B5 JIS 240n. Also included are areset button
242 and a general button 241 which returns the user to
the original scan settings service window 218.

[0126] Figure 16 shows the main window 35 and the
job log service window 264 displayed when the job log
button 167 is selected. In the job log service window 264,
date and time 259, document name 260, pages 261 and
status 262 titles are displayed. From the job log service
window 264 users can check scan job upload status spe-
cifically through the date and time, the document name,
number of pages and the status of the job. This concludes
the MFP display example of the eCabinet Embedded
Function 8b.

[0127] Figure 17 shows the default service window 300
and main window 35 for the email project corresponding
to the email function of the MFP. When a user selects
the Email project in the project array window 32, the win-
dow shown in figure 17 is shown. The window shown is
the same regardless if the embedded email function or
the embedded email function has priority. As a result, the
use of external functions by the MFP is transparent to
the user.

[0128] The main window 35 of the email project in-
cludes the Email service button 301, the ScanSetting
service button 166, and the JobLog button 167. The
ScanSetting service button 166 and the JobLog button
167 correspond to ScanSetting and JobLog service win-
dows which are very similar to the windows described
above with respect to the eCabinet embedded function.
Thus these service windows are not illustrated in the
present example.

[0129] The email service window 300 includes a sub-
ject button 302 which when selected allows the user to
enter an email subject in subject field 306. When the sub-
ject button 302 is selected, a keyboard is displayed that
allows a user to enter in the subject (not shown). The
recipient field 307 includes the names of the recipients
of the email. Search button 303 enables the names of
the addresses of the email recipients to be searched us-
ing an email address database such as an LDAP data-
base. Alternatively, the manual entry button 304 allows
the address of the recipient to be manually entered. Clear
Form button 305 clears all of the addresses from the re-
cipient field 307. Once the user has finished adding the
addresses to the recipient field 307, the addresses can
be moved to the "To" field 309, the "CC" field 310, the
"Bec" field 311 or the "Reply to" field 312 using the arrow
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buttons 308. The reset button 313 clears the "To", "Cc",
"Bcc" and "Reply to" fields. Also included in the email
service window 300 are doc name 162 and end session
163 buttons, these buttons are discussed above with re-
spect to the eCabinet embedded function.

[0130] Fig.18 shows an example of a hardware con-
figuration of the MFP 499 according to an embodiment
of the present invention. As shown in Fig.18, the MFP
499 includes a controller board 400, an operation panel
410, a fax control unit (FCU) 420, a USB 430, an IEEE
1394 port 440, and a printer 450. It should be also noted
that other types of i/o interfaces could be included includ-
ing IEEE 1394b, USB 2.0. The controller board 400 in-
cludes a CPU 402 for processing and several storage
devices such as SDRAM 403, SRAM 408, flash memory
(flash ROM) 404, flash card interface part 406 and HD
405 used to store data associated with the MFP 499.
Each of these components are connected to the ASIC
401, the ASIC 401. is an application specific integrated
circuit that is designed specifically for use in a MFP 499.
Other types of storage devices are also possible as well
as other types of data processors and integrated circuits.
The operation panel 410 is directly connected to the ASIC
401 as is the communications interface 420. The com-
munications interface 420 can also be connected to a
network or any other similar type communications medi-
um. The USB 430, the IEEE 1394 440 and the multi-
function printer functions 450 such as scanning, printing,
and faxing are connected to the ASIC 401 via the PCI
bus 480.

[0131] The SRAM 408 is a nonvolatile RAM, other
types of SRAM are also possible. A flashcard 407 can
be inserted into a flash card interface part 406, so that
data is sent/received between the ASIC 401 and the
flashcard 407 via the flash card interface part 406.
[0132] The operation panel 410 includes an operation
part used for key operation such as key input and button
pushing and the like by the user, and a display part for
displaying drawing data such as various screens. It
should be appreciated that other types of hardware com-
ponents can be used in the present invention.

[0133] Further with respect to a computer readable
medium such as a floppy disk, magnetic tape, CD-ROM
and the like, by installing the program stored in the com-
puter readable medium into an MFP, the MFP can per-
form the functions of the present invention.

[0134] This invention has been described with respect
to a multifunction printer, but is applicable to any image
handling device such as a copier, digital copier, printer,
scanner, digital camera, fax machine, or multi-function
printer or any combination thereof. A general purpose
computer is not considered an image handling device.
Moreover, the invention is applicable to other special pur-
pose devices such as navigation systems, global posi-
tioning systems, vending machines, metering systems,
machine tools and other tools which operate using pro-
gramming or a programmed processor, automobiles,
other transportation devices such as trains, motorcycles,
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planes, or boats, radar systems, radios, MP3 players,
digital music players, and other audio systems, mobile
phones, other communication devices and systems, and
any other special purpose device which operates using
a plug-in.

[0135] The present invention is not limited to the spe-
cifically disclosed embodiments, and variations and mod-
ifications may be made without departing from the scope
of the present invention.

[System and Method to Allow the Removal and Addition
of Functions on a Multi-Function Printer]

[0136] The present advancements relate, in part, to a
method of executing applications installed on an image
handling device. The image handling device is a MFP.
The MFP is any printer or copier which includes multiple
functions such as scanning, printing and/or faxing. Addi-
tionally, the MFP described above may include a copier
that scans and prints adocumentin a single step as scan-
ning and printing are distinct functions.

[0137] The present advancements also are related to
a host application of the image handling device and a
configuration file of the image handling device. The host
application may be executable code that interfaces with
the operating system of the MFP and accesses the hard-
ware of the MFP through the operating system.

[0138] The configuration file includes activation infor-
mation corresponding to at least one plug-in and a set of
services corresponding to the at least one plug-in. In oth-
er words, the configuration file includes the information
that determines which plug-in can be run by on the MFP.
Even if the physical application is found on a memory or
hard drive of the MFP, unless the configuration file allows
activation, the application will not be executed.

[0139] The configuration file may be any type of con-
figuration file including an extensible markup language
such as XML, Standard Generalized Markup Language
(SGML), GML, RDF/XML, RSS, Atom, MathML, XHTML,
SVG, DSDL, XUL, MXML, EAD or Klip.

[0140] It should also be noted that the configuration
file is able to be used in a mixed brand environment. Even
if, for example, several different brands of copiers are
used in an environment such as an office or a building,
each unique brand will be able utilize the configuration
file. In addition each different MFP may be able to load
the unified client architecture and the plug-ins. Thus,
each copier or multi-function device will be able to have
the same basic interface and commands limited only be
the functionality of the specific copier or multi-function
printer in question.

[0141] The present advancements also are related to
launching at least one plug-in based on the activation
information in the configuration file. Each plug-inincludes
a number of services that increase the functionality of
the MFP.

[0142] The method also includes presenting a graph-
ical interface that includes a graphical indicia of each
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activated plug-in and each activated service of the set of
services corresponding to the activated plug-in. The
graphical indicia can be links or pages relating to the
activated plug-ins and corresponding activated services.
Examples of the graphical interface are discussed with
reference to Figures 30-37 below.

[0143] Referring now to Figures 19-40 of the drawings
wherein like reference numbers designate identical or
corresponding parts throughout the several views and
more particularly to Figure 20 thereof, there is illustrated
an application layer 1 including a unified client application
5. The unified client application 5 installed on a MFP in-
cludes a core application 6, the core application being
an application that includes primary routines that serve
the application. These primary routines typically carry out
basic functions of the MFP including scanning, printing,
copying, faxing, and communicating, for example. Includ-
ed below the core application 6 is the activation manager
6b. The activation manager is the portion of the unified
client application that determines the activation status of
plug-ins and corresponding services. In addition, the ac-
tivation manager 6b generates a config.xml file 7 based
on the determination of the activation status.

[0144] The activation manager 6b provides the ability
to activate or de-activate any plug-in installed on the
MFP. Thus, all available functionalities can be pre-in-
stalled on the MFP at the factory. When a user takes
delivery of the MFP, the MFP may have some of the plug-
ins activated or none of the plug-ins activated. If none of
the plug-ins are activated, the user can activate the plug-
ins as the user sees fit, such as when the need arises.
[0145] Different types of activation schemes are also
available. For example, the user may be able to activate
a plug-in for a limited time on a trial basis. Alternatively,
the user may be able to buy, lease, or license the use of
the plug-in for a one time use or a time-based use such
as for a week or a month. This could be useful for organ-
izations that have higher demand during certain times of
the year such as during tax season.

[0146] Additionally, the activation manager enables
different fee schemes to be used on the MFP. For exam-
ple, a user may pay a monthly subscription fee for use
of a plug-in. When the user no longer needs the plug-in,
the use can be discontinued via a central server using
the activation manager 6b. Additionally, plug-ins can be
de-activated based on expiration dates. For example, a
user could buy a six month subscription to a plug-in, once
the six months have expired the plug-in can be deacti-
vated.

[0147] Further, if the user has the ability to activate
plug-ins (such as the user has financial decision making
abilities) the activation manager 6b enables the user to
activate plug-ins in different ways. For example, using a
device attached to the MFP, a users ability to buy acti-
vation could be verified. Devices such as a smart card,
biometrics, PIN code, magnetic strip card or proximity
card could be used as well as other existing ID verification
systems to enable the purchase/activation.
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[0148] With respect to the activation, in the event that
a user has control over a number of MFPs, the activation
process can be accomplished remotely and collectively.
Thus, a large number of MFPs can have plug-ins acti-
vated virtually simultaneously using a remote station.
This enables uniformity in an organization and also saves
a significant amount of time as there is no need to visit
each MFP to perform an activation or deactivation.
[0149] The config.xmlfile 7 includes settings regarding
unified client application 5 in addition to activation infor-
mation. Additionally, plug-ins 8a...n are controlled by the
core application 6.

[0150] Different types of plug-ins can be installed in
the unified client application 6. For example, in the
present example depicted in Figure 20, a Document Mall
plug-in 8a, an eCabinet plug-in 8b and a generic plug-in
8n are installed.

[0151] A plug-in generally includes programs or code
for operating the hardware of the multi-function printer
via the core application 6. An alternate illustration of the
Unified Client application 5 shown in Figure 20 is set forth
in Figure 21 which includes the core application 6, the
activation manager 6b which is separate from the core
application, the config.xml file 7 including activation in-
formation and the plug-ins 8, the plug-ins including an
activation reading part 8b.

[0152] Figure 22 shows an example of an internal
structure of a plug-in 8. For example, the plug-in 8 may
include a single service window 10a or may also include
a number of service windows such as 10a...10n. The
service window 10a...n is a user interface that enables
the user to interface with the service that corresponds to
the service window 10a...n. The service window 10a...n
also includes an activation reading part 15a...n. The ac-
tivation reading part 15a...nis the first function performed
when a service window 10a...n is executed and checks
to see if the service window is active before any other
functions are performed. Further explanation of the serv-
ice window 10a...n will be discussed below with respect
to Figures 30-34. The plug-in 8 may also include a single
service data 11a or a number of service data elements
11a...n. The service data elements 11a...n also include
an activation reading part 16a...n. As noted above with
regard to the service window activation reading part
15a...n, the activation reading part 15a...n ensures that
the service data elements are activated. Each service
window 10a...n has corresponding service data 11a...n.
In addition, the activation reading part of the service win-
dow 15a...n corresponds to the activation reading part
16a...n of the service data 11a...n. The service data
11a...n generally includes service name, service id, con-
figuration data corresponding to the service window
10a...n, default service window data and run time data
entered by users through service window 10a...n.
[0153] The plug-in 8 also includes a service data han-
dler 12 and optionally may include a login window 13 and
login data 14, in other words, an authentication user in-
terface. The service data handler 12 is the portion of the
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unified client application that uploads data from the MFP
toareceiving device. Included in the service data handler
12 is a activation reading part 17. The activation reading
part 17 checks the activation information in the config.xml
7 file to ensure that the service data handler 12 is acti-
vated before any corresponding functions of the service
data handler 12 are preformed. In each plug-in 8, there
may be multiple service windows 10a...n and service data
elements 11a...n. However, according to one preferred
embodiment, there is only one service data handler 12.
Other embodiments may have more than one service
data handler 12.

[0154] Figure 23 depicts an example of the Document
Mall plug-in 8a. The Document Mall service can be in-
stalled on the core application 6 as a plug-in 8. When the
Document Mall plug-in 8a is installed in the unified client
application 5, the services provided by Document Mall
are extended to the MFP in which the unified client ap-
plication 5 is installed. The Document Mall plug-in 8a
preferably includes the optional login window 23 and
login data 24. These options allow user names, pass-
words and accounts to be input and utilized by the plug-
in 8a, allowing the plug-in 8a to restrict unauthorized us-
ers from use of the plug-in 8a.

[0155] The Document Mall plug-in 8a further includes
several different service windows and service data. For
example, in the Document Mall plug-in 8a, an e-mail serv-
ice window 20a and a folder service window 20b are in-
cluded. The email service window 20a is a user interface
enabling a user to enter a Document Mall stored email
address as a scan destination, while the folder service
window 20b is a user interface that enables a user to
select a Document Mall folder as the scan destination.
Further, an e-mail service data 21a and folder service
data 21b are also included. The e-mail service data 21a
and the folder service data 21b correspond to the data
generated by the e-mail service window 20a and the fold-
er service window 20b, respectively. Both the service
windows 20a and 20b and the service data elements 21a
and 21b include activation reading parts 25a...b and
26a...b. The activation reading parts are the first functions
performed by the service window/data element pairs and
are used to ensure that the corresponding service win-
dow/data is activated and able to perform a function. The
Document Mall plug-in 8b also includes a service data
handler 22. In the example of the Document Mall plug-
in 8a the service data handler 22 is used as an upload
handler that merges both the e-mail service data 21a and
the folder service data 21b into one upload.xml file, and
sends the upload file to a Document Mall server through
an https post command, for example. Other uses for the
service data handler 22 not mentioned in this example
are also possible. The service data handler 22 also in-
cludes an activation reading part 27. The activation read-
ing part 27 allows the service data handler 22 to ensure
activation before performing any functions.

[0156] Figure 24a shows the unified client software ar-
chitecture structure. The unified client application 5,



37 EP 1 953 599 A1

shown in Figures 20 and 21, is launched by a unified
client main thread 30. In Figure 24a, the unified client
main thread 30 is shown as including an activation read-
ing part 30a, a project array 31 and a project array window
32. The main thread 30 initializes the core application 6
and uses the activation reading part 30a to read the con-
fig.xml file 7 in order to create the project array 31 based
on the activation information found in the config.xml file
7. The config.xml file 7 includes activation information
regarding several projects 33a...n, each project 33a...n
corresponding to at least one activated plug-in 8.
[0157] The project array 31 is a list of projects that are
found to be active in the unified client application. The
project array 31 is constructed by reading <project> tags
and activation information included in the config.xml file
7. Further, the main thread 30 creates service arrays
34a...nfor each project 83a...n by reading <service> tags
and activation information included in the config.xml file
7. The service array is a list of the activated services
installed under a respective project. The main thread 30
also displays the project array window 32. The project
array window 32 is the first screen displayed when using
or executing the unified client application 6. However,
according to one embodiment of the invention, if only one
project 33b is installed on the system, the project array
window 32 will be bypassed. The project array window
32 displays project buttons for the user to select. When
a project button is selected, the corresponding project
33a...nis invoked. It should also be noted that the project
array window 32 may or may not display un-activated
projects depending on the activation information found
in the config.xml file 7. For example, in one configuration
if a plug-in 8 is not found to be activated by the main
thread 30 a project 33a...n may not be created for the
plug-in 8 making it seem to the user as if the plug-in 8
does not physically exist on the MFP. In contrast, in an-
other configuration if a plug-in 8 is not found to be acti-
vated the main thread 30 may create a project 38a...n
corresponding to the plug-in 8. However, when the user
attempts to execute the project 33a...n via the project
array window 32 instead of loading the corresponding
main window 35 the project 33a...n will give the user the
ability to activate the project 33a...n. Additionally, the
project 33a...n may give the user the ability to see a dem-
onstration of the project 33a...n or use the project for a
limited time. A more detailed discussion of the activation
process can be found below with reference to Figure 25E.
The project array window 32 will be discussed in further
detail below with respect to Figure 27.

[0158] Several projects 33a...n are shown in Figure
24a connected to the project array 31. Each project
33a...n includes an activation reading part 28a. The ac-
tivation reading part 28a determines how the project
33a...n will be executed and which services 38a...n are
included in a service array 34a...n. Each project 33a...n
can manage a login/logout process of the project 33a...n
through a corresponding login data plug-in 36 and login
window plug-in 37. For example, if authentication is need-
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ed in the project 33a...n, a login window plug-in 37 can
be used to display a login window which will be displayed
before the user can begin accessing the project 33a...n.
Once the login/logout button is pressed, a corresponding
login and logout handler used by login data plug-in 36
will be called.

[0159] Further, the project 33a...n can control the post
login process. For example, each service 38a...n can de-
fine its own post login process for its service window dis-
played by the service window plug-in 40a...n. When the
authentication succeeds, the post login process of each
service 38a...n will be called sequentially.

[0160] The login window displayed by the login window
plug-in 37 described above, is an example of an authen-
tication user interface ("UI") display. The login window,
displayed by the login window plug-in 37, interfaces with
the login data which is included in the login data plug-in
36 and includes an authentication process definition. Ad-
ditionally, the login window used by the login window
plug-in 37 can be implemented to request additional au-
thentication information. As one example, for the Docu-
ment Mall plug-in 8a, the Document Mall login window
23 may be implemented to include a place for users to
enter account information. Other information may be uti-
lized by the login window plug-in 37. Additionally, the
login data can be accessed by each service window
40a...nand service data handler 12. Further, each project
33a...n includes a main window 35 and a service array
34a...n.

[0161] In Figure 24a, a main window 35 is associated
with the project 33b. Although the main window 35 is only
illustrated under project 33b, each project 33a...n may
be implemented to include a main window. The main win-
dow 35 is used for service management for each service
38a...n which corresponds to a button, the button being
a user selectable link to a service window, included in
the main window 35. For example, in the Document Mall
plug-in 8a example, the main window 35 includes buttons
for scanned setting handling, document name input and
login button handling. Another example of the main win-
dow 35 is discussed below with respect to Figure 28.
[0162] Included in each project 33a...n is a service ar-
ray 34a...n. Each service array 34a...n includes a list of
the activated services 38a...n. A service 38a...nis a func-
tion relating to an installed plug-in. Each service 38a...n
includes an activation reading part 29a...n, a service win-
dow plug-in 40a...n and a service data plug-in 39a...n.
The activation reading part 29a...n is the first function
activated by a service 38a...n and determines if the serv-
ice is activated. A service window included in the service
window plug-in 40a...n displays a service window user
interface. Further, the service window plug-in40a...n per-
forms the post-login process or gets and sets default val-
ues in the service data plug-in 39a...n. For example, in
the post-login process of the Document Mall plug-in 8a
example, a Document Mall folder service downloads the
user’s folder list and sets the user’s folder as the default
folder destination. The service window plug-in 40a...n al-
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so performs interactive operations with the user to inter-
act and update the service data in the service data plug-
in 39a...n. The service window plug-in 40a...n is an ab-
stract class and, as such, certain behaviors of the service
window plug-in 40a...n are predefined in the code. How-
ever, a developer is able add features to, or extend the
service window plug-in depending on the needs of the
developer. For example, in the Document Mall plug-in 8a
example, a Document Mall e-mail service window sup-
ports both e-mail address search using the Document
Mall service, and manual e-mail address entry.

[0163] The service data included in the service data
plug-in 39a...n is updated by the service window plug-in
40a...n based on user operations. Further, the service
data included in the service data plug-in 39a...n is ac-
cessed by an activated service data handler 12 when
upload operations are performed. For example, if acti-
vated, the sending of e-mails or uploading to network
folders may be performed by the service data handler 12
as is done in the Document Mall plug-in example 8a. As
with the service window plug-in 40a...n, the service data
plug-in 39a...nis an abstract class which can be updated
or extended by plug-in developers to create further serv-
ice related data. For example, in the Document Mall plug-
in 8a example, the Document Mall e-mail service sends
an e-mail based on the e-mail destination address that
is saved in the service data included in the service data
plug-in 39a...n.

[0164] Thus, the unified client main thread 30 includes
a project array 31 which lists several projects 33a...n
which may or may notbe activated, each activated project
including the service array 34a...n which lists several
services 38a...n which may or may not be activated. As
discussed above different embodiments of the present
invention handle the inclusion of activated and non-acti-
vated projects and services in the corresponding project
or service array. In one embodiment, only activated
projects and services are included in the corresponding
project and service arrays. In another embodiment the
un-activated projects and services are included in the
corresponding project and service arrays, when a user
attempts to utilize the functionality of the inactivated
projects and services the user is given the ability to buy
or activate the service. Further detail regarding this fea-
ture will be discussed below with regard to the activation
manager. The projects 33a...n found in the project array
are displayed on a project array window 32 and each
project includes a main window 35, and optionally a login
window which is displayed before the main window 35,
the login window could alternatively be displayed simul-
taneously with the main window 35. Further, each service
38a...nincludes a service window included in the service
window plug-in 40a...n.

[0165] It should also be noted that multiple plug-ins 8
can be associated with a single project 33a...n. For ex-
ample, if the Document Mall plug-in 8a and eCabinet
plug-in 8b are included in a single project 33a...n, users
will see both Document Mall and eCabinet service win-
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dows 40a...n in main window 35. If a user enters all nec-
essary information in corresponding service windows
40a...n, one scan job can be delivered to both the Doc-
ument Mall and eCabinet servers. In the case that mul-
tiple plug-ins 8 are associated with one project each
unique function corresponding to the plug-in has its own
activation reading part. For example, if only the Docu-
ment Mall function is activated the eCabinet functions
would either not be available or would need to be acti-
vated before use.

[0166] Turning now to Figure 24b, this figure connects
to Figure 24a by symbol connector A. Once a scan by
the MFP is completed, upload data 50 is created. The
upload data 50 includes a document name, scan data,
login data and service data, forexample. The upload data
50 can also include any other information that can be
uploaded by a service data handler 54a...n to a reception
device. The service data handler 54a...n includes an ac-
tivation reading part 55a...n and performs upload of data
from the MFP, each service data handler being related
to a project 33a...n. An upload thread/job monitor 51 in-
cludes ajob queue 53. The upload thread/job monitor 51
is a background process that monitors the job queue 53
and processes the jobs when they become available. The
upload thread/job monitor 51 is connected to the service
data handler 54a...n. When a scan completes, the main
thread 30 posts its final upload data 50 and adds it to the
job queue 53.

[0167] For each job, the upload thread/job monitor 51
groups upload data 50 based on the corresponding serv-
ice data handler 54a...n and invokes the corresponding
service data handler plug-in 54a...nto process the upload
data 50. For example, in the Document Mall plug-in 8a
example, the upload thread/job monitor 51 passes ge-
neric data such as scan or image file related information,
login data e-mail service data and folder service data to
the Document Mall service data handler plug-in 54a...n
to be processed. Once the upload thread/job monitor 51
has completed the above steps, the final steps are to get
a job upload status and update a job log. The job upload
status is the status of the upload by the service data han-
dler 54a...n and the job log is the list of jobs processed
by the upload thread/job monitor 51.

[0168] As described above, the service data handler
54a...n performs the upload of the upload data 50. How-
ever, the service data handler 54a...n will only perform
its function if activation is first confirmed by the activation
reading part 55a...n. For example, in the Document Mall
plug-in 8a example, the activation reading part 55a...n
will access the config.xml 7 to confirm that the service
data handler 54a...n is activated. If activation is con-
firmed, then the service data handler 54a...n receives
generic data, login data e-mail service data such as e-
mail destinations and folder service data such as folder
destinations. Finally the service data handler 54a...n
composes the received upload data 50 into an up-
load.xml file and uploads the xml file to a Document Mall
server designated in the config.xml file 7 via a http post
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process. Finally the service data handler 54a...n reports
the upload status to the job monitor for job logging.
[0169] Any processes descriptions or blocks in flow
charts should be understood as representing modules,
segments, portions of code which include one or more
executable instructions for implementing specific logical
functions or steps in the process, and alternate imple-
mentations are included within the scope of the exem-
plary embodiment of the present invention in which func-
tions may be executed out of order from that shown or
discussed, including substantially concurrently or in re-
verse order, depending upon the functionality involved,
as would be understood by those skilled in the art.
[0170] Figures 25A-25E show a flowchart of the unified
client main thread 30. After starting in Figure 25A, the
unified client application 5 is initialized in step 60. The
unified client application 5 is initialized by first initializing
the core application 6. Nextin step 61, the activation man-
ager 6b determines activation status of each plug-in and
corresponding service found in the config.xml file located
on the MFP, further detail is found in Figure 25E. In step
62, the flow determines if at least one plug-in 8 is acti-
vated.

[0171] If no plug-in is activated the flow proceeds to
an activation window 68. The activation screen enables
the user of the MFP to activate, through purchase or trial,
at least one plug-in on the MFP. Once a user has acti-
vated at least one plug-in the flow would return to step
61 where the activation manager would determine if at
least one plug-in 8 is activated.

[0172] If it is determined that at least one plug-in is
activated, the flow moves onto step 64 where the con-
fig.xmlfile 7 is read. The config.xml file 7 includes settings
for the core application 6 and for the plug-ins 8 which are
associated with the host or core application 6. A project
array 31 is then constructed in step 65 based on the
number of installed plug-ins 8. Next in step 66, the service
array 34a...n is constructed for each activated project
33a...n. Further a main window 35 is constructed in step
67. As noted earlier, Figure 28, discussed in more detail
below, shows an example of the main window 35. Flow
then proceeds to process B in Figure 25B.

[0173] Figure 25E shows a more detailed description
of the activation manager 6a workflow. Specifically, Fig-
ure 25E shows the internal process of step 61 shown in
Figure 25A. Once step 60 in Figure 25A is complete, the
flow moves to step 61. Step 61 is made up of five steps
61A-C. In step 61A the activation manager 6a starts up
and reads the previously installed config.xml file 7. In-
cluded in the config.xml file 7 is MFP information, further
discussion of the contents of the config.xml file 7 can be
found below with regard to Figures 29A-29B.

[0174] The activation manager then contacts an Acti-
vation Database over a network in step 61B and sends
information regarding the MFP to the Activation Data-
base to verify the MFP and account information in step
61C. The Activation Database may be a remote cross
referenced database that stores information regarding
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the activation status of each project and service included
on the MFP. In step 61D the activation manager 6a re-
trieves activation information from the Activation Data-
base based on the sent MFP information. The activation
information is information regarding the activation status
of the projects and services included on the MFP. The
activation manager 6a then updates the activation infor-
mation in the config.xml file 7 based on the received in-
formation.

[0175] It should be noted that although in the present
embodiment the activation manager updates the con-
fig.xml file 7 by contacting an activation database. In an
alternate embodiment the activation information could be
retrieved from another MFP in the network that had con-
tacted the activation database at a previous time.
[0176] In Figure 25B, the project array window 32 is
created in step 70 using the project array. The project
array window 32 will only display projects that are acti-
vated or are available for activation by the user utilizing
the MFP. Thus if the user utilizing the MFP does not have
the authority to activate new projects then only the pre-
viously activated projects will be available for selection.
The project array window 32 is then displayed in step 71
and in step 72 a project is selected based on manual
user input.

[0177] Once the projectis selected by step 72, step 73
checks to see if the selected project is activated. If the
answer is no then the flow proceeds to step 74 where an
activation window will allow the user to activate the se-
lected un-activated project. In step 75 it is determined if
the user has decided to activate the project. If the user
decides to not to activate the selected project the flow
will return to step 71 where a new project can be selected.
However, if the user decides to activate the selected
project in step 74 then flow will proceed to step 76 where
the config.xml file will be updated to include the activation
information for the newly activated project. Once the con-
fig.xml file is updated in step 76 the service array is con-
structed for the newly activated project in step 77 and
the flow proceeds to step 78.

[0178] Returning to step 73, if the selected project is
activated then the flow proceeds to step 78 where the
selected project is initialized.

[0179] As ageneral procedure, steps 70-78 perform a
process that checks to see if the selected project is ac-
tivated. If the selected project is not activated then the
system allows activation.

[0180] Turning now to Figure 25C, from C in Figure
25B step 80 determines if the initialized project includes
a login window plug-in 37. If no login window plug-in 37
is installed, flow proceeds to process E of Figure 25D. If
the project includes a login window plug-in 37, then the
flow proceeds to step 81 where it is determined if the
login plug-in is activated. If the login plug-in is not acti-
vated, flow proceeds to process E of Figure 25D. If the
login plug-in is activated then flow proceeds to step 82
where both the login window class and the login data
class are loaded.
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[0181] Once the classfiles have been loaded, the login
window is displayedin step 83. The login window includes
both a login button and a cancel button. Depending on
which button is pressed in step 84 the flow proceeds dif-
ferently. When the login button is pressed the flow pro-
ceeds to step 85 in which the process login function of
the login window plug-in 37 is called. However, if the can-
cel button is pressed in step 84, the flow proceeds to
process D in Figure 25B. Process D returns the flow to
step 70.

[0182] If the login button is pressed in step 84 the login
function of the login window plug-in 37 is called in step
85. Step 86 checks to see if the login was successful. If
the login was not successful, the flow proceeds to step
87 to reset the login window and then returns to step 83.
If the login was successful, then the flow proceeds to
process E in Figure 25D.

[0183] Thus Figure 25C includes the general proce-
dure of completing authentication if the login window
plug-in 37 is installed in the selected project 33a...n. If
no login window plug-in 37 is installed or the plug-in 37
is not activated, then the entire login process is skipped.
[0184] Turning now to Figure 25D, in step 89, service
data for each service is loaded. Once the service data is
loaded, the flow proceeds to step 90 where the post-login
function of each service is called. In step 91, the logout
listener is set in the main window 35. In step 92, the ac-
tivation status of each service is checked. At least one
service will be activated for each activated project. If the
user is not able to activate services only the activated
services will be available in step 93, otherwise allinstalled
services will be available. Additionally, in step 93 a serv-
ice button for each service 38a...n is created in the main
window 35. The service window class for each service
is then loaded in step 94 and the upload data 50 is ini-
tialized or created in step 95.

[0185] Once the upload data 50 is initialized in step
95, the main window 35 is displayed to the user in step
96. The default service is then selected in step 97. It
should be noted that the default service will always be
an activated service. Then the service window corre-
sponding to the selected service is displayed in step 98.
In step 99 service data is input in the service window
displayed in step 98. The flow then proceeds to step 100
which checks if the auto-logout time has expired. The
auto-logout feature forces the flow to proceed to the lo-
gout step 101 if no user activity is detected for a prede-
termined period of time. If the auto-logout time is deter-
mined not to have expired in step 100 the flow proceeds
to step 101 which determines if a button was pressed. If
a button was pressed the flow proceeds to step 102, if
not the flow returns to step 100. Step 102 determined
which button was pressed. If one of the service buttons
was pressed, then the flow proceeds to step 107 where
it is determined if the selected service is activated. If the
selected service is not activated then flow proceeds to
step 108 where the user have the ability to activate the
un-activated selected service. Flow then proceeds to
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step 109 where it is determined if the selected service
was activated in step 108. If the service was not activated
in step 108 the flow returns to step 98 where the default
service window is again displayed. If the selected service
was activated in step 108 then flow proceeds to step 103.
[0186] Returning to step 107, if the selected service is
activated then flow proceeds to step 103 where the se-
lected service is set. The flow then returns to step 98
where the newly selected service window is displayed.
If in step 102 the logout button is pressed the flow pro-
ceeds to step 101 where each service is reset, the main
window 35 is reset and the upload data is reset.

[0187] If the MFP "start button" is pressed by user in
step 102 the flow proceeds to step 105. In step 105 the
scan is completed. The flow then proceeds to step 106
where the upload data 50 is copied and added to the job
queue 53.

[0188] Turning now to Figures 26A and 26B, Figures
26A and 26B show a flowchart of the unified client upload
thread 51. After starting, a job monitor initialization is per-
formed in step 120. The system then checks if any jobs
are in the job queue 53 in step 121. If no jobs are deter-
mined to exist in the job queue 53, flow proceeds back
to the beginning of step 121. The system continues in
this for a loop until a job is observed in the job queue 53.
[0189] When a job is determined to exist in the job
queue 53 in step 121, flow proceeds to step 122 and gets
the job from the job queue 53 and groups services in-
cluded in the job based on the corresponding service
data handler 54a...n. Next, the generic login data and
corresponding service data is passed to the service data
handler 54a...n in step 123. In step 124 it is determined
if the service data handler 54a...n is activated. If the serv-
ice data handler is not activated flow proceeds to step
128 where the job is not processed for the service data
handler 54a...n. The flow then proceeds to step 129
where the job upload status is sent to the job monitor.
Flow then proceeds to step 127.

[0190] If however in step 124 the service data handler
54a...nis activated, the service data handler 54a...n then
processes the job upload data 50 in step 125.

[0191] Once the service data handler 54a...n has proc-
essed the job upload data 50, the job monitor 51 gets the
job upload status from the service data handler 54a...n
and updates the job log in step 126. Flow then proceeds
to step 127 which checks to see if there are any more
service data handlers 54a.._n. If no service data handlers
54a...n remain for the job, then flow moves back to step
121 to check for new jobs in the queue. If more service
data handlers 54a...n are included in 127, flow proceeds
back to step 123 and processes steps 123-126 again.
This loop continues until no service data handlers 54a...n
remain for a job.

[0192] Thus the unified client upload thread includes
two loops, the first checks for new jobs in the queue. The
second loop occurs once a job is determined to exist, in
the second loop, the system loops through checks to
make sure all of the activated service data handlers
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54a...n in a job have been processed.

[0193] Moving now to Figure 27, there is shown an
example of a project array window 32. The project array
window 32 includes a line reserved for system messages
151. Also included is a unified client logo 152 and instruc-
tions to the user on how to use the project array window
153. The project array window 153 also includes several
project buttons that are selectable by the user 154 and
link the user to the main window 35 and default service
window of the selected project 33a ... n. Examples of
such buttons are the Document Mall button 154, the
eCabinet button 154a or other similar type projects but-
tons 154b, 154n. The scroll bar 155 allows a number of
project buttons to be installed in the project array window
32. Thus the function of the project array window 35.is
to allow a user to select which project 33a...n the user
may like to use on the MFP.

[0194] Figure 28 shows an example of a main window
35. The main window 35 includes the unified client logo
161 as well as the document name 162 and a logout
button 163. As discussed earlier with respect to Figure
25d, the logout button 163 allows the user to log out of
the selected project and return to the project array win-
dow 32 described in Figure 27. The main window 35 also
includes a number of buttons 156 through 159 which cor-
respond to a number of services. The buttons displayed
in the main window 35 correspond to the project 33a...n
which was selected in the project array window 32. For
example, when the Document Mall project is selected
154 in the project array window 35, several Document
Mall related buttons are available. For example, the but-
ton 156 allows the user to open a scan to a Document
Mall e-mail service window. ltem 157 allows the user to
open a scan to a folder service window. Item 158 is a
button that open up the scan settings service window.
While item 159 allows the user to open up the job log
service window. The invention is notlimited to the number
of buttons included in Figure 28 or the services shown in
Figure 28. Additionally arrow buttons 160a and 160b al-
low the user scroll through a number of service buttons.
Thus, any type of service button can be installed on the
main window 35.

[0195] Figures 29A-29B show an example a config.xml
file 7 which includes activation information. It should be
noted that Figures 29A-29B are not intended to be acom-
prehensive example of how a config.xml file 7 may be
designed. Instead Figures 29A-29B include one way that
a config.xml file 7 might be written for activation of a uni-
fied client application 5.

[0196] Figure 29B begins with MFP tag on line 1 which
opens the MFP section of the config.xml file 7. The MFP
section includes several tags which relate the MFP and
the account associated with the MFP. On line 2 is found
the MFPSerialNo tag which includes the MFP serial
number. The MFP serial number is a unique number
which identifies the hardware of the MFP. On line 3 is
found the MACAddress tag which includes the MFP MAC
Address. The MAC address is a unique network identifi-
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cation code that identifies the network interface of the
MFP. On line 4 is found the AccountName tag which in-
cludes the account name to which the MFP is registered.
In the present example the account name is Ricoh.
[0197] On line 5 the UserName tag is found which in-
cludes the username of the user currently logged into the
MFP. It should be noted that in alternate embodiments
no UserName tag is used. In addition, the ModelName
tag not shown in Figure 29A can be included in the MFP
section. The ModelName tag identifies the model name
of the MFP. Finally on line 6 the close MFP tag is found
which identifies the end of the MFP section. As noted
above with regard to Figure 25E, the portion of the con-
fig.xml file 7 enclosed in the MFP tags is the MFP infor-
mation sent to the activation database. The MFP infor-
mation is then used by the activation database to deter-
mine which services are activated. Thus the data in the
MFPSerialNo, MACAddress and ServiceName tags can
be used as a unique key.

[0198] Line 7 of Figure 29A includes a service open
tag and begins a new service section in the config.xml
file 7. On line 8 is found the ServiceName tag which in-
cludes the service name of the service. In the present
example, the service name DMEmail denotes the Doc-
umentMall Email Service. On line 9 the DisplayName tag
includes the display name of the service. In the present
example the display name "Document Mall Email" is
shown. The display name setting shows how the service
will be displayed in the service buttons in the main window
35.

[0199] Line 10 shows the Activation open tag. This tag
begins the activation section of the service. Included in
the activation section are several tags related to the ac-
tivation of the service. The examples shown in Figures
29A and 29B are one way of including activation infor-
mation in the config.xml 7 file, other ways are also pos-
sible. On line 11 the ActivationRequired tag is found. This
tag includes a boolean indicator which denotes whether
or not activation is required for the service in question.
In the present example, shown on line 11, the Activation-
Required tag is listed as "Y", however if the tag included
a "N" or "F" indicator the service would always be avail-
able to be used on the MFP. The default value for this
tagis "Y".

[0200] The next tag in the activation tag section is the
Activated tag which is found on line 12. As with the Ac-
tivationRequired tag noted above, the Activation tag in-
cludes a boolean indicator. The Boolean indicator corre-
sponds to whether or not the service in question is acti-
vated. If the indicator shows "N" or "F" then the service
will not be available to the user of the MFP unless the
user goes through an activation process. In the present
example the Activated tag includes a"Y" indicator. When
a "Y" indicator is found in the Activated tag, the Activa-
tionDate and ExpirationDate tags found on lines 13 and
14 list the date that the service was activated and the
expiration date of the activation, respectively. The Expi-
rationDate tag is useful in the case that the Activation
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Database is unable to be contacted. If the Activation Da-
tabase is unreachable, the activation manager can com-
pare the internal date stamp of the MFP with the infor-
mation found in the ExpirationDate tag of the config.xml
file 7 to ensure that the activation is still valid. Finally, the
Activation close tag is found on line 15.

[0201] In should be noted that several different tags
may be used in the Activation Section depending on the
type of activation used. In the present example, time-
based activation is used, however, when different types
of activation are used different tags may be used in the
activation section.

[0202] In lines 16-19, the service window class file is
listed. The service window class file includes all the code
necessary to display the service window. In lines 20-23
the data handler class file is listed. This includes all the
code necessary for the data handler in this service. Be-
ginning on line 24, configuration data for this service is
included. In this example, on line 25, the DocumentMall
server address is listed as documentmall.com. The ad-
dress documentmall.com is an example of an address
that may be used, other addresses including IPv6 ad-
dresses or IPv4 addresses can also be used. Beginning
online 27, the data handler configuration datais included.
In this example, the data handler configuration data is
listed as optional. However, information such as FTP port
or other similar data can be listed in this tag. On line
26-27, the data handler configuration data tag is closed
and on line 29 the service is closed for the above noted
service.

[0203] Line 30 includes a new service tag which cor-
responds to a new service. It should be noted that al-
though the present example only includes two service
sections, a service section corresponding to each service
found on the MFP may be included in the config.xml file
7. On line 31 the ServiceName tag is found which, in the
present example, shows the eCabinetFolder service and
on line 32 the DisplayName tag is found which includes
the name "eCabinet Scan to Folder."

[0204] Lines 33 of Fig 11A to Line 1 of Fig 11B show
the Activation section for the eCabinetFolder service. As
was described with regard to the DMEmail service above,
the Activation section of the eCabinetFolder service in-
cludes open and close Activation tags, an ActivationRe-
quired tag, an Activated tag, an ActivationDate tag and
an ExpirationDate tag.

[0205] In lines 2-4 of Figure 29B the service window
class file is listed. The service window class file includes
all the code necessary to display the service window. In
lines 5-8 the data handler classfile is listed. This includes
all the code necessary for the data handler in this service.
Beginning on line 9, configuration data for the DMEmail
service is included. In this example, on line 10 the eCab-
inet server address is listed as eCabinet.com. The ad-
dress eCabinet.com is an example of an address that
may be used, other addresses including IPv6 addresses
or IPv4 addresses may also be used. Beginning on line
12, the data handler configuration data is included. In this
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example, the data handler configuration data is listed as
optional. However, information such as FTP port or other
similar data can be listed in this tag. On line 12-13, the
data handler configuration data tag is closed and on line
14 the service is closed for the DMEmail service.
[0206] It should be noted that the foregoing example
does not show project tags or corresponding project ac-
tivation sections, the config.xml file 7 may include acti-
vation sections in subordinate to the project tag in a sim-
ilar manner to the placement of the activation section in
each service section described above and illustrated in
Figures 29A-B.

[0207] A functional example of the unified client appli-
cation 5 installed on a multi-function printer will now be
described in Figures 30-34. In this example, the unified
client application 5 is installed with the eCabinet plug-in
8b. The unified client application 5 with an eCabinet plug-
in 8b is developed using SDK/J and uses the CVM option
on each MFP in which the unified client application 5 is
installed. SDK/J is an embedded software architecture
software development kit ("SDK") which allows in house
developers, independent software vendors and system
integrators to deliver customized JAVA based solutions
on MFPs. The CVM option is the java virtual machine
that is able to be installed on the MFP. Other types of
virtual machines and/or programming languages can be
used to create plug-ins associated with the unified client
application.

[0208] The example of the unified client application 5
with the eCabinet plug-in 8b uses 2 SDK/J type applica-
tions, the 2 SDK/J applications are, forexample, one Java
xlet application which implements major unified client
functionalities and one servlet application which allows
user to update the config.xml file 7 remotely via a web
browser. Some of the services that are supported by the
unified client application 5 with the eCabinet plug-in 8b
are: scan to eCabinet server, scan to eCabinet folder,
scan settings and job log viewing. These services are
represented as service buttons in the eCabinet project
main window 35. In the case that the unified client appli-
cation 5 only includes one project 33a...n installed, such
as in the present example, a default service window is
the firstwindow displayed along with the main window 35.
[0209] In Figure 30, an example of a main window 35
and service window 173 is shown. The main window 35
and the eCabinet owner service window 173 are dis-
played. The main window 35 includes a logo 161 as well
as the document name 162 and an end session or logout
button 163. Further, several service buttons 164-167 are
also included in the main window 35. In the eCabinet
example, the first service button is the eCabinet owner
button 164. In figure 30, this button is selected and as a
result the corresponding eCabinet owner service window
173 is displayed. The left side of the eCabinet owner
service window includes an order list window 168 and a
refresh button 169. Further, on the left side of the eCab-
inet owner service window 173 there is a selected own-
er'swindow 170. Also included are a public 171 and reset
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button 172. The eCabinet owner button offers users the
scan to eCabinet owner service. The owner list is down-
loaded from the eCabinet server automatically and is dis-
played in the owner list window 168. Multiple owners can
be selected if no eCabinet folder is selected in the eCab-
inet folder window 193. When an eCabinet folder is se-
lected in eCabinet folder window 193, only a single owner
selection is allowed. The owner list window 168 shows
a list of the owners. The selected window 170 shows the
destination owners. To add a destination owner, the user
can highlight desired owners in the owner list window
168 and press the right arrow button 175. To delete a
destination owner, the user can highlight the owner in
the selected window 170 and press the left arrow 176.
The refresh button 169, allows the user to download the
owner list from the server again. The public button 171
allows the user to set the attribute of the scan document
to public or private. The reset button 172 allows the user
to remove all of the contents of the selected window.

[0210] Figure 31 shows an example of the main win-
dow 35 with the eCabinet folder service button 165 se-
lected and the eCabinet folder service window 193 dis-
played. In this example the eCabinet folder button 165
has been selected and as a result the eCabinet folder
service window 193 is displayed. The eCabinet folder
service window 193 includes a folder list window 189, a
refresh button 190, a selected window 191, and a reset
button 192. The eCabanet folder service offers users the
ability to scan to the eCabinet folder service. The eCab-
inet folder list is downloaded from the eCabinet server
automatically using the configuration settings included in
the config.xmlfile 7. When users select the eCabinet fold-
er button 165 the unified client application 5 prompts user
with a software keyboard to enter a user name and a
password. The unified client application 5 then down-
loads the user’s folder tree and displays the tree in the
folder list window. Note that using the eCabinet folder
service requires single owner selection. If multiple own-
ers have been selected in eCabinet owner service win-
dow 173 and the user presses eCabinet folder button
165 an error message will pop up stating eCabinet folder
service requires single owner selection. The folder list
window 189 shows a user’s eCabinet folder tree. The
user can browse the folder tree in the folder list window
189. To add a destination folder, the user can highlight
the desired folder in the folder list window 189 and press
the right arrow button 175. To delete a destination folder
in the selected window 191, the user can highlight the
desired folder in the selected window 191 and press the
left arrow button 176. It should also be noted that multiple
folders can be selected. The refresh button 190 allows
the user to download the eCabinet folder list again from
the ecabinet server. If the refresh button 190 is pressed,
the user will be prompted for the user name and password
entry again. The reset button 192 allows all the contents
placed in the selected window 191 to be removed. It
should also be noted that the eCabinet folder listincluded
in the folder list window 189 is dependent upon the owner

EP 1 953 599 A1

10

15

20

25

30

35

40

45

50

55

26

50

selected in the eCabinet owner service window 173 in-
cluded in Figure 30. The user that is selected and includ-
ed in the selected window 170 is the user who corre-
sponds to the folder list included in the folder list window
189.

[0211] Figure 32 shows the user interface for an ex-
ample of when the scan settings button 166 is selected.
When the scan settings 166 button is selected, the scan
settings service window is displayed 218. The scan set-
ting service window includes several options including
resolution 209, original 211, image type 214 and file for-
mat 215. Under the resolution option 209, several differ-
ent buttons relating to scanner resolution are used. In
this example, DPI 200, 210a, 300 DPI, 210b, 400 DPI,
210c, or 600 DPI, 210n, are available to be selected.
Other similar types of DPI options resolution options
could also be used. The original option 211, includes two
buttons. The first button 212a allows the one sided option
to be selected. The second button 212n allows the two
sided option to be selected. Further, a batch scan button
isdisplayed 213. The image type option 214 alsoincludes
a drop-down menu listing a number of image types. In
the currentexample, the text option is displayed. It should
also be noted that in the image type drop-down box text,
photo, gray scale or photo options are available. Similar-
ly, under the file format option 215, a second drop-down
box is included listing a number of different file formats.
In the present example, the PDF option is displayed.
However, in the file format drop-down box single page
tiff, multi-page tiff, jpeg and PDF options are available.
Also included on the scan setting service window 218 is
a scan size 216 button and a reset button 217.

[0212] The scan size button 216 opens a new window
which is shown in Figure 33. The scan size window 219
is still part of the scan sittings service window 218. How-
ever, the scan size window 219 is displayed in place of
the scan setting service window 218 under the main win-
dow 35. In the scan size window 219, several different
options are available. For example, auto detect 239, 8x11
5-1/2 x 8-1/2 A5, 240a, 8-1/2x11 5-1/2x8-1/2 A5 240b,
11x17 a3, B4 JIS 270c, 8-1/2x13 A4 B5 JIS 240d, and
8-1/2x14 A4 B5 JIS 240n. Alsoincluded are areset button
242 and a general button 241 which returns the user to
the original scan settings service window 218.

[0213] Figure 34 shows the main window 35 and the
job log service window 264 displayed when the job log
button 167 is selected. In the job log service window 264
date and time 259, document name 260, pages 261 and
status 262 titles are displayed. From the job log service
window 264 users can check scan job upload status spe-
cifically through the date and time, the document name,
number of pages and the status of the job. This concludes
the MFP display example of the eCabinet plug-in 8b.
[0214] Figures 35-37 show an example display for
managing the settings of the eCabinet plug-in 8b remote-
ly. The unified client application 5 with the eCabinet plug-
in 8b can be configured remotely through web access.
For security purposes the website is protected by a pass-
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word. Figures 35-37 show an example of the remote con-
figuration website for eCabinet plug-in 8b.

[0215] Figure 35 shows an example of the general con-
figuration window 300 on the remote configuration web-
site of the unified client application 5 with the eCabinet
plug-in 8b installed. When a user accesses the website
shown in Figure 35 three options will be shown. The gen-
eral window button 271 the eCabinet server button 272
or the default scan settings button 273. These three op-
tions correspond to three screens: the general screen
300, the eCabinet server configuration screen 290 and
the default setting configuration screen 270. Several set-
tings are configurable through the general configuration
screen 300 that is selected by the general button 271
and is the default screen loaded. First the enable/disable
document name with time stamp suffix 302 is checkable.
The machine reset timer seconds 303 is available to be
changed. The machine reset timer seconds 303 setting
relates to an auto session logout with refresh timer. In
this example, 600 seconds is placed in the auto session
refresh timer. The change administrator password option
304 is also available to be selected; this setting allows
the user to change the administrative password for using
the remote configuration service. It should also be noted
that reinstallation can reset the password to the default.
Also included are update 282 and cancel 283 buttons
which allow the user to update and to apply the changes
that the user has made in the general configuration win-
dow 300 or cancel the changes.

[0216] Figure 36 shows the result when the eCabinet
server button 272 is selected. The eCabinet server button
displays the eCabinet server window 290 which allows
the following options: eCabinet server address and FTP
port. Both of these are required fields as is shown in 281.
The eCabinet server address 291 and FTP port 292 can
both be entered by the user. The FTP port 292 is auto-
matically filled with the default ftp port. As with Figure 35,
update 282 and cancel 283 buttons are available.
[0217] Figure 37 illustrates the example of when the
default scan settings button 273 is selected. When the
default scanning settings button is selected the default
scan settings window 270 is displayed. In the default scan
settings window 270 a number of options are displayed.
First the default scan resolution 275 is available to be
changed. In this example, 200 dpi is selected. In the uni-
fied client application 5 with eCabinet plug-in 8b installed
the default scan resolutions of 200 dpi, 300 dpi, 400 dpi
and 600 dpi are available and are displayed in the drop-
down box in item 275. The default batch scan option is
also selectable 276 along with the duplex 277 option. A
default image type 278 is also available to be selected
in the eCabinet plug-in 8b example. The default image
types available in the drop-down box of item 278 are text,
print, text photo, photo or grayscale. These image types
correspond to different qualities of the scanned image.
The next option available is the default text photo file
format 279. In this example, the multi-page tiff option is
selected. In the unified client application 5 with the eCab-
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inet plug-in 8b installed the options available for the drop-
down box of 279 are single page tiff, multi-page tiff or
pdf. Single page tiff is a tiff image file that only includes
a single image per file. The multi-page tiff is an image
file that includes several images. PDF is a proprietary
format to Adobe Systems which includes multiple page
fixed-layout documents. The final option is default gray-
scale/color file format 280. In this example, jpg is selected
as the defaultgrayscale/color file format but the pdf option
is also available in the unified client application 5 with
eCabinet plug-in 8b installed. ltem 281 shows required
fields that must be selected. As with the Figures 35 and
36, update 282 and cancel 283 buttons are available.
The update button 282 and the cancel button 283 allow
the user to apply the changes with the update button 282
or cancel the changes with the cancel button 283.
[0218] Fig.38 is a block diagram of an MFP according
to an embodiment of the present invention. As shown in
Fig.38, the MFP 300 includes an application layer 301,
an OS 302, and hardware resources 303.

[0219] The application layer 301 includes the unified
client application 304 as well as several plug-ins 305a...n
which are included in the unified client application 304.
It should also be noted that the unified client application
includes an activation manager 306 that interfaces with
the plug-ins and limits the plug-ins 305 ability to be ac-
cessed by the unified client application 304.

[0220] The application layer 301 is a position in a soft-
ware hierarchy in which applications installed on the ap-
plication layer 301, such as the unified client application
304, access the hardware 303 through the OS 302. Fur-
ther the plug-ins 305a...n access the OS 302 and the
hardware 303 via the unified client application 304 in-
stalled on the application layer 301.

[0221] It is also important to note that the application
layer 301 is independent from the OS 302 and although
the application layer 301 accesses the hardware through
the OS 302 it is not a part of the OS 302.

[0222] The OS 302 is any operating system that ac-
cesses the hardware 303. Further, the OS 302 acts as a
conduit for allowing applications that are installed on the
application layer 301 to access the hardware 303.
[0223] The hardware 303 is the physical components
of the multi-function printer. For example, hardware 303
can include a scanner, a printer, a fax or any other hard-
ware component.

[0224] Fig.39 shows an example of a hardware con-
figuration of the MFP 499 according to an embodiment
of the present invention. As shown in Fig.39, the MFP
499 includes a controller board 400, an operation panel
410, a fax control unit (FCU) 420, a USB 430, an IEEE
1394 port 440, and a printer 450. It should be also noted
that other types of i/o interfaces could be included includ-
ing IEEE 1394b, USB 2.0. The controller board 400 in-
cludes a CPU 402 for processing and several storage
devices such as SDRAM 403, SRAM 408, flash memory
(flash ROM) 404, flash card interface part 406 and HD
405 used to store data associated with the MFP 499.
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Each of these components are connected to the ASIC
401, the ASIC 401 is an application specific integrated
circuit that is designed specifically for use in a MFP 499.
Other types of storage devices are also possible as well
as other types of data processors and integrated circuits.
The operation panel 410 is directly connected to the ASIC
401 as is the communications interface 420. The com-
munications interface 420 can also be connected to a
network or any other similar type communications medi-
um. The USB 430, the IEEE 1394 440 and the multi-
function printer functions 450 such as scanning, printing,
and faxing are connected to the ASIC 401 via the PCI
bus 480.

[0225] The SRAM 408 is a nonvolatile RAM, other
types of SRAM are also possible. A flashcard 407 can
be inserted into a flash card interface part 406, so that
data is sent/received between the ASIC 401 and the
flashcard 407 via the flash card interface part 406.
[0226] The operation panel 410 includes an operation
part used for key operation such as key input and button
pushing and the like by the user, and a display part for
displaying drawing data such as various screens. It
should be appreciated that other types of hardware com-
ponents can be used in the present invention.

[0227] Further with respect to a computer readable
medium such as a floppy disk, magnetic tape, CD-ROM
and the like, by installing the program stored in the com-
puter readable medium into an MFP, the MFP can per-
form the functions of the present invention.

[0228] This invention has been described with respect
to a multifunction printer, but is applicable to any image
handling device such as a copier, digital copier, printer,
scanner, digital camera, fax machine, or multi-function
printer or any combination thereof. A general purpose
computer is not considered an image handling device.
Moreover, the invention is applicable to other special pur-
pose devices such as navigation systems, global posi-
tioning systems, vending machines, metering systems,
machine tools and other tools which operate using pro-
gramming or a programmed processor, automobiles,
other transportation devices such as trains, motorcycles,
planes, or boats, radar systems, radios, MP3 players,
digital music players, and other audio systems, mobile
phones, other communication devices and systems, and
any other special purpose device which operates using
a plug-in.

[0229] The present invention is not limited to the spe-
cifically disclosed embodiments, and variations and mod-
ifications may be made without departing from the scope
of the present invention.

[SYSTEM AND METHOD FOR IMAGE THUMBNAIL/
PREVIEW ON AN IMAGE PROCESSING DEVICE]

[0230] Referring now to Figures 41-65 of the drawings,
wherein like reference numerals designate identical or
corresponding parts throughout the several views and
more particularly to Figure 41 thereof, there is illustrated
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a typical example in which input documents 2 are input
into a multi-functional device 1 which delivers output doc-
uments 3. An embodiment of the present invention ena-
bles a preview of the input document 2 before it is output
as an output document 3 or sent to a GlobalScan server
5. The preview image 4 of the scanned input documents
2 enables the user to easily review the scan of the input
document 2. Additionally, if the GlobalScan server 5 is
being used along with the multifunction device 1, the im-
age preview allows the user to review multiple scanned
images before a job is committed to the Global Scan serv-
er 5 for final processing. The GlobalScan server 5 serves
as a digital document routing system that accepts, or-
ganizes and controls scanned documents in addition to
creating digital files for electronic transmission or for stor-
age. Further, information on the GlobalScan server 5 and
system can be found in related applications 11/092,831,
"System and Method for Authenticating a User of an Im-
age Processing System," filed March 30, 2005,
11/092,836, "System and Method for Managing Docu-
ments with Multiple Network Applications," filed March
30, 2005 and 11/092,829, "System and Method for Com-
pensating for Resource Unavailability in an Image
Processing System," filed March 30, 2005.

[0231] According to an embodiment of the present in-
vention, a user previews an input document 2 on the mul-
ti-function device 1 before it is submitted to the GlobalS-
can server 5 for final processing. It should be noted that,
according to an embodiment of the invention, the image
preview features of the multi-function device 1 ("MFD")
maybe the same, even if different devices are used for
processing the preview operations. The MFD 1 may be
used to locally handle the preview operations. Alterna-
tively, the GlobalScan server 5 may be used to perform
each operation in the preview process that is performed
before final submission. In addition, the administrator is
able to activate and de-activate the preview/thumbnail
function on the MFD 1 remotely and the administrator
can determine if the preview function’s operations will be
performed using the GlobalScan server 5 or the MFD 1.
[0232] The user interface for operating the image
thumbnail/preview function on the multifunction device
will now be described with reference to Figures 42A-C.

[0233] Figure 42A illustrates a preview page 10 which
is displayed below a GlobalScan main window 9. The
preview page 10 is displayed when a user selects a
project and then selects or presses a preview tab 13,
which is located on the GlobalScan main window 9. Also
included in the GlobalScan main window 9 are a scan to
folder tab 14, a scan settings tab 15, a job log tab 16, a
document name button 11, a project button 12 and scroll
buttons 21a and 21b. The scroll buttons 21a and 21b are
used to scroll between available tabs if there are a greater
number of tabs then there is space available on the dis-
play window. The document name button 11 allows the
user to change the name of the input document 2 being
scanned. The project button 12 allows the user to exit
the currently selected project and select a new project.
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The Email tab 14 allows the user to scan to email. The
Scan settings tab 15 allows the user to change the local-
ized settings for the scan such as resolution etc. The job
log tab 16 allows the user to see a list of previously pre-
formed scan jobs on the MFD 1.

[0234] As noted earlier, when the preview tab 13 is
pressed on the GlobalScan main window 9 the preview
window 10 is displayed. The preview window 10 includes
a preview button 20a. In order to perform the preview
function the preview button 20a is preferably, although
not necessarily, highlighted. The preview button 20a is
placed into and out of a highlighted state by pressing or
clicking the preview button 20a. If the preview button 20a
is pressed before a scan job is commenced, after the
scan job is completed the preview function will be started
automatically. If the preview button 20a is not selected
the preview function will not be performed. Figure 42B
shows an example of when the preview button 20a is
highlighted.

[0235] Also included on the preview window 10 is the
preview page range dropdown box 19a. The preview
page range dropdown box 19a enables the user to select
how many of the input document’s pages he/she desires
to preview. The options that are available to the user are
pre-set on the server side, for example. In the example
illustrated in Figure 42A, the optional "all" is selected in
the preview page range drop-down box 19a. However,
in Figure 42B the option "none" is selected in the preview
page range dropdown box 19a. Figure 42C shows all of
the options in this example that are available in the pre-
view page range dropdown box 19a. In this example, the
options are "none", "all", "first page only", "first five pages"
or "last page only". However, other types of restrictions
on the number of pages that are shown may also be set.
[0236] On the left side of the preview window 10 of
Figure 42A there is included a color type button 17. In
this example, the color type button shows a value of 2.
Thus, the color type portion of the preview window 10
enables the user to select the thumbnail’s color type.
[0237] Whentheimage preview functions are engaged
and the user selects the start button initiating a scan, the
MFD 1 scans the input document, uploads the job to the
server 5, retrieves thumbnails and displays them, as is
described below with respect to Figures 43 and 44. Ac-
cording to one embodiment, the server 6 preferably gen-
erates thumbnails only for the scanned pages the user
has selected in the preview page range dropdown box
19a. Alternatively, the system may be able generate
thumbnails for any or all scanned pages in the job. In this
embodiment, the operations that are performed by the
user on the preview images are performed only on those
selected pages that the user previews. However, when
the preview is accepted, all pages in the scan job are
sent to the job monitor, even though only the pages that
were previewed were changed. Alternatively, the user
may be able to make a change to one previewed page
and apply this change to each page or a number of se-
lected pages, even if the page or pages were not pre-
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viewed by the user.

[0238] Figure43Aillustrates athumbnail selection win-
dow 34 which is displayed after the preview button 20A
is highlighted and a scan job is performed. The thumbnail
selection window 34 includes a number of thumbnails
which each represent one of the scanned pages or im-
ages of the scan job performed on the MFD 1. In one
embodiment, the thumbnail size is predetermined and
stored in the MFD 1. Alternatively in another embodiment
the thumbnail size may be determined by settings on the
GlobalScan server 5. As shown in thumbnail window 34,
thumbnails 35A-35D are selectable icons which the user
can select to further process the specified page orimage
of the current scan job. If a user’s scan job includes only
one document, the thumbnail selection window 34 will
not be shown according to one embodiment.

[0239] In addition to a number of thumbnails, the
thumbnail selection window 34 includes a scroll bar 37
which, when pressed or selected, shows additional im-
age thumbnails that could not be shown in the display
window. Figure 44 shows the additional thumbnail 35E
that could not be shown in the original window in Figure
43A. In order to return to the window shown in Figure
43A, an up button on the scroll bar 37 may be used.
[0240] Whenanimagethumbnailis selectedinFigures
43 or 44, a preview detail window 60 shown in Figure 45
is brought up. The preview detail window 60 includes a
back button 61 which returns the user to the thumbnail
selection window 34 shown in Figures 43 and 44. The
image preview detail window 60 includes a preview win-
dow 51 which shows a preview of the scan document.
Also included in the image preview detail window 60 are
up and down pan buttons 42 and right and left pan buttons
43. These pan buttons allow the user to pan through the
previewed image. On the left side of the image preview
detail window 60 above the pan buttons is a page infor-
mation window 41 which includes information about the
selected previewed page orimage. In the example shown
in Figure 45, the page information window 41 includes
an identifying number of the thumbnail, an image size
and a color mode of the thumbnail image. Other informa-
tion may also be displayed in the page information win-
dow 41, such as, process history, page resolution, page
identification, bar code information from the page, water-
marks, or other types of information.

[0241] In addition, several buttons are included in right
side of the preview image detail window 60. The first but-
ton included is a left arrow or previous button 44. The
previous button 44 enables the user to see the page that
was scanned directly before the currently displayed
page. A right arrow or next button 45 is also included
which allows the user to view the page that was scanned
directly after the currently displayed page. Also included
are a rotate forward button 46 that allows the user to
rotate the image 90 degrees clockwise and a rotate back
button 47 that allows the user to rotate image 90 degrees
counterclockwise. A zoom-in button 48 that allows the
user to zoom in on the image in preview window 51 is
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included directly above the rotate forward button 46. A
zoom-out button 49 that allows the user to zoom-out from
the image in the preview window 51 is included next to
the zoom-in button 48. Finally, a delete button 50 that
allows the user to delete the currently displayed image
from of current job is included. The delete function initi-
ated by the deleted button 50 is useful for deleting blank
pages or for deleting pages mistakenly scanned in the
scan job.

[0242] With respect to the rotation forward button 46
and rotate back button 47, these buttons change the ori-
entation of the final scanned page. Once the preview job
is submitted, the rotated result will be seen in the final
electronic or paper documents. In addition, another fea-
ture of the rotation function is a "follow-me" rotational
feature. The "follow-me" rotational feature allows a user
to rotate an entire image or page while keeping the image
or page in view on the display screen. In one embodiment
of the present invention the display screen may be a LCD
display screen or alternatively the display screen may be
any type of display screen that is available to be used
with the MFD 1. The size of the display screen is only
limited by the physical characteristics of the MFD 1 and
can be placed in any feasible location on the MFD 1.
Although not illustrated in Figure 45, the preview image
detail window 60 may also include horizontal and vertical
flipping functions which enable the user to flip the cur-
rently displayed image.

[0243] The zoom-in 48 and zoom-out 49 buttons make
the previewed image larger or smaller on the window.
The zoom-in feature enables the users to enlarge por-
tions of the page. Each previewed image or page can be
zoomed based on a percentage that is, preferably in one
embodiment, predetermined by the administrator on the
server. Alternatively, the user may be able to change the
percentage of the zoom locally. In one embodiment, the
zoom function does not affect the original document and
only allows the user to see more closely the previewed
image. Alternatively, the zoom function may be used to
permanently change the zoom of the scanned page.
When the zoom-in button 48 and zoom-out button 49 are
used, the up and down panning scroll bar 42 and the left
and right panning scroll bar 43 may be used to pan
through a zoomed portion of the image.

[0244] Figure 46 shows an illustration of a pop-up box
70 that is displayed when the delete button 50, shown in
Figure 45, is selected. If the user does not desire the
currently displayed page to be included in the final job
set, the current page may be deleted with the delete func-
tion initiated by selecting the delete button 50. When the
delete function is used, the current page preferably is not
generated in the final document. Once the delete button
50 is selected, the pop-up window shown in Figure 46 is
displayed. The user may select either the ok button 71
to agree with the deletion or the cancel button 72 which
returns the user back to the preview window. If the user
presses the ok button 71 the current page is deleted and
the preview window displays the next page of the scan.
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If the deleted page is the last page in the total scan, the
next image shown in the preview window is the previous
image in the scan.

[0245] After deleting an image or selecting the back
button 61, the user is returned to the thumbnail selection
window 34 shown in Figures 43 and 44. When the user
has finished previewing the pages the user may select
one of a restore button 31, a cancel button 32 or a submit
button which are shown in the top right corner of the win-
dow shown in Figures 43 and 44.

[0246] When the cancel button 32 shown in Figures
43 and 44 is pressed, a cancel job pop-up box 80 shown
in Figure 47 is displayed. The cancel job pop-up box 80
includes an ok button 81 and a cancel 82 button. When
the user selects the ok button 81, the preview operation,
as well as the scan job, is cancelled and no document is
generated at the job’s destination. In contrast, if the user
selects the restore button 31, a pop-up box 90 shown in
Figure 48 will be displayed. The pop-up box 90 also has
an ok button 91 and a cancel button 92. If the ok button
of the undo pop-up box 90 is selected, then the preview
operation is canceled and the user is sent back to the
beginning to do the preview operation again. When the
preview operation is canceled, all rotations, deletions and
other such changes are removed from the record and
the scan job image set will be returned to its first scanned
state. Finally, the submit button 33 shown in Figures 43
and 44 is used to submit the preview changes to the
GlobalScan server 5 or to a predetermined output portion
of the MFD 1.

[0247] Figures 49-52 illustrate a number of settings
that may be defined on the server side before the user
uses the preview function on the MFD 1. Specifically, an
administrator is able to change some aspects of the im-
age thumbnail preview user interface discussed above.
The administrator is able to change the settings on the
GlobalScan server 5 in several different ways including
locally and remotely via software or via a web-browser.
In the present example illustrated in Figures 49-52, a
web-browser is used to access the GlobalScan server 5
via an http protocol.

[0248] In Figures 49A&B, a manage services window
100 is selected by selecting a manage services button
from a GlobalScan menu 107. The manage profile win-
dow 100 includes information about a number of servic-
es. Specifically, each service includes a service name
102, a service description 103 and number of informa-
tional check boxes 104 and a configure button 105. The
order ofthe display of the services inthe manage services
window 100 can be changed using the sort bar 101. In
the sort bar 101 is included a sort button a "sort by" drop-
down box and a "sort direction" drop-down box. The "sort
by" box enables the user to select which category (i.e.
name 103, description 103 or one of the information
check-boxes 104 such as "Job") is used to sort the list
of services. The "sort direction" drop-down box lets the
user select an ascending or descending order of the sort.
[0249] Whenthe user selects the configure button 105,
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a service (plug-in) configuration window 160, shown in
Figures 50A&B, is displayed. Included in the service con-
figuration window 160 are several settings related to the
selected service. In the example shown in Figures
50A&B, the image preview service (plug-in) includes a
threshold setting 111, a zoom level setting 112, and a
page options setting 113-118. Also, included are an up-
date button 119, a close button 120 and a delete button
121.

[0250] The threshold setting 111 includes a drop-down
box which enables the administrator to set a value for
the previewed image’s contrast. The lower the number
selected by the administrator, the less contrast and as a
result less detail shown on the preview image. It should
be noted that this setting does not affect the contrast of
the scanned image.

[0251] The zoom levels setting 112 includes a number
of zoom percentages that are able to be selected for use
by the administrator. In the zoom levels selection box
includes zoom magnifications that range from 20% to
200%. The zoom levels are listed in the box in ascending
order and in whole integers. The zoom level 164 corre-
sponds to how much zoom is applied when the zoom-in
48 or zoom-out 49 buttons are selected in Figure 45.
[0252] The page options setting 113-118 enables the
administrator to select which options will be available in
the preview page range dropdown box 19a shown in Fig-
ures 42A-C. In page option selection box 113, the ad-
ministrator is able to select which options will be available
in the preview page range dropdown box 19a. In the
present example, the options available for selection are
"none", "all", "First X", "Last X" and "First X, Last Y". The
values for the "X" and "Y" variables are editable in option
boxes 117 and 118. Theses X 117 and Y 118 settings
correspond to the X and Y variables in the page option
selection box 113. The values may be any integral value
and are preferably kept small as a number less than 10
should be adequate. Also included in the Page option
setting are the default page selection option 114. Using
the add 115 and delete 116 buttons the administrator can
add and delete the default selection shown in box 114.
[0253] When the update button 119 is selected, the
changes made in the service configuration window 160
are stored in a configuration file that is used to update
the available options of the MFD 1. When the close button
120 is selected the administrator is returned to the man-
age services window 100 shown in Figures 49A&B.
When the delete button 121 is selected the settings are
cleared.

[0254] It should also be noted that when the configure
button 105 is selected for the RicohScanSettings service
(Image preview function) the service configuration win-
dow 160 displayed corresponds to the default system
service configuration. Once these settings are saved by
selecting the update button 119, each unchanged profile
on the GlobalScan server 5 is updated to have settings
corresponding to the default system service configura-
tion. However, if the administrator desires to customize
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the settings of a specific profile or project, this profile or
project can be selected from the selection toolbar 110.
For example, in the selection toolbar 110 the administra-
tor could select the "2 - RS" profile. When this profile is
selected the administrator could then adjust the settings
in the service configuration window 160 for this profile.
This can also be accomplished for the projects included
in the selection toolbar 110.

[0255] In order to add or remove a profile or project
from the selection toolbar 110 the Project/Profile service
window shown in Figures 51A&B and 12A&B may be
used. After selection is made in the GlobalScan menu
107 of a specific project or profile, the Project/Profile serv-
ice window is displayed. In the Project/Profile service win-
dow the project/profile id 139 is displayed along with the
project/profile name 140. Also included in the Project/
Profile service window are update buttons 130/133, de-
lete checked items buttons 131/134 and delete all buttons
132/135. The update buttons 130/133 save the changes
made my the administrator, the delete checked items but-
tons 131/134 remove the checked services from the list-
ed services and the delete all buttons 132/135 removes
all the services from the service list. the service list in-
cludes all of the services that are available to the profile
in question. The service list includes for each included
service, a service name 102, a number of service settings
104, a display sequence 136, a processing order 137, a
required check-box 138, a configure button 105 and a
delete button 106. The delete button 106 deletes the serv-
ice from the service list. The configure button 105 takes
the administrator to the service configuration window 160
shown in Figures 50A&B.

[0256] In order to add a service to the service list, the
add-service drop-down box 141 lists all available servic-
es. When a service is selected the administrator is able
to select the add button 107 which adds the service to
the service list. Once the service is added to the service
list for a project or for a profile, the profile/project shows
up on the selection toolbar 110. Figures 52A&B shows
an example of the Project/Profile service window after
the Ricohlmaging service is added to the service list.
[0257] Figure 53 illustrates the process of how the Glo-
balScan server 5 controls the functions of the MFD 1.
The MFD 1 may have difficulty processing native image
files such as JPEG or TIFF files as the MFD 1 may not
be configured to easily manage any other type of image
file other than bitmap images (BMP), making image mod-
ifications difficult. In order to overcome these obstacles,
a GlobalScan server 5 may be used to perform the image
operations in place of the MFD 1. Although using an ex-
ternal GlobalScan server 5 solves the above noted prob-
lems, it also creates additional obstacles. For example,
when an external server is used, a user session may
need cleaning up when a user unexpectedly leaves due
to an unexpected disconnection. Additionally, network
bandwidth increases with each image preview operation
and the images in the native image format JPEG or TIFF
need to be converted into Bitmap images and back again.
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[0258] To overcome these issues, the GlobalScan
server 5 employs several techniques which include add-
ing to the MFD 1 a cancel job feature and that may be
the default server action if session timeout occurs. In ad-
dition, the server 5 can perform down-sampling of bitmap
files as, for example, a 400 dpi full color JPEG can gen-
erate a 90 megabyte bitmap file and performing previews
and rotations on such a large file is not efficient and adds
overhead to the network. In addition, the GlobalScan
server 5 is able to down-sample high quality images to
a quality that makes best use of the LCD panel found on
the MFD. This eliminates the possibility that the user may
notice the change in quality. In addition, the server tracks
a history of operations on pages or image files such as,
for example, rotations or deletions, and performs these
operations on the down-sampled images during the pre-
view session. The server may then perform all operations
at once at the end of the preview session on the original
images. This allows for multiple rotations to be combined
into one operation or deletions to delete the image all
together.

[0259] Figure 53 illustrates the flow for setting up the
preview page 10 and preview tab 13 illustrated in Figures
42A-C. The flow begins in 200 when the MFD 1 calls a
GetAvailableServices function. The GetAvailableServic-
es function is called through a APIGetAvailableServic-
es.aspx active server page 214. When the MFD 1 uses
this aspx file to make a request to the server 5, the Glo-
balScan server 5 generates a typical services xml struc-
ture but also includes a new service ID that is created for
the preview tab 13. Additionally, the server 5 embeds all
localization information for the image preview in this call.
The server 5 then returns an xml file containing the nor-
mal available services information as well as the data for
the preview tab 13 in 216. In step 204, the MFD 1 pre-
pares the preview tab 13 from the information obtained
by the GetAvailableServices function including any serv-
er defined default values. In step 206, before scanning,
the user selects the preview tab 13 and highlights the
Preview button 20a. In step 208, the user fills out the
requisite information in other tabs (14-16). Finally, in step
210, after placing the preview button 20a in a highlighted
state and completing the additional settings in the other
tabs, the user presses start to initiate a scan.

[0260] Figures 54A-C illustrate an xml information re-
trieved by the GetAvailableServices function run on the
GlobalScan server 5 and initiated by the MFD 1. In line
1, a screen_data tag opens the file. Lines 2-23 include
the settings for an option drop-down box shown as the
Preview Page Range box 19a in Figures 42A-C. Each
item included in the drop-down box is listed, including:
none, all, first five, first three, last three. Line 24 of Figure
54Athrough line 11 of Figure 54C include the localization
options which are comprised of a variety of different set-
tings. Specifically, in one embodiment lines 25-31 of Fig-
ure 54A include a thumbnail width and a thumbnail height
display values. In another embodiment the thumbnail
width and thumbnail height values may be predetermined
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and stored in the MFD 1. In line 32, a page select tag
lists the page range. In lines 33-35, a title of the thumbnail
selection page is listed. In lines 4-12 of Figure 54B, the
restore, cancel and submit buttons titles are included.
Lines 13-21 correspond to the data in the page informa-
tion window 41 shown in Figure 45. In addition, in lines
22-24 of Figure 54B, the back button, shown in the single
image preview window 40 when only one page is
scanned in the job, is included. Also included in lines 25
through line 10 of Figure 54C are the previous, next, ro-
tate forward, rotate back, zoom-in, zoom-out and delete
button titles that are illustrated in Figure 45.

[0261] Figures 55A and 55B illustrate the process be-
tween the MFD 1 and the GlobalScan server 5 once the
scan job, withimage preview button 21a selected, is com-
pleted. In step 300, the scan job is finished and an up-
load.xml is created which sends the scan job including
all scanned pages orimages and embeds the image pre-
view settings and image capabilities and sends this in-
formation to the server 5 using an APIThumblnit.aspx
page in step 302. In step 304, the GlobalScan server 5
generates thumbnails based on the thumbnail size spec-
ification set inside the upload.xml. Exactly what pages
are to be thumbnailed and how many will be sent are
defined inside the upload.xml file. In one embodiment of
the invention, the server 5 is able to automatically detect
blank pages and will not include these blank pages in the
return xml. Alternatively, the server 5 may not automat-
ically remove blank pages from the scan job. In addition,
in one embodiment of the invention when the GlobalScan
server 5 receives the scan job, the scan job is stored in
a temporary location on the server 5. Alternatively, in
another embodiment the scan job is stored in a more
permanent storage location on the server 5, such as on
a memory card or on a hard drive.

[0262] The GlobalScan server 5 then returns an xmi
file containing the requested thumbnail bitmaps in step
306. In step 308, the MFD 1 displays the thumbnails. In
step 310, the user chooses a thumbnail and in step 312
the preview function is automatically performed since the
user has selected a thumbnail in step 310. As soon as
the preview function is selected, an APISessionMgr.as-
px?action = preview&action_input = op = get 314 call is
sent to the GlobalScan server 5. In step 316, the server
5 creates and sends back an image at the zoom and crop
level requested. This data is returned via xml in step 318.
[0263] Whenthe userperforms arotation actionin step
320, the APISessionMgr.aspx function is called again but
this time with the settings ?action = preview&action_in-
put=op =rotate in step 322. When the GlobalScan server
5receives the function call in step 324, the server 5 sends
back a rotated image at the zoom and crop level request-
ed via xml in step 326.

[0264] When the user performs the delete action in
step 328, the APISessionMgr.aspx is called with the set-
tings op = delete in step 330. When the GlobalScan serv-
er 5 receives this command, the server 5 sends back, in
step 332, an acknowledgement with the delete logically
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performed to allow for undo. This acknowledgement is
returned via xml in step 334.

[0265] When the userperforms the panfunctionin step
336, the APISessionMgr.aspx with settings op = pan is
called in step 338. When the global scan server 5 re-
ceives this command in step 340, the server 5 sends
back a crop result of the pan via the xml in step 342.
[0266] When user performs the zoom function in step
344, the APISessionMgr.aspx with settings op = zoom is
called in 346. The server 5 then sends back the crop
result of the zoom in 348, via xml in 350.

[0267] When the user performs the action accept in
step 352, the APISessionMgr.aspx with settings op = ac-
ceptis called in step 354. The server 5 then sends back
a response of a job ID in 356 via xml in 358.

[0268] Finally, when the user performs the cancel ac-
tion in step 360, the APISessionMgr.aspx with settings
op = cancel is called in 362. In step 364, the server 5
sends an acknowledgement of the cancel via xml in 366.
[0269] Figures 53-55 describe the GetAvailableServ-
ices function, the ApiThumblnit function and the APISes-
sionMgr function all of which operate via interactions be-
tween the MFD 1 and the server 5. Figure 56 continues
this description. Thus, in step 400 of Figure 56, the MFD
1 calls the GetAvailableServices function using an API-
GetAvailableServices.aspx page in step 402. The aspx
page called in step 402 also may include additional com-
mand line settings such as profile ID, project ID, lan-
guage, machine serial number or manufacturing version.
This data is sent to the GlobalScan server 5, where the
server 5 generates a services.xml file that is of the normal
structure as it includes data regarding services to be
available on the MFD 1. However, the generated serv-
ice.xml file also includes a new service ID that is created
for the preview tab 13. This is accomplished in step 404
where, in addition to the above data, the server 5 embeds
all localization information for the image preview in the
xml file. The xml file is then returned to the MFD 1 in step
406.

[0270] In step 408, the MFD 1 calls the ApiThumbln-
it.aspx function. Using this active server page, the MFD
1 sends a scanned image in a modified upload.xml file
in 410. The server 5 then, in step 412, parses the up-
load.xml file and generates appropriate thumbnails from
the image data found inside the upload.xmlfile. The serv-
er 5 then returns the images to the MFD 1 in an encoded
fashion via xml in 414. The xml file sent to the MFD 1
also contains some control information such as whether
or not there are only thumbnails included in the xml file
and how many images are being returned.

[0271] In step 416, the MFD 1 calls the APISessionM-
gr.aspx active server page. All options for this page are
passed via a query string i.e., the get method of http in
step 418. Instep 420, the server 5 parses the query string
mainly branching on the op variable. Depending on the
op variable’s value, other options may also be passed.
In step 422, the return.xml file, which contains images
and control information based on the op variable value,
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is sent to the MFD 1.

[0272] Figure 57 is an example of the operation and
flow of communications of a system in which a user, the
MFD 1 and the GlobalScan server 5 interact. Beginning
in step 450, the preview button 20a is pressed by the
user on the operation panel of the MFD 1 or via some
other method such as via a handheld device which con-
nects to the MFD 1 via a wireless connection. As was
noted earlier, when the preview button 20a is pressed,
the button 20a is selected and highlighted as is shown
in Figure 42B. After the preview button 20a is highlighted,
when the user selects the start button in step 452, the
MFD 1 begins scanning the input images or pages. Once
the scan is finished in step 454, the MFD 1 sends an
initial preview image file request to the GlobalScan server
5 in step 456. The GlobalScan server 5 then returns
thumbnail image files in step 458 which are shown by
the MFD 1 in step 460 to the user. When the user selects
a thumbnail in step 462, the MFD 1 sends a get preview
bitmap image request in step 464 to the GlobalScan serv-
er 5.

[0273] The GlobalScan server 5 returns a preview im-
age in step 466 and in step 468, the preview image is
shown to the user. In step 470, when the user selects a
preview operation, the MFD 1 forwards a preview oper-
ation request in step 472 to the GlobalScan server 5. The
GlobalScan server 5 returns a bitmap file which has had
the selected operation performed on it in 474. In step
476, the bitmap file is shown to the user. This process is
repeated until the user is finished performing operations
of the preview images. The user, in step 478, then con-
firms or cancels the change or changes and this confir-
mation or cancellation request is then sent to the Glo-
balScan server 5in step 480. In step 482, the GlobalScan
server 5 sends a job finish command to the MFD 1.
[0274] Steps 470-476 will now be described in detail
in Figures 58-64. However, before turning to the modify-
ing functions in Figure 59-64, an initialization function will
first be described with reference to Figures 58A and 58B.
The initialized function initializes the thumbnail images
and establishes session variables that will apply to all
image preview functions for the current session. After a
scan job is performed for which the image preview is
enabled by the user, the initialization operation is per-
formed. This operation notifies the server 5 and transfers
the scanned TIFF, JPEG, etc images to the server 5 by
embedding them in an upload xml file. After the server 5
processes the request, the MFD 1 receives from the serv-
er 5 the initial thumbnail image files which are displayed
on the thumbnail list window shown in Figure 43A. The
data is posted to the server 5 via an upload xml file using
http post and the data is returned from the server 5 in
thumbnail bitmap files used for display on the thumbnail
window.

[0275] In Figure 58A, beginning in step 500 when the
MFD 1 finishes a scan, an initialization request is sent in
an upload.xmil file in 502 to the GlobalScan server 5. The
xml request includes the selection the user made on the



65 EP 1 953 599 A1

preview window, a MFD’s thumbnail size and a batch
size. In step 504, the GlobalScan server 5 responds with
xml data containing a thumbnail image and a job ID.
[0276] Figure 58B shows an example of the response
xml data returned from the GlobalScan server 5. In line
1, aroot tag begins the xml file. An error_code tag in line
2 includes any error codes that might be generated and
in line 3, an error_description tag includes a description
of any error codes that might have been generated. In
line 7, a total page number includes the total number of
images or pages scanned in the batch job. In line 8, a
page number tag includes the number of pages selected
for the operation. Lines 10-13 and lines 14-17 include
examples of thumbnails with ID numbers of 1 and 2 re-
spectively. Also included is a data tag and inside the data
tag is a page type tag.

[0277] The page type tag is used to store further infor-
mation about the scanned pages. For example, page
type tag includes information that states whether the
scanned page or image was originally on A4 landscape
or an A4 portrait type paper. The server is able to deter-
mine the paper type from the scanned image and re-
trieves the information necessary to make this determi-
nation from a database included on the server. The page
type values can be, for example, any of the following:
paper auto-detect, paper 8 x 11 portrait, paper 8 x 11
landscape, paper 8 x 17 landscape, paper 8 x 14 land-
scape, paper 8 x 13 landscape, paper 5 x 8 portrait, paper
5 x 8 landscape, paper 8 x 3 landscape, paper 8 x 4
portrait, paper 8 x4 landscape, paper 8 x 5 portrait, paper
8 x 5 landscape, paper B4 landscape, paper B5 portrait,
paper B5 landscape or any other type of paper.

[0278] The information that is included in a bmpdata
tag found on lines 11 and 15 is base 64 encoded data
which is comprised of image data. The image ID is found
in lines 10 and 14 inside the data tag and is used as a
unique identifier for the image. It should be noted that, in
one embodiment of the invention, the image ID is not
required to be numeric value; examples of the image 1D
are I1, 12 or 13.

[0279] Returningto Figure 58A, in step 506, the thumb-
nail image is shown in the thumbnail selection window
34. In order to reduce network traffic, the thumbnail im-
ages are implemented in batches which are based on
the thumbnail size established by the MFD 1 in the ini-
tialization request sent in step 502. The APIThumbln-
it.aspx returns the first page thumbnail images from the
server 5. In order to receive the rest of the thumbnail
images from the server 5 (as all thumbnails may not fit
on the first page) another protocol is used to retrieve the
remainder of the thumbnails which uses the AP-
IThumb.aspx?op=getset&batch_number=b command
and which retrieves the set using the batch number. The
batch number signifies the number of thumbnails to be
displayed. For example, if the number of available thumb-
nails is 50 and the batch size is 10 with a batch number
of 3, the function may return 20 to 30 images, depending
on how many images are remaining and how many
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thumbnails were able to be displayed originally.

[0280] Figures 59A and 59B begin the first of the mod-
ification type functions. A modification type function is a
function which modifies image data. The rotate function
is the first modification type function described. After the
user presses the rotate button on the preview image de-
tail window 60, the preview image in the preview window
51 either rotates forward 46 or rotates back 47. In order
to bring about this action, the rotation request may be
sent to the server 5. After the server processes this re-
quest, a rotated preview page and thumbnail will be sent
from the server 5 to the MFD 1 where it is displayed.
[0281] According to one embodiment, the originally
scanned TIFF or JPEG file is not be modified at this mo-
ment but arecording of the fact that the image was rotated
is saved on the server 5. Later, when the user chooses
to accept the changes made in the preview, the actual
JPEG/TIFF file is rotated, although other implementa-
tions are possible. Each time the user presses the rotate
button, the image in the preview window 51 is rotated 90
degrees. The rotation algorithm rotates the image from
the center of the LCD screen. Accordingly, while after
submission the original image is merely rotated, the pre-
view of the rotated image is rotated and zoomed, such
that the location of the original pixel at the center of the
port still becomes the same pixel at the center of the
rotated image. However, different reference points for
rotation can be used.

[0282] InFigure 59A, when the user presses the rotate
button in step 510, a rotate request 512, made on the
MFD 1, is sent to the GlobalScan server 5 in an up-
load.xml file. Included in the rotate request 512, are sev-
eral different settings. An image number, degrees of ro-
tation, a request image setting, a zoom setting and a
follow me setting, explained below, are all possible set-
tings that can be included in the upload.xml file. The im-
age number setting corresponds to the image identifier
generated during the initialization call. For example, if
the user wants to rotate image 1, the ID of the image is
sent along with the request. The degrees specify the
number of degrees to rotate the referenced image. For
example, the degrees setting could be 90, 180 or 270 if
the user requested rotate forward one, two or three times,
respectively. The follow me setting is a flag that deter-
mines areference pointfor rotation. For example, a follow
me value of zero could equal rotate with reference to the
center of the original image. A follow me value of 1 could
equal rotating with reference to the center of the view
port. Finally the zoom setting determines the zoom per-
centage that the image is zoomed before returning to the
MFD 1.

[0283] Returning now to Figure 59B, in step 514 the
GlobalScan server 5 returns the xml data response that
contains a preview image and job ID. In step 516, the
MFD 1 shows preview images modified by the GlobalS-
can server 5 on the preview window 51 of the MFD 1 for
the user to see.

[0284] Figure 59B shows, in lines 1-7, the data format
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of the rotate request sent from the MFD 1 to the GlobalS-
can server 5. As noted earlier, the http request includes
an APISessinMgr.aspx?action = preview&action_in-
put=op=rotate request as well as several settings which
are included in the query string. The possible settings
included in the query string are image number, degrees,
request image, zoom and follow me. Lines 10-25 show
the contents of the xml data returned from the server 5
in step 514. The xml data includes a thumbnail only tag
on line 16 which includes a Boolean value which is set
to zero in this example. If the setting was set to 1, only a
thumbnail would be included in the xml file. Lines 17-19
include the thumbnail of the image and lines 21-25 in-
clude the actual preview full sized image which includes
width and height values as well as a zoom value. The
width and height values are determined to be the most
suitable size for the preview image to be shown on the
MFD 1 within the view port of the MFD 1. It should also
be noted that in one embodiment lines 17 and 23 both
include image data encoded in Base64 format. In another
embodiment, other encoding formats may be used, in-
cluding secure formats, if the need were to arise.
[0285] Figures 60A and 60B illustrate an interaction
between the MFD 1 and the GlobalScan server 5 when
the user selects a Zoom in/out function by selecting the
zoom in button 48 or the zoom out button 49. Each time
the user selects the zoom in 48 or zoom out 49 buttons
a zoom request will be sent to the server 5. The server
5 will then crop the preview image based on the current
center of the viewport coordinates and return the image
to the MFD 1 for display.

[0286] Figure 60A illustrates this process beginning
with step 520 in which the zoom button is pressed by the
user. Once the zoom button 48/49 is pressed, the MFD
1 forwards the zoom request and upload.xml to the server
5 in step 522. On receipt of the zoom request and up-
load.xml, the server 5 performs the zooming function and
returns a response XML data containing the zoomed pre-
view image and the Job ID in step 524. Finally, in step
526 the MFD 1 displays the zoomed preview image in
the preview window 51.

[0287] Figure 60B illustrates the data posted to the
server Sinlines 1-8 and the xml data returned to the MFD
1 by the server 5in lines 10-26. In step 522 of Figure 60A
the zoom request and upload.xml data are sent to the
server 5 using the APISessionMgr.aspx active server
page. Appended to the APISessionMgr.aspx is the query
string op=get. Additionally several options are also avail-
able to be passedinthe query string, including a request_
image, an image_no, a sizeX, a sizeY, a direction and a
zoom option. Lines 3-8 illustrate these options. In line 7,
the request image option is included. The request image
(request_image) option indicates the type of image or
images to return. When the option equals 0, this denotes
no image. When the option equals 1, this denotes a
thumbnail. When the option equals 2, this denotes a pre-
view image. Finally, when the option equals 3, this de-
notes both thumbnail and preview images.
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[0288] The image number (image_no) setting corre-
sponds to the image identifier generated during the ini-
tialization call. The setting sizeX indicates the width of
the viewport on the MFD 1 while the setting sizeY indi-
cates the height of the viewport. The zoom setting spec-
ifies the zoom value desired. A zero value indicates the
best fit size for the first time the preview image is shown.
Different input paper may have different best-fit sizes
and, as a result, zoom values for different types of input
paper maybe different. Finally, the direction option shown
on line 8 indicates a direction of any panning that was
performed as a result of the zoom.

[0289] Lines 10-26 include an example of the XML file
that is returned from the server 5 in step 524 of Figure
60A. In line 9, the root tag opens the xml file. Line 11
includes any error codes that might be generated and in
line 12 the error_description tag includes a description
of any error codes that might have been generated. In
line 15 the server status is returned to the MFD 1. In line
16, the xml data includes a thumbnail only tag which in-
cludes a Boolean value which is set to zero in this exam-
ple. If this setting was set to 1, this would indicate that
only athumbnail and no preview image would be included
in the xml file. Lines 17-21 include the preview image
data. In lines 17-18 the data tag includes a type, a pre-
view, an id, a width and height, the page type (discussed
above with respect to Figure 59B) and a zoom init value
setting. Line 19 includes the preview image encoded in
base64 format. Lines 22-25 include the thumbnail image
and the data type and the thumbnail ID. Finally, in line
25 the xml file is closed with the close root tag.

[0290] Figures 61A and 61B illustrate an interaction
between the MFD 1 and the GlobalScan server 5 when
the user selects a pan left/right or pan up/down function
by selecting the pan left/right buttons 43 or the pan up/
down buttons 42. When the user zooms the preview im-
age, the user may not be able to view the entire preview
image. Thus since only part the zoomed preview image
files is viewable, the preview image may need to be
moved so that the user can see other parts of the zoomed
image. The panning function provides the user the ability
to see other parts of the image when the image is
zoomed. It should be noted that in one embodiment of
the invention this function is not performed on the actual
image but is used only for benefit of a user using the
viewfinder on the MFD 1 to preview an image. Alterna-
tively, this function may be performed on the final image.
[0291] Figure 61A illustrates this process beginning
with step 530 in which one of the pan buttons is pressed
by the user. Once the MFD 1 receives a command from
the user to pan the preview image, the pan request and
an upload.xml file are uploaded to the GlobalScan server
5 in step 532. Once the GlobalScan server 5 receives
the pan request and the upload.xml file, the GlobalScan
server 5 processes the preview image and returns a re-
sponse XML data including the preview image and a Job
ID in step 534. Once the MFD 1 has received the panned
preview image, the preview image is displayed on the
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preview window 51 in step 536.

[0292] Figure 61B illustrates the data posted to the
server 5inlines 1-7 and the xml data returned to the MFD
1 by the server 5in lines 9-21. In step 532 of Figure 61A,
the pan request and upload.xml data are sent to the serv-
er 5 using APISessionMgr.aspx active server page.
[0293] Appended to the APISessionMgr.aspx is the
query string op=get. Additionally several options are also
available to be passed in the query string, including
request_image, image_no, sizeX, sizeY, zoom and di-
rection. It should be noted that the pan function includes
all the same settings as the zoom function as well as the
added setting of direction. Lines 3-8 illustrate these op-
tions. In line 7, the request image option is included. The
request image option indicates the type of image or im-
ages to return. When the option equals 0, this denotes
no image. When the option equals 1, this denotes a
thumbnail. When the option equals 2, this denotes a pre-
view image. Finally, when the option equals 3, this de-
notes both thumbnail and preview images. The image
number setting corresponds to the image identifier gen-
erated during the initialization call. The setting sizeX in-
dicates the width of the viewport on the MFD 1 while the
setting sizeY indicates the height of the viewport. The
zoom setting, shown in line 4, specifies the zoom value
desired. A zero value indicates the best fit size for the
first time the preview image is shown. Different input pa-
per may have different best-fit sizes and, as a result,
zoom values for different types of input paper may be
different. Finally, a direction setting found on line 8 in-
forms the server 5 of the direction in which the user has
chosento panthe previewimage. The value of O indicates
no panning, a value of 1 indicates pan up, a value of 2
indicates pan down, a value of 3 indicates pan left and a
value of 4 indicates pan right.

[0294] Lines 10-22 include an example of the XML file
that is returned from the server 5 in step 534 of Figure
61A. In line 9, the root tag opens the xml file. Line 11
includes any error codes that might be generated and in
line 12 the error_description tag includes a description
of any error codes that might have been generated. In
lines 15 the server status is returned to the MFD 1. In
line 16, the xml data includes a thumbnail only tag which
includes a Boolean value which is set to zero in this ex-
ample. If the setting is set to 1, this indicates that only a
thumbnail and no preview image are included in the xml
file. Lines 17-21 include the preview image data. In lines
17-18 the data tag includes type, preview, id, width and
height, page type (discussed above with respect to Fig-
ure 59B) and zoom init value settings. Line 19 includes
the preview image itself encoded in base64. Finally, in
line 22 the xml file is closed with the close root tag.
[0295] Figures 62A and 62B illustrate an interaction
between the MFD 1 and the GlobalScan server 5 when
the user selects the delete button 50. When a user pre-
views a page and finds that this page is not needed, the
delete function can be used to remove the currently pre-
viewed page. However, selecting the delete button does
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not affecttheimage ID. When the delete buttonis pressed
in the preview window, the MFD 1 will send a delete re-
quest to the server. After the server process the delete
request, the current image will be marked for deletion in
the image mapping file and the next image in line after
the current image will be sent from the server. As noted
earlier, if the current image is the last image in the set,
the current image’s predecessor will be sent from the
server 5.

[0296] Figure 62A illustrates this process beginning
with step 540 in which the delete button is pressed by
the user. Once the MFD 1 receives a command from the
user to delete the preview image, the delete request and
an upload.xml file are uploaded to the GlobalScan server
5 in step 542. Once the GlobalScan server 5 recieves
the delete request and the upload.xml file, the GlobalS-
can server 5 marks the scanned image for deletion and
returns a response XML data including the next preview
image and a Job ID in step 544. Once the MFD 1 has
received the next preview image, the next preview image
is displayed on the preview window 51 in step 546.
[0297] Figure 62B illustrates the data posted to the
server 5inlines 1-4 and the xml data returned to the MFD
1 by the server 5 in lines 6-18. In step 542 of Figure 62A
the delete request and upload.xml data are sent to the
server 5 using APISessionMGR.aspx active server page.
[0298] Appended to the APISessionMGR.aspx is the
query string op=delete as well as the setting image_no.
The image number (image_no) setting indicates which
image number will be deleted. The image number corre-
sponds to the image identifier generated during the ini-
tialization call.

[0299] Lines 6-18 include an example of the XML file
that is returned from the server 5 in step 544 of Figure
62A. In line 6, the root tag opens the xml file. Line 7
includes any error codes that might be generated and in
line 8 the error_description tag includes a description of
any error codes that might have been generated. In line
11 the server status is returned to the MFD. In line 12,
the xml dataincludes a thumbnail only tag which includes
a Boolean value which is set to zero in this example. If
the setting was set to 1, this would indicate that only a
thumbnail and no preview image would be included in
the xml file. Lines 13-17 include the preview image data.
In lines 13-14 the data tag includes the type, preview,
the id, the width and height, the page type (discussed
above with respect to Figure 59B) and zoom init value
settings. Line 15 includes the next preview image itself
encoded in base64. Finally, inline 18 the xml file is closed
with the close root tag.

[0300] Figures 63A and 63B illustrate an interaction
between the MFD 1 and the GlobalScan server 5 when
the user selects the previous button 44 or the next button
45. In the preview window 51 the customer may only be
able to see one page, however the user may want to see
the current page’s previous and next pages. Accordingly,
the previous and next functions enable to user to slide
between pages without returning to the thumbnail selec-
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tion window 34. Each time the previous 44 or next 45
button is selected, a get request is sent to the server 5
from the MFD 1.

[0301] Figure 63A illustrates this process beginning
with step 550 in which the next/prev button is pressed by
the user. Once the MFD 1 receives a command from the
user to go to the next or previous page, a get request
and an upload.xml file are uploaded to the GlobalScan
server 5 in step 552. Once the GlobalScan server 5 re-
cieves the get request and the upload.xml file, the Glo-
balScan server 5 then returns a response XML data in-
cluding the next or previous preview image and a Job ID
in step 554. Once the MFD 1 has received the next pre-
view image, the next preview image is displayed on the
preview window 51 in step 556. It should be noted that
in one embodiment of the invention if the user is on the
lastimage in a set, the next button returns the firstimage
in the set. Alternatively, in another embodiment the sys-
tem indicates that there is no previous or next image.
[0302] Figure 63B illustrates the data posted to the
server 5inlines 1-8 and the xml data returned to the MFD
1 by the server 5 in lines 10-26. In step 552 of Figure
63A, the get request and upload.xml data are sent to the
server 5 using the APISessionMGR.aspx active server
page.

[0303] Appended to the APISessionMGR.aspx is the
query string op=get as well as a number of settings. The
several options that are available to be passed in the
query string include request_image, image_no, sizeX,
sizeY, direction and zoom. Lines 3-8 illustrate these op-
tions. In line 7, the request image option is included. The
request image option indicates the type of image or im-
ages to return. When the option equals 0, this denotes
no image. When the option equals 1, this denotes a
thumbnail. When the option equals 2, this denotes a pre-
view image. Finally, when the option equals 3, this de-
notes both thumbnail and preview images.

[0304] The image number setting, found in line 3, cor-
responds to the image identifier generated during the in-
itialization call. The setting sizeX indicates the width of
the viewport on the MFD 1 while the setting sizeY indi-
cates the height of the viewport. The direction setting
indicates a direction of any pan that may need to be per-
formed. Finally the zoom setting, found on line 4, speci-
fies the zoom value desired. A zero value indicates the
best fit size for the first time the preview image is shown.
Different input paper may have different best-fit sizes
and, as a result, zoom values for different types of input
paper maybe different.

[0305] Lines 10-26 include an example of the XML file
that is returned from the server 5 in step 554 of Figure
63A. In line 10, the root tag opens the xml file. Line 11
includes any error codes that might be generated and in
line 12 the error_description tag includes a description
of any error codes that might have been generated. In
line 15 the server status is returned to the MFD 1. In line
16, the xml data includes a thumbnail only tag which in-
cludes a Boolean value which is set to zero in this exam-
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ple. If the setting is set to 1, this indicates that only thumb-
nails and no preview image would be included in the xml
file. Lines 17-21 include the preview image data. In lines
17-18 the data tag includes type, preview, id, width and
height, page type (discussed above with respect to Fig-
ure 59B) and zoom init value settings. Line 19 includes
the next or previous preview image encoded in base64.
Lines 22-25 include the thumbnail data corresponding to
the preview image included in line 19. In addition, the
thumbnail image data is found in line 23. Finally, in line
26 the xml file is closed with the close root tag.

[0306] Figures 64A and 64B illustrate an interaction
between the MFD 1 and the GlobalScan server 5 when
the user selects the restore 31, cancel 32 and submit 33
buttons.

[0307] When the submit button 33 is selected, a set
function is called by the MFD 1. The set function is used
to confirm the changes that have been made in the pre-
view window. Once the user has made all the changes
to the scanned image set the user needs to confirm the
changes. When the submit button is selected, the set
function is called and the server 5 makes all the changes
to the original image.

[0308] Figure 64A illustrates this process beginning
with step 560 in which the submit button 33 is pressed
by the user. Once the MFD 1 receives a command from
the user to submit the changes, the set request and an
upload.xml file are uploaded to the GlobalScan server 5
in step 562. Once the GlobalScan server 5 recieves the
set request and the upload.xml file, the GlobalScan serv-
er 5 then returns response XML data including a Job ID
in step 564. Once the MFD 1 has received the xml data,
the preview window is closed in step 566.

[0309] Figure 64Billustratesthe code used by the serv-
er 5 and the MFD 1 after the submit 33, cancel 32 and
restore 31 buttons are selected.

[0310] Withrespecttothe submitbutton 33, Figure 64B
illustrates the data posted to the server 5 in line 1 and
the xml data returned to the MFD 1 by the server 5 in
lines 1-8. In step 562 of Figure 64A the set request and
upload.xml data are sent to the server 5 using the
APISessionMgr.aspx active server page. Appended to
the APISessionMgr.aspx is the query string op=set.
[0311] Although not shown in Figure 64B an example
of the XML file that is returned from the server 5 in step
564 of Figure 64A is described below. First, the root tag
opens the xml file. Next is included any error codes that
might be generated and an error_description tagincludes
a description of any error codes that might have been
generated. Next the server status is returned to the MFD
1, the server status tag is used to communicate to the
MFD 1 that the set operation is complete. Finally, the
close root tag closes the xml file.

[0312] Withrespecttothe cancel button 32, Figure 64B
illustrates the data posted to the server 5 in lines 4-5
when the cancel button is selected. When the user se-
lects the cancel button, the preview operation is can-
celled and the user loses all the scanned image files. The
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operation is called using the APISessionMgr.aspx active
server page with the appended query string op=cancel.
When the server 5 receives this command, the job is
erased and the server returns an XML file which includes
the server status similar to the submit operation de-
scribed previously.

[0313] With respect to the restore button 31, Figure
64B illustrates the data posted to the server 5in lines 7-8
and the xml data returned to the MFD 1 by the server 5
in lines 10-27. When the user selects the restore button,
anundooperationisinitialized thatundoes all the preview
operations previously performed and returns the scan
job back to the original initialized status. The operation
is called using the APISessionMgr.aspx active server
page with the appended query string op=restore.
[0314] Lines 10-37 include an example of the XML file
that is returned from the server 5 in response to the re-
store call. The restore call places the MFD 1 in the same
position as the MFD 1 was at the time of the original
initialization command.

[0315] In line 10, the root tag opens the xml file. Line
11 includes any error codes that might be generated and
in line 12 the error_description tag includes a description
of any error codes that might have been generated. In
line 15 the server status is returned to the MFD 1. In line
16, the total page number includes the total number of
images or pages scanned in the batch job. In line 17, the
page_number tag includes the number of pages selected
for the operation. In line 18, the xml data includes a
thumbnail only tag which includes a Boolean value which
is set to 1 in this example. If the setting was set to 0, this
would indicate that no preview image would be included
in the xml file.

[0316] Lines 19-22 and lines 23-26 include examples
of thumbnails with ID numbers of 1 and 2 respectively.
Also included inside the data tag is the page type tag
(discussed above with respect to Figure 59B) In addition,
the thumbnail image data is found in lines 20 and 24.
Finally, in line 27 the xml file is closed with the close root
tag.

[0317] In addition, in another embodiment of the
present invention, a user is able to undo a single opera-
tion instead of every operation performed by the user if
the operation is a mistake or the user decides that the
change operation is not needed.

[0318] Further, in another embodiment of the present
invention the user is able to insert images in the scan job
if during preview the user realizes an image or page is
missing. These images may be inserted by scanning an
input document or using an image previously stored on
the GlobalScan server 5, the MFD 1 or some other net-
worked storage device.

[0319] In another embodiment of the present inven-
tion, the preview page range dropdown box 19a may in-
clude an option entitled auto-detect. This option allows
the MFD 1 or server 5 to detect which pages should be
available for image preview. This determination can be
made based on percentage of stray copy marks or if the
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majority of the job has one orientation while a few pages
have a different orientation. In addition, the auto-detect
could detect the presence of water-marks or bar-codes
that may cause a problem to the user.

[0320] Fig.65 shows an example of a hardware con-
figuration of the MFD 1 according to an embodiment of
the present invention. As shown in Fig.65, the MFD 1
includes a controller board 600, an operation panel 610,
a fax control unit (FCU) 620, a USB 630, an IEEE 1394
port 640, and a printer 650. It should be also noted that
other types of I/O interfaces could be included including
IEEE 1394b, USB 2.0. The controller board 600 includes
a CPU 602 for processing and several storage devices
such as SDRAM 603, SRAM 608, flash memory (flash
ROM) 604, flash card interface part 606 and HD 605 used
to store data associated with the MFD 1. Each of these
components are connected to the ASIC 601, the ASIC
601 is an application specific integrated circuit that is de-
signed specifically for use in a MFP 699. Other types of
storage devices are also possible as well as other types
of data processors and integrated circuits. The operation
panel 610 is directly connected to the ASIC 601 as is the
communications interface 620. The communications in-
terface 620 can also be connected to a network or any
other similar type communications medium. The USB
630, the IEEE 1394 640 and the multi-function printer
functions 650 such as scanning, printing, and faxing are
connected to the ASIC 601 via the PCI bus 680.

[0321] The SRAM 608 is a nonvolatile RAM; other
types of SRAM are also possible. A flashcard 607 can
be inserted into a flash card interface part 606, so that
data is sent/received between the ASIC 601 and the
flashcard 607 via the flash card interface part 606.
[0322] The operation panel 610 includes an operation
part used for key operation such as key input and button
pushing and the like by the user, and a display part for
displaying drawing data such as various screens. It
should be appreciated that other types of hardware com-
ponents can be used in the present invention.

[0323] Further with respect to a computer readable
medium such as a floppy disk, magnetic tape, CD-ROM
and the like, by installing the program stored in the com-
puter readable medium into an MFD, the MFD can per-
form the functions of the present invention.

[0324] Inaddition, several different types of bitmap im-
age can be used in the present invention including, but
not limited to, 24-bit bitmap, 256 color bitmap, 16 color
bitmap and monochrome bitmap. These types of bitmaps
are smaller and do not incur the network overhead that
other types of image files might incur.

[0325] This invention has been described with respect
to a multifunction device such as is described above with
respect to Fig.65, but is applicable to any image process-
ing device such as a copier, digital copier, printer, scan-
ner, fax machine, or multi-function printer or any combi-
nation thereof. Moreover, the invention is applicable to
other special purpose devices such as navigation sys-
tems, global positioning systems, vending machines,
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metering systems, machine tools and other tools which
operate using programming or a programmed processor,
automobiles, other transportation devices such as trains,
motorcycles, planes, or boats, radar systems, radios,
MP3 players, digital music players, and other audio sys-
tems, mobile phones, other communication devices and
systems, and any other special purpose device which
operates using a plug-in.

[0326] The present invention is not limited to the spe-
cifically disclosed embodiments, and variations and mod-
ifications may be made without departing from the scope
of the present invention. Obviously, numerous modifica-
tions and variations of the present invention are possible
in light of the above teachings. It is therefore to be un-
derstood that within the scope of the appended claims,
the invention may be practiced otherwise than as specif-
ically described herein.

[SYSTEM AND METHOD FOR AUTHENTICATING A
USER OF AN IMAGE PROCESSING SYSTEM]

[0327] Referring now to Figures 66-76 of the drawings,
wherein like reference numerals designate identical or
corresponding parts throughout the several views, Figure
66 is a block diagram of a system 5 for managing docu-
ments according to the present invention, and in partic-
ular to allow a document manager server 40 to manage
documents and files by processing information related
to applications, which can be grouped in different groups
I-11l. The system 5 includes a network 100 that intercon-
nects at least one, but preferably a plurality of image
processing devices which may be implemented as mul-
tifunction devices (MFDs) 10-30, to a document manager
server 40. The network 100 preferably uses TCP/IP
(Transmission Control Protocol/Internet Protocol), but
any other desirable network protocol such as, for exam-
ple IPX/SPX (Internetwork Packet Exchange/Sequential
Packet Exchange), NetBEUI (NetBIOS Extended User
Interface), or NetBIOS (Network Basic Input/Output Sys-
tem) is possible. The network 100 can be a local area
network, a wide area network, any type of network such
as an intranet, an extranet, the Internet or a combination
thereof. Other communications links for the network 100,
such as a virtual private network, or a wireless link, or
any other suitable substitute may be used as well.

[0328] As shown in Figure 66, the devices 10, 20, 30
can be multi-function devices, or "MFDs." An MFD may
incorporate or be any one of a plurality of a scanner, a
copy machine, a printer, a fax machine, other office de-
vices, and combinations thereof. Any one or combina-
tions of these devices are referred to asa MFD, generally.
Various types of MFDs are commonly known in the art
and share common features and hardware withthe MFDs
of the present invention. Such an MFD combines digital
imaging and Internet capabilities so that one can capture
stillimages, sounds or videos and share such multimedia
using wired or wireless connections from various loca-
tions. The MFD can create web pages, send and receive

10

15

20

25

30

35

40

45

50

55

39

76

e-mails with attachments, editimages, FTP files, surf the
Internet, and send or receive a fax. In another embodi-
ment, the MFD is one of a combination of a scanner,
photocopier and printer.

[0329] The MFD alsoincludes oris connected to a user
authentication device 15, 25, 35 which is configured to
accept information input via a keypad, from an electronic
card or memory, and/or a biometric device configured to
sense biometric information input by a user. Examples
of suitable biometric devices include, but are not limited
to, retinal scanners, fingerprint readers, voice scanners
or any other type of biometric reader device. Other de-
vices used to authenticate users may include a proximity
scanner, automatic tollbooth payment devices, cell
phones, etc. More generally, the authentication devices
may be any suitable device which is capable of identifying
a user for the purposes of performing user authentication
atthe monitoring system, MFD, document manager serv-
er or backend application.

[0330] It should be noted that while the term "smart-
card" may be used in the application, this term refers to
any type of card or memory device for storing user infor-
mation and capable of being read by an electronic device.
Also, the card and the device used to read the card may
be a scan sensor used to read directly from the card, or
alternatively a proximity sensor configured to read data
from the device without physically making contact with
the card.

[0331] As depicted at Figure 72, the user authentica-
tion devices may be located within or near the image
processing device, and may, or may not be, in commu-
nication with the image processing device. In one em-
bodiment, the authentication devices may communicate
directly with the MFD to perform user authentication. In
another embodiment, the authentication device may be
connected to a network to send received authentication
information to any one of a number of systems connected
to the network, which are capable of performing user au-
thentication. In such a configuration, the user’s creden-
tials are transmitted from the authentication device to,
for example, the monitoring system 45 or document man-
ager server 40. The MFD is then informed of the result
of the authentication, thereby permitting or denying the
user access to the MFD. The authentication result may
be sent to the MFD directly from the monitoring system
45, or may be forwarded from the authenticating device
after it receives an authentication result. As will be dis-
cussed in greater detail below, authentication at the mon-
itoring system 45 may be used by the document manager
server 40, and the various backend applications connect-
ed thereto to perform a single sign-on authentication pro-
cedure.

[0332] Each of the MFDs and user authentication de-
vices may be connected by any suitable type of wired or
wireless connection to transfer information. Moreover,
the communications between the monitoring system 45
and the authentication devices may be similar to the con-
nection between the MFD and the document manager
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via network 100, discussed above. Regardless, any other
connection between the authentication devices and the
monitoring system 45 suitable for the exchange of user
credentials and authentication results may be employed.
[0333] Inanexemplary embodimentthe authentication
devices are configured to interact with the Equitrac Of-
fice™ system. This system allows for a user to be au-
thenticated with the Equitrac system by entering user au-
thentication information at one of the authentication de-
vices, which is then sent to an Equitrac Server (e.g., mon-
itoring system 45). Once a user is authenticated with the
Equitrac system, the system tracks copy, print and fax
activities based on attributes such as document name,
printer, port, date and time, paper size, finishing options
and choice between black and white or color. Other types
and brands of authentication devices and cost account-
ing systems may also be used with the invention.
[0334] As shown in Figure 66, the document manager
server 40 is connected to a directory/address book server
60 (or "directory server" or "global directory"). The direc-
tory server 60 caninclude information such as the names,
addresses, network addresses, e-mail addresses,
phone/fax numbers, other types of destination informa-
tion, and authorization of individuals. Other information
can also be included in the directory server 60. Examples
of directory servers 60 compatible with the present in-
vention include, but are not limited to, Lotus Notes™,
Microsoft Exchange™, and LDAP ("Lightweight Directo-
ry Access Protocol") enabled directory servers. LDAP is
a software protocol that enables a user to perform net-
work authentication, locate organizations, individuals,
files, devices in a network. The directory server is con-
figured to receive user information entered at the authen-
tication device or image processing device and authen-
ticate the user for the network.

[0335] The document manager server 40 can also be
connected to a network domain controller 50 that controls
authentication of the MFD user to a network. The network
domain controller 50 is, for example, a server that re-
sponds to security authentication requests, such as log-
ging in, within its domain. The network domain controller
50 may be backed up by one or more backup network
domain controllers that can optionally also handle secu-
rity authentication. Examples of a directory server 60 and
a network domain controller 50 are disclosed in U.S. Ap-
plication Serial No. 10/243,645, filed September 16,
2002.

[0336] Briefly, the system 5 provides access for the
users of the MFDs 10-30 to the information stored at the
directory server 60 via the document manager server 40
when the user is authenticated at the image processing
device. The directory server 60 is capable of retrieving
preference information related to the user’s credentials
and transmits this preference information to the MFDs
10-30. This preference information may include informa-
tion relating to scan settings, such as resolution, density,
scan mode, color, paper size, file format, or any additional
settings that can be adjusted at the MFD. The preference
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information may alsoinclude information related to ades-
tination of the processed image, including a specific e-
mail address, a backend application, a middle processing
system, or any other network application configured to
accept the processed data. A middle processing system
may include a file formation conversion system, optical
character recognition, or any similarly suited system as
will be described in greater detail below. Also, the pref-
erence information may include a software plug-in, which
will be discussed in greater detail below, or any other
information related to changing the functionality of the
MFD. These plug-ins also allow the document manager
server to access user credential information stored at the
MFD following a successful authentication at the moni-
toring system 45, and subsequently the document man-
ager server 40 as discussed below.

[0337] A user can also request a search of the com-
pany’s global directory stored at the directory server 60.
The document manager server 40 can pass the search
request to the directory server 60 and can receive the
search results (e.g., e-mail addresses and/or fax num-
bers) from the directory server 60. The document man-
ager server 40 can pass the search results to the MFD
20, which can temporarily store and display them. The
user can select a displayed result (e.g., an e-mail ad-
dresses or a fax number), scan a document, and request
that the scanned document be transmitted, e-mailed
and/or faxed to the selected destination.

[0338] The document manager server 40 can be con-
figured to act as an intermediate agent, or a gateway
between a plurality of network applications 45, 50, 60,
70, 80, and 90 and the MFDs. The applications 70, 80,
and 90 can include for example an e-mail server, a fax
server, a file format conversion system, an optical char-
acter recognition (OCR) system, a document manage-
ment system and a file storage system or any combina-
tion of multiples thereof. The document management
server 40 is capable of supporting a plurality of backend
applications such as various document management
systems, or file storage systems. In a preferred embod-
iment, the e-mail serveris incorporated into the document
manager server 40. An example of a document manage-
ment system is disclosed in U.S. Application Serial No.
09/795,438, filed March 1, 2001; and in U.S. Application
Serial No. 10/116,162, filed April 5, 2002.

[0339] The applications can be grouped, for example
in Groups I-lll. Group | can be a delivery system group
including an e-mail server and a fax server; Group Il can
be a middle processing group including a file format con-
version system and an optical character recognition sys-
tem; and Group lll can be a backend application group
including a document management system and a file
storage system. Groups I-1ll can include a plurality of
devices from each category. For example, the document
management server 40 can be connected to a plurality
of applications from each group. The document manager
server 40 can direct documents to several applications
within each group. In a preferred embodiment, the doc-
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ument manager server 40 delivers a document to several
of the applications within the delivery system group, but
delivers the document to one or a plurality of the appli-
cation within the middle processing group and to one or
a plurality of the applications of the backend application
group. For example, the document manager server 40
can deliver a document to the e-mail and fax servers, to
the OCR system, and to a document management sys-
tem. Other combinations are possible in other embodi-
ments.

[0340] In a preferred embodiment, the MFDs 10-30
and the document manager server 40 exchange data
using the protocol HTTP ("Hypertext Transfer Protocol")
or HTTPS (HTTP over Secure Socket Layer) over the
network 100. Other protocols such as TCP/IP, IPX/SPX,
NetBEUI, or NetBIOS, for example can equivalently be
used with the present invention. Preferably, the MFDs
10-30 and the document manager server 40 exchange
data using the format XML ("Extensible Markup Lan-
guage"). Other formats, such as HTML, can equivalently
be used with the present invention.

[0341] In one embodiment, the document manager
server 40 can include an MFD profiler 280 (shown in Fig-
ure 67) that manages profiles for the MFDs 10-30. The
administrator of the system 5 can create, change and
maintain the profiles via a profile user interface on the
document manager server 40. A profile includes infor-
mation (e.g., parameters) sent from the document man-
ager server 40 to an MFD. Based on this information, the
MFD can adjust its user interface and functions so as to
properly interface with the document manager server 40.
The information may also include software plug-ins proc-
essed by the MFD to allow the operation of the MFD to
be modified based on the existence or introduction of a
backend application. The document manager server 40
includes software plug-ins corresponding to the backend
applications connected to the document manager server
40. Forexample, the MFD can display selections allowing
auser to select options (e.g., a particular delivery system,
a middle processing system, or a backend application)
available to the MFD via the document manager server
40. Information included in the profile can be the identity
of the various applications 70-90 connected to the doc-
umentmanager server 40. The profiler 280 receives iden-
tification information from an MFD (e.g., the serial
number) and uses this identification information to check
whether the MFD is registered within a register, e.g., a
data table stored in a memory of the document manager
server 40. If registered, the profiler sends the MFD a pro-
file assigned to the MFD. If the MFD is not registered,
the profiler can register the MFD and send the MFD a
profile. The profiler can store more than one profile. In a
preferred embodiment, one profile is assigned to each
MFD, and more than one MFD can share the same pro-
file. While the term "software plug-in" has been used, any
type of software, programming, or chip can be used to
modify the operation of the MFD.

[0342] Examples of parametersin a profile include, but
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are not limited to:

a profile ID, which identifies the profile;

an LDAP Enabled parameter, which indicates
whether or not the LDAP tree search is enabled on
the document manager server 40 using the directory
server 60;

a Base Domain Name (DN) parameter, which pro-
vides a default field of search for the LDAP tree when
the LDAP search is enabled;

a Network Authentication parameter, which indi-
cates whether or not network authentication is ena-
bled using the network domain controller 40;

a Time-Out parameter, which indicates the time pe-
riod that should elapse before the MFD resets and
requires the user to enter login information;

a Max Result Count parameter, which determines
the maximum number of LDAP query results re-
turned;

a Fax Option parameter, which indicates whether or
not a fax server is connected to the document man-
ager server 40;

a Post Scan Processing parameter, which indicates
what post scan processing system is connected to
the document manager server 40, post scan
processing systems may include, for example an e-
mail server, a file format conversion system, an op-
tical character recognition system, etc.;

a Backend parameter, indicating which backend ap-
plications are connected to the document manager
server 40 and are able to be accessed by the MFD,
such backend applications may include, a document
management system or a file storage system, or an-
other similar type of system; and

a Software Plug-in which contains and executable
file allowing the image processing device to perform
specific processing tasks (e.g., user authentication)
related to one or a plurality of backend applications.

[0343] Other parameters can also be included in the
profile. For example, parameters reflecting specific user
ID, default size of papers, scanning resolution setting,
condition of the document feeder, department code for
billing image processing operations, additional scanning
job parameters for the specific user ID, or any additional
parameters may be used.

[0344] The Backend parameter may also initiate an
authentication step to determine if a user has already
logged into the network and been automatically authen-
ticated to operate the backend application based on the
network authentication. If the Backend parameter indi-
cates that a software plug-in is required for the MFD de-
vice to properly interface with the backend application,
then the MFD transmits data to the document manager
server 40 requesting the receipt of a software plug-in.
[0345] In the context of the authentication procedure
disclosed below with reference to Figures 70A-70B, the
profile may be accessed when the document manager
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receives a request from the MFD including identification
information corresponding to the MFD. Alternatively, the
profile may be accessed once the user is authenticated
at the document manager server and associated back-
end applications. Regardless, the plug-ins correspond-
ing to each backend application are used to form the login
template discussed in Figures 70A-70B.

[0346] Figure 67 illustrates an MFD 20’s browser 25
configured to exchange information between the MFD
20 and the document manager server 40 according to
one embodiment of the present invention. An example
of a browser 25 is disclosed in U.S. Application Serial
No. 10/243,643, filed September 16, 2002. Further de-
tails of the browser 25 are set forth below. Figure 67
shows the software components of the document man-
ager server 40, which includes an authentication device
260 configured to perform the authentication functions
discussed below. The document manager server 40 also
includes an administration device 265 which allows the
system administrator to administer the system 5. For ex-
ample, the administrator of the system can access the
profiler 280 via the administration device 265 to set user
profiles and/or the MFD profiles for the MFDs 10-30 con-
nected to the document manager server 40. A system
administrator may also access the administration device
265 to set the single sign-on feature disclosed below with
reference to Figures 70A and 70B. A directory gateway
270is also included within the document manager server
40 and is configured to communicate with the directory
server 60. The document manager server 40 also in-
cludes a document router 275 configured to route the
documents received from the MFDs to the appropriate
applications 70, 80 and 90.

[0347] Asshown inFigure 67, the MFD 20 includes an
engine control service (ECS) 200 that controls, for ex-
ample, the scanning engine of the MFD 20. A memory
control service (MCS) 205 controls access to the memory
of the MFD 20. This MCS 205 also stores a user creden-
tials used to log into the monitoring system 45 or any
other external authentication system. As discussed be-
low, this user credential information may be accessed by
the authentication device 260 and/or profiler 280 to per-
form authentication at the document manager server 40
and various backend applications connected to the doc-
ument manager server.

[0348] An operation panel control service (OCS) 215
generates outputs which are displayed on the touch-pan-
el type liquid crystal display (LCD) of the MFD 20. It
should be noted that the display and user interface of the
MFD 20 is not limited to an LCD display, but may also
be any other suitable device, or combination of devices,
such as butnotlimited to LCDs, light-emitting diode (LED)
displays, cathode ray tube (CRT) displays, plasma dis-
plays, keypads, and/or keyboards.

[0349] A system control service (SCS) 225 controls
and/or monitors sensors within the MFD 20. Forexample,
the SCS 225 controls the touch screen sensors, paper
jam sensors and scanning operation sensors. Accord-
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ingly, the SCS 225 can manage the status of the MFD
20 based on the information from the sensors.

[0350] A network control service (NCS) 220 controls
communication between the browser 25 and the docu-
ment manager server 40. Optionally, a secure socket lay-
er (SSL) 230, in the form of a communication formatting
device or routine, provides added security for communi-
cations between the NCS 220 and the browser 25.
[0351] A command input service (CIS) 240 processes
input information, for example, from the LCD touch panel
and/or a keypad of the MFD 20. A user of the MFD can
enter information and commands using the LCD touch
panel and the keypad. The CIS 240 can process such
information and commands entered by a user (e.g., for-
warded to the CIS 240 by the SCS 225). The CIS 240
can generate a command (e.g., a display command)
based on such processing and transmit the command to
other components of the MFD (e.g., to the OCS 215 to
display a graphic on the LCD). The CIS 240 can also
exchange information and commands with the NCS 220
for processing with the browser 25 in connection with the
server 40.

[0352] Conventional MFDs include ECSs, MCSs, OC-
Ss, NCSs, SCSs, and CISs which are firmware for im-
plementing and controlling each hardware component of
the MFD. In the presentinvention, however, the NCS 220
is configured to communicate with the browser 25. For
instance, the NCS 220 has additional capabilities for
communicating using the HTTP protocol. The NCS 220
is also configured to communicate with the server 40 so
that the NCS 220 exchanges data between the browser
25 and the server 40. For example, The NCS 220 can
exchange user information with the server 40 and receive
a profile, can transmit a request for an e-mail address
and can receive from the server 40 a selected e-mail
address, or the NCS 220 can exchange user credential
information with the monitoring system 45 and can re-
ceive authentication confirmation from the monitoring
system 45 (and from the directory server 60) during an
authentication process. The NCS 220 is also capable of
receiving plug-in information from the document manag-
er server 40 which is capable of performing the authen-
tication procedure described below or altering the user
interface of the MFDs.

[0353] The browser 25 includes an HTTP command
processor 235 that communicates with the network con-
trol service (NCS) 220 of the MFD 20. For example, a
request for an e-mail address entered by the user via the
MFD keypad, or a request for displaying information on
the LCD can be passed from the NCS 220 to the browser
25 by the HTTP command processor 235. The HTTP
command processor 235 can exchange datainthe HTML
format with the browser’s HTML parser 250, and can ex-
change data in the XML format with the XML parser 255.
The parsers 250 and 255 can check the data from the
HTTP command processor 235 for syntax and process
the data for HTTP command processor 235. The present
invention can include conventional parsers, which are
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conventionally included as part of a compiler.

[0354] TheHTTP command processor 235 can be pro-
vided with a program code, or software plug-in, for im-
plementing a specific application, such as user authen-
tication processing as discussed below. The HTTP com-
mand processor 235 can process information based on
definitions of the specific application. For example, the
HTTP command processor 235 can process information
provided by the user, such as user credentials (e.g., user-
name, password, biometric identification, etc.), and gen-
erate an HTTP request based on this processing for the
server40. The HTTP command processor 235 can trans-
mit this HTTP request to the NCS 220 to be transmitted
to the server 40. The HTTP command processor 235 can
also receive plug-in information relating to specific back-
end application functionalities, or authentication process-
es necessary for gaining access to the document man-
ager server 40 or a backend application connected to the
document manager server. These plug-ins also allow us-
ers to add processing instructions, metadata, and other
indexing information to the image file transmitted to the
document manager server 40.

[0355] The HTTP command processor 235 can also
process information received from the server 40 (via the
NCS 220). For example, the HTTP command processor
235 can receive an HTTP response generated by the
server 40 which includes a profile with parameters or
software plug-ins for operating the MFD. These software
plug-ins also indicate user credential information that
may be necessary for a user to be authenticated at the
document manager server 40, or any system connected
to the document manager server. As noted above, and
as discussed below in detail, a plug-in may also be as-
sociated with the authentication procedure performed for
the monitoring system 45. This information may be ob-
tained by the document manager server 40, and be used
tofillin the user credential and authentication information
needed for the plug-ins that require additional user au-
thentication. The HTTP command processor 235 can
process this information and generate commands to con-
trol the MFD in accordance with the information, e.g., can
request the MFD to display a menu with the appropriate
buttons, or to scan according to the scanning job param-
eters for the specific user ID. As another example, the
HTTP command processor 235 can generate a graphic
drawing command for the LCD panel. The HTTP com-
mand processor 235 can transmit the commands to the
appropriate MFD firmware (e.g., the OCS 215) to be ex-
ecuted.

[0356] Figures 68 and 69 are flowcharts depicting ex-
emplary steps performed while performing authentica-
tion at an external system, for example monitoring sys-
tem 45 via any one of the authentication devices 15, 25,
35.

[0357] Specifically, the process depicted at Figure 68
illustrates a method of performing authentication at the
monitoring system 45 using a card-type authentication
device. At step 300 the user inserts a card into the au-
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thentication device. As depicted in Figure 72, the authen-
tication device 15-35 may be located within the MFD
10-30 or it may be located externally to the MFD 10-30,
and is configured to communicate with an external sys-
tem, such as monitoring system 45. Other types of au-
thentication devices can be used, such as an optical read-
er, and it is not necessary to actually insert a card into
an authentication device, depending on the type and the
design of the authentication device. The authentication
device in this embodiment is, for example, a card reader
and an interface which allows a user to enter a PIN
number or other personal information associated with the
user. Further, the monitoring system may perform the
authentication process individually and communicate the
result of the authentication with the MFD 10-30.

[0358] The useris prompted for a personal identifica-
tion number (PIN) at step 305. This prompting can be
done before, after, or simultaneous to the card reading.
Alternatively, the user may be required to enter biometric
information related to a physical attribute of the user. This
may include reading the user’s fingerprint, scanning a
user’s retina, sensing a user’s voice, or performing a fa-
cial recognition on the user. This entered biometric infor-
mation may then be transformed into a mathematical rep-
resentation which is compared to a mathematical model
of the user’s specified biometric information stored in the
card or at the monitoring system.

[0359] At step 310, the card information and associat-
ed PIN or biometricinformation (e.g. credentials) are sent
to the monitoring system. The monitoring system in-
cludes a database that associates user credentials with
specific users, allowing identification and authentication
of a user based on the received credential information.
At step 315, the received user credential information is
mapped to a user stored in the database at the monitoring
system. At step 320, the monitoring system determines
if the received credential information corresponds to an
authorized or unauthorized user. If, at step 325, the user
is not found or is not authorized to access the MFD, then
the monitoring system notifies the MFD to prevent the
user from accessing the device. Alternatively, if the user
is found to be authorized to access the system at step
320, the user’s credentials, and optionally additional in-
formation related to the user, is cached at the monitoring
system45to later be accessed by the document manager
server 40. At step 335, the monitoring system 45 informs
the MFD device that the user is authorized to access the
system. At step 340, the MFD grants the user access to
the device and unlocks the user interface allowing the
user to access other systems via the document manager
server.

[0360] Oneexample of user credential information that
may be stored at the card and correlated with a user at
the database of the monitoring system is a digital signa-
ture. The monitoring system may determine the validity
of the received digital signature and authorize or disable
access to the MFD accordingly. This digital signature is
then cached at the monitoring system so that is can easily
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be accessed by a plug-in of the document manager serv-
er for subsequent authentication procedures and to re-
trieve a profile corresponding to the user.

[0361] Figure 69 depicts a process similar to that de-
picted in Figure 68, but is directed to performing user
authentication using a biometric authentication device.
As noted above, the authentication device 15-35 may be
any one, or a combination of, a retinal scanner, fingerprint
reader, voice scanner, or any other type of biometric de-
vice.

[0362] At step 400 the user presents biometric infor-
mation to the authentication device, which detects the
biometric information using any one of the above-noted
biometric scanning/detecting mechanisms. Other types
of authentication devices can be used, such as an optical
reader, and it is not necessary to actually insert a card
into an authentication device, depending on the type and
the design of the authentication device. At step 405 the
biometric information is detected and mapped to a math-
ematical equivalent, by conventional well known meth-
ods, before being transmitted to the monitoring system
for identification and/or authentication. At step 410 the
monitoring system 45 searches a database for a match
to the received detected biometric information. If a match
is notfound at step 415, the monitoring system 45 informs
the MFD that the user is not authorized to access the
device. The MFD accordingly denies access to the user.
[0363] If, however, a match is found at step 415 the
monitoring system determines if the user corresponding
to the received biometric information is authorized to ac-
cess the MFD. If the user is authorized, at step 425 the
monitoring device retrieves the user’s credentials from
the database and stores (step 430) the credentials in a
cache memory to be later accessed by a document man-
ager server 40 for subsequent authentication. The cre-
dential information that is cached may only include the
biometric information, but preferably also includes addi-
tionalinformation stored in the database of the monitoring
system that matches the received biometric information.
This additional stored information may include the iden-
tity of a user, a username of a user, password, or other
additional user information used by the document man-
ager server 40 for authentication purposes. Step 435,
which may be performed before or after the user creden-
tial information is cached (i.e., steps 425 and 430), in-
cludes informing the MFD that the user is authorized to
access the MFD. The MFD may then allow the user to
access the device by unlocking the user interface.
[0364] Figures 68 and 69, as discussed above, relate
to performing user authentication using an authentication
device and the external monitoring system. User creden-
tials, either received from a user, or retrieved from a da-
tabase of the monitoring system, are then cached at the
monitoring system to allow for efficient access by an au-
thentication procedure at the document manager server
40. Figures 70A and 70B illustrate a process in which the
cached user credential information is accessed to allow
for easier user authentication at the document manager
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server 40 and the various services connected to the doc-
ument manager server.

[0365] The process begins with authentication at an
external system such as the monitoring system 45, as
noted above (i.e., step 500). At step 502 the userinterface
of the MFD is unlocked and an user is presented with an
interface allowing the user to operate the MFD. The op-
tions presented on the user interface may include con-
ventional processing functions of a MFD, as discussed
above, and may also include options to login and access
backend services via the document manager server.
[0366] Step 505 determines whether the user wishes
to access the document manager server and related
backend applications. If the user does notrequest access
to services related to the document manager server 40,
flow proceeds to step 510 and the user is permitted to
access the MFD to perform conventional operations. The
process then ends. It should be noted that the user may
choose to access the document manager services at an-
other time, at which point the process would pick-up at
step 515. If step 505 determines that access is requesting
flow proceeds to step 507, which sends a request to a
document manager server. This request includes infor-
mation identifying the requesting MFD, such as an IP
address, MAC address, MFD serial number, or other sim-
ilar identification information. Further, the request may
identify the selected backend services for which the user
of the MFD has requested access. The MFD may also
access a profile based on the received information iden-
tifying the MFD, as discussed in detail above, to auto-
matically determine which services correspond to the us-
er profile identified as corresponding to the requesting
MFD.

[0367] At step 515, the document manager deter-
mines, based on a user input at the MFD or the profile
retrieved from the profiler 280, which services should be
made available to the requesting MFD. At step 520, the
document manager server determines the requested
services that require authentication. If a service does not
require authentication, the user is granted access to this
service without the need for additional authentication. Al-
ternatively, at step 525, if the service requires authenti-
cation, then a template is generated by the plug-in cor-
responding to this service indicating the user credentials
needed for authentication. At step 530, the document
manager server determines if any default credentials are
available for authentication templates corresponding to
each requested service. These default credentials may
be part of the plug-in corresponding to the service, or
may be filled in based on the above mentioned profile
information corresponding to an identified MFD. When
step 530 determines that there are default credentials
available for service, flow proceeds to step 535 which
fills in default credentials. The templates for each service
may be unique and some may only need a username,
while others may require a username and password, and
others may need no user credentials whatsoever.
[0368] Once the authentication templates correspond-
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ing to each service (e.g., plug-in) are completed to the
extent that they can based on default login information
and profile information corresponding to the requesting
MFD, the monitoring system is accessed to retrieve any
additional user credentials. At step 540, the document
manager server secures the retrieved unique information
corresponding to the requesting MFD, noted above (e.g.,
IP address, MAC address, machine serial number, etc.),
and at step 545 uses this information to retrieve the ad-
ditional user credential information cached at the moni-
toring system 45. The additional stored user credential
information includes any credentials submitted to the
monitoring system via the authentication device, as well
as any additional user credential information correspond-
ing to the user that is retrieved from the database of the
monitoring system based on the received user creden-
tials. Such information may include the identification of
a user, a username, password, or any additional creden-
tials that may be used to complete the authentication
templates for each requested service. Since the user has
already been authentication via the monitoring system
45, the document manager server considers this addi-
tional user credential data as trusted data and allows this
data to be used to fill in any additional necessary user
credentials.

[0369] Atstep 550, the additional user credential infor-
mation retrieved from the monitoring system is used by
the document manager server to complete the individual
templates, and the document manager server generates
a master template including the user credential informa-
tion necessary to complete the login procedure. This
master template is typically what would be used to gen-
erate a display at the MFD for user login. Step 555 de-
termines whether the master template including all nec-
essary user credentials is completed. If the template is
not complete, a flag is set at step 560 indicating that ad-
ditional user credentials are needed for the user to be
authenticated to all requested services. If the master tem-
plate is completed, the flag is not set. At step 565 the
master template is sent to the MFD.

[0370] After receiving the master authentication tem-
plate, at step 570 the MFD determines whether the tem-
plate is flagged for display. If the template is flagged for
display, a user interface is displayed on the MFD at step
580 and at step 585 the user is prompted to enter addi-
tional user credentials to complete the authentication
process. At step 590, after entering the additional cre-
dentials, the user selects a displayed login button and at
step 595 the additional user credentials are sent back to
the document manager server for authentication. Alter-
natively, if no additional credentials are required by the
user, step 595 sends the credentials are sent back to the
document manager server for authentication. It should
be noted that if the master template is complete, the doc-
ument manager server may optionally not send the tem-
plate back to the MFD, but instead simply perform user
authentication and send data corresponding to the au-
thenticated user’'s profile to the MFD, as discussed
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above. Further, even if the master template is complete,
the MFD may display a login button forcing the user to
submit the automatically filled in user credential informa-
tion to the document manager server. Once the authen-
tication procedure is complete, the document manager
server would provide services according to the profile
corresponding to the authenticated MFD and/or user as
disclosed in U.S. Application Serial No. 11/092,831, filed
March 30, 2005.

[0371] Figure 71 illustrates the steps performed during
a logout operation. At step 600, a service connected to
the document manager server (e.g., backend applica-
tion), or the monitoring system 45, generates a logout
request for the authenticated user and/or MFD. A logout
request may be generated because the user’s account
has insufficient funds to continue the requested process-
ing, the communication with the service has timed out,
or for any other situation in which logout is desirable. At
step 605, the document manager receives the logout re-
quest. Next, step 610 determines if logout request should
be rejected based on the status of the MFD. Specifically,
the logout request may be denied under the following
exemplary conditions: when there are temporary com-
munication threads running that are communicating with
the document manager, when the user is accessing the
interface of the MFD, when there is a scanning operation
in progress, when there are pending jobs, etc. If a denial
of the logout request is allowed, then the document man-
ager has the option at step 615 of denying the logout
request. If, however, step 610 determines that the logout
request should not be rejected, flow proceeds to step 620
which ends communications with all services from the
MFD. At step 625 the user and/or MFD is logged out from
all services based on the request generated at the back-
end service or monitoring system 45.

[0372] The forced logout system coupled with the sin-
gle sign-on capability allows the monitoring system 45
and document manager server 40 to perform coordinated
user authentication and forced logout procedures at a
system level.

[0373] Figure 72 illustrates an overview of the hard-
ware used to implement the present invention. An au-
thentication device 1205 is located in, at, or around the
MFD 10-30. As stated previously, the authentication de-
vice 1205 may be located at a position outside of the
MFD 10-30 and provide communications only to the MFD
10-30 when necessary. As previously stated, devices
such as memory readers, proximity sensors, biometric
sensors or any other desired device may be used as the
authentication device. The authentication device 1205
and/or biometric sensing device 1200, the MFD 10-30
and the monitoring system 45 are in communication via
a wireless or wired connection 100 using well know pro-
tocols and signal transmission techniques. It should be
noted that the authentication device 1205 may also be
implemented in conjunction with a biometrics device
1200 to provide multi-factor user authentication. The bi-
ometric detection device 1200 may include a mechanism
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for detecting user characteristics such as fingerprints, a
retinal scan, voice recognition, facial recognition compo-
nent, or any other desired characteristic. This entered
biometric information may be compared against a bio-
metric parameter stored on the card itself, or with bio-
metric data stored at the monitoring system 45. If the
entered biometric information matches the biometric in-
formation stored in the card or the monitoring system 45
then the user is successfully granted access to the sys-
tem. The interaction between these devices and the roles
of each device has been described in detail above. Figure
72 also illustrates the document manager server 40,
LDAP server 60 and network application server 70-90
which are described in greater detail below.

[0374] Figures 73-74 illustrate an example of the MFD
20, which includes a central processing unit (CPU) 1305,
and various elements connected to the CPU 1305 by an
internal bus 1310. The CPU 1305 services multiple tasks
while monitoring the state of the MFD 20. The elements
connected to the CPU 1305 include a read only memory
(ROM) 1345, a random access memory (RAM) 1315, a
hard disk drive (HDD) 1320, a floppy disk drive (FDD)
1350 capable of receiving a floppy disk 1355, a commu-
nication interface (I/F) 1330, and a modem unit 1360. In
addition, a control panel 1375, a scanner unit 1370, a
printer unit 1335, and an image processing device 1340
can be connected to the CPU 1305 by the bus 1310. Both
the I/F 1330 and the modem unit 1360 are connected to
a communication network 100.

[0375] In a preferred embodiment, the program code
instructions for the MFD 20 are stored on the HDD 1320
via an IC card. Alternatively, the program code instruc-
tions can be stored on the floppy 1355 so that the program
code instructions may be read by the FDD 1350, trans-
ferred to the RAM 1315 and executed by the CPU 1305
to carry out the instructions. These instructions can be
theinstructions to perform the MFD’s functions described
above. These instructions permit the MFD 20 to interact
with the document manager server 40 via browser 25
and to control the control panel 1335 and the image
processing units of the MFD 20.

[0376] During a start-up of the MFD 20, the program
code instructions may be read by the CPU 1305, trans-
ferred to the RAM and executed by the CPU 1305. Alter-
natively, the program code instructions may be loaded
to the ROM 1345. It is therefore understood that in the
present invention any of the floppy disk 1355, the HHD
1330, the RAM 1315, and the ROM 1345 correspond to
a computer readable storage medium capable of storing
program code instructions. Other devices and medium
that can store the instructions according to the present
invention include for example magnetic disks, optical
disks including DVDs, magneto-optical disks such as
MOS, and semiconductor memory cards such as PC
cards, compact flash cards, smart media, memory sticks,
etc.

[0377] In a preferred embodiment, the control panel
1375 includes a user interface that displays information
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allowing the user of the MFD 20 to interact with the doc-
ument manager server 40. The display screen can be a
LCD, aplasmadisplay device, or a cathode ray tube CRT
display. The display screen does not have to be integral
with, or embedded in, the control panel 1375, but may
simply be coupled to the control panel 1375 by either a
wire or a wireless connection. The control panel 1375
may include keys for inputting information or requesting
various operations. Alternatively, the control panel 1375
and the display screen may be operated by a keyboard,
a mouse, a remote control, touching the display screen,
voice recognition, or eye-movement tracking, or a com-
bination thereof.

[0378] Figure 75 is a block diagram of a server 40, 50,
60 or the server corresponding to the monitoring system
45 according to one embodiment of the presentinvention.
Figure 76 is a schematic representation of the server.
The server 40, 45, 50, 60 includes a central processing
unit 101 (CPU) that communicates with a number of other
devices by way of a system bus 150. The server 40, 45,
50, 60 includes a random access memory (RAM) 190
that hosts temporary storage values used in implement-
ing the authenticating, routing and managing functions
of documents.

[0379] A conventional personal computer or computer
workstation with sufficient memory and processing ca-
pability may also be configured to operate as the server
40, 45. The central processing unit 101 is configured for
high volume data transmission and performing a signifi-
cant number of mathematical calculations in processing
communications and database searches.

[0380] The ROM 180 is preferably included in a sem-
iconductor form although other read-only memory forms
including optical media may be used to host application
software and temporary results. The ROM 180 connects
to the system bus 150 for use by the CPU 101. The ROM
180 includes computer readable instructions that, when
executed by the CPU 101, can perform the different au-
thenticating, routing and managing functions discussed
above associated with scanned documents from MFDs.
An input controller 160 connects to the system bus 150
and provides an interface with peripheral equipment, in-
cluding a keyboard 161 and a pointing device such as a
mouse 162. Theinput controller 160 may include different
ports such as a mouse port in the form of a PS2 port or,
for example, a universal serial bus (USB) port. The key-
board port for the input controller 160 is in the form of a
mini-DIN port although other connectors may be used as
well. The input controller 160 provides sound card con-
nections so that external jacks on the sound card allow
users to attach microphone speakers or an external
sound source. The input controller 160 also may include
serial ports or parallel ports as well.

[0381] A disk controller 140 is in the form of an IDE
controller and connects via ribbon cables to a floppy disk
drive 141 as well as a hard disk drive 142, a CD-ROM
drive 118 and a compact disk 119. In addition, a PCI
expansion slot is provided on the disk controller 140 or
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mother board that hosts the CPU 101. An enhanced
graphic port expansion slot is provided and provides 3-
D graphics with fast access to the main memory. The
hard disk 121 may also include a CD-ROM that may be
readable as well as writeable. A communication control-
ler 130 provides a connection, for example by way of an
Ethernet connection to a network 131, which can be the
network 101. In one embodiment, the network 131 and
the connection to the communication controller 130 are
made by way of a plurality of connections including a
cable-modem connection, DSL connection, dial-up mo-
dem connection, and the like that connect to the commu-
nication controller 130.

[0382] An input/output controller 120 also provides
connections to external components such as an external
hard disk 121, printer 122, which can be MFD 10-3, for
example, by way of an RS 232 port, a SCSI bus, an Eth-
ernet or other network connection which supports any
desired network protocol such as, but not limited to
TCP/IP, IPX, IPX/SPX, or NetBEUI.

[0383] A display controller 110 interconnects the sys-
tem bus 150 to a display device, such as a cathode ray
tube (CRT) 111. While a CRT is shown, a variety of other
display devices may be used such as an LCD, or plasma
display device.

[0384] The mechanisms and processes set forth in the
present description may be implemented using a con-
ventional general purpose microprocessor(s) pro-
grammed according to the teachings of the present spec-
ification, as will be appreciated to those skilled in the rel-
evant arts. Appropriate software coding can readily be
prepared by skilled programmers based on the teachings
ofthe present disclosure, as will also be apparent to those
skilled in the software art. In particular, the computer pro-
gram product for authenticating, routing, and managing
documents according to the present invention can be
written in a number of computer languages including but
not limited to C, C++, Fortran, and Basic, as would be
recognized by those of ordinary skill in the art. The in-
vention may also be implemented by the preparation of
applications specific integrated circuits or by intercon-
necting an appropriate network of conventional compo-
nent circuits, as will be readily apparent to those skilled
in the art. Thus, the invention is not limited to the imple-
mentations shown in the specification, and ordinary pro-
gramming and methods of generating interfaces which
are alternative to web interfaces, http, etc. may be used.
[0385] The presentinvention thus alsoincludes a com-
puter-based product that may be hosted on a storage
medium and include instructions that can be used to pro-
gram a computer to perform a process in accordance
with the present invention. This storage medium can in-
clude, butis notlimited to, any type of disk including floppy
disks, optical disks, CD-ROM, magneto-optical disks,
ROMs, RAMs, EPROMs, EEPROMs, Flash Memory,
Magnetic or Optical Cards, or any type of media suitable
for storing electronic instructions.

[0386] Advantageously, the present invention can be
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incorporated with the system and method for managing
documents disclosed in U.S. Application Serial No.
11/092,836, filed March 30, 2005, U.S. Application Serial
No. 11/092,831 filed March 30, 2005, U.S. Application
Serial No. 11/092,829 filed March 30, 2005, U.S. Appli-
cation Serial No. 09/795,438, filed March 1, 2001; U.S.
Application Serial No. 10/243,645, filed September 16,
2002; and U.S. Application Serial No. 10/294,607, filed
November 15, 2002.

[0387] Obviously, numerous additional modifications
and variations of the present invention are possible in
light of the above teachings. It is therefore to be under-
stood that within the scope of the appended claims the
present invention may be practiced otherwise than as
specifically described herein.

Claims
1. A method, characterized by:

launching a host application of an image han-
dling device, the image handling device includ-
ing at least one embedded function and a net-
work interface;

determining external functions for the image
handling device, the external functions utilizing
the network interface and including operations
which are performed remotely from the image
handling device;

storing information regarding available external
functions determined by the determining in a
configuration file;

presenting a graphical interface that includes
selectable graphical indicia representing each
function accessible on the image handling de-
vice including the at least one embedded func-
tion and the available external functions; and
executing the at least one embedded function
and the determined external functions based on
a selection of the corresponding graphical indi-
cia.

2. The method according to claim 1, characterized in
that the determining scans a network connected to
the network interface to determine available external
functions.

3. The method according to claim 1, characterized in
that the determining connects to an external server
that identifies available external functions and trans-
mits information regarding the available external
functions to the image handling device.

4. The method according to claim 1, characterized in
that the determining uses a previously created con-
figuration file as a basis for confirming the availability
of external functions.
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The method according to claim 4, further character-
ized by:

determining priority of functions when an em-
bedded function conflicts with an available ex-
ternal function.

The method according to claim 5, characterized in
that the presenting presents graphical indicia based
on the result of the determining priority of functions.

The method according to claim 6, characterized in
that the graphical indicia presented corresponds on-
ly to function determined to have priority.

The method according to claim 5, characterized in
that accessibility of the conflicting functions is used
to determine priority.

The method according to claim 1, further character-
ized by :

accessing the configuration file of the image
handling device, the configuration file including
information regarding the activation status of
each function for the image handling device in-
cluding both embedded and external functions;
and

determining the accessibility of each function for
the image handling device including both em-
bedded and external functions using the config-
uration file.

The method according to claim 9, characterized in
that the accessibility is determined based on the ac-
tivation status of each function in the configuration
file.

The method according to claim 1, characterized in
that a log of the executing is stored on the image
handling device.

The method according to claim 11, characterized
in that the log is transmitted over the network for
storage in a central repository.

The method according to claim 1, characterized in
that the configuration file is an extensible markup
language configuration file.

An image handling device, characterized by:

a host application configured to provide a core
service of the image handling device and includ-
ing at least one embedded function and a net-
work interface;

an external function unit configured to determine
externalfunctions for the image handling device,
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the external functions utilizing the network inter-
face and including operations which are per-
formed remotely from the image handling de-
vice;

a configuration file configured to store informa-
tion regarding available external functions de-
termined by the determining;

a display configured to present a graphical in-
terface thatincludes selectable graphical indicia
representing each function accessible onthe im-
age handling device including the at least one
embedded function and the available external
functions; and

an input unit configured to receive user inputand
to execute the selected at least one embedded
function or the determined external function
based on the selection of the corresponding
graphical indicia.

The image handling device according to claim 14,
characterized in that the external function unit
scans a network connected to the network interface
to determine available external functions.

The image handling device according to claim 14,
characterized in that the external function unit con-
nects to an external server that identifies available
external functions and transmits information regard-
ing the available external functions to the image han-
dling device.

The image handling device according to claim 14,
characterized in that the external function unit uses
a previously created configuration file as a basis for
confirming the availability of external functions.

The image handling device according to claim 17,
further characterized by:

a priority unit configured to determine a priority
of functions when an embedded function con-
flicts with an available external function.

The image handling device according to claim 18,
characterized in that the display presents graphical
indicia based on the result of the determining of the
priority unit.

The image handling device according to claim 19,
characterized in that the graphical indicia present-
ed corresponds only to function determined to have
priority.

The image handling device according to claim 18,
characterized in that accessibility of the conflicting

functions is used to determine priority.

The image handling device according to claim 14,
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further characterized by:

an activation unit configured to access the con-
figuration file of the image handling device, the
configuration file including information regard-
ing the activation status of each function for the
image handling device including both embed-
ded and external functions; and

an accessibility unit configured to determine the
accessibility of each function for the image han-
dling device including both embedded and ex-
ternal functions using the configuration file.

The image handling device according to claim 22,
characterized in that the accessibility unit deter-
mines the accessibility of each function based on the
activation status of each function in the configuration
file.

The image handling device according to claim 14,
characterized in that a log of each function execut-
ed on the image handling device is stored on the
image handling device.

The image handling device according to claim 24,
characterized in that the log is transmitted over the
network for storage in a central repository.

The image handling device according to claim 14,
characterized in that the configuration file is an ex-
tensible markup language file.

A method, characterized by:

launching a host application of an image han-
dling device, the image handling device includ-
ing at least one plug-in and a corresponding set
of services;

accessing a configuration file of the image han-
dling device, the configuration file including in-
formation regarding the activation status of each
service corresponding to the atleast one plug-in;
launching the at least one plug-in based on the
information regarding the activation of each
service, the plug-in providing the corresponding
set of activated services to the host application;
and

presenting a graphical interface that includes a
graphical indicia of each activated service cor-
responding to each activated plug-in.

The method according to claim 27, characterized
in that the information regarding the activation of
each service is generated utilizing information ob-
tained by connecting to a database containing infor-
mation regarding the activation of each service
stored on the image handling device.
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The method according to claim 27, characterized
in that the information regarding the activation of
each service includes a use time limit.

The method according to claim 27, characterized
in that the configuration file is an XML file.

The method according to claim 27, characterized
in that the information regarding the activation of
each service includes a limit on the number of oper-
ations that can be performed on the image handling
device.

The method according to claim 27, characterized
in that the information regarding activation of each
service is remotely input into the image handling de-
vice.

The method according to claim 27, characterized
in that a user of the image handling device can mod-
ify the information regarding activation of each serv-
ice by purchasing activation.

The method according to claim 33, characterized
in that the user can purchase activation using an
external device.

The method according to claim 34, characterized
in that the external device is one of biometrics, a pin
code, proximity card, smart card, or magnetic swipe
card.

A method, characterized by:

launching a host application on an image han-
dling device, the image handling device includ-
ing an application layer, hardware and an oper-
ating system;

launching an activation manager, the activation
manager determining which installed plug-ins
and which services corresponding to the in-
stalled plug-ins to activate;

reading a configuration file stored on the image
handling device, the configuration file including
information identifying the image handling de-
vice, the user of the image handing device and
the services corresponding to the installed plug-
ins;

determining the activation status of each service
in the configuration file;

updating the configuration file based on the de-
termining, the configuration file being updated
to including information regarding the activation
status of each service;

generating a project array based on the number
of installed plug-ins;

generating a service array for each project;
displaying a project array window, the project
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array window graphically displaying each
project included in the project array;
determining the activation status of each project
selected by auserand each corresponding serv-
ice; and

displaying a main window and a default service
window when a project is selected in the project
array window and is determined to be active, the
main window including graphical indicia of the
activated project services.

37. The method according to claim 36, further

characterized by:

displaying options in the corresponding service
window for entry and selection when one of the
graphical indicia corresponding to the activated
project services is selected;

adding upload data produced by the hardware
of the image handling device and options en-
tered and selected in the service window to a
job queue;

identifying activated service date handlers using
the activation information in the configuration
file; and

processing upload data in the job queue using
the activated service data handlers, the service
data handlers being services for sending the up-
load data from the image handling device to a
destination included in a configuration file.

38. A computer readable medium storing program code

for causing an image handling device to perform a
method,
characterized by:

launching a host application on an image han-
dling device, the image handling device includ-
ing an application layer, hardware and an oper-
ating system;

launching an activation manager, the activation
manager determining which installed plug-ins
and which services corresponding to the in-
stalled plug-ins to activate;

reading a configuration file stored on the image
handling device, the configuration file including
information identifying the image handling de-
vice, the user of the image handing device and
the services corresponding to the installed plug-
ins;

determining the activation status of each service
in the configuration file;

updating the configuration file based on the de-
termining, the configuration file being updated
to including information regarding the activation
status of each service;

generating a project array based on the number
of installed plug-ins;
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generating a service array for each project;
displaying a project array window, the project
array window graphically displaying each
project included in the project array;
determining the activation status of each project
selected by auserand each corresponding serv-
ice; and

displaying a main window and a default service
window when a project is selected in the project
array window and is determined to be active, the
main window including graphical indicia of the
activated project services.

An image handling device, characterized by:

a host application configured to provide the core
service of the image handling device;

a plug-in application configured to be program-
matically invoked by the host application;

an activation manager configured to control ac-
cess to the plug-in application;

a configuration file updated by the activation
manager stored in a memory and including in-
formation regarding activation of the plug-in ap-
plication and functions corresponding to the
plug-in application, the host application config-
ured to programmatically invoke the plug-in in
accordance with information regarding activa-
tion in the configuration file.

The device according to claim 39, characterized in
that the activation manger controls access to the
plug-in application by connecting to a database in-
cluding activation information.

The device according to claim 39, characterized in
that the information regarding activation includes a
use time limit.

The device according to claim 39, characterized in
that the configuration file is an XML file.

The device according to claim 39, characterized in
that the information regarding activation includes a
limit on the number of operations that can be per-
formed on the image handling device.

The device according to claim 39, characterized in
that the information regarding activation is remotely
input into the image handling device.

The device according to claim 39, characterized in
that a user of the image handling device can modify
the information regarding activation by purchasing
activation.

The device according to claim 45, characterized in
that the user can purchase activation using an ex-
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The device according to claim 46, characterized in
that the external device is one of biometrics, a pin
code, proximity card, smart card, or magnetic swipe
card.

An image handling device, characterized by:

a display device;

amemory configured to store a configuration file
associated with a host application, the configu-
ration file including:

an identification of at least one activated
plug-in associated with the host application;
atleast one project corresponding to the ac-
tivated plug-in;

at least one activated service correspond-
ing to the at least one project and including
data indicating the functions of the image
handling device;

an activation manager configured to determine
the activation status of each plug-in and corre-
sponding services using information regarding
activation included in the configuration file;

a controller configured to interface with the host
application and activation manager to present a
graphical interface including activated projects
and the corresponding set of activated services,

wherein the controller displays activated project se-
lection data enabling the user to select an activated
projectand displays activated service selection data,
corresponding to the selected activated project, en-
abling the user to select an activated service.

A method of modifying images, characterized by:

scanning at least one document having multiple
pages;

displaying a thumbnail image of at least one of
the pages of the scanned document;
displaying a selectable graphical indicia corre-
sponding to at least one operation for modifying
at least one image of the scanned document;
selecting the selectable graphical indicia; and
modifying the at least one image in accordance
with said selecting.

The method of modifying images according to claim
49, further characterized by:

selecting a thumbnail image displayed by the
displaying based on user input;

displaying a preview image of at least one of the
pages of the scanned document corresponding
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to the selected thumbnail image.

The method of modifying images according to claim
50, characterized in that the at least one operation
for modifying at least one image of the scanned doc-
ument also modifies the preview image.

The method of modifying images according to claim
51, further characterized by:

modifying the preview image in accordance with
said selecting.

The method of modifying images according to claim
52, characterized in that the at least one image of
the scanned document is modified subsequent to
the modification of the preview image.

The method of modifying images according to claim
49, characterized in that the at least one operation
for modifying includes one of a zoom, pan, undo,
insert, rotate or delete operation.

The method of modifying images according to claim
49, further characterized by:

displaying a plurality of thumbnail images, each
thumbnail image corresponding to a page of the
scanned document.

The method of modifying images according to claim
55, characterized in that a number of the plurality
of thumbnail images is set by user input.

The method of modifying images according to claim
56, characterized in that the number of the plurality
ofthumbnailimages is set by userinput from a limited
number of predetermined options.

The method of modifying images according to claim
49,

characterized in that the modifying the at least one
image is performed by a remote server.

The method of modifying images according to claim
52,

characterized in that the modifying the preview im-
age is performed by a remote server.

The method of modifying images according to claim
49, characterized in that the modifying the at least
one image is performed by a multi-function device.

A method of modifying images, characterized by:
scanning at least one document having multiple

pages;
displaying a preview image of at least one of the
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pages of the scanned document;

displaying a selectable graphical indicia corre-
sponding to at least one operation for modifying
the preview image;

selecting the selectable graphical indicia; and
modifying the preview image in accordance with
said selecting.

The method of modifying images according to claim
61, further characterized by:

modifying an image of at least one of the pages
of the scanned document in accordance with the
modifying the preview image.

The method of modifying images according to claim
61, further characterized by:

displaying a thumbnail image of at least one of
the pages of the scanned document; and
selecting a thumbnail image based on user in-
put.

The method of modifying images according to claim
63, further characterized by:

displaying a preview image of at least one of the
pages of the scanned document in accordance
with the selecting a thumbnail image based on
user input.

The method of modifying images according to claim
63, characterized in that each preview image cor-
responds to a thumbnail image.

The method of modifying images according to claim
62,

characterized in that the modifying of the image of
at least one of the pages of the scanned document
is performed by a remote server.

The method of modifying images according to claim
61,

characterized in that the modifying the preview im-
age is performed by a remote server.

The method of modifying images according to claim
61, characterized in that the modifying the preview
image is performed by a multi-function device.

The method of modifying images according to claim
62, characterized in that the image of at least one
of the pages of the scanned document is modified
subsequent to the modification of the preview image.

The method of modifying images according to claim
61, characterized in that the at least one operation
for modifying includes at least one of a zoom, pan,
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undo, insert, rotate or delete operation.

An image processing device, characterized by

a scanner configured to produce animage of at least
one document having multiple pages;

a communications interface configured to connect
the image processing device to a server via a net-
work;

a display unit configured to display a thumbnail im-
age of at least one of the pages of the scanned doc-
ument; and

a user interface configured to display a selectable
graphical indicia corresponding to at least one oper-
ation for modifying at least one image of the scanned
document.

The image processing device according to claim 71,
characterized in that the communications interface
is configured to transmit the at least one image of
the scanned document to a remote server on which
the atleast one operation for modifying is performed.

The image processing device according to claim 71,
characterized in that the image processing device
is further configured to include a modification unit for
performing the at least one operation for modifying.

The image processing device according to claim 73,
characterized in that the modification unit is con-
figured to perform at least one of a zoom, pan, undo,
insert, rotate or delete.

The image processing device according to claim 71,
characterized in that the thumbnail image of at
least one of the pages of the scanned document is
a user selectable image corresponding to a respec-
tive one of the pages of the scanned document.

The image processing device according to claim 71,
characterized in that the user interface is part of
the display unit.

An image processing device, characterized by:

a scanner configured to produce an image of at
least one document having multiple pages;

a communications interface configured to con-
nect the image processing device to a server via
a network;

a display unit configured to display a preview
image of atleast one of the pages of the scanned
document; and

a user interface configured to display a selecta-
ble graphical indicia corresponding to at least
one operation for modifying the preview image.

The image processing device according to claim 77,
characterized in that the image processing device
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further includes a modification unit configured to
modify the image of at least one of the pages of the
scanned document in accordance with the modifying
of the preview image.

The image processing device according to claim 77,
characterized in that the communications interface
is configured to transmit the at least one image of
the scanned document to a remote server on which
the at least one operation for modifying the preview
image is performed.

The image processing device according to claim 78,
characterized in that the modification unit is con-
figured to perform at least one of azoom, pan, undo,
insert, rotate or delete.

The image processing device according to claim 77,
characterized in that the user interface is part of
the display unit.

A computer readable medium storing program code
for causing an image processing device to perform
a method,

characterized by:

scanning at least one document having multiple
pages;

displaying a thumbnail image of at least one of
the pages of the scanned document;
displaying a selectable graphical indicia corre-
sponding to at least one operation for modifying
at least one image of the scanned document;
selecting the selectable graphical indicia; and
modifying the at least one image in accordance
with said selecting.

A computer readable medium storing program code
for causing an image processing device to perform
a method,

characterized by:

scanning at least one document having multiple
pages;

displaying a preview image of at least one of the
pages of the scanned document;

displaying a selectable graphical indicia corre-
sponding to at least one operation for modifying
the preview image;

selecting the selectable graphical indicia; and
modifying the preview image in accordance with
said selecting.

An image processing device, characterized by:
a scan means for scanning at least one docu-

ment having multiple pages;
a display means for displaying a thumbnail im-
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age of at least one of the pages of the scanned
document and displaying a selectable graphical
indicia corresponding to at least one operation
for modifying at least one image of the scanned
document;

a selection means for selecting the selectable
graphical indicia; and

a modification means for modifying the at least
one image in accordance with said selecting.

An image processing device, characterized by:

a scan means for scanning at least one docu-
ment having multiple pages;

a display means for displaying a preview image
of at least one of the pages of the scanned doc-
ument and displaying a selectable graphical in-
dicia corresponding to at least one operation for
modifying the preview image;

a selection means for selecting the selectable
graphical indicia; and

a modification means for modifying the preview
image in accordance with said selecting.

A method for authenticating a user of an image
processing system, characterized by:

receiving user credentials at an authentication
device corresponding to an image processing
device;

transmitting the user credentials to a first server;
judging, at the first server, the validity of the user
credentials by comparing the received user cre-
dentials to stored user data;

allowing access to a first server using a result
of said judging; and

allowing access to a second sever based on the
user credentials.

The method of Claim 86, characterized in that the
allowing access to a second server step further com-
prises:

transmitting a result of the judging step from the
first server to at least one of the image process-
ing device and the second server.

The method of Claim 86, characterized in that the
allowing access to a second server step further com-
prises:

requesting, at the image processing device, ac-
cess to the second server.

The method of Claim 88, characterized in that the
request for access to the second server comprises
arequest to access atleast one of a plurality of back-
end applications connected to the second server.
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The method of Claim 88, characterized in that the
request for access to the second server comprises
atleast one of an Internet Protocol (IP) address, Me-
dia Access Control (MAC) address, and serial
number corresponding to the image processing de-
vice.

The method of Claim 89, characterized in that the
allowing access to a second server step further com-
prises:

determining, at the second server, that the at
least one of a plurality of backend applications
requires user authentication.

The method of Claim 91, characterized in that the
allowing access to a second server step further com-
prises:

generating a template indicating additional user
credential information necessary for a user to
be authenticated at the at least one of a plurality
of backend applications.

The method of Claim 92, characterized in that the
allowing access to a second server step further com-
prises:

transmitting, from the second sever, a request
for atleast the user credentials to the first server.

The method of Claim 93, characterized in that the
allowing access to a second server step further com-
prises:

completing the template indicating additional us-
er credential information using the user creden-
tials received from the first server.

The method of Claim 94, characterized in that the
allowing access to a second server step further com-
prises:

determining that the template can not be com-
pleted based on the user credentials received
from the server;

transmitting the template to the image process-
ing device; and

displaying a login interface at the image
processing prompting a user to enter additional
user credential information missing from the
template.

The method of Claim 86, characterized in that the
step of receiving user credentials comprises:

receiving one of a card input, retinal scan, fin-
gerprint, voice, and personal identification
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number corresponding to a user.

97. A system for authenticating a user of an image

processing system, characterized by:

an authentication device corresponding to an
image processing device and configured to re-
ceive user credentials;

a first server configured to receive the user cre-
dentials transmitted from the authentication de-
vice;

a first module, at the first server, configured to
judge the validity of the user credentials by com-
paring the received user credentials to stored
user data;

the first server configured to allow access based
on a result of said judging; and

a second server configured to allow access
based on the user credentials.

98. The system of Claim 97, further characterized by:

a first communications interface at the first serv-
er configured to transmit a result of the judging
to at least one of the image processing device
and the second server.

99. The system of Claim 97, further characterized by:

asecond communications interface attheimage
processing device configured to request access
to the second server.

100.The system of Claim 99, further characterized by:

atleast one of a plurality of backend applications
connected to the second server,

wherein the request for access to the second server
identifies at least one of the plurality of backend ap-
plications connected to the second server.

101.The system of Claim 99, characterized in that the

request for access to the second server comprises
at least one of an Internet Protocol (IP) address, Me-
dia Access Control (MAC) address, and serial
number corresponding to the image processing de-
vice.

102.The system of Claim 100, further characterized by:

a second module at the second server config-
ured to determine that the at least one of a plu-
rality of backend applications requires user au-
thentication.

103.The system of Claim 102 characterized in that the

second module is further configured to generate a
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template indicating additional user credential infor-
mation necessary for a user to be authenticated at
the atleast one of a plurality of backend applications.

104.The system of Claim 103, further characterized by: 5

a third communications interface at the second
server configured to transmit a request for at
least the user credentials to the first server.
10
105.The system of Claim 104, characterized in that the
second module at the second server is further con-
figured to complete the template indicating additional
user credential information using the user creden-
tials received from the first server. 15

106.The system of Claim 105, further characterized by:

a third module at the second server configured

to determine that the template can not be com- 20
pleted based on the user credentials received
from the server;

the third communications interface at the sec-

ond server configured to transmit the template

to the image processing device; and 25
a display at the image processing device con-
figured to display a login interface a prompting

a user to enter user credential information miss-

ing from the template.

30
107.The system of Claim 97, characterized in that:
the authentication device is one of a card reader,
retinal scanner, fingerprint reader, voice scan-
ner, proximity scanner and keypad device. 35

108.A system for authenticating a user of an image
processing system, characterized by:

means for receiving user credentials at an au- 40
thentication device corresponding to an image
processing device;

means for transmitting the user credentials to a

first server;

means for judging, at the first server, the validity 45
of the user credentials by comparing the re-
ceived user credentials to stored user data;

means for allowing access to a first server using

a result of said judging; and

means for allowing access to a second sever 50
based on the user credentials.

55
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DATABASE TO VERIFY MFP
AND ACCOUNT INFORMATION
(SEE MFP INFORMATION)

;

ACTIVATION MANAGER RETRIEVES

SERVICE ACTIVATION INFORMATION

BASED ON THE MFP AND ACCOUNT
INFORMATION

L~

'

ACTIVATION MANAGER UPDATES
ACTIVATION INFORMATION
IN Config.xmi
(SEE ACTIVATION INFORMATION)
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FIG.8A @

r B
JOB MONITOR INITIALIZATION 120

1. GET A JOB FROM THE JOB QUEUE

2. GROUP SERVICES BASED ON
SERVICE DATA HANDLER

——
-

r A3
PASS GENERIC DATA, LOGIN DATA § |
0 124, CORRESPONDING SERVICE DATA TO

F1G.8B THE SERVICE DATA HANDLER

FROM 124, SERVICE DATA HANDLER PROCESS {125
FIG.8B JOB UPLOAD DATA

L

j
1. JOB MONTTOR GET JOB UPLOAD

STATUS FROM SERVICE DATA HANDLER
2, UPDATE JOB L0G

13

126

ENY MORE
SERVICE DATA

NG

HANDLERS?
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FI1G.8B

FROM 123,
FIG.8A

DATA HANDLER
N\\ACTIVATED?

JOB IS NOT PROCESSED
FOR THIS SERVICE {128
DATA KANDLER

!

SEND JOB UPLOAD STATUS |

129
T0 JOB MONITR |
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FIG.11A

<root>
<JarFileList>
<Jar>eCabinet.jar</Jar>
<Jar>DocumentMall jar</jar>
<Jar>EmbeddedEmail.jar</jar>
<fJarFileList>
<MFP>
<MFPSerialNo>ABC112223333</MFPSerialNo>
<MACAddress>11-22-33-44-55-66</MACAddress>
<AccountName>Ricoh</AccountName>
<UserName>Ricoh User</UserName>
</MFP>
<Project>
<ProjectName>eCabinet</ProjectName>
<DefaultScanSetting></DefaultScanSetting>
<DefaultResolution>200</DefaultResolution>
<PefaultDoubleSidedScan>false</DefaultDoubleSid
edScan>
<Hasl.ogin>false</HaslLogin>
<L oginClass></LoginClass>
<Service>
<ServiceName>eCabinet</ServiceName>
<DisplayName>eCabinet Owner</DisplayName>
<Activation>
<ActivationRequired>N</A ctivationRequired>
<Activated>Y</Activated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate></ExpirationDate>
</Activation>
<ServiceWindowClass>com.ricoh.UnifiedClient.eC
abinet.ECabinetWindow.class</ServiceWindowCla
$s>
<DataHandlerClass>com.ricoh.UnifiedClient.eCabi
net.ECabinetServiceDataHandler.class</DataHan
dlerClass>
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FIG.11B

<Configuration Data>
<eCabinetServer>11.11.11.111</eCabinetServ
er>
<eCabinetServerPort>81</eCabinetServerPort>
</ConfigurationData>
<DataHandlerConfigurationData>

<gCabinetServer>11.11.11.111</eCabinetServ
er>
<ftpPort><fftpPort>
</DataHandlerConfigurationData>
<[Service>
<Service>
<ServiceName>eCabinetFolder</ServiceName>
<DisplayName>eCabinet Folder</DisplayName>
<Activation>
<ActivationRequired>N</ActivationRequired>
<Activated>Y</Activalted>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate></ExpirationDate>
</Activation>
<ServiceWindowClass>com.ricoh.UnifiedClient.eC
abinet.ECabinetFolderWindow.class</ServiceWin
dowClass>
<DataHandlerClass>com.ricoh.UnifiedClient.eCabi
net.ECabinetServiceDataHandler.class</DataHan
dierClass>
<ConfigurationData>
<eCabinetServer>11.11.11.111</eCabinetServ
er>
<eCabinetServerPort>81</eCabinetServerPort>
</ConfigurationData>
<DataHandlerConfigurationData>
<eCabinetServer>11.11.11.111</eCabinetSer
ver>
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FIG.11C

<fipPort></fipPort>
</DataHandierConfigurationData>
</Service>
</Project>

<Project>
<ProjectName>DocumentMall</ProjectName>
<DefaultScanSetting></DefaultScanSetting>
<DefaultResolution>200</DefaultResolution>
<DefaultDoubleSidedScan>true</DefaultDoubleSidedS
can>
<Haslogin>true</HasLogin>
<LoginClass>com.ricoh.UnifiedClient. DocumentMall.D
MLoginWindow.class</l.oginClass>
<Service>
<ServiceName>DMEmail</ServiceName>
<DisplayName>DM Email</DisplayName>
<Activation>
<AclivationRequired>Y</ActivationRequired>
<Activated>Y</Activated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate>4-22-07</ExpirationDate>
</Activation>
<ServiceWindowClass>com.ricoh.UnifiedClient.Do
cumentMall. DMEmailwWindow.class</ServiceWind .
owClass>
<DataHandlerClass>com.ricoh.UnifiedClient.Docu
mentMall. DMServiceDataHandler.class</DataHan
dlerClass>
<ConfigurationData>
<DMServer>documentmall.com</eCabinetServer>
</ConfigurationData>
<DataHandlerConfigurationData>
<DMServer>documentmall.com</eCabinetSe
rver>
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FIG.11D
</DataHandlerConfigurationData>
</Setvice>
<Service>

<ServiceName>DMFolder</ServiceName>
<DisplayName>DM Folder</DisplayName>
<Activation>

<ActivationRequired>N</ActivationRequired>
<Activated>Y</Activated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate></ExpirationDate>
</Activation>
<ServiceWindowClass>com.ricoh.UnifiedClient.Doc
umentMall. DMFolderWindow.class</ServiceWindo
wClass>
<DataHandierClass>com.ricoh.UnifiedClient.Docum
entMall.DMServiceDataHandler.class</DataHandler
Class>
<ConfigurationData>
<DMServer>documenimall.com</DMServer>
</ConfigurationData>
<DataHandlerConfigurationData>
<DMServer>documentmall.com</DMServer>
</DataHandlerConfigurationData>
</Service>

</Project>

<Project>

<ProjectName>Email</ProjectName>
<DefaultScanSetting></DefaultScanSetting>

<PDefaultResolution>200</DefauliResolution>
<DefaultDoubleSidedScan>true</DefaultDoubleSidedSc
an>

<HaslLogin>false</HasLogin>

<LoginClass> </LoginClass>
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FIG11E

<Service>

<ServiceName>Embedded Email</ServiceName>
<DisplayName>Email</DisplayName>
<Activation>
<ActivationRequired>Y</ActivationRequired>
<Acftivated>Y</Activated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate>4-22-07</ExpirationDate>
</Activation>
<External>
<Embedded>Y</Embedded>
<ExternalAddress></ExternalAddress>
<Priority>2</Priority>
</External>
<ServiceWindowClass>com.ricoh.UnifiedClient.E
mail. EmailWindow.class</ServiceWindowClass>
<DataHandlerClass>com.ricoh.UnifiedClient. Email
.EmailServiceDataHandler.class</DataHandlerCia
ss>
<ConfigurationData>
<LDAPServer> </ LDAPServer>
</ConfigurationData>
<DataHandlerConfigurationData>
</DataHandlerConfigurationData>

</Service>
<Service>

<ServiceName>GlobaiScanEmail</ServiceName>

<DisplayName>Email</DisplayName>

<Activation>

<ActivationRequired>Y</ActivationRequired>
<Activated>Y</Activated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate>4-22-07</ExpirationDate>

</Activation>

<External>

77



W ~1 O Lh & W N e

EP 1 953 599 A1

FIG.11F

<Embedded>N</Embedded>
<ExternalAddress>GlobalscanServer</Extern
alAddress>
<Priority>1</Priority>
</External>
</Service>
</Project>
<froot>
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FIG.18
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F1G.22
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F1G.23
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FIG.24A
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FIG.25A
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FI1G.25C
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FIG.25D(i)

7

LOAD SERVICE DATA FOR EACH SERVICE

!

CALL PAST LOGIN () OF EACH SERVICE

)

SET LOGOUT LISTENER IN MAIN WINDOW

1

ACTIVATION CHECK

|

CREATE SERVICE BUTTON IN MAIN
WINDOW FOR EACH SERVICE

+-93

¥

LOAD SERVICE WINDOW CLASS FOR EACH SERVICE {—%

INITIALIZE UPLOAD DATA

95

DISPLAY MAIN WINDOW

Y

SET DEFAULT SERVICE, i = DEFAULT

+-97

&)

FIG.25D(iii)

<

1

DISPLAY SERVICE WINDOW i

108

¥

INPUT SERVICE DATA IN SERVICE WINDOW i

199

0 100, FIG.25D(i)

94



SERVICE
BUTTON i

)

FIG.25D(iii)

EP 1 953 599 A1

FIG.25D(ii)
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FIG.25D(iii)
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ACTIVATION MANAGER WORKFLOW

( START )

Y

INITIALIZE UNIFIED CLIENT APPLICATION

(#60 on FIG.25A)

#61 on FIG.25A

—

[

ACTIVATION MANAGER STARTS UP AND READS
INSTALLED SERVICE INFORMARTION FROM
Config.xml (SEE SERVICE INFORMATION)

L]

ACTIVATION MANAGER CONTACTS ACTIVATION
DATABASE OVER NETWORK
(SEE ACTIVATION DATABASE)

1

ACTIVATION MANAGER SENDS THE MFP INFOR-
MATION TO ACTIVATION DATABASE TO VERIFY
MFP AND ACCOUNT INFORMATION ]
(SEE MFP INFORMATION)

Y

ACTIVATION MANAGER RETRIEVES SERVICE
ACTIVATION INFORMATION BASED ON THE MFP |
AND ACCOUNT INFORMATION

i

ACTIVATION MANAGER UPDATES ACTIVATION
INFORMATION IN Config.xml

(SEE ACTIVATION INFORMATION)

1

READ Config.xml (#64 ON FIG.25A)
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FIG.26A @
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F1G.26B

FROM 123,
FIG.26A
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FIG.26A
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FIG.29A

<MFP>
<MFPSerialNo>ABC112223333</MFPSerialNo>
<MACAddress>11-22-33-44-55-66</MACAddress>
<AccountName>Ricoh</AccouniName>
<UserName>Ricoh User</UserName>
</MFP>
<Service>
<ServiceName>DMEmail</ServiceName>
<DisplayName>Document Mall Email</DiplayName>
<Activation>
<A ctivationRequired>Y#ActivationRequfred.tv
<Activated>Y</Activated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate>4-22-07</ExpirationDate>
</Activation>
<ServiceWindowClass>
com.ricoh.UnifiedClient. DocumentMall. DMEmaﬂthdow
class
</ServiceWindowClass>
<DataHandlerClass>
com.ricoh.UnifiedClient. DocumentMall. DMServiceDataH
andler.class
</DataHandlerClass>
<ConfigurationData>
<DMServer>documentmall.com</DMServer>
</ConfigurationData>
<DataHandlerConfi guratzonData>optiona|<lDataHandIerConf
gurationData>
</Service>
<Service>
<ServiceName>eCabinetFolder</ServiceName>
<DisplayName>eCabinet Scan to Folder</DiplayName>
<Activation> '
<ActivationRequired>N</ActivationRequired>
<Activated>Y</Aclivated>
<ActivationDate>1-22-07</ActivationDate>
<ExpirationDate></ExpirationDate>
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FIG.29B

</Activation>

<ServiceWindowClass>
com.ricoh.UnifiedClient.eCabinet.eCabinetWindow.class

</ServiceWindowClass>

<DataHandlerClass>
com.ricoh.UnifiedClient.eCabinet.eCabinetServiceData
Handler.class

</DataHandlerClass>

<ConfigurationData>
<eCabinetServer>eCabinet.com</eCabinetServer>

</ConfigurationData> .

<DataHandlerConfigurationData>optional</DataHandlerConfi

gurationData>
</Service>
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FIG.35
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FIG.37
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FIG.39
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FIG.54A

<screen_data>
<options>
<item> |
<item name default="1">None</item_name>
<item_value>0</item_value>
</item>
<item>
<item_name default=""0">All</item_name>
<item_value>all</item_value>
</item>
<item>
<item_name default="0">First 5</item_name>
<item_value>F5</item_value>
<fitem>
<item>
<item_name default=""0">Last 3</item_name>
<item_value>L3</item value>
<fitem>
<item> |
<item_name default="0">First 3, Last 2</item_name>
<item_value>F3,L2</item value>
</item>
</options>
<localization>
<preview type="text">Preview</preview>
<thumbnail widthtype="text">
ThumbNail Width
<thumbnail _width>
<thumbnail_height type="text">
ThumbNail Height
<thumbnail _height>
<page_select type = "text">Page Range<page select>
<thumbnail title type= "text">
Thumbnail Select
</thumbnail _title>
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F1G.54B

<thumbnail pages type="text">
Pages
</thumbnail_pages>
<thumbnail restore type="text"/"image">
Restore
</thumbnail restore>
<thumbnail _cancel type="text"/"image">
Cancel
</thumbnail _cancel>
<thumbnail submit type="text"/"image">
Submit
</thumbnail_submit>
<page_information type="text">
Page Information
</page_information>
<page_size type="text">
Size
<page_size>
<page color_mode type="text">
Color Mode
</page color_mode>
<preview_back type="text"/"image">
Back
</preview_back>
<preview_previous type="text"/"image">
Previous
</preview_previous>
<preview_next type="text"/"image">
Next
</preview_next>

<preview rotate clockwise type="text"/"image">

Rotate Clockwise

</preview_preview rotate clockwise>
<preview_rotate _anticlockwise type="text"/"image">

Rotate Anti Clockwise
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FIG.24C

</preview_preview_rotate_anticlockwise>
<preview_zoomin type="text"/"image">
Zoom In
<preview_zoomin>
<preview_zoomout type="text"/"image">
Zoom QOut
<preview_zoomout>
<preview_delete type="text"/"image">
Delete
<preview_delete>
</localization>
<zoom levels>
<zoom_value>20</zoom_value>
<zoom_value>30</zoom_value>
<zoom_value>60</zoom_value>
<zoom_value>90</zoom value>
<zoom_value>100</zoom_value>
</zoom_levels>
</screen_data>
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F1G.58B

<root>

<error_code/>

<error_description/>

<primary/>

<secondary/>

<server_status/>

<total_page number>25</total_page_number>

<page_number>2</page_number>

<thumbnail_only>1</thumbnail_only>

<data type="thumbnail’ id="1" pagetype="*"******">
<bmpdata>XXXXXXIOOCKXXAXHKXXXXXXKXKXXKX <
fbmpdata>

</data>

<data type="thumbnail” id="2" pagetype="********">
<bmpdata>XXXXXXXXXXXXXXXXXXXXXXXXX<
/ompdata>

</data>

</root>
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FIG.99A
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F1G.99B

HTTP{S}.//server{:port}/GSClient/APISessionMgr.aspx?
action=preview&action_input=op=rotate

&image _no=

&degrees=

&request_image=

&zoom=

&follow_me=

<root>
<efror_code/>
<error_description/>
<primary/>
<secondary/>
<server_status/>
<thumbnail_only>0</thumbnail_only>
<data type="thumbnail” id="1" >

<bmpdata> XXX XXX XXHXIOKKKKK <

/bmpdata>
</data>
<data type="preview” id="1" width="80" height="100"
zoom_jnit="30" pagetype="+*rrsrrsriiirs,

<bmpdata> XXX K <

fbmpdata>
</data>

143



EP 1 953 599 A1

FIG.60A
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F1G.60B

HTTP{S}./[server{:port})/ GSClient/APISessionMgr.aspx?
action=preview&action_input=op=get

&image no=

&zooms=

&sizeX=

&sizeY=

&request_image=

&direction=

<root>
<error_code/>
<error_description/>
<primary/>
<secondary/>
<server_status/>
<thumbnail_only>0</thumbnail_only>
<data type="preview” id="1" width="80" height="100"
zoom_init="30" pagetype="********">

<bmpdata> XX XXX XXX KX <

/bmpdata>
<{data>

<data type="thumbnail” id="1">

<bmpdata>>XXOOOOOOOOOCXXX X <

/bmpdata>
</data>
</root>
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FIG.61A
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FIG.61B

HTTP{S}:.//server{:port}/GSClient/APISessionMgr.aspx?
action=preview&action_input=op=get

&image_no=

&zoom=

&sizeX=

&sizeY=

&request_image=

&direction=

<root>
<error_code/>
<error_description/>
<primary/>
<secondary/>
<server_status/>
<thumbnail_only>0</thumbnail_only>
<data type="preview” id="1" width="80" height="100"
zoom_init="30" pagetype="*****¥ixs,
~ <bmpdata> XXX XXX X
</bmpdata>
</data>
</root>
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F1G.62A
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F1G.62B

HTTP{S}:./Iserver{:port}/GSClient/APISessionMgr.aspx?
action=preview&action_input=

op=delete

&image no=

<root>
<error_code/>
<error_description/>
<primary/>
<secondary/>
<server_status/>
<thumbnail_only>0</thumbnail_only>
<data type="preview” id="1" width="80" height="100"
zoom_init="30" pagetype="3">
<bmpdata> XXX XXX XXX XXXX
X</bmpdata>
</data>
<froot>
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F1G.63B

HTTP{S}.//server{:port}/GSClient/APISessionMgr.aspx?
action=preview&action_input=op=get

&image_no=

&zoom=

&sizeX=

&sizeY=

&request_image=

&direction=

<root>
<error_code/>
<error_description/>
<primary/>
<secondary/>
<server_status/>
<thumbnail_only>0</thumbnail_only>
<data type="preview" id="1" width="80" height="100"
zoom_init="30" pagetype="********">
<bmpdata>XXXXX XXX XXX
X</bmpdata>
</data>
<data type="thumbnail” id="1">
<bmpdata>XXXXXXXXAXKXKXXXXXXXXXXXXX
X</bmpdata>
</data>
</root>
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FIG.64A
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F1G.64B

HTTP{S}:.//server{:port}/GSClient/APISessionMgr.aspx?
action=preview &action_input= op = set

HTTP{S}./Iserver{:port}/GSClient/APISessionMgr.aspx?
action=preview &action_input= op = cancel

HTTP{S}:.//server{.port}/GSClient/APISessionMgr.aspx?
action=preview &action_input= op = restore

<root>
<error_code/>
<error_description/>
<primary/>
<secondary/>
<server_status/>
<total_page number>25</iotal_page number>
<page_number>2</page_number>
<thumbnail_only>1</thumbnail_only>
<data type="thumbnail’ id="1" pagetype=""*******">
<bmpdata XXX XXXXKKXKXKAKAXXKXXXXKX
X</bmpdata>
</data> -
<data type="thumbnail” id="2" pagetype=">*******">
<bmpdata> XXX XXX HXKXHKKKKXHXXAIXXXX
X</bmpdata>
</data>
</root>
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