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Description
Technical Field

[0001] The present invention relates to providing pro-
tection for electronic devices, which perform data read
or write operations and which are connected to 12C data
line (inter-integrated circuit), from unwanted read/write
operations.

Prior Art

[0002] In the known I2C line, the electronic devices
connected to 12C line like non-volatile memory devices
such as EEPROM (electrically erasable programmable
read only memory) have "write protect” pins for prevent-
ing unwanted read/ write operations. In order to prevent
data corruption, some micro controllers have "write pro-
tect" pins assigned to this aim, and even some micro
controllers have 12C line outputs assigned for write pro-
tection where "Logical zero" signal on these protection
pins is required for the read/write operations to be per-
formed.

[0003] Inmany systems, an exclusive outputis provid-
ed which is allocated by a microcontroller for the preven-
tion of inadvertent read/write operations. During opera-
tion period of an electronic device connected to 12C line,
any noise and unbalanced voltages which may occur on
the 12C data line can cause the micro controller to rec-
ognize the device connected to 12C line as "free" and to
delete all information within it. In particular, when the sys-
tem is turned on and turned off, the imbalances in the
non-volatile memory voltage cause micro controller to
accept the non-volatile memory as "free" and to delete
the information in this non- volatile memory.

[0004] Amongthe solution techniques regardingto this
subject, the systems which measure the voltage of the
data line connected to data line and which regulate the
said imbalance in case of a voltage imbalance are avail-
able. In the patent application document no. US 6198661
is disclosed a system which measures the voltage im-
balance occurring in a non-volatile memory. Further-
more; a circuit providing data protection in a volatile mem-
ory (RAM (Random Access Memory)) is described in the
document no. US 04580039.

[0005] Although there are known solutions related to
data validation during read/ write operations as well,
these systems fail to find a practical and permanent so-
lution to the unwanted read/ write operations which might
occur due to voltage irregularity. Since the power sup-
plies of many circuit elements connected to data line are
common, in case of a voltage irregularity, to ground the
voltage supply of the non- volatile memory will be useless
as it will ground the supplies of other circuit elements as
well.

[0006] EP 0 155 113 discloses circuitry for monitoring
a power supply voltage level to disable a write enable
signal for a memory when the voltage level drops below
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a predermined threshold level.

Objective of Invention

[0007] The objective of the present invention is to pre-
vent the unwanted read/write operations within an elec-
tronic device connected to 12C, by grounding serial clock
line (SCL) connected to said electronic device in case of
voltage irregularity.

[0008] This objective is achieved by the method of
claim 1 and by the apparatus of claim 6.

Brief Disclosure of the Drawings

[0009] The figures related to the system of the present
invention are illustrated in the accompanying drawings,
wherein:

Fig. 1 is the flow chart showing the principle of op-
eration of the present invention.

Fig. 2 is the circuit diagram of the electronic imple-
mentation of the present invention.

Fig. 3is the graphical view of the status of the present
invention at the normal voltage level.

Fig. 4 is the graphical view of the reaction of the
present invention to voltage irregularity.

Fig. 5 is the graphical view of the application per-
formed by changing the threshold voltage in the in-
vention.

[0010] The descriptions of the abbreviations and ref-
erences shown in the figures are illustrated in hereunder:

Vcc: Data line (supply) voltage
SCL: Serial clock line

Q1: the first transistor

Q2: the second transistor

R1: the first resistor

R2: the second resistor

R3: the third resistor

R4: the fourth resistor

R5: the fifth resistor

R6: the sixth resistor

Disclosure of Invention

[0011] According to the present invention a circuit
monitors the voltage of the 12C data line (Vcc) continu-
ously, and in case of an error, the circuit grounds the
serial clock line (SCL) of at least one electronic device
accordingly. The principle of the said invention is illus-
trated in Figure 1. The voltage of data line is consistently
monitored, and in case of a drop at the voltage of data
line, serial clock line is grounded, and the monitoring
process is carried on as long as there is no drop, and
when the voltage of the data line returns to a determined
level, the serial clock line is released, but in the event
that it does not return, it is kept busy by being grounded.
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[0012] The circuit diagram of the present system is il-
lustrated as the example shown in Figure 2, where the
first and second resistors (R1 and R2) determine a
threshold voltage for enabling/disabling SCL connected
to an electronic device, the third and the fifth resistors
(R3 and R5) serve as a current limiter for the first and
second transistors (Q1 and Q2), respectively, the value
of first and second resistors are pre-determined in the
site of manufacturer. The system is connected to data
line supply voltage (Vcc) through the input 1 and to the
serial clock line (SCL) through input 2.

[0013] The graphic of the time-voltage amplitude of a
data line which exchanges information and to which the
present invention is connected under the normal operat-
ing conditions is illustrated in Figure 3. In the exemplary
circuit made in Figure 2 for this example, the circuit ele-
ments have been selected as R1: 3900 ohm, R2: 910
ohm, R3: 1000 ohm, R4: 4700 ohm, R5: 1000 ohm, R6:
12000 ohm, respectively and the transistors Q1 and Q2
as BC848B.

[0014] The base voltage of the first transistor (Q1) is
0.7 volts under the conditions observed in the graphic of
the time-voltage amplitude shown in Figure 3, and this
transistor (Q1) is on. Due to the voltage drop on the re-
sistance (R4) created by the collector current of this tran-
sistor (Q1) when the first transistor (Q1) is on, the base
voltage of the second transistor (Q2) is low, that is to say,
Q2 is off. In such a case, the second transistor has no
impact on the serial clock line (SCL).

[0015] When the data line voltage decreases below a
predetermined level under the normal operating condi-
tions, the base voltage of the first transistor (Q1) drops
and turns off this transistor (Q1). The off state of the first
transistor (Q1) turns on the second transistor (Q2) and
grounds the serial clock line (SCL) and keeps it busy. As
seen in Figure 4, when the system faces a voltage irreg-
ularity, it grounds the serial clock line. Since the data
read/write operation to an electronic device(circuit ele-
ment in this condition) is provided by SCL, data read/
write is prevented when the serial clock line is grounded,
no read/write operation can be performed on the band
data line to which the system of the present invention is
connected.

[0016] When the data line voltage (Vcc) rises to pre-
determined threshold level back, the first transistor (Q1)
is turned on again, the second transistor (Q2) being off,
and the serial clock line is resumed (grounding is over).
[0017] The presentinvention can be used not only with
the non-volatile memories such as EEPROM but also
other circuit elements connected to the 12C line (e.g.
video matrix switch, audio processor). The threshold volt-
age can be changed for the circuit elements by adjusting
the first and the second resistor values (R1 and R2) in
Figure 2. The threshold value can be either predeter-
mined by the producer before or adjusted by the user.
[0018] For instance, R2 is selected as 910 ohm in the
circuit used in the graphic shown in Figure 4. When the
value of R2 is replaced by 1600 ohm, the level of the
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threshold voltage will be decreased, and the present in-
vention will not keep busy the serial data line (SCL) until
acertain drop at voltage value asitis shown in the graphic
in Figure 5.

Claims

1. A method for prevention of unwanted read/write op-
erations in an 12C system, which read/write opera-
tions otherwise might occur in a circuit element con-
nected to an 12C data line;
wherein the said method comprises the steps of:

* determining a voltage threshold level for said
12C data line;

« continuously measuring a voltage of said 12C
data line;

« disabling a serial clock line (SCL) of said circuit
element when said 12C data line voltage de-
creases below said threshold level.

2. A method according to claim 1, characterized in
that it releases said serial clock line (SCL) of said
circuit element when said 12C data line voltage ex-
ceeds said threshold level.

3. A method according to Claim 1, characterized in
that the said threshold level is determined in the site
of manufacturer.

4. A method according to Claim 1, characterized in
that said circuit element is a non-volatile memory.

5. A method according to Claim 4, characterized in
that the said non-volatile memory is an EEPROM.

6. An I12C system having means for the prevention of
unwanted read/write operations which otherwise
might occur at a circuit element connected to an 12C
data line, said means comprising:

« at least two resistors (R1, R2) connected in
series between said 12C data line and a refer-
ence potential and forming a voltage divider, to
determine a threshold voltage level for said 12C
data line;

« at least one first transistor (Q1) switched on/off
in accordance with the output of said voltage
divider

- at least one second transistor (Q2) responsive
to the switching on/off of said at least one first
transistor (Q1) and which disables read/write
operation of said circuit element by grounding a
serial clock line (SCL) of said circuit element
when said 12C data line voltage level is below
said threshold voltage level for said 12C data
line.
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7. A system according to Claim 6, characterized in

that the said threshold voltage level is a fixed value
predetermined by producer.

A system according to Claim 6, characterized in
that said circuit element is a non-volatile memory.

A system according to Claim 8, characterized in
that said non-volatile memory is an EEPROM.

Patentanspriiche

1.

Verfahren zum Verhindern ungewollter Lese-/
Schreibvorgange in einem 12C-System, welche Le-
se-/Schreibvorgange andernfalls in einem Schal-
tungselement auftreten kdnnten, das an eine 12C-
Datenleitung angeschlossen ist;

wobei das Verfahren die folgenden Schritte umfasst:

* Bestimmen eines Spannungsschwellenpegels
fur die 12C-Datenleitung;

* kontinuierliches Messen einer Spannung der
I2C-Datenleitung;

» Abschalten einer seriellen Taktleitung (SCL)
des Schaltungselements, wenn die Spannung
der12C-Datenleitung unter den Schwellen pegel
sinkt.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass die serielle Taktleitung (SCL) des
Schaltungselements freigegeben wird, wenn die
12C-Datenleitung den Schwellenpegel Uberschrei-
tet.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass der Schwellenpegel in der Herstel-
lerfertigungsstatte bestimmt wird.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass es sich bei dem Schaltungselement
um einen nichtflichtigen Speicher handelt.

Verfahren nach Anspruch 4, dadurch gekenn-
zeichnet dass der nichtfllichtige Speicher ein EE-
PROM ist.

12C-System mit Einrichtungen zum Verhindern un-
gewollter Lese-/Schreibvorgénge, die andernfalls in
einem Schaltungselement auftreten kdnnten, das an
eine [12C-Datenleitung angeschlossen ist, wobei die
Einrichtungen umfassen:

* mindestens zwei Widerstéande (R1, R2), die
zwischen der 12C-Datenleitung und einem Re-
ferenzpotential in Reihe geschaltet sind und ei-
nen Spannungsteiler bilden, um einen Schwel-
lenspannungspegel fiir die 12C-Datenleitung zu
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bestimmen;

» mindestens einen ersten Transistor (Q1), der
in Ubereinstimmung mit dem Ausgang des
Spannungsteilers ein-/ausgeschaltet wird;

» mindestens einen zweiten Transistor (Q2), der
auf das Ein-/Ausschalten des mindestens einen
ersten Transistors (Q1) anspricht und einen Le-
se/Schreibvorgang des Schaltungselements
ausschaltet, indem eine serielle Taktleitung
(SCL) des Schaltungselements an Masse ge-
legt wird, wenn der Spannungspegel der 12C-
Datenleitung unter dem Schwellenspannungs-
pegel fir die 12C-Datenleitung liegt.

System nach Anspruch 6, dadurch gekennzeich-
net, dass es sich bei dem Schwellenspannungspe-
gelum einen vom Hersteller bestimmten festen Wert
handelt.

System nach Anspruch 6, dadurch gekennzeich-
net, dass es sich bei dem Schaltungselement um
einen nichtflichtigen Speicher handelt.

System nach Anspruch 8, dadurch gekennzeich-
net, dass der nichtfliichtige Speicher ein EEPROM
ist.

Revendications

Procédé de prévention d’opérations de lecture/ écri-
ture indésirables dans un systeme 12C, lesquelles
opérations de lecture/écriture pouvant autrement in-
tervenir dans un élément de circuit connecté a une
ligne de données 12C;

dans lequel ledit procédé comprend les étapes
suivantes :

-la détermination d’un niveau de seuil de tension
pour ladite ligne de données 12C;

-lamesure continue d’une tension de ladite ligne
de données I12C ;

- la désactivation d’une ligne d’horloge sérielle
(SCL) dudit élément de circuit lorsque la tension
de ladite ligne de données 12C descend en des-
sous dudit niveau de seuil.

Procédé selon la revendication 1, caractérisé en
ce qu’il active ladite ligne d’horloge sérielle (SCL)
dudit élément de circuit lorsque la tension de ladite
ligne de données 12C est au-dessus dudit niveau de
seuil.

Procédé selon la revendication 1, caractérisé en
ce que ledit niveau de seuil est déterminé sur le site

du fabriquant.

Procédé selon la revendication 1, caractérisé en
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ce que ledit élément de circuit est une mémoire non
volatile.

Procédé selon la revendication 4, caractérisé en
ce que ladite mémoire non volatile est une EE- 5
PROM.

Systéme 12C possédant des moyens de prévention
d’opérations de lecture/écriture indésirables pou-
vant autrement intervenir au niveau d’'un élémentde 70
circuit connecté a une ligne de données 12C, lesdits
moyens comprenant :

- au moins deux résistances (R1, R2) connec-
tées en série entre ladite ligne de données 12C 15
et un potentiel de référence et formant un divi-
seur de tension, pour déterminer un niveau de
seuil de tension pour ladite ligne de données

12C ;

- au moins un premier transistor (Q1) mis en 20
marche/arrét selon la sortie dudit diviseur de
tension ;

- au moins un second transistor (Q2) répondant

ala mise en marche/arrét dudit au moins un pre-
mier transistor (Q1) et qui désactive 'opération 25
de lecture/écriture dudit élément de circuit en
mettant a la terre une ligne d’horloge sérielle
(SCL) dudit élément de circuit lorsque la tension

de ladite ligne de données 12C est en dessous
dudit niveau de seuil de tension pour ladite ligne 30
de données I12C.

Systéme selon la revendication 6, caractérisé en
ce que ledit niveau de seuil de tension est une valeur
fixe prédéterminée par le producteur. 35

Systéme selon la revendication 6, caractérisé en
ce que ledit élément de circuit est une mémoire non
volatile.

40
Systéme selon la revendication 8, caractérisé en
ce que ladite mémoire non volatile est une EE-
PROM.
45
50
55
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