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(54) Image transferring apparatus

(57)  Animage transferring apparatus for transmitting
image data to a file server has an image input unit allow-
ing input of image as the image data, a memory section
for storing the image data, and registration and transmis-
sion information of the image data, and a communication
controller for transmitting the image data stored in the
memory section to the file server. The communication
controller has a judgment unit for making a judgment

based on the registration and transmission information
of the image data as to whether communication condition
of the image data is normal or not. The communication
controller transmits a request for deleting the image data
to the file server in a case where the judgment is made
that the communication condition is not normal during
transmission of the image data stored in the memory sec-
tion to the file server.
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Description
Background of the Invention
1. Field of the Invention

[0001] The presentinventionrelatestoanimage trans-
ferring apparatus for transmitting image data.

2. Description of Related Art

[0002] Image transferring apparatuses have been
known as represented as, e.g., MFPs (Multifunction Pe-
ripheral) that has a function to transfer image data of read
documents to a file server on a network.

[0003] For example, Japanese Patent Application
Publication No. 2000-287052, describes an image infor-
mation transferring apparatus with functions that allows
a user to avoid laborious handling of documents without
deteriorating apparatus’s use efficiency in a case where
the user sends an image data again due to errors such
as anomaly network traffics occur during reading of orig-
inal documents or during transmission of the image data.
[0004] Many arts have been disclosed that ensure cer-
tainty and reliability in transmission and reception of the
image data between the image transferring apparatus
and receiving apparatuses such as file servers, but few
inventions regard handling of incomplete image data
caused by errors such as anomaly network traffics in ad-
dition to image data transmission and reception technol-
ogy as described above.

[0005] Incomplete image data tend to be handled
roughly in comparison with complete image data, and in
some case, are neglected inadvertently as they are.
Where the image data and the like include various types
of information requiring due care of a high degree such
as corporation’s secrets and personal information, the
image data must be handled particularly gingerly even
though the image data is incomplete.

[0006] Where errors occur such as anomaly network
traffics during reading of the original documents or during
transmission of the image data on the side ofimage trans-
ferring apparatus, the incomplete image file received on
the side of the file sever usually remains in a memory
portion on the side of the file server unless intentionally
deleted on the side of the file server, and may bring about
risks of allowing information to be divulged to a malicious
third party.

Summary of the Invention

[0007] The present invention was invented in consid-
eration of the above problems. An object of the present
invention is to provide an image transferring apparatus
which ensures reliable image data transmission and also
ensures security of incomplete image data received by
the file server even where a network traffic error and the
like occurs.
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[0008] According to one aspect of the invention, to
solve the above problems, an image transferring appa-
ratus for transmitting image data to a file server has an
image input unit allowing input of image as the image
data, a memory section for storing the image data, and
registration and transmission information of the image
data, and a communication controller for transmitting the
image data stored in the memory section to the file server.
The communication controller has a judgment unit for
making a judgment based on the registration and trans-
mission information of the image data as to whether com-
munication condition of the image data is normal or not.
The communication controller transmits a request for de-
leting the image data to the file server in the case where
the judgment is made that the communication condition
is not normal during transmission of the image data
stored in the memory section to the file server.

[0009] The image transferring apparatus according to
one aspect of the invention has an information input sec-
tion for scanning an image as image data. The image
transferring apparatus according to one aspect of the in-
vention has a memory section for storing image data,
and a registration information of a file name and trans-
mission date and time information of the image data. The
image transferring apparatus further has a communica-
tion controller for transmitting the image data to the file
server.

[0010] The communication controller of the image
transferring apparatus according to one aspect of the in-
vention has a judgment section for making a judgment
as to whether the image data is appropriately transmitted
to the file server, based on a file name of the image data
transmitted to the file server and date and time when the
image data was transmitted.

[0011] Where the judgment section makes a judgment
that an error such as a network traffic error or the like
occurs during communication between the image trans-
ferring apparatus and the file server, the communication
controller transmits a command for requesting deletion
of the image data to the file server, so that the image
data, which is stored in an incomplete condition in the
file server, is to be deleted.

[0012] The image transferring apparatus according to
one aspect of the invention ensures the image data trans-
mission to the file server, thereby securing security of the
incomplete image data received at the file server side in
the event of an error such as a network traffic error.

Brief Description of the Drawings

[0013] Thisinvention may take physical form in certain
parts and arrangements of parts, a preferred embodi-
ment and method of which will be described in detail in
this specification and illustrated in the accompanying
drawings which form a part hereof, and wherein:

Fig. 1 is a cross-sectional view showing an example
of configuration of an image transferring apparatus



3 EP 1 962 486 A2 4

according to the invention;

Fig. 2 is a block diagram of an MFP 1 according to
the invention;

Fig. 3 is a connection diagram of an image transfer
system according to the invention;

Fig. 4A is a sequence diagram illustrating a transfer
procedure conducted between the MFP 1 and a PC
11 according to the firstembodiment of the invention;
Fig. 4B is a sequence diagram illustrating a transfer
procedure conducted between the MFP 1 and the
PC 11 according to the first embodiment of the in-
vention;

Fig. 5is a flow chart illustrating a sequence of a gen-
eral operation of the MFP according to the first em-
bodiment of the invention;

Fig. 6 is a sequence diagram illustrating a transfer
procedure conducted between the MFP 1 and the
PC 11 according to the second embodiment of the
invention; and

Fig. 7 is a flow chart illustrating a sequence of a gen-
eral operation of the MFP according to the second
embodiment of the invention.

Preferred Embodiments
First Embodiment

[0014] An image transferring apparatus according to
the first embodiment of the invention is described here-
inafter with reference to Figs. 1 to 3. Fig. 1 is a cross-
sectional view showing an example of configuration of
the image transferring apparatus according to the inven-
tion, and in this embodiment, an MFP is described. An
MFP 1 has an image scanning section 6 as an image
input unit, an image printing section 8, and a medium
feeding section 9.

[0015] The image scanning section 6 includes a flat
bed scannerhaving animage scanning sensor and scans
an image to read the image.

[0016] Theimage printing section 8 includes an image
forming unit composed of an image drum for forming im-
ages on paper and a transfer roller, and also includes a
fuser unit for fusing on the paper the image formed with
the image forming unit.

[0017] The medium feeding section 9 includes a feed-
ing tray having a curved portion in the center of a medium
stacking surface thereof, a pair of guiding units for posi-
tioning both widthwise ends of a medium, a feeding roller
for separating media sheet by sheet and feeding the sep-
arated medium, and a discharging roller for discharging
the medium whose image has been scanned to the dis-
charge tray.

[0018] Fig.2is ablock diagram ofthe MFP 1 according
to the invention. The MFP 1 is composed of a CPU (Cen-
tral Processing Unit) 2 for performing overall control of
the apparatus, a memory area 3 composed of a RAM
(Random Access Memory), a flash memory, and the like,
anoperation/display section 4 such as an operation panel
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or an LCD (Liquid Crystal Display), a program storage
area 5 composed of a ROM (Read Only Memory), a flash
memory, and the like, the image scanning section 6, a
communication controller 7, and an image printing sec-
tion 8.

[0019] The CPU 2 is composed of a microprocessor
or the like and performs overall control of the MFP 1 by
executing a program (firmware) stored in the program
storage area 5.

[0020] The memory area 3 is composed of a RAM, a
flash memory, and the like, as described above, and
stores various types of configuration information while
temporarily storing information necessary for program
execution.

[0021] The operation/display section 4 receives ma-
nipulation of information input operation and displays an
apparatus status during operations, various configura-
tion information, and the like.

[0022] The program storage area 5 is composed of a
nonvolatile memory such as the ROM and the flash mem-
ory as described above, and stores a program necessary
for overall control of the MFP 1.

[0023] The communication controller 7 performs a se-
ries of operations to establish connection with, for exam-
ple, network, USB (Universal Serial Bus), and the like.
[0024] The image printing section 8 prints image data
onto a recording medium or the like. The medium feeding
section 9 automatically feeds a document, which a user
intends to scan, to the image scanning section 6.
[0025] Fig. 3 is a connection diagram of an image
transfer system according to the invention. Fig. 3 shows
only elements related to image transmission and recep-
tion.

[0026] Inthis embodiment, a PC (Personal Computer)
11 receives the image data from the MFP 1. The PC 11
includes a communication control unit 13 for executing
a series of operations for establishing connection be-
tween the PC 11 and a communication path 10 such as
network, USB and the like, and a memory area 12 for
storing the image information. It is herein assumed that
the PC 11is afile server computer, such as NAS (Network
Attached Storage) and the like, used with connection to
a network.

[0027] Initial configuration of the PC 11 is done with
input devices such as keyboard and mouse and with a
display for displaying configuration screen. But if the PC
11 works as a normal file server computer, those external
input devices are not connected.

[0028] It is also possible that the PC 11 is controlled
by another PC using a Web browser or the like. In that
case, only a person such as an administrator, who has
authority to change configurations, changes the config-
urations. The PC 11 shall not be operated unless authen-
tication information such as a user name and a password
is supplied.

[0029] Operation of the apparatus according to the first
embodiment will be hereinafter described with reference
to Figs. 4A, 4B, and 5. Each of Figs. 4A and 4B is a
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sequence diagram describing a transfer procedure be-
tween the MFP 1 and the PC 11. Fig. 5 is a flow chart
describing a series of operations of the MFP 1. Fig. 4A
is a diagram describing a transfer procedure where the
image data is normally stored in the file server. Fig. 4B
is adiagram describing a transfer procedure where trans-
fer of the image data is terminated due to an error oc-
curred during the transfer.

[0030] The transfer procedures of Figs. 4A, 4B are the
same until completion of transfer of the image data, and
accordingly, it is assumed in the below explanation that
a confirming command 20 and a confirmation 21 in Figs.
4A, 4B and procedures up to step S7 in Fig. 5 are com-
mon.

[0031] First, the user sets the document or the image
to be scanned on the image scanning section 6 of the
MFP 1 and configures a destination of transmission of
the image data with the operation/display section 4, and
then, the MFP 1 goes into an image information trans-
mission starting state at step S1 in Fig. 5.

[0032] Whenthe userenters animage transfer starting
instruction with the operation/display section 4, the com-
munication controller 7 transmits an image information
storage location confirmation request command to an ap-
paratus specified as the destination of transmission (i.e.,
the PC 11 in case of the first embodiment) through the
communication path 10 at step S2 in Fig. 5 and step 20
in Figs. 4A, 4B.

[0033] The communication controller 7 of the MFP 1
and the communication controller 13 of the PC 11 com-
municates with each other via FTP (File Transfer Proto-
col). Specifically, the MFP 1 transmits open command to
the PC 11 to try to communicate withthe PC 11 at step S1.
[0034] Thereafter, the MFP 1 waits for a reply from the
PC 11 at step S3 in Fig. 5. Where the communication
controller 7 of the MFP 1 does not receive any response
from the communication controller 13 of the PC 11 for a
certain period of time after trying to connect to the PC 11
("NO" at step S3 in Fig. 5), the communication controller
7 determines timeout ("YES" at step S4 in Fig. 5), and
assumes that the image information transfer is terminat-
ed due to error, thus terminating a connection procedure
with the PC 11 (step S 15 in Fig. 5).

[0035] Where the image information transfer is termi-
nated due to error, the communication controller 7 of the
MFP 1 displays to this effect on the operation/display
section 4. The configuration of a timeout period for waiting
for the response from the PC 11 can be changed with
the operation/display section 4.

[0036] Where the communication controller 7 of the
MFP 1 receives within the timeout period a confirmation
from the communication controller 13 of the PC 11 ("OK"
at step S3 in Fig 5 and the confirmation 21 in Figs. 4A
and 4B), the communication controller 7 of the MFP 1
continues to transmit the image data to the PC 11 with
put or mput command (step S.5 in Fig. 5 and the image
data transmission 22 in Figs. 4A and 4B) until the trans-
mission of the image data terminates (step S6 in Fig. 5).
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[0037] When the transmission of the image data ter-
minates ("YES" at step S6 in Fig. 5), the communication
controller 7 of the MFP 1 then makes a judgment as to
whether the termination of the transmission results from
completion of the image data transmission or from an
error such as a network traffic error or an error due to
storage capacity shortage of the PC11 (step S7 in Fig. 5).
[0038] The communication controller 7 of the MFP 1
transmits a get command to the communication controller
13 of the PC 11 to retrieve a registration information file
of the image data stored in the PC 11 or transmits a dir
command to obtain a registration list of the image data.
[0039] Then, the communication controller 7 of the
MFP 1 determines whether the transmission of the image
data has been successfully completed by comparing the
registration and transmission information of the image
datainthe MFP 1 and aregistration situation of the image
dataretrieved fromthe PC 11. Thatis, the communication
controller 7 of the MFP 1 determines whether the trans-
mission of the image data has been successfully com-
pleted by comparing a file containing the image data
stored in the MFP 1 and a file containing the image data
transmitted and now stored in the PC 11 with respect to
file information thereof such as a filename, a file size, a
hash value, a timestamp, and the like.

[0040] Where the communication controller 7 of the
MFP 1 determines that the transmission is terminated
due to occurrence of an error ("YES" at step S7 in Fig.
5), the communication controller 7 transmits an image
information deletion request, that is, a delete command,
to the communication controller 13 of the PC 11 (step
S12in Fig. 5 and the deletion request 26 in Fig. 4B).
[0041] The PC 11 executes the image information de-
letion, and the communication controller 7 of the MFP 1
waits for a response from the PC 11 (step S 13 in Fig.
5). Even where the communication controller 7 of the
MFP 1 does not receive the response from the commu-
nication controller 13 of the PC 11 ("NO" at step S13 in
Fig. 5) and the timeout period passes ("YES" at step S
14 in Fig. 5), the communication controller 7 of the MFP
1 assumes that the image information transmission has
been completed (step S11 in Fig. 5) and displays to that
effect on the operation/display section 4. The timeout pe-
riod for waiting for the response from the PC 11 can be
configured with the operation/display section 4.

[0042] Where the communication controller 7 of the
MFP 1 receives the response from the communication
controller 13 of the PC 11 ("YES" at step S 13 in Fig. 5
and the deletion confirmation 27 in Fig. 4B), the commu-
nication controller 7 of the MFP 1 also assumes that the
image information transmission has been completed
(step S11 in Fig. 5).

[0043] On the other hand, where the communication
controller 7 of the MFP 1 determines that the termination
of the transmission does not result from an error ("NO"
at step S7 in Fig. 5), the communication controller 7 of
the MFP 1 transmits an image information transmission
completion confirmation request (step S8 in Fig. 5 and
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the request 24 in Fig. 4A).

[0044] The communication controller 7 of the MFP 1
waits for a response to the image information transmis-
sion completion confirmation request from the PC 11 for
a certain period of time (step S9 in Fig. 5).

[0045] Where the communication controller 7 of the
MFP 1 does not receive the response from the commu-
nication controller 13 of the PC 11 ("NO" at step S9 in
Fig. 5) and the timeout period passes, the communication
controller 7 of the MFP 1 assumes that the image infor-
mation transmission has been completed ("YES" at step
S 10in Fig. 5), and displays that no response is received
from the PC 11 on the operation/display section 4. The
timeout period for waiting for the response from the PC
11 can be configured with the operation/display section 4.
[0046] Where the communication controller 7 of the
MFP 1 receives within the timeout period a confirmation
responding to the image information transmission com-
pletion confirmation request ("OK" at step S9 in Fig. 5
and the confirmation 25 in Fig. 4A), the communication
controller 7 of the MFP 1 assumes that the image infor-
mation transmission has been completed (step S11 in
Fig. 5), and determines that the memory area 12 of the
PC 11 does not store the incomplete image data trans-
ferred this time, then displaying to that effect on the op-
eration/display section 4 and terminating the image in-
formation transfer process.

[0047] As described above, the first embodiment pre-
vents the incomplete image data from being accumulated
in the file server even where a network traffic error or a
storage capacity shortage error in the file server occurs
while transmitting the image data from the image trans-
ferring apparatus to the file server.

Second Embodiment

[0048] The structure of the second embodiment is the
same as the first embodiment and is thus omitted. Op-
eration of the second embodiment is hereinafter de-
scribed with reference to Figs. 6 and 7.

[0049] Fig.6isasequence diagramdescribing a trans-
fer procedure between a MFP 21 and the PC 11. Fig. 7
is a flow chart describing a series of operation of the MFP
21.

[0050] The second embodiment is different from the
first embodiment with respect to operations after the im-
age data has been completely transmitted from the MFP
21 to the PC 11, and accordingly, the description about
portions that are the same as the first embodiment is
omitted, and only operation steps after the transfer of the
image data is hereinafter described.

[0051] Where the communication controller 7 of the
MFP 21 determines that the termination of the transmis-
sion does not result from an error ("NO" at step S7 in Fig.
7), the communication controller 7 of the MFP 21 trans-
mits the image data information transmission completion
confirmation request (step S8 in Fig. 7 and the transmis-
sion completion 24 in Fig. 6).
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[0052] The communication controller 7 of the MFP 21
waits for the response to the image data information
transmission completion confirmation request from the
PC 11 for the prescribed period of time (step S9 in Fig. 7).
[0053] Where the communication controller 7 of the
MFP 1 does not receive the response from the commu-
nication controller of the PC 11 ("NO" at step S9 in Fig.
7) and the timeout period passes ("YES" at step S10 in
Fig. 7), the communication controller 7 of the MFP 1 as-
sumes that the transmission completion confirmation has
been received as a response to the image data informa-
tion transmission completion confirmation request
("YES" at step S10 in Fig. 10), but displays that no re-
sponse is received from the PC 11 on the operation/dis-
play section 4. The timeout period for waiting for the re-
sponse from the PC 11 can be configured with the oper-
ation/display section 4.

[0054] Where the communication controller 7 of the
MFP 1 receives within the timeout period a confirmation
responding to the image information transmission com-
pletion confirmation request ("OK" at step S9 in Fig. 7
and the confirmation 25 in Fig. 6), the communication
controller 7 of the MFP 1, the communication controller
7 of the MFP 1 goes into a standby mode for a period of
time previously configured by the user with the operation/
display section 4 (step S16 in Fig. 7).

[0055] The above predetermined period can be arbi-
trarily configured by the user. For example, the MFP 21
can transmit the image information deletion request to
the PC 11 in a few days after the time and date of the
transmission of the image data.

[0056] When the predetermined period passes ("YES"
at step S 16 in Fig. 7), the communication controller 7 of
the MFP 21 then transmits the image information deletion
request, that is, the delete command to the communica-
tion controller 13 of the PC 11 (step S12 in Fig. 7 and
deletion request 26 in Fig. 6).

[0057] The PC 11 executes the image information de-
letion, and the communication controller 7 of the MFP 21
waits for the response to the image information deletion
request (step S 13 in Fig. 7). Even where the communi-
cation controller 7 of the MFP 21 does not receive the
response from the communication controller 13 of the
PC 11 ("NO" at step S 13 in Fig. 7) and the timeout period
passes ("YES" at step S14 in Fig. 7), the communication
controller 7 of the MFP 21 assumes that the image infor-
mation transmission has been completed (step S11 in
Fig. 7) and displays to that effect on the operation/display
section 4. The timeout period for waiting for the response
from the PC 11 can be configured with the operation/
display section 4.

[0058] Where the communication controller 7 of the
MFP 1 receives within the timeout period the deletion
confirmation responding to the image information dele-
tion request from the communication controller 13 of the
PC 11 ("OK" at step S 13 in Fig 7 and the deletion con-
firmation 27 in Figs. 6), the communication controller 7
of the MFP 21 determines that the memory area 12 of
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the PC 11 does not store the image data transferred this
time and displays to that effect on the operation/display
section 4.

[0059] As described above, the apparatus of the sec-
ond embodiment prevents the unnecessary image data
from being left in the file server even where a network
traffic error or a storage capacity shortage error in the
file server occurs during the image data transmission
from the image transferring apparatus to the file server.
Furthermore, the apparatus of the second embodiment
deletes the image data stored in the file server when a
certain period of time passes after completion of the im-
age data transmission, thus improving security of the im-
age data.

[0060] Inthis embodiment, FTP is employed as a com-
munication protocol between the image transferring ap-
paratus and the file server, but various communication
protocols other than the FTP, such as TFTP (Trivial File
Transfer Protocol), HTTP (Hypertext Transfer Protocol),
NFS (Network File System), WebDAV (Distributed Au-
thoring and Versioning protocol for the WWW), and SMB
(Server Message Block) may be employed.

[0061] Inthe embodiments, the MFP is exemplified as
the image transferring apparatus, but this invention can
be applied to an apparatus having a function for inputting
and transmitting image information, such as a facsimile,
a scanner, and a photocopier.

[0062] Each embodiment is a preferred embodiment
of this invention but this invention is not limited thereto.
Each structure of the invention can be arbitrarily modified
without departing from the scope of the invention.
[0063] The foregoing description of preferred embod-
iments of the invention has been presented for purposes
of illustration and description, and is not intended to be
exhaustive or to limit the invention to the precise form
disclosed. The description was selected to best explain
the principles of the invention and their practical applica-
tion to enable others skilled in the art to best utilize the
invention in various embodiments and various modifica-
tions as are suited to the particular use contemplated. It
is intended that the scope of the invention should not be
limited by the specification, but be defined by the claims
set forth below.

Claims

1. Animage transferring apparatus for transmitting im-
age data to a file server, comprising:

an image input unit allowing input of image as
the image data;

a memory section for storing the image data,
registration information of the image data, and
transmission information of the image data; and
a communication controller for transmitting the
image data stored in said memory section to said
file server, wherein:
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said communication controller has a judg-
ment unit for making a judgment based on
the registration information and the trans-
mission information as to whether commu-
nication condition of the image data is nor-
mal or not; and

said communication controller transmits a
request for deleting the image data to said
file server where said judgment is made that
said communication condition is not normal
during transmission of the image data
stored in said memory section to said file
server.

2. Animage transferring apparatus for transmitting im-
age data to a file server, comprising:

an image input unit allowing input of image as
the image data;

a memory section for storing the image data,
registration information of the image data, and
transmission information of the image data; and
a communication controller for transmitting the
image data storedin said memory section to said
file server, wherein:

said communication controller has a judg-
ment unit for making a judgment based on
the registration information and the trans-
mission information as to whether commu-
nication condition of the image data is nor-
mal or not; and

said communication controller transmits a
request for deleting the image data stored
in said file server to said file server after a
predetermined period passes from comple-
tion of transmission of theimage data to said
file server.

3. Animage transferring apparatus for transmitting im-
age data to a file server, comprising:

an image input unit allowing input of an image
as the image data;

a memory section in which the image data is
saved as a first file;

a communication controller transmitting the first
file to said file server so that the first file is saved
in the file server as the second file,

wherein said communication controller transmits to
said file server a request to delete the second file
where transmission of the first file to said file server
has not been successfully completed.

4. Theimage transferring apparatus according to claim
3, wherein said communication controller deter-
mines whether the transmission of the first file to said
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file server has been successfully completed by com-
paring the first file and the second file with respect
to a file information thereof.

The image transferring apparatus according to claim
4, wherein the file information is a file name of the
first file or the second file.

The image transferring apparatus according to claim
4, wherein the file information is a file size of the first
file or the second file.

The image transferring apparatus according to claim
4, wherein the file information is a hash value of the
first file or the second file.

The image transferring apparatus according to claim
4, wherein the file information is a time stamp of the
first file or the second file.

The image transferring apparatus according to claim
3, wherein said communication controller transmits
to said file server the request to delete the second
file where a prescribed period of time passes since
the transmission of the first file to said file server.

The apparatus of claim 3, further comprising one or
more of the additional features of one of claims 1 or 2.
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