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Description
[Technical Field]

[0001] The presentinvention relates to a communica-
tion system, a mobile station, a switch apparatus, and a
communication method, which establish a secured con-
nection.

[Prior Art]

[0002] As for aradio network system, an IMS (Internet
Protocol Multimedia Subsystem) has drawn attention in
recent years. The IMS is a standard for converting serv-
ices which have been provided so far through fixed net-
works, mobile communications, broadcasting, and the
like into IP-based services so that a fused multimedia
service is achieved.

[0003] The IMS is designed as an infrastructure com-
pletely independent of an access network so that it can
be managed by a business owner other than a mobile
operator. A secure communication is achieved by pro-
viding an encryption function between a mobile station
and an IMS apparatus. For example, as shown in Fig.
20, when a connection ensuring a secret/an integrity is
established between a mobile station 10 and an access
point 20 located on a radio access system, a secure con-
nection is further established between the mobile station
10 and a switch apparatus 30 (here, an IMS apparatus)
connected to the radio access system.

[0004] A procedure for establishing such a connection
is described with reference to Fig. 21 (for example, refer
to Non-Patent Document 1). Note that, Fig. 21 is a pro-
cedure in accordance with the 3GPP.

[0005] First, the mobile station 10 performs an authen-
tication with the access point 20 located on the radio ac-
cess system so as to exchange a secret key and an in-
tegrity key (S901). Then, the mobile station 10 stores an
algorithm for the secret and the Integrity to be used in a
radio zone (S902). Here, a secure connection is estab-
lished between the mobile station 10 and the access point
20, located on the radio access system.

[0006] Next, the mobile station 10 transmits a user ID,
an authentication request, an IPsec security association,
and the like to the switch apparatus 30 (here, a P-CSCF
(Proxy Call Session Control Function) 30a) so as to per-
form a SIP registration (S903). Next, the P-CSCF 30a
transmits the user ID, the authentication request, and the
like to a S-CSCF (Serving Call Session Control Function)
30b so as to perform the SIP registration (S904), and the
S-CSCF 30b transmits a random number, the secret key,
the integrity key, and the like to the P-CSCF 30a so as
to perform an authentication challenge (S905). Next, the
P-CSCF stores the secret key and the integrity key
(S906). Next, the P-CSCF 30a transmits the random
number, the secret key, the integrity key, and the like to
the mobile station 10 so as to perform the authentication
challenge (S907). Here, the secured connection is es-
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tablished between the access point 20 located on the
radio access system and the switch apparatus 30
[0007] Thereafter, the mobile station 10 transmits the
user ID, a challenge response, an IPsec used algorithm,
and the like to the P-CSCF 30a so as to perform the SIP
registration (S908), and the P-CSCF 30a transmits the
user ID, the challenge response, a validity of an IPsec
secret and the Integrity, and the like, to the S-CSCF 30b
so as to perform the SIP registration (S909). Next, the
S-CSCF 30b transmits to the P-CSCF 30a the validity of
the authentication (S910), and the P-CSCF 30a transmits
to the mobile station 10 the validity of the authentication
(S911).

[0008] However, it is common that a mobile operator
has already ensured a security between the mobile sta-
tion and the radio access system by applying an encryp-
tion to the radio access network, and it is also common
that the mobile operator physically ensures a security for
a zone from the radio access system to the IMS appara-
tus. Therefore, when the radio access system and the
IMS apparatus accessing thereto are operated by the
same operator, an encryption function of the IMS appa-
ratus becomes redundant.

[0009] Further, for a future radio network system,
based on the IMS, various services such as a VolP and
a Push to Talk are assumed to be achieved. Accordingly,
shortening a time of a connection delay in connecting to
the IMS apparatus, and reducing a process load on the
mobile station and the network are important factors for
improving a quality of a service and using the resources
effectively.

Non-Patent Document 1: 3GPP TS33.203 V6.8.0

[Disclosure of the Invention]

[0010] Therefore, the present invention was made in
view of the above-mentioned problems, and an object
thereof is to provide a communication system, a mobile
station, a switch apparatus, and a communication meth-
od, which can shorten a time of delay in connecting the
mobile station and a network, and reduce a process load
on the mobile station and the network.

[0011] In order to solve the above problem, a first as-
pect of the present invention is summarized as a com-
munication system for establishing a secured first con-
nection between a mobile station and an access point
located on a radio access system, including: a judgment
unit configured to judge whether or not to establish se-
cured second connection between the mobile station and
a switch apparatus connected to the radio access sys-
tem.

[0012] In the first aspect of the present invention, the
judgment unit may judge where or not to establish the
secured second connection, by comparing an identifier
which is received from the access point and which
uniquely identifies an apparatus controlling the radio ac-
cess system, and an identifier which is received from the
switch apparatus and which uniquely identifies an appa-
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ratus controlling the switch apparatus.

[0013] In the first aspect of the present invention, the
communication system may further include an identifier
list storage unit configured to store an identifier list which
is combination of an identifier which is received from the
access point and which uniquely identifies an apparatus
controlling the radio access system, and an identifier
which uniquely identifies an apparatus controlling the
switch apparatus. And the judgment unit may be config-
ured to judge whether or not to establish the secured
second connection by comparing the identifier list, with
the identifier which is received from the access point and
which uniquely identifies the apparatus controlling the
radio access system, and the identifier which is received
from the switch apparatus and which uniquely identifies
the apparatus controlling the switch apparatus.

[0014] In the first aspect of the present invention, the
communication system may further include an identifier
storage unit configured to store an identifier which
uniquely identifies an apparatus controlling the switch
apparatus, and the judgment unit may be configured to
judge whether or not to establish the secured second
connection, by comparing an identifier which is stored in
the identifier storage unit, and an identifier which is re-
ceived from the access point and which uniquely identi-
fies an apparatus controlling the radio access system.
[0015] In the first aspect of the present invention, the
communication system may further include an algorithm
list storage unit configured to store, as an algorithm list,
a secured algorithm used in the radio access system or
a non-secured algorithm used in the radio access sys-
tem, and the judgment unit may be configured to judge
whether or not to establish the secured second connec-
tion by comparing an identifier which is received from the
access point and which uniquely identifies an apparatus
controlling the radio access system, and an identifier
which is received from the switch apparatus and which
uniquely identifies an apparatus controlling the switch
apparatus, and by comparing the algorithm list and the
algorithm used in the radio access system.

[0016] In the first aspect of the present invention, the
communication system may further includes: an identifier
list storage unit configured to store an identifier list which
is a combination of an identifier which is received from
the access point and which uniquely identifies an appa-
ratus controlling the switch apparatus, and an identifier
which uniquely identifies an apparatus controlling the the
switch apparatus; and an algorithm list storage unit con-
figured to store, as an algorithm list, a secured algorithm
used in the radio access system and a non-secured al-
gorithm used in the radio access system, and the judg-
ment unit may be configured to judge whether or not to
establish the secured second connection, by comparing
an identifier which is received from the access point and
which uniquely identifies an apparatus controlling the
switch apparatus, and by comparing the algorithm list
and the algorithm used in the radio access system.
[0017] In the first aspect of the present invention, the
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communication system may further include, in the mobile
station: an identifier storage unit configured to store an
identifier which uniquely identifies an apparatus control-
ling the switch apparatus; and an algorithm list storage
unit configured to store, as an algorithm list, a secured
algorithm used in the radio access system and a non-
secured algorithm used in the radio access system, and
the judgment unit may be configured to judge whether or
not to establish the secured second connection, by com-
paring an identifier which is stored in the identifier storage
unit, and an identifier which is received from the access
point and which uniquely identifies an apparatus control-
ling the radio access system, and by comparing the al-
gorithm list and the algorithm used in the radio access
system.

[0018] In the first aspect of the present invention, the
communication system may further include an address
list storage unit configured to store an address list which
indicates a range of an address assigned by the radio
access system on which the switch apparatus is located,
and the judgment unit may be configured to judge wheth-
er or not to establish the secured second connection, by
comparing the address list and an address of the mobile
station which is transmitted from the mobile station.
[0019] In the first aspect of the present invention, the
communication system may further include: an address
list storage unit configured to store an address list which
indicates a range of an address assigned by the radio
access system on which the switch apparatus is located;
and an algorithm list storage unit configured to store, as
an algorithm list, a secured algorithm used in the radio
access system or a non-secured algorithm used in the
radio access system on which the access pointis located,
and the judgment unit may be configured to judge wheth-
er or not to establish the secured connection, by com-
paring the address list and an address of the mobile sta-
tion which is transmitted from the mobile station, and by
comparing the algorithm list and the algorithm used in
the radio access system on which the access point is
located.

[0020] A second aspect of the present invention is
summarized as a mobile station for establishing a se-
cured first connection with an access point located on a
radio access system, including: a judgment unit config-
ured to judge whether or not to establish a secured sec-
ond connection between the mobile station and a switch
apparatus connected to the radio access system.
[0021] A third aspect oft the present invention is sum-
marized as a switch apparatus connected to a radio ac-
cess system in a communication system for establishing
a secured first connection between a mobile station and
an access point located on the radio access system, in-
cluding: a judgment unit configured to judge whether or
not to establish a secured second connection between
the mobile station and the switch apparatus.

[0022] A fourth aspect of the present invention is sum-
marized as a communication method in a communication
system provided with a mobile station, an access point
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located on aradio access system, and a switch apparatus
connected to the radio access system, including: estab-
lishing a first secured connection between the mobile sta-
tion and the access point; and determining whether or
not to establish a secured second connection between
the mobile station and the switch apparatus.

[Brief Descriptions of the Drawings]
[0023]

[Fig. 1] Fig. 1 is a diagram showing a configuration
of a communication system according to a first em-
bodiment of the present invention.

[Fig. 2] Fig. 2 is a sequence diagram showing a com-
munication method according to the first embodi-
ment of the present invention.

[Fig. 3] Fig. 3 is a diagram showing a configuration
of a communication system according to a second
embodiment of the present invention.

[Fig. 4] Fig. 4 is an example of an operator identifier
list according to the second embodiment of the
present invention.

[Fig. 5] Fig. 5 is a sequence diagram showing a com-
munication method according to the second embod-
iment of the present invention.

[Fig. 6] Fig. 6 is a diagram showing a configuration
of a communication system according to a third em-
bodiment of the present invention.

[Fig. 7] Fig. 7 is a sequence diagram showing a com-
munication method according to the third embodi-
ment of the present invention.

[Fig. 8] Fig. 8 is a diagram showing a configuration
of acommunication system according to a fourth em-
bodiment of the present invention.

[Fig. 9] Fig. 9is an example or a radio zone algorithm
listaccording to the fourth embodiment of the present
invention.

[Fig.10] Fig. 10 is a sequence diagram showing a
communication method according to the fourth em-
bodiment of the present invention.

[Fig. 11]Fig. 11 is a diagram showing a configuration
of a communication system according to a fifth em-
bodiment of the present invention.

[Fig. 12] Fig. 12 is a sequence diagram showing a
communication method according to the fifth embod-
iment of the present invention.

[Fig. 13] Fig. 13 is a diagram showing a configuration
of a communication system according to a sixth em-
bodiment of the present invention.

[Fig. 14] Fig. 14 is a sequence diagram showing a
communication method according to the sixth em-
bodiment of the present invention.

[Fig. 15] Fig. 15is a diagram showing a configuration
of a communication system according to a seventh
embodiment of the present invention.

[Fig. 16] Fig. 16 is an example of IP address list ac-
cording to the seven embodiment of the present in-
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vention.

[Fig. 17] Fig. 17 is a sequence diagram showing a
communication method according to the seventh
embodiment of the present invention.

[Fig. 18] Fig. 18 is a diagram showing a configuration
of a communication system according to an eighth
embodiment of the present invention

[Fig. 19] Fig. 19 is a sequence diagram showing a
communication method according to the eighth em-
bodiment of the present invention.

[Fig. 20] Fig. 20 is a diagram showing a configuration
of a conventional communication system.

[Fig. 21] Fig. 21 is a sequence diagram showing a
communication method of a conventional communi-
cation system.

[Best Modes for carrying out the Invention]

[0024] Next, embodiments of the presentinvention are
described with reference to the accompanying drawings.
In the following descriptions of the drawings, the same
or similar elements are denoted by the same or similar
reference numerals, However, it should be noted that the
drawings are schematic.

[0025] In the embodiments of the present invention,
the following description is given for an example in which
amobile station or a switch apparatus (an IMS apparatus)
detects that a security is already ensured for a commu-
nication path between the mobile station and the switch
apparatus, and skips an encryption process of the IMS.

<First Embodiment>

[0026] In a first embodiment, the following description
is given for an example in which the mobile station detects
that an operator apparatus of a radio access system that
the mobile station uses, and an operator apparatus of an
IMS apparatus are the same.

(Communication System)

[0027] As shownin Fig. 1, a communication system in
accordance with this embodiment includes a mobile sta-
tion 10, an access point 20 (e.g., a base station) located
on a radio access system, and a switch apparatus 30
(e.g., an IMS apparatus) connected to the radio access
system. In this communication system, it is assumed that
a secured (a secret/an integrity) connection is estab-
lished between the mobile station 10 and the access point
20.

[0028] The access point 20 stores an identifier (e.g.,
an operator identifier A) which uniquely identifies an ap-
paratus controlling the radio access system. Further, the
switch apparatus 30 stores an identifier (e.g., an operator
identifier B) which uniquely identifies an apparatus con-
trolling a switch apparatus.

[0029] As shown in Fig. 1, the mobile station includes
a communication unit 11, an authentication unit 12, a
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judgmentunit 13, aregistering unit 14, and a data storage
unit15.

[0030] The communication unit 11 performs a commu-
nication with the access point 20 and the switch appara-
tus 30, and performs a transmission/reception of a secret
key and a signal of various kinds.

[0031] The authentication unit 12 performs an authen-
tication between the mobile station 10 and the access
point 20, and an authentication between the mobile sta-
tion 10 and the switch apparatus 30.

[0032] The judgment unit 13 judges whether or not to
establish a secured connection between the mobile sta-
tion 10 and the switch apparatus 30. To be more precise,
the judgment unit 13 judges whether or not to establish
the connection by comparing the identifier (e.g., the op-
erator identifier A) which uniquely identifies the apparatus
controlling the radio access system and the identifier
(e.g., the operator identifier B) which uniquely identifies
the apparatus controlling the switch apparatus.

[0033] The registering unit 14 performs a SIP registra-
tion on the switch apparatus 30.

[0034] The data storage unit 15 stores the secret key,
the Integrity key, the operator identifier, data in the middle
of a transmission, and the like, which are received.

(Communication Method)

[0035] Next, a communication method in accordance
with the first embodiment is described with reference to
Fig. 2.

[0036] First, the access point 20 stores the identifier

(e.g., an operator identifier A) which uniquely identifies
the apparatus controlling the radio access system
(S101), and the switch apparatus 30 (e.g., a P-CSCF
30a) stores the identifier (e.g., an operator identifier B)
which uniquely identifies the apparatus controlling the
switch apparatus (S102).

[0037] Next, the mobile station 10 performs the au-
thentication with the access point 20 located on the radio
access system, so as to exchange the secret key and
the integrity key (S103). At this time, the access point 20
transmits the operator identifier A to the mobile station
10, and the mobile station 10 stores the operator identifier
A.

[0038] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to be used in a radio zone
(S104). Here, the secured connection is established be-
tween the mobile station 10 and the access point 20 lo-
cated on the radio access system.

[0039] Subsequently, the mobile station 10 transmits
an operator identifier request to the P-CSCF 30a (S105),
and the P-CSCF 30a transmits an operator identifier re-
sponse, including the operator identifier B, to the mobile
station 10 (S106). Thereafter, the mobile station 10 judg-
es whether or not to establish the secured connection
between the mobile station 10 and the switch apparatus
30 by comparing the operatoridentifier A and the operator
identifier B (S107). Here, when the operator identifier A
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and the operator identifier B are the same, the mobile
station 10 judges that the apparatus controlling the radio
access system, and the switch apparatus 30 are the
same. Thus, the mobile station 10 judges that establish-
ing the secured connection between the mobile station
10 and the switch apparatus 30 is unnecessary. Inciden-
tally, the following processes described herein below are
performed when the connection is unnecessary. When
the connection is necessary, the connection is estab-
lished by performing the same procedure as a conven-
tional procedure.

[0040] Further, the mobile station 10 transmits a user
ID, an authentication request, an IPsec unnecessary no-
tification, and the like to the P-CSCF 30a so as to perform
the SIP registration (S108), Next, the P-CSCF 30a trans-
mits the user ID, the authentication request, and the like
to the S-CSCF 30b so as to perform the SIP registration
(S109), and the S-CSCF 30b transmits a random
number, a secret key, an integrity key, and the like to the
P-CSCF 30a so as to perform an authentication chal-
lenge (S110). Subsequently, the P-CSCF 30a stores the
secret key and the integrity key (S111).

[0041] Next, the P-CSCF 30a transmits the random
number, an IPsec unnecessary reception response, and
the like to the mobile station 10 so as to perform the
authentication challenge (S112). Thereafter, the mobile
station 10 transmits the user ID, a challenge response,
and the like to the P-CSCF 30a so as to perform the SIP
registration (S113), and the P-CSCF 30a transmits the
user ID, the challenge response, and the validity of the
IPsec secret and the integrity to the S-CSCF 30b so as
to perform the SIP registration (S114). Next, the S-CSCF
30b transmits the validity of the authentication to the P-
CSCF 30a (S115), and the P-CSCF 30a transmits the
validity of the authentication to the mobile station 10.

(Operation and effects)

[0042] In accordance with the communication system,
the mobile station 10, and the communication method
according to the first embodiment, the mobile station 10
judges whether or not to establish the secured connec-
tion between the mobile station 10 and the switch appa-
ratus 30, by comparing the identifier (e.g., the operator
identifier A) which uniquely identifies the apparatus con-
trolling the radio access system and the identifier (e.g.,
the operator identifier B) which uniquely identifies the ap-
paratus controlling the switch apparatus. When the op-
erator identifier A and the operator identifier B are the
same, the secured connection is already established be-
tween the access point 20 located on the radio access
system and the switch apparatus 30. Accordingly, the
mobile station 10 judges that establishing a new connec-
tion Is unnecessary.

[0043] Therefore, in accordance with the communica-
tion system, the mobile station 10, and the communica-
tion method according to the first embodiment, it is pos-
sible to skip an encryption process of the IMS and to
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eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

<Second Embodiment>

[0044] In the first embodiment, the mobile station 10
compares the operator identifier stored by the access
point 20 and the operator identifier stored by the switch
apparatus 30; however, in a second embodiment, a de-
scription is given for an example in which a comparison
Is made using an operator identifier list stored by the
mobile station 10 and, thereby, the mobile station 10 judg-
es whether or not to establish a connection.

(Communication System)

[0045] As shown in Fig. 3, a communication system
according to the second embodiment includes a mobile
station 10, an access point 20 (e.g., a base station) lo-
cated on a radio access system, and a switch apparatus
30 (e.g., an IMS apparatus) connected to the radio ac-
cess system. In this communication system, it is as-
sumed that a secured (a secret/an integrity) connection
is established between the mobile station 10 and the ac-
cess point 20.

[0046] The access point 20 stores an identifier (e.g.,
an operator identifier A) which uniquely identifies an ap-
paratus controlling a radio access system. Further, the
switch apparatus 30 stores an identifier (e.g., an operator
identifier B) which uniquely identifiers an apparatus con-
trolling the switch apparatus.

[0047] As shown in Fig. 3, the mobile station 10 in-
cludes a communication unit 11, an authentication unit
12, a judgment unit 13, a registering unit 14, a data stor-
age unit 15, and an identifier list storage unit 16.

[0048] The identifier list storage unit 16 stores an iden-
tifier list being a combination of the identifier which
uniquely identifies the apparatus controlling the radio ac-
cess system (access point 20), in which a security is en-
sured or not ensured, and the identifier which uniquely
identifies the apparatus controlling the switch apparatus
30. Here, "the security is ensured" means that appara-
tuses (the access point 20, the switch apparatus 30) mak-
ing a communication, and a transmission path connect-
ing the both apparatuses are physically secured.
[0049] As shown in Fig. 4, the operator identifier list
can be set that the security is ensured even when the
operator identifier (e.g., an operator Y) of the radio access
system (the access point 20) and the operator identifier
(e.g., an operator X) of the switch apparatus 30 are not
the same, and that a new security connection (IPsec) is
unnecessary.

[0050] The judgment unit 13 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. More specifically,
the judgment unit 13 judges whether or not to establish
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the connection by comparing the identifier list with the
identifier (e.g., an operator identifier A) which uniquely
identifies the apparatus controlling the radio access sys-
tem, and the identifier (e.g., an operator identifier B)
which uniquely identifies the apparatus controlling the
switch apparatus 30.

[0051] The communication unit 11, the authentication
unit 12, the registering unit 14, and the data storage unit
15 are the same as those of the first embodiment, so that
further description thereof is omitted herein.

(Communication Method)

[0052] Next,acommunication method accordingtothe
second embodiment is described with reference to Fig. 5.
[0053] First, the mobile station 10 stores the operator
identifier list (S201); the access point 20 stores the iden-
tifier (e.g., an operator identifier A) which uniquely iden-
tifies the apparatus controlling the radio access system
(S202); and the switch apparatus 30 (e.g., an P-CSCF
30a) stores the identifier (e.g., an operator identifier B)
which uniquely identifies the apparatus controlling the
switch apparatus (S203).

[0054] Next, the mobile station 10 performs an authen-
tication with the access point 20 located on the radio ac-
cess system, so as to exchange the secret key and the
integrity key (S204). At this time, the access point 20
transmits the operator identifier A to the mobile station
10, and the mobile station 10 stores the operator identifier
A.

[0055] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to be used in a radio zone
(S205). Here, the secured connection is established be-
tween the mobile station 10, and the access point 20
located on the radio access system.

[0056] Next, the mobile station 10 transmits an oper-
ator identifier request to the P-CSCF 30a (S206), and
the P-CSCF 30a transmits an operator identifier re-
sponse, including the operator identifier B, to the mobile
station 10 (S207). Thereafter, the mobile station 10 judg-
es whether or not to establish the secured connection
between the mobile station 10 and the switch apparatus
30 by comparing the identifier list with the operator iden-
tifier A and the operator identifier B (S208). Here, for ex-
ample, the mobile station 10 refers to the identifier list
shown in Fig. 4. When the operator identifier A is "oper-
ator Y" and when the operator identifier B is "operator
X", the mobile station 10 judges that the security is en-
sured so that a new security connection (IPsec) is un-
necessary. Incidentally, the processes described herein
below are performed when it is Judged that the connec-
tion is unnecessary, when the connection is necessary,
the connection is established by performing the same
procedure as a conventional procedure.

[0057] Meanwhile, processes of steps S209 to S217
are the same as those of steps S108 to S116 shown in
Fig. 2, so that further description thereof is omitted.
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(Operation and effects)

[0058] Inaccordance with the communication system,
the mobile station 10, and the communication method
according to the second embodiment, the mobile station
10 judges whether or not to establish the secured con-
nection between the mobile station 10 and the switch
apparatus 30 by comparing the operator identifier list with
the identifier (e.g., the operatoridentifier A) which unique-
ly identifies the apparatus controlling the radio access
system and the identifier (e.g., the operator identifier B)
which uniquely identifies an apparatus controlling a
switch apparatus (e.g., refer to Fig. 4).

[0059] Therefore, in accordance with the communica-
tion system, the mobile station 10, and the communica-
tion method according to the second embodiment, it is
possible to skip an encryption process of the IMS and to
eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

[0060] Further, in the second embodiment, it is possi-
ble to arbitrarily rewrite the operator identifier list, and to
flexibly judge whether an establishment of a connection
is existed.

<Third Embodiment>

[0061] In the first embodiment, the mobile station 10
compares the operator identifier stored by the access
point 20 and the operator identifier stored by the switch
apparatus 30; however, in a third embodiment, a descrip-
tion is given for an example in which the mobile station
10 stores an identifier which uniquely identifies an appa-
ratus controlling the switch apparatus 30, and compares
this identifier with an operator identifier stored by the ac-
cess point 20, and thereby, the mobile station 10 judges
whether or not to establish a connection.

(Communication System)

[0062] As shownin Fig. 6, a communication system in
accordance with the third embodiment includes a mobile
station 10, an access point 20 (e.g., a base station) lo-
cated on a radio access system, and a switch apparatus
30 (e.g., an IMS apparatus) connected to the radio ac-
cess system. In this communication system, it is as-
sumed that a secured (a secret/an integrity) connection
is established between the mobile station 10 and the ac-
cess point 20.

[0063] The access point 20 stores an identifier (e.g.,
an operator identifier A) which uniquely identifies an ap-
paratus controlling the radio access system.

[0064] As shown in Fig. 6, the mobile station 10 in-
cludes a communication unit 11, an authentication unit
12, a judgment unit 13, a registering unit 14, a data stor-
age unit 15, and an identifier storage unit 17.

[0065] The identifier storage unit 17 stores the identi-
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fier (e.g., an operator identifier C) which uniquely identi-
fies the apparatus controlling the switch apparatus 30.
[0066] The judgment unit 13 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. To be more pre-
cise, the judgment unit 13 judges whether or not to es-
tablish the connection by comparing the identifier (e.g.,
an operator identifier C) stored by the identifier storage
unit 17 and the identifier (e.g., an operator identifier A)
which uniquely identifies the apparatus controlling the
radio access system.

[0067] The communication unit 11, the authentication
unit 12, the registering unit 14, and the data storage unit
15 are the same as those of the first embodiment, so that
further description thereof is herein omitted.

(Communication Method)

[0068] Next, a communication method in accordance
with the third embodiment is described with reference to
Fig. 7.

[0069] First, the mobile station 10 stores the identifier

(e.g., the operator identifier C) which uniquely identifies
the apparatus controlling the switch apparatus 30 (S301),
and the access point 20 stores the identifier (e.g., the
operator identifier A) which uniquely identifies the appa-
ratus controlling the radio access system (S302).
[0070] Next, the mobile station 10 performs an authen-
tication with the access point 20 located on the radio ac-
cess system, so as to exchange a secret key and an
integrity key (S303). At this time, the access point 20
transmits the operator identifier A to the mobile station
10, and the mobile station 10 stores the operator identifier
A.

[0071] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to be used in a radio zone
(S304). Here, the secured connection is established be-
tween the mobile station 10, and the access point 20
located on the radio access system.

[0072] Subsequently, the mobile station 10 judges
whether or not to establish the secured connection be-
tween the mobile station 10 and the switch apparatus 30
by comparing the operator identifier C and the operator
identifier A (S305). Here, when the operator identifier C
and the operator identifier A are the same, the mobile
station 10 judges that the apparatus controlling the radio
access system, and the apparatus controlling the switch
apparatus 30 are the same, so that the mobile station 10
judges that establishing the secured connection is un-
necessary. Incidentally, the processes described herein
below are performed whenitis judged that the connection
is unnecessary, when the connection is necessary, the
connection is established by performing the same pro-
cedure as a conventional procedure.

[0073] Meanwhile, processes of steps S306 to S314
are the same as those of steps S108 to S116 shown in
Fig. 2, so that further description thereof is omitted.



13 EP 1976 199 A1 14

(Operation and effects)

[0074] In accordance with the communication system,
the mobile station 10, and the communication method
according to the third embodiment, the mobile station 10
judges whether or not to establish the secured connec-
tion between the mobile station 10 and the switch appa-
ratus 30 by comparing the identifier (e.g., the operator
identifier C) which uniquely identifies the apparatus con-
trolling the switch apparatus stored in the mobile station
and the identifier (e.g., the operator identifier A) which
uniquely identifies the apparatus controlling the radio ac-
cess system.

[0075] Therefore, in accordance with the communica-
tion system, the mobile station 10, and the communica-
tion method according to the third embodiment, it is pos-
sible to skip an encryption process of the IMS and to
eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

[0076] Further, in comparison with the first embodi-
ment, in the third embodiment, it is unnecessary to re-
ceive the operator identifier from the switch apparatus
30, soitis possible to shorten the time of the connection
delay and reduce the process load on the mobile station
and the switch apparatus, even more.

<Fourth Embodiment>

[0077] In the first embodiment, the mobile station 10
compares the operator identifier stored by the access
point 20 and the operator identifier stored by the switch
apparatus 30; however, in a fourth embodiment, a de-
scription is given for an example in which, in addition to
the above comparison, algorithms are compared to judge
whether or not to establish a connection.

(Communication System)

[0078] As shown in Fig. 8, a communication system
according to the fourth embodiment includes a mobile
station 10, an access point 20 (e.g., a base station) lo-
cated on a radio access system, and a switch apparatus
30 (e.g., an IMS apparatus) connected to the radio ac-
cess system. In this communication system, it is as-
sumed that a secured (a secret/an integrity) connection
is established between the mobile station 10 and the ac-
cess point 20.

[0079] The access point 20 stores an identifier (e.g.,
an operator identifier A) which uniquely identifies an ap-
paratus controlling a radio access system. Further, the
switch apparatus 30 stores an identifier (e.g., an operator
identifier B) which uniquely identifies an apparatus con-
trolling the switch apparatus.

[0080] As shown in Fig. 8, the mobile station 10 in-
cludes a communication unit 11, an authentication unit
12, a judgment unit 13, a registering unit 14, a data stor-
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age unit 15, and an algorithm storage unit 18.

[0081] As shown in Fig. 9, the algorithm storage unit
18 stores, as a radio zone algorithm list, a secured algo-
rithm used in the radio system or a non-secured algorithm
used in the radio access system. As shown in Fig. 9, for
example, in the radio zone, when a secret is an AES and
when an integrity algorithm is an SHA-1, a security is
ensured, and a new security connection (IPsec) is set to
be unnecessary.

[0082] The judgment unit 13 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. To be more pre-
cise, the judgment unit 13 judges whether or not to es-
tablish the connection by comparing the identifier (e.g.,
an operator identifier A) which uniquely identifies the ap-
paratus controlling the radio access system and the iden-
tifier (e.g., an operator identifier B) which uniquely iden-
tifies the apparatus controlling the switch apparatus, and
by comparing the algorithm used in the radio access sys-
tem, and the algorithm list.

[0083] The communication unit 11, the authentication
unit 12, the registering unit 14, and the data storage unit
15 are the same as those of the first embodiment, so that
further description thereof is herein omitted.

(Communication Method)

[0084] Next, a communication method in accordance
with the fourth embodiment is described with reference
to Fig. 10.

[0085] First, the mobile station 10 stores a radio zone
algorithm list (S401); the access point 20 stores the iden-
tifier (e.g., an operator identifier A) which uniquely iden-
tifies the apparatus controlling the radio access system
(S402); and the switch apparatus 30 stores the identifier
(e.g., an operator identifier B) which uniquely identifies
the apparatus controlling the switch apparatus 30 (S403).
[0086] Next, the mobile station 10 performs an authen-
tication with the access point 20 located on the radio ac-
cess system, so as to exchange that a secret key and an
integrity key (S404). At this time, the access point 20
transmits the operator identifier A to the mobile station
10, and the mobile station 10 stores the operatoridentifier
A.

[0087] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to use In the radio zone
(S405). Here, the secured connection is established be-
tween the mobile station 10 and the access point 20 lo-
cated on the radio access system.

[0088] Next, the mobile station 10 transmits an oper-
ator identifier request to the P-CSCF 30a (S406), and
the P-CSCF 30a transmits an operator identifier re-
sponse, including the operator identifier B, to the mobile
station 10 (S407). Thereafter, the mobile station 10 com-
pares the operator identifier A and the operator identifier
B (S408). Subsequently, the mobile station 10 compares
the algorithm used in the radio access system and the
algorithm list (S409). Here, when the operator identifier
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A and the operator identifier B are the same, and also
when the algorithm used in the radio access system is
set so as unnecessary an IPsec in the algorithm list, the
mobile station 10 judges that establishing the secured
connection is unnecessary. Incidentally, the processes
described herein below are performed when it is judged
that the connection is unnecessary, when the connection
is necessary, the connection is established by performing
the same procedure as a conventional procedure.
[0089] Meanwhile, processes of steps S410 to S418
are the same as those of steps S108 to S116 shown in
Fig. 2, so that further description thereof is omitted.

(Operation and effects)

[0090] In accordance with the communication system,
the mobile station 10, and the communication method
according to the fourth embodiment, the mobile station
10 judges whether or not to establish the secured con-
nection between the mobile station 10 and the switch
apparatus 30 by comparing the identifier (e.g., the oper-
ator identifier A) which uniquely identifies the apparatus
controlling the radio access system, and the identifier
(e.g., the operator identifier B) which uniquely identifies
the apparatus controlling the switch apparatus, and by
comparing the algorithm used in the radio access system
and the algorithm list, and thereby.

[0091] Therefore, in accordance with the communica-
tion system, the mobile station 10, and the communica-
tion method according to the fourth embodiment, itis pos-
sible to skip an encryption process of the IMS and to
eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

[0092] Further, in the fourth embodiment, algorithms
in the radio zone are compared, so that when a strong
security connection is established, a finer control be-
comes possible in such a way that a new connection is
not established between the mobile station 10 and the
switch apparatus 30.

<Fifth Embodiment>

[0093] In the second embodiment, the mobile station
10 compares the operator identifier stored by the access
point 20, the operator identifier stored by the switch ap-
paratus 30, and the operator identifier list; however, in a
fifth embodiment, a description is given for an example
in which, in addition to the above comparison, algorithms
are compared to judge whether or not to establish a con-
nection.

(Communication System)
[0094] As shown in Fig. 11, a communication system

according to the fifth embodiment includes a mobile sta-
tion 10, an access point 20 (e.g., a base station) located
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on a radio access system, and a switch apparatus 30
(e.g., an IMS apparatus) connected to the radio access
system. In this communication system, itis assumed that
a secured (a secret/an integrity) connection is estab-
lished between the mobile station 10 and the access point
20.

[0095] The access point 20 stores an identifier (e.g.,
an operator identifier A) which uniquely identifies an ap-
paratus controlling a radio access system. Further, the
switch apparatus 30 stores an identifier (e.g., an operator
identifier B) which uniquely identifies an apparatus con-
trolling the switch apparatus.

[0096] As shown in Fig. 11, the mobile station 10 in-
cludes a communication unit 11, an authentication unit
12, a judgment unit 13, a registering unit 14, a data stor-
age unit 15, an identifier list storage unit 16, and an al-
gorithm list storage unit 18.

[0097] The judgment unit 13 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. To be more pre-
cise, the judgment unit 13 judges whether or not to es-
tablish the connection by comparing an identifier list with
the identifier (e.g., an operator identifier A) which unique-
ly identifies the apparatus controlling the radio access
system, and the identifier (e.g., an operator identifier B)
which uniquely identifies the apparatus controlling the
switch apparatus; and by comparing the algorithm used
in the radio access system and an algorithm list.

[0098] The identifier list storage unit 16 is the same as
that of the second embodiment so that further description
thereof is herein omitted. In addition, the algorithm stor-
age unit 18 is the same as that of the fourth embodiment
so that further description thereof is herein omitted.
[0099] The communication unit 11, the authentication
unit 12, the registering unit 14, and the data storage unit
15 are the same as those of the first embodiment, so that
further description thereof is herein omitted.

(Communication Method)

[0100] Next, a communication method in accordance
with the fifth embodiment is described with reference to
Fig. 12.

[0101] First, the mobile station 10 stores a radio zone
algorithm list (S501), and the operator identifier list
(S502). Further, the access point 20 stores the identifier
(e.g., an operator identifier A) which uniquely identifies
the apparatus controlling the radio access system
(S503), and the switch apparatus 30 stores the identifier
(e.g., an operator identifier B) which uniquely identifies
the apparatus controlling the switch apparatus 30 (S504).
[0102] Next, the mobile station 10 performs an authen-
tication with the access point 20 located on the radio ac-
cess system, so as to exchange a secret key and an
integrity key (S505). At this time, the access point 20
transmits the operator identifier A to the mobile station
10, and the mobile station 10 stores the operatoridentifier
A.
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[0103] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to be used in the radio
zone (S506). Here, the secured connection is established
between the mobile station 10 and the access point 20
located on the radio access system.

[0104] Next, the mobile station 10 transmits an oper-
ator identifier request to the P-CSCF 30a (S507), and
the P-CSCF 30a transmits an operator identifier re-
sponse, including an operator identifier B, to the mobile
station 10 (S508). Thereafter, the mobile station 10 com-
pares the operator identifier list with the operator identifier
A, and the operator identifier B (S509). Subsequently,
the mobile station 10 compares the algorithm used in the
radio access system and the algorithm list (S510). Here,
when a combination of the operator identifier A and the
operator identifier B is set so as unnecessary an IPsec
in the operator identifier list, and also when the algorithm
used inthe radio access systemis set so as unnecessary
an IPsecin the algorithm list, the mobile station 10 judges
that establishing the secured connection is unnecessary.
Incidentally, the processes described herein below are
performed when it is judged that the connection is un-
necessary, when the connection is necessary, the con-
nection is established by performing the same procedure
as a conventional procedure.

[0105] Meanwhile, processes of steps S511 to S519
are the same as those of steps S108 to S116 shown in
Fig. 2, sothat further description thereofis herein omitted.

(Operation and effects)

[0106] In accordance with the communication system,
the mobile station 10, and the communication method
according to the fifth embodiment, the mobile station 10
judges whether or not to establish the secured connec-
tion between the mobile station 10 and the switch appa-
ratus 30 by comparing the operator identifier list with the
identifer (e.g., the operator identifier A) which uniquely
identifies the apparatus controlling the radio access sys-
tem, and the identifier (e.g., the operator identifier B)
which uniquely identifies the apparatus controlling the
switch apparatus, and by comparing the algorithm used
in the radio access system and the algorithm list.
[0107] Therefore, in accordance with the communica-
tion system, the mobile station 10, and the communica-
tion method according to the fifth embodiment, it is pos-
sible to skip an encryption process of the IMS and to
eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

[0108] Further, in the fifth embodiment, it is possible
to arbitrarily rewrite the operator identifier, and to flexibly
judge whether an establishment of a connection is exist-
ed. In addition, algorithms in the radio zone are com-
pared, so that when a strong security connection is es-
tablished, a finer control becomes possible in such a way
that a new connection is not established between the

10

15

20

25

30

35

40

45

50

55

10

mobile station 10 and the switch apparatus 30.
<Sixth Embodiment>

[0109] In the third embodiment, the mobile station 10
stores the identifier which uniquely identifies the appa-
ratus controlling the switch apparatus 30, and compares
this identifier with an operator identifier that switch appa-
ratus 30 stores; however, in a sixth embodiment, a de-
scription is given for an example in which, in addition to
the above comparison, an algorithm list is compared to
judge whether or not to establish a connection.

(Communication System)

[0110] As shown in Fig. 13, a communication system
according to the sixth embodimentincludes a mobile sta-
tion 10, an access point 20 (e.g., a base station) located
on a radio access system, and a switch apparatus 30
(e.g., an IMS apparatus) connected to the radio access
system. In this communication system, Itis assumed that
a secured (a secret/an integrity) connection is estab-
lished between the mobile station 10 and the access point
20.

[0111] The access point 20 stores an identifier (e.g.,
an operator identifier A) which uniquely identifies an ap-
paratus controlling the radio access system.

[0112] As shown in Fig. 13, the mobile station 10 in-
cludes a communication unit 11, an authentication unit
12, a judgment unit 13, a registering unit 14, a data stor-
age unit 15, an identifier storage unit 17, and an algorithm
list storage unit 18.

[0113] The judgment unit 13 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. To be more pre-
cise, the judgment unit 13 judges whether or not to es-
tablish the connection by comparing an identifier (e.g.,
an operator identifier C) stored by the identifier storage
unit 17 and the identifier (e.g., an operator identifier A)
which uniquely identifies the apparatus controlling the
radio access system, and by comparing the algorithm
used in the radio access system and the algorithm list.
[0114] The identifier storage unit 17 is the same as that
ofthe third embodiment so that further description thereof
is herein omitted. In addition, the algorithm storage unit
18 is the same as that of the fourth embodiment so that
further description thereof is herein omitted.

[0115] The communication unit 11, the authentication
unit 12, the registering unit 14, and the data storage unit
15 are the same as those of the first embodiment, so that
further description thereof is herein omitted.

(Communication Method)

[0116] Next, a communication method in accordance
with the sixth embodiment is described with reference to
Fig. 14.

[0117] First, the mobile station 10 stores a radio zone
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algorithm list (S601), and the identifier (e.g., an operator
identifier C) which uniquely identifies the apparatus con-
trolling the switch apparatus 30 (S602). Further, the ac-
cess point 20 stores the identifier (e.g., an operator iden-
tifier A) which uniquely identifies the apparatus control-
ling the radio access system (S603).

[0118] Next, the mobile station 10 performs an authen-
tication with the access point 20 located on the radio ac-
cess system, so as to exchange a secret key and an
integrity key (S604). At this time, the access point 20
transmits the operator identifier A to the mobile station
10, and the mobile station 10 stores the operator identifier
A.

[0119] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to be used in a radio zone
(S605). Here, the secured connection is established be-
tween the mobile station 10 and the access point 20 lo-
cated on the radio access system.

[0120] Next, the mobile station 10 compares the oper-
ator identifier C and the operator identifier A (S606). Sub-
sequently, the mobile station 10 compares the algorithm
used in the radio access system and the algorithm list
(S607). Here, when the operator identifier C and the op-
erator identifier A are the same, and also when the algo-
rithm used in the radio access system is set so as un-
necessary an IPsec In the algorithm list, the mobile sta-
tion 10 judges that establishing the secured connection
is unnecessary. Incidentally, the processes described
herein below are performed when it is judged that the
connection is unnecessary, when the connection is nec-
essary, the connection is established by performing the
same procedure as a conventional procedure.

[0121] Meanwhile, processes of steps S608 to S616
are the same as those of steps S108 to S116 shown in
Fig. 2, so that further description thereof is omitted.

(Operation and effects)

[0122] In accordance with the communication system,
the mobile station 10, and the communication method
according to the sixth embodiment, the mobile station 10
judges whether or not to establish the secured connec-
tion between the mobile station 10 and the switch appa-
ratus 30 by comparing the identifier (e.g., the operator
identifier C) which uniquely identifies the apparatus con-
trolling the switch apparatus and the identifier (e.g., the
operator identifier A) which uniquely identifies the appa-
ratus controlling the radio access system, and by com-
paring the algorithm used in the radio access system and
the algorithm list.

[0123] Therefore, in accordance with the communica-
tion system, the mobile station 10, and the communica-
tion method according to the sixth embodiment, it is pos-
sible to skip an encryption process of the IMS and to
eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.
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[0124] Further, in the sixth embodiment, it is unneces-
sary to receive an operator identifier from the switch ap-
paratus 30, so it is possible to shorten the time of a con-
nection delay and reduce the process load on a mobile
station and a switch apparatus, even more. In addition,
in the sixth embodiment, algorithms in the radio zone are
compared, so that when a strong security connection is
established, a finer control becomes possible in such a
way that a new connection is not established between
the mobile station 10 and the switch apparatus 30.

<Seventh Embodiment>

[0125] Inaseventh embodiment, a description is given
foran example in which a switch apparatus stores arange
of IP addresses thatits own radio access system assigns,
and compares it with the IP address of a mobile station,
and thereby judges whether or not to establish a connec-
tion.

(Communication System)

[0126] As shown in Fig. 15, a communication system
according to the seventh embodiment includes a mobile
station 10, an access point 20 (e.g., a base station) lo-
cated on a radio access system, and a switch apparatus
30 (e.g., an IMS apparatus) connected to the radio ac-
cess system. In this communication system, it is as-
sumed that a secured (a secret/an integrity) connection
is established between the mobile station 10 and the ac-
cess point 20.

[0127] As shown in Fig. 15, the switch apparatus 30
includes a communication unit 31, an authentication unit
32, ajudgment unit 33, a registering unit 34, a data stor-
age unit 35, and an address list storage unit 36.

[0128] The communication unit 31 performs commu-
nication with the mobile station 10 so as to perform trans-
misslon/reception of an IP address, a user ID, an authen-
tication request, and signals of various kinds.

[0129] The authentication unit 32 performs an authen-
tication between the mobile station 10 and the switch
apparatus 30.

[0130] The judgment unit 33 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. To be more pre-
cise, the judgment unit 33 judges whether or not to es-
tablish the connection by comparing the address of the
mobile station 10 transmitted from the mobile station 10
and an address list stored by the address list storage unit
36.

[0131] The registering unit 34 performs an SIP regis-
tration on the mobile station 10.

[0132] The data storage unit 35 stores IP addresses,
data in the middle of a transmission, and the like, which
have been received.

[0133] As shown in Fig. 16, the address list storage
unit 36 stores the address list indicating the range of IP
addresses that the radio access system on which the
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switch apparatus 30 is located to assigns.
(Communication Method)

[0134] Next, a communication method in accordance
with the seventh embodiment is described with reference
to Fig. 17. It is assumed that the switch apparatus 30
stores an IP address list.

[0135] First, the mobile station 10 performs the authen-
tication with the access point 20 located on the radio ac-
cess system, so as to exchange a secret key and an
integrity key (S701).

[0136] Next, the mobile station 10 stores an algorithm
for the secret and the integrity to be used in a radio zone
(S702). Here, the secured connection is established be-
tween the mobile station 10, and the access point 20
located on the radio access system.

[0137] Thereafter, the mobile station 10 transmits the
user ID, the authentication request, the IPsec security
association, and the like to the P-CSCF 30a so as to
perform the SIP registration (S703). Next, the P-CSCF
30a transmits an IPsec necessary/unnecessary ac-
knowledgement request, including the IP address, to the
mobile station 10 (S704).

[0138] Next, the judgment unit 33 judges whether or
not to establish the secured connection between the mo-
bile station 10 and the switch apparatus 30 (S705). To
be more precise, the judgment unit 33 judges whether or
not to establish the connection by comparing the address
of the mobile station 10 transmitted from the mobile sta-
tion 10 and the IP address list stored by the address list
storage unit 36. Forexample, the judgment unit 33 judges
that the IP address of the mobile station transmitted from
the mobile station 10 is an IP address that its own radio
access system has assigned, when the IP address is in
an IP address range shown in Fig. 16, and judges that
establishing the secured connection is unnecessary.
[0139] Thereafter, the judgment unit 33 transmits a re-
sponse, notifying that IPsec is unnecessary, to the P-
CSCF 30a (S706). Incidentally, the processes described
herein below are performed when it is judged that the
connection is unnecessary, when the connection is nec-
essary, the connection is established by performing the
same procedure as a conventional procedure.

[0140] Meanwhile, processes of steps S707 to S714
are the same as those of steps S109 to S116 shown in
Fig. 2, so that further description thereof is omitted.

(Operation and effects)

[0141] Inaccordance with the communication system,
the switch apparatus 30, and the communication method
according to the seventh embodiment, the switch appa-
ratus 30 compares the address of the mobile station 10
and the IP address list stored by the address list storage
unit 36, and thereby judges whether or not to establish
the secured connection between the mobile station 10
and the switch apparatus 30. When the address of the
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mobile station 10 is included In the address list, the se-
cured connection is already established between the mo-
bile station 10 and the switch apparatus 30, so that it is
judged that establishing a new connection is unneces-
sary.

[0142] Therefore, in accordance with the communica-
tion system, the switch apparatus 30, and the communi-
cation method according to the seventh embodiment, it
is possible to skip an encryption process of the IMS and
to eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

<Eighth Embodiment>

[0143] Inthe seventh embodiment, the switch appara-
tus 30 compares the address of the mobile station 10
and the address list; however, in an eighth embodiment,
a description is given for an example in which, in addition
to the above comparison, algorithm lists are compared
to judge whether or not to establish a connection.

(Communication System)

[0144] As shown in Fig. 18, a communication system
according to the eighth embodiment includes a mobile
station 10, an access point 20 (e.g., a base station) lo-
cated on a radio access system, and a switch apparatus
30 (e.g., an IMS apparatus) connected to the radio ac-
cess system. In this communication system, It is as-
sumed that a secured (a secret/an integrity) connection
is established between the mobile station 10 and the ac-
cess point 20.

[0145] As shown in Fig. 18, the switch apparatus 30
includes a communication unit 31, an authentication unit
32, ajudgment unit 33, a registering unit 34, a data stor-
age unit 35, an address list storage unit 36, and an algo-
rithm list storage unit 37.

[0146] The judgment unit 33 judges whether or not to
establish the secured connection between the mobile
station 10 and the switch apparatus 30. To be more pre-
cise, the judgment unit 33 judges whether or not to es-
tablish the connection by comparing the address of the
mobile station 10 transmitted from the mobile station 10,
and an address list, and by comparing the algorithm used
in the radio access system and the algorithm list.
[0147] The communication unit 31, the authentication
unit 32, the registering unit 34, the data storage unit 35,
and the address list storage unit 36 are the same as those
of the seventh embodiment, so that description thereof
is herein omitted. In addition, the algorithm storage unit
37 is the same as that of the fourth embodiment so that
further description thereof is herein omitted.

(Communication Method)

[0148] Next, a communication method in accordance
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with the eighth embodiment is described with reference
to Fig. 19. It is assumed that the switch apparatus 30
stores an IP address list and a radio zone algorithm list.
[0149] Meanwhile, processes of steps S801 to S804
are the same as those of steps S701 to S704 shown in
Fig. 17, so that further description thereof is omitted.
[0150] The Judgment unit 33 judges whether or not to
establish a secured connection between the mobile sta-
tion 10 and the switch apparatus 30 (S805 and S806).
To be more precise, the judgment unit 33 compares the
address of the mobile station 10 transmitted from the
mobile station 10 and the IP address list stored by the
address list storage unit 36 (S805). Next, the judgment
unit 33 compares the algorithm used in the radio access
system, and the radio zone algorithm list (S806). Here,
when the IP address of the mobile station 10 corresponds
to the IP address list and also when an algorithm used
in the radio access system is set so as not to need an
IPsec in the radio zone algorithm list, the switch appara-
tus 30 judges thatitis unnecessary to establish a secured
connection. Incidentally, the following processes are
those in the case where it is judged that establishing the
connection is unnecessary, but when a connection is
necessary, it is established in the same procedure as a
conventional procedure.

[0151] Meanwhile, processes of steps S807 to S815
are the same as those of steps S706 to S714 shown in
Fig. 17, so that further description thereof is omitted.
[0152] In accordance with the communication system,
the switch apparatus 30, and the communication method
according to the eighth embodiment, the switch appara-
tus 30judges whether or not to establish a secured con-
nection between the mobile station 10 and the switch
apparatus 30 by comparing the address of the mobile
station 10 and the IP address list, and by comparing the
algorithm used in the radio access system, and the radio
zone algorithm list.

[0153] Therefore, in accordance with the communica-
tion system, the switch apparatus 30, and the communi-
cation method according to the eighth embodiment, it is
possible to skip an encryption process of the IMS and to
eliminate an unnecessary encryption process. There-
fore, it is possible to shorten the time of a connection
delay and to reduce a process load on the mobile station
and the network.

[0154] In addition, in the eighth embodiment, algo-
rithms in the radio zone are compared, so that when a
strong security connection is established, a finer control
becomes possible in such a way that a new connection
is not established between the mobile station 10 and the
switch apparatus 30.

<Other Embodiment>

[0155] The presentinvention has been set forth in the
above described embodiments. But it should not be un-
derstood that the discussion and the drawings constitut-
ing a part of this disclosure are interpreted to limit the
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present invention. It is apparent to those skilled in the art
that various alternatives, modifications, and the practices
can be achieved based on this disclosure.

[0156] For example, in the description of the first to
sixth embodiments, the identifier which uniquely identi-
fies the apparatus controlling the radio access system,
and the identifier which uniquely identifies the apparatus
controlling the switch apparatus have been compared,
but the identifier which uniquely identifies the radio ac-
cess system, and the identifier which uniquely identifies
the switch apparatus may be compared.

[0157] Further, in the description of the seventh and
eight embodiments, the judgment unit 33, the address
list storage unit 36, the algorithm list storage unit 37, and
the like are located on one switch apparatus 30, but each
of these units may be located on an apparatus other than
the switch apparatus.

[0158] As described above, the present invention nat-
urally includes various embodiments and the like which
are not herein described. Accordingly, the scope of the
present invention is indicated only by the appended
claims being relevant to the foregoing description.

[Industrial Applicability]

[0159] In accordance with the present invention, it is
possible to provide a communication system, a mobile
station, a switch apparatus, and a communication meth-
od, which can shorten a time of delay in connecting the
mobile station and a network, and can reduce a process
load on the mobile station and the network.

Claims

1. A communication system for establishing a secured
first connection between a mobile station and an ac-
cess point located on a radio access system, com-
prising:

a judgment unit configured to judge whether or
not to establish a secured second connection
between the mobile station and a switch appa-
ratus connected to the radio access system.

2. The communication system according to claim 1,
wherein
the judgment unit is configured to judge whether or
not to establish the secured second connection, by
comparing an identifier which is received from the
access point and which uniquely identifies an appa-
ratus controlling the radio access system, and an
identifier which is received from the switch apparatus
and which uniquely identifies an apparatus control-
ling the switch apparatus.

3. Thecommunication system according to claim 1, fur-
ther comprising:
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an identifier list storage unit configured to store
an identifier list which is a combination of an
identifier which is received from the access point
and which uniquely identifies an apparatus con-
trolling the radio access system, and an identifier
which uniquely identifies an apparatus control-
ling the switch apparatus; wherein

the judgment unit is configured to judge whether
or not to establish the secured second connec-
tion, by comparing the identifier list, with the
identifier which is received from the access point
and which uniquely identifies the apparatus con-
trolling the radio access system, and the identi-
fier which is received from the switch apparatus
and which uniquely identifies the apparatus con-
trolling the switch apparatus.

The communication system according to claim 1,
wherein the mobile station further comprising an
identifier storage unit configured to store an identifier
which uniquely identifies an apparatus controlling
the switch apparatus, and

the judgment unit is configured to judge whether or
not to establish the secured second connection, by
comparing an identifier which is stored in the identi-
fier storage unit, and an identifier which is received
from the access point and which uniquely identifies
an apparatus controlling the radio access system.

The communication system according to claim 1, fur-
ther comprising an algorithm list storage unit config-
ured to store, as an algorithm list, a secured algo-
rithm used in the radio access system or a non-se-
cured algorithm used in the radio access system,
wherein

the judgment unit is configured to judge whether or
not to establish the secured second connection, by
comparing an identifier which is received from the
access point and which uniquely identifies an appa-
ratus controlling the radio access system, and an
identifier which is received from the switch apparatus
and which uniquely identifies an apparatus control-
ling the switch apparatus, and by comparing the al-
gorithm list and the algorithm used in the radio ac-
cess system.

The communication system according to claim 1, fur-
ther comprising:

an identifier list storage unit configured to store
an identifier list which is a combination of an
identifier which is received from the access point
and which uniquely identifies an apparatus con-
trolling the switch apparatus, and an identifier
which uniquely identifies an apparatus control-
ling the switch apparatus; and

algorithm list storage unit configured to store, as
an algorithm list, a secured algorithm used In
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the radio access system or a non-secured algo-
rithm used In the radio access system, wherein
the judgment unit is configured to judge whether
or not to establish the secured second connec-
tion, by comparing the identifier which is re-
ceived from the access point and which uniquely
identifies an apparatus controlling the radio ac-
cess system, the identifier which is received
from the switch apparatus and which uniquely
identifies an apparatus controlling the switch ap-
paratus, and the identifier list, and by comparing
the algorithm list and the algorithm used in the
radio access system.

7. The communication system according to claim 1,

wherein the mobile station further comprising:

an identifier storage unit configured to store an
identifier which uniquely identifies an apparatus
controlling the switch apparatus; and

an algorithm list storage unit configured to store,
as an algorithm list, a secured algorithm used in
the radio access system or a non-secured algo-
rithm used in the radio access system; wherein
the judgment unit is configured to judge whether
or not to establish the secured second connec-
tion, by comparing an identifier which is stored
in the identifier storage unit, and an identifier
which is received from the access point and
which uniquely identifies an apparatus control-
ling the radio access system, and by comparing
the algorithm list and the algorithm used in the
radio access system.

8. The communication system according to claim 1, fur-

ther comprising:

an address list storage unit configured to store
an address list which indicates a range of an
address assigned by the radio access system
on which the switch apparatus is located; where-
in

the judgment unit is configured to judge whether
or not to establish the secured second connec-
tion, by comparing the address list and an ad-
dress of the mobile station which is transmitted
from the mobile station.

9. Thecommunication system according to claim 1, fur-

ther comprising:

an address list storage unit configured to store
an address list which indicates a range of an
address assigned by the radio access system
on which the switch apparatus is located; and

an algorithm list storage unit configured to store,
as an algorithm list, a secured algorithm used in
the radio access system or a non-secured algo-
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rithm used in the radio access system on which
the access point is located; wherein

the judgment unit is configured to judge whether
or not to establish the secured second connec-
tion, by comparing the address list and an ad-
dress of the mobile station which is transmitted
from the mobile station, and by comparing the
algorithm list and the algorithm used in the radio
access system on which the access point is lo-
cated.

10. A mobile station for establishing a secured first con-
nection with an access point located on a radio ac-
cess system, comprising:

a judgment unit configured to judge whether or
not to establish a secured second connection
between the mobile station and a switch appa-
ratus connected to the radio access system.

11. Aswitch apparatus connected to a radio access sys-
tem in a communication system for establishing a
secured first connection between a mobile station
and an access point located on the radio access sys-
tem, comprising:

a judgment unit configured to judge whether or
not to establish a secured second connection
between the mobile station and the switch ap-
paratus.

12. A communication method in a communication sys-
tem provided with a mobile station, an access point
located on a radio access system, and a switch ap-
paratus connected to the radio access system, com-
prising:

establishing a first secured connection between
the mobile station and the access point; and
determining whether or not to establish a se-
cured second connection between the mobile
station and the switch apparatus.
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FIG. 3
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