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(54) Railway radio control system

(57) Train control system establishing radio commu-
nication between a plurality of on-train radio control ap-
paratuses moving on a predetermined path and a plural-
ity of ground train radio control units disposed along a
predetermined path, so as to establish parallel simulta-
neous radio communications on a plurality of radio com-
munication channels of various communication frequen-
cies between the plurality of on-train radio communica-
tion apparatuses and the plurality of ground train radio

control units, wherein
one radio communication channel is selected out of the
plurality of radio communication channels to perform an
authentication request and an authentication process,
wherein an encryption key obtained by the authentication
process is used as a common encryption key shared by
the plurality of on-train radio control units to encrypt data
communication between the plurality of on-train radio
control units and the plurality of ground train radio control
units.
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Description

BACKGROUND OF THE INVENTION

Field of the invention

[0001] The present invention relates to the art of real-
izing a stable data communication by establishing a plu-
rality of radio communication channels between a train
and a communication base station, the art of train control
performed via radio and the art of a safe and stable data
communication system using a plurality of radio commu-
nications that adopt a data encryption system of data
transmitted on radio communication channels and a se-
curity authentication technique required for entering the
radio-controlled zone.

Description of the related art

[0002] Communication systems are utilized to perform
train control via a "blocking system" in which only a single
train is accepted to travel within a single section.
[0003] Recently, there are demands to cut down costs
related to the train communication system by introducing
a radio communication system. In the United States and
China, a CBTC (Communication Based Train Control)
system is being introduced to perform train control via
radio communication.
[0004] On the other hand, in Europe, the introduction
of a system called ERTMS/ETCS is started. ERTMS/
ETCS utilizes GSM-R (GSM-Railway) using a GSM net-
work as the radio communication system.
[0005] In a train control system that realizes bidirec-
tional communication of mutual control information be-
tween a ground train control unit of the train and a on-
train control unit of the train performing radio control of
the train using a radio band, which is an open network,
the data is encrypted before radio transmission so as to
ensure the confidentiality of data, and the received data
is decrypted, thereby protecting the data information from
the exterior.
[0006] International publication 98/41435 (patent doc-
ument 1) discloses a method for controlling the train by
transmitting the control information for operating the train
safely on a railroad via wire to the train. The disclosure
realizes a train control system having a high security ex-
tent by providing a radio control unit, a data encryption
system and a radio transmitter malfunction detection sys-
tem for utilizing radio communication for train control.
[0007] Japanese patent application laid-open publica-
tion 2006-129432 (patent document 2) discloses a train
authentication technique of a train control system using
radio communication. The key used for encrypting and
decrypting data on the communication channels is de-
termined per each train, which is notified from a ground
train control unit through the authentication process of
the train. The authentication process is performed at the
ground train control unit in response to an authentication

request sent from an on-train control unit via an on-train
radio control unit. The authentication process is per-
formed with the aim to prevent impersonation access to
the whole system. Further, the authentication process is
performed at the start up of the train, the entry of the train
to the control section and periodically during traveling of
the train to update the encryption key, so as to change
the encryption pattern of data of the train and to prevent
the data from being read from the exterior.
[0008] The arrangement of establishing a plurality of
radio communication channels between the on-train con-
trol unit of a single train and the ground train control unit
is aimed at realizing a stable and continuous data com-
munication between the on-train control unit and the
ground train control unit by realizing redundant radio
communication channels. This art realizes a highly reli-
able data communication by providing redundant multi-
ple radio communication channels using multiple CHs,
multiple antennas and radio control units under the fol-
lowing radio communication environments: (1) prevent-
ing interference bymultipath fading of radio waves with-
inbuildings in the urban area or within tunnels; (2) pre-
venting interference by noise from other radio communi-
cation systems; and (3) change in radio status caused
by the movement of the train.
[0009] When the ground train control unit recognizes
start up or system entry of the train, the control system
must perform an authentication process to notify infor-
mation such as acceptance to enter system or an en-
cryption key allocated uniquely to each train. If this au-
thentication process must be performed with all the plu-
rality of radio communication channels of a single train,
the ground train supervising system must perform a large
number of processes determined by the number of trains
times the number of radio communication channels, by
which the process load becomes excessive.
[0010] The above-mentioned system also has another
drawback in that the encryption rules determinedbe-
tween the on-train control unit and the ground train control
unit by the authentication process must be set to corre-
spond to the number of radio communication channels
per a single train, and the processing load related to data
communication becomes excessive.
[0011] The object of providing redundant radio com-
munication channels is as mentioned earlier. According
to the present system configuration in which the defection
of data is prevented since other radio communication
channels are connected even if one radio communication
channel is disconnected, some radio communication
channels may not be able to perform the authentication
process at the time of initial start up of the train according
for example to the position of the train, the environment
of the radio or the apparatus status of the radio control
unit. Such radio communication channel may recover its
connection by the movement of the train. If the authen-
tication process is to be performed after the connection
has recovered, there will be two types of radio commu-
nication channels connected, the radio communication
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channel for performing data communication for train con-
trol anda radio communication channel for performing
authentication process, and since the processing mode
of the ground train control unit differs for each of the radio
communication channels for a single train, the process
performed by the ground train control unit becomes too
complex.

SUMMARY OF THE INVENTION

[0012] The object of the present invention is to provide
a train control system having redundant data communi-
cation channels using a plurality of radio communication
channels using difference channels (CH) between the
on-train control unit and the ground train control unit so
as to prevent disconnection of communication of control
data in the bidirectional radio communication between
the on-train control unit and the ground train control unit
in a train control system, wherein each of the radio com-
munication channels are made effective as safe and sta-
ble data communication channels.
[0013] The present invention provides a train control
system establishing radio communication between a plu-
rality of on-train radio control apparatuses moving on a
predetermined track and a plurality of ground train radio
control units disposed along a predetermined track, so
as to establish parallel simultaneous radio communica-
tions on a plurality of radio communication channels of
various communication frequencies between the plurality
of on-train radio communication apparatuses and the plu-
rality of ground train radio control units, characterized in
that one radio communication channel is selected out of
the plurality of radio communication channels to perform
an authentication request and an authentication process,
wherein an encryption key obtained by the authentication
process is used as a common encryption key shared by
the plurality of on-train radio control units to encrypt data
communication between the plurality of on-train radio
control units and the plurality of ground train radio control
units.
[0014] The present invention also characterizes in that
the authentication request and the authentication proc-
ess required at the time of entry of the on-train radio con-
trol unit to the train control system or at the initial start up
of the on-train radio control unit are performed by switch-
ing the selected radio communication channels.
[0015] The present invention also characterizes in that
a supervising system of the on-train radio control unit for
selecting a single radio communication channel and per-
forming the authentication request generates a random
number for the authentication process, and hands over
the random number to only the radio communication
channel for performing the authentication request and
the authentication process.
[0016] The present invention further characterizes in
that the data on the plurality of radio communication
channels are encrypted using an encryption key gener-
ated by a ground train supervising system and notified

via the ground train radio control unit to the on-train radio
control unit, wherein the encryption key is notified from
the ground train radio control unit while performing au-
thentication of a single radio communication channel,
and the supervising system of the ground train radio con-
trol unit shares the encryption key with other on-train ra-
dio control units to be used for encrypting data sent via
other radio communication channels that have not per-
formed authentication, so that the data sent on all the
plurality of radio communication channels established
between the on-train radio control units and the ground
train radio control units can be encrypted.
[0017] The present invention also characterizes in that
the supervising system of the on-train radio control unit
observes the status of radio waves of a plurality of radio
communication channels and the status of apparatuses
of the on-train radio control units, so as to determine a
single radio communication channel for performing the
authentication process and to start the authentication
process.
[0018] The present invention further characterizes in
that the train control system is equipped with an authen-
tication retry function in which if the authentication proc-
ess is not completed within a certain period of time or if
radio communication is disconnected during the authen-
tication process, the authentication process is discontin-
ued and terminated, then the supervising system selects
another radio communication channel to restart the au-
thentication process, so as to switch the radio commu-
nication channel to retry the authentication request and
the authentication process.
[0019] The present invention also characterizes in that
when the authentication is completed via a single radio
communication channel, data communication of the on-
train radio control unit within the train control system is
accepted, and the supervising system of the on-train ra-
dio control apparatus shares the authentication comple-
tion information and the encryption key with other radio
communication channels, so that the data communica-
tion on the remaining radio communication channels are
also accepted and started, by which the data communi-
cation of the train control system is activated.
[0020] According to the present invention, data is com-
municated via a plurality of radio communication chan-
nels between the on-train control unit of a single train and
the ground train control unit so as to ensure the redun-
dancy of data communication, and a secure and appro-
priate authentication is performed by executing a security
authentication between the on-train and ground train con-
trol units using one of the plurality of radio communication
channels. Further, by sharing the encryption key ob-
tained by the authentication process with other radio
communication channels to start data communication,
the security of data sent via the redundant radio commu-
nication channels can be guaranteed effectively.
[0021] Further according to the present invention, the
authentication process is performed via only one radio
communication channel, so that compared to the system
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in which all the radio communication channels must per-
form the authenticationprocess, the loadof authenticating
a single train is very small. This is also effective from the
viewpoint of reducing load of the ground train control unit
that controls the plurality of trains traveling on one railroad
track.
[0022] Further according to the present invention, the
authentication request and the authentication process re-
quired during initial start up of the on-train radio control
unit or the entry of the on-train radio control unit to the
train control system is performed by switching the select-
ed radio communication channels, so that even if the
radio communication status or the status of the radio
transmitter or the antenna is not good, the authentication
process can be performed by switching to another radio
communication channel, so that the plurality of radio
communication channels can be performed effectively
under a condition in which the authentication process is
required.
[0023] Moreover, according to the present invention,
the supervising system of the on-train radio control unit
for selecting a single radio communication channel and
executing the authentication request generates random
numbers for the authentication process, and hands over
the random number only to the radio communication
channel that performs the authentication request and the
authentication process, so that the authentication re-
quest and the authentication process can be performed
effectively only by the supervising system and the radio
communication channel performing the authentication
process.
[0024] Further according to the present invention, the
data on the plurality of radio communication channels is
encrypted using an encryption key generated by the
ground train supervising system and notified via the
round-based radio control unit to the on-train radio control
unit. The encryption key is notified from the ground train
radio control unit upon performing authentication on a
single radio communication channel, and the supervising
system of the ground train radio control unit demands
the on-train radio control unit to share the encryption key
for encrypting data with other radio communication chan-
nels that have not performed authentication. Thereby,
the data on all the plurality of radio communication chan-
nels between the on-train radio control unit and the
ground train radio control unit can be encrypted, so that
compared to the system where all the radio communica-
tion channels must perform the authentication process,
the authentication process is restricted to a single radio
communication channel, the load for performing the au-
thentication process of a single train can be reduced, and
the load applied to the ground train control unit that con-
trols the plurality of trains traveling on one railroad track
can be reduced.
[0025] Further according to the present invention, the
radio wave status of the plurality of radio communication
channels and the apparatus status of the on-train radio
control unit is monitored by the supervising system of the

on-train radio control unit, and by determining the single
radio communication channel for performing the authen-
tication process and starting the authentication process,
the radio wave status of the plurality of radio communi-
cation channels and the apparatus status of the on-train
radio control unit can be monitored efficiently, and the
authentication process can be started efficiently, com-
pared to the system in which a plurality of on-train radio
control units monitor the status respectively.
[0026] The present invention can further be equipped
with an authentication retry function that disconnects and
terminates the authentication process if the authentica-
tion process is not completed within a certain period of
time or if the radio communication is disconnected during
the authentication process, and selects another radio
communication channel to retry the authentication proc-
ess by the supervising system so as to switch the radio
communication channel for retrying the authentication re-
quest and the authentication process. Thus, even if the
radio communication status or the radio transmitter/an-
tenna status is not good, the radio communication can
be switched to another radio communication channel to
execute the authentication process, and the plurality of
radio communication channels can be used effectively
in a state where the authentication process is required.
[0027] Further according to the present invention,
when the authentication process is completed via a single
radio communication channel, data communication of
the on-train radio control unit in the train control system
is accepted, and the supervising system of the on-train
radio control unit shares the authentication completion
information and the encryption key with other radio com-
munication channels, so that data communication via the
remaining radio communication channels is also accept-
ed and started, and the data communication of the train
control system can be started. Thereby, the security of
data encryption of the radio communication channels not
having performed the authentication process is also en-
sured. In other words, all the data on the plurality of radio
communication channels between the ground train con-
trol unit and a single train is protected by the same en-
cryption key as the authentication process, and the
present invention enables to overcome the drawback of
the prior art having to distribute different encryption keys
and increasing the decryption process load of the ground
train control unit.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028]

FIG. 1 is a system configuration diagram illustrating
the on-train and ground-based systems according
to embodiment 1 of the present invention;
FIG. 2 is a flow chart of data communication of radio
communication channels according to embodiment
1 of the present invention;
FIG. 3 is a chart of the flow during authentication
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process of apparatuses according to embodiment 1
of the present invention; and
FIG. 4 is a flow chart of the data communication dur-
ing the authentication process on the radio commu-
nication channel according to embodiment 1 of the
present invention.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0029] Now, we will describe the preferred embodi-
ments of the present invention.
[0030] According to a representative preferred embod-
iment of the present invention, the data sent on the radio
communication channels are encrypted for confidential-
ity. The plurality of radio communication channels formed
between a single train and a ground train control unit use
the same encryption key to encrypt the same control data,
so that identical information are transmitted via the re-
spective radio communication channels. There are a plu-
rality of communication channels established between
the ground train control unit and a single train, but since
the same control data are encrypted using the same en-
cryption key, the data sent via the plurality of radio com-
munication paths will be the same. By adopting a system
in which a radio communication channel preferentially
used for data is set in advance, and when the radio com-
munication path is disconnected or when an invalid data
is received, the data sent via another radio communica-
tion channel is used for control, it becomes possible to
prevent the transmission and reception of data, train con-
trol and train administration data sent via the plurality of
radio communication channels from becoming extremely
long and complicated.
[0031] An authentication process is performed to pre-
vent impersonation access from the exterior of the sys-
tem to the radio transmission channels. Through the au-
thentication process, the encryption key generated by
the ground train control unit is notified to the on-train con-
trol unit. When starting up the train, when entering the
system, and each time when the encryption key is up-
dated periodically while the train is moving, the authen-
tication process is performed between the train and the
ground train control unit.
[0032] The authentication process recognizes the au-
thentication request from the train via the radio commu-
nication path, and determines whether or not to accept
access of the train to the system. When access is ac-
cepted, an encryption key used for encrypting the data
on the radio communication channel is notified to the
train. If authentication requests are sent via each of the
plurality of radio communication channels between the
ground train control unit and a single train, the ground
train control unit must receive a large number of authen-
tication requests corresponding to the number of radio
communication channels to authenticate only a single
train, so that when it is necessary to authenticate multiple
trains, the process to be performed at the ground train

control unit will become too complex and the load will
become excessive. By restricting the number of radio
communication channels subjected to authentication-
processtoone, and having only one authentication re-
quest for a single radio communication channel to be
output per a single train, the process load of the ground
train control unit can be reduced.
[0033] There is a possibility that data communication
on the radio communication channel cannot be per-
formed such as due to radio wave interference caused
by noise, differences in radio wave property due to in-
stallation positions of the antennas, the distance between
the ground base station, the malfunction of the radio com-
munication control unit or the antenna, and so on. The
present system corresponds to such data communica-
tion malfunction by establishing a plurality of radio com-
munication channels.
[0034] Though the authentication process is per-
formed on a single radio communication channel, if the
above-mentioned problems causing defective data com-
munication occurs and the radio communication control
unit cannot perform the authentication process, switching
among the plurality of radio communication channels is
performed for example by the following processes:

(A) If the authentication process is not completed
within a fixed period of time, the on-train control unit
switches the authentication process/ authentication
request to another radio communication system.
(B) The on-train control unit designates the radio
communication channel for performing the authen-
tication process by recognizing the data communi-
cation statuses such as the apparatus status of the
radio communication control unit and the status of
the radio communication.

[0035] According to a representative embodiment of
the present invention, data communication is performed
via a plurality of radio communication channels estab-
lished between the on-train control unit of a single train
and the ground train control unit, so as to ensure the
redundancy of data communication. Further, by execut-
ing a security authentication between the on-train and
ground train control units using a single radio communi-
cation channel out of the plurality of radio communication
channels, it becomes possible to perform a secure and
appropriate authentication effectively, and by sharing the
encryption key obtained in the security authentication
process with other radio communication channels when
data communication is started, security of data can be
guaranteed in the redundant radio communication chan-
nels.
[0036] The authentication process performed when
starting up the train, when entering the system and when
updating the encryption key is performed by selecting
one of the plurality of radio communication paths, so that
even if the radio communication status or the statuses
of the radio transmitter or the antenna is not good, the
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authentication process can be performed by switching to
another radio communication channel, so that the plural-
ity of radio transmission channels can be used effectively
in such a state where authentication process is neces-
sary.
[0037] Compared to the case where the authentication
process is performed for all the radio communication
channels, the present system restricts the authentication
process to be performed by only a single radio commu-
nication channel, so that the load of the authentication
process is very small. Therefore, the load on the ground
train control unit that controls the large number of trains
on a single track can be effectively reduced.
[0038] When an authentication process is performed
for all the plurality of radio communication channels, the
channels will have various different encryption keys, and
the load of the decryption process by the ground train
control unit becomes excessive. However, according to
the present invention in which the train is authenticated
using a single radio communication channel, the encryp-
tion key obtained via the authentication process by the
on-train control unit is distributed and shared with other
on-train control units, so that the data encryption of the
radio communication channels that did not perform au-
thentication process will also be security-ensured. In oth-
er words, all the data communicated on the plurality of
radio communication channels between the ground train
control unit and a single train are protected by the same
encryption key as that used in the authentication process.
[0039] Now, the preferred embodiment of the present
invention will be described in detail with reference to the
drawings.

[Embodiment 1]

[0040] FIG. 1 is a diagram showing the on-train and
ground train control units according to embodiment 1 of
the present invention. In FIG. 1, the ground-based facil-
ities include a ground train control unit 10 that generates
information to a train 90 accompanying the bidirectional
data communication with the train 90, and a ground train
radio communication apparatus AP 111 for realizing ra-
dio communication (hereinafter referred to as ground
train radio control apparatus: AP). A supervising system
AP master 14 of the plurality of ground train radio control
units that exist along the railroad tracks is arranged be-
tween the ground train control unit 10 and the AP 111.
[0041] In FIG. 1, an on-train control unit 12 functioning
as the supervising system of the train 90 and an on-train
radio control unit STA 131 for performing radio commu-
nication (hereinafter referred to as on-train radio control
unit: STA) are provided as the train-based facilities. Ac-
cording to the present embodiments, four STAs, STA
131, STA 132, STA 133 and STA 134 are disposed on
a train 90, with four radio communication channels
formed between the on-train control unit 12 and the
ground train control unit 10. Here, each STA has estab-
lished radio communication channels with the AP 111,

AP 112, AP 113 and AP 114.
[0042] The respective radio communication channels
use different channels (CH), and when the on-train radio
control units STA 131, STA 132, STA 133 and STA 134
each having an antenna 8 communicate with the base-
stations AP 111, AP 112, AP 113 and AP 114 having
different installationenvironments and each having an
antenna 8, the environments of the radio communication
channels are set to be varied, so that when the radio
transmission path is disconnected due to radio wave en-
vironment or the status of operation of the on-train radio
communication system STA, the data from another on-
train radio communication system STA is used for
processing data of the on-train control unit 12.
[0043] FIG. 2 is a data communication flow chart of the
radio communication channel according to embodiment
1 of the present invention. In FIG. 2, the train 90 commu-
nicates data with the ground-based facility. The informa-
tion that the ground train control unit 10 wishes to send
to a single train is at first transmitted to the AP master
14. The information having been subjected to encryption
process in the AP master 14 is then send to each of the
APs 111 through 114. Each AP 111 through 114 trans-
mits the encrypted train control information to each STA
131 through 134 having established radio communica-
tion, respectively, and each STA 131 through 134 having
received the data sends the decrypted data to the on-
train control unit 12.
[0044] When data is to be sent from the train 90 to the
ground, the on-train control unit 12 hands over the data
that must be sent to the ground to each STA 131 through
134. Each STA 131 through 13 encrypts the data and
sends the data to each AP 111 through 114 having es-
tablished radio communication channels. The AP 111
through 114 notifies the received data to the AP master
14, and the AP master 14 decrypts the data. The decrypt-
ed data from the on-train control unit 12 is notified from
the AP master 14 to the ground train control unit 10.
[0045] The on-train control unit 12 usually uses data
from a single STA for control, but if data reception error
such as the missing of data or missing of data update
occurs, or if data disconnection of the radio communica-
tion channel occurs, the data received by other STA are
used for control. This redundancy of radio communica-
tion channels enables to prevent data from the ground
train control unit 10 from being discontinued.
[0046] The radio communication channels are open
networks, so that the data must be encrypted to ensure
confidentiality of the data. The encryption key required
for the encryption is generated by the ground train control
unit 10 per each train 90, and during the authentication
process performed during start up of the train or the sys-
tem entry of the train, the key is handed over from the
ground train control unit 10 to the on-train control unit 12.
[0047] FIG. 3 is a flowchart showing the authentication
process performed among the various apparatuses ac-
cording to embodiment 1 of the present invention. At first,
the on-train control unit 12 generates a random number.
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The on-train control unit 12 selects an STA 13 for per-
forming authentication, and outputs an authentication re-
quest by handing over the generated random number.
The STA 13 transmits the random number to the AP mas-
ter 14 via a radio communication channel. The AP master
14 encrypts the random number using an authentication
key shared in advance by the STA 13 and the AP master
14. The data is sent to the STA 13, and the STA 13 de-
crypts the same. Once more, the STA 13 receives the
random number again from the on-train control unit 12
that had been received previously, and compares the
same with the random number that had been encrypted
and decrypted using the authentication key so as to con-
firm that they match.
[0048] Next, the ground train control unit 10 generates
a random number. The ground train control unit 10 hands
over the generated random number to the AP master 14.
The AP master 14 transmits the random number to the
STA 13 using AP 11 having a secured radio communi-
cation channel that is performing authentication process.
The STA 13 encrypts the random number using an au-
thentication key shared in advance by the STA 13 and
the AP master 14. The data is sent to the AP master 14,
and the AP master 14 decrypts the same. Once more,
theAPmaster 14 receives the random number again from
the ground train control unit 10 that had been received
previously, and compares the same with the random
number that had been encrypted and decrypted using
the authentication key, so as to confirm that they match.
[0049] Once the matching of the random numbers is
confirmed by the two sets of random number encryption-
decryption sequences mentioned above, the authentica-
tion is completed, and the ground train control unit 10
encrypts the encryption key determined uniquely for each
train, which is notified to the on-train control unit 12 via
the radio communication channel established between
the AP master 14 and the STA 13.
[0050] The on-train control unit 12 subjects the encryp-
tion key received at the time of completion of authenti-
cation to a sharing process to share the same with other
STAs not subjected to the authentication process, and
then notifies that the authentication has completed.
Thereby, radio communication using all four STAs is
started.
[0051] FIG. 4 is a data communication flow chart illus-
trating the authentication process performed using radio
communication channels according to embodiment 1 of
the present invention. In FIG. 4, STA 131 is performing
the authentication process. The authentication process
is performed using a single radio communication channel
41 via the process shown in FIG. 3. When the authenti-
cation process is not completed within a certain period
of time, if the radio communication status is deteriorated
during the procedure, or if the STA 131 malfunctions, the
on-train control unit 12 performs an discontinuation-ter-
mination process of the authentication process, and out-
puts an authentication process request to STA 132 so
as to switch the STA performing the authentication proc-

ess. This arrangement constitutes an authentication retry
function.
[0052] The encryption key notified from the ground
train control unit 10 through the authentication process
is shared via the on-train control unit 12 with other STAs
132, 133 and 134. Thus, all the radio communication
channels have completed the authentication process and
are able to communicate data using the distributed en-
cryption key, so that the data communication of all four
radio communication channels are protected from inter-
ception from the exterior.
[0053] The authentication is performed using a single
wire communication channel and single STA. If the au-
thentication is not completed within a certain period of
time and the authentication key is not notified to the on-
train control unit 12, the system is equipped with a retry
function to perform an authentication discontinuation-ter-
mination process so as to switch the authentication re-
quest to another STA to retry the authentication.
[0054] According to the above-described system of the
present invention, even if only a single radio communi-
cation channel is used to perform authentication and the
radio communication status is deteriorated or the STA
malfunctions, the authentication process can be per-
formed by switching the STA used for authentication.
[0055] If the present invention is not applied and the
authentication process must be performed for each of
the plurality of radio communication channels, the au-
thentication process must be performed for four times
per a single train, and the process load of the AP master
14 and the ground train control unit 10 becomes exces-
sive.
[0056] Further, if the present invention is not applied
and the radio communication status of the target radio
communication channel is not good so that authentica-
tion process cannot be performed, data communication
cannot be performed until the radio communication sta-
tus is improved. In such case, the on-train control unit 12
must perform an authentication process corresponding
to the radio communication status in addition to perform-
ing the train control based on the communicated data,
and the performance load of the system becomes exces-
sive.
[0057] By applying the train control unit according to
embodiment 1 of the present invention to perform the
authentication process using an STA administering a sin-
gle radio communication channel and share the encryp-
tion key obtained through the authentication process with
other STAs administering other radio communication
channels, the STAs not having performed the authenti-
cation process can also share the encryption key to per-
form encryption anddecryptionofdata. Thus, even in
STAs not having established radio communication during
the authentication process can share the encryption key
after the authentication of a single STA has completed,
so that when radio communication has been established
while the train is moving, encrypted data can be commu-
nicated immediately.
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[0058] The present invention is applicable to signaling
systems for moving vehicles such as railway cars, mon-
orails and light rail transits (LRT). The present invention
is applicable not only to railway cars, but also to systems
aimed at performing highly reliable transmission on an
open network by adopting redundant data communica-
tion using a plurality of radio communication channels.

Claims

1. A train control system establishing radio communi-
cation between a plurality of on-train radio control
apparatuses moving on a predetermined path and a
plurality of ground train radio control units disposed
along a predetermined path, so as to establish par-
allel simultaneous radio communications on a plu-
rality of radio communication channels of various
communication frequencies between the plurality of
on-train radio communication apparatuses and the
plurality of ground train radio control units, charac-
terized in that
one radio communication channel is selected out of
the plurality of radio communication channels to per-
form an authentication request and an authentication
process, wherein an encryption key obtained by the
authentication process is used as a common encryp-
tion key shared by the plurality of on-train radio con-
trol units to encrypt data communication between
the plurality of on-train radio control units and the
plurality of ground train radio control units.

2. The train control system according to claim 1, where-
in the authentication request and the authentication
process required at the time of entry of the on-train
radio control unit to the train control system or at the
initial start up of the on-train radio control unit are
performed by switching the selected radio commu-
nication channels.

3. The train control system according to claim 2, where-
in a supervising system of the on-train radio control
unit for selecting a single radio communication chan-
nel and performing the authentication request gen-
erates a random number for the authentication proc-
ess, and hands over the random number to only the
radio communication channel for performing the au-
thentication request and the authentication process.

4. The train control system according to claim 2, where-
in the data on the plurality of radio communication
channels are encrypted using an encryption key gen-
erated by a ground train supervising system and no-
tified via the ground train radio control unit to the on-
train radio control unit, wherein the encryption key
is notified from the ground train radio control unit
while performing authentication of a single radio
communication channel, and the supervising system

of the ground train radio control unit shares the en-
cryption key with other on-train radio control units to
be used for encrypting data sent on other radio com-
munication channels that have not performed au-
thentication, so that the data sent on all the plurality
of radio communication channels established be-
tween the on-train radio control units and the ground
train radio control units can be encrypted.

5. The train control system according to claim 1 or claim
2, wherein the supervising system of the on-train ra-
dio control unit observes the status of radio waves
of a plurality of radio communication channels and
the status of apparatuses of the on-train radio control
units, so as to determine a single radio communica-
tion channel for performing the authentication proc-
ess and to start the authentication process.

6. The train control system according to claim 5, where-
in the train control system is equipped with an au-
thentication retry function in which if the authentica-
tion process is not completed within a certain period
of time or if video communication is disconnected
during the authentication process, the authentication
process is discontinued and terminated, then the su-
pervising system selects another radio communica-
tion channel to restart the authentication process, so
as to switch the radio communication channel to retry
the authentication request and the authentication
process.

7. The train control system according to claim 5, where-
in when the authentication is completed via a single
radio communication channel, data communication
of the on-train radio control unit within the train con-
trol system is accepted, and the supervising system
of the on-train radio control apparatus shares the
authentication completion information and the en-
cryption key with other radio communication chan-
nels, so that the data communication on the remain-
ing radio communication channels are also accepted
and started, by which the data communication of the
train control system is activated.
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