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(54) Monitoring system and method for connecting a monitoring device to a service server

(57) A method for customizing a monitoring device
comprises sending a connection message (600) from the
monitoring device (20) to a control server (30), receiving
the connection message at the control server (30), ex-
tracting at the control server (30) an identity code from
communication between the monitoring device (20) and
the control server (30), said identity code uniquely iden-
tifying the monitoring device, matching the identity code

to a program code at the control server (30), generating
at the control server a reconfiguration message including
the program code, sending from the control server (30)
to the monitoring device (20) the reconfiguration mes-
sage, receiving the reconfiguring message at the moni-
toring device, and changing program code stored in the
monitoring device (20) to program code of the reconfig-
uring message.
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Description

Technical Field of the Invention

[0001] The present invention relates to monitoring sys-
tems and devices of such a system. In particular the in-
vention relates to a method for customizing a monitoring
device.

Background of the Invention

[0002] Monitoring systems for monitoring of premises,
areas of particular interest and/or processes connected
via a computer network to monitoring or surveillance
servers are increasingly popular, in particular such mon-
itoring systems including digital monitoring cameras.
One reason for the popularity of such systems may be
that the systems in great extent may utilize an existing
network, if a computer network already is in place.
[0003] Another reason for using a general computer
network as a surveillance network may be that the net-
work that has to be built for the monitoring system may
be used to connect other types of equipment, e.g. com-
puters, servers and peripherals. For these reasons the
technology suits organizations/persons in need of only a
single or few monitoring devices as well as organizations/
persons in need of a great number of monitoring devices.
[0004] In one such monitoring system the monitoring
devices are arranged to send their monitoring data to a
service server which processes the monitoring data or
information in order to prepare the data for access by a
user, for logging monitoring information, for storing, or
for other purposes known to a person skilled in the art of
monitoring systems.
[0005] In general the monitoring devices of such sys-
tem are manufactured by one company and the service
server is maintained by a monitoring service provider,
being another company. The monitoring service provider
may be a company or organization specialized in provid-
ing such services. The monitoring service provider may,
however, also be a company related to the monitored
premises, areas and/or processes, i.e. the company own-
ing or operating at the monitored sites. In the systems of
today each monitoring device may be provided with the
address to a service server by the user keying the ad-
dress directly into the monitoring device. Another method
for achieving a connection between the monitoring de-
vice and a service server is to connect to the service
server via a computer connected to the computer network
and register the monitoring device at the service server.
[0006] Today, such programming of an address to a
service provider or registration of a monitoring device in
a service server is performed by the user of or a person
installing the monitoring device during the process of in-
stalling the monitoring device.
[0007] Some general problems associated with the
above described monitoring systems are that the person
performing the installation may not be experienced in pro-

gramming monitoring devices, the programming may be
time consuming, and/or the person may enter erroneous
data into the monitoring device.

Summary of the Invention

[0008] One object of the present invention is to provide
an improved monitoring system.
[0009] The object is achieved by means of a method
for customizing a monitoring device. Embodiments of the
invention are disclosed in the dependent claims.
[0010] In particular, according to a first aspect of the
invention a method for customizing a monitoring device
comprises sending a connection message from the mon-
itoring device to a control server, receiving the connection
message at the control server, extracting at the control
server an identity code from communication between the
monitoring device and the control server, said identity
code uniquely identifying the monitoring device, match-
ing the identity code to a program code at the control
server, generating at the control server a reconfiguration
message including the program code, sending from the
control server to the monitoring device the reconfigura-
tion message, receiving the reconfiguring message at
the monitoring device, and changing program code
stored in the monitoring device to program code of the
reconfiguring message.
[0011] According to one embodiment of the first aspect
of the invention the connection message is sent in re-
sponse to an initiation action.
[0012] In another embodiment the method further
comprises executing the changed program code re-
ceived in the reconfiguration message on the monitoring
device.
[0013] In yet another embodiment the reconfiguration
message additionally include data for changing the prop-
erties of the monitoring device.
[0014] Further, according to one embodiment, the
reconfiguration message including program code is gen-
erated by the control server in response to the connection
message from the monitoring device being the first con-
nection message.
[0015] In one embodiment the matching of the identity
code to a program is performed by matching the identity
code to a service provider and then identifying program
code associated with the service provider.
[0016] According to another aspect of the invention a
method for connecting a monitoring device to a service
server, comprises retrieving an address relating to a con-
trol server from a memory of the monitoring device, send-
ing a connection message from the monitoring device to
the address relating to a control server in response to a
connecting event, extracting, at the control server, an
identifier from the communication between the monitor-
ing device and the control server, identifying, at the con-
trol server, a service server associated with the extracted
identifier, sending an address relating to the identified
service server from the control server to the monitoring
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device, sending a connection message from the moni-
toring device to the identified service server in response
to the receipt of the address related to the identified serv-
ice server, establishing a service connection between
the monitoring device and the identified server.
[0017] According to yet another aspect of the invention
the monitoring system comprises a monitoring device, a
control server, a plurality of service servers and a network
connecting the servers and the monitoring device.
[0018] The monitoring device includes a memory in-
cluding a connection address initiating means arranged
to send a connection message over the network to the
connection address in response to an initiation event,
and means arranged to send a new connection message
to an address received in a message via said network.
[0019] The control server includes an identity extractor
arranged to extract an identifier from a communication
between the monitoring device and the control server,
matching means arranged to match the extracted iden-
tifier to a control server or a service server and retrieve
an address to the matched service server, and a mes-
sage generator arranged to generate a message includ-
ing the retrieved address and to send the generated mes-
sage to the monitoring device.
[0020] Each service server includes means for receiv-
ing and processing monitoring data from a monitoring
device.
[0021] An advantage with the above described method
and system is that the maintenance and installation of
the device may be facilitated because of the monitoring
device being guided to a preferred service server by a
control server instead of requiring a person to key in the
address to a preferred service server. Additionally, in this
way the system may be more efficiently maintained, be-
cause the control server may be easier or more effective
to keep updated with new or changing service server
addresses than the user or the person maintaining the
monitoring device.
[0022] A further advantage is that the monitoring de-
vice initiate all connections with the control server/serv-
ers and the service server/servers, which facilitate the
integration of monitoring devices from behind access lim-
iting devices, e.g. a firewall, a NAT (Network Address
Translation), an ISP (Internet Service Provider) providing
dynamic addresses, into a system reaching outside such
access limiting devices.
[0023] According to another embodiment of the inven-
tion an initial retrieval of an address relating to a control
server from a memory of the monitoring device in the
above mentioned method returns a preconfigured ad-
dress relating to a control server and wherein an initial
sending of a connection message from the monitoring
device to the preconfigured address is performed in re-
sponse to an initiation event of the monitoring device.
[0024] The advantage of arranging an initial control
server like this is that the installation and customization
of monitoring devices of the system is facilitated. The
installation is facilitated as a result of the initiation of the

monitoring device automatically contacts a predeter-
mined control server upon initiation of the monitoring de-
vice, thus no need to provide any addresses to the mon-
itoring device during installation. The customization is
facilitated because specific properties relating to the
monitoring device may be provided by the control server
upon initial communication between the monitoring de-
vice and the control server, i.e. the initial control server.
Accordingly, the manufacturer of the monitoring device
do not need to have different manufacturing processes
for different batches of monitoring devices.
[0025] In other words the system according to this em-
bodiment of the invention may solve problems of the man-
ufacturer relating to customization of devices. For exam-
ple, during manufacturing the monitoring devices of the
monitoring systems of today has to be associated with
different service providers and then each device associ-
ated with a service provider has to be programmed in a
process that is customized for the associated service pro-
vider. Thus, the manufacturer has to provide a plurality
of different manufacturing processes for devices intend-
ed for different service providers. More over the devices
so programmed for a specific service provider has to be
delivered and sold to the specific service provider or cos-
tumers of the specific service provider.
[0026] Another advantage of this embodiment is that
it enables central management of monitoring devices and
for all service servers.
[0027] According to yet another embodiment the the
sending of a connection message from the monitoring
device to a control server is performed at least one time
prior to sending a connection message from the moni-
toring device to a control server which provides an ad-
dress of a service server to the monitoring device.
[0028] The advantage of arranging a plurality of control
servers and directing a monitoring device to another con-
trol server is that the responsibility of directing the mon-
itoring device to a correct service server may be changed
from an entity responsible of the general functionality of
the system, e.g. the manufacturer of the monitoring de-
vice, to an entity responsible for providing the required
service, e.g. the service provider.
[0029] According to a further embodiment the act of
identifying a service server further includes the acts of
extracting a network address relating to the monitoring
device from the communication between the monitoring
device and the control server, matching the network ad-
dress to a service provider, and selecting a service server
associated with the matched service provider.
[0030] By using the network address relating to the
monitoring device in this way it may be easy to identify
the service provider, at least in those cases the service
provider providing the network connection is associated
to a provider of a monitoring service or if those service
providers are the same.
[0031] According to yet another embodiment the act
of identifying a service server further includes the acts of
extracting an identification code included by the monitor-

3 4 



EP 2 045 966 A1

4

5

10

15

20

25

30

35

40

45

50

55

ing device in the communication between the monitoring
device and the control server, matching said identification
code to a service provider, and selecting a service server
associated with the matched service provider.
[0032] By using an identification code in this way the
monitoring devices may be customized and connected
to a specific monitoring service provider based on various
criteria. For instance a batch of monitoring devices may
be dedicated to a specific monitoring service provider
offering a discount when buying the monitoring device
with the reservation that the device will be connected to
service servers of that monitoring service provider. Thus,
the service provider is able to ensure the connection of
the monitoring device to the services of the service pro-
vider. Further, the batch of monitoring devices may be
dedicated to a company having a service server of their
own for the monitoring of their own premises.
[0033] In the embodiments the monitoring device
sends the connection message to the control server or
to the service server. The advantage of this is that the
servers may be arranged to send control messages in
the responses to the messages from the monitoring de-
vice, e.g. in the response to a http request. Thus the
control server may exercise control over the monitoring
device despite possible access hindering devices, e.g.
firewalls, NAT servers, etc., arranged between the mon-
itoring device and the server
[0034] According to one embodiment the system in-
cludes a plurality of control servers including at least one
initial control server, being a high level, or even a top
level, control server in an hierarchy of control servers.
Such initial control server is arranged to access address
information enabling at least indirect connection to any
control server and service server in the system.
[0035] By arranging the system like this it is possible
to distribute responsibilities among the servers. For in-
stance, the initial control server may be given an overall
responsibility of directing a monitoring device to the cor-
rect subsystem of control servers and service servers,
while a control server in such a subsystem may be given
the responsibility to directing the monitoring device to the
most suitable service server.
[0036] A further scope of applicability of the present
invention will become apparent from the detailed descrip-
tion given below. However, it should be understood that
the detailed description and specific examples, while in-
dicating preferred embodiments of the invention, are giv-
en by way of illustration only, since various changes and
modifications within the spirit and scope of the invention
will become apparent to those skilled in the art from this
detailed description.

Brief Description of the Drawings

[0037] Other features and advantages of the present
invention will become apparent from the following de-
tailed description of a presently preferred embodiment,
with reference to the accompanying drawings, in which

Fig 1 is a schematic overview of a monitoring system
according to the present invention,
Fig 2 is a schematic timing diagram over signaling
in one embodiment of the invention,
Fig 3a is a schematic block diagram of a monitoring
device according to one embodiment of the inven-
tion,
Fig 3b is a schematic block diagram of a video cam-
era acting as monitoring device according to one em-
bodiment of the invention,
Fig 4a is a schematic flowchart of the process of a
monitoring device according to one embodiment of
the invention,
Fig 4b is a schematic flowchart of the process of a
monitoring device according to another embodiment
of the invention,
Fig 5 is a schematic block diagram of a control server
according to one aspect of the invention,
Fig 6a is a schematic flowchart of the process of a
control server according to one embodiment of the
invention,
Fig 6b is a schematic flowchart of the process of a
control server according to another embodiment of
the invention,
Fig 7 is a schematic block diagram of a service server
according to one embodiment of the invention,
Fig 8 is a schematic flowchart of the process of a
service server according to one embodiment of the
invention,
Fig 9 is a schematic diagram over one configuration
of a monitoring system according to the present in-
vention,
Fig 10 is a schematic diagram over another config-
uration of a monitoring system according to the
present invention,
Fig 11 is a schematic diagram over yet another con-
figuration of a monitoring system according to the
present invention, and
Fig 12 is a schematic diagram over possible hando-
ver relations in a possible configuration of a moni-
toring system according to the invention.

Detailed Description of a Presently Preferred Embodi-
ment

[0038] In Fig 1 an overview of a monitoring system 10
according to one embodiment of the invention is showed.
The monitoring system 10 includes a monitoring device
20, a control server 30 and a service server 40. The mon-
itoring device 20, the control server 30, and the service
server 40 are connected to each other via a computer
network 50, such as Internet, a LAN (Local Area Net-
work), a WAN, (Wide Area Network). The computer net-
work 50 may include wireless and/or wired communica-
tion channels. The monitoring device 20 may be a digital
camera, a motion detector, an audio detector, an IR-de-
tector, a passage control device, an electronic door lock,
an elevator control system, a card reader, etc.
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[0039] In Fig 2 the signaling between the different de-
vices are schematically depicted. The specifics of the
communication between devices may vary depending on
the communication protocols used and the physical net-
work. However, details regarding how to implement such
communications are known to persons skilled in the art
of computer communications and are therefore not de-
scribed herein. The monitoring device 20 is arranged to
send a connection message 600 in response to an initi-
ation action or an initiation event to an address stored
within the monitoring device 20. The connection mes-
sage is received at a control server 30 residing at said
address. The control server 30 receives the connection
message and the monitoring device 20 and the control
server 30 establish a connection. The control server also
extracts an identifier from the communication received
from the monitoring device 20. The identifier is used to
match the monitoring device to a preferred service pro-
vider and a service server. When the control server 30
has found a match it sends an address in a message 602
to the monitoring device. The message is identified as a
change of address message or a reconfiguration mes-
sage at the monitoring device 20. In response to this mes-
sage 602 the monitoring device 20 stores the new ad-
dress and sends a connection message 600 or 604 to
the new address. The address received from the control
server 30 may address another control server 30 or a
service server 30 depending on the structure of the sys-
tem, this will be explained below.
[0040] When the address in the reconfiguration mes-
sage 602 received at the monitoring device is associated
with a service server 40 and, accordingly, the next con-
nection message 604 sent from the monitoring device 20
is sent to a service server 40, the service server 40 and
the monitoring device 20 then establish a service con-
nection 606 enabling communication of monitoring data
to the service server 40 and possibly, but not necessary,
configuration parameters to the monitoring device. Thus,
the monitoring device 20 has been connected to a server
that is enable to provide the monitoring services. The
service server 40 to which the monitoring device 20 has
been directed may then be the most suitable service serv-
er 40 in regard of geographic location, location in the
network, available services, and/or customer specific
reasons. Which of these criteria that is applicable in re-
gard of specific monitoring devices 20 may be controlled
by the data provided to the control server 30 or control
servers 30 directing the monitoring device 20 to the serv-
ice server 40.
[0041] According to one embodiment the monitoring
device 20 may include an input means 202, a processing
means 204, a non volatile memory 206, a volatile memory
208, a network interface 210, an initiation means 212, an
a monitoring device means 216 as shown in Fig 3a and
in Fig 3b. Fig 3a is a schematic view of a general moni-
toring device and Fig 3b is a schematic view of a moni-
toring device 20 being a digital camera. In order to facil-
itate the understanding of the invention the figures 3a

and 3b do not show all means needed to make the device
perform its normal functions, i.e. the means that makes
an IR detector function as an IR detector or that makes
a digital camera function as a digital camera. All means,
such as hardware and software, required to make the
monitoring device work as a monitoring device is indicat-
ed by the monitoring device means 216 in Fig 3a. In Fig
3b the corresponding means of the camera is referred to
as video camera means 218. The means and arrange-
ments required for making an ordinary monitoring device
network enabled are known to a skilled person. An ex-
ample of such network enabled monitoring devices on
the market today are the networked digital cameras from
Axis Communications AB, Emdalavägen 14, S-223 69
Lund, Sweden.
[0042] As described above the monitoring device 20
may be any type of a plurality of types of devices and the
input means 202 of the monitoring device 20 is different
in different types of monitoring devices. For instance, the
input means 202 of the digital camera 20a in Fig 3b may
be an image sensor, e.g. a CCD, the input means of an
audio detector may be a microphone, etc. The main func-
tion of the input means 202 is to detect, sample or meas-
ure the properties monitored by the monitoring device 20
and provide such data to the processing means 204 for
further processing.
[0043] The processing means 204 is arranged to con-
trol the functionality of the monitoring device and execute
program code related to the functions of the present in-
vention and general functions of the monitoring device
20. The non volatile memory 206 may be used by the
monitoring device 20 for storing data and information re-
lating to the functionality of the monitoring device and its
interaction with the monitoring system. In particular, ac-
cording to one embodiment of the invention, a list 214 of
addresses to severs on the network is stored in the non
volatile memory. The list 214 of addresses may be pri-
oritized by marking each address entry with a priority
marker. The markers may be numbers identifying the pri-
ority. The list 214 of addresses in a monitoring device
shipped from the manufacturer includes at least one pre-
programmed address to a control server 30, this server
is generally referred to as initial control server in this ap-
plication. The list 214 may include a plurality of addresses
wherein the address marked as having the highest pri-
ority is the first address the monitoring device will send
a connection message to in response to a connection
event. In case that first address fails the next address in
the prioritized list is tried and a connection message is
sent to that one as well. According to another embodi-
ment the next address tried in the list 214, in case of the
first address failing, is randomly selected, which may re-
sult in load distribution in the network in case of many
devices are equipped with identical lists and try to con-
nect to a faulty address essentially simultaneously.
[0044] The volatile memory 208 may be used to sup-
port the processing means 204 and/or to temporarily
store addresses received from servers. Accordingly, the
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volatile memory 208 may also be a memory used by the
applications executed on the monitoring device 20 by the
processing means 204.
[0045] The network interface 210 is the interface be-
tween the monitoring device 20 and the network 50. Hard-
ware and software for a number of different networks that
may be used to implement the network interface 210 are
well known by the person skilled in the art of computer
networks.
[0046] The initiation means 212 is a means generating
an initiation event and thereby triggering the sending of
the initial connection message to the prioritized address
stored in the non volatile memory 206. According to one
embodiment the initiation means 212 is a detector ena-
bled to detect the connection of the monitoring device 20
to a network 50, i.e. either the connecting of a powered
monitoring device 20 to a network 50 or the powering up
of a monitoring device 20 already physically connected
to a network 20. By arranging such an initiation means
212 the searching and connecting to a suitable service
server 40 may be fully automated. According to another
embodiment the initiation means 212 may be a power on
button of the monitoring device 20 or it may be a button
dedicated for the initiation of the connecting of the mon-
itoring device 20 to a service server 40.
[0047] Means arranged to send a connection message
to a control server 30 or a service server 40 in response
to a message including an address to such a server or a
reconfiguration message including an address to such a
server may be implemented by program code executed
by the processing means 204.
[0048] The process of the monitoring device 20 finding
a service server 40, according to one embodiment, is
illustrated in Fig 4. Initially the monitoring device 20,
which is either offline or shut off, is initiated, i.e. connected
to the network, powered up, or initiated in any other way
described above, step 620.
[0049] The monitoring device 20 then retrieves the first
address from the prioritized list in the non volatile memory
206, step 622. This address may be the address stored
by the manufacturer during the manufacturing process.
However, if the monitoring device 20 has been previously
connected to a system according to the invention the
address may be an address stored in response to a
reconfiguration message or another message including
an address to a more suitable server than the server of
the address initially provided in the monitoring device 20.
[0050] Then the monitoring device sends a connection
message via the network interface 210 to a server asso-
ciated with the retrieved address, step 624.
[0051] After the connection message has been sent
the monitoring device waits for a response from the serv-
er that received the connection message.
[0052] If, in step 626, the response is a message in-
cluding an address to a new server or if the response is
a reconfiguration message including an address to a new
server, the monitoring device stores this address in the
non volatile memory 206, step 628. The address may be

stored as the most prioritized in the list 214. The response
message or reconfiguration message from the server
may, according to one specific embodiment, include an
entirely new list of server addresses replacing the present
list in the non volatile memory 206 or a subset of address-
es substituting some of the addresses in the present list.
[0053] Then the monitoring device sends a new con-
nection message, step 630, to the new server address,
or the first address in the prioritized list after the list has
been changed in step 628, in response to the received
message. Then the monitoring device 20 once more
waits for a response from the server to which the con-
nection message was sent.
[0054] If, in step 626, no new server address is iden-
tified in the response message the monitoring device 20
check if the response includes an indication of the server
being a service server 40 in itself, step 632. If the re-
sponse includes such an indication the monitoring device
20 and the service server establish a service connection,
step 634.
[0055] If the response does not include an indication
of the server being a service server then the monitoring
device may wait for another message from the server. In
another embodiment the monitoring device sends a con-
nection message to another address in the list directly
when a response message is determined not to identify
the server as a service server or not to identify a new
server address. In another embodiment such a connec-
tion message is sent to another address in the list after
a counter or timer indicate that the server or the address
is likely to be erroneous. Said another address may be
the next address in a prioritized list or a random selection
in the list, as described earlier.
[0056] In another embodiment, illustrated in Fig 4b, the
step 622 of retrieving a server address from the non vol-
atile memory monitoring device additionally includes re-
trieving an identity code being an identifier uniquely iden-
tifying the monitoring device, e.g. such as a serial
number, a product code combined with an item specific
code, etc. This identifier is then sent, step 625, to the
server of the retrieved address either in the connection
message, step 624, or in a later communication with the
server.
[0057] In Fig 5 one embodiment of the control server
30 is schematically illustrated. In the system the control
server 30 or control servers 30 may be seen as guides
or switchboards. The automatic connection set up by the
monitoring device 20 is analyzed in the control server
and the control server 30 provide the monitoring device
20 with an address to a new server, being the most rel-
evant based on the information of other servers available
to the control server 30 and the information provided in
the communication with the monitoring device 20. The
control server 30 includes a network interface 310 in or-
der to provide network communications, a processing
means 312 for operation of the control server 30, a mem-
ory 314 for supporting and storing application programs
executed by the processing means 312, an identity ex-
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tractor 316 for extracting an identifier of a monitoring de-
vice from the communication between the monitoring de-
vice 20 and the control server 30, matching means 318
for matching the identifier to a server and a reconfigura-
tion message generator 320 for generating and sending
an address associated to a server matched to the ex-
tracted identifier.
[0058] The identity extractor 316 may be arranged to
extract an identifier from the communication between the
control server 30 and a monitoring device by extracting
the address of the monitoring device connecting to the
control server 30, the address may for instance be the
IP-address of the monitoring device 20. This extraction
is performed by an IP-address 322 extractor which may
be arranged to pinpoint the response address included
in the message originating from the monitoring device
20. According to another embodiment the identity extrac-
tor 316 includes an identity code extractor 324 arranged
to extract an identity code sent by the monitoring device
20 in the communication between the control server 30
and the monitoring device 20. In one embodiment the
control server 30 includes both the IP-address extractor
322 and the identity code extractor 324 and may use
them in accordance with different schemes, e.g. the iden-
tity extractor may start to extract and test if the IP-address
is associated to a server in a database 330 and if not
continue with a identity code check or the identity extrac-
tor may be arranged to start to extract and test the identity
code and then the IP-address.
[0059] The matching means 318 makes use of the
identifier extracted by the identity extractor 316 to find
the most suitable server for the monitoring device. The
matching means 318 is arranged to match the identifier
of the monitoring device to a server by accessing a list
or database 330 of identifiers and associated servers.
The access of the list or database is performed by means
of a data base access means 326. The list or database
330 used for matching may be arranged in the server,
as a peripheral to the server, or it may be arranged for
access via the network, the later embodiment is depicted
in Fig 5. The list or database 330 may, according to one
embodiment, include entries of identifiers and each iden-
tifier being associated with at least one control server or
service server. Additional arrangements of the list or da-
tabase 330 is known to the skilled person.
[0060] The database 330 or list including the entries
of identifiers and information associating an identifier of
a monitoring device to a control server or a service server
may be edited by accessing the list or database 330. The
database 330 or the list may require authorization in order
to allow someone to edit. Such editing of the list or data-
base 330 may be performed in many different ways. For
example, the editing may be performed in connection
with the production of the monitoring device, in such case
the identity code of the monitoring device is entered and
associated with a predetermined service provider or serv-
er of a service provider, the editing may be performed by
the service provider entering an identity code of a mon-

itoring device that are to be associated to one or a set of
their servers, the editing may be performed by the service
provider entering IP addresses of their network and as-
sociates these to one of or a set of their servers, etc.
[0061] One embodiment of the process of the control
server 30 serving the monitoring device is showed in Fig
6a. The control server 30 receives a connection message
from a monitoring device 20, step 710, via the network
and the network interface 310. The monitoring device 20
and the control server 30 establishes a connection for
communication, step 712. Then the identity extractor 316
of the control sever 30 extracts the identifier from the
communication, step 714. The identifier is then proc-
essed by the matching means 318, which matches the
identifier to, in this particular embodiment, a service pro-
vider, step 716.
[0062] If, step 718, no service provider is matched to
the identifier then the control server 30 may generate an
error message, step 720, and return this message to the
monitoring device 20 in a response to the connection
message. The monitoring device 20 may be arranged to
display a specific error code or activate some LED, Light
Emitting Diode, indicating the type of error.
[0063] If such an error occurs, the user may inform the
support of the monitoring device or the service provider,
depending on which of the parties who is to provide sup-
port, and they may enter a correct address associated
to the monitoring device 20 or the IP address of the mon-
itoring device 20, enter the identifier of the monitoring
device in the database and associate it to a server, etc.
[0064] If, step 718, a service provider is matched to
the identifier then the matching means 318 retrieves an
address to a server of that service provider, step 722.
[0065] The retrieved server address is then presented
to the reconfiguration message generator 320, which
generates a reconfiguration message or another type of
message, step 724, including the retrieved server ad-
dress. Then the reconfiguring message is sent, step 726,
to the monitoring device 20 and the monitoring device
acts on the reconfiguring message as described above
in connection with Figs 3-4.
[0066] The process described in Fig 6a may advanta-
geously be implemented in an initial control server, i.e.
the type of control server addressed by the addresses
arranged in the monitoring device in connection with
manufacturing of the monitoring device. Such a control
server may be controlled by the manufacturer of the mon-
itoring device and may present the benefit of making it
possible for the manufacturer to configure large series
of monitoring devices using identical processes, pro-
grams and properties, independent of who will buy the
device or which service provider that are to be related to
the monitoring device. The programs and properties of
monitoring devices may be automatically changed when
connecting to the control server 30 for the first time in
order to customize in accordance with specific requests
from service providers or other parties related to the de-
vice. Such automatic changes are delivered to the mon-
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itoring device 20 in a reconfiguration message.
[0067] Another embodiment of the process of a control
server may be as showed in Fig 6b, the process is similar
to the process of the embodiment in Fig 6a and therefore
the same reference numerals are used for the steps that
are identical with the process of Fig 6a. The steps that
differs also uses the same reference numerals, but are
marked with a the symbol ’ after the number. Accordingly,
the differences are generally that the process of Fig 6b
does not match a server by first matching a service pro-
vider, but the server is directly matched to the identifier.
Accordingly, the extracted identifier is matched to a serv-
er in the data base, step 718’, and if a server is found,
step 718’, the server address associated with the
matched server is retrieved, step 722’. The rest of the
process is identical to the process in Fig 6a.
[0068] A control server 30 like the one described in
connection with Figs 5, 6a and 6b may be used as an
initial control server 30. Additionally, such a control server
30 may be useful as a later stage control server 30, i.e.
a control server 30 arranged in a subsystem or a control
server 30 of a service provider that the initial control serv-
er 30 may provide the address to if not all the service
server addresses of a service provider are stored in the
database 330 utilized by the initial control server 30. In
this way different parties may manage different sets of
servers in accordance with their objectives. For example,
if the manufacturer of the monitoring devices manages
a set of initial control servers and the service providers
manages service servers and possibly some control
servers, the manufacturer only is required to keep track
of the service providers and a subset of the servers of
the service providers, while the service providers are al-
lowed to set up their service servers as they wish without
having to consider changes to the database and control
server of the manufacturer.
[0069] The service server 40 in the system may be
seen as a server providing a user interface between the
monitoring device 20 and the user. The service server
40 is arranged to provide a service connection to the
monitoring device for transfer of the monitoring data to
the service server. Additionally, the service server may
be arranged to process the data received from the mon-
itoring device 20 in order to present it or make it possible
for a client of a user to present. The service server 40
may also be arranged to control the monitoring device.
In order to accomplish sending of control parameters,
data, updates, etc., even to monitoring devices arranged
behind access limiting devices, e.g. a firewall, a NAT
(Network Address Translation), an ISP (Internet Service
Provider) providing dynamic addresses, the service serv-
er 40 may be arranged to send such information in re-
sponses to requests sent from the monitoring device.
This, is easily accomplished as the monitoring device 20
is arranged to initiate the communications.
[0070] In one embodiment the service server, see Fig
7, includes a network interface 410 for enabling commu-
nication with monitoring devices over the network 50,

processing means 412 for execution of applications on
the service server, a memory 414 to store applications
and data, and a monitoring data presentation means 416.
The monitoring data presentation means 416 comprises
one or a plurality of applications for enabling presentation
of monitoring data from one or a plurality of monitoring
devices. Service servers providing the possibility to re-
ceive monitoring data, process the data and present the
data for users are known to persons skilled in the art. An
example of an possible service server 40 is found in the
Swedish patent application 0500071-6 with the title
"Monitoring system and method for accessing a monitor-
ing device of a monitoring system". This application also
describes a method for communicating through access
limiting devices.
[0071] One embodiment of the process relating to the
invention of the service server is shown in Fig 8. The
service server 40 receives a connection message from
a monitoring device 20, step 810. Then the service server
and the monitoring device establishes a service connec-
tion, step 812. When the service connection is estab-
lished the service server 40 may start receiving monitor-
ing data from the monitoring device, step 814, and
processing, step 816, the received monitoring data in ac-
cordance with the requirements of the service server 40
or the desires of the final user. Then the service server
40 may store the monitoring data, step 818, for presen-
tation for a client of a user or for download to a client or
a server of the user. A client may be a workstation com-
puter, a desktop computer, a laptop computer, a hand-
held computer, e.g. a PDA (Personal digital Assistant),
a mobile telephone, etc.
[0072] The system for connecting a monitoring device
to a service server may include a plurality of monitoring
devices 20, a plurality of control servers and a plurality
of service servers. The monitoring devices may be con-
nected to the network 50 directly, via another network,
via an access limiting device, etc.
[0073] In Fig. 9 one example of a system including
three monitoring devices 20-22 and two service servers
40-41. In this example two of the monitoring devices are
depicted as monitoring cameras, by using two visually
differently looking figures of cameras and one general
box indicating a monitoring device we want to emphasize
that the monitoring devices in the system are not neces-
sarily identical in regard of brand, type or even monitoring
function, i.e. the monitoring system may include an IR
detector, a wide angle camera, a low resolution camera,
simultaneously. The numbers of monitoring devices
20-22 in the example illustrated by Fig 9 may easily be
increased as well as the number of service servers 40-41.
Additionally, the example system includes one control
server 30, which may be a manufacturer controlled con-
trol server.
[0074] Further, one of the monitoring devices 22 is con-
nected to the network via a access limiting device 60,
e.g. a firewall, a NAT (Network Address Translation)
server, an ISP (Internet Service Provider) providing dy-
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namic addresses, firewall. Such an access limiting device
are not limiting the access of the monitoring device from
the servers because they are arranged to send informa-
tion or instructions to monitoring devices in a way passing
through such devices, e.g. by means of providing the
information or instructions in responses to messages or
requests from the monitoring device. In the example, the
database accessed by the control server 30 during the
process of matching each of the monitoring devices to a
server may include information associating the IP-ad-
dress of the monitoring device 20 to the service server
40, based on the fact that the IP-address of monitoring
device 20 is an IP-address of a internet access provider
providing the service server 40. Additionally or alterna-
tively, the database may include information associating
an identity code sent from each of the monitoring devices
21 and 22 with the service server 41. Accordingly, the
control server 30 may send the address of service server
40 to monitoring device 20 and the address of service
server 41 to monitoring devices 21 and 22 in response
to the connection messages sent by each of the moni-
toring devices, if the database of the control server in-
clude information associating the monitoring devices
20-22 to those service servers. As discussed earlier, the
addresses received at the monitoring devices may be
stored in non volatile memory in order to be used during
a future initiation. For example if monitoring device 20 is
disconnected and reconnected again the address of
service server 40 may be stored in non volatile memory
and the monitoring device may send the connection mes-
sage directly to service server 40 instead of sending it to
the control server 30.
[0075] In Fig 10, yet another possible configuration is
presented. In this case we may assume that a company
requiring a lot of monitoring devices 20 for monitoring
their premises, all connected to a protected 60 private
network 51, also connect a service server directly to the
private network 51. When buying the monitoring devices
20 they may get the serial numbers of the cameras reg-
istered in the control server and associated to the address
of the internal service server of the company, the control
server may be an initial control server. In this way the
installation of the cameras are greatly simplified because
the monitoring devices 20 only have to be mounted and
connected to the private network 51 then the monitoring
devices 20 automatically finds and reconfigures to con-
nect to the intended service server 40 by means of the
control server 30.
[0076] In Fig 11 yet another configuration of the system
is presented. Let us assume that a monitoring service
provider also is a provider of services such as network
access, i.e. internet access. An IP-address, a portion of
an IP-address, or a plurality of IP-addresses are stored
in the database related to the control server 30 of the
manufacturer, i.e. as much info of the IP-address or as
many IP-addresses that is needed for identifying a mon-
itoring device as being connected to a IP-address of the
service provider is loaded into the database of the control

server 30. The service provider is also associated with
the control server 31, which is a control server operated
by the service provider. The service provider have, for
some reason, installed two service servers 40 and 41.
[0077] The control server 31 of the service provider is
provided with a database, which is maintained by the
service provider, including information relating to which
one of the service servers 40-41 each monitoring device
22-25 should be connected to. The information associ-
ating a monitoring device 22-25 to a service server 40-41
in the control server 31 may, as above, be based on IP-
addresses or it may be based on unique codes identifying
the specific monitoring device. Thus, when a monitoring
device 24 is connected to the network of the service pro-
vider 52 it sends a connection message to the control
server 30, via the network of the service provider 52 and
another network 50. The network 50 may be Internet, a
LAN, a WAN, or any other network, to which the control
server is connected.
[0078] The control server 30 may, for example, then
match the IP-address to the service provider and the con-
trol server 31 and sends the address associated to the
control server 31 to the monitoring device 24. Then, the
monitoring device 24 sends a connection message to the
control server 31. The control server 31 may then match
the IP-address or another identifier to the service server
41 and sends the address associated to the service serv-
er 41 to the monitoring device 24. Then the monitoring
device 24 sends a connection message to the service
server 41 and a service connection may be established
with service server 41.
[0079] The monitoring devices 25 and 22 may be as-
sociated in the same way to the service provider and the
control server 31 of the service provider. However, the
control server 31 may associate each of the monitoring
devices 25 and 22 to any one of service servers 40 and
41 depending on the entries in the data base of control
server 31. The reasons for associating a monitoring de-
vice to a specific service server may vary. One reason
may be that a service provider provides some service
servers for small and medium enterprises, some service
servers for a more inexpensive "home solution", and
some service servers for large enterprises, possibly im-
plementing customized applications.
[0080] The two monitoring devices 20 and 21 are not
connected to the common network, e.g. Internet, via the
network of the service provider. These monitoring devic-
es may anyway be associated to the service provider in
the figure. For instance may the control server 30 identify
the service provider to use by means of an identifier sent
to the control server 30 during communication between
the control server 30 and each of the monitoring device.
[0081] In Fig 12 an example of handovers of the mon-
itoring device from a server to another server is shown.
In the context of this application handover of the moni-
toring device means that a server, which is communicat-
ing with the monitoring device, provides an address to
the monitoring device and that the monitoring device
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sends a connection message to the server at the received
address and, thus, the monitoring device starts to com-
municate with the new server given by the previous serv-
er. In the figure each arrow indicates that the server from
which the arrow originates sends the address of the serv-
er that the arrow points at to the monitoring device and
the monitoring device then send a connection message
to this server.
[0082] Its evident from Fig 12 that the system of the
invention may be used to implement lot of different struc-
tures, which may be easily changed if necessary. There
is a limited number of servers presented in the figure for
facilitating the understanding, at least some of the serv-
ers may probably include references to many more serv-
ers than is depicted in the figure.
[0083] In the example structure of Fig 12 the system
includes two initial control servers, named control server
30:1 and control server 30:2 respectively. These servers
may both be initial manufacturer servers, i.e. servers hav-
ing their address preprogrammed into the monitoring de-
vice during manufacture. A control server 30 may be a
server arranged to act as nothing else but a control server
30 according to the present invention, e.g. control server
30:1, but a control server may as well perform other tasks
simultaneously, i.e. such a control server may certainly
operate as another kind of server simultaneously and for
other purposes. Further, a control server may be ar-
ranged as a control server 30, as previously described,
but having service servers 40 arranged at the same site,
in the same room, or in the same cabinet, e.g. control
servers 30:2, 30:3, and 30:6. Additionally, a control serv-
er 30 may be arranged as a combined control server 30
and a service server 40, e.g. control server 30:4, 30:7.
Also an initial control server 30 may be arranged as a
combined control server 30 and service server 40, not
shown in the figure.
[0084] As stated above, both control server 30:1 and
30:2 may be initial control servers 30 managed by the
manufacturer of the monitoring devices or any other party
interested in providing the overall service and manage-
ment of such a monitoring system. In order to facilitate
the understanding of Fig 12 and the function and advan-
tages of the system a handover path from the control
server will be followed. The monitoring device is auto-
matically connected to control server 30:1 as it is installed
and initiated, i.e. the address of control server 30:1 is the
top priority address of the list of addresses stored in the
monitoring device in connection with manufacturing of
the device. In this example the database associated to
the control server 30:1 only includes two entries, one
entry including the address to the service provider control
server 30:3 and one entry including the address to the
service provider control server 30:4. Lets assume the
identifier of the monitoring device is matched to the serv-
ice provider control server 30:3. Then the control server
30:1 sends the address of control server 30:3 to the mon-
itoring device and the monitoring device sends a connec-
tion message to the control server 30:3. At control server

30:3 of the service provider the identifier of the monitoring
device is once more matched to entries in a database,
this time a database of the service provider. The moni-
toring device is matched to the most suitable service serv-
er 40:1-40:3 or yet another control server 30:6-30:7,
those servers are the ones available according to the
handover arrows of the figure. In this example we assume
the control server matches the monitoring device to the
service server 40:3 and send the address of this service
server to the monitoring device. Then the monitoring de-
vice and the service server establishes a service con-
nection as described above.
[0085] The monitoring system may easily and advan-
tageously be provided with backup servers, i.e. control
servers providing redundancy in the system. Such back-
up servers may be implemented on all levels, i.e. both
for initial control servers and for lower level control serv-
ers. The backup server may be a dedicated backup serv-
er or a control server normally serving another region or
other users.
[0086] According to a further embodiment a method
for connecting a monitoring device to a service server
includes retrieving an address relating to a control server
from a memory of the monitoring device, sending a con-
nection message from the monitoring device to the ad-
dress relating to a control server in response to a con-
necting event occurring at the monitoring device, and ex-
tracting, at the control server, an identifier from the com-
munication between the monitoring device and the con-
trol server. The method further includes identifying, at
the control server, a service server associated with the
extracted identifier, sending an address relating to the
identified service server from the control server to the
monitoring device, sending a connection message from
the monitoring device to the identified service server in
response to the receipt of the address related to the iden-
tified service server, establishing a service connection
between the monitoring device and the identified service
server.
[0087] In the above method an initial retrieval of an
address relating to a control server from a memory of the
monitoring device may return a preconfigured address
relating to a control server and wherein an initial sending
of a connection message from the monitoring device to
the preconfigured address is performed in response to
an initiation event at the monitoring device.
[0088] According to one embodiment the sending of a
connection message from the monitoring device to a con-
trol server is performed at least one time prior to sending
a connection message from the monitoring device to a
control server which provides an address of a service
server to the monitoring device.
[0089] In another embodiment said extracting of an
identifier further includes extracting a network address
relating to the monitoring device from the communication
between the monitoring device and the control server,
and wherein said identifying of a service server further
includes matching the extracted network address to a

17 18 



EP 2 045 966 A1

11

5

10

15

20

25

30

35

40

45

50

55

service server.
[0090] In yet another embodiment said extracting of
an identifier further includes: extracting an identification
code included by the monitoring device in the communi-
cation between the monitoring device and the control
server, and wherein said identifying of a service server
further includes matching the extracted identification
code to a service server.
[0091] According to another embodiment the act of
sending a connection message from the monitoring de-
vice to a preconfigured address relating to a control serv-
er is performed in response to the monitoring device de-
tecting a network connection.
[0092] According to one embodiment the act of send-
ing a connection message from the monitoring device to
a preconfigured address relating to an control server is
performed in response to a manual actuation of a control
means arranged at the monitoring device.
[0093] In another embodiment the act of sending the
address relating to the identified service server includes
sending the address relating to the identified service
server in a reconfiguration message to the monitoring
device, and wherein the method further includes setting,
in the monitoring device, an address used in response
to the initiation event to the address relating to the iden-
tified service server.
[0094] In yet another embodiment the method further
comprises sending of monitoring information from the
monitoring device to the service server over the estab-
lished service connection.
[0095] In another embodiment the sending of monitor-
ing information includes sending video data from the
monitoring device to the service server via the estab-
lished service connection.
[0096] A monitoring system according to one aspect
of the invention comprises a monitoring device, a control
server, a plurality of service servers and a network con-
necting the servers and the monitoring device. The mon-
itoring device includes a memory including a connection
address, initiating means arranged to send a connection
message over the network to the connection address in
response to an initiation event, and means arranged to
send a new connection message to an address received
in a message via said network. The control server in-
cludes an identity extractor arranged to extract an iden-
tifier from a communication between the monitoring de-
vice and the control server, matching means arranged
to match the extracted identifier to a control server or a
service server and retrieve an address to the matched
service server, and message generator arranged to gen-
erate a message including the retrieved address and to
send the generated message to the monitoring device.
Each service server includes means for receiving and
processing monitoring data from a monitoring device.
[0097] According to one embodiment the monitoring
system includes a plurality of control servers, the plurality
of control servers includes at least one initial control serv-
er, which is a high level control server in an hierarchy of

control servers, arranged to access address information
enabling at least indirect connection to any control server
and service server in the system.
[0098] According to another embodiment the monitor-
ing system includes at least two initial control servers.
[0099] According to yet another embodiment the iden-
tifier is an IP-address.
[0100] In one embodiment the identifier is an identifi-
cation code stored in the monitoring device.
[0101] In another embodiment the initiating means of
the monitoring device is a network connection detector.
[0102] In yet another embodiment the initiating means
of the monitoring device is an actuator for manual actu-
ation.
[0103] A control server for a monitoring system accord-
ing to another aspect of the invention comprises an in-
terface connecting the server to a network, an identity
extractor arranged to extract an identifier from a message
received from a monitoring device, matching means ar-
ranged to match the extracted identifier to a control server
or a service server and retrieve an address to the
matched service server, and a message generator ar-
ranged to generate a message including the retrieved
address.
[0104] In such a control server the identifier may be an
IP-address or the identifier may be an identification code
received from the monitoring device.
[0105] A monitoring device according to yet another
aspect comprises a memory including an address asso-
ciated to a control server, an initiation means arranged
to send a connection message over the network to said
address in response to an initiation event, and means
arranged to send a new connection message to an ad-
dress received in a message via said network in response
to the receipt of said received message.
[0106] The monitoring device may further include an
identifier stored in the memory, wherein the monitoring
device being arranged to send this identifier to the ad-
dress to which the connection message is sent.
[0107] In one embodiment the identifier is an identity
code.
[0108] In another embodiment the memory of the mon-
itoring device includes a prioritized list of addresses in-
dicating possible control servers.

Claims

1. Method for customizing a monitoring device, said
method comprising:

sending a connection message (600) from the
monitoring device (20) to a control server (30),
receiving the connection message (600) at the
control server (30),
extracting at the control server (30) an identity
code from communication between the monitor-
ing device (20) and the control server (30), said
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identity code uniquely identifying the monitoring
device,
matching the identity code to a program code at
the control server (30),
generating at the control server (30) a reconfig-
uration message (602) including the program
code,
sending from the control server (30) to the mon-
itoring device (20) the reconfiguration message
(602),
receiving the reconfiguring message (602) at the
monitoring device (20), and
changing program code stored in the monitoring
device (20) to program code of the reconfiguring
message (602).

2. Method according to claim 1, wherein the connection
message (600) is sent in response to an initiation
action.

3. Method according to any one of claims 1-2, further
comprising executing the changed program code re-
ceived in the reconfiguration message (602) on the
monitoring device (20).

4. Method according to any one of claims 1-3, wherein
the reconfiguration message (602) additionally in-
clude data for changing the properties of the moni-
toring device (20).

5. Method according to any one of claims 1-4, wherein
the reconfiguration message (602) including pro-
gram code is generated by the control server (30) in
response to the connection message (600) from the
monitoring device (20) being the first connection
message (600).

6. Method according to any one of claims 1-5, wherein
the matching of the identity code to a program is
performed by matching the identity code to a service
provider and then identifying program code associ-
ated with the service provider.
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