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(57)  Inthe method, to the traffic signal an additional
watermark signal is added which is not audible at the
presence of the traffic signal, and then the signal is trans-
mitted on a telecommunication link to a subscriber, where
it is received and decoded, as a result of which a Water-
mark Binary Signature and a first Hash Function are re-
ceived. The Watermark Binary Structure is compared at
the receiving side of the link with the declared by the
subscriber Watermark Binary Watermark Structure. A
second Hash Function is determined from the non-de-
coded received signal. The two Hash Functions are com-
pared with each other in order to determine whether the
audio message has been edited.

To the subscriber’s terminal an Electronic Subscrib-
er Module (EMA) is connected which comprises in its
structure a transmitting line (1) and a receiving line (2)
of an additional signal (SD), in which transmitting line (1)
the following main functional blocks are provided: Hash
Function generator (gFS) and a Watermark Binary Sig-
nature generator (gBSZW), as well as an Additional Sig-
nal Generating unit (uUFSD), while in the receiving line (2)
the following main functional blocks are provided: an Ad-
ditional Signal decoder (dSD), a Hash Function decoder
(dFS), and a Hash Function comparator (kFS).

The advantageous features of the invention are con-
stituted by a function of secretidentification of a subscrib-
er and a function of verification of integrity of a traffic
signal as a subscriber’s audio message, based on the
technique of marking traffic channel in telecommunica-
tion links. These two functions: subscriber identification
and audio message integrity verification, are performed

Method and apparatus for subscriber authorization and audio message integrity verification

in a secret manner, atthe background of the traffic signal,
and thus the subscriber with a terminal without the de-
scribed apparatus connected thereto will not be aware
that he is being authorized as a subscriber, and moreover
the method and the apparatus are independent from the
telecommunication link infrastructure and they do not in-
terfere with its internal components.

fig.1
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Description

[0001] The object of the invention is to provide a meth-
od and apparatus for secret authorization of a subscriber
and verification of integrity of an audio message.
[0002] Watermarking of the speech is know in the art.
US Patent Application US 2006/0227968 A1 disclose a
time dependant speech watermark system for informa-
tion integrity identification and tampering detection and
damaged area reconstruction for digitally recorded
speech that can be used as evidence in the court of law.
The known system utilizes the speech characteristics of
frame, reconstruction information and time-dependent
information to generate watermark for adding to the
speech data at the secondary parameters where the im-
pact on the speech quality is minimal. It also provides a
detection mechanism of tampering location and tamper
way. The analysis scheme, according to the location and
the type of the damaged watermark, determines the lo-
cation and the way of tampering so that the reconstruction
can be performed with the reconstruction information es-
tablished in advance.

[0003] An apparatus is known for authorization of a
subscriber, said apparatus being in a form of a subscrib-
er’s terminal provided with a function or separate assem-
bly for identification of the caller's number, to which ap-
paratus, in an open manner, signals to identify the tele-
phone number of the calling subscriber are sent by the
telephone exchange and on telecommunication links.
The identification signals are transmitted between the
ring signals in a form of an FSK sequence or a DTMF
code, and they are displayed upon decoding in a numeric
form in the display of the called subscriber’s telephone.
[0004] This service is known as CLIP (Calling Line
Identification Presentation) and it has been introduced
by numerous telecommunication operators, such as TP
SA, Orange, Dialog, Netia, and its purpose is to identify
the telephone number of the calling person. However,
the CLIP function does not allow to identify the actually
calling person, since the telephone number does not
identify in an unambiguous manner any specific user.
The same telephone may be used by several users. It is
neither possible to establish whether the call signal trans-
mitted as an audio message is original or it has been
edited; moreover operation of the CLIP Function is based
on openly declared signals: FSK sequence or DTMF
code, and thus this is nota function that operates secretly,
i.e. is invisible for the operator or unauthorized end sub-
scriber.

[0005] The object of the invention is to provide a meth-
od and an apparatus to authorize secretly identity of sub-
scribers and to verify integrity of audio messages of the
subscribers, in telecommunication systems.

[0006] The method of the invention provides that to a
subscriber traffic signal an additional watermark signal
is added which is inaudible at the presence of the traffic
signal. Lack of audibility of the watermark is ensured by
perceptive generation of watermark additional signal to

10

15

20

25

30

35

40

45

50

55

a signal level at which it becomes inaudible at the pres-
ence of the traffic signal. The additional watermark signal
represents both information on the Watermark Binary
Signature (BSZW) assigned to a specific subscriber and
on the Hash Function determined basing on the traffic
signal. The speech signal with the additional watermark
signal added thereto is transmitted on telecommunica-
tion links and then it is received and decoded at the sub-
scriber’'s terminal. As a result of decoding, information
on the subscriber's Watermark Binary Signature and on
the Hash Functionis received which can be subsequently
compared with the Hash Function determined basing on
the non-decoded received traffic signal. If these two Hash
Functions, i.e. the one determined from the decoded re-
ceived traffic signal and the one determined from the non-
decoded received traffic signal, expressed in a binary
form, are the same, this means that the traffic signal as
an audio message has not been edited.

[0007] The mainidea of the apparatus of the invention
provides that the Electronic Subscriber Module (EMA)
comprises in its structure a transmitting line (1) and a
receiving line (2) of the additional watermark signal (SD),
in which transmitting line (1) to the socket input (Min)
acoustic signal is supplied, and the socket output (Min)
is connected to an amplifier block (W), then the output
of the amplifier (W) is connected to an analog-to-digital
converter block (P1). The output of the first Converter
(P1) is connected to the first output of a digital signal
adder (S), while the second output of the converter (P1)
is connected to a Hash Function generator block (gFS).
The output of the (gFS) block is connected to the first
input of an Additional Signal Generating unit (uFSD), and
the second input (uFDS) is connected to an output of a
Watermark Binary Signature generator (gBSZW). The
input of the (gBSZW) block is connected to a keyboard
unit (K). The output of the Additional Signal Generating
unit (uFSD) is connected to the second input of the digital
signal adder block (S), and the output of the adder (S) is
connected to an output socket of a microphone (Mout).
The (Mout) socket is connected to an acoustic input/out-
put interface in the subscriber’s terminal. In the receiving
line (2) of the Electronic Subscriber Module (EMA), the
input of the input socket of the speaker signal (Gin) is
connected to an input/output interface of the subscriber
terminal, and the first output of the (Gin) block is con-
nected to a speaker signal socket (Gout). The second
output of the (Gin) block is connected to an analog-to-
digital converter block (P3), the first output of which is
connected to an Additional Signal decoder block (dSD),
while the second output of the (P3) converter is connect-
ed to a Hash Function decoder block (dFS). The first
output of the (dSD) block is connected to the first input
of a multiplexer block (Mux), while the second output
(sDS) is connected to the first output of a Hash Function
comparator block (kFS). The output of the (dFS) block is
connected to the second input of the (kFS) block, and
the output of the Hash Function comparator block (kFS)
is connected to the second input of the Multiplexer block
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(Mux). The output of the multiplexer block (Mux) is con-
nected to the input of an imaging unit (uZ) which consti-
tutes a display in the subscriber’s terminal.

[0008] According to the invention method of marking
an audio message by adding an inaudible watermark to
voice signal transmitted on a telecommunication channel
is characterized in that a watermark comprises a combi-
nation of signatures comprising the first signature repre-
senting anidentification code of the Electronic Subscriber
Module, while the second signature representing a result
of applying a hash function to physical parameters of the
voice signal.

[0009] According to the invention method of reproduc-
ing a watermarked audio message transmitted on a tel-
ecommunication channel is characterized by deriving
from an audio message a combination of the signatures
comprising the first signature representing an identifica-
tion code of the Electronic Subscriber Module while the
second signature representing aresult of applying a hash
function to physical parameters of the voice signal of the
audio message; calculating a third signature represent-
ing a result of applying a hash function to physical pa-
rameters of received watermarked audio message; com-
paring second signature with third signature.

[0010] Further method according the invention is char-
acterized by presenting the first signature representing
an identification code of the Electronic Subscriber Mod-
ule or presenting a result of comparing second signature
with third signature.

[0011] According to the invention apparatus for mark-
ing an audio message by adding an inaudible watermark
to voice signal transmitted on a telecommunication chan-
nel, comprising input stage for receiving aaudio message
is characterized in that it further comprises means for
generating first signature representing an identification
code of the Electronic Subscriber Module; means for gen-
erating second signature representing a result of apply-
ing a hash function to physical parameters of the voice
signal of the audio message; means for generating wa-
termark signal being a combination of first signature and
second signature; output means for adding a watermark
signal to the audio message.

[0012] According to the invention apparatus for repro-
ducing watermarked audio message transmitted on a tel-
ecommunication channel , comprising input stage for re-
ceiving a watermarked audio message, and is charac-
terized in that it further comprises a means for deriving
from an audio message a combination of the signatures
comprising the first signature representing an identifica-
tion code of the Electronic Subscriber Module and the
second signature representing a result of applying a hash
function to physical parameters of the voice signal of the
audio message; means for calculating a third signature
representing a result of applying a hash function to phys-
ical parameters of received watermarked audio mes-
sage; means for comparing second signature with third
signature.

[0013] According to the invention apparatus for repro-
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ducing is further characterized in that further comprises
presentation module for presenting the first signature
representing an identification code of the Electronic Sub-
scriber Module or the result of comparing the second
signature with a third signature.

[0014] The invention is explained further in an exem-
plary manner with reference to a drawing at which:

fig. 1 presents a block diagram of an apparatus for
marking an audio message according to the in-
vention;

presents a block diagram of an apparatus for
reproducing watermarked audio message ac-
cording to the invention.

Fig. 2

[0015] According to theinvention, to the acoustic traffic
signal, a specially generated additional watermark signal
is added, which is inaudible at the presence of the traffic
signal. The additional watermark signal includes infor-
mation on the Hash Function (FS) determined basing on
the traffic signal and information on the Watermark Binary
Signature (BSZW). The ftraffic signal with the additional
watermark signal added thereto is transmitted on tele-
communication links in a hidden manner, and this means
that the additional watermark signal is inaudible at the
presence of the traffic signal, at the receiving side of the
link the signal constituted by a sum of the traffic signal
and the additional watermark signal is decoded, as a re-
sult of which information on the Hash Function (SF) and
on the Watermark Binary Signature (BSZW) is obtained.
Two Hash Functions are compared: both the one ob-
tained as a result of decoding the received traffic signal
with the included additional watermark signal, and the
one determined from the non-decoded received traffic
signal with the watermark included. If these two hash
functions, expressed in a binary form, are the same, this
means that the traffic signal as an audio message has
not been edited. Authorization of a subscriber consists
here on comparison of the Watermark Binary Signature
(BSZW) decoded from the received traffic signal with the
included additional watermark signal with the declared
at the receiving side of a telecommunication link Water-
mark Binary Signature (BSZW). If these two BSZW sig-
natures, expressed in a binary form, are the same, this
means that the subscriber is the subscriber declared as
the user at the receiving side of the link, and it is also
important that the additional watermark signal, including
information on the binary signature, is inaudible to the
subscriber in the traffic signal.

[0016] According to fig. 1 the apparatus for subscriber
authorization and for electronic audio message integrity
verification, as presented in the drawing, comprises an
Electronic Subscriber Module (EMA) which has in its
structure a transmitting line (1) and a receiving line (2)
of the additional watermark signal (SD), in which trans-
mitting line (1) to the socket input (Min) the acoustic signal
is supplied, and the socket output (Min) is connected to
an amplifier block (W), then the amplifier output (W) is



5 EP 2 085 964 A2 6

connected to an analog-to-digital converter block (P1).
The first output of the Converter (P1) is connected to the
first input of a digital signal adder block (S), and the sec-
ond output of the converter (P1) is connected to a Hash
Function generator block (gFS). The output of the (gFS)
block is connected to the firstinput of an Additional Signal
Generating unit (uFSD), and the second input of the
(uFSD) is connected to the output of a Watermark Binary
Signature generator (gBSZW). To the input of the (gB-
SZW) a keyboard unit (K) is connected. The output of
the Additional Signal Generating unit (uUFSD) is connect-
ed to the second input of the digital signal adder block
(8), and the output of the adder (S) is connected to the
output socket of a microphone signal (Mout). The (Mout)
socket is connected to an audio input/output interface of
the subscriber’s terminal.

[0017] According to fig. 2 the apparatus for reproduc-
ing watermarked audio signal comprises

[0018] In the receiving line (2) of the Electronic Sub-
scriber Module (EMA), the input of the input socket for
the speaker signal (Gin) is connected to an input/output
interface of the subscriber’s terminal, and the first output
of the (Gin) block is connected to a signal socket of a
speaker (Gout). The second output of the (Gin) block is
connected to an analog-to digital converter (P3), the first
output of which is connected to an Additional Signal de-
coder block (dSD), while the second output of the con-
verter (P3) is connected to a Hash Function decoder
block (dFS). The first output of the (dSD) block is con-
nected to the first input of a multiplexer block (Mux), and
the second output of the (dSD) is connected to the first
output of a Hash Function comparator block (kFS). The
output of the (dFS) block is connected to the second input
of the (kFS) block, and the output of the Hash Function
comparator block (kFS) is connected to the second input
of the multiplexer block (Mux).

[0019] The outputof the multiplexer block (Mux) is con-
nected to the input of an imaging unit (uZ) which is con-
stituted by a display in the subscriber’s terminal.

Claims

1. A method of marking an audio message by adding
an inaudible watermark to voice signal transmitted
on a telecommunication channel
characterized in that
a watermark comprises a combination of signatures
comprising
first signature representing an identification code of
the Electronic Subscriber Module
second signature representing a result of applying a
hash function to physical parameters of the voice
signal.

2. Method of reproducing a watermarked audio mes-
sage transmitted on a telecommunication channel
characterized by

20

25

30

35

40

45

50

55

deriving from an audio message a combination of
the signatures comprising

first signature representing an identification code of
the Electronic Subscriber Module

second signature representing a result of applying a
hash function to physical parameters of the voice
signal of the audio message;

calculating a third signature representing a result of
applying a hash function to physical parameters of
received watermarked audio message;

comparing second signature with third signature.

Method according to claim 2, characterized by pre-
senting the first signature representing an identifica-
tion code of the Electronic Subscriber Module.

Method according to claim 2 or 3, characterized by
presenting a result of comparing second signature
with third signature.

Apparatus for marking an audio message by adding
an inaudible watermark to voice signal transmitted
on a telecommunication channel, comprising

input stage for receiving a audio message
characterized in that it further comprises

means for generating first signature representing an
identification code of the Electronic Subscriber Mod-
ule

means for generating second signature representing
a result of applying a hash function to physical pa-
rameters of the voice signal of the audio message,
means for generating watermark signal being a com-
bination of first signature and second signature,
output means for adding a watermark signal to the
audio message.

Apparatus for reproducing watermarked audio mes-
sage transmitted on a telecommunication channel,
comprising

input stage for receiving a watermarked audio mes-
sage,

characterized in that it further comprises

a means for deriving from an audio message a com-
bination of the signatures comprising

first signature representing an identification code of
the Electronic Subscriber Module

second signature representing a result of applying a
hash function to physical parameters of the voice
signal of the audio message;

means for calculating a third signature representing
a result of applying a hash function to physical pa-
rameters of received watermarked audio message;
means for comparing second signature with third sig-
nature.

Apparatus according to claim 6, characterized in
that further comprises presentation module for pre-
senting
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the first signature representing an identification code
of the Electronic Subscriber Module or

the result of comparing the second signature with a
third signature.
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