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Description
FIELD OF THE INVENTION

[0001] The present invention relates to random or pseudo-random bit generators, and in particular to, non-linear
feedback shift registers.

BACKGROUND OF THE INVENTION

[0002] By way of introduction, the use of random delays, also known as random wait-states, is often proposed as a
generic counter-measure against side-channel analysis and fault attacks by stalling a CPU during execution of embedded
software. The efficiency of a random delay triggering scheme improves as the variance of the random wait-states
increases. However, systems typically incorporate random wait-states that are uniformly distributed.

[0003] The following references are also believed to represent the state of the art:

US Patent 6,167,553 to Dent;

US Patent 6,785,389 to Sella, et al;

US Published Patent Application 2003/0085286 of Kelley, et al.;
US Published Patent Application 2004/0076293 of Smeets, et al.;
US Published Patent Application 2004/0205095 of Gressel, et al.;
US Published Patent Application 2006/0161610 of Goettfert, et al.;

Article entitled "Efficient Use of Random Delays" by Olivier Benoit and Michael Tunstall of Royal Holloway, University
of London; and

Chapter 6 of Handbook of Applied Cryptography (CRC Press Series on Discrete Mathematics and Its Applications)
by Alfred J. Menezes, Paul C. van Oorschot, and Scott A. Vanstone.

[0004] The disclosures of all references mentioned above and throughout the present specification, as well as the
disclosures of all references mentioned in those references, are hereby incorporated herein by reference.

SUMMARY OF THE INVENTION

[0005] The present invention seeks to provide an improved feedback shift-register.

[0006] There isthus provided in accordance with a preferred embodiment of the present invention, a system, including
a feedback shift-register having L serially connected stages including a first stage and a final stage, the stages being
denoted 0 to L-1 from the first stage to the final stage respectively, the stages being operative to store a plurality of bits
such that each of the stages is operative to store one of the bits, and a non-linear feedback sub-system, at least some
of the stages having an output operationally connected to the non-linear feedback sub-system, the non-linear feedback
sub-system being operative to receive input from a stage n and a stage 2n+1 of the stages, the non-linear feedback
sub-system including a first AND logic gate, the first AND logic gate having a first input operationally connected to the
output of the stage n, a second input operationally connected to the output of the stage 2n+1, and an output, the non-
linear feedback sub-system having an output based, at least in part, on a value of the output of the first AND logic gate,
a clock operationally connected to the feedback shift-register, the clock being operative to control the movement of the
bits along the stages, a bit generator having an output, the bit generator being operative to generate a plurality of random/
pseudo-random bits for outputting via the output of the bit generator, and a main XOR logic gate having a first and
second input and an output, the output of the bit generator being operationally connected to the first input of the main
XOR logic gate, the output of the non-linear feedback sub-system being operationally connected to the second input of
the main XOR logic gate, the output of the main XOR logic gate being operationally connected to the input of the first
stage of the non-linear feedback register.

[0007] Furtherinaccordance with a preferred embodiment of the present invention the non-linear feedback sub-system
is operative to receive input from a stage m and a stage 2m+1 of the stages, the non-linear feedback sub-system includes
asecond AND logic gate and afirst XOR logic gate, the second AND logic gate having a first input operationally connected
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to the output of the stage m, a second input operationally connected to the output of the stage 2m+1, and an output, the
first XOR logic gate of the feedback sub-sub-system has a first input operationally connected to the output of the first
AND logic gate, and a second input operationally connected to the output of the second AND logic gate, and the output
of the non-linear feedback sub-system is based, at least in part, on a value of the output of the first XOR logic gate of
the non-linear feedback sub-system.

[0008] Still further in accordance with a preferred embodiment of the present invention the non-linear feedback sub-
system is operative to receive input from a stage k and a stage 2k+1 of the stages, the non-linear feedback sub-system
includes a third AND logic gate and a second XOR logic gate, the third AND logic gate having a first input operationally
connected to the output of the stage k, a second input operationally connected to the output of the stage 2k+1, and an
output, the second XOR logic gate of the feedback sub-sub-system has a firstinput operationally connected to the output
of the first XOR logic gate, and a second input operationally connected to the output of the third AND logic gate, and
the output of the non-linear feedback sub-system is based, at least in part, on a value of the output of the second XOR
logic gate of the non-linear feedback sub-system.

[0009] Additionally in accordance with a preferred embodiment of the present invention the bit generator is operative
such that the output of the bit generator is biased a state of the stages of the feedback shift-register.

[0010] Moreoverin accordance with a preferred embodiment of the present invention, the system includes a scheduler
having an input operationally connected to the main XOR logic gate or the feedback shift-register, the scheduler being
operative to schedule a plurality of wait-states data received by the input of the scheduler.

[0011] There is also provided in accordance with still another preferred embodiment of the present invention a wait-
state systemto schedule a plurality of wait-states, including a feedback shift-register having a plurality of serially connected
stages including a first stage, the stages being operative to store a plurality of bits such that each of the stages is operative
to store one of the bits, and a non-linear feedback sub-system, at least one of the stages having an output operationally
connected to the non-linear feedback sub-system, the non-linear feedback sub-system being operative to receive input
from at least one of the stages, the non-linear feedback sub-system being operative such that an output of the non-linear
feedback sub-system is a non-linear function of the input of the non-linear feedback sub-system, the output of the non-
linear feedback sub-system being operationally connected to the first stage, a clock operationally connected to the
feedback shift-register, the clock being operative to control the movement of the bits along the stages, and a scheduler
having an input operationally connected to the feedback shift-register, the scheduler being operative to schedule a
plurality of wait-states data received by the input of the scheduler.

[0012] Thereis also provided in accordance with still another preferred embodiment of the present invention a method,
including providing a feedback shift-register having L serially connected stages including a first stage and a final stage,
the stages being denoted 0 to L-1 from the first stage to the final stage respectively, the stages being operative to store
a plurality of bits such that each of the stages is operative to store one of the bits, and performing the following a plurality
of times performing an AND logic gate operation with the output of a stage n and a stage 2n+1 of the stages as input,
generating a random/pseudo-random bit, performing an XOR logic gate operation with the bit and a result of the AND
logic gate operation as input, shifting the bits along the stages, and inserting a result of the XOR logic gate operation
into the first stage.

[0013] There is also provided in accordance with still another preferred embodiment of the present invention a method
including providing a feedback shift-register having a plurality of serially connected stages including a first stage and a
final stage, the stages being operative to store a plurality of bits such that each of the stages is operative to store one
of the bits, performing the following a plurality of times performing a non-linear function on the output of at least one of
the stages, shifting the bits along the stages, inserting a new value in to the first stage, the new value being based on
the result of the non-linear function, and scheduling a wait-state based on an output of the feedback shift-register.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The present invention will be understood and appreciated more fully from the following detailed description,
taken in conjunction with the drawings in which:

Fig. 1 is a block diagram view of a secure device constructed and operative in accordance with a preferred embod-
iment of the present invention;

Fig. 2 is a block diagram view of a random wait-state scheduler for use with the secure device of Fig. 1;
Fig. 3 is a first preferred embodiment of the random wait-state scheduler of Fig. 2;

Figs.4aand4b are partly pictorial, partly block diagram views illustrating operation of the random wait-state scheduler
of Fig. 3;
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Fig. 5 is a second preferred embodiment of the random wait-state scheduler of Fig. 2;

Figs. 6aand 6b are partly pictorial, partly block diagram views illustrating operation of the random wait-state scheduler
of Fig. 5;

Fig. 7 is a third preferred embodiment of the random wait-state scheduler of Fig. 2;

Fig. 8 is a partly pictorial, partly block diagram view illustrating operation of the random wait-state scheduler of Fig.
7; and

Fig. 9is a partly pictorial, partly block diagram view of a random bit generator for use with the secure device of Fig. 1.
DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

[0015] Referenceis now made to Fig. 1, which is a block diagram view of a secure device 10 constructed and operative
in accordance with a preferred embodiment of the present invention. The secure device 10 preferably includes a random
wait-state scheduler 12 to schedule a plurality of wait-states.

[0016] The random wait-state scheduler 12 preferably includes a random bit generator 14, a feedback shift-register
16, a main exclusive-OR (XOR) logic gate 18, a clock 20 and a scheduler 22.

[0017] Reference is now made to Fig. 2, which is a block diagram view of the random wait-state scheduler 12 for use
with the secure device 10 of Fig. 1.

[0018] The feedback shift-register 16 preferably includes L serially connected stages 24, typically implemented as
flip-flops, including a first stage 26 and a final stage 28. The stages 24 are typically denoted 0 to L-1 from the first stage
26 to the final stage 28, respectively. In other words the stages are numbered 0, 1, ... L-2, L-1. The stages 24 are
preferably operative to store a plurality of bits such that each of the stages 24 is operative to store one of the bits. Each
of the stages 24 typically includes an input 30 and an output 32 for serially connecting the stages 24. The content of the
stages 24 at a time t is called the state at the time t.

[0019] The feedback shift-register 16 preferably includes a non-linear feedback sub-system 34 which is operationally
connected to the output 32 of the stages 24, as appropriate. Generally, the non-linear feedback sub-system 34 only
needs to be operationally connected to the output 32 of the stages 24 needed for the non-linear feedback sub-system
34, as will be explained in more detail with reference to Figs. 3, 5 and 7. Therefore, the non-linear feedback sub-system
34 is typically operative to receive input from at least some of the stages 24. The non-linear feedback sub-system 34
preferably has an output 36 which is operationally connected to the first stage 26 via the main exclusive-OR logic gate
18 as will be described in more detail below.

[0020] The non-linear feedback sub-system 34 is preferably operative to perform a Boolean feedback function F such
that the output of the non-linear feedback sub-system 34 is a non-linear function of the input of the non-linear feedback
sub-system 34. The feedback function F is described in more detail below.

[0021] The clock 20 is preferably operationally connected to the non-linear feedback shift-register 16. The clock 20 is
generally operative to control the movement of the bits along the stages 24 and through the non-linear feedback sub-
system 34.

[0022] The random bit generator 14 typically has an output 38. The random bit generator 14 is preferably operative
to generate a plurality of random/pseudo-random bits for outputting via the output 38 of the random bit generator 14.
The random bit generator 14 is described in more detail with reference to Fig. 9.

[0023] The main exclusive-OR logic gate 18 has preferably an input 40, an input 42 and an output 44.

[0024] The output 38 of the random bit generator 14 is preferably operationally connected to the input 42 of the main
exclusive-OR logic gate 18. The output 36 of the non-linear feedback sub-system 34is preferably operationally connected
to the input 40 of the main exclusive-OR logic gate 18. The output 44 of the main exclusive-OR logic gate 18 is preferably
operationally connected to an input 46 of the scheduler 22 and to the input 30 of the first stage 26 of the feedback shift-
register 16.

[0025] The scheduler 22 is preferably operative to schedule a plurality of wait-states according to data received by
the input 46 of the scheduler 22. For example, when the data at the input 46 is a "1" then a wait-state is scheduled for
a certain time period, typically one clock cycle.

[0026] In accordance with an alternative preferred embodiment of the present invention, the input 46 of the scheduler
22 may be operationally connected to any of the outputs 32 of the stages 24 or to the output 36 of the non-linear feedback
sub-system 34.

[0027] Operation of the random wait-state scheduler 12 is briefly described below.

[0028] During each unitof time (clock cycle) the following operations are preferably performed. The non-linear feedback
sub-system 34 performs a non-linear function F on the output of one or more of the stages 24, described in more detail



10

15

20

25

30

35

40

45

50

55

EP 2 100 219 B9

with reference to Figs. 3-9. The random bit generator 14 generates a random/pseudo-random bit. The main exclusive-
OR logic gate 18 performs an exclusive-OR (XOR) logic gate operation with the bit and a result of the function F of the
non-linear feedback sub-system 34. The clock 20 causes the bits to shift along the stages 24, so that for each stage 24
from 0 to L-2, the content S; of stage i is moved to stage i + 1. A new value is inserted into the first stage 26 by inserting
a result of the XOR logic gate operation (which is based on a result of the non-linear function F) into the first stage 26.
The scheduler 22 schedules a wait-state based on the output of the main exclusive-OR logic gate 18 (which is based
on the output of the non-linear feedback sub-system 34 and the random bit generator 14).

[0029] The random wait-state scheduler 12 is typically implemented in hardware using commercially available chips
and/or logic gates or custom made chips and circuitry. However, it will be appreciated by those ordinarily skilled in the
art that the random wait-state scheduler 12 can easily be implemented in software or partially in software and partially
in hardware.

[0030] Reference is now made to Fig. 3, which is a first preferred embodiment of the random wait-state scheduler 12
of Fig. 2.

[0031] In accordance with the first preferred embodiment of the random wait-state scheduler 12, the feedback function
F of Fig. 2 typically has the form:

F(SQ, S1......5L-1) = Sn & S(2n+1),

where 2n+1 is less than L, the number of stages 24 in the feedback shift-register 16. In other words, the output of the
non-linear feedback function F is a result of performing an AND logic gate operation on the value of the output of the
nth stage and the value of the output of the (2n+1)th stage.

[0032] Therefore, the non-linear feedback sub-system 34 is preferably operative to receive input from the nth stage
and the (2n+1)th stage of the stages 24. In the example of Fig. 3, n is equal to 4 so the non-linear feedback sub-system
34 is operationally connected to the output 32 of stage 4 and the output 32 of stage 9.

[0033] The non-linear feedback sub-system 34 preferably includes an AND logic gate 48. The AND logic gate 48
typically has: an input 50 operationally connected to the output 32 of the nth stage; an input 52 operationally connected
to the output 32 of the (2n+1)th stage; and an output 54. The output 54 of the AND logic gate 48 is generally operationally
connected to the input 40 of the main exclusive-OR logic gate 18. Therefore, the output of the non-linear feedback sub-
system 34 is preferably based on the value of the output of the AND logic gate 48.

[0034] Reference is now made to Fig. 4a, which is a partly pictorial, partly block diagram view illustrating operation of
the random wait-state scheduler 12 of Fig. 3. Figs. 4a shows the state of the stages 24 of the feedback shift-register 16
of Fig. 3 and how the feedback function, F, is calculated over a plurality of times, from time t to time t+5.

[0035] The random bit generator 14 (Fig. 3) is typically biased so that a plurality of random/pseudo-random bits 56,
outputted via the output 38 (Fig. 3) of the random bit generator 14, has a very high probability of yielding the value "0".
The biasing of the random bit generator 14 is discussed in more detail with reference to Fig. 9. Therefore, at some point
in time, the stages 24 are typically all empty. In other words, S; is equal to "0" for all i. All the stages 24 being empty is
also known as the state of the feedback shift-register 16 being empty.

[0036] If the random/pseudo-random bits 56 produced by the random bit generator 14 include two bits equal to "1"
separated by n stages, the feedback function F returns a result 58 equal to "1" after another n clock cycles. Fig. 4a
shows that at time t, the state of stage 4 and stage 9 are both equal to "1". Therefore, performing an AND logic gate
operation on the output of stage 4 and stage 9 gives "1" (the result 58). Assuming, the random/pseudo-random bit 56
is equal to "0", a result 60 of XORing "1" and "0" gives "1", which is now the new input into the first stage 26. In this way,
a periodic sequence 62 of "1"s separated by n stages is set up, as shown at time t+5. The "1"s are typically used to
schedule wait-states by the scheduler 22 of Fig. 3.

[0037] Reference is now made to Fig. 4b, which is a partly pictorial, partly block diagram view illustrating operation of
the random wait-state scheduler 12 of Fig. 3. Fig. 4b shows the state of the stages 24 of the feedback shift-register 16
of Fig. 3 and how the feedback function, F, is calculated over a plurality of times, from time t+5 to time t+21.

[0038] Attime t+5 the state of stage 4 and stage 9 are both equal to "1". In such a case, the result 58 of the feedback
function is equal to "1".

[0039] If the random/pseudo-random bit 56 is equal to "1", which is a rare occurrence, then the result 60 of XORing
the result 58 with the random/pseudo-random bit 56 is equal to "0". Therefore, the periodic sequence 62 is broken and
the state of the feedback shift-register 16 (Fig. 2) will be empty at time t+21.

[0040] Therefore, the feedback shift-register 16 typically results in a plurality of random/pseudo-random bursts of the
periodic sequences 62. Each periodic sequence 62 has "1"s spaced by n clock cycles apart. The scheduler 22 preferably
translates the "1"s into wait-states. The periodic sequences 62 generally commence and terminate randomly/pseudo-
randomly resulting in a high-variance for the wait-states.
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[0041] The random wait-state scheduler 12 of Figs 3, 4a and 4b, generally provides the initialization and termination
of aregular periodic sequence (the sequence 62) as a rare event. The random wait-state scheduler 12 may be enhanced
by increasing the probability of "1"s in the random/pseudo-random bits 56 when the state is empty by suitably biasing
the random bit generator 14, as described with reference to Fig. 9. Additionally, the random wait-state scheduler 12 may
be enhanced by using a more complex feedback function F, as described with reference to the second and third preferred
embodiments, described with reference to Figs. 5-7.

[0042] Reference is now made to Fig. 5, which is a second preferred embodiment of the random wait-state scheduler
12 of Fig. 2.

[0043] The second preferred embodiment of the random wait-state scheduler 12 is substantially the same as the first
preferred embodiment of the random wait-state scheduler 12 described with reference to Fig. 3 except for the following
differences described below.

[0044] In accordance with the second preferred embodiment of the random wait-state scheduler 12, the feedback
function F of Fig. 2 typically has the form:

F(80, S15.+..SL-1) = [Sp & S(2n+1)] XOR [Sjy, & S@2m+1)l,

where 2n+1 is less than L, 2m+1 is less than L, and m is not equal to n.

[0045] In other words, the output of the non-linear feedback function F is typically a result of performing: a first AND
logic gate operation on the value of the output of the nth stage and the value of the output of the (2n+1)th stage; a second
AND logic gate operation on the value of the output of the mth stage and the value of the output of the (2m+1)th stage;
XORing the result of the first AND logic gate operation with the result of the second AND logic gate operation.

[0046] Therefore, the non-linear feedback sub-system 34 is preferably operative to receive input from the nth stage,
the (2n+1)th stage, the mth stage, the (2m+1)th stage, of the stages 24. In the example of Fig. 5, n is equal to 4 and m
is equal to 6, so the non-linear feedback sub-system 34 is operationally connected to the output 32 of stage 4, the output
32 of stage 6, the output 32 of stage 9 and the output 32 of stage 13.

[0047] In addition to the AND logic gate 48 described above with reference to Fig. 3, the non-linear feedback sub-
system 34 preferably includes an AND logic gate 64 and an XOR logic gate 66.

[0048] The AND logic gate 64 preferably includes: an input 68 operationally connected to the output 32 of the mth
stage; an input 70 operationally connected to the output of the (2m+1)th stage; and an output 72.

[0049] The XOR logic gate 66 generally includes: an input 74 operationally connected to the output 72 of the AND
logic gate 64; an input 76 operationally connected to the output 54 of the AND logic gate 48; and an output 78 operationally
connected to the input 40 of the main exclusive-OR logic gate 18.

[0050] Therefore, the output of the non-linear feedback sub-system 34 is preferably based on a value of the output of
the XOR logic gate 66.

[0051] Reference is now made to Figs. 6a and 6b, which are partly pictorial, partly block diagram views illustrating
operation of the random wait-state scheduler 12 of Fig. 5. Figs. 6a and 6b show the state of the stages 24 of the feedback
shift-register 16 of Fig. 5 and how the feedback function, F, is calculated over a plurality of times, from time t to time t+20.
[0052] Fig. 6a shows at time t: a periodic sequence 80 of "1"s each separated by n stages; and a periodic sequence
82 of "1"s each separated by m stages.

[0053] Depending on the choice of m and n and the separation between the periodic sequence 80 and the periodic
sequence 82, the periodic sequences 80, 82 may act like separate periodic sequences which terminate in a similar
manner to the periodic sequence 62 of Fig. 4b and/or the periodic sequences 80,82 may collide as will be described below.
[0054] The feedback function from the state at time t+2 is typically calculated as follows. Both the AND logic gates
operations based on the state at time t+2 yield a result 84 of "1". Performing an XOR logic gate operation on the results
84, yields a result 86 of "0". Performing an XOR logic gate operation on the result 84 with the random bit 56, yields a
value 88 equal to "0".

[0055] At time t+3 for the periodic sequences to continue, it is necessary for the value of the first stage 26 to be "1"
and not "0". The value "1" in the first stage 26 would be part of both the n periodic sequence 80 and the m periodic
sequence 82.

[0056] However, due to a collision of the periodic sequences 80 and 82 when calculating the feedback function from
the state at time t+2, calculated above, the value 88 of the first stage 26 is "0" at time t+3, thereby breaking both the
periodic sequence 80 and the periodic sequence 82. The broken periodic sequences 80, 82 slowly work themselves out
of the stages 24 until the state of the feedback shift-register 16 (Fig. 3) is empty at time t+20 (Fig. 6b).

[0057] Adding the monomial S, & S;m44) to the feedback function, F, makes the pattern of the output of the main
exclusive-OR logic gate 18 (Fig. 5) more complex. By adding a third suitably chosen monomial preferably adds the
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possibility of a third periodic sequence being created from two other sequences, as will be described with reference to
Figs. 7 and 8 below. The possibility of creating a third sequence based on the remains of two other sequences further
adds "chaos" to the output the random wait-state scheduler 12.

[0058] Reference is now made to Fig. 7, which is a third preferred embodiment of the random wait-state scheduler
12 of Fig. 2.

[0059] The third preferred embodiment of the random wait-state scheduler 12 is substantially the same as the second
preferred embodiment of the random wait-state scheduler 12 described with reference to Fig. 3 except for the following
differences described below.

[0060] Inaccordance with the third preferred embodiment of the random wait-state scheduler 12, the feedback function
F, of Fig. 2, is a sum (which is an XOR) of several monomials, so that F typically has the form:

F(Sgp, Sq1,.....51.-1) =

[Sk & S(2k+1)] XOR [Sm & S(2m+1)] XOR [Sp & S(2n+1)),

where 2k+1 is less than L, 2m+1 is less than L, 2n+1 is less than L, and k, m and n are different.

[0061] In other words, the output of the non-linear feedback function F is typically a result of performing: a first AND
logic gate operation on the value of the output of the kth stage and the value of the output of the (2k+1)th stage; a second
AND logic gate operation on the value of the output of the mth stage and the value of the output of the (2m+1)t" stage;
a third AND logic gate operation on the value of the output of the nth stage and the value of the output of the (2n+1)th
stage; and XORing the results of the AND logic gate operations together.

[0062] Therefore, the non-linear feedback sub-system 34 is typically operative to receive input from the kth stage, the
(2k+1)th stage, the mth stage, the (2m+1)th stage, the nth stage, the (2n+1)th stage, of the stages 24. In the example of
Fig. 7, k is equal to 8, n is equal to 4 and m is equal to 6, so the non-linear feedback sub-system 34 is operationally
connected to the output 32 of stages 4, 6, 7, 8, 9, 13, and 17.

[0063] With suitably chosen k, m, n and a suitably chosen probability of "1"s appearing in the input bit stream, unpre-
dictable bursts of random delays will be produced. To make the bursts closer to each other, the probability of "1"s
appearing in the input bit stream is increased, for example, but not limited to, in a situation when the state of the feedback
shift-register 16 is empty. When the probability of "1"s is increased, for example, by suitably biasing the random bit
generator 14, the output 38 of the random bit generator 14 may be directly connected to the input 30 of the first stage
26, bypassing the main exclusive-OR logic gate 18, so that the scheduler 22 does not schedule wait-states based on
the output of the random bit generator 14.

[0064] In the above feedback function, a k periodic sequence of "1"s and/or an m periodic sequence of "1"s and/or
an n periodic sequence of "1"s may be set-up in the feedback shift-register 16. The periodic sequences may exist
separately or at the same time. Depending on the choice of k, m and n and the spacing between the periodic sequences,
an individual periodic sequence may terminate due to a "1" produced by the random bit generator 14 at a certain time
or two or more of the periodic sequences may terminate due to a collision, as explained above with reference to Figs.
6a and 6b or two sequences may create a third sequence as described in more detail with reference to Fig. 8.

[0065] In addition to the AND logic gate 48, the AND logic gate 64, and the XOR logic gate 66 described above with
reference to Fig. 5, the non-linear feedback sub-system 34 preferably includes an AND logic gate 90 and an XOR logic
gate 92.

[0066] The AND logic gate 90 typically has: an input 94 operationally connected to the output of the k" stage; an input
96 operationally connected to the output of the (2k+1)th stage; and an output 98.

[0067] The XOR logic gate 92 generally has: an input 100 operationally connected to the output 78 of the XOR logic
gate 66; an input 102 operationally connected to the output 98 of the AND logic gate 90; and an output 104 operationally
connected to the input 40 of the main exclusive-OR logic gate 18.

[0068] Therefore, the output of the non-linear feedback sub-system 34 is preferably based on a value of the output of
the XOR logic gate 92 of the non-linear feedback sub-system 34.

[0069] It will be appreciated by those ordinarily skilled in the art that 1, 2 or 3 monomials in the feedback function F is
by way of example only, and that any suitable number of monomials may be used. One monomial generally results in
the creation and termination of a single periodic sequence. A second suitably chosen monomial additionally results in
the periodic sequences colliding and thereby terminating. A third suitably chosen monomial additionally results in two
periodic sequences creating a third sequence.

[0070] It will be appreciated by those ordinarily skilled in the art that any suitable number of stages may be used in
the feedback shift-register 16.
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[0071] Reference is now made to Fig. 8, which is a partly pictorial, partly block diagram view illustrating operation of
the random wait-state scheduler 12 of Fig. 7.

[0072] A time t, the state of the random wait-state scheduler 12 (Fig. 7) includes: a periodic sequence 116 having a
spacing of n (4 in the example of Fig. 8); and a periodic sequence 118 having a spacing of m (6 in the example if Fig. 8).
[0073] At time t, the periodic sequence 116 and the periodic sequence 118 collide. The collision of the periodic
sequences 116, 118 interrupts the sequences and over time it appears that the sequences will terminate.

[0074] However, at time t+4, a value 120 from the periodic sequence 116 and a value 122 from the periodic sequence
118 coincide with the input for the feedback function for the kth and (2k+1)th stage (stage 8 and 17 in the example of
Fig. 8), respectively. Therefore, an output 124 of the feedback function, F, is equal to "1" and the input to the first stage
26 is equal to "1". Therefore, a new periodic sequence 126 having a spacing of k is established.

[0075] In the above way, the terminating periodic sequences 116, 118 develop into the new periodic sequence 126.
[0076] Referenceis now made to Fig. 9, which is a partly pictorial, partly block diagram view of the random bit generator
14 for use with the secure device 10 of Fig. 1.

[0077] The random bit generator 14 preferably includes an unbiased random number generator 114 for generating a
plurality of random/pseudo-random bits 106 (zeros or ones) with an equal probability of zeros and ones, as is known to
those ordinarily skilled in the art.

[0078] The random bit generator 14 also typically includes an output weighting module 108 operationally connected
to the unbiased random number generator 114. The output weighting module 108 is generally operative to receive the
random/pseudo-random bits 106 and group the random/pseudo-random bits 106 into groups of P bits. If all the bits in
a group are "1"s, the output weighting module 108 preferably produces a result 110 equal to "1". If the group includes
even one "0", then the output weighting module 108 preferably produces a result 112 equal to "0".

[0079] The results 110, 112 are then generally outputted via the output 38 of the random bit generator 14.

[0080] The probability of the random bit generator 14 outputting a "1" is equal to 2-F.

[0081] Therefore, the output of the random bit generator 14 may be biased by increasing or decreasing P as appropriate.
[0082] The value of P may take any suitable value, for example, but not limited to, between 5 and 15.

[0083] Typically, the output of the random bit generator 14 is biased according to the state of the stages 24 (Fig. 2)
of the feedback shift-register 16 so that when the state is empty, or almost empty, the value of P is decreased, and when
the state is populated the value of P is increased to the previous value of P. The state is typically defined as "almost
empty" when all the values of the stages 24 are equal to zero up to and including the greater of: the kth, mth or nth stage.
It will be appreciated by those ordinarily skilled in the art that the definition of "almost empty" may be adjusted if the
function F includes more than 3 monomials.

[0084] The following is a non-limiting example of the random wait-state scheduler 12 of Fig. 2. The feedback shift-
register 16 includes 30 stages. The non-linear feedback sub-system 34 is configured such that k=14, m=9, n= 11. P of
the random bit generator 14 is set to 7 when the state is empty and set to 13 when the state is populated.

[0085] It will be appreciated by those ordinarily skilled in the art that the number of stages and the values of k, m, n
and P may be any suitable values. Additionally more monomials may be added to the feedback function F.

[0086] The random wait-state scheduler 12 is typically implemented in hardware using commercially available chips
and/or logic gates or custom made chips and circuitry. However, it will be appreciated by those ordinarily skilled in the
art that the random wait-state scheduler 12 can easily be implemented in software or partially in software and partially
in hardware.

[0087] It will be appreciated that various features of the invention which are, for clarity, described in the contexts of
separate embodiments may also be provided in combination in a single embodiment. Conversely, various features of
the invention which are, for brevity, described in the context of a single embodiment may also be provided separately
or in any suitable sub-combination. It will also be appreciated by persons skilled in the art that the present invention is
not limited by what has been particularly shown and described hereinabove. Rather the scope of the invention is defined
only by the claims which follow.

Claims
1. A system, comprising:
a feedback shift-register having:
L serially connected stages including a first stage and a final stage, the stages being denoted 0 to L-1 from
the first stage to the final stage respectively, the stages being operative to store a plurality of bits such that

each of the stages is operative to store one of the bits; and
a clock operationally connected to the feedback shift-register, the clock being operative to control the
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movement of the bits along the stages;

a non-linear feedback sub-system, at least some of the stages having an output operationally connected
to the non-linear feedback sub-system, characterised by

the non-linear feedback sub-system being operative to receive input from a stage n, a stage 2n+1, a stage
m, a stage 2m+1, a stage k and a stage 2k+1 of the stages, n, m and k being different, the non-linear
feedback sub-system including : (i) a first AND logic gate, the first AND logic gate having: a first input
operationally connected to the output of the stage n; a second input operationally connected to the output
of the stage 2n+1; and an output; (ii) a second AND logic gate and a first XOR logic gate, the second AND
logic gate having: a first input operationally connected to the output of the stage m; a second input opera-
tionally connected to the output of the stage 2m+1; and an output, the first XOR logic gate having: a first
input operationally connected to the output of the first AND logic gate; and a second input operationally
connected to the output of the second AND logic gate; and (iii) a third AND logic gate and a second XOR
logic gate, the third AND logic gate having: a first input operationally connected to the output of the stage
k; a second input operationally connected to the output of the stage 2k+1; and an output, the second XOR
logic gate having: a first input operationally connected to the output of the first XOR logic gate; a second
input operationally connected to the output of the third AND logic gate; and an output, wherein the non-
linear feedback sub-system has an output based, at least in part, on a value of the output of the second
XOR logic gate; and

the feedback shift-register further having:

a bit generator having an output, the bit generator being operative to generate a plurality of random/pseudo-
random bits for outputting via the output of the bit generator; and

a main XOR logic gate having a first and second input and an output, the output of the bit generator being
operationally connected to the first input of the main XOR logic gate, the output of the non-linear feedback
subsystem being operationally connected to the second input of the main XOR logic gate, the output of the
main XOR logic gate being operationally connected to the input of the first stage of the feedback shift-register.

2. The system according to claim 1, wherein the bit generator is operative such that the output of the bit generator is

biased according to a state of the stages of the feedback shift-register.

3. The system according to any of claims 1-2, further comprising a scheduler having an input operationally connected
to the main XOR logic gate or the feedback shift-register, the scheduler being operative to schedule a plurality of
wait-states according to data received by the input of the scheduler.

4. A method, comprising:

providing a feedback shift-register having L serially connected stages including a first stage and a final stage,
the stages being denoted 0 to L-1 from the first stage to the final stage respectively, the stages being operative
to store a plurality of bits such that each of the stages is operative to store one of the bits; and

performing the following a plurality of times:

performing an AND logic gate operation with the output of a stage n and a stage 2n+1 of the stages as
input yielding a first result;

performing an AND logic gate operation with the output of a stage k and a stage 2k+1 of the stages of input
yielding a second result;

performing an AND logic gate operation with the output of a stage m and a stage 2m+1 of the stages as
input yielding a third result, n, m and k being different;

performing an XOR logic gate operation using the first result, the second result and the third result as input
yielding a fourth result;

generating a random/pseudo-random bit;

performing an XOR logic gate operation with the bit and the fourth result as input yielding a fifth result
shifting the bits along the stages; and

inserting the fifth result into the first stage.

5. The method according to claim 4, further comprising biasing the generation of the random/pseudo random bit
according to a state of the stages of the feedback shift-register.
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6. The method according to claim 4 or claim 5, further comprising scheduling a plurality of wait-states according to the

fifth result.

Patentanspriiche

1.

System, umfassend:
ein rliickgekoppeltes Schieberegister mit:

L in Reihe geschaltete Stufen, die eine erste Stufe und eine letzte Stufe umfassen, wobei die Stufen von
der ersten Stufe bis zur letzten Stufe jeweils von 0 bis L-1 bezeichnet sind, wobei die Stufen betriebsbereit
sind, um eine Vielzahl von Bits zu speichern, so dass jede der Stufen betriebsbereit ist, um eines der Bits
zu speichern; und

einen Taktgeber, der betriebsmalfig an das riickgekoppelte Schieberegister angeschlossen ist, wobei der
Taktgeber betriebsbereit ist, um die Bewegung der Bits an den Stufen entlang zu steuern;

ein nicht lineares riickgekoppeltes Teilsystem, wobei mindestens einige der Stufen einen Ausgang aufwei-
sen, der betriebsmaRig an das nicht lineale riickgekoppelte Teilsystem angeschlossen ist,

dadurch gekennzeichnet, dass

das nicht lineare riickgekoppelte Teilsystem betriebsbereit ist, um eine Eingabe von einer Stufe n, einer Stufe 2n+1,
einer Stufe m, einer Stufe 2m+1, einer Stufe k und einer Stufe 2k+1 der Stufen zu empfangen, wobei n, m und k
unterschiedlich sind, wobei das nicht lineare riickgekoppelte Teilsystem Folgendes umfasst: (i) ein erstes logisches
UND-Gatter, wobei das erste logische UND-Gatter Folgendes aufweist: einen ersten Eingang, der betriebsmaRig
an den Ausgang der Stufe n angeschlossen ist; einen zweiten Eingang, der betriebsmaRig an den Ausgang der
Stufe 2n+1 angeschlossen ist; und einen Ausgang; (ii) ein zweites logisches UND-Gatter und ein erstes logisches
Exklusiv-ODER-Gatter, wobei das zweite logische UND-Gatter Folgendes aufweist: einen ersten Eingang, der be-
triebsmaRig an den Ausgang der Stufe m angeschlossen ist; einen zweiten Eingang, der betriebsmafig an den
Ausgang der Stufe 2m+1 angeschlossen ist; und einen Ausgang, wobei das erste logische Exklusiv-ODER-Gatter
Folgendes umfasst: einen ersten Eingang, der betriebsmaRig an den Ausgang des ersten logischen UND-Gatters
angeschlossen ist; und einen zweiten Eingang, der betriebsmaRig an den Ausgang des zweiten logischen UND-
Gatters angeschlossen ist; und (iii) ein drittes logisches UND-Gatter und ein zweites logisches Exklusiv-ODER-
Gatter, wobei das dritte logische UND-Gatter Folgendes aufweist: einen ersten Eingang, der betriebsmafig an den
Ausgang der Stufe k angeschlossen ist; einen zweiten Eingang, der betriebsmafig an den Ausgang der Stufe 2k+1
angeschlossen ist; und einen Ausgang, wobei das zweite logische Exklusiv-ODER-Gatter Folgendes aufweist: einen
ersten Eingang, der betriebsmafig an den Ausgang des ersten logischen Exklusiv-ODER-Gatters angeschlossen
ist; einen zweiten Eingang, der betriebsmaRig an den Ausgang des dritten logischen UND-Gatters angeschlossen
ist; und einen Ausgang, wobei das nicht lineare riickgekoppelte Teilsystem einen Ausgang aufweist, der mindestens
teilweise auf einem Wert des Ausgangs des zweiten logischen Exklusiv-ODER-Gatters basiert, und

das riickgekoppelte Schieberegister ferner Folgendes aufweist:

einen Bitgenerator, der einen Ausgang aufweist, wobei der Bitgenerator betriebsbereit ist, um eine Vielzahl von
Zufalls-/ Pseudozufallsbits zur Ausgabe Uber den Ausgang des Bitgenerators zu erzeugen; und

ein Haupt-Exklusiv-ODER-Gatter, das einen ersten und zweiten Eingang und einen Ausgang aufweist, wobei der
Ausgang des Bitgenerators betriebsmafig an den ersten Eingang des Haupt-Exklusiv-ODER-Gatters angeschlos-
sen ist, wobei der Ausgang des nicht linearen riickgekoppelten Teilsystems betriebsmafig an den zweiten Eingang
des Haupt-Exklusiv-ODER-Gatters angeschlossen ist, wobei der Ausgang des Haupt-Exklusiv-ODER-Gatters be-
triebsmaRig an den Eingang der ersten Stufe des riickgekoppelten Schieberegisters angeschlossen ist.

System nach Anspruch 1, wobei der Bitgenerator derart betriebsbereit ist, dass der Ausgang des Bitgenerators je
nach einem Zustand der Stufen des riickgekoppelten Schieberegisters voreingestellt ist.

System nach einem von Anspruch 1 und 2, ferner umfassend ein Steuerprogramm, das einen Eingang aufweist,
der betriebsmafig an das Haupt-Exklusiv-ODER-Gatter oder an das riickgekoppelte Schieberegister angeschlossen
ist, wobei das Steuerprogramm betriebsbereit ist, um eine Vielzahl von Wartezustanden je nach den von dem
Eingang des Steuerprogramms empfangenen Daten zu planen.

Verfahren, umfassend folgende Schritte:
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Bereitstellen eines riickgekoppelten Schieberegisters mit L in Reihe geschalteten Stufen, die eine erste Stufe
und eine letzte Stufe umfassen, wobei die Stufen von der ersten Stufe bis zur letzten Stufe jeweils von 0 bis L-
1 bezeichnet sind, wobei die Stufen betriebsbereit sind, um eine Vielzahl von Bits zu speichern, so dass jede
der Stufen betriebsbereit ist, um eines der Bits zu speichern; und

mehrmaliges Ausfiihren der folgenden Schritte:

Ausfiihren einer logischen UND-Gatteroperation mit der Ausgabe einer Stufe n und einer Stufe 2n+1 der
Stufen als Eingabe, wodurch ein erstes Ergebnis hervorgebracht wird;

Ausflihren einer logischen UND-Gatteroperation mit der Ausgabe einer Stufe k und einer Stufe 2k+1 der
Stufen als Eingabe, wodurch ein zweites Ergebnis hervorgebracht wird;

Ausfiihren einer logischen UND-Gatteroperation mit der Ausgabe einer Stufe m und einer Stufe 2m+1 der
Stufen als Eingabe, wodurch ein drittes Ergebnis hervorgebracht wird, wobein, m und k unterschiedlich sind;
Ausfiihren einer logischen Exklusiv-ODER-Gatteroperation unter Verwendung des ersten Ergebnisses,
des zweiten Ergebnisses und des dritten Ergebnisses als Eingabe, wodurch ein viertes Ergebnis hervor-
gebracht wird;

Erzeugen eines Zufalls-/ Pseudozufallsbits;

Ausflihren einer logischen Exklusiv-ODER-Gatteroperation mit dem Bit und dem vierten Ergebnis als Ein-
gabe, wodurch ein flinftes Ergebnis hervorgebracht wird;

Verschieben der Bits Uber die Stufen; und

Einfugen des flinften Ergebnisses in die erste Stufe.

Verfahren nach Anspruch 4, ferner umfassend das Voreinstellen der Erzeugung des Zufalls-/ Pseudozufallsbits je
nach einem Zustand der Stufen des riickgekoppelten Schieberegisters.

Verfahren nach Anspruch 4 oder 5, ferner umfassend das Planen einer Vielzahl von Wartezustanden gemaR dem
funften Ergebnis.

Revendications

Systéme comprenant :
un registre a décalage a rétroaction ayant :

L étages connectés en série comprenant un premier étage et un dernier étage, les étages étant dénotés
de 0 aL-1respectivement du premier étage au dernier étage respectivement, les étages étant opérationnels
pour stocker une pluralité de bits de sorte que chacun des étages soit opérationnel pour stocker I'un des
bits ; et

une horloge connectée opérationnellement au registre a décalage a rétroaction, I’horloge étant opération-
nelle pour contréler le mouvement des bits le long des étages ;

un sous-systéme de rétroaction non linéaire, au moins certains des étages ayant une sortie connectée
opérationnellement au sous-systéme de rétroaction non linéaire,

caractérisé par

le sous-systéme de rétroaction non linéaire étant opérationnel pour recevoir une entrée d’'un étage n, d’'un étage
2n+1, d’'un étage m, d’'un étage 2m+1, d’'un étage k et d'un étage 2k+1 parmi les étages, n, m et k étant différents,
le sous-systeme de rétroaction non linéaire comprenant : (i) une premiére grille logique AND, la premiéere grille
logique AND ayant : une premiére entrée connectée opérationnellement a la sortie de I'étage n ; une deuxieme
entrée connectée opérationnellement a la sortie de I'étage 2n+1 ; et une sortie ; (ii) une deuxiéme grille logique
AND et une premiere grille logique XOR, la deuxiéme grille logique AND ayant : une premiere entrée connectée
opérationnellement a la sortie de I'étage m ; une deuxiéme entrée connectée opérationnellement a la sortie de
I'étage 2m+1 ; et une sortie ; la premiére grille logique XOR ayant : une premiére entrée connectée opérationnel-
lement a la sortie de la premiére grille logique AND ; et une deuxiéme entrée connectée opérationnellement a la
sortie de la deuxiéme grille logique AND ; et (iii) une troisiéme grille logique AND et une deuxieme grille logique
XOR, la troisieme grille logique AND ayant : une premiére entrée connectée opérationnellement a la sortie de I'étage
k ; une deuxieme entrée connectée opérationnellement a la sortie de I'étage 2k+1 ; et une sortie ; la deuxieéme grille
logique XOR ayant : une premiére entrée connectée opérationnellement a la sortie de la premiere grille logique
XOR ; une deuxiéme entrée connectée opérationnellement a la sortie de la troisi€me grille logique AND ; et une
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sortie, dans lequel le sous-systéme de rétroaction non linéaire a une sortie basée, au moins en partie, sur une valeur
de la sortie de la deuxiéme grille logique XOR ; et

le registre a décalage a rétroaction ayant en outre :

un générateur de bits ayant une sortie, le générateur de bits étant opérationnel pour générer une pluralité de bits
aléatoires/pseudo-aléatoires a délivrer par le biais de la sortie du générateur de bits ; et

une grille logique XOR principale ayant des premiére et deuxiéme entrées et une sortie, la sortie du générateur de
bits étant connectée opérationnellement a la premiére entrée de la grille logique XOR principale, la sortie du sous-
systéme de rétroaction non linéaire étant connectée opérationnellement a la deuxiéme entrée de la grille logique
XOR principale, la sortie de la grille logique XOR principale étant connectée opérationnellement a I'entrée du premier
étage du registre a décalage a rétroaction.

Systéeme selon la revendication 1, dans lequel le générateur de bits est opérationnel de sorte que la sortie du
générateur de bits soit contrainte en fonction d’un état des étages du registre a décalage a rétroaction.

Systéme selon I'une quelconque des revendications 1 et 2, comprenant en outre un planificateur ayant une entrée
connectée opérationnellement a la grille logique XOR principale ou au registre a décalage a rétroaction, le planifi-
cateur étant opérationnel pour planifier une pluralité d’états d’attente en fonction des données regues par I'entrée
du planificateur.

Procédé comprenant les étapes consistant a :

fournir un registre & décalage a rétroaction ayant L étages connectés en série comprenant un premier étage
et un dernier étage, les étages étant dénotés de 0 a L-1 respectivement du premier étage au dernier étage, les
étages étant opérationnels pour stocker une pluralité de bits de sorte que chacun des étages soit opérationnel
pour stocker I'un des bits ; et

effectuer ce qui suit une pluralité de fois :

effectuer une opération de grille logique AND avec la sortie d’'un étage n et d’'un étage 2n+1 des étages en
tant qu’entrée donnant un premier résultat ;

effectuer une opération de grille logique AND avec la sortie d’'un étage k et d’'un étage 2k+1 des étages en
tant qu’entrée donnant un deuxiéme résultat ;

effectuer une opération de grille logique AND avec la sortie d’'un étage m et d’'un étage 2m+1 des étages
en tant qu’entrée donnant un troisi€me résultat, n, m et k étant différents ;

effectuer une opération de grille logiqgue XOR en utilisant le premier résultat, le deuxieme résultat et le
troisiéme résultat en tant qu’entrée donnant un quatrieme résultat ;

générer un bit aléatoire/pseudo-aléatoire ;

effectuer une opération de grille logique XOR avec le bit et le quatrieme résultat en tant qu’entrée donnant
un cinquiéme résultat ;

décaler les bits le long des étages ; et

insérer le cinquiéme résultat dans le premier étage.

Procédé selon la revendication 4, comprenant en outre |'étape consistant a contraindre la génération du bit aléatoire/
pseudo-aléatoire en fonction d’un état des étages du registre a décalage a rétroaction.

Procédé selon larevendication 4 ou 5, comprenant en outre |'étape consistant a planifier une pluralité d’états d’attente
en fonction du cinquiéme résultat.
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