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(57) A content transaction management server de-
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keys of encrypted content data in the memory are stored
and user identifiers identifying users who are purchasers
of the encrypted content data; a payment-procedure
processing unit implementing payment-procedure proc-
esses related to purchase transactions of encrypted con-
tent data by a user identified by user identifiers in the
payment request; and a decryption-key transmission unit
that, after payment-procedure processing based on the
payment-procedure processing unit is completed, reads
out, from the memory, decryption keys stored in the stor-
age area indicated by the first storage address included
in the payment request and transmits, through the com-

munication unit, the decryption keys to the transmission
source of the payment request.
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Description
Technical field

[0001] The present invention relates to transaction of
encrypted content.

Related art

[0002] Systems for delivering various content data to
users of a network in exchange for payment of costs
through predetermined payment processes are in wide-
spread use. Various types of mechanisms for efficiently
operating these types of systems have been proposed.
For example, in the digital content transaction support
system disclosed in JP-A-2004-13743, encrypted con-
tent data is stored on a server device and a decryption
key for such content data is transmitted to the terminal
of the purchaser after the completion of payment proc-
esses by the purchaser.

Summary

[0003] Itis noted here thatin cases ofindividual entities
selling original content data, itis not easy for such entities
to efficiently collect payment for such data. Namely, it is
often necessary for sales to be implemented through a
procedure of encrypting the original content data and reg-
istering the same on a server device on a network, re-
questing a deposit of payment for content data by spec-
ifying a bank account to an applicant of the content data,
and transmitting decryption keys to the applicant after
completing confirmation of receipt of the payment.
[0004] However, inemployingthis mechanism the sell-
er of the content data is required to perform cumbersome
tasks such as a confirmation of a payment received, and
a further problem exists in that it may not be possible to
provide immediately to an applicant content data for
which the applicant has applied.

[0005] The present invention has been proposed in
view of the background outlined above and aims to pro-
vide a mechanism for efficiently performing content-data
transactions without requiring cumbersome tasks to be
carried out by the seller or purchaser.

[0006] According toan aspectofthe presentinvention,
there is provided a content transaction management
server device including: storage means for storing a de-
cryption key used for decryption of encrypted content da-
ta; communication means for communicating informa-
tion; payment-request reception means for receiving a
payment request through the communication means, the
payment request including a first storage address and a
user identifier, the first storage address indicating a stor-
age area in the storage means in which the decryption
key is stored, the user identifier identifying a user, who
is a purchaser of the encrypted content data; payment-
procedure processing means for performing payment-
procedure processes related to a transaction for pur-
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chase of the encrypted content data by the user identified
by the user identifier included in the payment request;
and decryption-key transmission means for transmitting
the decryption key through the communication means to
a transmission source of the payment request, after the
payment-procedure processing by the payment-proce-
dure processing means is completed, the transmitted de-
cryption key being read out from the storage area in the
storage means, the storage area being indicated by the
first storage address included in the payment request.
[0007] According to an aspect of this content transac-
tion management server device, content-data transac-
tions can be performed efficiently without requiring cum-
bersome tasks to be carried out by the seller or purchas-
er.

[0008] This exemplary embodiment of a content trans-
action management server device may further include:
content-data reception means for receiving, through the
communication means, content data as well as a second
storage address indicating a storage area of an external
device; encryption means for generating encrypted con-
tent data by applying a predetermined encryption key to
the received content data; storage control means for con-
trolling the storage means to store a decryption key that
is a counterpart of the encryption key used in the encryp-
tion by the encryption means; and file transmission
means for transmitting a definitions file and the encrypted
content data, through the communication means to a
transmission source of the content data and the second
storage address, the definitions file including the first stor-
age address indicating the storage area where the de-
cryption keys are stored and the second storage address,
the encrypted content data being generated by the en-
cryption means.

[0009] According to an aspect of this content transac-
tion management server device, the definitions file for
acquisition procedures and encrypted content data are
transmitted to the source of transmission of the content
data and the second storage address.

[0010] Moreover, the above exemplary embodiment
may further include: content-data reception means for
receiving, through the communication means, content
data including a plurality of data sets, a second storage
address indicating a storage area of an external device,
and a data-set identifier for identifying one of the data
sets included in the content data; encryption means for
generating encrypted content data including an encrypt-
ed data set and unencrypted content data, by applying
a predetermined encryption key to a data set specified
from among the received content data by the data-set
identifier; storage control means for controlling the stor-
age means to store a decryption key that is a counterpart
of the encryption key used in the encryption by the en-
cryption means; and file transmission means for trans-
mitting a definitions file and the encrypted content data
through the communication means to a transmission
source of the content data and the data-set identifiers,
the definitions file including the first storage address, the



3 EP 2 120 198 A1 4

second storage address and the data-set identifier, the
encrypted content data being generated by the encryp-
tion means.

[0011] According to an aspect of this content transac-
tion management server device, the definitions file for
data-set acquisition procedures and encrypted content
data are transmitted to the transmission source of the
content data and data-set identifiers.

[0012] In addition, the above exemplary embodiment
may further include: content-data reception means for
receiving, through the communication means, content
data including a plurality of data sets as well as a data-
set identifier for specifying a data set included in the con-
tent data; encryption means for generating encrypted
content data including an encrypted data set and unen-
crypted content data, the encrypted data set being en-
crypted by applying a predetermined encryption key to a
data set specified from among the received content data
by the data-set identifier; storage control means for con-
trolling the storage means to store a decryption key that
is a counterpart of the encryption key used in the encryp-
tion by the encryption means; and file transmission
means for transmitting, through the communication
means to a transmission source of the content data and
the data-set identifier, a definitions file for data-set ac-
quisition procedures and encrypted content data, the def-
initions file including the first storage address and the
data-set identifier, the encrypted content data being gen-
erated by the encryption means.

[0013] According to an aspect of this content transac-
tion management server device, the definitions file for
acquisition procedures and encrypted content data is
transmitted to the transmission source of the content data
and data-set identifiers.

[0014] According to another aspect of the invention,
there is provided a content-providing server device in-
cluding: storage means for storing information; commu-
nication means for communicating information; file re-
ception means for receiving encrypted content data and
a definitions file for acquisition procedures, the definitions
file including afirst storage address and a second storage
address, the first storage address indicating a storage
area in which a decryption key is stored, the decryption
key being a counterpart of an encryption key used for
generating the encrypted content data, the second ad-
dress indicating a storage area in the storage means;
storage control means for controlling the storage area to
store the encrypted content data in the storage area in-
dicated by the second storage address, and to store the
definitions file in another storage area different from the
storage area; file transmission means for transmitting the
definitions file, the definitions file being read out from the
storage means; request reception means for receiving,
through the communication means, a download request
including the second storage address from a transmis-
sion source of the definitions file; and encrypted-content-
data transmission means for transmitting, through the
communication means to a transmission source of the
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download request, the encrypted content data read out
from the storage area in the storage means indicated by
the second storage address included in the received
download request.

[0015] According to an aspect of this content-providing
server device, encrypted content data are transmitted to
the transmission source of the download request.
[0016] According to yet another aspect of the inven-
tion, there is provided a terminal device including: storage
means for storing a user identifier for identifying a user
of the terminal device; communication means for com-
municating information; file reception means for receiv-
ing, through the communication means, a definitions file
for download acquisition procedures including a first stor-
age address and a second storage address, the first stor-
age address indicating a storage area in a first external
device in which a decryption key is stored, the decryption
key being a counterpart of an encryption key used for
encrypting content data, the second storage address in-
dicating a storage area of a second external device in
which the encrypted content data is stored, the encrypted
content data being encrypted with the encryption key;
payment-request transmission means for transmitting,
through the communication means to the first external
device, a payment request including the first storage ad-
dress and a user identifier, is the first storage address
being included in the definitions file, the user identifier
being read out from the storage means; download-re-
quest transmission means for transmitting, through the
communication means to the second external device, a
download requestincluding the second storage address,
the second storage address being extracted from the def-
initions file and; content reception means for receiving,
through the communication means, encrypted content
data stored in a storage area of the second external de-
vice indicated by the second storage address; decryp-
tion-key reception means for receiving, through the com-
munication means, the decryption key stored in the stor-
age area of the first external device indicated by the first
storage address; and decryption means for decrypting
content data by applying the received decryption key to
the received encrypted content data.

[0017] According to an aspect of this terminal device,
content data is decrypted by applying received decryp-
tion keys to encrypted content data.

[0018] According to yet another aspect of the inven-
tion, there is provided A program causing a computer
device to execute a process, the computer device includ-
ing storage means for storing a user identifier for identi-
fying a user of a terminal device and communication
means for communicating information, the process in-
cluding: receiving, through the communication means, a
definitions file for download acquisition procedures in-
cluding a first storage address and a second storage ad-
dress, the first storage address indicating a storage area
in a first external device in which a decryption key is
stored, the decryption key being a counterpart of an en-
cryption key used for encrypting content data, the second
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storage address indicating a storage area of a second
external device in which the encrypted content data is
stored, the encrypted content data being encrypted with
the encryption key; transmitting, through the communi-
cation means to the first external device, a payment re-
quest including the first storage address and a user iden-
tifier, is the first storage address being included in the
definitions file, the user identifier being read out from the
storage means; transmitting, through the communication
means to the second external device, a download re-
quest including the second storage address, the second
storage address being extracted from the definitions file
and; receiving, through the communication means, en-
crypted content data stored in a storage area of the sec-
ond external device indicated by the second storage ad-
dress; receiving, through the communication means, the
decryption key stored in the storage area of the first ex-
ternal device indicated by the first storage address; and
decrypting content data by applying the received decryp-
tion key to the received encrypted content data.

[0019] Accordingtoanaspectofthis program, content-
data transactions can be performed efficiently without
requiring cumbersome tasks to be carried out by the sell-
er or purchaser.

Brief Description of the Drawings

[0020] Exemplary embodiments of the present inven-
tion are described in detail based on the following figures,
wherein:

FIG. 1 shows an overall configuration of a content
transaction system;

FIG. 2 shows a physical configuration of a mobile
terminal;

FIG. 3 shows a logical configuration of a mobile ter-
minal;

FIG. 4 shows a schematic diagram of a hardware
configuration of a content transaction management
server device;

FIG. 5 shows a schematic diagram of a hardware
configuration of a content-providing server device;
FIG. 6 shows a flowchart showing a process for a
content registration service;

FIG. 7 shows a flowchart showing a process for a
content registration service;

FIG. 8 shows a marketed-content registration
screen;

FIG. 9 shows a diagram showing a CPF;

FIG. 10 shows a flowchart showing a process for a
content purchasing service;

FIG. 11 shows a flowchart showing a separate ex-
ample of a process for a content purchasing service;
and

FIG. 12 shows a flowchart showing a separate ex-
ample of a process for a content purchasing service.
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Description of Reference Symbols

[0021] 11: Controller. 12: Transmission and reception
part. 13: Instruction input part. 14: Liquid crystal display.
15: CPU. 16: RAM. 17: ROM. 18: EEPROM. 20: Mobile
packet communication network. 30: Content-providing
server device. 30: Same server device. 31: Controller.
32: Communication interface. 33: Hard disk. 34: CPU.
35: RAM. 36: ROM. 40: Internet communication network.
50: Gateway server device. 60: Content transaction man-
agement server device. 60: Content transaction server
device. 61: Controller. 62: Communication interface. 63:
Hard disk. 64: CPU. 65: RAM. 66: ROM. 70: Payment
system. 71: Browser. 72: Mailer. 73: OS. 74: Java exe-
cution environment. 77: Class library. 78: JVM. 79: JAM.

Detailed Description

[0022] An exemplary embodiment of the present in-
vention will now be described.

[0023] First, terms used in the present exemplary em-
bodiment will be defined. "Carrier" refers to a party that
administers a mobile packet communication network.
"User" refers to a party that enters into a user agreement
for amobile packet communication network with a carrier.
"Content provider" refers to a party that provides services
for registering content data uploaded by the user on a
server device connected to the Internet and for down-
loading such content data in response to a purchase re-
quest from a user. "Content data" includes information
expressed using at least one of text, music, and/or im-
ages, such as, for example, electronic books, music,
movies, video clips, Web pages, and the like. Moreover,
the concept of "content data" may also include various
computer programs, such as game software, Java (reg-
istered trademark) applets, and the like, as well as func-
tion groups known as API (Application Program Inter-
face). Furthermore, "content data" may also be various
items used by a player in a role-playing game, for exam-
ple. In essence, in the present exemplary embodiment,
"content data" refers to electronic information provided
to a user after payment procedures are completed.
[0024] The content transaction system related to the
present exemplary embodiment is characterized as first
transmitting a unique file known as a CPF (contents pay-
ment file) to a user applying to purchase content data
registered on a server device of a content provider and,
by having subsequent processes executed in accord-
ance with descriptions in the CPF, facilitating procedures
from payment to the acquisition of content data. The CPF
functions as a file that defines procedures for acquiring
content data, or, in other words, as a definitions file for
acquisition procedures.

[0025] FIG. 1 shows an overall configuration of a con-
tent transaction system related to the present exemplary
embodiment. As shown in the figure, this systemincludes
a mobile packet communication network 20 to which a
mobile terminal 10 is connected, the Internet 40 to which
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a content-providing server device 30 is connected, a
gateway server device 50 that intervenes between the
two communication networks, a content transaction man-
agement server device 60 that functions as a proxy of
the gateway server device 50, and a payment system
70. In addition, as shown in the figure, multiple content-
providing server devices 30 are connected to the Internet
40. The payment system 70 is a system including various
financial networks, for example, a JBA (Japanese Bank-
ers Association) network or CAFIS (Credit and Finance
Information System) network (not shown). The content
transaction management server device 60 performs pay-
ment-procedure processing related to transactions of
content data and requests payment processing by the
payment system 70, and payment processing by the pay-
ment system 70 is thereby executed.

[0026] The mobile packet communication network 20
is an aggregation of nodes that transfer data through pro-
cedures compliant with a protocol, for example, a simpli-
fied protocol of TCP (transmission control protocol)/IP
(Internet protocol) or a protocol corresponding to HTTP
(hyper text transfer protocol) implemented via TCP/IP,
and the like. The mobile packet communication network
20 includes a base station and a packet-subscriber
processing device. The Internet 40 is an aggregation of
nodes that transfer data through procedures compliant
with TCP/IP or HTTP, SMTP (simple mail transfer proto-
col), and the like that are implemented via TCP/IP, and
it includes a server device and a router.

[0027] The gateway server device 50 is a computer
operating in a mobile packet gateway switching center
that interconnects the mobile packet communication net-
work 20 and the Internet 40 under the management of
the carrier. Data delivered from a node of one commu-
nication network to a node of another communication net-
work is transferred to the node of the other communica-
tion network upon having a protocol converted at the
gateway server device 50.

[0028] FIG. 2 shows a physical configuration of a mo-
bile terminal 10. The mobile terminal 10 includes a con-
troller 11 (an example of file reception means, payment-
request transmission means, download-request trans-
mission means, content reception means, decryption-
key reception means, and decryption means), a trans-
mission and reception part 12 (an example of communi-
cation means), an instruction input part 13, and a liquid
crystal display 14.

[0029] The transmission and reception part 12 per-
forms wireless communication with a base station of the
mobile packet communication network 20 under the con-
trol of the controller 11.

[0030] The instruction input part 13 includes various
buttons, such as PB (push buttons) and the like, and cur-
sorkeys. When aninput operationis performed by a user,
the instruction input part 13 supplies to the controller 11
a signal corresponding to the input operation. The liquid
crystal display 14 includes a display device such as a
liquid crystal panel or the like. The liquid crystal display
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14 displays a variety of information under the control of
the controller 11.

[0031] The controller 11 includes a CPU 15, RAM 16,
ROM 17 and EEPROM 18 (an example of memory).
[0032] The CPU 15 executes various programs stored
in the ROM 17 and EEPROM 18 with using the RAM 16
as a work area.

[0033] The ROM 17 stores preinstalled programs. The
preinstalled programs are programs that are stored in
the ROM 17 during the process of manufacturing the mo-
bile terminal 10. For example, the preinstalled programs
can include a multitask operating system (hereinafter re-
ferred to as "multitask OS"), Java(R) platform programs,
and native application programs. The multitask operating
systemis an operating system that supports various func-
tions, such as allocation of virtual memory space, that is
necessary for implementing virtual parallel executions of
multiple tasks based on a TSS (Time-Sharing System).
The Java platform programs are a program group pre-
pared in accordance with a CDC (Connected Device
Configuration) in order to implement the Java execution
environment described below. The native applications
are programs that implement services of the mobile ter-
minal 10, such as telephone calls, browsing, transmis-
sion and reception of a mail, and the like. The native
applications include, for example, a mailer application for
receiving provided mail-transmission and -reception
services and a browser application for receiving provided
browsing services.

[0034] The EEPROM 18 includes a Java application
storage area. Java applications are stored in this storage
area. A Java application includes a Jar (Java Archive)
file and an ADF (Application Descriptor File). The Jar file
includes a program body, image files and sound clips
used during the execution of the actual programs. The
program body describes procedures of processes under
Java execution environment, The ADF describes infor-
mation used in the installation or startup of the program,
and various attributes of the Jar file. The Java application
is prepared by, for example, the carrier, and stored in,
for example, the content transaction management server
device 60 or a server device in the Internet 40. The Java
application is downloaded from the server device in re-
sponse to a request from the mobile terminal 10.
[0035] Moreover, the EEPROM 18 stores a PIN (Per-
sonal Identity Number) issued by the carrier in order to
uniquely identify a user.

[0036] FIG. 3 shows a logical configuration of the mo-
bile terminal 10, implemented by the controller 11 exe-
cuting various programs stored in the ROM 16 and EEP-
ROM 18. As shown in the figure, a browser 71, a mailer
72, and a Java execution environment 74 are implement-
ed on an OS 73 in the mobile terminal 10 executing var-
ious programs. In the EEPROM 18, a first storage 75 and
second storage 76 are reserved. The browser 71 and
mailer 72 are implemented by native applications stored
in the ROM 16. The browser 71 and mailer 72 provides
functions of receiving and interpreting of data described
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in HTML (Hyper Text Markup Language) format, and
transmitting and receiving an electronic mail, and the like.
[0037] The Java execution environment 74 is imple-
mented by the Java platform programs stored in the ROM
16. The Java execution environment 74 includes a class
library 77, a JVM (Java Virtual Machine) 78, and a JAM
(Java Application Manager) 79. The class library 77 in-
cludes program module groups, which are each known
as a "class" and have highly versatile and specific func-
tions, in a single file. The JVM 78 is a JVM that is opti-
mized for the CDC, which is a configuration for a portable
device loaded with a multitask OS. The JVM 78 provides
functions of interpreting and executing byte codes includ-
ed in a Java application. The JAM 79 provides functions
of controlling downloads and installations of the Java ap-
plications.

[0038] The first storage 75 includes an storage area in
which the Java applications (Jar files and ADF) down-
loaded under the control of the JAM 79 are stored. The
second storage 76 includes a storage area for storing
data generated during the execution of a Java application
after the Java application is terminated. In the second
storage 76, an individual storage area is allocated for an
installed Java application. Data stored in a certain stor-
age area allocated to a certain Java application is rewri-
table only by the Java application, and other Java appli-
cations cannot rewrite data stored in that storage area.

[0039] FIG. 4 shows a hardware configuration of the
content transaction management server device 60. The
server device operates under the management of a car-
rier. As shown in the figure, the content transaction man-
agement server device 60 includes a controller 61 (an
example of payment-request reception unit, payment-
procedure processing unit, decryption-key transmission
unit, content-data reception unit, an encryption unit, con-
tent control unit, and file transmission unit), a communi-
cation interface 62 (an example of communication unit),
and a hard disk 63 (an example of memory).

[0040] The controller 61 includes a CPU 64, a RAM
65, and a ROM 66.

[0041] The communication interface 62 controls trans-
mission and reception of data in accordance with a pro-
tocol such as TCP/IP, HTTP, and the like.

[0042] The hard disk 63 stores a payment service con-
trol program 63a, a CPF generation service control pro-
gram 63b, a decryption-key database 63c, and a content
purchase application 63d.

[0043] The payment service control program 63a is a
program for paying purchase costs in response to a re-
quest from the mobile terminal 10 of a user purchasing
content data.

[0044] The CPF generation service control program
63b is a program for encrypting the content data and
generating CPF in response to a request from the mobile
terminal 10 of a user selling content data. The details of
the CPF are described in the paragraph on the opera-
tional description below.

[0045] The decryption-key database 63c stores de-
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cryption keys, each of which is a counterpart of an en-
cryption key used in the encryption of content data.
[0046] The content purchase application 63d is a
unique Java application (Jar files and ADF) prepared by
a carrier in order to be downloaded by the mobile terminal
10. The content purchase application 63d provides to the
JVM functions such as payment of purchase cost in ac-
cordance with a CPF or decryption of content data using
decryption keys.

[0047] FIG. 5 shows a hardware configuration of the
content-providing server device 30. The content-provid-
ing server device 30 operates under the management of
a content provider. As shown in the figure, the content-
providing server device 30 includes a controller 31 (an
example of file reception unit, storage control unit, re-
quest reception unit and content transmission unit), a
communication interface 32 (an example of communica-
tion unit), and a hard disk 33 (an example of memory).
[0048] As in the content transaction management
server device 60, the controller 31 includes a CPU 34,
RAM 35, and ROM 36, and moreover, the configuration
of the communication interface 32 is also identical to that
of the above server device 60.

[0049] In the hard disk 33, there is reserved a storage
area for storing encrypted content data, for which encryp-
tion is implemented, through the content transaction
managementserver device 60, as well as CPF generated
by the above server device 60 during the encryption.
[0050] Next, the operations of the present exemplary
embodiment will be described.

[0051] The operations of the present exemplary em-
bodiment can be classified broadly between content-reg-
istration-service processing and content-purchasing-
service processing. These two processes are started by
a mobile terminal 10 in which a content purchase appli-
cation 63d, which is stored on the content transaction
management server device 60, is downloaded. Once
there is an instruction from the instruction input part 13
of the mobile terminal 10 to open the content purchase
application 63d, first, a service selection screen prompt-
ing the selection of either a content registration service
or a content purchasing service is displayed on a liquid
crystal display 14. The -content-registration-service
processing or the content-purchasing-service process-
ing is started after the respective content registration
service or content purchasing service is selected through
further operation of the instruction input part 13.

[0052] FIG. 6 and FIG. 7 are flowcharts showing proc-
esses for a content registration service.

[0053] Auserusingthe contentregistration service op-
erates his/her mobile terminal 10 to store in the EEPROM
18, content data created using, for example, a drawing
application, composing application, or the like. The user
selects the content registration service from the service
selection screen upon receiving, from the content pro-
vider, an allocated URL (Uniform Resource Locator) of
a storage area of the content-providing server device 30,
which is reserved for the storage of the content data.
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[0054] When the content registration service is select-
ed, the controller 11 of the mobile terminal 10 transmits,
to the content transaction management server device 60,
arequest for transmitting a marketed-content registration
screen (S100). The request is transmitted through a mo-
bile packet communication network 20 and a gateway
server device to the content transaction management
server device 60.

[0055] When the controller 61 of the content transac-
tion management server device 60 receives the request,
the controller 61 transmits, to the mobile terminal 10, dis-
play data of the marketed-content registration screen
(S110). The display data is data describing the layout of
the marketed-content registration screen using HTML
(Hyper Text Markup Language).

[0056] When the controller 11 of the mobile terminal
10 receives the display data, the controller 11 controls
the liquid crystal display 14 to display the marketed-con-
tent registration screen (S120).

[0057] FIG.8showsanexample ofamarketed-content
registration screen. Under the character string reading
"Marketed-content registration" the screen includes a
first input column 91 for inputting the content name, a
second input column 92 for inputting the content price, a
third input column 93 for inputting attached content, and
a fourth input column 94 for inputting the URL of the con-
tent, and under these, a button reading "Register" is dis-
played.

[0058] The user, referring to the marketed-contentreg-
istration screen, inputs, into the first input column 91 and
the second input column 92, respectively, the name and
price of the content that the user wishes to register by
operating the instruction input part 13. After that, the user
operates the instruction input part 13 so as to initiate op-
erations for attaching content data stored in the EEPROM
18. Thereby, the file name of the content data being at-
tached is input into the third input column 93. In addition,
after inputting, into the fourth input column 94, the URL
of the storage area of the content-providing server device
30 in which the content data is secured for storage, the
user selects the "Register" button.

[0059] Whenthe "Register" button is selected, the con-
troller 11 of the mobile terminal 10 transmits, to the con-
tent transaction management server device 60, a content
registration request including: data indicating the content
name input in the first input column 91, the price input
into the second input column 92 and the URL input into
the fourth input column 94; and the attached content data
(S130).

[0060] When the controller 61 of the content transac-
tion management server device 60 receives the content
registration request, the controller 61 generates encrypt-
ed content data by applying a unique encryption key to
the content data included in the request (S 140).

[0061] Subsequently, the controller 61 controls the de-
cryption-key database 63c to store a decryption key that
is a counterpart of the encryption key used in the encryp-
tion of Step 140 (S150).
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[0062]
(S160).
[0063] FIG. 9 shows an example of a CPF generated
in the Step 150. As shown in the figure, the CPF includes:
content-name data indicating the content name; price da-
ta indicating the price; a URL (this URL hereinafter is
referred to as "first URL" and is an example of the first
storage address) indicating the storage area of the de-
cryption-key database 63c in which the decryption key
of Step 150 is stored; and the URL (this URL hereinafter
is referred to as "second URL" and is an example of the
second storage address) input into the fourth input col-
umn 94 of the marketed-content registration screen.
[0064] The controller 61 transmits, to the mobile ter-
minal 10, the encrypted content data generated in Step
140 and the CPF generated in Step 160 (S 170).
[0065] When the controller 11 of the mobile terminal
10 receives the encrypted content data and the CPF, the
controller 11 transmits, to a content-providing server de-
vice 30, a content registration request including the en-
crypted content data and the CPF (S180). Here, as
shown in FIG. 1, multiple content-providing server devic-
es 30 are connected to the Internet communication net-
work, but of these, the content registration request is
transmitted with its destination being the content-provid-
ing server device 30 that has received an allocated URL
(Uniform Resource Locator).

[0066] When the controller 31 of the content-providing
server device 30 receives the content registration re-
quest, the controller identifies the encrypted content data
and CPF from the request (S 190).

[0067] The controller 31 controls the hard disk 33 to
store in the storage area indicated by the second URL
included in the CPF identified in Step 190 (i.e., the stor-
age area indicated by the URL allocated in advance for
storage of the content data), the encrypted content data
identified in Step 190 (S200).

[0068] Subsequently, the controller 31 controls the
hard disk 33 to store in an unused storage area the CPF
identified in Step 190 (S210).

[0069] The controller 31 transmits, to the mobile ter-
minal 10, a registration completion message including a
URL (this URL hereinafter is referred to as "third URL")
of the storage area of the hard disk 33 in which the CPF
is stored in Step 210 (S220).

[0070] When the controller 11 of the mobile terminal
10 receives the registration completion message, the
controller 11 controls the EEPROM 18 to store the third
URL included in the message (S230).

[0071] With the above, the content-registration-serv-
ice process is completed.

[0072] FIG. 10 is a flowchart showing a process for a
content purchasing service.

[0073] A user using the content-purchasing-service
process selects the content purchasing service from the
service selection screen upon acquiring, from a separate
user who has registered encrypted content data on a
content-providing server device 30 using the content reg-

In addition, the controller 61 generates a CPF
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istration service, the third URL indicating the storage area
of a CPF of content data and storing it on the EEPROM
18 of their mobile terminal 10.

[0074] When the content purchasing service is select-
ed, the controller 11 of the mobile terminal 10 reads out
the third URL stored in the EEPROM 18 and transmits,
to the content-providing server device 30, a CPF trans-
mission request including the third URL (S300).

[0075] When the controller 31 of the content-providing
server device 30 receives the CPF transmission request,
the controller 31 transmits, to the mobile terminal 10, the
CPF stored in the hard disk 33 indicated by the third URL
included in the request (S310).

[0076] When the controller 11 of the mobile terminal
10 receives the CPF, the controller 11 extracts, from the
CPF, the content-name data, price data, first URL, and
second URL (S320).

[0077] The controller 11 controls the liquid crystal dis-
play 14 to display a content purchase confirmation screen
obtained by embedding, in a predetermined form, the
content-name data and price data extracted in Step 320
(S330).

[0078] Displayed on the content purchase confirma-
tion screen are the content name, which is indicated by
the content name data, and the price, which is indicated
by the price data, and under these are displayed a char-
acter string reading "Would you like to purchase this con-
tent?" and a button reading "Purchase."

[0079] The user referring to the content purchase con-
firmation screen selects the "Purchase" button through
operations of the instruction input part 13.

[0080] Ifthe "Purchase" button is selected, the control-
ler 11 of the mobile terminal 10 transmits, to the content
transaction management server device 60, a payment
request including the content-name data, price data, and
first URL extracted in Step 320 and the PIN code read
out from the EEPROM 18 (S340).

[0081] If the content transaction management server
device 60 receives the payment request, the controller
61 performs payment processing of the cost of the con-
tent data (S350). Specifically, the controller identifies,
from a packet-communication-charge management da-
tabase in a mobile packet gateway switching center, a
call charge record of a user corresponding to the PIN
code included in the payment request and adds the price
data included in the payment request to the sum total of
the call charge stored in the identified record. Thereby,
the purchase amount of the content data is recorded in
the calling rate claimed by the carrier from the user who
is the purchaser. In this way, the process for determining
the money amount claimed by a user is a payment-pro-
cedure process using the content transaction manage-
ment server device 60.

[0082] Moreover, if the money amount determined
through this type of payment-procedure process is re-
ported to a payment system 70 and payment processing
is requested, the payment system 70 withdraws the mon-
ey amount from the bank account of the user who is the
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purchaser. At this time, the bank account used is a bank
account that is pre-registered when the user enters into
the user agreement with the carrier.

[0083] Atthe same time, regarding the user who is the
seller, the controller 61 performs processing to provide
the money amount equivalent to the price data included
in the payment request. Specifically, the controller 61
identifies, from the packet-communication-charge man-
agement database, a call charge record of the user who
is the seller and subtracts the price data included in the
payment request from the sum total of the call charge
stored in the identified record. Thereby, the calling rate
claimed by the user who is the seller enters a state in
which the sales total of the content data is deducted.
Moreover, the calling rate from which the sales total is
deducted is paid by the above payment system. In addi-
tion, if the sum total of the call charge becomes negative
upon subtracting the price data, the negative amount is
registered in the packet-communication-charge man-
agement database. In this case, the payment system 70
may perform processing to deposit the negative money
amount into the bank account of the user who is the seller
by using the money amount collected from the purchaser
as funds.

[0084] If the controller 61 completes the payment
processing, the controller 61 reads out the decryption
key stored in the storage area of the decryption-key da-
tabase 63c indicated by the first URL included in the pay-
ment request and transmits, to the mobile terminal 10, a
payment completion message including the decryption
key (S360).

[0085] If the mobile terminal 10 receives the payment
completion message, the controller 11 controls the EEP-
ROM 18 to store the decryption key included in the mes-
sage (S370).

[0086] Subsequently, the controller 11 transmits, to the
content-providing server device 30, a download request
including the second URL extracted in Step 320 (S380).
[0087] If the content-providing server device 30 re-
ceives the download request, the controller 31 transmits,
to the mobile terminal 10, the encrypted content data
stored in the storage area of the hard disk 33 indicated
by the second URL included in the request (S390).
[0088] Ifthe mobile terminal 10 receives the encrypted
content data, the controller 11 restores the content data
by applying the decryption key to the encrypted content
data (S400), the decryption key being stored in the EEP-
ROM 18 in Step 370 and being read out from the EEP-
ROM 18. The restored content data is played in response
to, as a trigger, a predetermined operation through the
instruction input part 13.

[0089] Withthe above, the content-purchasing-service
process is completed.

[0090] In the present exemplary embodiment de-
scribed above, when a user transmits original content
data from the mobile terminal 10 to the content transac-
tion management server device 60, the content transac-
tion management server device 60 encrypts the content
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data. The content transaction management server de-
vice 60 returns the encrypted content data and CPF ob-
tained through encryption to the mobile terminal 10. The
content data and CPF are registered on the content-pro-
viding server device 30. The CPF includes a first URL,
which is a URL of a storage area of the content transac-
tion server device 60 in which a decryption key that is a
counterpart of the encryption key used in the encryption
is stored, and a second URL, which is a URL of a storage
area of the content-providing server device 30 in which
the encrypted content data is stored. When the mobile
terminal 10 of the user purchasing the content sequen-
tially transmits requests for the first URL and second URL
included inthe CPF, processes from the payment of com-
pensation for the content to acquisition of the content are
performed automatically.

[0091] Inthis way, by variously coordinating the mobile
terminal 10, the content transaction management server
device 60, and the content-providing server device 30
and executing a sequence of operations related to con-
tent-data transactions, it is possible to efficiently perform
content-data transactions without requiring the conven-
tional cumbersome tasks by either the seller or purchas-
er.

[0092] Moreover, the following is a further detailed de-
scription of the respective merits for the seller and the
purchaser.

[0093] First, the seller can easily obtain a CPF and
encrypted content data by registering content data on
the content transaction management server device 60.
Furthermore, the seller may sell content simply through
operations of coordinating the obtained CPF and encrypt-
ed content data and storing the CPF and encrypted con-
tent in a downloadable state on the content-providing
server device 30. Consequently, the merits for the seller
are that there is no need to prepare encryption software
and no need to establish a payment system.

[0094] The purchaser may obtain the CPF by access-
ing the content-providing server device 30 and specifying
the desired content data, and may purchase the content
data simply through relatively simple operations using
the CPF.

[0095] First, when the purchaser refers to the CPF ob-
tained using their personal mobile terminal 10 and per-
forms operations for purchasing the content data, the mo-
bile terminal 10 transmits, to the content transaction man-
agement server device 60, a payment request including
the first URL, which refers to the storage area of the de-
cryption key, the PIN code, and the like. In response to
this request, the content transaction management server
device 60 performs payment procedures for the user cor-
responding to the PIN code and also reads out the de-
cryption key from the storage area indicated by the first
URL and transmits the decryption key to the mobile ter-
minal 10. At this stage, the purchaser may complete the
payment procedure, which is absolutely imperative for
the content-data transaction, and may also obtain the
decryption key necessary for the decryption of the en-
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crypted content data. If the decryption key may be ob-
tained at approximately the same time that the payment
procedure is completed as described above, all that sub-
sequently remains is a simple operation for obtaining the
encrypted content data.

[0096] Subsequently, the purchaser performs opera-
tions for requesting encrypted content data using the mo-
bile terminal 10. Inresponse to the operations, the mobile
terminal 10 transmits, to the content-providing server de-
vice 30, a download request including the second URL.
In response to this request, the content-providing server
device 30 reads out the encrypted content data from the
storage area indicated by the second URL and transmits
it to the mobile terminal 10. The mobile terminal 10 de-
crypts the encrypted content data using the previously
obtained decryption key and obtains the content data. In
this way, the operations for acquiring the content data
are not very different from standard procedures for down-
loading content data on the Web, for example, and the
operational burden imposed on the purchaser is very low.

Further Embodiments

[0097] Various modified exemplary embodiments are
possible for the present invention. The modified exam-
ples described below may also be used in combinations
of two or more.

[0098] A configuration in which the content purchase
application, instead of being a Java application operating
in a Java execution environment, is preliminarily stored
in the ROM 16 of a mobile terminal 10 as a native appli-
cation may also be used.

[0099] In the above exemplary embodiment, the con-
tent purchase application is implemented in the mobile
terminal 10 (i.e., a cellular phone handset that may ac-
cess an Internet 40 intermediated by a mobile packet
communication network 20), but similar functions may
be obtained even if an application of the same type were
implemented on a personal computer that may directly
access the Internet 40.

[0100] Moreover, in the above exemplary embodi-
ment, it is presumed that the person (the seller) register-
ing the content data subject to sales on the content-pro-
viding server device 30 is a party who has entered into
a user agreement for a mobile packet communication
network with the carrier (i.e., a user). However, the seller
is not limited to a party who has entered into a user agree-
ment for a mobile packet communication network with
the carrier, and may simply be a party having a commu-
nication terminal that may establish a communication
connection with the content transaction management
server device 60 and/or content-providing server device
30.

[0101] Regarding the method for determining the price
of the content, a wide range of variations may be con-
ceived. In the exemplary embodiment, the price is deter-
mined on the basis of each individual content, but the
price may also be determined on the basis of the period
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of use of the content data. Specifically, the user who is
the seller, when registering the content price on the mar-
keted-content registration screen, registers a period and
a compensation (price) for the act of using the content
within that period and submits these to the purchaser.
For example, if the seller wishes to provide, to the pur-
chaser, a certain content for 100 yen per month, they
register "1 month" as the "period" and "100 yen" as the
"price," and this information is described in the CPF. In
this case, the controller 11 of the mobile terminal 10 of
the purchaser limits the period of use of the content in
accordance with the details described in the CPF. That
is, the controller 11 permits use of the content (e.g., start-
up, execution, playing, transfer, and the like of the content
data) during the period described in the CPF, but once
the period described in the CPF has elapsed, the con-
troller 11 does not permit use of the content.

[0102] Moreover, there is also a wide range of varia-
tions for the payment procedure.

[0103] In the exemplary embodiment, the bank ac-
count used for payment is a bank account that is regis-
tered in advance when the user enters into the user
agreement with the carrier. However, as alternatives, for
example, a bank account used for payments for a credit
card owned by the user may be used, or a bank account
used through a credit function implemented on the mobile
terminal 10 may be used.

[0104] Furthermore, payments may be made using an
electronic value implemented on the mobile terminal 10.
In this case, the payment-procedure process of the con-
tent transaction management server device 60 is as fol-
lows.

[0105] If the content transaction management server
device 60 receives the payment request, the controller
61 requests, from the mobile terminal 10 corresponding
to the PIN code included in the payment request, the
electronic value equivalent to the price data included in
the payment request. In response to this request, the
mobile terminal 10 subtracts, from the electronic value
stored therein, the requested electronic value. If the mo-
bile terminal 10 completes the subtraction process, the
mobile terminal 10 reports this to the content transaction
management server device 60.

[0106] In addition, the payment is not limited to using
currency and may use points that may be converted into
some privilege for the user.

[0107] Moreover, only a part of the data sets included
in the content data may be encrypted. For example, if
the content data is software providing a role-playing
game, data showing an item, for example a weapon or
the like used by characters in the game, is an example
of the above part of data sets. In this case, in addition to
the first URL and second URL described in the exemplary
embodiment, multiple data-set identifiers attached to
each item are described in the CPF. The first URL indi-
cates the storage area in which the decryption keys for
decrypting each of the data sets attached with the data-
set identifiers.
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[0108] The following is an explanation of the details
centering on points of difference from the above exem-
plary embodiment.

[0109] InFIG. 6, when the content registration service
is selected, the controller 11 of the mobile terminal 10
transmits, to the content transaction management server
device 60, a request for a transmission of the marketed-
content registration screen (S 100). If the content trans-
action management server device 60 receives the re-
quest, the controller 61 transmits, to the mobile terminal
10, display data of the marketed-content registration
screen (S110). If the mobile terminal 10 receives the dis-
play data, the controller 11 displays the marketed-content
registration screen on the liquid crystal display 14 (S 120).
In addition to the first input column 91 for inputting the
content name, the second input column 92 for inputting
the price of the content, the third input column 93 for
inputting the attached content, and the fourth input col-
umn 94 for inputting the content URL, which are shown
in FIG. 8, the marketed-content registration screen is set
with a fifth input column for inputting data-set identifiers
allocated to the data sets (items used by characters in
this example).

[0110] The user, referring to the marketed-contentreg-
istration screen, after inputting the content name and
price of the content they are registering into the first input
column 91 and the second input column 92, performs
operations for attaching the content data stored in the
EEPROM 18 through operations of the instruction input
part 13. Thereby, the file name of the content data to be
attached is input into the third input column 93. Addition-
ally, after inputting, into the fourth input column 94, the
URL of the storage area of the content-providing server
device 30 secured for storage of the content data and
inputting, into the fifth input column, the data-set identi-
fiers allocated to the data sets, the user selects the "Reg-
ister" button. In addition, multiple data-set identifiers may
be input. When the "Register" button is selected, the con-
troller 11 of the mobile terminal 10 transmits, to the con-
tent transaction management server device 60, a content
registration request including: data indicating the content
name input into the first input column 91, the price input
into the second input column 92, and the URL input into
the fourth input column 94; the data-set identifiers input
into the fifth input column; and the attached content data
(S130). If the content transaction management server
device 60 receives the content registration request, the
controller 61 generates encrypted content data by apply-
ing unique encryption keys for only the data sets for which
the data-setidentifiers are allocated from among the con-
tent data included in the request (S 140). Therefore, the
encrypted content data includes encrypted data sets and
non-encrypted data sets. At this time, if there are multiple
data-set identifiers, encryption is conducted by applying
different encryption keys for each data set for which a
data-set identifier is allocated. Finally, the controller 61
stores, in the decryption-key database 63c, the decryp-
tion keys that is a counterpart of the encryption keys used
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in the encryption of Step 140 (S 150).

[0111] Inaddition, the controller 61 generates the CPF
(S160). In addition to the content-name data indicating
the content name, the price data indicating the price, and
the first URL and the second URL, the CPF includes the
above data-set identifiers. The controller 61 transmits, to
the mobile terminal 10, the encrypted content data gen-
erated in Step 140 and the CPF generated in Step 160
(S170). If the mobile terminal 10 receives the encrypted
content data and CPF, the controller 11 transmits, to the
content-providing server device 30, a content registration
request including the encrypted content data and CPF
(S 180). If the content-providing server device 30 re-
ceives the content registration request, the controller 31
identifies the encrypted content data and CPF from the
request (S190). Next, in FIG. 7, the controller 31 stores
the encrypted content data identified in Step 190 in the
storage area of the hard disk 33 indicated by the second
URL included in the CPF identified in Step 190 (i.e., the
storage area indicated by the URL allocated in advance
for storage of the content data) (S200).

[0112] Subsequently, the controller 31 stores the CPF
identified in Step 190 in an unused storage area of the
hard disk 33 (S210). The controller 31 transmits, to the
mobile terminal 10, a registration completion message
including the URL (this URL shall hereinafter be referred
to as "third URL") of the storage area of the hard disk 33
in which the CPF is stored in Step 210 (S220). If the
mobile terminal 10 receives the registration completion
message, the controller 11 controls the EEPROM 18 to
store the third URL included in the message (S230).
[0113] Next, the content-purchase-service process is
described with reference to FIG. 11. In FIG. 11, the same
reference numerals are used for processes that are near-
ly identical to those in FIG. 10.

[0114] The user using the content purchase service
selects the content purchase service from the service
selection screen upon acquiring the third URL indicating
the storage area of the CPF of the content data from a
separate user who has registered encrypted content data
onto the content-providing server device 30 using the
content registration service, and storing the third URL in
the EEPROM 18 of their personal mobile terminal 10.
When the content purchase service is selected, the con-
troller 11 of the mobile terminal 10 reads out the third
URL from the EEPROM 18 and transmits, to the content-
providing server device 30, a CPF transmission request
including the third URL (S300). If the content-providing
server device 30 receives the CPF transmission request,
the controller 31 transmits, to the mobile terminal 10, the
CPF stored on the hard disk 33 indicated by the third
URL included in the request (S310).

[0115] If the mobile terminal 10 receives the CPF, the
controller 11 extracts the content-name data, the price
data, the first URL, and the second URL from the CPF
(S320). The controller 11 displays, on the liquid crystal
display 14, a content purchase confirmation screen ob-
tained by embedding, in a predetermined form, the con-
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tent-name data and price data extracted in Step 320
(S330). Then, when the "Purchase" button is selected,
the controller of the mobile terminal 10 transmits, to the
content transaction management server device 60, a
payment request including the content-name data and
price data extracted in Step 320 and a PIN code read out
from the EEPROM 18 (S340). If the content transaction
management server device 60 receives the payment re-
quest, the controller 61 performs payment processing of
the cost of the content data (S350) and transmits, to the
mobile terminal 10, a payment completion message
(S360). If the mobile terminal 10 receives the payment
completion message, the controller 11 transmits, to the
content-providing server device 30, a download request
including the second URL extracted in Step 320 (S380).
[0116] If the content-providing server device 30 re-
ceives the download request, the controller 31 transmits,
to the mobile terminal 10, the encrypted content data
stored in the storage area of the hard disk 33 indicated
by the second URL included in the request (S390). If the
mobile terminal 10 receives the encrypted content data ,
the controller 11 plays, opens, and executes the encrypt-
ed content data (S410). At this time, because only a part
of the data sets of the encrypted content data are en-
crypted, the controller 11 may, with the exception of parts
that are encrypted within the encrypted content data,
play, open, and execute. The user, in the course of im-
plementing the content data, whichis a role-playing game
in this example, will use items prepared in advance in
accordance with progress in the game. In this case, when
there is an instruction for an item that the user wishes to
use, the controller 11 transmits, to the content transaction
management server device 60, a request including the
first URL and PIN code corresponding to the data-set
identifier for the item (S420). The controller 61 of the con-
tent transaction management server device 60 performs
payment processing of the cost of the item specified by
the data-set identifier (S430). Specifically, the controller
61 identifies, from the packet-communication-charge
management database, the call charge record of the user
corresponding to the PIN code included in the payment
request and adds, to the sum total of the call charge
stored in the identified record, the predetermined price
data corresponding to the item. Thereby, the purchase
amount of the item is recorded in the calling rate claimed
by the carrier from the user who is the purchaser. Then,
when the money amount determined upon completion of
this type of payment-procedure processing is reported
to the payment system 70 and payment processing is
requested, the payment system 70 withdraws the money
amount from the bank account of the user who is the
purchaser. At the same time, regarding the user who is
the seller, the controller 61 performs processing to pro-
vide the money amount equivalent to the price data in-
cluded in the payment request.

[0117] If the controller 61 has completed the payment
processing, the controller 11 reads out the decryption
key stored in the storage area of the decryption-key da-



21 EP 2 120 198 A1 22

tabase 63c indicated by the first URL included in the
above request and transmits, to the mobile terminal 10,
a payment completion message including the decryption
key (S440). If the mobile terminal 10 receives the pay-
ment completion message, the controller 11 controls the
EEPROM 18 to store the decryption key included in the
message (S450). Subsequently, the controller 11 re-
stores the item by applying the decryption key to the
above data set (S460), the decryption key being read out
from the EEPROM 18. The restored item is used by the
character in the role-playing game.

[0118] In addition, in the above example, the first URL
and the data-set identifiers are described in the CPF, and
the second URL may not be described. In this case, the
encrypted content data is not provided to the mobile ter-
minal 10 through the content-providing server device 30
and may be provided to the mobile terminal 10 through
a separate arbitrary method. Finally, after the encrypted
content data is stored by the mobile terminal, the proc-
esses from S410 onward in FIG. 11 that are described
above are performed.

[0119] The hardware configurations of the mobile ter-
minal, content transaction management server device,
and content-providing server device are not limited to
each of those shown in FIG. 2, FIG. 4, and FIG. 5. If the
required configuration may be implemented, these de-
vices may have any type of hardware configuration. For
example, in the exemplary embodiment described
above, the controller 61 of the content transaction man-
agement server device 60 includes multiple functions,
specifically, the functions of the payment-request recep-
tion means, the payment-procedure processing means,
the decryption-key transmission means, the content-data
reception means, the encryption means, the storage con-
trol means, and the file transmission means. However,
atleast one of these functions may be implemented using
a hardware component separate from the controller 61.
[0120] The programs that are executed by controller
11, controller 31, or controller 61 in the exemplary em-
bodiment described above may be provided in a state of
storage on a computer-readable storage medium, such
as a magnetic recording medium (magnetic tape, mag-
netic disk (HDD (Hard Disk Drive), FD (Floppy Disk)), or
the like), an optical recording medium (optical disk (CD
(CompactDisc), DVD (Digital Versatile Disc)), or the like),
a magneto-optical medium, a semiconductor memory
(flash ROM or the like), or the like. Moreover, the pro-
grams may also be downloaded through a network such
as the Internet.

Claims

1. A content transaction management server device
comprising:

storage means for storing a decryption key used
for decryption of encrypted content data;
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communication means for communicating infor-
mation;

payment-request reception means for receiving
a payment request through the communication
means, the payment request including a first
storage address and a user identifier, the first
storage address indicating a storage area in the
storage means in which the decryption key is
stored, the user identifier identifying a user, who
is a purchaser of the encrypted content data;
payment-procedure processing means for per-
forming payment-procedure processes related
to a transaction for purchase of the encrypted
content data by the user identified by the user
identifier included in the payment request; and
decryption-key transmission means for trans-
mitting the decryption key through the commu-
nication means to a transmission source of the
payment request, after the payment-procedure
processing by the payment-procedure process-
ing means is completed, the transmitted decryp-
tion key being read out from the storage area in
the storage means, the storage area being indi-
cated by the first storage address included in
the payment request.

2. The content transaction management server device
according to Claim 1, further comprising:

content-data reception means for receiving,
through the communication means, content da-
ta as well as a second storage address indicat-
ing a storage area of an external device;
encryption means for generating encrypted con-
tent data by applying a predetermined encryp-
tion key to the received content data;

storage control means for controlling the storage
means to store a decryption key that is a coun-
terpart of the encryption key used in the encryp-
tion by the encryption means; and

file transmission means for transmitting a defi-
nitions file and the encrypted content data,
through the communication means to a trans-
mission source of the content data and the sec-
ond storage address, the definitions file includ-
ing the first storage address indicating the stor-
age area where the decryption keys are stored
and the second storage address, the encrypted
content data being generated by the encryption
means.

3. The content transaction management server device
according to Claim 1, further comprising:

content-data reception means for receiving,
through the communication means, content da-
ta including a plurality of data sets, a second
storage address indicating a storage area of an
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external device, and a data-set identifier for
identifying one of the data sets included in the
content data;

encryption means for generating encrypted con-
tent data including an encrypted data set and
unencrypted content data, by applying a prede-
termined encryption key to a data set specified
from among the received content data by the
data-set identifier;

storage control means for controlling the storage
means to store a decryption key that is a coun-
terpart of the encryption key used in the encryp-
tion by the encryption means; and

file transmission means for transmitting a defi-
nitions file and the encrypted content data
through the communication means to a trans-
mission source of the content data and the data-
set identifiers, the definitions file including the
first storage address, the second storage ad-
dress and the data-set identifier, the encrypted
content data being generated by the encryption
means.

4. The content transaction management server device
according to Claim 1, further comprising:

content-data reception means for receiving,
through the communication means, content da-
ta including a plurality of data sets as well as a
data-set identifier for specifying a data set in-
cluded in the content data;

encryption means for generating encrypted con-
tent data including an encrypted data set and
unencrypted content data, the encrypted data
set being encrypted by applying a predeter-
mined encryption key to a data set specified from
among the received content data by the data-
set identifier;

storage control means for controlling the storage
means to store a decryption key that is a coun-
terpart of the encryption key used in the encryp-
tion by the encryption means; and

file transmission means for transmitting, through
the communication means to a transmission
source of the content data and the data-setiden-
tifier, a definitions file for data-set acquisition
procedures and encrypted content data, the def-
initions file including the first storage address
and the data-setidentifier, the encrypted content
data being generated by the encryption means.

5. A content-providing server device comprising:

storage means for storing information;
communication means for communicating infor-
mation;

file reception means for receiving encrypted
content data and a definitions file for acquisition
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procedures, the definitions file including a first
storage address and a second storage address,
the first storage address indicating a storage ar-
ea in which a decryption key is stored, the de-
cryption key being a counterpart of an encryption
key used for generating the encrypted content
data, the second storage address indicating a
storage area in the storage means;

storage control means for controlling the storage
area to store the encrypted content data in the
storage area indicated by the second storage
address, and to store the definitions file in an-
other storage area different from the storage ar-
ea;

file transmission means for transmitting the def-
initions file, the definitions file being read out
from the storage means;

request reception means for receiving, through
the communication means, a download request
including the second storage address from a
transmission source of the definitions file; and
encrypted-content-data transmission means for
transmitting, through the communication means
to a transmission source of the download re-
quest, the encrypted content data read out from
the storage area in the storage means indicated
by the second storage address included in the
received download request.

6. A terminal device comprising:

storage means for storing a user identifier for
identifying a user of the terminal device;
communication means for communicating infor-
mation;

file reception means for receiving, through the
communication means, a definitions file for
download acquisition procedures including a
first storage address and a second storage ad-
dress, the first storage address indicating a stor-
age area in a first external device in which a
decryption key is stored, the decryption key be-
ing a counterpart of an encryption key used for
encrypting content data, the second storage ad-
dress indicating a storage area of a second ex-
ternal device in which the encrypted content da-
ta is stored, the encrypted content data being
encrypted with the encryption key;
payment-request transmission means for trans-
mitting, through the communication means to
the first external device, a payment request in-
cluding the first storage address and a user iden-
tifier, is the first storage address being included
in the definitions file, the user identifier being
read out from the storage means;
download-request transmission means for
transmitting, through the communication means
to the second external device, a download re-
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questincluding the second storage address, the
second storage address being extracted from
the definitions file and;

content reception means for receiving, through
the communication means, encrypted content
data stored in a storage area of the second ex-
ternal device indicated by the second storage
address;

decryption-key reception means for receiving,
through the communication means, the decryp-
tion key stored in the storage area of the first
external device indicated by the first storage ad-
dress; and

decryption means for decrypting content data
by applying the received decryption key to the
received encrypted content data.

A program causing a computer device to execute a
process, the computer device including storage
means for storing a user identifier for identifying a
user of a terminal device and communication means
for communicating information, the process compris-

ing:

receiving, through the communication means, a
definitions file for download acquisition proce-
dures including a first storage address and a
second storage address, the first storage ad-
dress indicating a storage area in a first external
device in which a decryption key is stored, the
decryption key being a counterpart of an encryp-
tion key used for encrypting content data, the
second storage address indicating a storage ar-
ea of a second external device in which the en-
crypted content data is stored, the encrypted
content data being encrypted with the encryp-
tion key;

transmitting, through the communication means
to the first external device, a payment request
including the first storage address and a user
identifier, is the first storage address being in-
cluded in the definitions file, the user identifier
being read out from the storage means;
transmitting, through the communication means
to the second external device, a download re-
questincluding the second storage address, the
second storage address being extracted from
the definitions file and;

receiving, through the communication means,
encrypted content data stored in a storage area
of the second external device indicated by the
second storage address;

receiving, through the communication means,
the decryption key stored in the storage area of
the first external device indicated by the first stor-
age address; and

decrypting content data by applying the received
decryption key to the received encrypted con-
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