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authentication protocol independence without changing
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Description

[0001] This application claims the priority of Chinese
Patent Application No. 200610105203.2, filed on Decem-
ber 18, 2006 with the Chinese Patent Office and titled
"Peer-to-Peer Access Control Method of Triple-unit
Structure"”, the contents of which are incorporated herein
by reference in their entirety.

Field of the Invention

[0002] The present invention relates to a network ac-
cess control method, and particularly to a peer-to-peer
access control method of a triple-unit structure.

Background of the Invention

[0003] The basic function of a network is to provide
various types of terminals with network services. Al-
though a terminal may be physically connected to a net-
work, the terminal connected to the network is not always
an authorized legal terminal, and the network connected
by the terminal is not always its required network. Thus,
before the terminal communicates with the network, the
terminal and the network need authentication and au-
thorization functions to mutually authenticate the legality
of the peer party therebetween, i.e. bidirectional access
control between the terminal and the network is required,
so as to ensure the security of the communication.
[0004] Figure 1 is a diagram illustrating bidirectional
access control between a terminal and a network. A ter-
minal 1 accesses a network 4 via an access controller 3,
and before the terminal 1 begins to use the resources of
the network 4, it is required to complete access control
2 between the terminal 1 and the access controller 3, i.e.:
[0005] 1.Theaccess controllerchecks whethertheter-
minal 1 has the right of accessing the network 4, i.e. au-
thenticates the terminal 1; and

[0006] 2. The terminal 1 checks whether the access
controller 3 is a legal device to avoid data being inter-
cepted, i.e. authenticates the network 4.

[0007] In the authentication, it is required to use the
concepts of entity and unit. Specifically, an entity refers
to a functional body which may accomplish a particular
function in the network structure and can exist independ-
ently, and is typically implemented using an independent
device; and a unit refers to a functional body which may
have an authentication function in the network access
authentication. In the network, the entity is a unit if it has
the authentication function; and it is not a unit if it does
not have the authentication function.

[0008] Based on the different number of entities which
participate in the authentication, there are two types of
network structure for implementing the bi-directional au-
thentication between the terminal and the network.
RFC3748 Extensible Authentication Protocol (EAP) con-
tains description as follows:

[0009] The network structure of the first type is the dou-
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ble-unit double-entity structure as shown in Figure 2,
which includes a terminal and an access controller,
where the terminal corresponds to the first entity and the
access controller corresponds to the second entity. Spe-
cifically, the terminal, corresponding to the first unit, has
an authentication credential, an authentication function,
and a function for controlling whether to access the net-
work; and the access controller, corresponding to the
second unit, has an authentication credential, an authen-
tication function, and a function for controlling the access
of the terminal according to the result of the authentica-
tion. In this network structure, the terminal and the access
controller both have authentication functions, thus sup-
porting bidirectional authentication.

[0010] However, there is no authentication server in
the double-unit double-entity structure, which leads to
significantly limited flexibility. In addition, there are typi-
cally a large number of terminals, and if there is also a
large number of access controllers, the relationship be-
tween the terminals and the access controllers may be
many-to-many, and the management may be very diffi-
cult. Therefore, the structure of this type is typically used
in the case that there is a limited number of access con-
trollers, and the implementation is very limited.

[0011] The network structure of the second type is the
double-unit triple-entity structure as shown in Figure 3,
which includes a terminal, an access controller and a
server, respectively corresponding to the first entity, the
second entity and the third entity. Specifically, the termi-
nal, corresponding to the first unit, has an authentication
credential, an authentication function, and a function for
controlling whether to access the network; the access
controller has a function for controlling the access of the
terminal according to the result of the authentication, and
has no authentication function; and the server, corre-
sponding to the second unit, has an authentication cre-
dential and an authentication function. The double-unit
triple-entity structure is also called a Pass-through mode.
In this network structure, the terminal and the server both
have authentication functions, but the access controller
has no authentication function, thus the structure of this
type supports bidirectional authentication by using the
second entity as an intermediate of the third entity.
[0012] In the double-unit triple-entity structure, the ac-
cess controller is virtual. The authentication is only car-
ried out between the terminal and the server, and the
relationship with multiple terminals being corresponding
to multiple access controllers is evolved into a relation-
ship with multiple terminals being corresponding to a
server, i.e. a trust relationship A is established between
them. But finally, it is required to establish a trust rela-
tionship B between the terminal and the access control-
ler, thus atransfer of the trust relationships, i.e. to transfer
from the trust relationship A to the trust relationship B,
must be carried out safely. The transfer of the trust rela-
tionships is completed by sending a key from the server
to the access controller. However, if the key leaks, the
security of the network may be significantly influenced.
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Therefore, in order to avoid this problem, a trust relation-
ship C and a safe channel have to be established be-
tween the access controller and the server. Upon recep-
tion of the key by the access controller, the terminal and
the access controller have to confirm the trust relation-
ship B. Hence, itis required to relay the trust relationships
three times to complete the establishment of the trust
relationship between the terminal and the access con-
troller. However, to relay the trust relationships multiple
times may not only lead to complicated authentication
but also influence the security of the network, thus should
be avoided.

Summary of the Invention

[0013] The present invention provides a peer-to-peer
access control method of a triple-unit structure for safely
implementing bidirectional authentication between the
terminal and the network, which not only solves the tech-
nical problems of the access control method of the ex-
isting double-unit double-entity structure that the access
flexibility is limited and the extension of the number of
the access controllers is inconvenient, but also solves
the technical problems of the existing access control
method of the double-unit triple-entity structure that the
process for establishing the trust relationship is compli-
cated and the security of the network may be influenced.

[0014] A technical solution of the present invention
may include:
[0015] A peer-to-peer access control method of a tri-

ple-unit structure, which includes:

[0016] implementing, in a subject, a subject function;
implementing, in an authenticator, an authenticator func-
tion; and implementing, in an authentication server, an
authentication server function:

[0017] setting, inthe subject, an authentication method
layer of the subject, a peer layer of the subject, an en-
capsulation layer of the subject and a bottom layer of the
subject; setting, in the authenticator, an authentication
method layer of the authenticator, an authenticator layer
of the authenticator, an encapsulation layer of the au-
thenticator, a bottom layer of the authenticator and a
transmission layer of the authenticator; and setting, in
the authentication server, an authentication method layer
of the authentication server, a peer layer of the authen-
tication server, an encapsulation layer of the authentica-
tion server and a transmission layer of the authentication
server; and

[0018] implementing, inthe authentication method lay-
er of the subject, a function for carrying out, according to
an authentication credential, authentication, and imple-
menting, in the bottom layer of the subject, a function for
transmitting data and for controlling, according to a result
of the authentication, whether the subject accesses the
authenticator; implementing, in the authentication meth-
od layer of the authenticator, a function for carrying out,
according to an authentication credential, authentication,
and implementing, in the bottom layer of the authentica-
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tor, a function for controlling, according to a result of the
authentication, whether to permit the subject to access
the authenticator; and implementing, in the authentica-
tion method layer of the authentication server, a function
for carrying out, according to an authentication creden-
tial, authentication;

[0019] implementing, in the subject and the authenti-
cator, an authentication protocol function:

[0020] implementing, inthe authentication method lay-
er of the subject together with the authentication method
layer of the authenticator, the authentication protocol
function;

[0021] implementing, by the subject and the authenti-
cator, an authentication process:

[0022] sending, by the authentication method layer of
the authenticator, a request message to the authentica-
tion method layer of the subject; and sending, by the au-
thentication method layer of the subject, a response mes-
sage to the authentication method layer of the authenti-
cator to respond to a valid request message; and
[0023] implementing, upon termination of the authen-
tication, access control:

[0024] stopping sending, by the authentication method
layer of the authenticator when being unable to authen-
ticate the subject according to the response message,
the request message and terminating message interac-
tion, and notifying, by the authentication method layer of
the authenticator, the bottom layer of the authenticator
that the subject is not permitted to access the authenti-
cator; or sending, by the authentication method layer of
the authenticator, a failure message to the authentication
method layer of the subject, and notifying, by the authen-
tication method layer of the subject, the bottom layer of
the subject that the subject is not permitted to access the
authenticator; and

[0025] stopping sending, by the authentication method
layer of the authenticator when determining that the au-
thentication is completed successfully according to the
response message, the request message and terminat-
ing the message interaction, and notifying, by the authen-
tication method layer of the authenticator, the bottom lay-
er of the authenticator that the subject is permitted to
access the authenticator; or sending, by the authentica-
tion method layer of the authenticator, a success mes-
sage to the authentication method layer of the subject,
and notifying, by the authentication method layer of the
subject, the bottom layer of the subject that the subject
is permitted to access the authenticator.

[0026] The request message sent by the authentica-
tion method layer of the authenticator to the authentica-
tion method layer of the subject contains a type field,
which type field is a field used for indicating a type of the
request message; and the response message sent by
the authentication method layer of the subject to the au-
thentication method layer of the authenticator contains a
type field, which type field corresponds to the type field
contained in the request message.

[0027] The above method may further includes the fol-
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lowing step:

[0028] maintaining, as required, the interaction of
sending the request message by the authentication
method layer of the authenticator and responding to the
request message by the authentication method layer of
the subject.

[0029] The subject may be a terminal; the authentica-
tor may be an access controller; and the authentication
server may be a server.

[0030] Another technical solution of the present inven-
tion includes:

[0031] A peer-to-peer access control method of a tri-
ple-unit structure, which includes:

[0032] implementing, in a subject, a subject function;
implementing, in an authenticator, an authenticator func-
tion; and implementing, in an authentication server, an
authentication server function:

[0033] setting, inthe subject, an authentication method
layer of the subject, a peer layer of the subject, an en-
capsulation layer of the subject and a bottom layer of the
subject; setting, in the authenticator, an authentication
method layer of the authenticator, an authenticator layer
of the authenticator, an encapsulation layer of the au-
thenticator, a bottom layer of the authenticator and a
transmission layer of the authenticator; and setting, in
the authentication server, an authentication method layer
of the authentication server, a peer layer of the authen-
tication server, an encapsulation layer of the authentica-
tion server and a transmission layer of the authentication
server; and

[0034] implementing, in the authentication method lay-
er of the subject, a function for carrying out, according to
an authentication credential, authentication, and imple-
menting, in the bottom layer of the subject, a function for
transmitting data and for controlling, according to a result
of the authentication, whether the subject accesses the
authenticator; implementing, in the authentication meth-
od layer of the authenticator, a function for carrying out,
according to an authentication credential, authentication,
and implementing, in the bottom layer of the authentica-
tor, a function for controlling, according to a result of the
authentication, whether to permit the subject to access
the authenticator; and implementing, in the authentica-
tion method layer of the authentication server, a function
for carrying out, according to an authentication creden-
tial, authentication;

[0035] implementing, in the subject, the authenticator
and the authentication server, an authentication protocol
function:

[0036] implementing, inthe authentication method lay-
er of the subject together with the authentication method
layer of the authenticator and together with the authen-
tication method layer of the authentication server, the
authentication protocol function;

[0037] implementing, by the subject, the authenticator
and the authentication server, an authentication process:
[0038] sending, by the authentication method layer of
the authenticator during the message interaction be-
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tween the authentication method layer of the subject and
the authentication method layer of the authenticator, a
request message to the authentication method layer of
the authentication server, and sending, by the authenti-
cation method layer of the authentication server, a re-
sponse message to the authentication method layer of
the authenticator; and

[0039] implementing, upon termination of the authen-
tication, access control:

[0040] stoppingsending, by the authentication method
layer of the authenticator when being unable to authen-
ticate the subject according to the response message of
the authentication method layer of the subject or accord-
ing to the response message of the authentication meth-
od layer of the authentication server, the request mes-
sage and terminating the message interaction, and noti-
fying, by the authentication method layer of the authen-
ticator, the bottom layer of the authenticator that the sub-
jectis not permitted to access the authenticator; or send-
ing, by the authentication method layer of the authenti-
cator, the failure message to the authentication method
layer of the subject, and notifying, by the authentication
method layer of the subject, the bottom layer of the sub-
ject that the subject is not permitted to access the au-
thenticator; and

[0041] stoppingsending, by the authentication method
layer of the authenticator when determining that the au-
thentication is completed successfully according to the
response message of the authentication method layer of
the subject or according to the response message of the
authentication method layer of the authentication server,
the request message and terminating the message in-
teraction, and notifying, by the authentication method lay-
er of the authenticator, the bottom layer of the authenti-
cator that the subject is permitted to access the authen-
ticator; or sending, by the authentication method layer of
the authenticator, the success message to the authenti-
cation method layer of the subject, and notifying, by the
authentication method layer of the subject, the bottom
layer of the subject that the subject is permitted to access
the authenticator.

[0042] The request message sent by the authentica-
tion method layer of the authenticator to the authentica-
tion method layer of the subject contains a type field,
which type field is a field used for indicating a type of the
request message; and the response message sent by
the authentication method layer of the subject to the au-
thentication method layer of the authenticator contains a
type field, which type field corresponds to the type field
contained in the request message; and the request mes-
sage sent by the authentication method layer of the au-
thenticator to the authentication method layer of the au-
thentication server contains a type field, which type field
is a field used for indicating a type of the request mes-
sage; and the response message sent by the authenti-
cation method layer of the authentication server to the
authentication method layer of the authenticator contains
a type field, which type field corresponds to the type field
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contained in the request message.

[0043] The above method may further include the fol-
lowing steps:

[0044] maintaining, as required, the interaction of
sending the request message by the authentication
method layer of the authenticator and responding to the
request message by the authentication method layer of
the subject; and

[0045] maintaining, as required, the interaction of
sending the request message by the authentication
method layer of the authenticator and responding to the
request message by the authentication method layer of
the authentication server.

[0046] The subject may be a terminal; the authentica-
tor may be an access controller; and the authentication
server may be a server.

[0047] When implementing the method of the present
invention in the network structure of a specific type, the
authentication carried out by the terminal (subject) and
the access controller (authenticator) needs assistance
of the server. The terminal can communicate with the
access controller and cannot communicate with the serv-
er, while the access controller can communicate with the
terminal and can also communicate with the server. The
terminal, the access controller and the server all partici-
pate in the authentication, and the trust relationship is
established between the terminal and the access con-
troller directly, which renders security very reliable.
[0048] In addition, the method of the present invention
may be implemented in a triple-unit structure, but may
be compatible to double-unit double-entity structure. In
the case that there is no authentication server, the im-
plementation of the method of the present invention is
totally compatible to the double-unit double-entity net-
work structure. Therefore, the method of the present in-
vention may be implemented in both the double-entity
and the triple-entity structure, which may have full adapt-
ability to the existing network structures.

[0049] Besides, when implementing the method ac-
cording to the present invention, the authentication pro-
tocol layer may use existing authentication protocols, or
alternatively new authentication protocols may be de-
vised.

Brief Description of the Drawings

[0050] Figure 1 is a diagram illustrating bidirectional
access control between a terminal and a network in the
prior art;

[0051] Figure 2 is a diagram illustrating a connection
relationship of a network access control system of a dou-
ble-unit double-entity structure in the prior art;

[0052] Figure 3 is a diagram illustrating a connection
relationship of a network access control system of a dou-
ble-unit triple-entity structure in the prior art;

[0053] Figure 4 is a flowchart illustrating a network
peer-to-peer access control method of the presentinven-
tion;
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[0054] Figure 5 a diagram illustrating a connection re-
lationship of a triple-unit triple-entity structure in which
the network peer-to-peer access control method of the
present invention is implemented; and

[0055] Figure 6 is a flowchart illustrating the method
of the present invention being implemented in a specific
certificate authentication process.

[0056] Specifically: 1- terminal, 2 - access control, 3 -
access controller, 4 - network.

Detailed Description of the Embodiments

[0057] First, the principles of the present invention are
described as follows:

[0058] An authentication protocol is a series of steps
carried out by two or more participants to complete an
authentication. The authentication method layers of the
subject, the authenticator and the authentication server
are the implementation of the authentication protocol in
each of the participants, and they together construct an
authentication protocol layer, so as to complete the au-
thentication protocol function.

[0059] Inthe presentinvention, the functions of the ter-
minal, the access controller and the server are adjusted,
so that the access controller has an authentication cre-
dential and an authentication function, and the network
structure is changed to triple-unit triple-entity. As shown
in Figure 5:

[0060] The first entity/the first unit: the terminal, which
has an authentication credential, an authentication func-
tion, and a function for controlling whether to access the
network.

[0061] The second entity/the second unit: the access
controller, which has an authentication credential, an au-
thentication function, and a function for controlling the
access of the terminal according to the result of the au-
thentication.

[0062] The third entity/the third unit: the server, which
has an authentication credential and an authentication
function.

[0063] In this structure, the authentication carried out
by the terminal (subject) and the access controller (au-
thenticator) needs assistance of the server (authentica-
tion server). The terminal can communicate with the ac-
cess controller and cannot communicate with the server,
while the access controller can communicate with the
terminal and can also communicate with the server. The
terminal, the access controller and the server all partici-
pate in the authentication, and the trust relationship is
established between the terminal and the access con-
troller directly, which renders security very reliable.
[0064] If only the subject and the authenticator is re-
quired to participate in the authentication protocol, the
authentication method layer of the subject together with
the authentication layer of the authenticator construct the
authentication protocol layer, and complete the authen-
tication protocol function together. If the serveris required
to participate in the authentication carried out by the sub-
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jectand the authenticator, the authentication method lay-
er of the subject together with the authentication layer of
the authenticator and together with the authentication
layer of the authentication server construct the authenti-
cation protocol layer, and complete the authentication
protocol function together. They three may run the same
authentication protocol. Alternatively, different authenti-
cation protocols may be run between any two of them.
However, there is essentially an association in the mes-
sages between those two of them, so that to achieve the
same object, i.e. to complete the authentication between
the subject and the authenticator.

[0065] In the art, the concepts of the bottom layer, the
transmission layer, the encapsulation layer, the peer lay-
er, the authenticator layer and the authentication method
layer are as follows:

[0066] The bottom layer and the transmission layer:
the bottom layer and the transmission layer are respon-
sible for transmitting and receiving Triple-unit Extensible
Authentication Protocol (TEAP) data frames between the
peer and the authenticator. The transmission layer is a
logic concept, which means that this layer may be of a
technique different from that of the adjacent bottom layer.
[0067] The encapsulation layer: the encapsulation lay-
er transmits and receives the TEAP data packets via the
bottom layer, implements repeated-frame detection and
retransmission, and transmits messages between the
peer layer and the authenticator layer.

[0068] The peer layer and the authenticator layer: the
encapsulation layer parses the TEAP data frames and
transmits themto the peerlayer or the authenticator layer.
The peer layer and the authenticator layer parse the re-
ceived data packets and transmit them to the peer layer
or the authenticator layer.

[0069] The authentication method layer: the authenti-
cation method layer implements an authentication algo-
rithm, and transmits messages via the peer layer and the
authenticator layer.

[0070] Figure 4 is a flowchart illustrating a network
peer-to-peer access control method of the present inven-
tion. Specifically, a subject function is implemented in the
subject, an authenticator function is implemented in the
authenticator, an authentication server function is imple-
mented in the server; and a corresponding protocol of
the authentication method is implemented in the terminal,
the access controller and the server. The specific steps
of the method according to the present invention are as
follows:

[0071] 401. The access controller sends a request
message to the terminal to request starting authentica-
tion. The request message has a type field for indicating
the type of the request. The type may be Identity, MD5-
Chanllenge, etc.;

[0072] 402. The terminal sends a response message
to the access controller to respond to the valid request
message. The response message contains a type field,
which corresponds to the type field contained in the re-
quest message;
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[0073] 403. According to various authentication meth-
ods, the access controller sends a request message to
the server if required;

[0074] 404. The server sends a response message to
the access controller. The sequence of the request mes-
sage and the response message may be maintained for
a required length;

[0075] 405 - 406. The access controller sends a re-
quest message to the terminal, and the terminal sends
a response message to the access controller, where the
sequence of the request message and the response
message may maintain interaction as required. Of
course, according to various authentication methods, the
terminal may possibly not respond to the request mes-
sage sent by the access controller.

[0076] 407. The sessionis maintained until the access
controller cannot authenticate the terminal. The access
controller may stop sending the request message and
terminate the message interaction, and the access con-
troller may send a failure message to the terminal and
the access controller does not permit the terminal to ac-
cess the access controller; or alternatively, the access
controller may determine that a successful authentication
has been completed, and the access controller may stop
sending the request message and terminate the mes-
sage interaction, or may send a success message to the
terminal and the access controller permits the terminal
to access the access controller. At this time, the access
control between the terminal and the access controller
is completed.

[0077] An embodiment of the present invention is im-
plemented in the model of the authentication method de-
fined in the national standard GB15629.11-2003/
XG1-2006. The certificate authentication process de-
scribed in this standard is as shown in Figure 6, and spe-
cifically includes the following:

[0078] In Figure 6, the ASUE refers to the Authentica-
tion Supplicant Entity, i.e. the terminal, which implements
the subject function; the AE refers to the Authenticator
Entity, i.e. the access controller, which implements the
authenticator function; and the ASE refers to the Authen-
tication Service Entity, i.e. the server, which implements
the authentication server function. The authentication
method described in this standard needs to be imple-
mented in all the ASUE, the AE and the ASE, which com-
plies with and thus may be implemented in the model of
the method according to the present invention. Specifi-
cally:

[0079] 601. The AE sends a request message to the
ASUE;

[0080] 602. The ASUE sends a response message to
the AE;

[0081] 603. The AE sends a request message to the
ASE;

[0082] 604. The ASE sends a response message to
the AE; and

[0083] 605. The AE sends a request message to the
ASUE; the ASUE receives the request message, and
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does not need to send a response message; and the AE
stops sending messages.

[0084] For the definitions of the specific fields con-
tained in the message, reference can be made to the
definitions in the national standard GB15629.11-2003/
XG1-2006.

[0085] Another embodiment of the present invention
may be implemented in the Otway-Rees protocol, refer-
ring to Otway,D. and Ress,O.,"Efficient and timely mutual
authentication” ACE OSR, Vol.21,No.1,pp.8-10,Jan.
1987. This protocol is used for identity authentication,
and cannot be used in conventional network structures.
Specific steps with the method of the present invention
cooperating with this protocol are as follows:

[0086] The participants include Alice, Bob and Trent.
[0087] 1] Bob sends a request message to request
starting authentication;

[0088] 2] Alice generates a piece of message, which
includes anindex number, heridentity, Bob’s identity and
a random number, and encrypts this piece of message
using the shared key of her and Trent, and then sends
the ciphertext together with the index number, the iden-
tities of Alice and Bob to Bob;

[0089] 3] Bob generates a piece of message, which
includes a new random number, an index number, the
identities of Alice and Bob, and encrypts this piece of
message using the shared key of him and Trent, and
then sends the ciphertext together with the ciphertext of
Alice, the index number, and the identities of Alice and
Bob to Trent;

[0090] 4] Trent generates a random session key, and
then generates two pieces of messages. The first piece
of message is to encrypt the random number of Alice and
the session key using the shared key of him and Alice.
The second piece of message is to encrypt the random
number of Bob and the session key using the shared key
of him and Bob. Finally, Trent sends the two pieces of
messages together with the index numbers to Bob;
[0091] 5] Bob sends the piece of message belonging
to Alice as well as the index number to Alice; and
[0092] 6] If all the random numbers are matched and
the index number is not changed during the communica-
tion process, the authentication succeeds.

[0093] Itcan be seenthat Alice, Bob and Trent respec-
tively implement the subject, the authenticator and the
authentication server functions, and this authentication
protocol can be implemented in the method of the present
invention.

[0094] To sum up, when implementing the method of
the presentinvention in the network structure of a specific
type, the authentication carried out by the terminal (sub-
ject) and the access controller (authenticator) needs as-
sistance of the server. The terminal can communicate
with the access controller and cannot communicate with
the server, while the access controller can communicate
with the terminal and can also communicate with the serv-
er. The terminal, the access controller and the server all
participate in the authentication, and the trust relationship
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is established between the terminal and the access con-
troller directly, which renders security very reliable.
[0095] In addition, the method of the present invention
may be implemented in a triple-unit structure, but may
be compatible to double-unit double-entity structure.
With comparison with Figures 2 and 5, it is known that in
the case that there is no authentication server, the im-
plementation of the method of the present invention is
totally compatible to the double-unit double-entity net-
work structure. Therefore, the method of the present in-
vention may be implemented in both the double-entity
and the triple-entity structure, which may have full adapt-
ability to the existing network structures.

[0096] Besides, when implementing the method ac-
cording to the present invention, the authentication pro-
tocol layer may use existing authentication protocols, or
alternatively new authentication protocols may be de-
vised.

[0097] The above embodiments are employed to de-
scribe and explain the principles of the present invention.
It can be understood that the specific embodiments of
the present invention are not limited to those above. Var-
ious variations and modifications devised by those skilled
in the art without departing from the substance and scope
of the present invention are all encompassed within the
scope of the present invention. Therefore, the scope of
the present invention is defined by the appended claims.

Claims

1. Apeer-to-peer access control method of a triple-unit
structure, comprising:

implementing, in a subject, a subject function;
implementing, in an authenticator, an authenti-
cator function; and implementing, in an authen-
tication server, an authentication server func-
tion:

setting, in the subject, an authentication method
layer of the subject, a peer layer of the subject,
an encapsulation layer of the subject and a bot-
tom layer of the subject; setting, in the authen-
ticator, an authentication method layer of the au-
thenticator, an authenticator layer of the authen-
ticator, an encapsulation layer of the authenti-
cator, a bottom layer of the authenticator and a
transmission layer of the authenticator; and set-
ting, in the authentication server, an authentica-
tion method layer of the authentication server,
a peer layer of the authentication server, an en-
capsulation layer of the authentication server
and a transmission layer of the authentication
server; and

implementing, in the authentication method lay-
er of the subject, a function for carrying out, ac-
cording to an authentication credential, authen-
tication, and implementing, in the bottom layer
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of the subject, a function for transmitting data
and for controlling, according to a result of the
authentication, whether the subject accesses
the authenticator; implementing, in the authen-
tication method layer of the authenticator, a
function for carrying out, according to an authen-
tication credential, authentication, and imple-
menting, in the bottom layer of the authenticator,
a function for controlling, according to a result
of the authentication, whether to permit the sub-
jectto access the authenticator; and implement-
ing, in the authentication method layer of the au-
thentication server, a function for carrying out,
according to an authentication credential, au-
thentication;

implementing an authentication protocol func-
tion:

implementing, in the authentication method lay-
er of the subject together with the authentication
method layer of the authenticator, the authenti-
cation protocol function;

implementing an authentication process:
sending, by the authentication method layer of
the authenticator, a request message to the au-
thentication method layer of the subject; and
sending, by the authentication method layer of
the subject, a response message to the authen-
tication method layer of the authenticator to re-
spond to a valid request message; and
implementing, upon termination of the authenti-
cation, access control:

stopping sending, by the authentication method
layer of the authenticator when being unable to
authenticate the subject according to the re-
sponse message, the request message and ter-
minating message interaction, and notifying, by
the authentication method layer of the authenti-
cator, the bottom layer of the authenticator that
the subject is not permitted to access the au-
thenticator; or sending, by the authentication
method layer of the authenticator, a failure mes-
sage to the authentication method layer of the
subject, and notifying, by the authentication
method layer of the subject, the bottom layer of
the subject that the subject is not permitted to
access the authenticator; and

stopping sending, by the authentication method
layer of the authenticator when determining that
the authentication is completed successfully ac-
cording to the response message, the request
message and terminating the message interac-
tion, and notifying, by the authentication method
layer of the authenticator, the bottom layer of
the authenticator that the subject is permitted to
access the authenticator; or sending, by the au-
thentication method layer of the authenticator,
a success message to the authentication meth-
od layer of the subject, and notifying, by the au-
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thentication method layer of the subject, the bot-
tom layer of the subject that the subject is per-
mitted to access the authenticator.

The peer-to-peer access control method of a triple-
unit structure according to claim 1, wherein the re-
quest message sent by the authentication method
layer of the authenticator to the authentication meth-
od layer of the subject contains a type field, which
type field is a field used for indicating a type of the
request message; and the response message sent
by the authentication method layer of the subject to
the authentication method layer of the authenticator
contains a type field, which type field corresponds
to the type field contained in the request message.

The peer-to-peer access control method of a triple-
unit structure according to claim 1 or 2, further com-
prising:

maintaining, as required, the interaction of send-
ing the request message by the authentication
method layer of the authenticator and respond-
ing to the request message by the authentication
method layer of the subject.

The peer-to-peer access control method of a triple-
unit structure according to claim 1, further compris-

ing:

implementing, in the authentication method lay-
er of the subject together with the authentication
method layer of the authenticator and together
with the authentication method layer of the au-
thentication server, the authentication protocol
function;

sending, by the authentication method layer of
the authenticator during the message interac-
tion between the authentication method layer of
the subject and the authentication method layer
of the authenticator, a request message to the
authentication method layer of the authentica-
tion server, and sending, by the authentication
method layer of the authentication server, a re-
sponse message to the authentication method
layer of the authenticator;

stopping sending, by the authentication method
layer of the authenticator when being unable to
authenticate the subject according to the re-
sponse message of the authentication method
layer of the subject or according to the response
message of the authentication method layer of
the authentication server, the request message
and terminating the message interaction, and
notifying, by the authentication method layer of
the authenticator, the bottom layer of the authen-
ticator that the subject is not permitted to access
the authenticator; or sending, by the authentica-
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tion method layer of the authenticator, the failure
message to the authentication method layer of
the subject, and notifying, by the authentication
method layer of the subject, the bottom layer of
the subject that the subject is not permitted to
access the authenticator; and

stopping sending, by the authentication method
layer of the authenticator when determining that
the authentication is completed successfully ac-
cording to the response message of the authen-
tication method layer of the subject or according
to the response message of the authentication
method layer of the authentication server, the
request message and terminating the message
interaction, and notifying, by the authentication
method layer of the authenticator, the bottom
layer of the authenticator that the subject is per-
mitted to access the authenticator; or sending,
by the authentication method layer of the au-
thenticator, the success message to the authen-
tication method layer of the subject, and notify-
ing, by the authentication method layer of the
subject, the bottom layer of the subject that the
subject is permitted to access the authenticator.

The peer-to-peer access control method of a triple-
unit structure according to claim 4, wherein the re-
quest message sent by the authentication method
layer of the authenticator to the authentication meth-
od layer of the subject contains a type field, which
type field is a field used for indicating a type of the
request message; and the response message sent
by the authentication method layer of the subject to
the authentication method layer of the authenticator
contains a type field, which type field corresponds
to the type field contained in the request message;
and the request message sent by the authentication
method layer of the authenticator to the authentica-
tion method layer of the authentication server con-
tains a type field, which type field is a field used for
indicating a type of the request message; and the
response message sent by the authentication meth-
od layer of the authentication server to the authen-
tication method layer of the authenticator contains a
type field, which type field corresponds to the type
field contained in the request message.

The peer-to-peer access control method of a triple-
unit structure according to claim 4 or 5, further com-
prising:

maintaining, as required, the interaction of send-
ing the request message by the authentication
method layer of the authenticator and respond-
ingtothe request message by the authentication
method layer of the subject; and

maintaining, as required, the interaction of send-
ing the request message by the authentication
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method layer of the authenticator and respond-
ing tothe request message by the authentication
method layer of the authentication server.

The peer-to-peer access control method of a triple-
unit structure according to claim 1 or 4, wherein the
subject is a terminal; the authenticator is an access
controller; and the authentication server is a server.
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