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Description

[0001] The present invention relates to error and inci-
dent reporting apparatus and systems and, more partic-
ularly, to a system adapted to monitoring and acting upon
status signals emanating from widely diverse and geo-
graphically separated installations.

BACKGROUND

[0002] The efficient functioning of modern societies re-
lies on innumerable discrete items of infrastructure. In
manv cases, particularly where such items are located
in remote or difficult to reach or monitor locations, a mal-
function or adverse incident may remain undetected for
considerable lengths of time causing inconvenience,
economic loss or even potentially hazardous situations.
[0003] Regular inspection of many such items of infra-
structure in remote areas, for example irrigation sluices,
gates, stock watering troughs etc is usually impractical.
Similar impracticality or prohibitive expense is associated
with the monitoring for example of such items as tool
sheds at building sites, tool boxes on trucks, and equip-
ment and plant remaining on construction sites etc.
[0004] The need for monitoring is of course not restrict-
ed to remote areas. Security and status of equipment,
buildings and vehicles and the like is important every-
where. However, setting up a monitoring system is fre-
quently a complicated procedure, often involving com-
plex wiring of hardware installations, site visits by pro-
fessional personnel.
[0005] Monitoring systems are known, such as that dis-
closed in US2005/0216302 A1 which discloses a moni-
toring system for domestic premises but dedicated to the
reporting on the status of a number of sensors. There is
however no provision in US2005/0216302 A1 of the com-
bination of features which include communication be-
tween a controlling facility and a registered user of the
system, nor of an initial set of predefined steps and a
secondary layer of such steps as a response to incidents
monitored by the system.
[0006] US5933080 discloses a "Mayday" alert system
which reports a traffic accident to a Mayday centre for
reporting the accident to a number of predetermined ad-
dressees. Again there is no provision for communication
between a person involved in an accident with a moni-
toring authority except in the trivial case of transmitting
a reset call.
[0007] US2005/0198121 discloses a method for inte-
grating applications from different enterprises into a sin-
gle interface to be presented to the user.
[0008] It is an objet of the present invention to address
or at least ameliorate some of the above disadvantages.

Note

[0009]

1. The term "comprising" (and grammatical varia-
tions thereof) is used in this specification in the in-
clusive sense of "having" or "including", and not in
the exclusive sense of "consisting only of".
2. The terms "owner", "user", "registered user" are
used interchangeably in this specification for any
person authorised to predefine the steps to be exe-
cuted in response to a signal from an individual signal
unit (ISU).

BRIEF DESCRIPTION OF INVENTION

[0010] Accordingly, there is provided a system as de-
tailed in claim 1. Advantageous features are in the de-
pendent claims. An independent method is also provided.

BRIEF DESCRIPTION OF DRAWINGS

[0011] Embodiments of the present invention will now
be described with reference to the accompanying draw-
ings wherein:

Figure 1A, 1B, comprise representations of a pre-
ferred arrangement of communication between ap-
paratus and users of a monitoring system according
to the invention,
Figure 2, is a schematic of a preferred embodiment
of an individual signal unit (ISU) of the arrangement
of Figure 1,
Figure 3 is a perspective view of a preferred enclo-
sure for an individual signal unit according to the in-
vention,
Figure 4 is an exploded perspective view of the en-
closure of Figure 3 showing principle internal com-
ponents of one embodiment of an individual signal
unit,
Figure 5 is a circuit diagram of an embodiment of an
individual signal unit,
Figures 6 to 12 are pages of a possible web site for
registering an individual signal unit with a central
control facility,
Figures 13 to 16 are further pages of the web site of
Figures 6 to 12, for configuring of an individual signal
unit,
Figures 17 to 19 are further pages of the web site
adapted to allow an owner or authorized person to
access data collected by an individual signal unit,
Figure 20 is a diagram indicating examples of the
interconnectivity of an individual signal unit (ISU)
with a variety of communication systems, input de-
vices, the web site of a central control facility and of
that facility’s outputs,
Figures 21 to 23 show a variety of applications and
functions of an ISU installed in a vehicle, including
the interfacing of the ISU with the onboard computer
of the vehicle,
Figures 24 and 25 show two pages of a possible web
site for registering aspects of a vehicle’s perform-
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ance monitoring and servicing arrangements,
Figure 26 shows the interactions facilitated by means
of an in-vehicle ISU for arranging servicing of the
vehicle,
Figure 27 shows a web page provided by a central
control facility for registration of vehicle service pro-
viders who are willing to provide services to vehicles
equipped with an ISU,
Figure 28 shows an example of revenue streams
which may be derived from vehicle service providers
who register with the central control facility,
Figure 29 is a block diagram of communication links
between the major components of a system accord-
ing to a further embodiment of the present invention,
Figures 30 to 45 comprise screenshots of a system
according to a third embodiment of the present in-
vention.

DETAILED DESCRIPTION OF PREFERRED EMBOD-
IMENTS

[0012] The following detailed description builds on the
description given in the applicant’s earlier filed Interna-
tional Patent Application PCT/AU2007/000958. In this in-
stance, the features of note relate to the "community of
development" which the basic system as previously de-
scribed engenders and in respect of which enabling dis-
closure is provided below. From one view the system
provides control over assets via the Internet irrespective
of distances involved and the mobility of the controller or
the asset and requiring only simple "do-it-yourself" instal-
lation. The system is configured by the user via the In-
ternet. The tools available for configuration by the user
can be provided in a wiki-style collaboration by a multi-
plicity of third parties allowing the features available to
grow in a collaborative context over time. Specific em-
bodiments of the individual signal units 22 are them-
selves programmable and re-programmable and config-
urable and re-configurable in response to the imagination
of the users and the tools provided by the collaborating
parties.

First Preferred Embodiment

[0013] With reference to Figure 1A there is shown a
reconfigurable, collaboratively expandable monitoring
system 200 in accordance with a first preferred embod-
iment of the present invention. In this instance the system
comprises components as described with reference to
Figure 1B (see below). The emphasis in this instance
revolves around the reconfigurability and collaborative
input of the system 200 whereby third party providers
201 (in this instance, labelled P1, P2, P3......PN) provide
respective tools 202 (in this instance, respectively nom-
inated T1, T2, T3......TN), which tools are available for the
user/owner/nominated recipient 30 of a respective one
or more individual signal units 22 to utilise so as to define
steps or actions to occur consequence to events detected

and reported by the individual signal units 22. The tools
202 are made available to a user 30 preferably via a web
interface screen 203 which will include a tool assembly
pane 204 where an individual user 30 can assemble a
schedule of predefined steps 205 (step 1, 2, 3......N) to
in response to events 206 (event 1, 2, 3......N). The man-
ner of assembly of the predefined steps is described in
more detail further in this specification. In this way a user
30 of one or more of the individual signal units 22 can
program responses to events detected by the individual
signal units 22 using tools 202 selected from an ever-
increasing number of tools based on tools supplied by
third party providers 201.
[0014] Figure 1 is a diagrammatic representation of the
apparatus and connections included in a monitoring sys-
tem 10 according to a preferred embodiment of the in-
vention. A central control facility 12 includes a data
processing server 14 and data storage 16, linked to a
transceiver 18. Central control facility 12 is in radio com-
munication with a communication network such as a mo-
bile phone network, or for example as shown in Figure
1, with at least one communication satellite 20, by means
of transceiver 18.
[0015] In the example of a communication satellite 20,
it in turn, is in telecommunication contact with a number
of individual signal units 22, for example via the Global
System for Mobile Communications (GSM), the General
Packet Radio Service (GPRS) or a similar communica-
tion network 21. Individual signal units 22 belong to reg-
istered users of the system and may be located anywhere
within the signal footprint of a communication satellite (or
satellites) 20, or of some other communication network.
[0016] Individual signal units 22 each are assigned a
unique identifying code, and may take a number of phys-
ical configurations depending on the environment in
which they are to be located. Figure 3 shows one pre-
ferred form of an individual signal unit, comprising enclo-
sure 50 with various input and output devices. In some
preferred forms at least, they will comprise a rugged,
moisture and tamper-proof outer casing with internal
power supply and a selection of bracketry and other at-
tachment means for affixing the devices to a variety of
structures and surfaces. In other preferred forms the de-
vice may be incorporated in an item of equipment at man-
ufacture, for example in the lantern structure of street
lights.
[0017] The apparatus of a monitoring system may in-
clude a number of standard sensor devices available for
purchase along with, or in addition to the individual signal
unit 22. Each sensor device is adapted to respond to a
predefined stimulus, and may include sensors for power
status, smoke detection, motion detection, door or win-
dow opening, button press, fluid level, tampering, loca-
tion via the GPS system and video camera, for example.
These standard sensor devices are provided as a simple
plug-in to the individual signal unit 22, via one of the input
connection 64 or USB port shown in Figure 4, or other
standard interface ports provided on the device.
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[0018] An individual signal unit 22 may further be pro-
vided with internal error monitoring facilities, such as a
power supply failure. Preferably also, individual signal
units 22 are equipped with interference sensors to alert
the central control facility 12 of tampering by unauthor-
ised persons, or disturbance by animals for example.
[0019] Individual signal units 22 in at least one pre-
ferred embodiment, are provided with output relays to
activate one or more external devices according to pre-
programmed responses to sensor monitored events. Ex-
amples may include the activation of audio and/or visual
alarms, the switching on of security lighting, closure of
fire doors and so forth.
[0020] The power supply and control module 42 is
adapted to maintain individual signal unit 22 in a passive,
standby state until receiving a signal from an external
event sensor. Such a signal initiates a powering up of
the device, enabling it to transmit its unique encrypted
identifying code to the central control facility. After trans-
mission of this signal the individual signal unit powers
down and returns to its passive standby state.
[0021] An individual signal unit 20 may also be brought
into a powered up state on command from the central
control facility 12. This powering up may be for the pur-
pose of reprogramming the individual signal unit 22 to
install a new response procedure, for example after the
installation of a new, or an additional external event sen-
sor, relocation of the unit, or to modify an existing proce-
dure.
[0022] Where an individual signal unit 22 is provided
with data entry and display facilities, such programming
or reprogramming of the unit may be performed at the
device itself. At the conclusion of such local data input,
the new or modified data is transmitted to the central
control facility to update its responses to any signals re-
ceived from the individual signal unit as required.
[0023] Referring again to Figure 1, during a powered
up state, as well as following any pre-programmed pro-
cedure for the activation of any local connected devices,
individual signal unit 22 will transmit a signal via the net-
work 21 and a satellite 20, reporting the event to the cen-
tral control facility 12.
[0024] In a first simplest preferred form of the invention,
a signal sent by an individual signal unit 22 consists solely
of its unique encrypted identifying code. No data is sent
with this code. The information as to what a receipt of
this code by the central control facility means, is stored
in the central processing computers of the facility. This
information, which is supplied by and under the control
of the registered owner of the individual signal unit, may
include instructions as to what actions are to be taken in
response to the signal.
[0025] Although in this preferred form of the invention,
the individual signal unit 22 is only enabled to transmit a
single encrypted identifying code, it may do so in various
ways to indicate various events. Each external event sen-
sor is associated with a unique sequence of repeat trans-
missions of said unique identification code. For example

if an external sensor device is activated, the code may
be transmitted a predetermined number of times for that
particular sensor at short intervals. However should an
error condition develop in the device itself, such as for
example a low battery situation, the code may be trans-
mitted singly. The manner of transmission of this single
encrypted code is then the determinant of the status of
the device and of what action should be taken by the
central control facility.
[0026] According to its pre-programmed instructions,
an individual signal unit 22 may continue to transmit its
signal at intervals for a pre-defined period as an aid in
location of the device by service personnel alerted by the
central control facility 12 as described below.
[0027] Again with reference to Figure 1, a received sig-
nal is acted upon by the central control facility 12, noti-
fying any of a number of nominated recipients 30 accord-
ing to a pre-established protocol negotiated between the
registered user of the individual signal unit 22 and the
control facility. Notification of details of a monitored event
could be made in the form of an email via the Internet 29
as shown in Figure 1, by facsimile transmission or over
the distributed network 21 to any personal communica-
tion device.
[0028] Typically, one nominated recipient 30 will be the
registered user or owner of the individual signal unit from
which the alerting signal was received. However nomi-
nated recipients may also include service providers, who
are automatically notified of the occurrence and the na-
ture of the event, the location of the individual signal unit
and any other pre-defined details. Service providers may
include police, fire and ambulance services, or equip-
ment servicing personnel for example. At registration of
an individual signal unit, the owner of the unit may elect
that third parties be contacted only on receipt by the cen-
tral control facility of authorisation from the owner.
[0029] An applicant user or owner will be required to
supply all relevant details of the individual signal unit, its
external event sensing faculties, intended location and
the procedures to be implemented on receipt of a signal
from the device. The central control facility then issues
the unique identification code for the individual signal
unit. Alternatively, an individual signal unit may be pre-
programmed at manufacture with its unique identifying
code. As well, the applicant user or owner nominates a
service provider of the GSM, GPRS or other communi-
cation system, for billing purposes, or alternatively, the
central control facility makes this arrangement, with bill-
ing for such service included in the overall charge for use
of the system.
[0030] The information thus received is used by the
central control facility to program the procedure to be
followed by the facility in response to signals received
from the individual signal unit. The facility may also trans-
mit data to the individual signal unit prior to its commis-
sioning but subsequent to its installation at the infrastruc-
ture item, to set the parameters of signal transmission,
such as frequency and interval of repeat transmissions
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for example.
[0031] With reference to Figure 4 which shows an ex-
ploded view of one preferred form of an individual signal
unit 22, enclosure 50 comprises a base portion 52 and
cover portion 54. Housed within enclosure 50 are a com-
munication module 56, for example using the General
Packet Radio Service (GPRS) standard for communica-
tion with a communication network, and antenna jack 58.
Also contained within enclosure 50 is a rechargeable bat-
tery module 60, and various input and output connec-
tions, including power input/outputs 62, sensor inputs 64,
device relay connections 66 and a universal serial bus
(USB port) 68. Individual signal unit 22 may also be pro-
vided with status indicating light emitting diodes (LEDs)
70. Enclosure 50 is provided with a space, for example
space 72 on cover 54, for display of a code used in the
registration of the unit with the central control facility.
[0032] Each individual signal unit 22 is adapted to mon-
itor the status of some aspect of an item of infrastructure,
such as for example illustrated in Figure 1, a gate 22,
irrigation control sluice 24 or tool shed 26.
[0033] As shown in the schematic of Figure 2, individ-
ual signal units 22 include at least a transceiver module
40, a rechargeable power supply and power control mod-
ule 42, at least one external event sensor 44 and a logic
circuit 46. For some applications, an individual signal unit
may be provided with, or connected to, a magnetic card
reader, enabling inspecting personnel to simply swipe an
authorising card as confirmation that the individual signal
unit is in its proper position and functioning, or that some
predefined task has been accomplished.
[0034] Preferably, the power supply 42 is rechargeable
by means of a solar panel 48, but may also comprise
batteries rechargeable from a mains power source, or
replaceable battery packs. Where an individual signal
unit has been incorporated in some item of infrastructure
already provided with a power supply, such as in the
street light example, power to the unit may be provided
from that external supply.
[0035] An individual signal unit 22 may be provided
with at least one external event sensor 44 incorporated
within the device itself, but individual signal units 22 are
more preferably provided with a sensor interface allowing
the unit to accept signals from a number of external event
sensors connected to the interface. Thus for example,
an individual signal unit 22 may monitor a number of as-
pects of a remotely located facility, such as the doors and
windows of a building or various items of equipment lo-
cated on a service vehicle.
[0036] With reference to Figure 5, the ISU may include
the following components.

• GSM Engine 74.

[0037] This is the central core of the device. It includes
a GSM transceiver allowing the module to connect to and
communicate over the GSM network. The transceiver
also makes use of the GPRS capability of the GSM net-

work to connect to a server of the central control facility
using IP sockets. The GSM engine also includes a basic
Python script interpreter to run application scripts (soft-
ware) and a battery charger 75 to allowing the charging
of a LiIon battery pack (connected via J5 on the circuit
diagram of Figure 5).
[0038] The application scripts (software) loaded into
the GSM engine 74 allow the module to monitor the ex-
ternal sensors and devices connected to the ISU device
and generate messages over the GPRS network to the
central control facility server whenever there is a change
in the status of these external sensors or devices. The
typical operation will be for the GSM engine to connect
to a known IP socket on a server at a known IP address.
The message passed to the server via this connection
will include the identification of the ISU device (typically
the ’phone number associated with the SIM card) and
the details of the input status change.
[0039] The GSM engine has a push button switch (S1
on the circuit diagram of Figure 5) which allows the GSM
engine to be turned on and off.

• Network Status Indicator (D1 on circuit diagram)

[0040] An LED (light emitting diode) is provided to give
an indication of the status of the ISU device. When the
LED is permanently off, the device is powered down.
When the LED is blinking quickly (approximately 1 sec-
ond period), the GSM engine is searching for the GSM
network and attempting to register itself with the network.
When the LED is blinking slowly (approximately 3 second
period), the GSM engine has registered itself with the
GSM network and is in a state that will allow it to make
a connection with a server should one of the inputs
change state. When the LED is permanently on, there is
an active call being made by the device.

• Battery Status Indicator (D6 on the circuit diagram)

[0041] A visible indication of the charge status of the
battery is provided using an LED (light emitting diode).

• USB Connection (J3 on the circuit diagram)

[0042] The ISU device has a USB connection to allow
the module to be connected to a Personal Computer.
This connection allows the application scripts (software)
to be updated in the GSM Engine. Power is also drawn
from the Personal Computer to recharge the LiIon bat-
tery. The power for the USB interface device (U6 on the
circuit diagram) is taken from the USB connector. This
minimises the current drawn from the LiIon battery to
extend the operational time between charges. Interface
components (U4 and U5 on the circuit diagram) isolate
the connections between the USB device and the GSM
engine when either the USB port is disconnected (USB
device powered down) or the GSM engine has been
turned off.
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[0043] A protection device (U7 on the circuit diagram)
has been included on the USB port to protect the USB
device from electrostatic discharge onto the pins of the
USB connector.

• External Sensor Inputs (IN1-4 signals on the circuit di-
agram)

[0044] The prototype ISU device implements 4 exter-
nal sensor inputs. These connections are available on a
dedicated input connector (J2 on the circuit diagram) and
on the special attachment connector (J4 on the circuit
diagram). These inputs have been configured to allow
external sensors to simply connect these input signals
to a 0Volt return signal (available on both connectors)
using a relay contact closure. This is the typical output
from a wide range of sensors.
[0045] An interface component (U3 on the circuit dia-
gram) is provided to isolate the input signals from the
GSM engine when the GSM engine has been turned off.
There are also some protection devices (D2-5 on the
circuit diagram) to protect the inputs of the interface com-
ponent from electrostatic discharge onto the pins of the
connectors.

• Controlled Outputs (OUT1 and OUT2 signals on the 
circuit diagram)

[0046] The prototype ISU device implements 2 control-
led outputs. These outputs allow external devices to be
switched by the ISU device. These outputs are imple-
mented using transistors Q1 and Q2. The connections
to external devices can be made either by the dedicated
output connector (J1 on the circuit diagram) or the special
attachment connector (J4 on the circuit diagram).

• Special Attachment Connector (J4 on the circuit dia-
gram)

[0047] A special attachment connector has been pro-
vided on the ISU device to allow it to be plugged into
purpose built sensors. These sensors will be engineered
to accommodate the ISU device and all of the required
connections between the two devices are made through
the single attachment connector. This connector sup-
ports attachments that are self-powered and are capable
of providing current to recharge the battery in the ISU,
as well as attachments that do not have their own power
supply and require current from the ISU device’s battery
to operate.
[0048] The apparatus of a monitoring system may in-
clude a number of standard sensor devices available for
purchase along with, or in addition to the individual signal
unit 22. Each sensor device is adapted to respond to a
predefined stimulus, and may include sensors for power
status, smoke detection, motion detection, door or win-
dow opening, button press, fluid level, tampering, loca-
tion via the GPS system and video camera, for example.

These standard sensor devices are provided as a simple
plug-in to the individual signal unit 22, via one of the input
connection 64 or USB port shown in Figure 4, or other
standard interface ports provided on the device.
[0049] An individual signal unit 22 may further be pro-
vided with internal error monitoring facilities, such as a
power supply failure. Preferably also, individual signal
units 22 are equipped with interference sensors to alert
the central control facility 12 of tampering by unauthor-
ised persons, or disturbance by animals for example.
[0050] Individual signal units 22 in at least one pre-
ferred embodiment, are provided with output relays to
activate one or more external devices according to pre-
programmed responses to sensor monitored events. Ex-
amples may include the activation of audio and/or visual
alarms, the switching on of security lighting, closure of
fire doors and so forth.
[0051] The power supply and control module 42 is
adapted to maintain individual signal unit 22 in a passive,
standby state until receiving a signal from an external
event sensor. Such a signal initiates a powering up of
the device, enabling it to transmit its unique encrypted
identifying code to the central control facility. After trans-
mission of this signal the individual signal unit powers
down and returns to its passive standby state.
[0052] An individual signal unit 20 may also be brought
into a powered up state on command from the central
control facility 12. This powering up may be for the pur-
pose of reprogramming the individual signal unit 22 to
install a new response procedure, for example after the
installation of a new, or an additional external event sen-
sor, relocation of the unit, or to modify an existing proce-
dure.
[0053] Where an individual signal unit 22 is provided
with data entry and display facilities, such programming
or reprogramming of the unit may be performed at the
device itself. At the conclusion of such local data input,
the new or modified data is transmitted to the central
control facility to update its responses to any signals re-
ceived from the individual signal unit as required.
[0054] Referring again to Figure 1, during a powered
up state, as well as following any pre-programmed pro-
cedure for the activation of any local connected devices,
individual signal unit 22 will transmit a signal via the net-
work 21 and a satellite 20, reporting the event to the cen-
tral control facility 12.
[0055] In a first simplest preferred form of the invention,
a signal sent by an individual signal unit 22 consists solely
of its unique encrypted identifying code. No data is sent
with this code. The information as to what a receipt of
this code by the central control facility means, is stored
in the central processing computers of the facility. This
information, which is supplied by and under the control
of the registered owner of the individual signal unit, may
include instructions as to what actions are to be taken in
response to the signal.
[0056] Although in this preferred form of the invention,
the individual signal unit 22 is only enabled to transmit a
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single encrypted identifying code, it may do so in various
ways to indicate various events. Each external event sen-
sor is associated with a unique sequence of repeat trans-
missions of said unique identification code. For example
if an external sensor device is activated, the code may
be transmitted a predetermined number of times for that
particular sensor at short intervals. However should an
error condition develop in the device itself, such as for
example a low battery situation, the code may be trans-
mitted singly. The manner of transmission of this single
encrypted code is then the determinant of the status of
the device and of what action should be taken by the
central control facility.
[0057] According to its pre-programmed instructions,
an individual signal unit 22 may continue to transmit its
signal at intervals for a pre-defined period as an aid in
location of the device by service personnel alerted by the
central control facility 12 as described below.
[0058] Again with reference to Figure 1, a received sig-
nal is acted upon by the central control facility 12, noti-
fying any of a number of nominated recipients 30 accord-
ing to a pre-established protocol negotiated between the
registered user of the individual signal unit 22 and the
control facility. Notification of details of a monitored event
could be made in the form of an email via the Internet 29
as shown in Figure 1, by facsimile transmission or over
the distributed network 21 to any personal communica-
tion device.
[0059] Typically, one nominated recipient 30 will be the
registered user or owner of the individual signal unit from
which the alerting signal was received. However nomi-
nated recipients may also include service providers, who
are automatically notified of the occurrence and the na-
ture of the event, the location of the individual signal unit
and any other pre-defined details. Service providers may
include police, fire and ambulance services, or equip-
ment servicing personnel for example. At registration of
an individual signal unit, the owner of the unit may elect
that third parties be contacted only on receipt by the cen-
tral control facility of authorisation from the owner.
[0060] An applicant user or owner will be required to
supply all relevant details of the individual signal unit, its
external event sensing faculties, intended location and
the procedures to be implemented on receipt of a signal
from the device. The central control facility then issues
the unique identification code for the individual signal
unit. Alternatively, an individual signal unit may be pre-
programmed at manufacture with its unique identifying
code. As well, the applicant user or owner nominates a
service provider of the GSM, GPRS or other communi-
cation system, for billing purposes, or alternatively, the
central control facility makes this arrangement, with bill-
ing for such service included in the overall charge for use
of the system.
[0061] The information thus received is used by the
central control facility to program the procedure to be
followed by the facility in response to signals received
from the individual signal unit. The facility may also trans-

mit data to the individual signal unit prior to its commis-
sioning but subsequent to its installation at the infrastruc-
ture item, to set the parameters of signal transmission,
such as frequency and interval of repeat transmissions
for example.

Second Preferred Embodiment

[0062] In a second preferred embodiment, the individ-
ual signal unit of the present invention again includes at
least a transceiver module 40, a rechargeable power sup-
ply and power control module 42, and at least one exter-
nal event sensor 44 and a logic circuit 46 as shown in
Figure 1. In this embodiment however, the unit may fur-
ther be provided with a data storage device able to record
analogue or digital input from a device connected to the
individual signal unit.
[0063] In this embodiment also, the unit is not restricted
in its transmission to the central control facility of it unique
identifying code but is enabled to transmit the input an-
alogue or digital data, either in real time, or retrieved from
its data storage device at predetermined times or on com-
mand form the central control facility.
[0064] Thus in this form, the individual signalling unit
may have attached as an input device such equipment
as a video camera, sound recording equipment or a Glo-
bal Positioning System (GPS) module for example. The
connection of a GPS module allows the individual signal
unit to report its location, either continuously, at prede-
termined intervals or on command from the central con-
trol facility. Similarly, a video camera may send images
on a continuous basis, at predetermined intervals or as
commanded. Alternatively, data from a camera, GPS
module etc may be stored in the data storage device (if
so provided) of the individual signal unit for later interro-
gation and download to the central control facility.
[0065] In either of the above described preferred em-
bodiments, an individual signal unit may be provided with
an on/of facility adapted for local activation. That is a
facility whereby a registered user or other authorised per-
son can switch the unit between power off and standby
for monitoring. This facility may be a Radio Frequency
(RF) responder unit, either incorporated in the individual
signal unit itself, or as a connected input device.

Connectivity

[0066] The flexibility of the individual signal unit (ISU)
in the many ways it can be interfaced with other devices
is illustrated in Figures 20A to 20D. In its simplest form
as illustrated in Figure 20A, some sensing device, for
example a motion detector 140 is connected to an ISU
142 via a standard input/output (I/O) connector 144 pro-
vided on the ISU. In this instance the ISU 142 has been
configured to send a signal, when activated by input from
the motion sensor, via a GSM network 146 to the central
control facility (represented in these figures by its web
site 148). The web site 148 of the central control facility
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acts on the received signal according to pre-configured
instructions received from the user of the ISU 142. In this
example, an SMS message 150 is sent to the user’s mo-
bile phone 152.
[0067] As shown in the sequence illustrated by Figures
20B, the web site 148 of the central control facility may
communicate with the user 154 of the ISU 142 over any
one or combination of current or future communication
systems 156.
[0068] Likewise, as shown in Figure 20C, the ISU 142
and central control facility may be configured to send and
receive a signal from a sensed event via any form of
signal transmission, and as further illustrated in Figure
20E, messages to a user or registered owner of an ISU
142 may be transmitted to any type of communication
device.
[0069] These may include SMS messaging, Internet,
voice, facsimile transmissions, use of the GPRS system,
telephone, pagers and satellite. Thus the central control
facility may communicate the occurrence of an incident
to the user’s mobile phone, computer, land-line tele-
phone, and facsimile machine. As well, the control facility
may where appropriate communicate with another ISU,
programmable logic controller (PLC) or transfer data to
a designated database. Thus, by connecting an output
device, for example a PLC, actuator, or motor and the
like, to an ISU, the predefined steps or actions to be ex-
ecuted could include the initiation of processes at the
remote location at which the ISU is situated.
[0070] Also as shown in Figures 20D and 20E, the ISU
may be configured with a number of standard input/out-
put connectors 160, including but not limited to, USB and
RF ports, Infra Red, Wi/Fi, Bluetooth and Fire Wire re-
ceivers for example. Sensors 162 communicating with
any one or more of these connectors may include, motion
detectors, switches, telephone, measuring devices, data
sources, programmable logic controllers and other at-
tachments.
[0071] Depending on its configurations, the ISU 142
may communicate with the web site 148 of the central
control facility by any of a number of distributed commu-
nication systems 158. These may include, as shown on
Figure 20E, the GSM or other mobile phone networks,
satellite based systems, the Internet, wireless broad-
band, the copper telephone network and voice.
[0072] In addition to these communication systems be-
ing used to send messages or other forms of communi-
cation to the user or registered owner of the ISU, the
central control facility may use the same systems for com-
munication with other service providers 162 as shown in
Figure 20F. Using tracking systems available via the
GSM network, an ISU’s signal can be used to determine
its location as indicated schematically in Figure 20G.
[0073] Figure 20H shows still a further example of how
the connectivity of the ISU with sensing equipment may
be utilized. Sensors 162 associated with an advertising
board may monitor for temperature, crowd sizes or other
parameters associated with advertising effectiveness.

Based on these measurements and in accordance with
the ISU user’s configured instructions, the ISU may pro-
vide the most appropriate advertising information, there-
by enabling premium charges.
[0074] Some further features of the monitoring system
according to the invention include:

• the ISU and server are programmable and can sup-
port a wide range of inputs.

• The ISU is not restricted to the above described in-
puts and outputs. Additional or alternative inputs and
outputs can be readily added to the design.

• The ISU can support a variety of transport mecha-
nisms including CDMA, 3G and satellite depending
on what distributed communication system is avail-
able.

• The message sever of the central control facility is
based on scalable architecture allowing it to be du-
plicated or upgraded to support increased traffic in
the future.

• The ISU can support a simple LCD or other graphic
display unit, to provide a user with status information.

• The ISU can be integrated into products as an OEM
(Original Equipment Manufacturer) module. This
may be a user upgradeable or factory fitted option.

[0075] The monitoring system of the present invention
lends itself to commercial exploitation in a number of
ways. Some of these may be summarized as:

• Licensing of complete systems developed by others
as ISU certified

• Retail of ISUs for ad hoc users
• Inviting existing products and services to join user

configurable web-based systems
• Additional programming and systems service charg-

es
• Building custom-designed measurement and control

applications
• Asset monitoring, for example

o Vehicle care
o Security
o Innovative equipment hire options
o Triangulation
o Wildlife and stock tracking
o Scheduling
o Environmental monitoring

• Asset control, for example

o Environmental control - local government, na-
tional parks, defence
o Plant control - factories, farms, local govern-
ment
o Access control - remote door opening

[0076] Revenue may be derived from a number of ac-
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tivities associated with the ISU based monitoring system,
for example:

• Unit sales - ISUs and attachments
• Unit rentals
• Monthly registration fees - ISU network, optional

services
• Network services charges (e.g. SMS, GPRS etc)
• Development - programming, design
• Annul license fees for custom or retrofitted applica-

tions
• Access to ISU network fees for other service provid-

ers
• Industry co-operation commissions (e.g. Insurance

rebates
• License fees from monitoring agents (e.g. Callout

providers)

[0077] With reference now to Figure 24, with an ISU
fitted to a vehicle and interfaced with the vehicle’s on-
board computer, the vehicle becomes another device for
which the registered owner of the ISU can configure var-
ious actions associated with aspects of the vehicle. One
category of configuration as shown in Figure 24 is a listing
of preferred or potential servicing facilities for the vehicle
from which quotation may be solicited for servicing or
repair. Performance and satisfaction ratings may be as-
signed to these facilities garnered from data collected by
third party assessors and supplied to the central control
facility.
[0078] A further configurable option shown in Figure
25, is for the owner or manager of the vehicle to receive
data of performance parameters of the vehicle.
[0079] Figure 26 shows a possible result of a vehicle
management configuration using the ISU in a vehicle to
arrange for servicing of the vehicle at a predefined service
interval. The ISU, monitoring the vehicle’s onboard com-
puter, signals the central control facility that the vehicle
has reached the given odometer reading. This activates
the central control facility to obtain quotations for service
and possible dates at which the service may be accom-
modated from the three service nominated by the vehi-
cle’s owner at registration.
[0080] To provide the above service to purchasers of
an ISU for an in-vehicle application, the central control
facility may establish a database of service providers will-
ing to offer services and provide quotations to registered
users of the ISU monitoring system. Figure 27 shows a
web based page service providers may use to register,
including the provision of details of any specialised serv-
ices they may wish to nominate.
[0081] This aspect of the application of the monitoring
system of the invention provides for a further revenue
stream for the central control facility. An example of a
pricing structure for vehicle service providers who wish
to promote their services to owners of vehicle based ISUs
is shown in Figure 28.

Componentry

[0082] As set out in more detail above, the principle
components of the ISU are:

• Network module

o Processor

o memory

• Connectors

• Power source

[0083] Within these broad component modules, the
ISU may be configured in various models with varying
attributes:

• Network - interchangeable
• Connectors - versatility and adaptability focused
• Capacity - storage, transmission quantity of data
• Durability - weather proofing, water proofing, shock

proofing
• Power - mains, battery, solar. Achieving long stand-

by periods of 5 years
• Compact size

[0084] As an example of one possible configuration,
an ISU could comprise, a GPRS Module GM862; I/O
Connector (J4) 2214R-16SG-85; Light Pipe C435815;
LED (alarm and network) 0805KRCT; Switch (On/Off)
ELTSA-63; USB Connector 5075BMR05SM; 4 Pin Edge
Connectors S4B-PH-K-S (output); 8 Pin Edge Connec-
tors S8B-PH-K-S (input); Battery Sanyo UF55344F; Arial
Coax 22-SMA-50-0-53.

Attachments

[0085] The ISU may be adapted to accept input from
virtually any signal producing device. Some currently
known examples include: motion detectors, Bluetooth
accessories, alarms, detectors and responders.
[0086] Other attachable devices include programma-
ble logic controllers, (which may for example be pro-
grammed to act on vending machines, dispensers and
robots), message boards, remote monitoring devices, RF
networks and remote control units.

In Use

[0087] Individual signal units 22 are added to the mon-
itoring system 10 by registration with the central control
facility 12. Such registration may be accomplished by an
applicant user or owner over an Internet web site main-
tained by the central control facility. Data monitored by
an individual signal unit can only be accessed by the
registered owner or by third parties authorised by the
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owner, through use of a user name and password estab-
lished when a unit is first registered.

The User

[0088] A new user of the system may purchase an in-
dividual signal unit 22 at any authorised outlet, such as
for example a mobile phone retailer. As well he or she
may select from a range of standard sensor units com-
patible with the individual signal unit also available at the
authorised outlet or obtainable from an accredited sup-
plier. Preferably, the individual signal unit is adapted to
accept as input up to four individual sensor devices via
input connector 64. Thus for example, an individual signal
unit may have connected a motion sensor, a video cam-
era, a microphone as well as a smoke alarm (not shown).
[0089] Preferably also, the individual signal unit 22 is
provided with at least two output relays via output con-
nectors 66, to which may be connected external devices
such as security lights or audio alarm for example.
[0090] To make use of the equipment, a new owner
must register with the central control facility, preferably
over an internet web site maintained by the facility, or by
telephone. With reference to Figures 6 to 12, the process
of registration over the facility web site includes the fol-
lowing steps;

1. After logging onto the web site and selecting the
option of registering 100 as shown in Figure 6, the
owner enters personal details 102 and selects a user
name 104 and password 106 for future interaction
with the facility, as shown in Figure 7.
2. At this point also the owner is required to establish
an account with the facility for billing purposes.
3. Next, as shown in Figure 8, the owner is invited
to enter the identification code number 110 of the
purchased individual signal unit. This may be pro-
vided on the packaging in which the device was pur-
chased or, preferably printed on a removable sticker
attached to the device itself, (for example in the
space 72 on cover portion 54 as shown in Figure 4).
4. If the device is provided with a display module, a
Confirmation Code is displayed when power is pro-
vided to the unit, that is when it is first switched on.
This number 112 is then also entered as shown in
Figure 9.
5. For ease of identification, the owner may nominate
a brief description 114, typically associated with the
function or location of the signalling unit and its con-
nected sensor/s, as shown in Figure 10. For a fixed
device, that is one that is not expected to, or which
should not move from its installed location, the geo-
graphic location may be specified at registration, by
means of recording the coordinates from a GPS unit.
6. The owner is then invited to nominate which sen-
sor unit or units are to be connected to the individual
signal unit, either by clicking on an icon 116 as shown
in Figure 11, or from a drop-down menu 120 as

shown in Figure 12.
7. When registration formalities have been complet-
ed, the owner is given the opportunity to configure
the individual signal unit; that is to establish the pro-
tocols to be followed by the central control facility in
response to a signal transmitted by the device.
8. As shown in Figure 13, monitoring of the unit may
be within specified times 122 or be continuous.
Clearly, where for example a device is installed in
commercial premises, monitoring for security pur-
poses may only be desired outside working hours.
9. The inputs of the web site page shown in Figure
14 allow the owner to specify some parameters as
to the conditions 124 which must obtain for an alert
situation to be reported.
10. As shown in Figure 15, the owner may then nom-
inate a message 126 which is to be sent to the owner
in the case an alert situation arises.
11. The input web site page of Figure 16 allows the
owner to nominate one or more ways 128 in which
an alert message is to be sent by the facility. It also
allows the owner to nominate a service supplier, for
example a security agency which may be instructed
to inspect the site of installation of the individual sig-
nal unit. In addition, commands can be specified to
activate any external device/s which may be con-
nected to the individual signal unit outputs, such as
the switching on of a security light.

[0091] This sequence of steps completes the registra-
tion and configuration of the individual signal unit, the
attached sensor and any output device/s and the re-
sponse steps to be taken by the central control facility if
a signal from the registered individual signal unit is re-
ceived.
[0092] In addition to registration and configuration, the
central control facility web site may be accessed at any
time by the owner (or other authorised person) of a reg-
istered individual signal unit, by entering security user
name and password, for example. Several options 130
are then presented to the owner of the individual signal
unit as shown in Figure 17.
[0093] One of the available options is the facility of lo-
cating an individual signal unit. When this option is se-
lected, but the individual signal unit is not fitted with a
GPS module, the central control facility can command
the individual signal unit to transmit its unique identifying
code for a sufficient length of time to enable triangulation
of its location from three or more stations of the distributed
communication network. This location is then super-
posed on a map 132 and the map and marked detected
location relayed to the owner of the individual signal unit
as shown in Figure 18.
[0094] Another option available to a registered owner
is the ability to reconfigure the registered individual signal
unit. This may be desirable if the device is to be moved
to another location, used for a different application, or
sensors added or removed from the device for example.
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[0095] A third option available to the registered owner,
is that of checking the current status of the device and
its event history. As shown in Figure 19, this information
may be displayed to the owner in tabular form. In the
example shown, this owner has four devices 134 regis-
tered with the central control facility, and can see at a
glance the current status as well as a record of detected
incidents reported by each sensing device.
[0096] For example "Toolbox 1", may be a toolbox fitted
with an individual signal unit, located on an item of earth
moving plant left unattended at a work site. The tabulated
history shows it has been interfered with at the time and
on the date shown 136. Depending on the pre-pro-
grammed procedure associated with the individual signal
unit, the owner or personnel responsible for the equip-
ment may be alerted within minutes. Alerting messages
may be transmitted via any preferred or multiple media,
for example by telephone, mobile phone text messages,
facsimile or by email.
[0097] "Grandma" may be an individual signal unit in-
corporated in a personal security module in which the
sensor is a push button, providing an elderly (or incapac-
itated) person with a means of alerting someone to a
distress situation.

The Commercial User

[0098] The individual signal unit of the present inven-
tion may be incorporated at manufacture (or be retro-
fitted) to an item of infrastructure or instrumentation. In-
dividual signal units so incorporated are registered with
the central control facility in a similar way to that described
for the public user above. In the example given earlier of
streetlight fittings, streetlights under the control of a local
authority are fitted, preferably at manufacture, with a sen-
sor and individual signal unit. The individual signal unit
for each streetlight is assigned a unique encrypted code
which is associated with data maintained in the central
control facility’s computers. This data may include the
type of bulb fitted and the location of the particular street-
light. The data may further include an instruction set as
to what action to take when an encrypted code signal is
received by the control facility. This could include a mes-
sage to the maintenance department and even a requi-
sition on a supplier of the required bulb so that a check
of bulb stock and possible resupply will automatically fol-
low.
[0099] Similarly, smoke alarms may incorporate an in-
dividual signal unit, with the smoke detector circuit pro-
viding an input to the signalling unit when smoke is de-
tected. In this example power for the signalling unit may
be provided in common with the smoke detector power
supply.
[0100] In another example, individual signal units may
be incorporated in parking meters, with sensing for ex-
ample of coin full, out of paper or tampering conditions.
[0101] In a further example, as alluded to above, indi-
vidual signal units provided with magnetic card readers

as input attachments may be incorporated or attached
at a number of locations within or on the outside of various
buildings. Security personnel or cleaners may then swipe
an appropriate card through the reader to trigger a signal
to the central control facility, which then forwards notifi-
cation to an appropriate nominated recipient that the
building is secure or has been cleaned.
[0102] An individual signal unit may be installed in plant
and commercial vehicles, monitoring for example power
up and power down of an engine so as to track duty cy-
cles, servicing intervals and improper use for example.
In this example, the owner of the plant or vehicle can
access the central control facility and obtain a record of
the times the plant was in operation and log the hours of
service.
[0103] In yet a further example, individual signal units
with appropriate sensors may be located along rivers and
streams to give early warning of changes in water levels.
[0104] Other areas of use include the monitoring of
vending machines as to status of stock and tampering
for example. Items of utility infrastructure, such as water
and gas supply equipment also may be conveniently
monitored for usage and error conditions.
[0105] In at least one embodiment of the invention, the
action taken by the control facility may be predicated on
a secondary layer of instructions received from the owner
of the individual signal unit and the sensor or sensors
attached to it. For example, the registration of the unit
may include a number of optional actions for the control
facility to implement after a first notification to the owner
(or an authorized recipient designated by the registered
owner) of an event.
[0106] For example, where the individual signal unit is
monitoring the security of a site office or container at a
building site, the possible actions to be taken by the cen-
tral control facility may include:

1. to ignore
2. to call a contracted security firm
3. to call the site foreman
4. to call a neighbour
5. to call the police

[0107] The primary instructions on record at the control
facility to be followed on receipt of a signal from the in-
dividual signal unit installed at the building site, is to send
an SMS message to the owner or authorized recipient.
He or she may respond for example with "34". The control
facility will then carry out actions 3 and 4 of the possible
actions of the secondary layer of instructions by notifying
the site foreman (3) and the neighbour (4) of the event.
[0108] In a further example of use, as summarised in
Figures 21 to 23, the ISU may be interfaced with the
management computer of a private or commercial vehi-
cle. This allows the management of many aspects of the
vehicle, its running costs, performance as will as the
scheduling of servicing and even the acquisition of serv-
ice availability and quotations for service.
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[0109] This application of the ISU is of particular use
for operators of hire cars for example with an ISU as
described above to provide any of the data transferable
from a car’s onboard computer. These may include the
status of the vehicle’s door locks at any given time, for
example to indicate if it has been left unlocked while not
in use.
[0110] In the case of loss of keys of any vehicle, the
ISU could be instructed to lock and keep locked the doors
of the vehicle until this command was reversed.
[0111] An in-vehicle ISU could be used to augment the
entertainment system of the vehicle by accessing the in-
ternet via wireless broadband for downloading music and
videos, accessing a remote computer and using the in-
ternet for surfing.
[0112] Still with reference to Figure 22, the addition of
suitable devices to the ISU could allow the remote im-
mobilisation of a stolen vehicle, and activate various
alarm and indicators that a the vehicle is being interfered
with.
[0113] Information extracted from the vehicle’s on-
board computer, if relayed to a designated repair centre
when the vehicle suffers malfunction at some remote lo-
cation, could be used by the repair centre to issue in-
structions for repairs.
[0114] Figure 23 provides an overview of potential us-
es of an ISU installed in a vehicle and the actions which
may follow on from the monitoring of the status, or meas-
urement of various parameters associated with the ve-
hicle’s use and its equipment.
[0115] It will be appreciated that the individual signal
unit and monitoring system described above provides an
extremely flexible and effective way of disseminating an
alert of an alarm generated by any of a range of events
at widely dispersed locations to owners of the device
and/or those service providers best able to deal effec-
tively with the cause of the alarm, and allows a unit owner
to specify the circumstances under which the owner is
to be contacted actions taken.
[0116] The system provides:

• Global machine to machine communication
• Distance independence
• Location independence
• Mobility independence
• 5 minute DIY installation
• An extraordinary number of marketable products.

The individual signal unit (ISU) system of the present
invention provides a missing link people products and
services.

• With unlimited scope and versatility the ISU platform
can receive information via any network and initiate
a user-configured chain of events, anywhere in the
world to any one.

• It is capable of bringing world-wide products and
services to a centralised system for multiple uses

and applications.
• The small compact ISU (similar in size and appear-

ance of a small MP3 player may be adapted to ac-
cess advanced programming and resources with lit-
tle or no setup.

Data Flow

[0117] With reference to Figure 29 the data flow for the
reconfigurable, collaboratively expandable monitoring
system 200 is described in block diagram form. Like com-
ponents are numbered as for earlier embodiments except
in the 200 series. For example, central control facility 12
becomes central control facility 212 comprising a main
server and database. In this instance the main server
and database 212 are in bidirectional communication
with one or more individual signal units 222. The main
server and database 212 are also in bidirectional com-
munication with the third party tool source 201. In addi-
tion, main server and database 212 are also in bidirec-
tional communication with a user computer 230. In use,
main server and database 212 is loaded with a plurality
of tools 202, at least some of which are supplied over
bidirectional tool link 280. Specified ones of the tools 202
are selected and set to trigger in response to event data
supplied over ISU bidirectional link 281. The selection of
tools and programming of tools to respond to event data
transmitted from bidirectional link 281 is provided by con-
trol data input from user computer 230 and transmitted
on user bidirectional link 282 to the main server and da-
tabase 212. Bidirectional link 281 is also utilised to send
data from main server and database 212 to the individual
signal unit 222 for the purposes of reprogramming and
amending its local capabilities.
[0118] As events occur, the main server and database
212 responds to the event data transmitted over bidirec-
tional link 281 in accordance with the event response
sequence programmed via control data previously sup-
plied via bidirectional link 282. At least some of the re-
sponses resulting may result in data being transferred
over bidirectional link 280 to the tool source 201.

Third Embodiment

[0119] With reference to Figures 30, 31, 32 that is il-
lustrated screenshots defining a third embodiment of the
present application for which incorporates the data flow
characteristics of Figure 29. The scenarios that this data
flow capability provides include the following:

Third party tool sources

[0120] A third party can provide a pre-prepared tool,
for example based on a home security package. The
package can be accessed as a link on the web accessible
menu whereby a visitor can cite and purchase the "home
security package" which will result in delivery of one or
more ISU units as part of the package for installation by
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the user (or expert installation by an additional third par-
ty). Any security events reported by the ISU units, once
installed, can then be pre-configured either by the user
or by the third party tool provider. In preferred forms,
some aspects will be able to be configured by the user
whilst other aspects will be configured by the tool provid-
er. For example, the tool provider might mandate that in
the event of an intrusional the event a specific telephone
number is rung or other specific notification of event is
made which links in with a security provider mandated
by the third party tool provider.
[0121] A further capability which arises from the third
party tool provision which, in turn, in response to specific
events, raises the need for a further service provision
relates to the opening up of a market to provide that flow
on or consequential service. So, for example, at first in-
stance, the third party tool provider may offer a particular
flow on or consequential service provider. However the
web accessible database can accommodate other serv-
ice providers bidding to fulfil the relevant flow on service.
This might, for example, be as simple as the provision of
a security guard to be called out to the site when an in-
trusion event is detected by the ISU and reported to the
database. Such flow on security services may be provid-
ed either directly by the third party tool provider or by an
alternative "freelance" service provider who may be able
to provide the service at a cheaper rate. The possibility
is also open that the freelance service provider is in fact
engaged by the third party tool provider in substitute for
the in-house security service flow on provider normally
used because the "freelance" provider can provide the
service openly at a cheaper rate, resulting in benefit both
to the user of the ISU and also the third party tool provider.

Events monitored by database

[0122] Earlier embodiments envisaged the user who
performs the programming of event sequencing also be-
ing the person who monitors the occurrences of events.
However, a user of an ISU may elect a "premium service"
whereby programming of responses to events is per-
formed by the database system itself rather than by the
user who purchased the ISU. In its simplest form this can
be again performed by the purchasing of predefined
packages as illustrated in the screenshots. For example,
a user may elect to purchase a car monitoring package.
At the "premium service" level the package, once pur-
chased would result in delivery of one or more ISU units
for installation in the vehicle which the user could either
perform themselves or arrange for expert assistance.
The responses to any events generated by the ISU in
the vehicle can be designed by the database which, in
many scenarios, will in fact be a definition provided by a
third party tool provider. As for the scenario provided im-
mediately above, the flow on consequential services (for
example, replacing a flat battery in a vehicle or a punc-
tured tyre) can be provided "in-house" by the third party
tool provider or could, in turn, be sold to the most cost-

effective "freelance" provider.

Freelance Providers

[0123] The above described system allows the possi-
bility for freelance service providers to provide, in partic-
ular but not exclusively, one of the termed above flow on
services. The freelance service providers may register
on the website of the database. They may pay for posi-
tioning in order to have a better chance of being engaged
to provide their services either directly by the users of
the ISUs or by the third party tool providers.

Profile Export

[0124] A particular user profile, for example, associat-
ed in a particular package, can be exported to a new user
whereby, the new user will become the entity to whom
events are reported and who can program or reprogram
the event responses.

Advertising Placement

[0125] The website of Figures 30 to 45 also illustrates
the possibility of the third party tool providers actually
advertising in association with the tool provision. So, for
example, a third party tool provider, for example a pro-
vider of insurance, might advertise that its insurance
rates will be halved if a user purchases and installs a
security ISU (either directly themselves or via one of the
predefined packages). In exchange the tool provider gets
access to client data and the ability to program or repro-
gram the ISU at least in part in order to define and channel
services and, particularly, cost-effective services to
events flagged by the ISU. (Figure 20H of previous em-
bodiments emphasises the control signal flow available
under this scenario).
[0126] The ISU site shows solution fields which are a
start to defining the versatility of the users require-
ments.This is defined by either view of the site sections
or searching for an item. All products are defined by the
search item and the advertising and third parties are
linked to the applications searched
[0127] In each field there will be multiple bundles that
are a pre configured options which will allow the user to
plug and play with no setup
[0128] Each option will have the associated third party
providers linked and different level of services and func-
tionality available to both the user and the third party
[0129] The user will select their application and drop
into their cart or profile page and through registration can
either plug and play or reconfigure the device having total
control or providing third party providers with the control
they require
[0130] The search field will define the packages suit-
able to the person linking the relevant local providers to
the new ISU application and to the potential business
opportunities created by the new data available
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[0131] The user will define the content and structure
of their own page to suit their applications either in a
business or personality defined way. The site will cater
as self designed or via a existing third party methodolo-
gies and allow third party influencing
[0132] The registration will define the users information
and preferences to their ISU solution
[0133] With multiple levels of user interaction and third
party involvement the configurability will allow a sharing
type system so that tasks can be easily shared or allo-
cated and groups / solutions to be created. The user con-
cept of community development starts here, providing a
core from which opportunities are created having imag-
ination as the only limit.
[0134] The user configure page and the solution de-
veloper allow individuals to create new applications with
the help from ISU programmers as well as provide a plat-
form for which programmers can developer applications
for the ISU site.
[0135] The above describes only some embodiments
of the present invention and modifications, obvious to
those skilled in the art, can be made thereto without de-
parting from the scope of the present invention as defined
by the appended claims.

Claims

1. An individual signal unit (22) registered by a regis-
tered user or owner of
said individual signal unit (22) with a central control
facility (12) of a monitoring system via a web site
accessible over the internet (29); said individual sig-
nal unit (22) including;

(a) a transceiver module (40),
(b) a power supply (42),
(c) a logic circuit (46),
(d) at least one sensor (44) of a number of event
sensors,

said central control facility (12) in response to a signal
from said individual signal unit (22) is configured to
execute a schedule of one or more predefined steps,
wherein the schedule is assembled by the registered
user;
at least some of said predefined steps are config-
urable or reconfigurable by said registered user of
said individual signal unit (22) from said web site;
said individual signal unit (22) is configured such that
at least some of the predefined steps are defined by
means of tools (202) provided by one or more other
service providers (201) and made available for se-
lection on said web site; said steps (205) or actions
to occur in consequence of events detected and re-
ported by said individual signal unit (22); at least
some of said predefined steps are configurable or
reconfigurable by said other service providers; said

predefined steps including notification to recipients
(30) nominated by said registered user on receipt of
a said communication from said individual signal unit
(22),
Characterized in that,
said predefined steps include a communication be-
tween said central control facility (12) and said reg-
istered user of said individual signal unit (22),
said predefined steps including a first layer and a
secondary layer of said predefined steps, and
wherein selected steps of said secondary layer of
predefined steps may be executed by said central
control facility (12) in accordance with a reply to said
communication between said central control facility
(12) and said registered user.

2. The system of claim 1 wherein said individual signal
unit (22) is configured to communicate with said cen-
tral control facility (12) when an event sensor acti-
vates said individual signal unit (22); said central
control facility (12) executing said predefined steps
on receipt of a communication from said individual
signal unit (22).

3. The system of claim 2 wherein said communication
between said individual signal unit (22) and said cen-
tral control facility (12) is by means of any commu-
nication network.

4. The system of claim 2 wherein said individual signal
unit (22) is programmable.

5. The system of claim 3 wherein said individual signal
unit (22) is configurable to accept signal input from
an external sensing device or said individual signal
unit is configurable to allow output signals to any said
communication network.

6. The system of claim 1 wherein said central control
facility (12) includes a database and a server; said
central control facility (12) maintaining said web site
on said server.

7. The system claim 1 wherein said system provides a
means of asset monitoring; said asset monitoring
alerting said registered user to an incident affecting
said asset.

8. The system claim 1 wherein said predefined steps
include activation of an output device connected to
said individual signal unit (22).

9. The system of claim 1 wherein data flow between
said central control facility (12) and an individual sig-
nal unit (22) is bidirectional.

10. The system of claim 1 configured such that:
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at least some of said predefined steps are con-
figured or reconfigurable from a first external
source;
at least some of the predefined steps commu-
nicated from a second external source;
at least some predefined steps are configured
or reconfigurable from said second external
source;
said predefined steps are configured to include
notification to recipients nominated by said reg-
istered user of said individual signal unit (22), in
receipt of said communication from said individ-
ual signal unit (22).

11. The system of claim 1 configured such that:

said individual signal unit (22) communicates
with said central control facility (12) when an
event sensor activates said individual signal unit
(22);
said central control facility (12) executes at least
one predefined step of the schedule of steps on
receipt of a communication from said individual
signal unit (22) indicating the occurrence of a
predefined event;
at least some of said predefined steps are con-
figured or reconfigurable over a bidirectional link
from a first source; at least some of the prede-
fined steps provided over a bidirectional link
from a second source.

12. A method of a programmable sensor device; the de-
vice comprising an individual signal unit (22) regis-
tered by a registered user or owner of said individual
signal unit (22) with a central control facility (12); said
method including the steps of:

said individual signal unit (22) communicating
with said central control facility (12) when an
event sensor activates said individual signal unit
(22);
said central control facility (12) executing a
schedule of predefined steps on receipt of a
communication from said individual signal unit
(22), wherein the schedule is assembled by the
registered user;
and wherein said predefined steps are config-
ured or reconfigurable by the registered user of
said individual
signal unit (22) from a web site; at least some
of the predefined steps are provided by one or
more other service providers and made availa-
ble for selection on said web site; at least some
predefined steps configured or reconfigurable
by said other service providers;
permitting said other service providers to pro-
vide said steps to said central control facility (12)
via said website;

permitting said owner to register with said cen-
tral control facility (12) via said web site so as to
become a registered user;
permitting said registered user to select one or
more said steps via said web site for execution
by said central control facility (12) responsive to
communication received from said individual
signal unit (22); the method

characterized by further comprising:

wherein said predefined steps include a com-
munication between said central control facility
(12) and said registered user of said individual
signal unit (22),
said predefined steps including a first layer and
a secondary layer of said predefined steps, and
wherein selected steps of said secondary layer
of predefined steps may be executed by said
central control facility (12) in accordance with a
reply to said communication between said cen-
tral control facility (12) and said registered user.

Patentansprüche

1. Individuelle Signaleinheit (22), die für einen regist-
rierten Anwender oder Besitzer der besagten indivi-
duellen Signaleinheit (22) registriert ist, mit einer
zentralen Steuerungseinrichtung (12) eines Über-
wachungssystems über eine Website, die über das
Internet (29) abrufbar ist; wobei die besagte indivi-
duelle Signaleinheit (22) umfasst

(a) ein Transceiver-Modul (40),
(b) eine Stromversorgung (42),
(c) einen Logikkreis (46),
(d) mindestens einen Sensor (44) aus einer An-
zahl von Ereignis-Sensoren, wobei die zentrale
Steuerungseinrichtung (12) dazu konfiguriert
ist, in Antwort auf ein Signal von der besagten
individuellen Signaleinheit (22) ein Programm
von einem oder mehreren vordefinierten Schrit-
ten auszuführen, wobei das Programm vom re-
gistrierten Anwender aufgebaut ist, wobei min-
destens einige der besagten vordefinierten
Schritte konfigurierbar sind oder rekonfigurier-
bar durch den besagten registrierten Anwender
der besagten individuellen Signaleinheit (22)
von besagter Website;

die besagte individuelle Signaleinheit (22) ist derart
konfiguriert, dass mindestens einige der vordefinier-
ten Schritte durch instrumentelle Mittel (202) defi-
niert sind, die durch einen oder mehrere andere Ser-
viceprovider (201) vorgesehen und zur Auswahl auf
besagter Website zur Verfügung gestellt werden;
welche Schritte (205) oder Aktionen in Abfolge von
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Ereignissen auftreten, die durch die besagte indivi-
duelle Signaleinheit (22) detektiert und von ihr an-
gezeigt werden; mindestens einige der vorbestimm-
ten Schritte sind konfigurierbar oder rekonfigurierbar
durch die besagten anderen Serviceprovider, die be-
sagten vordefinierten Schritte umfassen eine Mel-
dung an Empfänger (30), die durch den registrierten
Anwender aufgrund eines Erhalts einer besagten
Kommunikation von der besagten individuellen Sig-
naleinheit (22) nominiert werden,
dadurch gekennzeichnet, dass die vordefinierten
Schritte eine Kommunikation zwischen der zentralen
Steuerungseinrichtung (12) und dem besagten re-
gistrierten Anwender der besagten individuellen Si-
gnaleinheit (22) umfassen, die besagten vordefinier-
ten Schritte eine erste Ebene und eine zweite Ebene
von den besagten vordefinierten Schritten umfas-
sen, und
wobei die ausgewählten Schritte der besagten zwei-
ten Ebene an vordefinierten Schritten durch die be-
sagte zentrale Steuerungseinrichtung (12) gemäß
einer Rückmeldung an die besagte Kommunikation
zwischen der zentralen Steuerungseinrichtung (12)
und dem besagten registrierten Anwender ausge-
führt werden können.

2. System nach Anspruch 1, wobei die besagte indivi-
duelle Signaleinheit (22) dazu konfiguriert ist, mit der
besagten zentralen Steuerungseinrichtung (12) zu
kommunizieren, wenn ein Ereignissensor die besag-
te individuelle Signaleinheit (22) aktiviert; wobei die
zentrale Steuerungseinrichtung (12) die besagten
vordefinierten Schritte aufgrund eines Erhalts einer
Kommunikation von der besagten individuellen Sig-
naleinheit (22) ausführt.

3. System nach Anspruch 2, wobei besagte Kommu-
nikation zwischen der individuellen Signaleinheit
(22) und der zentralen Steuerungseinrichtung (12)
mittels irgendeines Kommunikations-Netzwerks
vollzogen wird.

4. System nach Anspruch 2, wobei die individuelle Si-
gnaleinheit (22) programmierbar ist.

5. System nach Anspruch 3, wobei die individuelle Si-
gnaleinheit (22) konfigurierbar ist, um eine Signal-
eingabe von einer externen Eingabevorrichtung an-
zunehmen, oder die individuelle Signaleinheit ist
konfigurierbar, um Ausgangssignale an irgendein
Kommunikations-Netzwerk zu geben.

6. System nach Anspruch 1, wobei die besagte zentra-
le Steuerungseinrichtung (12) eine Datenbasis und
einen Server umfasst; wobei die zentrale Steue-
rungseinrichtung (12) besagte Website auf dem Ser-
ver zur Verfügung stellt.

7. System nach Anspruch 1, wobei das System Mittel
zur Vermögenswert-Überwachung vorsieht; welche
Vermögenswert-Überwachung den registrierten An-
wender über einen Zwischenfall alarmiert, der den
Vermögenswert betrifft.

8. System nach Anspruch 1, wobei die besagten vor-
definierten Schritte eine Aktivierung einer Ausgabe-
vorrichtung umfassen, die an die besagte individu-
elle Signaleinheit (22) angeschlossen ist.

9. System nach Anspruch 1, wobei ein Datenstrom zwi-
schen der besagten zentralen Steuerungseinrich-
tung (12) und einer individuellen Signaleinheit (22)
bidirektional ist.

10. System nach Anspruch 1, derart konfiguriert, dass:

mindestens einige der besagten vordefinierten
Schritte sind von einer ersten externen Quelle
konfiguriert oder rekonfigurierbar;
mindestens einige der vordefinierten Schritte
werden von einer zweiten externen Quelle kom-
muniziert;
mindestens einige der vordefinierten Schritte
sind von der besagten zweiten externen Quelle
konfiguriert oder rekonfigurierbar;
besagte vordefinierte Schritte sind konfiguriert
oder umfassen eine Meldung an Empfänger, die
durch besagte registrierte Anwender der besag-
ten individuellen Signaleinheit (22) nominiert
sind, und zwar in Erhalt der besagten Kommu-
nikation von der besagten individuellen Signal-
einheit (22).

11. System nach Anspruch 1, derart konfiguriert, dass:

die besagte individuelle Signaleinheit (22) kom-
muniziert mit der besagten zentralen Steue-
rungseinrichtung (12), wenn ein Ereignissensor
die individuelle Signaleinheit (22) aktiviert;
die zentrale Steuerungseinrichtung (12) führt
mindestens einen vordefinierten Schritt der Pro-
grammschritte nach Erhalt einer Kommunikati-
on von der individuellen Signaleinheit (22) aus,
die das Erscheinen eines vorbestimmten Ereig-
nisses anzeigt;
mindestens einige der besagten vordefinierten
Schritte sind konfigurierbar oder rekonfigurier-
bar über eine bidirektionale Verbindung von ei-
ner ersten Quelle; mindestens einige der vorde-
finierten Schritte sind über eine bidirektionale
Verbindung von einer zweiten Quelle vorgese-
hen.

12. Verfahren einer programmierbaren Sensorvorrich-
tung; wobei die Vorrichtung eine individuelle Signal-
einheit (22) aufweist, die durch einen registrierten
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Anwender oder Besitzer der besagten individuellen
Signaleinheit (22) registriert ist, mit einer zentralen
Steuerungseinrichtung (12), wobei das Verfahren
die Schritte aufweist:

die besagte individuelle Signaleinheit (22) kom-
muniziert mit der zentralen Steuerungseinrich-
tung (12), wenn ein Ereignissensor die individu-
elle Signaleinheit (22) aktiviert;
die besagte zentrale Steuerungseinrichtung
(12) führt nach Erhalt einer Kommunikation von
der besagten individuellen Signaleinheit (22) ein
Programm mit vordefinierten Schritten aus, wo-
bei das Programm durch den registrierten An-
wender aufgebaut ist;
und wobei die besagten vordefinierten Schritte
durch den registrierten Anwender der individu-
ellen Signaleinheit (22) von einer Website kon-
figuriert oder rekonfigurierbar sind; mindestens
einige der vordefinierten Schritte sind von einem
oder mehreren anderen Serviceprovidern vor-
gesehen und zur Auswahl auf der besagten
Website zur Verfügung gestellt;
mindestens einige der vordefinierten Schritte
sind konfiguriert oder rekonfigurierbar durch die
besagten anderen Serviceprovider;
anderen Serviceprovidern wird es gestattet, be-
sagte Schritte an besagte zentrale Steuerungs-
einrichtung (12) über die besagte Website vor-
zusehen;
den Besitzer wird ermöglicht, sich mit der be-
sagten Steuerungseinrichtung (12) über besag-
te Website zu registrieren, um so ein registrierter
Anwender zu werden;
dem registrierten Anwender wird ermöglicht, ei-
nen oder mehrere der besagten Schritte über
die besagte Website auszuwählen, um durch
die zentrale Steuerungseinrichtung (12) eine
Ausführung in Antwort auf eine Kommunikation
zu machen, die von der besagten individuellen
Signaleinheit (22) empfangen wird; wobei das
Verfahren durch folgendes gekennzeichnet ist:

die besagten vordefinierten Schritte umfas-
sen eine Kommunikation zwischen der zen-
tralen Steuerungseinrichtung (12) und dem
registrierten Anwender der besagten indivi-
duellen Signaleinheit (22),
die vordefinierten Schritte umfassen eine
erste Ebene und eine zweite Ebene von vor-
definierten Schritten, und
wobei die ausgewählten Schritte der besag-
ten zweiten Ebene an vordefinierten Schrit-
ten ausgeführt werden können durch die
zentrale Steuerungseinrichtung (12) ge-
mäß einer Antwort auf besagte Kommuni-
kation zwischen der besagten zentralen
Steuerungseinrichtung (12) und dem be-

sagten registrierten Anwender.

Revendications

1. Unité de signal individuelle (22) enregistrée par un
utilisateur enregistré ou propriétaire de ladite unité
de signal individuelle (22) avec une installation de
commande centrale (12) d’un système de surveillan-
ce via un site web accessible sur Internet (29) ; ladite
unité de signal individuelle (22) incluant :

(a) un module émetteur-récepteur (40),
(b) une source d’alimentation (42),
(c) un circuit logique (46),
(d) au moins un capteur (44) d’un nombre de
capteurs d’événement,

ladite installation de commande centrale (12) en ré-
ponse à un signal en provenance de ladite unité de
signal individuelle (22) est configurée pour exécuter
un plan d’une ou plusieurs étapes prédéfinies, où le
plan est assemblé par l’utilisateur enregistré ; au
moins certaines desdites étapes prédéfinies sont
configurables ou reconfigurables par ledit utilisateur
enregistré de ladite unité de signal individuelle (22)
à partir dudit site web ;
ladite unité de signal individuelle (22) est configurée
de sorte qu’au moins certaines des étapes prédéfi-
nies soient définies au moyen d’outils (202) fournis
par un ou plusieurs autres fournisseurs de services
(201) et rendues disponibles pour la sélection sur
ledit site web ; lesdites étapes (205) ou actions se
produisent en conséquence d’événements détectés
et rapportés par ladite unité de signal individuelle
(22) ; au moins certaines desdites étapes prédéfi-
nies sont configurables ou reconfigurables par les-
dits autres fournisseurs de services ; lesdites étapes
prédéfinie incluant une notification à des destinatai-
res (30) nommés par ledit utilisateur enregistré à la
réception d’une dite communication en provenance
de ladite unité de signal individuelle (22),
caractérisée en ce que,
lesdites étapes prédéfinies incluent une communi-
cation entre ladite installation de commande centrale
(12) et ledit utilisateur enregistré de ladite unité de
signal individuelle (22),
lesdites étapes prédéfinies incluant une première
couche et une couche secondaire desdites étapes
prédéfinies, et
dans laquelle des étapes sélectionnées de ladite
couche secondaire d’étapes prédéfinies peuvent
être exécutées par ladite installation de commande
centrale (12) conformément à une réponse à ladite
communication entre ladite installation de comman-
de centrale (12) et ledit utilisateur enregistré.

2. Système selon la revendication 1, dans lequel ladite
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unité de signal individuelle (22) est configurée pour
communiquer avec ladite installation de commande
centrale (12) lorsqu’un capteur d’événement active
ladite unité de signal individuelle (22) ; ladite instal-
lation de commande centrale (12) exécutant lesdites
étapes prédéfinies à la réception d’une communica-
tion en provenance de ladite unité de signal indivi-
duelle (22).

3. Système selon la revendication 2, dans lequel ladite
communication entre ladite unité de signal indivi-
duelle (22) et ladite installation de commande cen-
trale (12) se fait au moyen de n’importe quel réseau
de communication.

4. Système selon la revendication 2, dans lequel ladite
unité de signal individuelle (22) est programmable.

5. Système selon la revendication 3, dans lequel ladite
unité de signal individuelle (22) est configurable pour
accepter un signal entré depuis un dispositif de dé-
tection externe ou ladite unité de signal individuelle
est configurable pour autoriser des signaux de sortie
vers n’importe quel dit réseau de communication.

6. Système selon la revendication 1, dans lequel ladite
installation de commande centrale (12) inclut une
base de données et un serveur ; ladite installation
de commande centrale (12) maintenant ledit site web
sur ledit serveur.

7. Système selon la revendication 1, dans lequel ledit
système fournit un moyen de surveillance d’actif ;
ladite surveillance d’actif alertant ledit utilisateur en-
registré d’un incident affectant ledit actif.

8. Système selon la revendication 1, dans lequel les-
dites étapes prédéfinies incluent l’activation d’un dis-
positif de sortie connecté à ladite unité de signal in-
dividuelle (22).

9. Système selon la revendication 1, dans lequel un
flux de données entre ladite installation de comman-
de centrale (12) et une unité de signal individuelle
(22) est bidirectionnel.

10. Système selon la revendication 1, configuré de sorte
que :

au moins certaines desdites étapes prédéfinies
soient configurées ou reconfigurables à partir
d’une premier source externe ;
au moins certaines des étapes prédéfinies com-
muniquées depuis une seconde source
externe ;
au moins certaines étapes prédéfinies soient
configurées ou reconfigurables à partir de ladite
seconde source externe ;

lesdites étapes prédéfinies soient configurées
pour inclure une notification à des destinataires
nommés par ledit utilisateur enregistré de ladite
unité de signal individuelle (22), à la réception
de ladite communication en provenance de la-
dite unité de signal individuelle (22).

11. Système selon la revendication 1, configuré de sorte
que :

ladite unité de signal individuelle (22) commu-
nique avec ladite installation de commande cen-
trale (12) lorsqu’un capteur d’événement active
ladite unité de signal individuelle (22) ;
ladite installation de commande centrale (12)
exécute au moins une étape prédéfinie du plan
d’étapes à la réception d’une communication en
provenance de ladite unité de signal individuelle
(22) indiquant l’occurrence d’un événement
prédéfini ;
au moins certaines desdites étapes prédéfinies
soient configurées ou reconfigurables sur une
liaison bidirectionnelle à partir d’une première
source ; au moins certaines des étapes prédé-
finies fournies sur une liaison bidirectionnelle à
partir d’une seconde source.

12. Procédé d’un dispositif de capteur programmable ;
le dispositif comprenant une unité de signal indivi-
duelle (22) enregistrée par un utilisateur enregistré
ou propriétaire de ladite unité de signal individuelle
(22) avec une installation de commande centrale
(12) ; ledit procédé incluant les étapes de :

ladite unité de signal individuelle (22) commu-
niquant avec ladite installation de commande
centrale (12) lorsqu’un capteur d’événement ac-
tive ladite unité de signal individuelle (22) ;
ladite installation de commande centrale (12)
exécutant un plan d’étapes prédéfinies à la ré-
ception d’une communication en provenance de
ladite unité de signal individuelle (22), où le plan
est assemblé par l’utilisateur enregistré ;
et dans lequel lesdites étapes prédéfinies sont
configurées ou reconfigurables par l’utilisateur
enregistré de ladite unité de signal individuelle
(22) à partir d’un site web ; au moins certaines
des étapes prédéfinies sont fournies par un ou
plusieurs autres fournisseurs de services et ren-
dues disponibles pour la sélection sur ledit site
web ; au moins certaines étapes prédéfinies
configurées ou reconfigurables par lesdits
autres fournisseurs de services ;
permettre auxdits autres fournisseurs de servi-
ces de fournir lesdites étapes à ladite installation
de commande centrale (12) via ledit site web ;
permettre audit propriétaire de s’enregistrer
auprès de ladite installation de commande cen-

33 34 



EP 2 153 385 B1

19

5

10

15

20

25

30

35

40

45

50

55

trale (12) via ledit site web afin de devenir un
utilisateur enregistré ;
permettre audit utilisateur enregistré de sélec-
tionner une ou plusieurs desdites étapes via ledit
site web pour l’exécution par ladite installation
de commande centrale (12) en réponse à une
communication reçue en provenance de ladite
unité de signal individuelle (22) ; le procédé ca-
ractérisé en ce qu’il comprend en outre :

dans lequel lesdites étapes prédéfinies in-
cluent une communication entre ladite ins-
tallation de commande centrale (12) et ledit
utilisateur enregistré de ladite unité de si-
gnal individuelle (22),
lesdites étapes prédéfinies incluant une
première couche et une couche secondaire
desdites étapes prédéfinies, et
dans lequel des étapes sélectionnées de la-
dite couche secondaire d’étapes prédéfi-
nies peuvent être exécutées par ladite ins-
tallation de commande centrale (12) confor-
mément à une réponse à ladite communi-
cation entre ladite installation de comman-
de centrale (12) et ledit utilisateur enregis-
tré.
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