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(54) Method and monitoring system for the rule-based monitoring of a service-oriented 
architecture

(57) The present invention concerns a method for
the rule-based monitoring of a component (C1) added to
a service-oriented architecture (SOA), the SOA compris-
ing a plurality of components (C2, ..., Cn) being moni-
tored by a plurality of monitoring components (M2, ...,
Mn), the method comprising the following steps:
a. selecting a component (C2) from the plurality of com-

ponents (C2, ..., Cn) of the SOA which is similar to the
added component (C1) based on a similarity-metric;
b. selecting at least one rule (R2) from the monitoring
component (M2) of the selected component (C2), where-
in the at least one rule (R2) has already been validated
during the operation of the SOA; and
c. adding the at least one rule (R2) to a new monitoring
component (M1) of the added component (C1).
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Description

1. Technical Field

[0001] The present invention relates to a method and
a monitoring system for the rule-based monitoring of a
service-oriented architecture.

2. The Prior Art

[0002] In a service-oriented architecture (SOA), re-
sources are made available to participants in the network
as independent services that the participants can access
in a standardized way. Whereas most definitions of a
SOA use SOAP requests conveyed via HTTP/HTTPS
over TCP/IP, a SOA may use any service-based tech-
nology. The services interoperate based on formal defi-
nitions which are independent from the underlying plat-
form and programming language. The interface definition
encapsulates the specific implementations. A SOA is in-
dependent of a specific development technology (such
as Java and .NET). The software components become
very reusable because the interface is standards-com-
pliant and is independent from the underlying implemen-
tation of the (web) service logic. For example, a C# (C
Sharp) service could be used by a Java application and
vice versa.
[0003] Monitoring a SOA is an important and difficult
technical task in order to assure that the SOA operates
as desired. This applies not only to the development
stage of the SOA, when the source codes of the various
SOA components repeatedly need to be debugged but
also to the deployment and testing phases, for example
when exceptional runtime situations must be controlled
or the performance of the SOA is to be evaluated for
maintenance or other purposes.
[0004] Traditionally, monitoring a software system
comprises generating one or more log files according to
a set of fixed and predetermined rules of the monitoring
system, which allow for understanding the sequence of
events as they occurred in the software system. This con-
cept is problematic for application in a SOA, since it only
provides a limited amount of flexibility which is in contrast
to the flexible nature of a SOA. Furthermore, log files are
not applicable to discover complex error situations in ad-
vance. On the contrary, log files only allow discovering
the reason for a problem after the problem occurred. Con-
sequently, they do not enable taking any counter meas-
ures in due time to prevent the problem.
[0005] Since a SOA landscape usually consists of
many components that can interact with each other in a
complex way and that may dynamically change over
time, keeping track of all configurations and the changes
thereof is a non-trivial task. It is therefore known in the
prior art to provide a centralized registry/repository for a
SOA, such as the products "Infravio" or "CentraSite" of
applicant, which can simplify and facilitate this task. How-
ever, documenting the SOA landscape does not ensure

a smooth and error-free operation. In the EP 1 863 258
applicant already described a system and method for
managing web services and how runtime information of
the SOA can be gathered and stored in this registry.
Whereas the disclosed method and system already sub-
stantially facilitates the management of the complex SOA
landscape, it is not capable to automatically analyze com-
plex situation.
[0006] Further monitoring systems known in the prior
art are bound to application servers and mostly supervise
only web services. An example can be found in the US
2006/0031481 A1, which discloses the monitoring of a
plurality of service proxies by collecting and aggregating
data and triggering events according to rules predefined
by a user. Another example for a modeling tool for com-
posite e-services and functionality, which allows moni-
toring the status of service execution, can be found in
the US 7,222,334 B2.
[0007] In order to increase the reliability of the rules of
a monitoring system, it is known from the prior art to use
self-learning and rule-based monitoring processes as
e.g. depicted in Fig. 1. To this end, a rule is first obtained
in a learning phase, preferably in a learning loop, which
results in a proposed rule for the SOA component to be
monitored. The proposed rule may then be validated
through a testing phase comprising any number of tests,
which may be performed in a loop until the proposed rule
passes all tests. Once all tests are passed, the proposed
rule may be automatically marked as validated.
[0008] However, the above described learning/testing
process may be inefficient and time-consuming, since
the whole learning/testing process typically has to be un-
dergone numerous times in the life-cycle of a SOA. For
example when new components are to be added to the
SOA landscape, they cannot be monitored right away,
since the corresponding monitoring components each
have to undergo the full learning/testing process in order
to obtain the monitoring-rules. This makes the SOA either
inflexible and inefficient (in case the new components
are not used before validated rules have been "learned")
or, more importantly, may impose a severe security-risk
(in case the new components are already used although
the rules are not yet validated).
[0009] In view of the above, it is therefore the technical
problem of the present invention to improve the rule-
based monitoring of a service-oriented architecture
(SOA), thereby at least partly overcoming the disadvan-
tages of the prior art.

3. Summary of the Invention

[0010] This problem is in one aspect solved by a meth-
od for the rule-based monitoring of a component added
to a service-oriented architecture (SOA), the SOA com-
prising a plurality of components being monitored by a
plurality of monitoring components. In the embodiment
of claim 1, the method comprises the following steps:
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a. selecting a component from the plurality of com-
ponents of the SOA which is similar to the added
component based on a similarity-metric;

b. selecting at least one rule from the monitoring
component of the selected component, wherein the
at least one rule has already been validated during
the operation of the SOA; and

c. adding the at least one rule to a new monitoring
component of the added component.

[0011] Accordingly, when adding a new component to
a SOA, a similar existing component of the SOA is iden-
tified through a similarity-metric. If the identified compo-
nent, i.e. its monitoring component, has rules which have
already been validated in the operation of the SOA, these
rules may be added to the monitoring component of the
new component. The invention greatly simplifies the
monitoring of a SOA when adding a new component by
reusing already validated rules of similar monitoring com-
ponents.
[0012] In one aspect of the invention, the similarity-
metric may calculate a similarity-value indicating the sim-
ilarity of the added component with the plurality of com-
ponents of the SOA and the component with the highest
similarity-value may be selected. Additionally or alterna-
tively, the component may only be selected in step a. if
the similarity-value is greater or equal to a pre-defined
value. This ensures that only rules from sufficiently sim-
ilar components are reused.
[0013] In another aspect, the similarity-metric may cat-
egorize the components into groups such as service, ap-
plication server and / or computer hardware. Such a cat-
egorization serves to ensure that only components of
similar type are compared by the similarity-metric.
[0014] If the components are services, the similarity-
value may be calculated based on any of the group of
information comprising the number and/or the names of
methods provided by the services, their input parameter
types and/or their output parameter types. Alternatively,
if the components are application servers, the similarity-
value may be calculated based on any of the group of
information comprising their product types, product ver-
sions, used software and/or used hardware. Lastly, if the
components are computer hardware, the similarity-value
may be calculated based on any of the group of informa-
tion comprising their operating systems, operating sys-
tem versions and/or hardware configurations.
[0015] The existing monitoring component may have
undergone a learning-phase to obtain the at least one
rule. Furthermore, the selected monitoring component
may have undergone a testing-phase to validate the at
least one rule during the operation of the SOA. Accord-
ingly, with the present method, rules can be obtained for
new components to be monitored without having to go
through the full learning-phase of the respective moni-
toring component if a similar component is already

present in the monitored landscape which has already
undergone a quality approved learning-phase.
[0016] The method may further comprise the step of
providing the new monitoring component and the at least
one added rule to a testing-phase to validate the at least
one rule during the operation of the SOA. This ensures
that the newly added rules are tested and validated in
the context of the added component. Additionally or al-
ternatively, the method may further comprise the step of
providing the new monitoring component and the at least
one added rule to a learning-phase to determine at least
one parameter of the at least one rule.
[0017] The present invention also relates to a monitor-
ing system for the rule-based monitoring of a component
added to a service-oriented architecture (SOA), the SOA
comprising a plurality of components being monitored by
a plurality of monitoring components, the monitoring sys-
tem being adapted for performing any of the described
methods. Furthermore, a computer program is provided
comprising instructions for implementing any of the de-
scribed methods.

4. Short Description of the Drawings

[0018] In the following detailed description presently
preferred embodiments of the invention are further de-
scribed with reference to the following figures:

Fig. 1: A schematic overview of a learning/testing
process according to the prior art; and

Fig. 2: A schematic overview of an embodiment of the
present invention;

4. Detailed Description

[0019] In the following, an exemplary embodiment of
the monitoring method and system of the present inven-
tion will be described. The embodiment of the invention
comprises a system and a method for a monitoring proc-
ess which simplifies the obtaining of reliable rules for new
components added to a SOA landscape by reusing ex-
isting validated rules of similar components of the SOA.
[0020] A SOA landscape typically comprises many
components that can interact with each other in a com-
plex way. Such components of a SOA can be of very
different origin comprising objects such as services, es-
pecially web services, applications, clients, hardware
and software components, and many more.
[0021] In order to monitor the components of a SOA,
it is known to represent each of the components by a
monitoring component which collects runtime data during
the operation of the SOA. In this context, Fig. 2 presents
an overview of an extremely simplified SOA landscape,
which comprises a plurality of components C2, ..., Cn,
which are accompanied by monitoring components
M2, ..., Mn. In the depicted example, each of the moni-
toring components M2, ..., Mn monitors one correspond-
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ing component C2, ..., Cn of the SOA. However, it is also
possible to have one monitoring component for monitor-
ing more than one of the components of the SOA. It is
further possible to monitor only some of the components
of the SOA.
[0022] The data collected by the monitoring compo-
nents M2, ..., Mn may comprise actually measured val-
ues of the bandwith, the message length of the messages
issued by the components of the SOA, the number of
messages per time, the duration or any other suitable
value related to an operation of the components of the
SOA. If the monitored component is e.g. a hardware com-
ponent of the SOA, different values which are specific to
this component may be monitored.
[0023] Combining the collected runtime data obtained
by the monitoring components will provide an overall pic-
ture on how well the SOA landscape is operating. In order
to filter the collected runtime data, i.e. to exclude irrele-
vant information, monitoring-rules may be attached to
the monitoring components, so that the monitoring com-
ponents only collect the relevant data from the compo-
nents of the SOA landscape. As can be seen in Fig. 2,
the monitoring component M2 has one or more monitor-
ing-rules R2 attached. Furthermore, such monitoring-
rules may also define what to do with the collected infor-
mation, i.e. writing it to a log-file or issuing warning mes-
sages and / or alerts if certain boundaries are exceeded.
[0024] Monitoring-rules may be statically pre-defined
e.g. by experienced administration personnel of the SOA.
However, this is inflexible with respect to changes of the
components of the SOA, since new rules would have to
be formulated manually, which is time-consuming and
error-prone. To this end, it is known to provide a self-
learning monitoring process as depicted in Fig. 1. First,
in a learning phase, a certain starting rule is incrementally
refined, e.g. based on statistical values, until a proposed
rule is obtained. This proposed rule is subsequently test-
ed in a testing phase comprising any number of tests.
When the proposed rule has passed all tests, it may be
automatically or manually set to "validated" and used for
the monitoring of the SOA. It should be appreciated that
the learning of monitoring-rules could be accomplished
in a test-run of the SOA as well as during its operational
performance.
[0025] When a new component C1 (see Fig. 2) is to
be added to the SOA, normally the whole learning/testing
process would have to be undergone in order to obtain
reliable rules for a monitoring component M1 correspond-
ing to the new component C1, which is inefficient and
time-consuming and might delay the operation of the
SOA, because the new component C1 cannot be used
productively until a reliable monitoring-rule has been
"learned".
[0026] On the other hand, the new component C1 may
in certain aspects be similar to or almost identical with
the existing components C2, ..., Cn, e.g. two application
servers of the same type running on two (nearly) identical
computers or two web services that have nearly the same

operations. Consequently, rules of the existing monitor-
ing components M2, ..., Mn might be re-used for the new
monitoring component M1 in case the corresponding
components are sufficiently similar.
[0027] This similarity may be automatically quantified
by the present invention based on a similarity-metric (not
shown in Fig. 2), which preferably returns a number be-
tween 0 and 100 indicating the amount of similarity be-
tween two components of the SOA. If the new component
C1 to be added to the SOA has a certain required amount
of similarity, e.g. 90% or more, with one of the existing
components, e.g. with the component C2, it is likely that
the validated rules R2 will also be similar to the rules
needed to monitor the new component C1, if not identical.
[0028] Consequently, adding the already validated
rules R2 to a monitoring component M1 of the new com-
ponent C1 (illustrated by the horizontal arrow in Fig. 2)
will save time and efforts and considerably speed up the
start of the monitoring process for a changed or extended
SOA landscape, since the learning/testing process does
not have to be undergone.
[0029] The similarity-value is preferably calculated
pair-wise for the new component C1 with each of the
existing components C2, ..., Cn and the existing compo-
nent with the highest similarity value is selected. In order
to restrict the comparison of two components to reason-
able combinations, only components from the same
group may be compared, i.e. only web services or only
hardware components of the same type, etc.. The simi-
larity-value may be calculated in a number of ways de-
pending on the types of the compared components, for
example:

- If the components are services (e.g. web services),
the similarity-value may be calculated by comparing
the number, i.e. the amount, and the names of the
operations, i.e. sub-programs, provided by the serv-
ices and/or by comparing their input and output pa-
rameter types, such as integer, string or floating-
point number.

- If the components are application servers, the simi-
larity-value may be calculated by comparing their
product types, product versions and/or their used
software (e.g. operating system, runtime environ-
ment) or hardware (e.g. available memory).

- If the components are computer hardware, the sim-
ilarity-value may be calculated by comparing their
operating systems, operating system versions
and/or hardware configurations (e.g. main memory,
hard disk space, types of hardware components
such as graphic cards or motherboards).

[0030] Furthermore, in that preferably only operation-
ally validated rules are re-used for new monitoring com-
ponents, i.e. rules that already have undergone the full
testing-phase, a sufficient quality and robustness of the
reused rules is guaranteed.
[0031] To further ensure the feasibility of the re-used
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rules, the new monitoring component M1 may enter the
testing-phase in order to test the re-used rule R2 for the
monitoring of the component C1. This approach has a
considerably improved efficiency compared to the prior
art approach, since the costly learning-phase of the learn-
ing/testing process can be skipped. If the similarity is suf-
ficiently high, e.g. if two identical computer hardware
components are selected, even the testing-phase may
be skipped in order to increase the efficiency even more.
On the other hand, the learning-phase may in some sce-
narios still be undergone by the new monitoring compo-
nent M1, e.g. if the added rules R2 comprise parameters
and the concrete parameter values have to be deter-
mined for the new monitoring component M1.

Claims

1. A method for the rule-based monitoring of a compo-
nent (C1) added to a service-oriented architecture
(SOA), the SOA comprising a plurality of compo-
nents (C2, ..., Cn) being monitored by a plurality of
monitoring components (M2, ..., Mn), the method
comprising the following steps:

a. selecting a component (C2) from the plurality
of components (C2, ..., Cn) of the SOA which is
similar to the added component (C1) based on
a similarity-metric;
b. selecting at least one rule (R2) from the mon-
itoring component (M2) of the selected compo-
nent (C2), wherein the at least one rule (R2) has
already been validated during the operation of
the SOA; and
c. adding the at least one rule (R2) to a new
monitoring component (M1) of the added com-
ponent (C1).

2. The method of claim 1, wherein the similarity-metric
calculates a similarity-value indicating the similarity
of the added component (C1) with the plurality of
components (C2, ..., Cn) of the SOA and wherein
the component (C2) with the highest similarity-value
is selected.

3. The method of claim 2, wherein the component (C2)
is only selected in step a. if the similarity-value is
greater or equal to a pre-defined value.

4. The method of any of the preceding claims, wherein
the similarity-metric categorizes the components
(C1, C2,..., Cn) into groups such as service, appli-
cation server and / or computer hardware.

5. The method of any of the preceding claims 2 - 4,
wherein the components (C1, C2,..., Cn) are servic-
es and wherein the similarity-value is calculated
based on any of the group of information comprising

the number and/or the names of operations provided
by the services, their input parameter types and/or
their output parameter types.

6. The method of any of the preceding claims 2 - 4,
wherein the components (C1, C2,..., Cn) are appli-
cation servers and wherein the similarity-value is cal-
culated based on any of the group of information
comprising their product types, product versions,
used software, and/or used hardware.

7. The method of any of the preceding claims 2 - 4,
wherein the components (C1, C2,..., Cn) are com-
puter hardware and wherein the similarity-value is
calculated based on any of the group of information
comprising their operating systems, operating sys-
tem versions and/or hardware configurations.

8. The method of any of the preceding claims, wherein
the selected monitoring component (M2) has under-
gone a learning-phase to obtain the at least one rule
(R2).

9. The method of any of the preceding claims, wherein
the selected monitoring component (M2) has under-
gone a testing-phase to validate the at least one rule
(R2) during the operation of the SOA.

10. The method of any of the preceding claims, further
comprising the step of providing the new monitoring
component (M1) and the at least one added rule (R2)
to a testing-phase to validate the at least one rule
(R2) during the operation of the SOA.

11. The method of any of the preceding claims, further
comprising the step of providing the new monitoring
component (M1) and the at least one added rule (R2)
to a learning-phase to determine at least one param-
eter of the at least one rule (R2).

12. A monitoring system for the rule-based monitoring
of a component (C1) added to a service-oriented ar-
chitecture (SOA), the SOA comprising a plurality of
components (C2, ..., Cn) being monitored by a plu-
rality of monitoring components (M2, ..., Mn), the
monitoring system being adapted for performing a
method of any of the claims 1 - 11.

13. A computer program comprising instructions for im-
plementing a method of any of the claims 1 - 11.
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